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1 Introduction

Cypraea moneta is a small cowry shell found on the beaches of east Africa and
Maldives islands with characteristic shiny look. This shell was once used by Indian and
African tribes in the same sense as today’s money.

During his Indian expedition, Englishman, Lovell Reeve documented a trade
involving Cypraea moneta: “A gentleman residing some time since at Cuttack is said to
have paid for the erection of his bungalow entirely in these cowries... ... he paid for it
with above sixteen millions of these shells.” Some 150 years after that trade in 2010, an
American from Florida named Laszlo posted on an internet forum: “I'l/l pay 10,000
bitcoins’ for a couple of pizzas...” Four days later Laszlo reported: “I just want to
report that I successfully traded 10,000 bitcoins for pizza.”* The pizzas for Laszlo were
bought by Jeremy Sturdivan.” This purchase is believed to be the first bitcoin material
transaction among the Bitcoin users.’

The paradox between these two trades is that the the first trade that took place over
150 years ago was legally and economically speaking modern, as the cowries were used
in the very same way as modern money. The bitcoin trade however, was a step back,
because it was a mere barter. Jeremy first had to purchase the pizzas using a credit card,

and subsequently exchange pizzas for Laszlo’s bitcoins.

" REEVE, Lovell. Conchologia Systematica vol. 2. London: Longman, Brown, Green and Longmans,
1842, p. 262.

% In this thesis and generally Bitcoin with ‘B’ is used to refer to the whole network of computers
processing transactions and thus developing the peer-to-peer environment and bitcoin with a ‘b’ is used to
refer to the pieces of information that might be transacted among the users of such network.

3 LASZLO. Topic: Pizza for bitcoins? [entry in a discussion forum]. In: Bitcoin Forum: Economy:
Marketplace [online]. 18.05.10, 12:35 [visited on 2016-05-27]. Available at:
https://bitcointalk.org/index.php?topic=137.0

* LASZLO. RE: Pizza for bitcoins? [entry in a discussion forum]. In: Bitcoin Forum: Economy:
Marketplace [online]. 22. 05.10, 07:17 [visited on 2016-05-27]. Available at
https://bitcointalk.org/index.php?topic=137.0

>A Living Currency. Bitcoinwhoswho.com [online]. [visited on 2016-05-27]. Available at:
http://bitcoinwhoswho.com/index/jercosinterview

% Bitcoin Price Chart with Historic Events. Bitcoinhelp.net [online]. [visited on 2016-05-27]. Available
at: https://bitcoinhelp.net/know/more/price-chart-history



The essence of money is that everybody accepts it, because everybody knows, that
everybody accepts it.” Cypraea was of this essence, but in the year of 2016 we still
cannot assign the same attribute to Bitcoin even though over 100,000 shops world wide
accept bitcoin as a means of payment.® If the Bitcoin, at the moment, lacks the essence
of money and yet is still used in the same way, what is it?

Bitcoin is a peer-to-peer’ network system. In a peer-to-peer network, all of its
participants are equal, everyone acts as a server and a receiver at the same time. Such
layout eliminates any need for central authority and server. Bitcoin network is therefore
fully decentralized.'® Within the network participants might transfer encrypted lines of
alphanumerical characters directly between each other. These alphanumerical characters
are referred to as bitcoins.'' Every single bitcoin is therefore just a line of text encrypted
by secure hash algorithm 256'.

Transfers of the encrypted lines of alphanumerical characters are referred to as
spending bitcoins. What makes Bitcoin unique among all of other digital creations is
that bitcoin cannot be spend more than once. The multiple usage of a single digital file
in connection with a unit of exchange is being addressed as double spending.

Double spending is a long lasting problem in connection with digital files. Once a
user obtains a digital file, what is here to stop him from creating a number of copies of

that file? The author'® of Bitcoin came up with an unprecedented, yet apparent solution

! HOLMAN, Robert. Ekonomie. 6" Edition. In Prague: C.H. Beck, 2016. Beckovy ekonomické udebnice.
p. 446. ISBN 978-80-7400-278-6. In the Czech original: “V tom tkvi podstata penéz.: Kazdy je prijima,
protoze kazdy vi, zZe je kazdy prijima.”

Bitcoin now accepted by 100,000 merchants worldwide. International Business Times [online]. [visited
on 2016-05-27]. Available at: http://www.ibtimes.co.uk/bitcoin-now-accepted-by-100000-merchants-
worldwide-1486613.

? SCHOLLMEIER, Riidiger. 4 Definition of Peer-to-Peer Networking for the Classification of Peer-to-
Peer Architectures and Applications [online]. Munchen, 2002 [Visited on 2016-05-28]. Available at:
https://www.researchgate.net/publication/3940901 A_Definition_of Peer-to-

Peer Networking_for the Classification of Peer-to-Peer Architectures and Applications. Technische
Universitit Miinchen.

10 NAKAMOTO, Satoshi. Bitcoin: A Peer-to-Peer Electronic Cash System: 1. Introduction [online]. p.
1., 1-9 [Visited on 2016-02-16]. Available at: https://bitcoin.org/bitcoin.pdf.

""NAKAMOTO, Satoshi. Bitcoin: A Peer-to-Peer Electronic Cash System: 2. Transaction [online]. p. 2,
1-9 [Visited on 2016-02-16]. Available at: https://bitcoin.org/bitcoin.pdf.

12 IWAR. Descriptions of SHA-256, SHA-384, and SHA-512: SHA-256: Description of SHA-

256 [online]. p. 2., 1-36 [Visited on 2016-02-16]. Available at:
http://www.iwar.org.uk/comsec/resources/cipher/sha256-384-512.pdf.

13 The author of the Bitcoin remains, to the finalization of this work, unknown. The author of the first
document that introduces Bitcoin is Satoshi Nakamoto, however it has been proven that it is not a real



- keep a public ledger of all bitcoin transactions; “The only way to confirm the absence
of a transaction is to be aware of all transactions.”™ Using such system the Bitcoin
network recognizes every unique bitcoin and never accepts any copy of it as it knows
where exactly the original is. Some computers involved in the Bitcoin network therefore
run a part of Bitcoin protocol that monitors ongoing transactions and keep the public
ledger updated. Provided this solution the Bitcoin network does not need any central
authority that would monitor the transactions as the users do so themselves.

Transactions are randomly hashed and subsequently organized into blocks,
whichever computer is able to solve a mathematical problem first closes the block,
confirms included transactions, and is rewarded with an incentive in form of bitcoins."’
Every block is subsequently locked into the previous block creating a chain, thus
creating a blockchain.

Every transaction ever done is logged in the blockchain that makes the Bitcoin
network very transparent as everyone is able to look up every transaction that ever took
place and yet it keeps users relatively anonymous as the transactions are linked with
bitcoin addresses only. Everyone can create multiple addresses and when following
certain procedure' it is impossible to link a person to an address. It is possible to give a
simplified summarization that Bitcoin is a digital, decentralized, and partially
anonymous network that enables its users to conduct transactions among each other.

Bitcoin protocol might have a great impact on the internet and payment services and
change its format as we know it. The possibility to keep every digital file unique is very
appealing and as such the blockchain technology might revolutionize not only the

payment services, but it is also a key how to stop internet piracy.'’

person. On April, 2016 Craig Wright claimed that he is the author of the Bitcoin, but failed to prove such
statement.
" NAKAMOTO, Satoshi. Bitcoin: A Peer-to-Peer Electronic Cash System: 2. Transaction [online]. p. 2,
115-9 [Visited on 2016-02-16]. Available at: https://bitcoin.org/bitcoin.pdf.

Id.
' To maintain anonymity, users usually use a software that hides their IP address through many different
virtual private networks (VPN). When someone creates bitcoin address using such software (for example
TOR), this bitcoin address will be linked with a different IP address than of the computer, which the
person operates at the moment and it will substantially lower the possibility of the person being
recognized as an owner of such address and subsequently being linked to it.
'7 How the Blockchain Can Help Authors Guild Fight Piracy. Http://bitcoinist.net/ [online]. Brighton:
Bitcoinist Ltd., 2015 [visited on 2016-02-29]. Available at: http://bitcoinist.net/blockchain-help-authors-
guild-fight-piracy/.



Whereas the technical side of Bitcoin is thoroughly mapped, bitcoin in a legal sense
remains open to interpretation. In this thesis we aim on the legal and economic aspects
of bitcoin and questions concerning its regulation. We want to find an answer to the
question of what bitcoin is, comparing bitcoin with money in economical and legal
sense, and subsequently considering whether bitcoin might be looked upon as a thing in
a legal sense. The reason behind such inquiries is that we are, at the beginning of
writing this thesis, of the opinion that bitcoin as a medium of exchange cannot be
considered a thing in a legal sense despite of the wide, idealistic approach to things in
the civil law.

Another point of this thesis is to give our thoughts on the bitcoin’s regulation.
Especially, highlighting the need for systematic Bitcoin regulation, its contemporary
and theoretical problems. Reasoning of this part of the thesis is that we are of the
opinion that the partial anonymity and decentralization might be a future problem in
choosing the right approach to bitcoin regulation. For this reason, we also present an
American legal act, which was written strictly for the regulation of Bitcoin and similar
protocols and we show a brief comparison to the Czech legislation. We also suggest that
some parts of this act shall be in incorporated to the Czech legislation regarding Bitcoin.

This thesis is divided into three main blocks. The first one (Monetary Aspects of
Bitcoin) maps our road while we try to understand what is bitcoin from mostly
economical point of view, but as those conceptions are closely connected there is also a
legal insertion. Second block (Legal Aspects of Bitcoin) regards Bitcoin as an object of
legal relations. Third block (Regulatory Aspects and Issues Relating to Bitcoin) holds
bitcoin’s regulation around the globe and in the Czech Republic, shows different

approaches and talks about the problems in connection with the new technology.

1.1 Core Terms

As this thesis was being created we came to a conclusion that without further
explanation of few core terms that are natural only to the Bitcoin, the following text
would not be fully comprehensible.

We do not aim to provide a thorough technical definition of those terms. We rather
want to explain its role in connection with the Bitcoin. For purpose of this thesis we

consider crucial the following terms:



1. Bitcoin address;
2. Private key; and

3. Bitcoin wallet.

1.1.1 Bitcoin Address

Bitcoin address is a digital destination where a bitcoin transaction must be directed.
Every transaction ever done will have as final destination a certain bitcoin address.
Creating and maintain bitcoin address is free of charges. The number of them is, for
human use, practically infinite.'®

The address is only a receiving point. Bitcoins will never be send from an address
but might be visualized in such way." Bitcoins are kept in the same place, in the
blockchain, all the time. As abstract as it might be, bitcoins are technically never sent,
but only received.”

Bitcoin address also represents a combination of a public and private key. Those
keys, essentially passwords, are crucial terms in connection with the Bitcoin network
and will be explained later on. Bitcoin address is an encrypted public key that is paired
with a specific private key, which when used allows bitcoins to be spent.

For this thesis it is important to know that to conduct a transaction, the sender must
know the receiver’s bitcoin address. When a sender initiates a transaction, it is at first
broadcasted to the whole Bitcoin network and at the same time the transacted bitcoins
receive a time-stamp to prevent double spending, but in real use the sender just copies
the address in to the clipboard and chooses an amount of bitcoins he wishes to send and
clicks “send”.

That bitcoin address is a line of text in a specific format*' that works on similar
basis as a regular bank account, and most importantly that the use of bitcoin address is

only to receive bitcoins.

'8 Bitcoin address is an encrypted number varying from 1 to
1,461,501,637,330,902,918,203,684,832,716,283,019,655,932,542,976 (2"160).

' All bitcoin transactions are visualized in a sense that there is an address that initiated the transaction and
a receiving address. Technical reality is different, but hardly comprehensible. To see the visualization of
every bitcoin transaction that ever took place please see: https://blockchain.info/.

? For more information on this concept of missing “from address” please see:
https://en.bitcoin.it/wiki/From_address

2! An example of bitcoin address: 1MJ9swVsNeSdX41p8jzHTMAn77cmfyTTeB.



1.1.2 Private Key

Private key is essentially a password, a secret 256-bit number that must be used to
initiate a bitcoin transaction.”” Every private key is mathematically and
cryptographically tied to a bitcoin address to allow future transactions. Without the
knowledge of the private key the transaction cannot be invoked and the bitcoins tied to
such address cannot be handled. Therefore, everyone might know the public key, which
is represented in its encrypted form as a bitcoin address, but no one but the “owner”
shall know the private key.

It is advised that the private keys are stored in a safe place and used with
precautions, because when the private key is compromised the loss of bitcoins could not
be avoided, unless the righteous owner would have transferred the bitcoins first to a

secure address.

1.1.3 Bitcoin Wallet

Bitcoin wallet is a secondary computer program that is written to help facilitate the
work with the Bitcoin network. Bitcoin wallet software provides users with better
interaction with the Bitcoin addresses and private keys. Bitcoin wallet stands,
essentially, for a safe environment where the private keys are stored and through which
it is possible to initiate bitcoin transactions.

Bitcoin wallets are created by private authors and are not directly connected with

the Bitcoin network. Its use is usually free.

22 Bitcoin and its security is being developed over the time. In 2016 its now possible to use a 512-bit
number as a private key.



2 Monetary Aspects of Bitcoin.

In this chapter we present a set of terminological, economic, and legal problems in
connection with the Bitcoin. We came to a conclusion that the collocation “Virtual
Currency™” is used inaccurately, because this nomenclature creates an impression that
bitcoin is something different than it really is. That bitcoin itself cannot be considered
money and subsequently therefore a currency in the traditional conception. In our
opinion, bitcoin shall be referred to as a “digital medium of exchange” instead of the
nomenclature Virtual Currency.

We also provide a legal and economic background and development of the early
years of bitcoin. We have chosen the country of Iceland, because it was one of the very
first countries that made a legal decision in regard of bitcoin. We would like to address
the slow but steady development and point out bitcoin’s characteristics that had been
best shown thanks to those events.

Subsequently, we are comparing bitcoin evaluation from economic point of view to

money in a general sense.

2.1 Virtual Currency

Over the time, for Bitcoin and similar data protocols®® had established a
nomenclature Virtual Currency. This thesis finds this nomenclature Virtual Currency
and its subsequent definition unprecise, dated, and problematic.

European Central Bank had provided an early definition of Virtual Currency: “4

virtual currency is a type of unregulated, digital money, which is issued and usually

21 spite of the above said, this thesis might still operate with the collocation “Virtual Currency” as
well, but only because such term is used in laws or in future promised drafts. It should be also mentioned
that the community around Bitcoin started to use a different denomination — cryptocurrency. This
denomination is also wrong from a legal point of view, but at least compared to the virtual currency
describes the defining factor of Bitcoin, which is cryptography.

2* Some of those digital mediums of exchange shall be mentioned for its importance and for its
contribution to the further development of decentralized payment systems. Ethereum as a digital medium
of exchange with build in inflation and the possibility of smart contracts. For more information please
see: https://www.ethereum.org/. Digibyte for its revolutionary approach to online gaming platforms. For
more information please see: https://digibyte.co//. Dash for its absolute privacy. For more information
please see: https://www.dash.org/. All the other similar data protocols might be found here:
https://coinmarketcap.com/.



controlled by its developers, and used and accepted among the members of specific
virtual community.”>

Another definition was provided by the Federal Bureau of Investigation: “Virtual
Currency is something used on the Internet that is in circulation as a medium of
exchange but is not backed by a government.”*°

At first it should be noted that Bitcoin not only had undergone a great technological
development but also, in comparison with the year of 2012 (the year of both of the
definitions above), it changed sociologically, economically, and most importantly
legally. The nomenclature virtual currency, however, stays in general use, which is the
root of the problems this thesis will address later on.

What was firstly meant by the connection of the two words currency and virtual
cannot be found. Maybe the reason was that bitcoin is created virtually on the internet
or that it is almost like a currency (virtually a currency), but most probably there was a
terminological mistake at the beginning. We are of the opinion that bitcoins were
considered of the same sort as artificial medium of exchange used in online games and
so labeled Virtual Currency. This collocation might be and tends to be, wrongfully,
conceived in a two different ways.

First way is to consider Bitcoin as some sort of virtually created currency. With the
meaning that there is no actual issuer’’, but only a non-existent virtual one. Second
unprecise approach to the explanation of Virtual Currency nomenclature would be to
assert that Bitcoin operates within virtual boundaries and in between of a specific virtual
community therefore in so called virtual economy. Virtual economy is a term often used

in connection with a closed environment run by computer such as an online computer

game.”® Virtual economy might be described as; “Social Virtual Words (SVW) typically

%> EUROPEAN CENTRAL BANK. Virtual Currency Scheme [online]. p.13., 1-53. [Visited on 2016-03-
23]. ISBN 9789289908627. Available at:
ECB.EUROPA.EU/PUB/PDF/other/virtualcurrencyschemes201210en.pdf.

2 FBI DIRECTORATE OF INTELLIGENCE. (U) Bitcoin Virtual Currency: Unique Features Present
Distinct Challenges for Deterring Illicit Activity: Appendix A: Key Terms [online]. 2012 [visited on 2016-
03-23]. Available at: https://www.wired.com/images_blogs/threatlevel/2012/05/Bitcoin-FBIL.pdf

" English language does not differ between the words ‘issuer’ and ‘emitent’. In the Czech language,
however it is a substantial difference. Currency is always emitted and never issued. When we use the
word ‘issue’ in connection with currency in the sense of a legal tender we have in mind the word ‘emit’ in
the Czech legal sense.

2 For example, compare with: THORPE, Christopher, Jessica HAMMER, Jean CAMP, Jon CALLAS a
Mike BOND. Virtual Economies: Threats and Risks [online]. Harvard University, 2007 [visited on 2016-



have an economy-like system which simulates aspects of a real-world economy. This

internal economic system of a SVW is called a virtual economy.””

2.1.1 Virtually Created Currency

To assert that Bitcoin is a virtually created currency without an issuer is unprecise
on three levels. First one is that bitcoin has an issuer’’. Second, that bitcoin is not
created virtually, but digitally, and third that bitcoin is a currency, which will be
regarded later on.

To address the first problem. Bitcoins are simply created by and within the Bitcoin
network. The issuer exists even thought it is decentralized over the world, but in its
entirety it is the Bitcoin peer-to-peer network which represents the issuer. As such it
illustrates the Bitcoin conception in sense of classic Bitcoin’s saying; “be your own
bank”, everyone who participate is the issuer.

Second, bitcoin is not created virtually but digitally. It exists, in the literal sense of
existence. The only perception that might be partially correct, would be to assume that
bitcoin is created within the computer powered virtual space, but so is the electronic
money, which are not addressed as virtual either.

Bitcoin is an electronically stored unit. There is even a physical representation in

the form of electric energy that is stored within the hard drive of a computer.*’

07-23]. Available at: http://www.eecs.harvard.edu/~cat/papers/vetr.pdf, or LEHDONVIRTA, Vili.
VIRTUAL ECONOMICS: APPLYING ECONOMICS TO THE STUDY OF GAME WORLDS [online].
Helsinki Institute for Information Technology HIIT, 2005 [visited on 2016-07-23]. Available at:
http://vili.lehdonvirta.com/wp-

content/uploads/2015/08/Virtual Economics Applying Economics_to the Study of Game Worlds Pr
oceedings_of the 2005.pdf.

* JUNG, Yoonhyuk. USERS’ UNDERSTANDINGS OF THE VIRTUAL ECONOMY IN SOCIAL
VIRTUAL WORLDS: CONSUMPTION AND ENTREPRENEURSHIP OF VIRTUAL GOODS
[online]. Luisiana State University, 2010. p. 7 [visited on 2016-07-23]. Available at:
http://etd.Isu.edu/docs/available/etd-04092010-154422/unrestricted/Jung_Diss.pdf.

3% 1t has been said many times that the number of bitcoin that will be created is close to 21 million. All of
those bitcoins has already been created, but the right to handle them was not assigned, yet. One of the
possible interpretation of bitcoin is that bitcoin is a right, as explained in this work later on, and therefore
we still work with the conception that bitcoins are issued, over the time.

3! This is a bit complicated statement, but recent studies show that data stored within electronically kept
units presents certain, albeit minimal, mass. Please compare with: KISH, LASZLO a CLAES
GRANQVIST. Does Information Have Mass? Proceedings of the IEEE [online]. 2013, 101(9), 1895-
1899 [visited on 2016-02-29]. Available at: https://arxiv.org/pdf/1309.7889.pdf, or for further information
on this subject in relation to energy preservation compare with: HONG, J., B. LAMBSON, S. DHUEY a
J. BOKOR. Experimental test of Landauers principle in single-bit operations on nanomagnetic memory
bits. Science Advances [online]. 2016, 2(3), €1501492-e1501492 [Visited on 2016-02-29]. DOI:



If this example sounds too abstract to imagine, a bitcoin can be printed on a piece
of paper in the same manner as electronic money have a physical representation of a
coin or a bank note.*” In this simplified sense, the difference between bitcoin and
electronic money is that the issuer is not tied to any laws of a country or union, but that
does not make anything virtual. The relationship of bitcoin and electronic money, in a
legal sense, is addressed later on.

We are of the opinion that the defining attribute of virtual is the existence of
something within artificial boundaries where the communication is limited into one-way
stream. The right label to use in connection with bitcoin is therefore digital. Digital is an
adjective that represents something that is; “expressed as series of the digits 0 and 1,

typically represented by values of a physical quantity such as voltage or magnetic
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polarization.”

2.1.2 Virtual Currency Schemes

In the year of 2012, European Central Bank has issued a pamphlet regarding
Bitcoin named Virtual Currency Schemes.”® The virtual currency scheme itself is a
phenomenon of a certain community that issues its own money or a currency for its
limited use. This material differs in between three virtual currency schemes:

1. Closed virtual currency schemes;

2. Virtual currency schemes with unidirectional flow; and

3. Virtual currency schemes with bidirectional flow.

The closed virtual schemes refer to a very limited virtual economy “... that have

almost no link to the real economy...” As an example we might look for an online

10.1126/sciadv.1501492. ISSN 2375-2548. Available at:
http://advances.sciencemag.org/cgi/doi/10.1126/sciadv.1501492

32 As an example we provide link to a webpage, where is possible to create so called paper wallets. Paper
wallet represents a bitcoin address with a non-zero bitcoin balance and a concealed private key that is tied
to the address. Paper wallets might be traded in hand or used as a fiat money. For more information,
please see: https://bitcoinpaperwallet.com/.

33 Oxford Dictionaries: Language matters [online]. [visited on 2016-03-23]. Available at:
http://www.oxforddictionaries.com/definition/english/digital

3 EUROPEAN CENTRAL BANK. Virtual Currency Scheme [online]., 1-53. [Visited on 2016-03-23].
ISBN 9789289908627. Available at:
ECB.EUROPA.EU/PUB/PDF/other/virtualcurrencyschemes201210en.pdf.

3> EUROPEAN CENTRAL BANK. Virtual Currency Scheme [online]. p.13., 1-53. [Visited on 2016-03-
23]. ISBN 9789289908627. Available at:
ECB.EUROPA.EU/PUB/PDF/other/virtualcurrencyschemes201210en.pdf.



game where dealing with the in game money outside of the game is strictly prohibited
by the terms and conditions of the game developer.

A classic example of a such virtual environment created within the computer
powered virtual space might be an online gaming platform such as Tibia:*® a game
where a person’s interaction are represented by virtual character that slain virtual
monsters and acquire virtual money — gold pieces and virtual experience that might be
used in game to kill more virtual monsters and gain more virtual money.

Bitcoin does not operate within a closed virtual currency scheme as bitcoins can be
bought and sold on various places over the internet and in between persons using a legal
tender. Also, Bitcoin lacks the central authority that would issue terms and conditions
and limit its use. Bitcoin therefore might be freely linked to the real world economy. It
cannot be, therefore, argued that Bitcoin presents the Closed virtual currency scheme.

Virtual currency schemes with unidirectional flow refer to a virtual currency that:
“...can be purchased directly using real currency at a specific exchange rate, but it
cannot be exchanged back to the original currency.”’

Bitcoin again does not comply with this definition. No specific exchange rate can
be given as bitcoins are purchased and sold under the influence of supply and demand
and there is not and never could be any authority setting a specific exchange rate. All of
the internet markets where it is possible to purchase bitcoin also have the option to sell
it, and as such Bitcoin cannot be considered a scheme with unidirectional flow.

The third type, virtual currency scheme with bidirectional flow, is the closest one to
Bitcoin. According to the European Central Bank this scheme is defined by the
possibility to; “... buy and sell virtual money according to the exchange rates with their
currency. The virtual currency is similar to any other convertible currency with regard
to its interoperability with the real word.”® As an example European Central Bank
gives the Linden Dollar, which is a virtual currency issued for the use in game Second

Life. This virtual currency is created by the game developer but might be bought using
United States Dollars and might be also sold for them. The material further argues that

3% Tibia is an online gaming platform, where a person is represented by virtual character. For more
information please see: www.tibia.com.
37 EUROPEAN CENTRAL BANK. Virtual Currency Scheme [online]. p.14., 1-53. [Visited on 2016-03-
23]. ISBN 9789289908627. Available at:
?XCB.EUROPA.EU/PUB/ PDF/other/virtualcurrencyschemes201210en.pdf

Id.



Bitcoin is this third type of virtual currency scheme, but that it has certain innovations
that; “... make its use similar to conventional money.”*

We do not share the opinion with European Central Bank that Bitcoin is the
bidirectional virtual currency scheme. First of all, the philosophy behind bitcoin is
substantially different. Whoever is or was the author of Bitcoin, he did not want to
create a bidirectional investment vehicle, but to reinvent money — general purpose
instrument.

The main idea behind bitcoin comes from a mind of a libertarian. From someone to
whom math is more than government and law. We are of the opinion that the creation
was a sort of protest against the world, where;“...banks create money, whenever when

240 <

provide loan to other entities than banks. ...the loan expansion of bank is

theoretically indefinite. !

As far as it is possible to assume what one’s intentions are, we believe that the
author created the Bitcoin as a general trustless instrument that might be used without
limitation by anyone.

Second and more importantly, bitcoin was not created as a specific purpose
instrument for a single purpose or for a variety of purposes with a common denominator
such as the virtual currency Linden Dollar. Linden Dollar has a specific purpose and
that is to facilitate trades among the users of the game Second Life. Bitcoin never had
any certain specific purpose it was more likely meant as a general purpose instrument
from the very beginning. It was never intended to be used among specific group of
people such as all three types of virtual currency schemes as presented by the European
Central Bank. Bitcoin simply lacks a common denominator.

It might be argued that Bitcoin started as a bidirectional virtual currency scheme
because Bitcoin was presented and firstly used in a group of cryptographers with
common interests. However, even at that time bitcoin did not have a specific purpose or
a specific society. The author presented his invention to the kind of people where he

expected understatement and help. He was not looking for users but for developers. We

¥ 1d.

* Tvorba penéz bankami. JILEK, Josef. Penize a ménovd politika: Podstata tvorby penéz. Prague:
GRADA Publishing, a.s., 2004, p. 344. ISBN 8024707691. In the Czech original: “...banky vytvaieji
penize, kdykoliv poskytuji uvéry jinym subjektiim, nez jsou banky.”

*11d. In the Czech original: “...Gv&rové expanze bank je teoreticky neomezena.”
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therefore fail to understand why shall bitcoin be considered as a virtual currency
scheme, when it is clearly very different from the Linden Dollars, with which it is being
compared.

Let’s continue further discussion with a question. Why is electronic money called
electronic and not virtual? Is it not similar to the virtual currency scheme with the
bidirectional flow? Could not we look on people using Euro, in the form of electronic
money, as on specific group of people?

The answer would be that the electronic money is stored digitally, has an issuer and
that the adjective ‘virtual’ is tied to a virtual economy used in online games, because
such money simply does not exist in the real world. It exists in the game only.

Electronic money cannot be considered virtual, because it represents normal money
that are just stored electronically. All the money - legal tender we deposit into electronic
banking we might subsequently withdraw with the same nominal value and once we
store money electronically we might still pay for pretty much everything using it. For
electronic money and intangible values kept electronically and its subsequent use with
the help of internet became accustomed term digital economy. Digital economy might
be defined as; “an economy that is based on digital technologies, although we
increasingly perceive this as conducting business through markets based on the internet
and the World Wide Web.”"

Bitcoin is not only based on digital technologies, but it also helps to facilitate trades
over the internet. It acts very similarly to electronic money in the terms of usage. Once
someone purchases bitcoins he might purchase various goods, services and thigs, where
some of them might be virtual such as cloud data, but also might be real and tangible
such as a real estate.*’ Bitcoin does not have a virtual borders that would limit its use,
on the other hand it has a technological borders that do limit its use. Bitcoin is
technologically tied to the internet, but might be theoretically used without it with the
help of paper wallets.

*2 THE BRITISH COMPUTER SOCIETY. The Digital Economy [online]. [visited on 2016-02-14].
Available at:
https://policy.bcs.org/sites/policy.bes.org/files/digital%20economy%20Final%20version_0.pdf

* For more information please see: http://bitcoin-realestate.com, or: https://www.bitpremier.com/5-real-
estate.

13



We conclude that bitcoin is not part of virtual economy or virtual currency schemes
but a part of digital economy in the same sense of usage as electronic money. Taking in
account the above stated reasons we do not see any sufficient reason why bitcoin shall

be labeled virtual. Much more defining would be to mark Bitcoin digital.

2.2 Bitcoin’s Monetary Background

We have expressed our disagreement with the collocation Virtual Currency, where
we assert that the adjective ‘virtual’ shall be changed for digital. The other word
‘currency’ is also problematic.

We look upon currency as on a money under the shaping influence of laws of a
particular country or union, which defines its format and enforce its acceptability as a
general monetary instrument.** We might assume that all currencies are money, but not
all money is currency. “What makes money currency is not just the superior
definiteness, fact that some object is considered money, but most importantly it is
certain authority which stands behind the specification of the corresponding function of
money, in qualified manner defines the form of money and sets forth the conditions of its
existence and usage.”* Therefore, for a bitcoin to be a currency, which is most probably
not anyways, it must be money in the first place.

Whether bitcoin is or is not money had been a long lasting question. The core
bitcoin community generally regards bitcoin as money or even a currency. The rest
which is interested in bitcoin is rather temperate. In the development of economic and
legal conception of Bitcoin, it was very soon clear that to mark bitcoin money is, at

least, a difficult.

2.2.1 Icelandic Approach

One of the first countries which took actions against the Bitcoin was Iceland. Well,
at least sort of took actions. Iceland was heavily affected by the world economic crisis

in 2007 — 2008. Three of its largest privately owned banks were dealing with risky, but

* KOTAB, Petr. Financni pravo: Ména a penézni obéh. 6™ Edition. Prague: C.H. Beck, 2012, p. 335.
Beckovy pravnické uc¢ebnice. ISBN 978-80-7400-440-7.

#1d. at 335-336. In the Czech original: “Co vak cini penize ménou, neni je vyssi mira konkrétnosti,
skutecnost, ze néjaky predmeét je za penize povazovan, ale predevsim je to urcitd autorita, kterd za
konkretizaci prislusné funkce penez stoji, kvalifikovanym zpiisobem formu penéz definuje a stanovi
podminky jeji existence a pouzivani.”



highly profitable short term financing of its both domestic, but mostly international
clients. Subsequently, the investors found out that the probability of default increased
every day and decided to sell off Kronur, which lead to the default of the Icelandic
banking sector and subsequently to the fall of Icelandic government.

“The authorities responded with the unthinkable: they let the country’s three
biggest banks collapse. It was the third largest bankruptcy in history. Then came the
implementation of strict capital controls, austerity measures and a series of reforms;
Iceland thus set out to reinvent itself. Skepticism was rife, but contrary to the qualms of
critics, the controversial model actually seems to be working. Unemployment is down,
interest rates have deflated and pre-crisis output levels are now being surpassed.”*

One of those implementations was the Icelandic Foreign Exchange Act.*’ This
particular act, besides other things, prohibits residents of Iceland from purchasing
bitcoin using the Icelandic Kronur as it might be used for cross-border capital
movements; “It should also be noted that the purchase and sale of virtual currency has
been examined within the Central Bank in connection with enforcement of the Foreign
Exchange Act, no. 87/1992 Coll. The Bank is of the opinion that there is no
authorization to purchase foreign currency from financial institutions in Iceland or to
transfer foreign currency across borders on the basis of transactions with virtual
currency. For this reason alone, transactions conducted with virtual currency are
subject to restrictions in Iceland.”*®

The Foreign Exchange Act, involves a general exception for goods and services in
the article 2: “Foreign exchange transactions in connection with the import and export
of goods and services shall be unrestricted, together with capital movements and
foreign exchange transactions in connection with them, unless otherwise provided for

by law.”"

% Failing banks, winning economy: the truth about Iceland’s recovery. World Finance [online]. 2015
[visited on 2016-07-25]. Available at: http://www.worldfinance.com/infrastructure-
investment/government-policy/failing-banks-winning-economy-the-truth-about-icelands-recovery

7 Act No. 87, 17 November 1992, as amended up to May 2013

*¥ Significant risk attached to use of virtual currency. Cb.is [online]. 2014 [visited on 2016-04-13].
Available at: http://www.cb.is/publications-news-and-speeches/news-and-
speeches/mews/2014/03/19/Significant-risk-attached-to-use-of-virtual-currency/

* Foreign Exchange Act, Available at: http://www.cb.is/library/Skraarsafn---EN/Capital-
surveillance/Foreign%20Exchange%20Act%20-%20Copy%20(1).pdf
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According to the Icelandic National Bank, this exception, however, does not apply
to bitcoin’®. Bitcoin itself is not illegal in Iceland. The possession of bitcoin is
completely in accordance with Icelandic laws and so it is the process of generating
bitcoins. Iceland, thanks to its cheap electric energy, is also very popular as a base for
data centers generating bitcoin.’!

The Icelandic interpretation of bitcoin does not see bitcoin as either a goods or
service, but rather as some sort of an investment vehicle, which might be used to
transfer funds. Even though Iceland did not directly specify what bitcoin is or is not, we
might see an interpretation inclining for a bitcoin to be some sort of intangible monetary

instrument but not money itself.

2.2.2 The Court of Justice of the European Union

On 22" October, 2015 the Court of Justice of the European Union decided that
bitcoin transactions are not subjected to value added tax.* Reasoning behind this
decision is that member states must exempt, pursuant to an article 135, section 1, letter
e) of the council directive 2006/112/EC; “transactions, including negotiation,
concerning currency, bank notes and coins used as legal tender, with the exception of
collectors' items, that is to say, gold, silver or other metal coins or bank notes which are
not normally used as legal tender or coins of numismatic interest.”

Even though bitcoin, in a legal sense, does not represent legal tender, the Court
argues that; “transactions to exchange traditional currencies for units of the ‘bitcoin’
virtual currency (and vice versa) constitute the supply of services for consideration
within the meaning of the directive, since they consist of the exchange of different means
of payment...”>> With this reasoning the Court had recognized, for tax purposes, bitcoin

as a means of payment, rather than a good.

%% Significant risk attached to use of virtual currency. Cb.is [online]. 2014 [visited on 2016-04-13].
Available at: http://www.cb.is/publications-news-and-speeches/news-and-
speeches/mews/2014/03/19/Significant-risk-attached-to-use-of-virtual-currency
> For more information, please see:http://www.ibtimes.co.uk/geothermal-gold-why-bitcoin-mines-are-
moving-iceland-1468295, or http://uk.businessinsider.com/photos-iceland-bitcoin-mine-genesis-mining-
cloud-2015-8.
2 COURT OF JUSTICE OF THE EUROPEAN UNION. The exchange of traditional currencies for units
of the ‘bitcoin’ virtual currency is exempt from VAT [online]. Luxembourg, 2015 [Visited on 2016-04-
5133]. Available at: http://curia.europa.eu/jems/upload/docs/application/pdf/2015-10/cp150128en.pdf

Id.
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The Court of Justice of the European Union did resolve the issue regarding value
added tax, but again did not bring much light to what bitcoin really is. Regarding this
decision, bitcoin grew stronger to being recognized as an intangible monetary
instrument, which could lead, under the European law, most probably to the electronic

money.

2.2.3 Electronic Money Directive

In connection with the above meant decision, bitcoin could theoretically fall within
the scope of Electronic Money Directive.”*

Important for bitcoin definition might be the preamble of Electric Money Directive,
especially article 5 that sets forth that this directive shall be limited to payment services
providers that issue electronic money, and should not apply to specific pre-paid
instruments such as store card, public transport cards, meal vouchers, services vouchers
etc. However, if such specific purpose instrument would develop into a general purpose
instrument, then the regulation regarding electronic money should be applied. That said,
bitcoin might be considered a general purpose instrument,” because it is accepted as a
means of payment by undertakings other then the issuer and it is not linked to a specific

service or good.

> Directive 2009/110/EC of the European Parliament and of the Council of 16 September 2009 on the
taking up, pursuit and prudential supervision of the business of electronic money institutions amending
Directives 2005/60/EC and 2006/48/EC and repealing Directive 2000/46/EC.

>> Well mapped development from a specific purpose instrument to a general purpose instrument might be
shown on in the history of a Q-coin, Chinese digital medium of exchange. Q-coin was created prior to
bitcoin by one of the Chinese most significant telecom operator Tencent. It was developed as a virtual
medium of exchange for services provided specifically within the Tencent network. Q-coin could be
obtained by user spending his remaining balance on pre-paid telephone card. Q-coin had developed a
popularity among young users who started to pay and tip each other with Q-coins. Seeing the popularity
Q-coin gained among the youngsters, several online games started to award its players with Q-coins.
Subsequently some stores and merchants started to accept Q-coins as a means of payment, which led to a
wide spread of Q-coin and subsequently to the interest from a Chinese government. As the popularity of
Q-coin grew stronger and the possibility of purchase was very limited, the Q-coin caught interest of a
black market and the facilitating the purchase of Q-coins using Renminbi appeared. Q-coin market grew
each year about 20% to several billion Renminbi a year, which gave reason to the Chinese government to
ban the alternative medium of exchange.
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2.2.4 Bitcoin as a General Purpose Instrument

Could we consider bitcoin to be electronic money pursuant to the Electronic Money
Directive? Electronic money is defined in article 2, section 2 of this directive under
following criteria:

1. Electronic money shall be electronically stored monetary value;

2. Electronic money shall represent a claim on receipt of funds of an amount not

less in value than the monetary value issued; and

3. Electronic money shall be accepted as a means of payment by natural and legal

person other than the issuer.

As per compliance with criterion one. Bitcoin is digitally stored in a decentralized
public ledger, which is kept updated by various computers around the world. The data
in the ledger are decentralized within the network and stored on those computers. It is
safe to say that bitcoin is stored electronically and therefore, at least partially, complies
with the first criterion.

According to criterion number two, electronic money shall be interpreted as an
obligation against authority that issues the electronic money, while maintaining the
value of the transaction at par. The easiest example of such process is a deposit of legal
tender through ATM on a bank account.

A person inserts bank notes into the ATM and the exact value appears on display of
the ATM that very value is subsequently transferred to that person’s bank account
linked with credit or debit card. The balance on the bank account linked with the card
represents electronic money issued by the administrator of the bank account.

Electronic Money Directive sets forth in article 11 section 1 that; “Member States
shall ensure that electronic money issuers issue electronic money at par value on the
receipt of funds.” and in section 2 that; “Member States shall ensure that, upon request
by the electronic money holder, electronic money issuers redeem, at any moment and at
par value, the monetary value of the electronic money held.”

Within the Bitcoin network there is no authority that could issue bitcoin in exchange
for monetary value, therefore there is no place for any kind of obligation. Bitcoins are
generated in accordance with the algorithm written in the bitcoin source code. The
issuance of bitcoins depends on the computing power invested within the network. As

there is no entity that would issue bitcoins in a way similar to a bank can issue
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electronic money, the process of generating bitcoins using the computing power is
clearly out of scope of the Electronic Money Directive, because these bitcoins are
generated without any link to an authority, and thus the Member States cannot ensure
that the bitcoin user could redeem the legal tender invested in the purchase of bitcoin at
par value.

Purchase of bitcoins using legal tender also does not constitute an obligation for a
seller of bitcoins to redeem the sold bitcoins for the exact same amount of monetary
value invested in the purchase by the buyer.

Section 1 and 2 of the Electronic Money Directive cannot be satisfied within the
Bitcoin network, as bitcoins are not issued at the first place and as there is no authority
that might be held responsible for redeeming the price. Also it is worthy to note that
electronic money is reflecting the value of its physical equivalent, but bitcoin’s price is
decided in matters of supply and demand only. Bitcoin thus, does not satisfy the second
criterion pursuant to article 2, section 2 of Electronic Money Directive.

As for the third criterion stating that electronic money shall be accepted by others
than the issuer. Bitcoin is accepted at various places and the issuer is decentralized over
the world. It is safe to say, that bitcoin is accepted by others than its issuer and so
Bitcoin complies with the last criterion.

Summarizing, Bitcoin satisfies, partially, the first defining criterion of electronic
money and fully the third. Bitcoin, however is contradictory to the second criterion. For
bitcoin to be electronic money it would have to meet all of those requirements. Bitcoin

therefore cannot be considered electronic money.

2.3 Bitcoin as a Money or a Currency?

So far if we look upon the Icelandic interpretation and the decision of European
Court of Justice and compare it to our analysis above, bitcoin inclines to be some sort of
medium of exchange but not electronic money.

Electronic money is just a specific legal term referring to a digitally stored legal
tender. We therefore, still should work with an assumption that bitcoin might be money.

After all even the author presents his invention as an electronic cash system.’® The label

 NAKAMOTO, Satoshi. Bitcoin: A Peer-to-Peer Electronic Cash System: [online]., 1-9 [Visited on
2016-02-16]. Available at: https://bitcoin.org/bitcoin.pdf



“electronic cash” is very suitable for bitcoin. It works exactly the same way as if
someone had taken out the corporeal substrate out of bank notes and coins but left

everything else as is.

2.3.1 Money Precursors?

What is money, is surprisingly a hard question to answer. The issue is that money is
an economical term, which is represented, in today’s world, by currency or more
accurately by a legal tender. So naturally, when someone thinks of and refers to money,
they refer to currency.

The design, form or shape of money is important only to some extent. Money is an
essence. Theoretically, every object might become money. Yet the predispositions of
the object that will become money in future, is unknowingly taken into account much
sooner. Usually, only the objects with the right characteristics are chosen to become
money. The object shall satisfy the following criteria:

1. Value common assets,

High market value in relation to volume and weight,

2. Common and accessible,
3. Constant utility,

4. Low cost of preservation,
5. Transportability,

6. Divisibility,

7. Durability,

8.

9.

Recognisability, and

10. Resistance to counterfeiting.

We cannot say that bitcoin satisfies all of the above meant criteria but neither we
can say that bitcoin would fail them. Bitcoin is exceptionally good in satisfying some of
them and exceptionally fails the others.

Bitcoin takes the resistance to counterfeiting to a whole new level. There is literally
no way to counterfeit bitcoin. It is just not possible. Bitcoin always stays part of the
Bitcoin network and therefore adding a counterfeited one would be recognized and

refused.
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High market value in relation to volume and weight is also something where bitcoin
excels. Bitcoin is a string of a coded message saved on a Bitcoin network; the only
weight and volume will be the medium where the private keys to bitcoin are stored.

Divisibility is also satisfied to the highest level as bitcoin is divisible to eight
decimal places and so is transferability as it is possible to transfer bitcoin over the
internet or in hand. It is also much easier to transport a million Czech Korunas in bitcoin
than in Korunas.

With other characteristics it is a different story. For instance, recognisability.
Bitcoin, being the best known artificial digital medium of exchange, is still known very
little. We are unable to say how many people use bitcoin and even if we were, we would
not know how many of them use bitcoin on a daily basis.

The low cost of preservation is also hard to answer for the sole purpose that
keeping the Bitcoin as a network running is extremely costly. On the other hand, for a
normal user who does not want to generate bitcoins, storing bitcoin is extremely cheap,
because he only needs to load his hard drive with certain data and keep the hard drive
safe or print the private key on paper and keep the paper safe. Without keeping the
network alive the bitcoin would be unusable and keeping the network counting
transactions needs thousands or millions of top tier computers working nonstop. We
have to take into account that the costs are decentralized and that the network itself pays
to those who keep it alive in incentive of bitcoins. Therefore we might say that the cost
of preservation is somewhat low”’.

Truly problematic might be the constant utility and accessibility. Over the time,
bitcoin shall grow in value, because of its deflationary nature. Theoretically speaking
what could happen is that the people who now hold bitcoin would have no reason to sell
it as it will grow in value forever, which could limit bitcoin’s usability maximally to
some sort of settlement layer. The constant utility remains in question and so does the
accessibility.

We should bear in mind that bitcoin is a developing technology and that some of

these characteristics might change from worse to better and vice versa. We are of the

> In our experience, it is safe to conclude that just holding the bitcoins does not cost anything. The
authors hold bitcoins for over a year and there were no additional costs to the operating cost of the
computer.
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opinion that bitcoin still represents a unique corpus where the positives outweigh the
negatives and uncertainties at least when it comes to the characteristics. Thus, bitcoin
has the corpus to be money, but does it satisfy the economic conception of Money?

The universal definition of money considers three basic criteria:

1. Medium of exchange;

2. Unit of Account; and

3. Store of Value.”®

2.3.2 Medium of Exchange

“Money can only serve its required function if it is intended to serve as the
universal means of exchange in the State of issue.””® Contrary to this statement, could
bitcoin still be considered a medium of exchange if there is no state of issue? Definition
of medium of exchange is surprisingly hard to find. A very general definition might be
found in Hubbard: “/A/nything that is generally accepted as payment for goods and
services or in the settlement of debts.”® Other sources do not even distinguish in
between the conception of medium of exchange and means of payment.’’ We see
medium of exchange as anything that acts as an intermediary instrument that helps to
facilitate trade among two or multiple parties.

Bitcoin was designed to facilitate trade among two or multiple parties. It has a
perfect attributes of an intermediary instrument. It is durable, divisible, easily storable
and transferable. Bitcoin is also used as a medium of exchange. We might therefore

easily conclude that bitcoin is a medium of exchange.

% Definice pendz, JILEK, Josef. Penize a ménovd politika: Podstata tvorby penéz. Prague: GRADA
Publishing, a.s., 2004, p. 26. ISBN 8024707691. In the Czech original: “Penize obecné slouzi trem
ucelum: jako ucetni jednotka kupni sily, tj cen zboZi a sluzeb, jako platebni prostredek mezi spotrebitel,
podniky a vladou, jako prostredek uchovani hodnoty.”

*% The Concept of Money. PROCTOR, Charles. MANN ON THE LEGALS ASPECT OF MONEY:
Universal Means of Exchange. Sixth edition. New York: Oxford university press, 2005, p. 28. ISBN
9780198260554.

% HUBBARD, R. Glenn. Money, the financial system, and the economy. 5th ed. Boston:
Pearson/Addison-Wesley, 2005, p. 14. ISBN 0321237854.

' THOMAS, Lloyd Brewster. Money, banking, and financial markets. 5th ed. Mason, Ohio:
Thomson/South-Western, 2006, p. 21. ISBN 0324176732.



2.3.3 Unit of Account

“The unit of account provides a standard of value against which the value of
commodities can be measured.”* Bitcoin is currently being used in above one hundred
thousand shops around the world as a medium of exchange, but all of these shops have
one similarity. The price of a service or a goods (commodity) is never measured against
bitcoins.

The price is always determined in a legal tender and the amount of bitcoins is
interconnected with the price expressed in legal tender. Therefore, the standardized
measure used to reckon the price is a legal tender, such as Euro.

It 1s often argued that bitcoin resembles gold to some extent. Such arguments are
best shown on its limited amount and deflationary nature. We argue that if bitcoin is
similar to gold in those terms, it cannot be a unit of account.

“Despite their history within national monetary systems, neither gold nor silver can
be regarded as “money” for their value may fluctuate in terms of money and is
determined according to market demand; neither commodity is denominated by
reference to a unit of account.”®

Bitcoin follows the exact path stated above. At the moment it cannot be used as a
unit of account as it often changes its value very quickly. In contrary, we further argue
that Bitcoin might be considered as a unit of account in future. As such it depends on
whether the value of bitcoin will be able to stabilize itself enough. Most of the spikes in
value of bitcoin are because of various cyber security related events and bitcoin halving.
Both of those might be eliminated in future or substantially lowered.

The bitcoin halving is every four years and each of the halving shall both increase
and stabilize the value. Much more problematic for the bitcoin value are various
security problems that might affect the places where bitcoin is sold or traded. If the
amount of those businesses will grow in the future, the occasional security breach

should not influence the overall value that much.

52 The Concept of Money. PROCTOR, Charles. MANN ON THE LEGALS ASPECT OF MONEY:
Universal Means of Exchange. Sixth edition. New York: Oxford university press, 2005, p. 27. ISBN
9780198260554.

63 1d. at p. 28.
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2.3.4 Store of Value

Is bitcoin able to hold value? As long as the value can be retrieved over time, the
form in which the value was invested in the first place, acts as a store of value. We
might look upon this function in two ways; value and purchasing power.

“In modern times, the value of money in terms of its purchasing power is
prescribed by law and is wholly unrelated to the cost of materials involved in its
production.”*

Bitcoin’s purchasing power and therefore subsequently its value is not prescribed
and cannot be prescribed by any law. What is thus the value of bitcoin?

Considering bitcoin exchange rate to the United States Dollar development, we
might illustrate its ability to hold value. During the year of 2009, bitcoin had practically
zero value, spiking 1000% in just 5 days in July, 2010 from $0.008 to $0.08. On 12" of
February, 2011 bitcoin parities with USD and on 8" of July falls from $31 to $2. At the
end of 2012 bitcoin price climbs back to $13. On November 27", 2013 the price reaches
over 1000$ and slowly falls ever since, with occasional spikes, to $200 in early 2015
stabilizing around $400 and slowly growing in the first three months of 2016, just to
spike again on June 17", 2016 to $748.

From the above shown example it is clear that the value of bitcoin is very volatile,
which is directly in contrary to the price stability. The purchasing power of bitcoin is
thus very dependable on the supply and demand. Much like a commodity.

Bitcoin presents in this case a very similar problem as in the previous case of the
unit of account. In future, bitcoin might be stable enough to satisfy the characteristics of
store of value, but at the moment it cannot. We conclude that at the moment bitcoin is
unable to store value to the extent that it would satisfy the third criterion — store of
value. Pursuant to our analysis, bitcoin does not satisfy two out of three criterions and

therefore cannot be considered money in economic sense.

2.4 Bitcoin as a Money Pursuant to the Czech Law

When the majority of people think of bitcoin, they unknowingly ascribe the

attributes of money to bitcoin and therefore subsequently think of bitcoin as money. It

% 1d. at p. 31.
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would be unfair to blame them; after all it does have many similarities. The word
“bitcoin” even involves the coin inside of it.

Money, however, is rather an economical term. The law of the Czech Republic
regards money in the sense of legal tender. The closest definition of money is possible
to find in the act no. 284/2009 Coll. On Payment System in section 2 paragraph 1 letter
c); “For the means of this act money shall be; bank notes, coins, non-cash money and
electronic money.”® Pursuant to this definition and in connection with the analysis
above, bitcoin cannot be considered money in legal sense under the Czech laws. We
determined that bitcoin is not electronic money, it is also not a bank note or a coin. The
only remaining category is non-cash money, but we have proved that bitcoin does not
satisfy the economic conception of money.

We can conclude that bitcoin, as of now, is a medium of exchange but not money.
To the extent we assume that, because bitcoin is not money it is hardly a currency. Even
if we would assume that bitcoin is money in the economic and legal sense, it still could
not be considered currency for various reasons.

Probably the most comprehensive reason is that there is no country, where bitcoin
would be a recognized as a legal medium of exchange and the acceptance of such
medium could be enforced by authorities. Bitcoin is a stand alone project that is not
pegged to any legal tender nor commodity and yet is unable to be a unit of account as
stated above. Therefore, bitcoin is not a legal tender and thus it cannot be a currency.
The nomenclature Virtual Currency is therefore absolutely wrong. As bitcoin is neither

virtual not a currency.

2.5 Summary

The nomenclature Virtual Currency is faultily used. It is so, not only because of the
wrong adjective ‘virtual’, but also because bitcoin cannot be considered currency.
Virtual Currency is connected to a virtual economy that might be found in online

games, whereas bitcoin is connected to the digital economy in the form of general

%5 11 the Czech original: “pro ucely tohoto zdkona penéznimi prostifedky jsou bankovky, mince,
bezhotovostni penézni prostiedky a elektronické penize.”



instrument. Bitcoin is, therefore, not limited by any virtual boundaries or a specific
purpose such as a classic virtual currency.

Further, bitcoin does not satisfy the legal definition of electronic money pursuant to
the Electronic Money Directive. As there is no central issuer, who would be obliged to
retrieve invested customer’s funds of an amount not less in value than the monetary
value issued in the first place. Nevertheless, as electronic money is just a legal type of
money, might be bitcoin considered money in general economic sense?

Bitcoin cannot be considered money as it does not comply with its definition. We
must agree with Papp’s statement that “/b/itcoin shows great potential as a medium of
exchange for e-commerce, but its weaknesses as a unit of account and store of value
hinder its ability to permanently replace the dollar.”® As all of the characteristics must
be satisfied, bitcoin is at the moment just a medium of exchange. Despite of the above
said, if in the future bitcoin becomes widely accepted the price of bitcoin will
necessarily stabilize enough to hold value for a longer periods of time and then bitcoin
will probably satisfy all of the criterions of economic money definition.

It is further argued that currency is legal term for specific money under the
influence of law, and because bitcoin is not money, it cannot be currency. We are of the
opinion that at the moment bitcoin is a digital medium of exchange, which is of

capability to become money in economic sense in the future.

66 PAPP, Jeremy. A Medium of Exchange for an Internet Age: How to Regulate Bitcoin for the Growth
of E-Commerce.Pittsburgh Journal of Technology Law and Policy [online]. 2015, 15(1), 39 [visited on
2016-07-24]. DOI: 10.5195/t1p.2014.155. ISSN 2164-800x. Available at:
http://tlp.law.pitt.edu/ojs/index.php/tlp/article/view/155



3 Legal Aspects of Bitcoin

To determine what bitcoin is, under the Czech law, we have to start with the very
basic diversification. We might either look at bitcoin as a subject of legal relations or as
on an object of legal relations.

Knapp provides a definition of the subject of legal relations: “The recipient, the one
to whose will and consciousness is related a legal norm, respectively to whose will and
consciousness is applied, is a man and might not be no one else than man.”®’

Bitcoin essentially has never been alive and under no circumstances might be
considered a man. As a man is able to maintain a free will®® and decide on his own. We
cannot look on bitcoin as on a recipient, therefore we have to consider bitcoin as an
object of legal relations.

Object of legal relations is defined by Gerloch: “Objects of legal relations are in
particular things, values of human personality, results of human creativity, legally
relevant human actions etc.””

This work is based on the assumption that bitcoin, thanks to its unique
characteristics, might fall outside the scope of the objects that have to be legally
considered a thing in a legal sense pursuant to the act no. 89/2012 Coll. the Civil Code.

Legal theory supports dualistic approach to the conception of a thing. It is being
differentiated between materialistic and idealistic conception of a thing.”® In another

words, law either views tangible items as things in a factual sense or everything that is

different from a person as things in a legal sense.

STKNAPP, V. Teorie prava. Prague: C.H. Beck, 1995, p. 70. Beckovy pravnické ugebnice. ISBN 80-7179-
028-1. In Czech original: “Jeho recipientem, tj. tim, k jehoz viili a védomi se pravi norma obraci, resp. na
Jjehoz vuli a védomi pusobi, je clovek a nemiize jim byt nikdo jiny nez clovék.”

%% In general use of the collocation free will not in the sense as for example Kutilek. Even though we
would like to point out that from philosophical point of view Blockchain technology is the first real
expression of determinism. More on determinism might be find here: KUTILEK, Luk4s.
Pravnéfilozofické aspekty svobodné viile. Pravnicka Fakulta Univerzity Karlovy, 2015. Diplomova préace.
GERLOCH, A. Teorie prava. 6th edition. Pilsen: Vydavatelstvi a nakladatelstvi Ales Cengk, 2013, p.
141. Beckovy pravnické uc¢ebnice. ISBN 978-80-7380-454-1. In the Czech original: “Objekty pravnich
vztahii jsou zejména véci,, hodnoty lidské osobnosti, vysledky tviirci lidské cinnosti, pravné relevantni
chovant lidi apod.”

" SEDLACEK, J. Vlastnické pravo: vieobecné nauky. Prague: Wolters Kluwer Ceska republika, 2012, p.
XVI. Klasicka pravnicka dila (Wolters Kluwer CR). ISBN 978-80-7357-758-2.
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3.1 Materialistic Conception

Materialistic conception considers things as an actually existing objects with
corporeal basis that are controllable and serves the needs of people.”’ Until the year of
2014, the law of the Czech Republic has followed the materialistic conception, even
though it was criticized.”” Eli4§ even made a remark that the materialistic approach to
things is a “crude materialism™"

Most notably, the problem with a factual or materialistic conception of a thing is
that some objects which are things factually are not legally under this concept and some

which are legally, are not factually. Not to mention that this conception could have

hardly anticipated the digital World of today.

3.1.1 The Act no. 40/1964 Coll. the Civil Code

The act no. 40/1964 Coll. Civil Code was based on the materialistic approach of the
conception of things, however, the legislator decided not to define what a thing was at
all. The reason behind the lack of such a fundamental definition is simple: “7The Civil
Code does not include a definition of a thing, because thing is a natural fact, which
cannot be defined.”™

Not defining the thing, the act no. 40/1964 Coll. Civil Code at least sets forth, in
section 118 paragraph 1, what the object of legal relations is. “Things and, if their
nature admits so, rights or other property values can be subject to civil legal
relationships.”” Legal doctrine then deduced that thing is a a corporeal object if it is
controllable and serves the needs of people.”®

This definition is the root of the previous statement that some things are not things

and some that are, are not. For example, a cadaver — a corpse of a person is factually a

"M ELIAS, Karel. Vé&c jako pojem soukromého prava. Pravni Rozhledy [online]. 2007, 2007(4), 119
[visited on 2016-04-08]. Available at: beck-online.cz

"2 ELIAS, Karel. Vlastnické pravo. Paradigmata Geského pojeti pod zkusebnim kamenem kontinentalni
pravni kultury. Pravni Rozhledy [online]. 2005, 2005(22), 807 [visited on 2016-04-08]. Available at:
beck-online.cz

3 1d. para 70, At p. 119. In the Czech original: “surovy materialismus.”

™ Kratochvil, Z. and col. Nové ob&anské pravo. Prague: Orbi s, 1965, p. 186. In the Czech original:
“Definici véci obcansky zakonik neobsahuje, nebot véc je prirodni fakt, ktery neprislusi pravu definovat.”
7 In the Czech original: “Predmétem obcanskopravnich vztahii jsou véci, a pokud to jejich povaha
pripousti, prava nebo jiné majetkové hodnoty.”

76 Please compare with: KNAPP, V., KNAPPOVA, M. IN KNAPPOVA, M., SVESTKA, J., DVORAK,
J. A KOL. Obganské pravo hmotné. 4™ Edition. Prague: ASPI, 2006, p. 272. ISBN 9788073571313



thing but legally is not. Elid$ further provides another example where a cup and saucer
are two different things, but legally just one.

Even thought this conception might look hardly logical at a first glance, for a
legally non-educated person it seems to be much more understandable. Thing is
everything that exists in the real world, is possible to be controlled and serves the needs
of people. Anything that lacks a physical representation in the world, but might be of
control or value was identified as another property value. “The object of civil relations
might be, if its nature admits so, also other property value than a thing or right, that is
monetary expressible values...”’" Tt is much easier to explain that a stone is a thing and
that right is a right and that computer program is another property value, than explain
that everything except a person is a thing.

As we have indicated, according to the discontinued approach bitcoin could be
considered, among others, another property value. Bitcoin is after all a computer
program. Computer program was generally considered to be an other property value as
it is not a thing nor right.”® As bitcoin is not corporeal, and under certain circumstances
might be object of civil legal relations, bitcoin must have been another property value.

Such conception, that software, generally, is another property value has been a root
of several problems and has shown the weaknesses of the materialistic conception in the
modern age. For instance, if someone had ordered a construction of a table and the table
was faultily constructed, the act no. 40/1964 Coll. Civil Code involved a section 499: “4
person who leaves a thing to someone else for payment shall be liable for that at the
moment of the performance, the thing has explicitly stipulated or usual qualities, that it
can be used according to the nature and purpose of the agreement or according to what
was agreed by the parties and that the thing has no legal defects.” " In accordance with
the above mentioned, the person was liable for the defects of the thing. Software,

however, was not considered a thing and therefore if someone had ordered a specific

""SVESTKA, J., SPACIL, J., SKAROVA, M., and HULMAK, M., Ob&ansky zakonik: komentaf. 2nd
Edition. Prague: C.H. Beck, 2009, p. 442. Velké komentaie. ISBN 978-80-7400-108-6. In the Czech
original: “Predmétem obcanskopravnich vztahit mohou byt, pripousti-li to jejich povaha, i jiné majetkové
hodnoty, nez je vec ¢i pravo, neboli hodnoty vyjadritelné v penézich...”

78 Further explanation regarding this approach might be found in the points 1-3 in: TELEC, L., TUMA, P.,
Autorsky zakon, Komentat, C. H. Beck, 2007, pp. 37-38 ISBN 9788071796084

7 In Czech original: “Kdo prenechd jinému véc za viplatu, odpovidd za to, Ze véc v dobé plnéni ma
viastnosti vyslovne vyminéné nebo obvyklé, ze je ji mozno pouzit podle povahy a ucelu smlouvy nebo
podle toho, co ucastnici ujednali, a ze véc nema pravni vady.”
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software and the software was faultily written, the author of the software was not legally
liable.

The answer to the above stated problems is the idealistic approach. Under the
idealistic approach, software is considered a thing, which helps to solve the day to day

legal issues that might arise for example from a contractual dispute.

3.2 Idealistic Conception

The idealistic conception is best explained by the definition of a thing itself as
presented in the act no. 89/2012 Coll. the Civil Code, where thing in a legal sense is
defined in section 489 as “ everything that is different from a person and serves the
needs of people.”*’

The definition of a thing in a legal sense presented in contemporary Civil Code is
comprehensive and so various sources argue that bitcoin is a thing in a legal sense
pursuant to section 489 of Civil Code.®!

None of the resources we found derive the explanation from anything else than the
Civil Code definition of a thing in a legal sense. What is being left out completely, but
not only in the very little of the Czech resources that might be found on Bitcoin, but
also in the foreign resources is that Bitcoin and bitcoin is primarily a software and
subsequently, therefore, also a creation of the author.

We are of the opinion that Bitcoin, and therefore also bitcoin, is so substantially

different from anything else that it deserves a deeper analysis.

3.2.1 The Act no. 89/2012 Coll. the Civil Code

Pursuant to the definition of a thing in a legal sense at first glance it appears that
bitcoin cannot be anything else but a thing in legal sense. However, the definition of a

thing in a legal sense has another aspect, which is not written in the act, but is specified

% In the Czech original: “vie, co je rozdilné od osoby a slouzi potiebé lidi.”

81 Bitcoiny: pravni naladu u nés i ve sv&ts. Zakonyvkapse.cz [online]. 2013 [visited on 2016-05-16].
Available at: http://zakonyvkapse.cz/bitcoiny-z-pohledu-prava-ceske-urady-a-instituce-stale-mlci/.
Further see: PRADUBICKY, Jan. Pravni ramec a praktické aspekty jeho pouZivani v platebnim styku.
Prague, 2014. p. 21, Magister thesis. Charles University, Faculty of Law.
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(13

in the explanatory memorandum. “... the thing in a legal sense is, what might be

subjected to subjective property rights, especially the proprietary right.”>
If we would proceed solely pursuant to the text of the section 489 of the Civil Code, we
could establish following premises:

1. Everything that serves the needs of people is a thing.

2. Person is never a thing.

3. Sun serves the needs of people and is not a person, therefore Sun is a thing.

“Generally, for a thing in a legal sense is typical that it can be usurped. Such
attribute expresses that particular item is a thing in a legal sense if is controllable. Not
everything that is beneficial for man (air, rain, Sun, the glowing Earth’s core) might be
connected with the term thing. Thing in a legal sense is shaped by its controllability.”™

As of now, the mankind cannot control Sun in a sense that someone could usurp it
for himself. Sun is therefore not a thing in a legal sense as it lacks the possibility to be
owned - controlled.

The thing in a legal sense must be of such nature that allows to be subject of
absolute proprietary rights. We therefore concur that: “The term of a thing in a legal
sense is built upon three fundamental characteristics:

1. The difference from a person;
2. The ability to serve the needs of people, utilitarity, and
3. Controllability.”**
Bitcoin is a problematic case when it comes to applying the above mentioned

criteria. The complications arise not only from the different possible angles we might

look at Bitcoin, but also from the factual interconnection of them.

2 DUVODOVA ZPRAVA: Zvlastni &ast. In: Justice.cz [online]. 2011, p. 115., [visited on 2016-03-09].
Available at: http://obcanskyzakonik.justice.cz/images/pdf/Duvodova zprava leden 2011 .pdf In the
Czech original: “véci v pravnim smyslu je to, ceho se mohou tykat subjektivni majetkova prava, predevsim
pravo viastnické.”

% DUVODOVA ZPRAVA: Zvlastni &ast. In: Justice.cz [online]. 2011, p. 115., [visited on 2016-03-09].
Available at: http://obcanskyzakonik.justice.cz/images/pdf/Duvodova zprava leden 2011 .pdf, In the
Czech original: “Obecné je pro véc v pravnim smyslu typické, ze si ji lze priviastnit. V tom je vyjadreno,
Ze urcity predmet je véci v pravnim smyslu, je-li ovladatelny. Ne vse, co je pro clovéka uzitecné (vzduch,
dest, slunce, zhavé zemské jadro) lze spojit s pojmem véci. Véc v pravnim smyslu profiluje jeji
ovladatelnost.”

% THONDEL, ZUKLINOVA in DVORAK, J., SVESTKA, 1, ZUKLINOVA, M. a kol. Ob&anské pravo
hmotné. Svazek 1. Dil prvni: Obecna ¢ast. Prague: Wolters Kluwer CR, 2013, 432 p. 372. In the Czech
original; Pojem véci v pravnim smyslu je vystavén na tfech zakladnich znacich: a) rozdilnost od osoby, b)
schopnost slouzit potiebé osob, tj. uzitecnost, c) ovladatelnost.
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Bitcoin is not only the work of an author, decentralized peer-to-peer network,
software, but also an “open to public” group of indefinite number of people.
Subsequently, we might consider bitcoin as the medium of exchange, a right, or a
license.

Bitcoin as a social phenomenon cannot be controlled but only spectated. Bitcoin as
a medium of exchange, however, must be controlled, otherwise it cannot be used. The
work of an author consists of copyrights and cannot be transferred to any other person,
but might be licensed to facilitate its further use, and the peer-to-peer network is
designed to be futile to any outside controllability.

To find a solution, on the following pages, we are going to diversify the different
approaches to Bitcoin under the condition of compliance and non compliance with the 3
defining characteristics of a thing in a legal sense.

Those different layers of meaning, according to our findings, are:

1. Bitcoin as the work of an author;

2. Bitcoin as a computer program and license;
3. Bitcoin as a right; and
4

Bitcoin as a thing in a legal sense without the absolute proprietary rights.

3.3 Bitcoin as the Work of an Author

Bitcoin was created by the author who never came forward. It is not usual that in
connection with creation of something so monetary potent as Bitcoin the author remains
unknown. Nevertheless, logic asserts that there must have been an author, even though
we do not know who it was, unless we believe that the nickname Satoshi Nakamoto is a
real person. Bitcoin is therefore still the work of an author, even thought the author is
unsung.

The work in a form of a computer program and as such is internationally protected
under the Berne Convention for the Protection of Literary and Artistic Works in

connection with the WIPO Copyright Treaty.
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“Computer programs are protected as literary works within the meaning of Article
2 of the Berne Convention. Such protection applies to computer programs, whatever
may be the mode or form of their expression.“™

The article 2 of the Berne Convention, among other, stipulates that “[t/he
expression “literary and artistic works” shall include every production in the literary,
scientific and artistic domain, whatever may be the mode or form of its expression, such
as books, pamphlets and other writings; ...

We want to determine whether the work of an author might be considered a thing in
legal sense pursuant to the act 89/2012 Coll. As such we shall compare the work to the
three criterions of a thing in a legal sense.

The first question therefore is, does Bitcoin in the form of the work serves the needs
of people? The answer here is yes, Bitcoin in the form of the work serves the needs of
people, because bitcoins might be used to facilitate trades and has other functions.

The second question is whether Bitcoin in the form of the work is different from a
person. This question might be answered in a classic two-way answer: “Yes, and no.”
Bitcoin is a technological solution, a data protocol, and as such we cannot render it as a
subject of legal relations as we have pointed out earlier, because the subject of legal
relations might be only a person. For the reason that Bitcoin is not a person then it must
be something different from a person and therefore it satisfies this criterion.

As for the answer “no”, we shall also look at a Bitcoin as at the work of an author
in the sense of copyright law.

“The creation of an author — the work, cannot be assign within the scope of
intangible things, because regarding its character of unique consequences of the
creative activity of a man, it represents entities inerasably connected with its authors.
This, always present, personal element, which forms the essence of the work, prevents

the consideration of the work as a thing in a legal sense. In consequence of that the

exclusive moral rights of the author are not transferrable and the proprietary rights of

%5 Article 4 of the WIPO Copyright Treaty (1996)
% Article 2 of the Berne Convention for the Protection of Literary and Artistic Works (1971)
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the author are untradeable, which contradicts one of the imperative characteristic of
the definition of a thing, which is the objective controllability by a man.”™’

Even thought we cannot consider Bitcoin to be a real human being or an artificial
legal person, we must take into account the inseparable aspects of a man that have been
invested in the Bitcoins code. We are of the same opinion as Sykora that the work
always carries the inseparable essence of the author, and therefore it cannot be
differentiated from the author’s person, thus the difference from the person is not
satisfied.

The last question is, whether the Bitcoin in the form of the work is controllable.
The work of an author is a representation of copyright, which according to the section
10 of the act no. 121/2000 Coll. on Copyright, Right Related to Copyright and on the
Amendment on Certain Laws is (Copyright Act): “Copyright shall include exclusive
moral rights and exclusive economic rights.”**

The exclusive economic rights will be addressed in the part 3.4 of this work. The
exclusive moral rights are not transferrable and are inseparably tied to the author, as
such, those rights cannot be controlled in the sense of the defining characteristic of a
thing in a legal sense. The answer to the question stated above is that Bitcoin in the
form of the work is not controllable, unless licensed.

We can conclude that, because the Bitcoin in the form of the work does not satisfy

two out of three criterions of the definition of a thing in a legal sense, it cannot be

considered a thing in a legal sense, but only the work of an author.

3.4 Bitcoin as a Computer Program and License

As the section 10 of the Copyright Act states, there are two different types of rights

involved. We have addressed the moral rights tied to Bitcoin in sense of the work, but

% SYKORA, Matgj. Autorské dilo ve svétle pravniho pojeti véci v novém ob&anském zakoniku. In:
Fairart.cz [online]. Praha, 2014 [visited on 2016-03-12]. Available at:

http://www fairart.cz/blog/autorske-dilo-ve-svetle-pravniho-pojeti-veci-v-novem-obcanskem-zakoniku/.
In the Czech original: “Autorska dila do skupiny nehmotnych véci opravdu priradit nelze, nebot s
ohledem na sviij charakter jedinecnych disledkii tviiréi cinnosti ¢lovéka predstavuji entity nesmazatelné
spojené se svymi autory. Tento vidy pritomny osobnostni prvek, jenz formuje samu podstatu autorského
dila, znemoznuje zachdzet s autorskym dilem jako s véci v pravnim smyslu. V diisledku toho jsou
osobnostni prava autora neprevoditelna a majetkova prava autora nezcizitelna, coz odporuje jedné z
nutnych podminek definice véci, jiz je objektivni ovladatelnost véci clovekem.”

% In the Czech original: “Pravo autorské zahrnuje vylu¢na prava osobnostni a vyluna prava majetkova.”
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we should also address the exclusive economic rights. As the work in this case is a
software, we shall speak about a computer program and subsequently a license.

“In a very simplified way, it is possible to define software as everything, that is not
hardware, but is included within.”® Tt is a very well know fact that the Czech legislator
decided not to provide a legal definition of software. It is probably so, because the
Czech legislator works with the term computer program as might be found in the
Copyright act.”

The terminological difference between software and computer program is given by
the different fields where these terms, which are identical as to the content, are used.
The specific set of 1’s and 0’s that governs the actions of a processor in connection with

I3

is subsequent user interference is being referred as software by the people who “... are
associated with the practical field of the informative technology.”"

Legal practice rather uses the term computer program. The definition of a computer
program might be found in the preamble under the point 7 of the European Union’s
directive 2009/24/ES: “...the term ‘computer program’ shall include programs in any
form, including those which are incorporated into hardware. This term also includes
preparatory design work leading to the development of a computer program provided
that the nature of the preparatory work is such that a computer program can result from
it at a later stage.”

Looking at the definitions above, it is quite clear that the Bitcoin is a computer
program - software. Computer program is being generally addressed’” as an intangible
thing in a legal sense and we do not have a problem with such categorization. The only
difference we think is important to highlight once again is that the computer program is

also the work of an author and as such it is not a thing in a legal sense as argued in the

previous part of this thesis. Therefore, computer program represents both a thing in

% JANSA, Lukas and Petr OTEVREL. Softwarové pravo: Definice softwaru, prava k softwaru a jeho
ochrana, databaze.2nd. Edition. Brno: Computer Press, 2014, p. 31. ISBN 978-80-251-4201-1. In the
Czech original: “Velmi zjednodusené Ize software definovat jako vie co neni hardware, ale je v ném
obsazeno.”
% Section 65 and following of the act 121/2000 Coll. on Copyright, Right Related to Copyright and on
the Amendment on Certain Laws.
I JANSA, Lukas and Petr OTEVREL. Softwarové pravo: Definice softwaru, prava k softwaru a jeho
ochrana, databaze.2nd. Edition. Brno: Computer Press, 2014, p. 32. ISBN 978-80-251-4201-1. In the
9szech original: “... osob pohybujicich se v praktické oblasti informacnich technologii.”

Id.
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legal sense and the work of an author, which is not a thing in legal sense. The part of a
computer program that is considered a thing is the exclusive economic right that might
be transferred in a form of a license.

License (in the sense of license agreement) is defined within the act no 89/2012
Coll. Civil Code, in the section 2358 as follows: “By a license agreement, a licensor
grants to a licensee an authorization to exercise intellectual property rights (a license)
within the stipulated limited or unlimited extent, and a licensee undertakes to pay
remuneration to the licensor, unless otherwise stipulateaf.”93

Bitcoin as a computer program is licensed under the MIT license, which stands for:
“Permission is hereby granted, free of charge, to any person obtaining a copy of this
software and associated documentation files (the "Software"), to deal in the Software
without restriction, including without limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons
to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.” The other condition stated by the MIT license is
that the software is provided “as is”.”*

License is essentially a right to use the copy of the authors work. Such right is
under the idealistic conception considered a thing and once again we do not see a
problem here, that needs to be specifically addressed.

The particularly interesting topic here is rather complicated. Every other software
or a computer program is licensed for the purpose of use of its copies. A classic
example is the copy of Microsoft Windows operation system. Bitcoin’s computer
program is licensed as well for the same purpose - the use of the copies of the original
work of the author. That being said the interesting part here is that the Bitcoin that is

being used by everyone is the very first code. That is the work, the creation.

% In the Czech original: “Licencni smlouvou poskytuje poskytovatel nabyvateli opravnéni k vykonu prava
dusevniho vilastnictvi (licenci) v ujednaném omezeném nebo neomezeném rozsahu a nabyvatel se
zavazuje, neni-li ujednano jinak, poskytnout poskytovateli odmenu.”

 Open Source Initiative. Opensource.org: The MIT License [online]. [visited on 2016-03-11]. Available
at: https://opensource.org/licenses/MIT.
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“Computer program (the work); i.e. such computer program, which is statistically
unique (unrepeatable) outcome of the author’s production (creative activity). Is
statistically unique piece of work that is effusion of personality of its originator.””

Bitcoin, even though licensed, is licensed only for the use of its copies. Therefore,
all of the creations the peer-to-peer network and Bitcoin’s blockchain that are actually
the very first work of the author, have never been licensed. Both of those phenomena
never have had to copied, because the source code keeps itself unique. Thus, every copy
of the blockchain or peer-to-peer network leads to creation of a completely new digital
medium of exchange. Such new digital medium of exchange is for example Litecoin.
Litecoin is alternated clone of Bitcoin, which is licensed under the MIT license. Bitcoin
itself is, however, not. We therefore can argue both of those creations are subjected to
the copyrights laws and as such should not be considered things in a legal sense.

We have already stipulated that Bitcoin is the work, but what about bitcoin as a
medium of exchange? Shall the bitcoin, as a medium of exchange, be considered the
same as the two above stated phenomena?

We might argue that the bitcoin was the intentional creation of the author that was
implemented in to the source code and therefore bitcoin is the same code. Or we might
argue that the bitcoin is creation of the code itself without the authors effort.

This difference is important as the Copyright Act sets forth the following condition
for the work. The work of an author must be a “...unique outcome of the creative

activity of the author...”"’

and must be “ ...expressed in any objectively perceivable
manner including electronic form...”" According to the author, bitcoin is the “pur/e]
peer-to-peer version of electronic cash™®. It is hardly imaginable that the author did not
want to create the bitcoins. That it was some sort of a by-product lacking a direct intent

of the author.

95TELEC, Ivo a Pavel Tama.: Autorsky zakon. Komentéf, 1* Edition, Prague: C.H.Beck, 2007. p. 40

In the Czech original: “Pocitacovy program (dilo), tzn. takovy program, ktery je statisticky jedinecnym
(neopakovatelnym) vysledkem autorovy tvorby (tviirci ¢innosti). Je statisticky jedinecnym vytvorem
autora neboli vyronem osobnosti svého tviirce.”

% Section 2 of the act 121/2000 Coll. on Copyright, Right Related to Copyright and on the Amendment
on Certain Laws.

7 1d.

% NAKAMOTO, Satoshi. Bitcoin: A Peer-to-Peer Electronic Cash System: [online]., 1. [visited on 2016-
02-16]. Available at: https://bitcoin.org/bitcoin.pdf
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Nakamoto probably never intended for bitcoins to be considered anything different
than the code that created Bitcoin. Actually, bitcoins might be stored only within the
blockchain and thus, inside of the Bitcoin code. The consequence of relocation of
bitcoins outside of the Bitcoin protocol, if it is even possible, would lead either to
different digital units of to destruction of the code. We argue that Bitcoin and bitcoin
together stand for a single code and thus a single entity. This entity is protected under
the original moral rights of the author and thus the work.

We therefore might conclude that bitcoin is also creation of an author, and because
the license applies only to Bitcoin’s copies, it is not licensed and therefore not a thing in
legal sense. We are aware that this conception might give rise to many different
problems that will be natural only to Bitcoin. Nevertheless, we think that it is important
to highlight this approach as Bitcoin is the first digital creation that keeps itself unique

and as such there might be a basis for it being something different.

3.5 Bitcoin as a Right

To illustrate this approach let’s think about the way how bitcoins are obtained.
Generally, as we have said earlier, there are two possibilities how to obtain bitcoin — via
the use of computing power and through juridical acts such as a gift or purchase.

The first option through computing power is quite simple to understand. It is often
regarded as mining. “Bitcoin mining—termed from the software used to create a block
called Bitcoin miner—is designed to mimic the extraction of minerals. Anyone is able to
obtain bitcoins without purchasing them from other users by downloading and running
bitcoin’s mining program.”®® Computer using a special software directs its power on a
mathematical problems provided by the Bitcoin data protocol and if the computer will
be the first one to solve it, it is rewarded in the form of bitcoins.'%

The reality is a little different. If this would be true, the person behind a computer
in question would now have 12.5 bitcoins stored in his computer. The person would

have owned them. The difference that is not being stressed is that the person in this

% KAPLANOV, Nikolei. NERDY MONEY: BITCOIN, THE PRIVATE DIGITAL CURRENCY, AND
THE CASE AGAINST ITS REGULATION [online]. Philadelphia, 2012. p. 119, [visited on 2016-05-17].
Available at: http://www.luc.edu/media/lucedu/law/students/publications/clr/pdfs/kaplanov.pdf. Temple
University Beasley School of Law.

1997d. p. 120.
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example only has only the possibility to spent 12.5 bitcoins. To put it in another words,
those 12.5 bitcoins never moved. It never changed position and it never will.

We might even say that all of the bitcoins, 21 million of them, had been already
created, but the option to transfer them was not yet assigned. Thus, the person in our
example never generated anything else than the possibility to do a single operation and
that is to transfer the option to transfer the option.

The above stated “option to transfer the option” might be hard to understand at first.
It might be illustrated on the second option, the possibility to obtain bitcoin through a
juridical act. A person might purchase, sell, or even donate a bitcoin to somebody or
from someone. The right question here is, what exactly is being transferred to the other
person if the bitcoin always stays confine in the decentralized ledger?

It is possible to think about bitcoin in the same way as of something really located
in a shop window. Say there is an expensive ring in a shop window. The owner of the
store approaches someone and says that he is going to sell him the possibility to assert
that the ring is his and that he will be always able to sell such possibility to someone
else, but that he is not selling the ring and the ring will never change place. That person
agrees under a condition that the owner will keep a book, where everyone would be able
to find who has the possibility to assert that he owns the ring.

Now, everyone can see the ring through the window and ask the owner of the store,
whether it is for sale. The owner would say that it is not, but that someone has the
possibility to assert that the ring is his and such right is for sale. If the person who might
rightfully assert that he owns the ring wants to sell this option, what is he selling? He is
selling an option to transfer this option. It is therefore the very same situation as with
bitcoin.

The bitcoins never change position. Thus, the only transferable ‘thing’ is, again the
option to transfer the option. This possibility of course depends on the disposition with
the corresponding private key, which is however activated by the transaction. Apart
from the owner of the shop, in the example above, in connection with Bitcoin, such
option is governed by the computer program itself. It is again a part of the code. Part of
the decentralized peer-to-peer network.

We are of the opinion that we could look at this option to transfer bitcoin as at a

right. The right to transfer bitcoins. Thus, the possession of the private key shall be
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considered a right. Unsurprisingly, right under the idealistic conception is considered a
thing in legal sense.

The question here is whether we can think of such disposition as of ownership. Is
this control over the bitcoin enough to satisfy the criterion of controllability? Is there
any control at all?

Bitcoin cannot be usurped in the classic sense such as for example a lemon or an
apple. The only option that this disposition provides is to spend bitcoin or spend it later
on. We are of the opinion that the bitcoin might be more likely possessed than owned.
Not only because of the limited control, but also because in the same sense as the ring in
our example is owned by the owner of the store, there is also a possibility that the
bitcoins are owned by the author of the network as it has never been licensed to anyone
or that the bitcoin are not owned by anyone at all. The next chapter further develops the

question of control.

3.6 Bitcoin as a Thing Without Absolute Proprietary Rights

The new civil code might give rise to an interesting hybrid. To something that
satisfies the characteristic of thing in legal sense, such as bitcoin, however still lacks the
most important theoretical characteristic, which is the absolute proprietary right. In
another words it is a thing that simply cannot be controlled to the extent it could be
owned, theoretically like bitcoin.

Such construction is described by professor Telec in his article named the
Possession of Information.'®! As an example he presents analysis of a recipe for a fish
soup:

“Under the jus in rem it is considered a property, a thing in a legal sense, which
might even have economic value, although it does not have to be necessarily connected
with a specific restaurant (company). Recipe for a fish soup, whether a Christmas or
common one, satisfies legal characteristics of a thing in a legal sense as specified in the
Civil Code, but also a thing that is possess-able in the same civil meaning. Not a single

act assigns to such recipe (nor similar recipes) absolute proprietary rights (right in rem

YITELEC, Ivo. Drzba informaci. Pravni rozhledy [online]. 2014, 2014(2), 115 [Visited on 2016-04-12].
Available at: http://www.beck-online.cz/bo/document-
view.seam?documentld=nrptembrgrpxads7grpxg5dsldytcni&grouplndex=8&rowIndex=0.
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and the hereditary right). Terminologically it is a possession of a thing and as such
intangible thing without the absolute proprietary rights.”""

We are of the opinion that it is possible to look at bitcoin in a similar way as bitcoin
shares many similarities with the example stated above, regarding the recipe for a fish
soup. Recipe for a fish soup is an information and after all bitcoin is just a string of text,
and might considered an information as well. “Since, bitcoin is essentially composition
of the records in a public ledger of transaction and encrypted keys, which’s nature is a
complex number, it is possible to infer that it is an information — a thing without
tangible basis, which might be saved on a tangible substrate.”'*® The private key that is
used to handle bitcoin is essentially just a piece of information, which when shared
cannot be protected in the same very sense as a recipe for a fish soup.

“Apparently, materially it is diverse examples of various intangible things
(economic and another property values), which comply with the legal conceptual
(definitional) characteristic of a thing in a legal sense, the characteristics of an
intangible thing, without legally ascribed absolute proprietary rights. We might
therefore say that materially (and generally in an absolute proprietary sense) it is out of
the nature res nullius (understand a thing without anyone’s proprietary right etc.)”."**

The idealistic conception of a thing gives enough space to consider bitcoin a thing

in a legal sense. From the three criterions, however, the only non-problematic is the

criterion of usefulness. The criterions of difference from a person and controllability are

12 1d. in the Czech original: “Vécnépravné se jednd o majetek, o véc v pravnim smyslu, kterd miize mit
dokonce hospodarskou hodnotu, ackoli nemusi byt nutné spjata s urcitou restauraci (obchodnim
zavodem). Recept na rybi polévku, at’ jiz vanocni nebo vSedni, spliuje legalni pojmové znaky nejen véci

v pravnim smyslu obcanského zakoniku, ale i véci drzitelné ve stejném soukromoprdavnim vyznamu. Zadny
zdakon k nému (ani jinym podobnym receptiim) ovSem nepriznava absolutni majetkova prava (vécnd prava
a pravo dédické). Pojmové se ale jedna o drzbu véci, a to nehmotné véci bez absolutnich majetkovych
prav.”

1% PARDUBICKY, Jan. Pravni ramec a praktické aspekty jeho pouZivani v platebnim styku. Prague,
2014. p. 21-22, Magister thesis. Charles University, Faculty of Law. In the Czech original: “Vzhledem k
tomu, ze bitcoin je vlastne sloZen ze zapisu ve verejném zaznamu transakci a Sifrovacich klicu, které maji
podstatu nékolikamistného cisla, da se dovodit, Ze jde o informaci - véc bez hmotné podstaty, kterou Ilze

uchovavat zachycenou na hmotném nosici.”

104 1. In the Czech original: “Jak je jiz patrno, vécné se jedna o rozmanité pripady riiznych nehmotnych

predmetit (hospodarskych a jinych majetkovych hodnot), které spliuji zakonné pojmové (definicni) znaky
véci v pravnim smyslu, a to znaky veci nehmotné, aniz vsak jsou k témto nehmotnym vécem zakonem
prizndana absolutni majetkova prava. Muzeme proto vici, Ze vécnépravné (a viibec absolutné pravné) se
povahové jednda o véci nici (rozuméno o véci bez néctho viastnického apod. prava k nim).”
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problematic. At this point we should address the controllability as the difference from a
person was already addressed.

Telec, in connection with the possession of information, presents two important
criterions, which take its part while deciding whether an object might be fully controlled
and thus whether we can link the absolute proprietary right with the object in question.
The object in question must satisfy these criterions in order to be considered a thing in a
legal sense:

1. the limitation of the right in rem and;
2. the hereditary right.

Bitcoin certainly presents a factual limitation to both of them. Starting with the
hereditary right we should point out that the main difference that renders the right of
heritage is the succession of rights that are subjected to the heritage.

In a normal trade, for example a purchase of a lemon, the rights in connection with
the lemon are transferred by the juridical act carried out by the seller and by the buyer.
From a theoretical point of view, there is a substantial difference when we talk about the
right of heritage. Heritage is defined by universal succession of rights.

Succession right is created upon the decedent’s death.'®® That said, there is no direct
juridical act on behalf of the decedent. The main difference therefore is that in a
classical trade the rights are transferred and in case of death the rights are advanced on
the basis of legal event.

Bitcoin cannot be advanced; it can be only transferred. The unique conception of
bitcoin simply does not allow it. The only possible utilization of bitcoin is to transfer the
option to transfer it. Such option is protected by the knowledge of the private key linked
with the amount of bitcoin the holder can transfer the right to transfer them. Anyone
who knows the private key might handle the bitcoins right away and cannot be stopped
from doing so. If someone wanted to advance bitcoin to another person, he would have
to provide the private key linked with the bitcoin to a third person and at that moment
he would be transferring it, because he would give full disposition not only to the

addressee, but also to the intermediary.

195 Section 1479 of the act 89/2012 Coll. the Civil Code.
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There is no factual way how to advance bitcoin, because of the private key
protection. It is the very same case as if a person shares secret with someone else, the
information is shared at the exact point it gets to the other person and that moment it
cannot be taken back.

Professor Telec also talks about the limitation of rights in rem. He argues that a
specific range of things in legal sense cannot be owned but can be only possessed,
because of the legal setting, in connection with the factual character of such thing.'®
We are of the opinion that bitcoin, even thought not specifically mentioned by Telec, is
one of those things.

All bitcoins stay as integral part in the Bitcoin network logged in the blockchain.
As we have said earlier, it is impossible to take one bitcoin and move it away from the
blockchain. It is not possible to do anything else with bitcoin then to transfer the option
to transfer the option.

At this point it might be argued that there is a documented case of someone losing
bitcoins.'”” The case of James Howells loosing 7,500 bitcoin has been covered by many
news sites on the internet and we came over many similar yet smaller cases of people
losing access to bitcoins while gathering the resources for this work. Truth is that James
Howells never lost a single bitcoin. He simply does not have access to handle them
anymore. The bitcoins are still theoretically findable on the internet via the site
blockchain.info. Most probably James Howells is able to look them up as he knows the
bitcoin’s address the private key is associated with. He is simply missing the private
key, which renders the possibility to transfer them. Again, theoretically, he might be
able to recover the private key and obtain the right again.

Theoretically. Practically, it is not possible.'” One of the best arguments against
recovering private keys or hacking bitcoin at all will never be as much profitable as

using the necessary power recover or hack it as to use it to generate new bitcoins.

106 See para.98.

197 Missing: hard drive containing Bitcoins worth £4m in Newport landfill

site. Theguardian.com [online]. Alex Hern, 2013 [Visited on 2016-04-11]. Available at:
https://www.theguardian.com/technology/2013/nov/27/hard-drive-bitcoin-landfill-site

1% The only possibility would be a hard hacking, which means trying to guess the password (private key)
by trying every possible combination of numbers and text. Various sources prove various times
depending on the computer that would be in use. As of the year of 2016 it seems it would take about 0.61
billion years in 2070, however it might be only 1 year and few months, if the encryption used on bitcoin
would not change. Additional information might be find here:



By this example we want to prove that bitcoins are always accessible, it is always
possible to look them up, but to transfer them it is necessary to have a password in the
form of a private key. Bitcoin therefore cannot be lost. Bitcoin also cannot be destroyed.
Bitcoin might be just inaccessible.

We are therefore of the opinion that bitcoin cannot be owned but can be only
possessed, because of its factual characteristics bitcoin cannot be inherited and the
control over bitcoin is limited to a single option. Thus, bitcoin resembles the recipe for a
fish soup as presented by Telec.

It might be further argued that bitcoin is res nullius or that bitcoin is something that
might satisfy the definition of a thing in a legal sense and yet factually it cannot be

usurped and controlled. A thing in a legal sense without an absolute proprietary rights.

3.7 Summary

Bitcoin presents particular factual and legal characteristics that make it stand out.
There are four main ways, how to approach bitcoin. None of those conceptions,
however, did yield an outcome that would solve the question whether bitcoin is a thing
in a legal sense irretrievably.

The main problem is in compliance with two out of three characteristics of a thing
in a legal sense. That is the difference from a person and controllability. Bitcoin as the
work, the creation of an author, is not different from a person, as it carries inseparable
essence of the author and thus cannot be considered a thing in legal sense. Bitcoin as a
computer program is similarly problematic, because neither Bitcoin nor bitcoin were
ever licensed and are surprisingly the very first work of the author and as such it is
protected under the copyright law, which does not make them a thing in a legal sense
either. The situation is complicated as Bitcoin is actually licensed, but only for purpose
of its copies, which are, however, irrelevant for the use of bitcoin.

Another approach is to consider bitcoin a right. A right to transfer this right to
transfer this (that) right to another person. Bitcoin’s code allows to users just one kind

of operation, which makes the possibility of control questionable. Nevertheless, bitcoin

https://bitcointalk.org/index.php?topic=1289433.0,
http://bitcoin.stackexchange.com/questions/2847/how-long-would-it-take-a-large-computer-to-crack-a-
private-key,
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in the sense of right is probably the most practical solution to the question of what
bitcoin is, as right is considered a thing under the idealistic approach.

Last approach is comparison of bitcoin and a conception of possession of
information as presented by Telec. Telec argues that under the idealistic conception of a
thing in a legal sense, information satisfies the legal definition of a thing in a legal
sense, but lacks absolute proprietary rights. Bitcoin is substantially similar to the
examples provided by Telec. Bitcoin also lacks absolute proprietary rights, as it cannot
be inherited and also cannot be fully controlled, for example cannot be destroyed.

Even though we have shown possible copyright related issues of bitcoin and even
though when bitcoin is examined more deeply, the concept of a thing in a legal sense
does not fit bitcoin flawlessly. At the moment it is the easiest and most practical
approach to consider bitcoin a thing in legal sense. It is probably also, at least for state
and law enforcement, the most economical solution, as various laws might be applied to
bitcoin.

In the end we must say that we still do not feel about bitcoin to be a thing in legal
sense. It might legally be a right or a thing, but according to our opinion, bitcoin shall
have its own category. It shall be rather considered, at least for future use, some sort of
non-cash monetary instrument. We incline to the monetary conception, even though we
have proven in the previous chapter that bitcoin is not money nor a currency.

Nevertheless, we came to the conclusion that for practical and regulatory use

bitcoin shall be considered a right, which is subsequently a thing in legal sense.
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4 Regulatory Aspects and Issues Regarding Bitcoin

The negative impacts of bitcoin had been pointed out many times. Apparently,
every serious or an even an academic work regarding the Bitcoin has found numerous
issues in connection with bitcoin. For example “In the context of criminal law, Bitcoins
are often used as a method of payment to disguise the origin of money illegally
obtained.”™ Or another example: “Due fo the difficulty in classifying Bitcoin,
opportunistic individuals may engage in activities that swindle unsuspecting people of
their bitcoins while skirting the law.”''® Our experience is not any different, when we
read an article relating Bitcoin on a normal media, such as Czech newspaper or see
something in television it always has the same denominator and that is its criminal
aspect.

Bitcoin is being used in connection with child pornography.''' Bitcoins are being
stolen and used for facilitating a drug trades.''? All the suspicions activities that happen
on the internet or more specifically on the dark web'" are somehow connected to
Bitcoin.'"*

Why is that so? The usual answer is that Bitcoin provides a partial anonymity or

even a complete anonymity to its users and thus it is best tool to facilitate monetary

% BOEHM, Franziska a Paulina PESCH. Bitcoin: A First Legal Analysis: with reference to German and
US-American law[online]. University of Miinster, 2014. p. 4. [visited on 2016-05-06]. Available at:
http://fc14.ifca.ai/bitcoin/papers/bitcoin14 _submission_7.pdf
"9 COINING BITCOIN’S “LEGAL-BITS”: EXAMINING THE REGULATORY FRAMEWORK FOR
BITCOIN AND VIRTUAL CURRENCIES. Harvard Journal of Law & Technology [online].
2014, 27(2), p. 596 [visited on 2016-07-27]. Available at:
http://jolt.law.harvard.edu/articles/pdf/v27/27HarvILTech587.pdf
ekonomika [online]. Prague: Mafra a.s., 2016 [visited on 2016-05-29]. Available at:
http://ekonomika.idnes.cz/londynsky-startup-pomuze-vyresit-zneuzivani-bitcoinu-v-byznysu-s-detskou-
pornografii-g67-/eko-zahranicni.aspx?c=A160708 094912 eko-zahranicni_nio

% see: Drogovym dealerim zmizely dvé miliardy korun v bitcoinech. Cech vinu odmita. Idnes.cz:
technet [online]. Prague: Mafra a.s., 2016 [visited on 2016-05-29]. Available at:
http://technet.idnes.cz/bitcoin-sheep-marketplace-kradez-d4q-
/sw_internet.aspx?c=A131202 194657 sw_internet pka
'3 Dark web is a collocation that is used to refer to a place within the internet, which is accessible via
some special browsers. The inaccessibility through normal internet browsers and anonymity of web pages
creates a very good environment for illicit activities. For more information and the difference between
dark web and deep web, please see: https://brightplanet.com/2014/03/clearing-confusion-deep-web-vs-
dark-web/, and http://whatis.techtarget.com/definition/deep-Web.
14 See: Podsvéti nejhlubsiho internetu. DeepWeb & Bitcoin 3. dil. Kurzy.cz [online]. Prague: AliaWeb,
spol. s r.0., 2016 [visited on 2016-05-30]. Available at: http://www kurzy.cz/zpravy/397613-podsveti-
nejhlubsiho-internetu-deepweb--bitcoin-3-dil/



operations connected with the illicit activities. That is a true statement, however we see

one more important reason.

4.1 The Need for Regulation

On August, 2015 redactor of the web page e-republika.cz asked a question to
Miroslav Singer at that time the governor of the Czech Nation Bank: “What is your
opinion on Bitcoin like currencies?”' To which he answered: “Low volume, not
interesting. The whole existing emission of Bitcoin does not represent even a one tenth
of our reserves.”''®

So, on the one side of the coin, Bitcoin is not interesting enough for the authorities
and on the other side, Bitcoin presents a great tool for all the criminals smart enough to
use it. How dangerous can Bitcoin be? Bitcoin is generated by various unknown entities
without any applicable regulation. As of today (July 27, 2016), every day is created
roughly 1300 — 2000 bitcoins.''” With bitcoin being offered for around $650 that equals
circa $1,150,000.00 of tradable, potentially untraceable, value every day. It might be
argued that $1.15 million of is not a particularly great amount compared to what is
being dealt with on the worlds markets, and yet pursuant to the section 4 of the act
254/2004 Coll. on the Restriction on Cash Payments. It is prohibited to pay and accept
amount higher than 270,000.00 Czech Koruna (circa 10,000.00 Euro) in cash. The
reason of such prohibition, to put it in a very simple way, is that the cash is partially
anonymous and therefore might be used to launder illegal money, but that amount
equals just about 18 bitcoins''® Therefore every 20 minutes is created an amount in
bitcoins that would be otherwise prohibited to be spent in cash. How is that not

interesting enough?

5 DOTAZNIK PRO Miroslava Singera: CNB. E-republika.cz [online]. Ceské Bud&jovice: spolek
eRepublika, 2015 [visited on 2016-06-02]. Available at: http://e-republika.cz/article3255-DOTAZNIK-
PRO-Miroslava-Singera-CNB. In the Czech original: “Jaky mdte ndzor na mény typu Bitcoin?”.

"6 1d. In the Czech original: “Maly objem, nezajimavé. Celkovd stavajici emise Bitcoinu neni ani desetina
nasich reserv.”

"7 On average, the Bitcoin network closes one block of transactions every 10 minutes, which equals 144
blocks (1800 bitcoins) a day. However, the number of people interested in generating bitcoin constantly
increases, which raises the difficulty of the mathematical problems that are needed to be solved in order
to obtain bitcoin. The difficulty adjusts around every two weeks, therefore the actual number of bitcoins
might be slightly higher.

18 Counting with bitcoin around 650 United States Dollars.
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As pointed out in by the example above, this approach to Bitcoin is nothing but
wrong. Even thought Bitcoin is incomparably smaller in the volume to the other
financial markets, it should not be left unattended in this spirit. What the state should do
is the exact opposite and that is to consider Bitcoin to be interesting. Come up with
solutions to the challenges it puts upon the legislator. Countries should prepare its own
Bitcoin only systematic legislation, and so should the Czech Republic. The world
should have as much control over the Bitcoin as possible, not just simply stay next to it

and say we are not interested.

4.2 The Need for Systematic Regulation

As we have pointed out earlier in this work, Iceland took the first systematic steps
against Bitcoin right a way, but that was mostly because of the Foreign Exchange Act,
which was not written specifically to regulate Bitcoin, but rather happened to have
influence over it.

Why we assert that the regulation shall be systematic? It so because some other
countries have taken a rather interesting steps against the Bitcoin. Take for instance the
Kingdom of Thailand. At first the Bank of Thailand issued a statement that because of
the lack of laws its is prohibited to purchase and sell bitcoins, to purchase or sell any
goods using bitcoin, and to send and receive bitcoins outside of Thailand.'"’

Little over a year later the Bank of Thailand informed that trading and conducting
business with bitcoin does not require a specific license.'*” Just to inform, few days into
the bitcoin trading, that their intentions were misinterpreted and that trading bitcoins
and generally any Bitcoin related business might be once again illegal.'*' To the extent,
recent development shows that there has been a smartphone application launched for the

Thailand and Philippines, which would suggest that even though there are still active

" Trading suspended due to Bank of Thailand advisement. Bitcoin.co.th [online]. Bitcoin Co. Ltd, 2013
[visited on 2016-06-29]. Available at: https://bitcoin.co.th/trading-suspended-due-to-bank-of-thailand-
advisement.

120 Bitcoins back in the Thai marketplace. Bangkokpost.com [online]. The Post Publishing PLC, 2014
[visited on 2016-06-29]. Available at: http://www.bangkokpost.com/archive/bitcoins-back-in-the-thai-

marketplace/395952.

121 Bitcoin firm licensed to trade in baht. Bangkokpost.com [online]. The Post Publishing PLC, 2014
[visited on 2016-06-29]. Available at: http://www.bangkokpost.com/archive/second-bitcoin-company-
licensed-to-trade-in-baht/427339.
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instruction that dealing with bitcoin is illegal, it is in fact not.'* It should be noted that
Thailand is being labeled as a country where Bitcoin is illegal, but the situation is
slowly getting cleared off, probably because it has come to the general attention that the
Bank of Thailand does not have authorization to issue such prohibitions. The case of
Thailand proves that it is necessary to approach Bitcoin systematically. Otherwise, such
legal situation works only in favor of criminals and substantially limits normal business
owners who cannot provide their services.

Similarly, wrong is the approach of other countries, which decided to ban Bitcoin
completely. For instance, Bolivia. The Central Bank of Bolivia (El Banco Central de
Bolivia) had issued a statement: “As of today, it is prohibited to use any currency, not
issued or regulated by states, countries or economical unions as well as the electronic
payment orders on currency and money denominations not authorized by the central
bank of Bolivia in the field of its national payment system.”'*

Banning the Bitcoin is systematic only to some extend. There is a very simple rule
that bitcoin shall not be used. As such it does not cause any trouble for the people to
understand what is allowed and what is not. However, the realization of such regulation
might be of issue. We must differ between regulating the technology itself, and the
bitcoin such as the medium of exchange. It is hardly possible to regulate the technology
behind Bitcoin as the access to the network cannot be limited. Banning the bitcoin as
the medium of exchange is somewhat possible. But it is not without problems.

If someone already holds bitcoins, in Bolivia, there is literally no way to stop him
from transferring it to someone else. Will the authorities shut down the electricity or
will they limit the use of the Internet? Would not such actions be a little too much to

stop a few bitcoin transactions?

122 Coins.ph Launches Peer-to-Peer Bitcoin App for Southeast Asia. Coindesk.com [online]. The Post
Publishing PLC, 2015 [visited on 2016-06-29]. Available at: http://www.coindesk.com/coins-ph-abra-

style-bitcoin-app-southeast-asia/.

2 BOLIVA. ERENCIA DE ENTIDADES FINANCIERAS — PROHIBICION DEL USO DE MONEDAS
Y DENOMINACIONES MONETARIAS NO REGULADAS EN EL AMBITO DEL SISTEMA DE PAGOS
NACIONAL. In: La Paz, 2014, Year 2014, No. 44. Available at:

https://www.bcb.gob.bo/webdocs/01 resoluciones/044%202014.PDF. In the Spanish original: “4 partir
de la fecha queda prohibido el uso de monedas no emitidas o reguladas por estado, paises o zonas
economicas y de ordenes de pago electronicas en monedas y denominaciones monetarias no autorizadas
por el BCB en el ambito del sistema de pagos nacional.
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Authorities will be confronted with the decentralization and anonymity of Bitcoin.
That means locating the person behind a bitcoin transaction will be very hard. If the
authorities against all the odds actually find the computer that initiated the transaction
will they be able to prove, who was at that computer at the time of the transaction? All
of those questions above illustrate just the tip of the iceberg of problems connected with
Bitcoin. There will be much more issues in connection with enforcing such crude
regulation such as complete ban.

Thus, we opine that banning Bitcoin is a wrong approach. This step is taken usually
by countries with a left wing oriented government. Vietnam, Bolivia, and Russia all of
those countries struggle with its own currency, and therefore bitcoin is not a welcome
technology.

Society and business are evolving. Instead of hotels, it is now possible to reserve
someone’s apartment via Airbnb.'* Instead of taking a taxi, it is now possible to share a
car with a stranger via Uber.'”> So why instead of legal tender we cannot have Bitcoin
that is based on similar principle as Airbnb and Uber. A principle where people are in
charge instead of a global authority. A government shall support what is better for the
people. The ban on bitcoin however, is just a suppress of technology, and suppress of
technology is usually in contrary with greater good. The bitcoin shall be properly
regulated, it should have its own legislation, but such legislation presents a unique
challenge.

The legal problems that relate to Bitcoin’s regulation and to Bitcoin generally could
be differentiated as contemporary and theoretical. The contemporary problems are such
problems that are already in effect. The theoretical problems take into account the future

development of Bitcoin and its impact on the possible regulation and legal framework.

4.3 Contemporary Problems

The contemporary problems are caused by two key characteristics of Bitcoin and

that is the decentralization and partial anonymity.

124 For more information, please see: https://www.airbnb.com/about/about-us.
125 For more information, please see: https://www.uber.com/our-story/.
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4.3.1 Decentralization

The author who created bitcoin must have been aware that his creation will fall
outside of the scope of the law. We might only speculate to what extent Nakamoto
wanted to disturb today’s monetary system and to what extent he wanted to create
something new and innovative. We might find a clue as to his intentions in one of his
rare statements.

In one email discussion, Nakamoto answers a statement that he would not find a
political solution in cryptography: “Yes, but we can win a major battle in the arms race
and gain a new territory of freedom for several years. Governments are good at cutting
off the heads of a centrally controlled networks like Napster, but pure P2P networks like
Gnutella and Tor seem to be holding their own.”'*® Basically, Nakamoto says that he
was aware that decentralized networks cannot be controlled.

Why is decentralization so problematic? There is no entity to target, no servers to
shut down. The technology itself does not rely on any government. Even though states
have power to regulate the internet, in peer-to-peer networks there is, technically, no
one to be regulated. Since Bitcoin does not have a centralized authority, detecting
suspicious activity, identifying users, and obtaining transaction record is problematic for
law enforcement.'*’

In practice we can show the problems of decentralization on the example of Bolivia
and its ban on Bitcoin. Any dealings with Bitcoin are illegal in Bolivia, but in reality it

is still possible to buy or sell bitcoins in La-Paz, the largest city in Bolivia.'*®

4.3.2 Anonymity

Another issue in connection with the Bitcoin is the partial anonymity that Bitcoin
provide to its users. If in the year of 1999, Smejkal said that the use of computer

technology gives the offenders wings'?’. Then bitcoin in the year of 2008, had learned

126 Satoshi Nakamoto Institute. Satoshi Nakamoto Institute [online]. [visited on 2016-03-06]. Available
at: http://satoshi.nakamotoinstitute.org/emails/cryptography/4/#selection-29.0-39.18

127 EBI DIRECTORATE OF INTELLIGENCE. (U) Bitcoin Virtual Currency: Unique Features Present
Distinct Challenges for Deterring Illicit Activity: [online]. 2012 [visited on 2016-06-23]. Available at:
https://www.wired.com/images_blogs/threatlevel/2012/05/Bitcoin-FBI.pdf

128 Trade bitcoins in La Paz, BO. Localbitcoins.com [online]. Helsinki, 2015 [Visited on 2016-06-01].
Available at: https://localbitcoins.com/places/608956/la-paz-bo/

12 SMEJKAL, Vladimir. Po&itatov4 a internetova kriminalita v Ceské republice. Prdavni

rozhledy [online]. 1999, 1999(12), 1 [see 2016-05-23]. Available at: http://www.beck-



them how to fly. Bitcoin came up with something very appealing, with unregulated
environment that allows anonymous transfers of value everywhere, where is internet
connection. The anonymity rests in the use of bitcoin addresses that does not require
any personal data to be created.

Bitcoin technology does not reveal the user, but reveals the amount of bitcoins that
is being transferred: “Certain financial transactions are private but not anonymous, for
example, the donor wall at the local art museum, which identifies the names of donors
but not the amounts donated. Bitcoin, by contrast, is anonymous but not private:
identities are nowhere recorded in the Bitcoin protocol itself, but every transaction
performed with Bitcoin is visible on the distributed electronic public ledger known as
the blockchain.”**Thus, everyone can see how much is being transferred but not who
stands behind the amount transferred and so bitcoin partially anonymous.

For a future legislator a good news is that Bitcoin’s anonymity is not everlasting, at
least in most cases. It is possible to locate a user using various techniques that are based
on monitoring all the addresses in the ledger."”' However, there are other — easier ways
how to find who had initiated a transaction.

It is very common that someone, in the expectation of bitcoins, publishes his
Bitcoin address and his name or his internet nickname together on a webpage. Such
person then might be very well spectated. Another way is to wait until someone
purchase something using bitcoins. Not every business requires customers to provide
their name and address when they buy the product or service, but large part of the
businesses does. To the extend if the product shall be shipped to the customer he must

provide name and address regardless.

online.cz/bo/document-
view.seam?documentld=nrptcojzhfpxads7gezf643uojptcyi&grouplndex=5&rowIndex=0
30 KOSHY, Philip, Diana KOSHY a Patrick MCDANIEL. An Analysis of Anonymity in Bitcoin Using
P2P Network Traffic [online]. Pennsylvania State University, 2013 [visited on 2016-06-29]. Available at:
http://fc14.ifca.ai/papers/fc14 _submission_71.pdf. Further see: How Anonymous is
Bitcoin? Coincenter.org [online]. Washington, D.C., 2015 [visited on 2016-06-29]. Available at:
?;tps://coincenter.org/entry/how-anonymous-is-bitcoin

Id.



That being said, there are still operations that might stay 100% anonymous. Such as
the bitcoin to bitcoin transaction. Sponsorship of illicit groups such as WikiLeaks or so
called Islamic State.'*? Probably also Bitcoin generating.

Decentralization and anonymity are the root of many issues and challenges. The
decentralization alone is a basis for a question: “Who exactly shall be responsible for
the regulation?” Shall it be international authority or is it better to impose legislation on
national level? Or others questions; How to confiscate the bitcoins of an individual?
How to freeze assets in the form of bitcoin? How to stop possible tax evasion? How to
deal with money laundering? For many of the contemporary problems there is an

existing solution.

4.3.3 Solution to Contemporary Problems

This solution is based upon an assumption that bitcoin must be obtained, somehow.
Out of the two ways by which it is possible to obtain bitcoin the harder, slower and
more expensive one is generating bitcoins. For that reason, bitcoins are usually bought.
Every person who wants to purchase bitcoin or to sell it needs an intermediary. By
purchasing or selling bitcoin everyone discloses certain amount of personal information
relating to them. The 100% anonymity we spoke of above, might be maintained only
within the Bitcoin network.

The contemporary problems are, therefore, solvable with legal duties that would
require businesses to identify the customer and to conduct an anti-money laundering
check of the transaction. Those legal duties shall be aimed on intermediaries who
facilitate the bitcoin trades, on business that accept bitcoin as a medium of exchange,
and on other business where their general scope of business is in connection with
Bitcoin. This solution shall be able to bypass all of the challenges that are natural to
decentralized peer-to-peer networks.

There are currently three comprehensive legal acts that are regarding solely Bitcoin

and similar protocols and that operate this way. The best of them is the “Regulations of

132 It has not been proven that terrorist would use Bitcoin so far, but the possibility is still here. See: Isis:
Bitcoin not used by Daesh terrorists, but dark web, Facebook and Twitter still

common. /btimes.co.uk [online]. IBTimes Co., Ltd., 2016 [visited on 2016-06-29]. Available at:
http://www.ibtimes.co.uk/isis-bitcoin-not-used-by-daesh-terrorists-dark-web-facebook-twitter-still-
common-1540319
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the Superintendent of Financial Services Part 200. Virtual Currencies”, which among
the people in connection with Bitcoin is being referred as the BitLicense. We will

regard the BitLicense in the chapter 4.6.

4.4 Theoretical Problems

Another set of problems we would like to address is labeled theoretical. It is so, for
the reason that such problems might or might not occur. It will all depend on the future
development of the Bitcoin.

We have pointed out that the contemporary problems are solvable by imposing the
regulation on businesses which scope of business is closely in connection with Bitcoin.
The future development of Bitcoin might change such approach and a different solution
might be needed.

In the future, there is a certain possibility that bitcoin becomes capable of satisfying
the two remaining criterions of money. Bitcoin might become stable enough to become
a unit of account and store of value and if that happens, there might not be a sufficient
reason why customers shall sell bitcoins for a legal tender. In such case the need for
subsidiaries would be substantially lower and the imposed regulation on them would not
provide enough of control.

One more of the future aspects, which depends more likely on the technical
development of the Bitcoin is a further decentralization. At the moment the

133 are based centrally in sense that there is

intermediaries such as a Bitcoin “exchanges
a central server and an owner. Problem is that all of those intermediaries might be
completely decentralized as well. Those intermediaries might look exactly like Bitcoin
today, as a peer-to-peer network without central authority, without a central server.
Some of those already exists and some are in development.

In reaction to FBI shutting down the famous virtual drug marketplace Silk Road'**,

there is a new working project called the OpenBazaar.

133 Bitcoin exchange cannot be considered exchange in the legal meaning of exchange. It is rather a place
where is possible to purchase and sell bitcoins.

134 jlk Road was a marketplace located within the dark web offering various controlled substances for
sale. The only possible way of payment was Bitcoin. The owner was located, prosecuted and given a life
sentence. Another similar marketplace was created in reaction such as Silk Road 2.0., but subsequently
been shut down as well.
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“OpenBazaar is a different way to do online commerce. Instead of visiting a
website, you download and install a program on your computer that directly connects
you to other people looking to buy and sell goods and services with you. This peer to
peer network isn't controlled by any company or organization - it's a community of
people who want to engage in trade directly with each other.”'>

As much as its description might sound poetic, the reality is slightly different. It
took only hours after launch of the OpenBazaar to facilitate the trade of first illicit
goods - drugs.'**

Even though the author behind OpenBazaar rejects'®’ any similarities to the Silk
Road, it is used in the very same sense. The sale of illicit goods might be unwanted, but
it is not the biggest problem. The problem is that OpenBazaar sets precedent on how to
successfully create such programs that allow decentralization of standardly centralized
entities.

Similar example is the B&C Exchange."”® The developer promises creating a
decentralized exchange that will facilitate the exchange of various types of “virtual
currencies”, including bitcoin, without the need for a central authority. If such solution
gets widely accepted and bitcoin’s price range will stabilize, it might be a serious
problem for the regulators. As there will be a substantially lesser need for purchasing
and selling bitcoin.

We do not think that the theoretical problems have a legal solution. The further
decentralization cannot be solved legally. The regulators, first needs technology that

would allow them to compete with the proceeding decentralization. At the moment it is

possible to say that the law is one step behind.

35 How does OpenBazaar work. Zendesk.com [online]. 2016 [visited on 2016-06-29]. Available at:
https://openbazaar.zendesk.com/hc/en-us/articles/207982443-How-does-OpenBazaar-work-

36 Hours After Launch, OpenBazaar Sees First Drug Listings. Coindesk.com[online]., 2016 [visited on
2016-06-13]. Available at: http://www.coindesk.com/drugs-contraband-openbazaar/

157 OpenBazaar founder: We aren't the next Silk Road. Fortune.com [online]. 2015 [visited on 2016-06-
13]. Available at: http://fortune.com/2015/06/25/openbazaar-not-silk-road/

38 BCEXCHANGE. Topic: **MANDATORY UPGRADE REQUIRED** [ANN] B&C Exchange - All
users must upgrade [entry in a discussion forum]. In: Bitcoin Forum: Bitcoin: Project Development
[online]. 21.05.04, 14:15 [visited on 2016-06-9]. Available at:
https://bitcointalk.org/index.php?topic=1033773.0



4.5 The Need for Regulation Dedicated Only to Bitcoin

Comparing the Czech Republic to other countries in the world, the legal situation
regarding bitcoin is above average. For instance, Croatia have not taken any measures
regrading Bitcoin what so ever. In contrary to the other states of European Union,
Croatia did not even issue a statement warning in regard to the possible threads of the
use of Bitcoin. The only thing that Croatia acknowledges, is that bitcoin is not a
currency, legal tender and electronic money. Further, we can mention Russia, which is
drafting legislation that should ban the use of various “money surrogates” including
bitcoin.'” Russia seeks a criminal penalization for anyone who would use Bitcoin in
very similar way such as Bolivia. We have shown our concerns that banning bitcoin is
not the right approach.

The Czech Republic has slow, but steady approach. In 2013 Ministry of Finance,
more specifically the Financial Analytic Unit, published instruction regarding the anti
money laundering and Bitcoin.'"* The Czech National Bank at the start of the year
2014, has prepared a pamphlet stating what bitcoin is not.'"*! There is also upcoming
novelization of the law no. 253/2008 Coll. on Selected Measures Against Legitimization
of Proceeds of Crime and Financing Terrorism. This novelization will be covered in the
subsequent chapter.

Nevertheless, we are of the opinion that the Czech Republic, shall take into account
the need for a special — Bitcoin only regulation. Specific act on Bitcoin, or on virtual
currencies, might help to solve tax issues by defining bitcoin. To the extent, the act
might require specific license that would be needed in order to conduct a Bitcoin related
business and various duties of the licensee such as a cyber security program,

identification of customers, anti-money laundering precautions specific to virtual

13 Bitcoin Users Would Face Jail Under Russian Cryptocurrencies Law. Bloomberg.com [online]. New
York: BLOOMBERG L.P., 2016 [visited on 2016-04-12]. Available at:
http://www.bloomberg.com/news/articles/2016-04-28/russian-law-would-send-bitcoin-users-to-jail-as-
cybercriminals

“OMINISTERSTVO FINANCI CESKE REPUBLIKY. METODICKY POKYN ¢. 2 Financniho
analytického iitvaru Ministerstva financi ze dne 16. zdii 2013 urceny povinnym osobdm O PRISTUPU
POVINNYCH OSOB K DIGITALNIM MENAM[online]. Praha, 2013 [visited on 2016-07-09]. Available
at: http://www.mfcr.cz/cs/zahranicni-sektor/ochrana-financnich-zajmu/boj-proti-prani-penez-a-
financovani-tero/novinky-fau/2013/digitalni-meny-14568

41 ENB. Obchodovani s bitcoiny: a Je k obchodovani s bitcoiny nebo k jejich sméné potiebné povoleni
CNB? [online]. Praha, 2014 [visited on 2016-07-29]. Available at:
https://www.cnb.cz/cs/fag/obchodovani_s_bitcoiny.pdf



currencies, protection of customer assets, an amount of the registered capital of the
company, type of liability of the operator, etc. Such step has taken the New York State
of the United States of America.

The superintendent of New York State has issued an act labeled; Regulations of the
Superintendent of Financial Services Part 200. Virtual Currencies. It is also being
referred in a shorter collocation as BitLicense.

BitLicense is a vast legal material issued by the New York State Department of
Financial Services that came into existence in August, 2015. It aims on any individual
and or a company that conducts business relating to Bitcoin and similar protocols.

Even though some of the bitcoin firms located in New York decided to cease
operating business relating Bitcoin in the state of New York,'** we are of the opinion
that such approach is the only correct and possible as of now.

It should be noted that the BitLicense is often a target of criticism. The criticism
highlights its principal cost, which is $5,000'*, but realistically $40,000'** and the costs
required to be in compliance with the BitLicense. It is therefore being argued that as
such the BitLicense is only for large companies that have enough money to operate in
conformity with BitLicense, as it requires a specific and expensive education of the
licensees’ employees, thorough background checks and expensive cybersecurity

programs.

4.6 Comparing BitLicense to the Czech Legislation

At the very beginning we would like to say that we are aware that BitLicense is not
ideal, that there are certain problems, but it is still the most comprehensive legal

material regarding Bitcoin. It was the very first Bitcoin’s only legal act and as such it

'42 The 'Great Bitcoin Exodus' has totally changed New York’s bitcoin ecosystem. Bizjournals.com
[online]. New York, 2015 [visited on 2016-07-30]. Available at:
http://www.bizjournals.com/newyork/news/2015/08/12/the-great-bitcoin-exodus-has-totally-changed-
new.htm, or see: Bitcoin company ditches New York, blaming new regulations. Fortune.com [online].
New York: Time Inc., 2015 [visited on 2016-07-30]. Available at: http://fortune.com/2015/06/11/bitcoin-
shapeshift-new-york-bitlicense

143 ee: section 200.5 Applications fees in DEPARTMENT OF FINANCIAL SERVICES CHAPTER 1.
REGULATIONS OF THE SUPERINTENDENT OF FINANCIAL SERVICES PART 200. VIRTUAL
CURRENCIES.

44 The Good, the Bad and the Ugly of the New York BitLicense. Paxful.com [online]. Paxful Inc., 2015
[visited on 2016-07-30]. Available at: http://blog.paxful.com/the-good-the-bad-and-the-ugly-of-the-new-
york-bitlicense/
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cannot be flawless. There is also a strong emphasis on the anti-terrorist financing and

anti-terrorism in general, which in this scale is sort of special for the United States.

4.6.1 Virtual Currency Definition

BitLicense provides comprehensive legal definitions of crucial terms such as
Virtual Currency Business Activity or Virtual Currency.

The Virtual Currency is defined both in positive sense and negative sense. In the
positive sense it is defined as:

“Virtual Currency means any type of digital unit that is used as a medium of
exchange or a form of digitally stored value. Virtual Currency shall be broadly
construed to include digital units of exchange that

(i) have a centralized repository or administrator,

(ii) are decentralized and have no centralized repository or administrator, or

(iii)  may be created or obtained by computing or manufacturing effort.”'*

In the negative sense the Virtual Currency is defined as:

“Virtual Currency shall not be construed to include any of the following:
(1) digital units that:

(i) are used solely within online gaming platforms,

(ii) have no market or application outside of those gaming platforms,

(iii)  cannot be converted into, or redeemed for, Fiat Currency or Virtual

Currency, and
(iv)  may or may not be redeemable for real-world goods, services, discounts, or
purchases.
(2) digital units that can be redeemed for goods, services, discounts, or purchases as
part of a customer affinity or rewards program with the issuer and/or other designated
merchants or can be redeemed for digital units in another customer affinity or rewards
program, but cannot be converted into, or redeemed for, Fiat Currency or Virtual
Currency; or

(3) digital units used as part of Prepaid Cards.”"*°

145200.2 Definitions letter p) Virtual Currency in Department of Financial Services Chapter 1.
Regulations of the Superintendent of Financial Services Part 200. Virtual Currencies.
146

Id.
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The Czech legislator is also coming up with its own definition of the Virtual
Currency. It might be found in the draft of amendment to the law 253/2008 Coll. on
Selected Measures Against Legitimization of Proceeds of Crime and Financing of
Terrorism.

Under the draft of amendment, the Virtual Currency is defined as: “...electronically
stored unit disregard of its issuer, which is not a monetary unit pursuant to the act on
Payment Systems, but is accepted as a payment for goods or services by other person
than its issuer'*.”

The Czech legislator was able to write a substantially shorter definition with very
similar meaning. In our opinion, Czech definition is describing a general purpose
instrument without issuer. Whereas the American approach describes thorough fully the
difference between specific and general purpose instrument, landing bitcoin somewhere
in the middle.

One of the differences between the two definitions is just verbal and that is the
distinction between digital and electronical in the BitLicense Virtual Currency is stored
digitally where as under the Czech definition is stored electronically, but that is
essentially the very same type of storage.

Probably the most legally concrete difference we see, is that the Czech definition
explicitly states that it does not see Virtual Currencies as money, whereas in the
BitLicense the legislator does not draw such distinction.

At the moment it is maybe better to define that Virtual Currencies does not
represent money, however as we have pointed out in the chapter 4.4 (Theoretical
Problems), in future it might be a reason for a new definition, because the Virtual
Currencies are in constant development and might theoretically satisfy the economic
definition of money.

We would say that the Czech legislator had made it clear what the Virtual Currency
is and what is not. In the BitLicense the approach is much wider, but the BitLicense

takes into account the future development of Bitcoin and similar data protocols.

147 Section 2 letter i) of the future draft of an Act no. 253/2008 Coll. o Selected Measures Against
Legitimization of Proceeds of Crime and Financing Terrorism. In: ASPI [Legal information system].
Praha: Wolters Kluwer CR [visited on 2016-03-26], also available at: https://apps.odok.cz/veklep-
detail?pid=KORNIXSEVCDC. In the Czech original: “...elektronicky uchovavanda jednotka bez ohledu
na to, zda ma nebo nema emitenta, a kterda neni penéznim prostiedkem podle zakona o platebnim styku,
ale je prijimana jako platba za zbozi nebo sluzby i jinou osobou odlisnou od jejiho emitenta.”
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Where both of the definitions are, in our opinion, wrong, is the use of the
nomenclature Virtual Currency. We have expressed our opinion regarding such

nomenclature earlier in this work.

4.6.2 Virtual Currency Business Activity

Both of the acts also define the range of activities that are under the influence of
such legislation. BitLicense once again has a wide approach, defining the Virtual
Currency Business Activity as:

“Virtual Currency Business Activity means the conduct of any one of the following
types of activities involving New York or a New York Resident:

(1) receiving Virtual Currency for Transmission or Transmitting Virtual Currency,
except where the transaction is undertaken for non-financial purposes and does not
involve the transfer of more than a nominal amount of Virtual Currency;

(2) storing, holding, or maintaining custody or control of Virtual Currency on
behalf of others;

(3) buying and selling Virtual Currency as a customer business;

(4)  performing Exchange Services as a customer business, or

(5) controlling, administering, or issuing a Virtual Currency.

The development and dissemination of software in and of itself does not constitute
Virtual Currency Business Activity.”148

The Czech legislator has specified the activities in question as the activities of a

“«

person, where: “... the scope of business is to purchase, sell, store, administer or

arrange on behalf of others the purchase and sale of Virtual Currency, alternatively
provides other services in connection with Virtual Currency.”"

The BitLicense is logically connected to the New York residents, however in
connection with the Bitcoin characteristics it might be a basis for illogical connections.

If a New York resident would purchase bitcoins from say a Czech Bitcoin company

148 Section 200.2 letter q) Virtual Currency Business Activity in Department of Financial Services
Chapter 1. Regulations of the Superintendent of Financial Services Part 200. Virtual Currencies.

149 Section 4 paragraph 8 of the future amendment of an Act no. 253/2008 Coll. o Selected Measures
Against Legitimization of Proceeds of Crime and Financing Terrorism. In: ASPI [Legal information
system]. Praha: Wolters Kluwer CR [visited on 2016-03-26], also available at:
https://apps.odok.cz/veklep-detail?pid=KORNIXSEVCDC. In the Czech original: “Jako predmét své
podnikatelské c¢innosti kupuje, prodava, uchovava, pro jiného spravuje nebo zprostredkovava nakup nebo
prodej virtualni mény, pripadné poskytuje dalsi sluzby spojené s virtualni ménou.”
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should the Czech Bitcoin company be subjected to the BitLicense?

Pursuant to the section 200.3 letter (a) of the BitLicense that sets forth: “No Person
shall, without a license obtained from the superintendent as provided in this Part,
engage in any Virtual Currency Business Activity.”, the Czech Bitcoin company shall
have, against all the logic in the world, a BitLicense for such trades.

How is the Czech Company supposed to know that it deals with the New York
citizen, unless the customer says so? This construction will lead to a situation that no
non-New York Bitcoin company will provide service to the New York residents.

We are of the opinion that such wide range is unreasonable. It would be enough to
impose those limitations only on Bitcoin related businesses located in the New York
State. We simply cannot imagine that some European company will obtain the license
for the sole reason to be able to carry on with business with New York citizens.

Another flaw we have to address is the use of the word ‘nominal’ as used in the
point (1) in the Virtual Currency Business Activity. The legislator clearly wanted to
extract some non-financial transactions (in example transporting a physical bitcoin

wallet"°

) but failed to provide a clear border. In connection with Bitcoin, where bitcoin
transmission as defined in BitLicense: “Transmission means the transfer, by or through
a third party, of Virtual Currency from a Person to a Person, including the transfer
from the account or storage repository of a Person to the account or storage repository

11151
of a Person.

, 1t is especially necessary to define what the nominal means.

Does the BitLicense apply on company that acts as a transporter in case if a New
York resident decides to sell his old physical bitcoin wallet, but in the wallet there is an
amount of 0.2 bitcoin? Would it be any different that with an amount say 0.02 bitcoin?
Maybe the word ‘nominal’ should have been defined as “in denomination not exceeding
the amount of 1000 United States Dollars”. In this connection we also have to address
the fact that the BitLicense does not state any amount that does not have to be subjected
to the anti-money laundering requirements.

The Czech approach does have an exemption for trades not exceeding the amount

of 1000 Euro: “Obligated person performs the identification of a customer no later

150 For more information, please see: https://bitcointrezor.com
151 Section 200.2 letter o) Virtual Currency Business Activity in Department of Financial Services
Chapter 1. Regulations of the Superintendent of Financial Services Part 200. Virtual Currencies.
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then, when is apparent that the value of trade exceeds the amount of 1000 Euro, unless
this act stipulate otherwise.”'>* The relevant exemptions are stipulated in section 7,
paragraph 2 of the law 253/2008 Coll."*?

This limit is for a practical - day to day use absolutely crucial. The operational costs
that are imposed by the absence of such provision are often the source of the criticism
of the BitLicense.

The Czech legal definition of Virtual Currency Business Activity is in our eyes
better. The law shall be simple, effective and most importantly easily understandable.
Those criterions are better satisfied by the Czech conception.

In the following subchapters we would like to introduce a few legal institutes that
are stipulated in the BitLicense and the Czech law does not involve them. We believe
that those institutes might help regulation Bitcoin in the Czech Republic, as such we
would suggest, that if the Czech Republic would draft a Bitcoin specific act, this act

should involve those following institutes.

4.6.3 Cyber Security Program

What we consider as a very good implementation and possible future inspiration for
the Czech legislation is the BitLicense’s Cyber Security Program. Under the BitLicense
all of the licensees are required to develop and maintain a program that protects
customers and licensees’ data. The importance of the mandatory cyber security program
is best illustrated on the multiple cases of a security breach followed by a subsequent
theft of bitcoins.'**Any licensee’s cyber security program must, in accordance with the

BitLicense, satisfy a five core functions.

152 Section 7 paragraph 1 of the future draft of an Act no. 253/2008 Coll. o Selected Measures Against
Legitimization of Proceeds of Crime and Financing Terrorism. In: ASPI [Legal information system].
Praha: Wolters Kluwer CR [visited on 2016-03-26], also available at: https://apps.odok.cz/veklep-
detail?pid=KORNIXSEVCDC.In the Czech original: “Povinna osoba provede identifikaci klienta
nejpozdeji tehdy, kdy je zrejmé, Ze hodnota obchodu prekroci castku 1 000 EUR, pokud tento zdkon ddle
nestanovi jinak.”

153 Where probably the most relevant of them is the “suspicious trade”. In the Czech original: “podeziely
obchod”.

154 Hackers Steal $2 Million from Bitcoin Exchange In Hong Kong, Bounty Offered To Recover Funds.
Forbes.com [online]. Southfield: Forbes Cohen Properties, 2016 [visited on 2016-05-30]. Available at:
http://www.forbes.com/sites/robertolsen/2016/05/24/hackers-steal-2-million-from-bitcoin-exchange-in-
hong-kong-bounty-offered-to-recover-funds/#c597af011c72, or see: Cryptsy Hacked: Bitcoin Worth
$USD 6 Million Stolen. Databreaches.net [online]. 2016 [visited on 2016-05-30]. Available at:
https://www.databreaches.net/cryptsy-hacked-bitcoin-worth-usd-6-million-stolen/
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First function is to identify. Licensee’s security program must be able to locate
internal and external risk, which requires a knowledge of the information stored within
the licensee’s data center. BitLicense highlights the knowledge of accessibility of such
information.'> To be legally obligated to know who might access what information is
an important step to a greater transparency and liability, because many of the thefts of
bitcoin that had happened in the past does not have a specific party at fault as no one
knows, whether it was a breach from outside or inside.

Following core function are necessary, but very common so we just mention them
for completeness. Second function is a protection of the information stored within the
data systems. Third is a detection of breaches and intrusions and fourth is a respond to
the detected threads. What is interesting is the fifth function.

The fifth function is to “recover from Cyber Security Events and restore normal
operations and services.”">® We have to again say that the legislator here did a very
thorough work, because in history many of the businesses in connection with Bitcoin
has been decimated by a security breaches and subsequently the customers had lost their
investment. Under the BitLicense the licensee must expect such problems to occur and
be able to carry on business afterwards, which might potentially save customers a lot of
money.

The BitLicense further requires an existence of a written policy and procedures
regarding a cyber security and also specific employee, who will oversee the
implementation and enforcement of such policy. That is however, not the only personal
requirement set forth in the BitLicense. Licensee must also employ a specific personnel
to manage the core functions of the cyber security program.

The main problem in connection with the cyber security is its high cost. It is often
argued that the BitLicense discriminates the starting companies and that obtaining and
maintaining the license is extremely costly.'”’ That might be true, but the problem is

that those companies are willing to operate with people’s funds.

155 Section 200.16 letter a) part 1 in Department of Financial Services Chapter I. Regulations of the
Superintendent of Financial Services Part 200. Virtual Currencies.
156 1d. Section 200.16 letter a) par 5.

57 The Real Cost of Applying for a New York BitLicense. Coindesk.com [online]. 2015 [visited on 2016-
07-30]. Available at: http://www.coindesk.com/real-cost-applying-new-york-bitlicense/

63



Any company that operates with people’s money is under very thorough legislation.
Take for instance the bank license that must be satisfied under the Czech law."”® Where
just the registered capital must be at least 500,000,000 Czech Koruna that is over $20
millions. Therefore, we honestly disagree with the opinions regarding the BitLicense as
limiting in this sense. Those are the minimal standards that have to be met, to be able to
create a satisfactory environment for other’s people funds.

This kind of business is very profitable but also very risky, we therefore argue that,
because of the high risks in connection with Bitcoin, only the well funded entities shall

be able to conduct them.

4.6.4 Business Continuity and Disaster Recovery

Another particularly important requirement imposed by the BitLicense that we
think the Czech legislation should involve in the future Bitcoin regulation is a recovery
plan. Under the BitLicense the licensee must develop a plan: “...reasonably designed to
ensure the availability and functionality of the Licensee’s services in the event of an
emergency or other disruption to the Licensee’s normal business activities.”"’

Subsequently, BitLicense sets forth minimal requirements of such plan. The plan
must involve both essential personnel and equipment, including documents, data and
infrastructure. To the extent, the plan should involve alternate personnel for events of
disaster, identify third parties and authorities that shall be contacted in case of the event
of an emergency and of course a written process of a relevant training of all employees,
where their role and responsibilities will be stipulated.

BitLicense provides minimum requirements for a business to cope up with an
unexpected situation. As we have said in the previous chapter, this is crucial for any
Bitcoin business. Bitcoin is still an early stage technology and as such relating
businesses are vulnerable to many security risks. It is therefore, very important that such
businesses are prepared for those events and sets forth plans that might be reviewed by
authorities to ensure that such business is competent enough to handle other people’s

funds.

158 Section 4 of an act no. 21/1992 Coll., the Banking Act.
159 Section 200.17 letter a) in Department of Financial Services Chapter I. Regulations of the
Superintendent of Financial Services Part 200. Virtual Currencies.
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Here also applies the same as in the previous subchapter, it is necessary to know,
who is liable in the event of an emergency. Most of the times the thread comes from
outside of the business and the perpetrator will not be easily findable, if even findable.
If, however, the business owner neglects the compliance with his own business
continuity and disaster recovery plan he shall be liable as well so the customers have at

least some chance to reclaim damages.

4.6.5 Custody and Protection of Customer Assets

Lastly, we would like to present the custody and protection of customer assets as
described in BitLicense. BitLicense sets forth three core principles that must be
followed by the licensee.

First rule is to maintain a trust account denominated in the United States Dollars
maintained by a qualified custodian. As bitcoin at the moment cannot be considered a
unit of account and store of value it is necessary for the protection of customers to make
sure that the business operators have a certain amount of fiat currency. The designated
amount, under the BitLicense depends on the decision of the superintendent.'®

We are of the opinion that the Czech legislator shall accept a similar concept where
a business operating with bitcoins, shall have a surety bond in the Czech Koruna or
Euro, in amount either proportional to the amount of Virtual Currency or an amount
specifically stipulated by the corresponding Czech authority.

Second rule states that the licensee shall always held the same kind and same
amount of Virtual Currency which is owned or obligated to the customer. This rule is
beneficial for the customers as it prevents the licensee to use the Virtual Currency for
his own satisfaction. In contrary to banks in Eurozone which have to held only 2% of its
initial non-banking (customers) deposits or in United States of America, where the
minimal reserve requirement is 10%. The Virtual Currency businesses shall hold 100%
of the customer’s deposits. Customers, therefore, might be sure that the Virtual
Currency they deposit, will remain be retrievable in the same type and amount.

The third rule is closely connected to the second one. License is prohibited from

from; “selling, transferring, assigning, lending, hypothecating, pledging, or otherwise

160 Section 200.9 Custody and protection of customer assets, letter a, in Department of Financial Services
Chapter 1. Regulations of the Superintendent of Financial Services Part 200. Virtual Currencies.
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using or encumbering assets, including Virtual Currency, stored, held, or maintained
by, or under the custody or control of, such Licensee on behalf of another Person...”.'"
The licensee might sells, transfer, or assigns the Virtual Currency only if the righteous
owner directs the licensee to do so. In another words, the licensee cannot manipulate

with the entrusted assets, unless specifically asked to do so.

4.7 Summary

Bitcoin is a phenomenon that needs to be regulated. Bitcoin requires a systematic
regulation, where an ideal approach is to develop a Bitcoin specific act. Partial
regulation of Bitcoin might lead to a chaotic environment such as in case of Thailand.
Banning Bitcoin might lead to development of black market such as in case of Bolivia.

The anonymity and decentralized character of Bitcoin presents two kinds of issues.
We address them as contemporary and theoretical problems. The contemporary
problems are, according to us, solvable by imposing specific regulatory requirements on
the Bitcoin intermediaries and similar businesses. However, we do not see a legal
solution to the theoretical problems as we think that it is more question of technology
development than of a legal regulation.

First Bitcoin act, which we refer to as the BitLicense, was issued by the New York
State Department of Financial Services in the year of 2015. Even though this act is not
flawless, there are certain conceptions and legal institutes that might be of an inspiration
to the Czech legislator.

By comparison of the comparable parts of the BitLicense and the Czech upcoming
legislation regarding Bitcoin and we conclude that BitLicense provides a slightly better
definition of the Virtual Currency, but unreasonably wide approach to the virtual
currency business activity definition which results in illogical number of recipients of
such legislation.

BitLicense involves some further requirements that we think that should be among
other, applied in the Czech Bitcoin legislation. Those requirements are; a potent cyber
security plan that shall eliminate the threats of data breaches, business continuity and
disaster recovery plan that shall handle the eventual crisis, and Bitcoin specific custody

and protection of customers’ assets such as a surety bond denominated in legal tender,

16114, letter c.
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obligation to always keep the initial amount of the very same Virtual Currency, and

prohibition from handling customers’ assets otherwise than at their direction.
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5 Conclusion

At the beginning, we have asked a simple question, what is Bitcoin? As this
question itself is quite broad we have decided to compare bitcoin with money in
economical and legal sense. In the second part of this thesis, we then address the
regulatory issues in connection with Bitcoin.

Bitcoin is commonly referred to as a Virtual Currency. This nomenclature is
incorrect. Bitcoin is not used within any virtual borders, but in digital economy in the
very same sense as electronic money. Bitcoin, also cannot be considered currency for
two reasons. First is that bitcoins are not considered to be a legal tender and second is
that bitcoin does not satisty the defining characteristics of money. Bitcoin is, therefore,
neither virtual but digital and nor shall be considered a currency, but rather just a
medium of exchange. Correct nomenclature for Bitcoin is a digital medium of
exchange.

This work further inquiries, whether Bitcoin can be considered money. Money is
defined by three core criterions. Medium of exchange, unit of account, and store of
value. Bitcoin satisfies only one of those criterions and that is the medium of exchange.
Bitcoin complies with the interpretation of medium of exchange as it is possible to
transfer value using it. On the other hand, bitcoin is does not satisfy the interpretation of
unit of account and store of value. Both of those criterions are not satisfied, because of
the highly volatile character of Bitcoin. Bitcoin therefore, cannot be used as a
measurement to express price nor as a store of value. Bitcoin thus cannot be considered
money. Nevertheless, future less volatile Bitcoin might satisfy those criterions, and
become money in economic sense. In connection with the monetary characteristics of
Bitcoin, legally under the Czech law, bitcoin cannot be considered money as it does not
comply with relevant legislations.

Thus, after the first chapter, to the question what is Bitcoin, we present an answer
that Bitcoin is a digital medium of exchange that does not satisfy neither the economical
definition of money nor the legal definition of money and currency.

Second part of this thesis takes into regard a fact that Bitcoin is being commonly
referred to as a thing in a legal sense, but works on an assumption that Bitcoin is so

unique that it might be legally something else than a thing in legal sense.

68



Legal theory takes into account either materialistic approach or idealistic approach
to things. Materialistic conception sees thing as a corporeal object that is different from
a person. Under the materialistic conception which was followed by the act 40/1964
Coll. the Civil Code until the year of 2014, Bitcoin would be considered another
property value. As Bitcoin is a computer program it is intangible and it could not be
considered a thing, as thing was always material.

Under the idealistic conception a thing in a legal sense is everything that is different
from a person and serves the needs of people. We present four different angles at which
it is possible to view at Bitcoin. Bitcoin might be considered the work of an author, a
computer program, a right, and a thing without absolute proprietary right.

Bitcoin was created by an unknown author, but known or not the author inserted his
personality into the Bitcoin’s code. Every artwork, music or a painting, but also a
computer program, resembles in its entirety its author character. The work carries
inseparable essence of its author. The work therefore is not different from a person and
cannot be considered a thing in a legal sense.

Usually computer program and its license are both considered an intangible thing in
legal sense. Computer program legally consists of exclusive moral right and exclusive
economic rights. The exclusive economic rights might be traded in the form of a license
agreement. The situation regarding Bitcoin is different. Its MIT license regards only its
copies, but Bitcoin itself has never been copied. Bitcoin is the very first implementation
of an author that keeps itself unique, the primary code, cannot be duplicated, because
any copy of the code would create a completely new Bitcoin. It would be a Bitcoin
number two. It is therefore the work of an author. Bitcoin as the medium of exchange
shall be considered as a part of the primary code as well because the intention of the
author was to create a decentralized payment network, where the value would be
transferred by bitcoin and as such it might be also considered the work, which was
never licensed and therefore is not a thing.

Bitcoin as a medium of exchange has only one use and that is to transfer value. The
only operation a person can conduct with bitcoin is to spent it, and therefore transfer it
to a different bitcoin address. This option we denote as the opinion to transfer the
opinion, because the bitcoins are never transferred the only thing that is transferred is

the option to spent bitcoin. This construction might be considered a right, right to spent
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bitcoin. Right is under the idealistic conception a thing in a legal sense. However, we
express our concerns, whether we can such disposition, the option to transfer the option,
consider control in the sense of usurpation as is required under the legal theory. We are
of the opinion that the lack of control reminds more likely a possession than ownership.

As to the fourth case, Bitcoin might be considered a thing in a legal sense without
the absolute proprietary rights. In an article “Possession of information™ professor Telec
argues that we might look at information as at a thing in legal sense without absolute
proprietary rights. Further argues that the information might be of economic value, but
cannot be inherited of owned, but might be possessed. Bitcoin could be considered an
information. Bitcoin factually cannot be inherited, for the reason that bitcoin can be
only transferred not advanced. It is hard to have absolute control over bitcoin as it is
incorporated in a decentralized ledger which is located somewhere in cyberspace. The
ledger either belongs to nobody or is the work of an author. In both cases the bitcoin
cannot be owned but only possessed.

Nevertheless, the easiest and most practical approach for law is to consider Bitcoin
and bitcoin a thing, even though in our mind bitcoin is not. We see as an another option
to pronounce bitcoin money which would fit bitcoin much more. The Czech law also
knows the term non-cash money, which might fit Bitcoin perfectly in future.

In the third part of this thesis we describe the need for systematic regulation and
problems that the specific character of Bitcoin imposes on the regulator.

Bitcoin is a phenomenon that deserves to be regulated. Best option would be to set
aside a specific act regarding only Bitcoin and similar data protocols. Currently,
countries have different approaches. The worst approach might be shown on an example
of Thailand where as of today no one still really knows whether Bitcoin is legal or
illegal. Similarly, bad approach is in Bolivia where Bitcoin is banned, but still sold on
black market.

The unique character of Bitcoin might present two kind of problems. Contemporary
problems and theoretical problems. Contemporary problems arise out of the anonymous
and decentralized character of bitcoin, but are solvable by specific regulation. The
theoretical problems might happen in future and are at the moment unsolvable. It is

possible that the decentralization and anonymity will progress. Intermediaries which
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now might be regulated, because of their centralized character might be decentralized as
well. The further decentralization shall not be regulated by law, but by technology.

In the United States of America in the state of New York there is already a first
specific Bitcoin act. To the extent, Czech Republic has prepared its own definition of
the Virtual Currency and Virtual Currency Business Activity.

In these two comparable parts of the BitLicense and the Czech upcoming
legislation regarding Bitcoin, BitLicense provides thorough full definition of the Virtual
Currency. The Czech definition sets forth that Virtual Currency is not money and that
makes it for future use a little worse than the American equivalent.

On the other hand, the Czech regulation provides much better definition of the
Virtual Currency Business Activity as the conception of an American equivalent is
unreasonably wide.

The BitLicense further involves three requirements, which we think that should be
part of the Czech Bitcoin legislation. First is cyber security program, a plan for
protecting systems and data of the business owner and therefore subsequently the data
and funds of customers.

The second requirement, which is the business continuity and disaster recovery,
requires its licensees to develop a plan for an event of an emergency and a method for
rebuilding the business and serving its customers after a disastrous event.

The third requirement is specific custody and protection of customer assets. Where
the licensee is required to operate a surety bond denominated in legal tender for the
protection of the customers’ assets. Further, the licensee shall have the same amount of
the same Virtual Currency that was entrusted to him by a customer, and shall never
operate with customers unless specifically directed by the customer.

In the very end of this thesis, we would also like to shortly express our opinion on
Bitcoin. We do not see Bitcoin only as a technology, digital medium of exchange or a
thing in a legal sense. We see Bitcoin also as a philosophy, as a something that connects
people who are not content with the contemporary financial world. We see bitcoins as a
unique answer to the statement and concept;, “there is never enough money”.
Contemporary world economy is based on unlimited growth which is impossible in the
long run. “In the year of 1971 was the amount of private and public debts in US 1700
billions of United States Dollars. In the 2013 those debts were 58 000 billions of United

71



States Dollars.”"®* The answer that Bitcoin gives is the revelation that there is too much
money in the world which periodically causes crises. That the bank loans might not be
necessary. That there is a different way.

We would like to end this thesis with a question. If the current financial world is
about unlimited growth, why the unsung author of Bitcoin had never spent a single
bitcoin if he supposedly has 1,148,800.00 of them, worth about 749,017,600.00 United

States Dollars?'®

12 CERVENKA, Andreas. Penize: jakou maji cenu?: a cemu véFit v soucasném svété?. Prague: Préh,
2014. p. 122-123 ISBN 978-80-7252-504-1. In the Czech original: “V roce 1971 byla vyse soukromych a
verejnych dluhit v Americe 1700 miliard dolarii. V roce 2013 cinily dluhy 58 000 miliard dolari.”

163 That is about 18.1 billions of Czech Korunas, see: The Well Deserved Fortune of Satoshi Nakamoto,
Bitcoin creator, Visionary and Genius. Bitslog.wordpress.com[online]. San Francisco: Automattic, Inc.,
2012 [visited on 2016-06-29]. Available at: https://bitslog.wordpress.com/2013/04/17/the-well-deserved-
fortune-of-satoshi-nakamoto/
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Abstract in English

The motivation for this thesis is to analyze Bitcoin as Bitcoin is still a new
phenomenon and requires an economical, legal, and legislative evaluation. In this thesis
we seek an answer to the question what is Bitcoin.

This thesis is divided into three main blocks, within them we use analytical,
descriptive, and comparative methods. In the first part, we aim mostly on the economic
side of Bitcoin, comparing Bitcoin to money in general sense. In the second part, we
argue whether Bitcoin shall be considered a thing in a legal sense under the Czech law.
In the third part, we describe the current Bitcoin’s regulatory situation and suggest a
drafting of Bitcoin specific regulation.

The conclusion of this thesis is that Bitcoin is a digital medium of exchange that
cannot be considered money or currency. To the extent, Bitcoin might be interpreted in
ways where it does not satisfy the legal definition of a thing in legal sense, but for
regulatory purposes it shall be, at least for now, considered a thing in legal sense. We
also suggest that Bitcoin shall be systematically regulated by imposing various duties on

persons who’s scope of business is relating to the Bitcoin.
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Abstract v ¢eském jazyce

Motivaci pro tuto diplomovou praci je analyza Bitcoinu, nebot’ Bitcoin je stale jesté
novy fenomén a vyzaduje ekonomické, pravni a legislativni zhodnoceni. V této praci
hledame odpovéd’ na otazku co je to Bitcoin.

Tato prace je rozdélena do tii bloki, v jejich rdmci pouzivame analytické, popisné a
komparativni metody. V prvni Casti se zejména zaméfujeme na ekonomickou stranku
Bitcoinu porovnanim Bitcoinu a generalni pojeti penéz. V druhé ¢asti diskutujeme, zda
by vramci Ceského prava mé¢l byt Bitcoin véci v pravnim smyslu. Ve tieti casti
popisujeme soucasnou situaci pravni upravy Bitcoinu a navrhujeme, aby byl vytvoien
zakon o Bitcoinu.

Zaverem této prace je, ze Bitcoin je digitalni prostfedek smény, ktery nemuze byt
povazovan ani za penize ani za ménu. Bitcoin miize byt pravné interpretovan i zpusoby,
kdy nebude moci byt povazovan za véc v pravnim smyslu, ale pro ucely regulace by
mél byt, alespont v souCasné dobé€, povazovan za véc v pravnim smyslu. Navrhujeme,
aby Bitcoin byl systematicky regulovan tim, Ze na osoby jejichz pfedmétem podnikéni

je Bitcoin, budou uvaleny odpovidajici povinnosti.
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Teze v Ceském jazyce

Bitcoin — Pravni Aspekty a Regulace
Uvod

Kdyz v roce 2010 doSlo k prvni materidlni transakci za pomoci bitcoinu, nejednalo
se o platbu. UZivatel Laszlo sice na popularnim Bitcoinovém'®* foru napsal, Ze zaplati
10 000 bitcoint za dvé pizzy a po uspésné transakci dokonce informoval, ze koupil 2
pizzy, ale z ekonomického a pravniho pohledu se jednalo o sménny obchod. V té¢ dobé
nebylo mozné povazovat bitcoin za penize, nebot’ nebyl bézné ptfijiman jako platidlo.
Otazka tedy je, co je to Bitcoin?

Z technického hlediska lze Bitcoin povazovat za decentralizovanou peer-to-peer
sit’, jejimz prostiednictvi 1ze posilat hodnotu. Tato sit’ postrada centralni autoritu, ktera
by sit’ fidila a ovéfovala spravnost jednotlivych transakci. Naopak jsou si vSichni
ucastnici této sité rovni a jednotlivé transakce ovéiuji spole¢né. Kazda transakce
predstavuje zpravu, jejiz obsahem je zaSifrovany alfanumericky text, jenz se oznacuje
jako bitcoin. Bitcoin je jedinecny svym pfistupem k zamezeni vicendsobného utraceni
jednotlivého platidla - bitcoinu. Jiz tradicnim problémem digitalnich dat je totiz
moznost jejich neomezeného kopirovani.

Autor Bitcoinu tento problém vyiesSil. Napsal zdrojovy kod Bitcoinu tak, ze
Bitcoinova sit’ zaznamendva v paméti pocitace vSechny transakce, které se kdy staly a
stanou. Takto je mozné zamezit, aby jeden ucastnik utratil ten samy bitcoin vice nez
jednou. Pokud by se o to pokusil, Bitcoinova sit’ by kontrolou zjistila, Ze takovy bitcoin
uz utracen byl a znovu by jej nepfijala. Technické feSeni spociva v tom, ze kazda
transakce je nejprve oznamena celé Bitcoinové siti a ve stejném okamziku je
nesmazatelné datovana. Celd Bitcoinova sit’ tedy dostava informaci, ze konkrétni IP
adresa a v konkrétnim Case vyvolala transakci. Pocitace nasledn¢ ovéii, zda transakei se
stejny datem a IP adresou jiZz jednou nezaznamenaly a pokud ne, zatadi ji do bloku
transakci ¢ekajicich ke zpracovani. Kazdych 10 minut pocita¢e uzaviou jeden blok a
transakce, které jsou uvniti zahrnuty, se potvrdi. Pocita¢, ktery svou vypocetni silou

uzavie blok jako prvni, je siti odménén ve formé bitcoint. Kazdy jednotlivy blok ma

164 Rozlisujeme mezi Bitcoinem s velkym B a bitcoinem s malym b. Bitcoin je souhrnné oznadeni pro
technologii, sit’ a cely projekt, zatimco bitcoin je oznaceni pouze pro prostfedek smény.
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specifické oznaceni, které navazuje na predchozi blok. Bitcoinova sit’ oznaceni porovna
s pfedchazejicim blokem, a pokud dojde k zavéru, ze je vSechno v poradku, zamkne
bloky ve spravném potadi do sebe a vytvoii fetéz. Od tohoto principu je odvozen
anglicky nazev pro tento postup - Blockchain.

Technicka stranka Bitcoinu je dnes jiz velmi dobie znama, ale otazkou zlstava, jak
je to s ekonomickou, pravni a legislativni strankou Bitcoinu. Tato prace si klade za cil
odpoveédét na otazku: Co je to Bitcoin? V této souvislosti je v praci kladen diiraz na
porovnani bitcoinu s penézi, dale pak na posouzeni, zda je mozné bitcoin povazovat za
veéc v pravnim smyslu. Z legislativniho pohledu se prace vénuje potiebé systematické
regulace Bitcoinu. Pfedstavuje problémy, které nova technologie pfinasi a navrhuje
pievzeti né¢kolika institutl z americké pravni upravy.

1. Penézni aspekty bitcoinu

Bitcoin byva oznacovan jako virtudlni ména. Toto oznaceni je vSak pfinejmensim
neptesné. Pfidavné jméno virtualni je dlouhodobé spojovano s pocitacovymi hrami, kde
vumélém - virtudlnim prostfedi, existuje kvazirealita, do které vstupuje hrac
prostiednictvim simulovaného charakteru. Pro penézni prostfedi pocitacovych her se
dokonce vzilo spojeni virtualni ekonomika.

Také Evropska Centralni Banka oznacuje Bitcoin a jemu podobné protokoly za
virtualni mény. Dokonce shodné argumentuje i americkd FBI. Nejhlubsi analyzu
virtualni mény provadi v pamfletu ,,Schémata virtudlnich mén* pravé Evropska
Centralni Banka. Tato banka déli virtudlni mény pomoci tfi riznych schémat. Uzaviené
virtualni schéma, které neni nijak spojeno s realnou ekonomikou. Jako ptiklad 1ze uvést
pocitatovou hru, kde hra¢ vydélavd penize hranim a utrdci je pouze v ramci hry.
Druhym typem je takzvané jednosmérné schéma, kdy uzivatel mize nakoupit virtudlni
ménu za zakonné platidlo, ale pouzit virtudlni ménu mize pouze ve hie. Tretim typem
pak je dvousmérné schéma, které se vyznacuje tim, ze uzivatel mize nakoupit i prodat
virtualni ménu za zakonné platidlo. Jako ptiklad tietiho typu je uvadén Linden Dolar.
Linden Dolar je oznadeni pro virtualni penize ze online poéitadové hry Druhy Zivot.

Evropska Centralni Banka nahlizi na Bitcoin jako na dvousmérné schéma tedy jako
treti typ. S timto pojetim nelze souhlasit. Bitcoin je pfedevSim velmi odlisSny od
uvedenych virtudlnich Linden Dolarii. Bitcoin neni centralizované vydavan a ma

piedem omezeny pocet bitcointi. Bitcoin také nemiize byt centralné fizen. Hlavnim
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rozdilem je, ze bitcoin nikdy nemél specificky ucel. Linden Dolary maji byt uzity
predev§im v ramci hry. Bitcoin muze byt uzivan velmi podobné jako elektronické
penize. Bitcoin tedy jiz od svého pocatku byl vSeobecnym prostiedkem smény,
neomezen zadnymi virtudlnimi hranicemi, ba naopak byl vzdy soucasti globalni
digitalni ekonomiky.

Mame za to, ze bitcoin by nemél byt oznaCovan jako virtualni, nebot’ je
elektronicky uchovavan a piredstavuje existujici stopu na datovém ulozisti. Data
oznacujeme vzdy jako digitalni, spradvné oznaceni pro Bitcoin je tedy digitalni. Podobné
nespravnd je i druhd ¢ast oznaceni a sice ,,ména®. Bitcoin neni vydavan zadnou statni
autoritou nebo ménovou unii. Nelze ho povazovat za konkrétni penézni prostredky,
jejichz pfijimani by bylo mozno vynutit zdkonem. Na bitcoin proto nelze nahlizet jako
na ménu. Spravné oznaceni bitcoinu je digitalni prostfedek smény.

Do pravniho a ekonomického pohledu na Bitcoin vnesl z pocatku nejvice svétla
svym piistupem Island. Island vymezil bitcoin jako cosi, co je odlisné od zbozi a sluzeb.
Islandské pojeti piiblizuje bitcoin investiCnimu nastroji, ktery je schopen pienosu
hodnoty. Podobny nézor mél i soud Evropské unie, kdyZ uzaviel, ze bitcoin by by mél
byt pro danové ucely povazovan za prostiedek smény ve smyslu smérnice Evropské
unie 2006/112/EC.

NejbéznéjsSim prostredkem smény jsou penize. Bitcoin svym nehmotnym
charakterem pifipomina elektronick¢ penize. Porovname-li zakonného vymezeni
elektrickych penéz a Bitcoin, dochdzime k ndzoru, ze Bitcoin za elektrické penize
povazovan byt nemutze. Bitcoin je sice uchovavan elektronicky a pfijiman osobami
odliSnymi od vydavatele, ale ostatni definicni znaky jiz nenapliuje. Bitcoin neni
centraln¢ vydavan a tudiz nemtize predstavovat obligaci vici jeho vydavateli tak jako
elektronické penize. Stejn¢ tak Clenské staty nejsou schopny zajistit, aby
decentralizovany vydavatel bitcoinii pfijimal bitcoiny zpét za cenu, za kterou byly
primarné nakoupeny. Minimaln¢ uz proto, ze bitcoiny jsou piidélovany za odvedenou
praci, nakup ¢i prodej bitcoini je az prostfedek redistribuce.

Elektronické penize jsou nicméné pouze jednim typem penéz. Na penize je potfeba
nahlizet jako na esenci, tedy penize mohou byt vSe, co lidé pfijimaji, protoze jsou si

védomi, Ze je vSichni lidé ptijimaji.
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Penize maji tfi defini¢ni znaky. Prvnim znakem je, Ze penize jsou schopny plnit
funkci prostfedku smény. Tento pozadavek bitcoin spliuje, nebot’ jeho uzitim lze
pievést hodnotu. Druhym definicnim znakem penéz je, ze jsou schopny slouzit jako
ucetni jednotka, tedy Ze jimi lze vyjadfit cenu jiného objektu. Bitcoin tento defini¢ni
znak nesplituje, nebot” prestoze je pouzivan jako prostiedek smény, ceny jednotlivych
sluzeb ¢i zbozi, které si lze za bitcoin koupit, jsou vyjadieny zakonnym platidlem a
pouze ve velmi malém procentu piipadl je cena vyjadiend v bitcoinech. Bitcoin funkci
ucetni jednotky tedy neplni. Poslednim definicnim znakem penéz je schopnost udrzet
hodnotu v ¢ase. Ani zde bitcoin pozadavky defini¢niho znaku neni schopen naplnit.
Bitcoin je charakteristicky vysokou volatilitou, jeho cena se v zavislosti na nabidce a
poptavce méni velmi rychle, nelze tedy fici, ze by byl z dlouhodobého hlediska schopen
udrzovat konstantni hodnotu. Bitcoin nenapliiuje dva ze tfi definicnich znaka penéz,
neni mozné ho tedy za penize povazovat.

O bitcoinu nelze uvazovat jako o penézich ani podle pravniho vymezeni, nebot’
neni uveden v §2 zakona €. 284/2009 Sb. zdkon o platebnim styku. Nabizi se sice
uvaha, Ze by bitcoin mohl pfedstavovat bezhotovostni penize, ale vzhledem k tomu, ze
bitcoin neplni defini¢ni znaky zakladniho ekonomického vymezeni penéz, neni tato
uvaha v soucasné dob¢ ptijatelna.

Bitcoin tedy neni penézi a proto nemiize byt ani mé€nou, nebot’ meéna jsou zakonem
uznané, konkrétni a konkretizované penize, jejichz piijimani je vynutitelné zakonem.
Na druhou stranu ale méame za to, ze nelze vyloucit, Ze v budoucnu bitcoin dva
zbyvajici znaky penéz naplni a tim se stane penézi v ekonomickém smyslu. Oznaceni
Bitcoinu ve smyslu virtualni mény je nepiesné a Bitcoin by takto oznacovan byt nemél.
Na Bitcoin lze nahlizet jako na digitalni prostfedek smény.

2. Pravni aspekty Bitcoinu

Bitcoin je v Ceské Republice obecné povazovan za véc v pravnim smyslu. Jednim
z davodl vzniku diplomové prace vSak byl nas nazor, Zze Bitcoin a tedy 1 bitcoin je
natolik jedine¢ny, ze by mohl byti né¢im jinym.

Na bitcoin jako na véc je tfeba nahlizet jako na objekt pravnich vztahli. Pojeti véci
vpravu lze rozdélit z pohledu materialistického a idealistického piistupu.
Materialisticky pfistup byl charakteristicky pro zakon ¢. 40/1964 Sb. Obcansky

Zékonik. Podle tohoto zakona bitcoin skute¢né véci nebyl, nebot’ materialisticky pfistup
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povazuje za véci pouze ty objekty, které maji hmotnou podstatu, coz Bitcoinu nelze
priznat. Protoze je Bitcoin pocitaCovy program bez hmotné podstaty, uzavirame, ze se
podle zakona 40/1964 Sb. Obcansky Zakonik, jednalo o takzvanou jinou majetkovou
hodnotu, coz je v souladu se soudobym pravnim pojetim softwaru.

Uginnosti zakona ¢. 89/2012 Sb. Ob¢ansky Zakonik, vstupuje do &eského prava
idealistické pojeti véci. Ve svétle idealistického pojeti véci je mozné nahliZet na Bitcoin
pod vice uhly. Idealisticky ptistup vidi véc jako vSe, co je rozdilné od osoby, slouzi
k potiebé lidi a je objektivné kontrolovatelné.

V ramci idealistického pojeti lze nahlizet na Bitcoin Ctyimi zpasoby. Prvni
moznosti je posuzovat Bitcoin jako autorské dilo, chranéné autorskym zakonem ¢.
121/2000 Sb. Autorské dilo nesplituje pojeti véci v pravnim smyslu, nebot’ nelze fici, ze
je odlisné od osoby. Kazdy autor zanechava ve své tvorbé neoddélitelnou soucast sebe
sama. Tak jako malif mé své specifické tahy Stétcem, kterymi se stane znamym a jeho
dila jedinecna, tak 1 programator ma sviij specificky styl psani programového kodu.
Bitcoin mlze byt povazovan za autorské dilo, byt’ jeho autor neni znam.

Druhd moznost dle naseho ndzoru je pohlizet na Bitcoin jako na specificky
pocitaCovy program. PocitaCovy program byvéa v praxi povazovan za véc. Autorsky
zakon sice v §65 chrani pocitaCovy program jako literarni dilo, ale zaroven tento zdkon
stanovuje, Ze se autorské dilo skladd ze dvou druhti prav a sice z vylucnych
osobnostnich prav a z vyluénych majetkovych prav. Vzhledem k tomu, Zze vylu¢na
osobnostni prava jsou nepievoditelna, Ize za véc v pravnim smyslu povazovat pouze tu
¢ast prav, kterou lze kontrolovat a tedy i pfevést, coz jsou vyluénd majetkova prava.
PocitaCovy program tak mutize byt jak autorskym dilem tak i véci v pravnim smyslu.
Aby mohlo byt sautorskym dilem ekonomicky a po pravu naklddano, vyluc¢na
majetkova prava se pievadi licen¢ni smlouvou.

Bitcoin byl licencovan pod MIT licenci, kterd dovoluje bez vétSich omezeni, uzivat
kopie programu bezplatné. Specifikem Bitcoinu ovSem je, Ze ten kod, ktery tvori
Bitcoinovou sit’, tedy Bitcoin jako celek, nemtize byt kopirovan. Pokud by byl
kopirovan, vytvofil by novou sit, vytvoril by druhy Bitcoin. Jedna se tak o stale prvni
verzi programu o autorské dilo, které licencované nikdy nebylo. Na Bitcoin Ize znovu

nahliZet jako na autorské dilo, jehoz vylucna majetkova prava nabyla nikdy delegovana.
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Je bitcoin jako prostfedek smény je také autorskym dilem, a¢ nebyl vytvofen pifimo
autorem, ale az pusobenim programu? Zamérem autora bylo vytvofit platebni sit,
v ramci této sit€¢ je bitcoin prosttedkem smény. Lze si jen tézko ptedstavit, ze za
takovych okolnosti autor nechtél stvofit bitcoin. Je jasné, ze autor vznik bitcoint
piedpokladal a jeho cilem bylo, aby je program vytvotil. Je tedy mozné nahlizet na i
bitcoin jako na predmét autorského prava, ¢ili jako na autorské dilo. Pod timto thlem
pohledu bitcoin neni véci v pravnim smyslu.

Tteti zptsobem jak lze pohlizet na bitcoin, je opravnéni. Bitcoin nedava uzivateli
mnoho moznosti jak s nim nakladat, je mozné ho pouze pievadét. Z tohoto pohledu
bitcoin pfedstavuje pouze moznost pievést na nékoho tuto moznost prevodu. Vzhledem
k tomu, Ze Bitcoin v podstaté dovoluje tento typ pievodu, l1ze tuto moznost povazovat za
opravnéni. Opravnéni je v ramci idealistického pojeti véci povazovéano za véc v pravnim
smyslu.

Problematickd muze byt otazka ovladatelnosti tedy kritérium kontroly. Limitujici
opravnéni uziti bitcoinu ma totiz spiSe znaky drzby nez vlastnictvi. Je otdzkou zda
bitcoiny, které jsou soucasti prvotniho pocitacového koédu, mohou tak jako bézna véc,
byt usurpovany jeho uzivateli. S bitcoiny Ize nakladat pouze v ramci Bitcoinové sité,
nelze si je privlastnit, nebot’ je z této sité nelze odebrat. Bitcoin lze drzet a prevadét, ale
v této koncepci mu chybi absolutni majetkova prava. Bitcoin ve smyslu opravnéni Ize
povazovat za véc v pravnim smyslu, ale lze ho pouze drzet, nikoliv vlastnit, coz pro
vécné vymezeni ovsem nema vyznam.

Posledni zptsob pohledu je koncepce pana profesora Telce, ktery tvrdi, Ze ve svétle
idealistického pojeti véci v pravu, lze nahlizet na informace jako na véci v pravnim
smyslu které postradaji absolutni majetkova prava. Telec uvadi ptikladem recept na rybi
polévku a tvrdi, ze takovy recept sice spliiuje zakonné znaky véci, ale zaroven neni
mozné s nim stejnym zpusobem nakladat. Nebot' takové véci nepozivaji dédické a
vlastnické pravo. Uzavira, ze takové ekonomické hodnoty lze pojmové povazovat za
véci, véci nici, které nelze vlastnit, ale pouze opravnéné drzet.

Stejnym zptsobem lze nahlizet 1 na bitcoin. Bitcoin je velmi podobny uvedenému
piikladu receptu na rybi polévku. Bitcoin nelze zdédit, nebot povaha bitcoinu
nedovoluje aby byl postoupen. Pravo vyzaduje, aby dédictvi bylo postoupeno na

zaklad¢ pravni udalosti - smrti. Bitcoin vSak muze byt pfeveden pouze na zakladé
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pravniho jednani, nebot’ jakmile nékomu sd€lime privatni kli¢, ktery slouzi k pirevodu
bitcoinu, ddvdme mu tim plnou kontrolu nad bitcoinem. Takovym to jednanim dochazi
k plném ptedani dispozice s bitcoinem a tedy k pfevodu. Na druhou stranu, pokud
nesdélime privatni klic nikomu a zemfieme, pak je bitcoin neovladatelny a dispozice
s nim je navzdy ztracena, nedochazi tedy k automatickému postoupeni. Postoupeni neni
fakticky mozné.

Jak jiz bylo zminéno, bitcoin neni ovladatelny ve smyslu, Ze by so ho mohl nékdo
usurpovat pro sebe tak jako béznou véc. Vzhledem k tomu, ze bitcoiny jsou vzdy
uloZeny na decentralizované siti, kterd bud’ nepatii nikomu nebo je autorskym dilem, lze
je jen tézko vlastnit. Je mozné se domnivat, ze je-1i bitcoin véc nici, pak ho lze v ramci
prava drzet.

Co je tedy Bitcoin? Pro ucely regulace a soucasného pojeti by na bitcoin mélo byt
nahliZeno jako na pravo. Pravo pievést toto pravo na dal$i osobu. Takovéto pravo je
idealistickou koncepci povazovano za véc v pravnim smyslu. Vedle toho bitcoin
nemuze byt v soucasné dobé povazovan za penize v ekonomickém ani pravnim smyslu.

Mame vsak k pojeti bitcoinu jako véci v pravnim smyslu vyhrady. Do tohoto pojeti
zasahuje zejména autorské pravo a také zde prakticky chybi moznost absolutni kontroly
nad bitcoinem. Bitcoin by si zfejmé zasluhoval vlastni pravni kategorii. Mame za to, ze
v budoucnu by bitcoin mohl spliiovat pojeti bezhotovostnich penéz.

3. Aspekty regulace Bitcoinu a souvisejici problémy

Bitcoin je velmi Casto spojovan s kriminalni ¢innosti. Zatimco vyznamné autority
shledavaji Bitcoin mnohdy jako nezajimavy ¢i nedilezity, razni krimindlni Cinitelé
povazuji Bitcoin za revoluci v legalizaci penéz pochdzejicich z trestné ¢innosti.

Na Bitcoin je potfeba pohliZet jako na revoluc¢ni technologii, ptelomovy vynélez a
novou filosofii. Je zaroven potieba k nému 1 tak pfistupovat. Piedev§im by si Bitcoin
zaslouzil vlastni zdkonnou tpravu.

Jednotlivé staty ovSem pohlizi na Bitcoin razné. Jako Spatny ptiklad Ize uvést
Bolivii, kterd se rozhodla celkové Bitcoin zakazat. Takovy zdkaz se ale jen velmi té¢zko
vynucuje. Na internetu Ize 1 dnes, nékolik let po zédkazu, najit n¢kolik zdrojt, kde Ize
bitcoin koupit pfimo v La Pazu nejvétSim mésté Bolivie. DalSim a mozna jesté horsim

piipadem je regulace v Thajsku, kde dodnes nikdo pfesné nevi, zda je ¢i neni Bitcoin
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zakazany. Bitcoin byl nejdiive dovolen, pak zakézan pak znovu povolen, ale béhem par
dnii byla thajské vetejnost informovana, Ze Bitcoin by stale mohl byt nelegalni.

Pravdou je, ze Bitcoin sdm o sob¢ predstavuje pro regulaci nejeden problém. Tato
diplomova prace rozdéluje tyto problémy na soucasné a teoretické. Soucasné problémy
jsou ty problémy, se kterymi se jiz regulace potykd, zatimco teoretické problémy se
odvijeji od budouciho vyvoje Bitcoinu.

Za soucasnymi problémy Bitcoinu stoji jeho kliCové vlastnosti, kterymi jsou
decentralizace a anonymita. Bitcoin je decentralizovan po celém svéte, chybi mu
centralni autorita, na kterou by se daly uvalit sankce nebo pfima regulace. V Bitcoinové
siti chybi centralni server, ktery by v ptfipad¢ nutnosti mohl byt vypnut.

Bitcoin je zéaroven castecné anonymni, nebot’ uzivatele v siti reprezentuji pouze
jednotlivé adresy, ze kterych jsou posilany transakce. Transakce nevyzaduje, aby
uzivatel uvadél o sobé cokoliv jiného nez IP adresu. Bylo ovSem prokazano, ze za
urcitych okolnosti lze pomoci statistickych metod dohledat, kdo pouziva jakou
Bitcoinovou adresu. Bitcoinovou adresu lze dohledat a spojit s konkrétnim uzivatelem i
pomoci internetového vyhledavace, protoze je celkem cCasté, ze uzivatelé¢ v o¢ekdvani
bitcoinl svou adresu zvetejni 1 se svym jménem.

Na druhou stranu je potteba fici, Ze v ramci Bitcoinové sité 1ze zlstat absolutné
anonymni. Bitcoinovych adres lze vytvofit pro lidskou potiebu v podstaté nekonecné
mnozstvi a za pouziti specidlniho softwaru lze vystupovat pod jinou IP adresou, nez
kterou pocita¢ doopravdy ma. Je tedy mozné absolutné anonymné poslat bitcoiny na
jinou adresu ¢i podpofit organizace jako jsou Wikileaks nebo takzvany islamsky stat.

Pozitivni je, ze souCasné problémy jsou celkem dobie feSitelné. Jak jiz jsme
uvadéli, bitcoin nelze povaZzovat za penize. Bitcoin je diky tomu pfedmétem koupé a
prodeje na mnoha internetovych strankach. V okamziku, kdy se kdokoliv rozhodne
koupit nebo prodat bitcoin, musi o sobé& zvetejnit alesponi n¢jaké udaje. Tim okamzik,
uz neni uzivatel pouze anonymni adresou v rdmci Bitcoinove sité, ale existujici osobou.
O takové osob¢ lze potom jiz vést udaje, nebot’ kazda jeji transakce je automaticky
zaznamenavana v ramci sité. Jakmile se osoba rozhodne bitcoiny pouzit ke koupi zbozi
¢i sluzby, prestava byt chranéna anonymitou sité.

Resenim decentralizace a anonymity Bitcoinu je tedy regulace tdch osob, jejichZ

predmét podnikani je navazan Bitcoin. Jedna se kupiikladu o osoby, které prodavaji ¢i
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kupuji bitcoiny, ale 1 osoby, které za bitcoiny prodavaji zbozi a sluzby. Timto zplisobem
je mozné ziskat dostatek informaci o jednotlivych uzivatelich sité, ale i zamezit
legalizaci vynosu z trestné ¢innosti.

Vyrazné vEétsi vyzvu regulaci predstavuji teoretické problémy. Teoretické problémy
spoc¢ivaji v tom, ze decentralizace se nadale vyviji a jiz dnes je mozné decentralizovat
jak obchody tak jednotliva prodejni mista bitcoinu. V okamziku, kdy dojde k celkové
decentralizaci jak obchodl tak mist, kde lze koupit ¢i prodat bitcoin, vySe zminény
zpusob regulace bude neefektivni.

Dal$im budoucim problémem muze byt samostatny vyvoj Bitcoinu, pokud by se
bitcoin stabilizoval natolik, ze by byl schopen dlouhodobé¢ drzet hodnotu, ziejmé by
doslo k vétsi mife jeho pouzivani a tim padem by se mohl stat penézi v ekonomickém
smyslu. Takovyto vyvoj by mél za nasledek, Ze bitcoiny by jiz nemusely byt prodavany
¢1 nakupovany tak casto jako je tomu nyni.

Tyto budouci problémy nejsou fesitelné ani tak na zaklad¢é regulace, ale vyzaduji
feSeni spiSe technického tadu, které by bylo schopné s postupujici decentralizaci
bojovat.

V Americe vznikl prvni zdkon, ktery se zabyva pouze upravou Bitcoinu a
podobnych digitalnich prostfedki smény. Tento zakon je pivodem ze staitu New York
ze Spojenych Stati Americkych a postupuje zplisobem, o kterém jsme mluvili v rdmci
feSeni soucasnych problému.

Ze strany Bitcoinové komunity se nesetkal s kladnym pfijetim, dokonce vétSina
zavodl, které figurovaly ve stait¢ New York, se presunula jinam. My naopak
povazujeme toto feSeni za jediné mozné. Tento zakon vyzaduje, aby kazdy, kdo chce
vykonavat podnikatelskou ¢innost v souvislosti s Bitcoinem, m¢l k této ¢innosti licenci
udélenou od statni autority.

I v Ceské Republice se postupné objevuje prvni zdkonna zminka o Bitcoinu.
Novelou zakona & 253/2008 Sb.'® bude Bitcoin definovan a zaroveti bude vymezen
okruh aktivit a povinné osoby, které¢ se musi fidit danymi povinnosti v souvislosti

s Bitcoinem.

165 Takzvany zakon proti prani §pinavych penéz.
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Kratkym porovnanim definic virtudlni mény a vymezeni povinnych osob respektive
predmétu podnikani v souvislosti s Bitcoinem, 1ze dojit k ndzoru, Ze americkd definice
virtualni mény je pro budouci uziti lepsi, nebot’ vyslovené nestanovuje, ze Bitcoin
nejsou penize. Ceskd uprava naopak Bitcoin za penize nepovazuje. Z budouciho
hlediska je pfesné¢jSi uprava americka, kterd bere v potaz moznost vyvoje pojeti
Bitcoinu, zatimco cCeska uprava Iépe reflektuje soucasné pojeti Bitcoinu jako
vSeobecného prostiedku smény, ktery ale neni penézi.

V piipadé vymezeni povinnych osob a aktivit (tedy okruh osob a aktivit), na které
se legislativa vztahuje, je jisté 1épe pojata uprava Ceska. Americkd pravni Gprava se
dopousti nelogicky Sirokého pojeti, kdyz veSkeré pozadavky, které vztahuje na
spolecnosti, jejichz predmét ¢innosti je spojen s Bitcoinem, vztahuje 1 na obyvatele statu
New York. To v praxi znamena, ze kazdy, kdo by chtél prodat jeden bitcoin, si musi
davat pozor, aby neprodal tento bitcoin obyvateli New Y orku, protoze by pak jednal bez
licence. Stejné tak Siroké je i pojeti jednotlivych aktivit, ke kterym je vyzadovana
licence. Teoreticky lze uvazovat, ze kdokoliv, kdo piepravi flash disk, ktery bude
obsahovat privatni kli¢ k bitcoinu, z bodu A do staitu New York a vice versa, by m¢l byt
drzitelem licence.

Ceské pojeti povinnych osob a aktivit se tykd pouze tdch osob, které vykonavaji
spravu bitcoinu pro jiné¢ho, poptipadé bitcoin kupuji ¢i prodavaji jako predmét své
podnikatelské Cinnosti. Tim dostdvame znatelné€ uzsi pojeti povinnych osob a aktivit,
které nevede k nelogickym situacim jako tomu je v ptipad¢ americké pravni upravy.

Americka pravni uprava nestanovuje zadnou minimalni penézni hranici, pii které
by nemusely byt vykonavany narocné procedury identifikace klienta. To v praxi
znamena, ze 1 v okamziku, kdy si nékdo koupi bitcoin v hodnoté 10 dolar, musi byt
podroben viem informa¢nim proceduram a musi o ném byt veden zdznam. Ceské
uprava naopak vyzaduje tyto identifikacni procedury az v okamziku, kdy uz je jasné, ze
celkova transakce pfesahne hodnotu 1000 Euro. Povinna identifikace vSak musi byt
provedena vzdy, kdyz se muze jednat o podeziely obchod. Absolutni kontrola kazdé
tpravy. Ceska tUprava je vtomto vymezeni pokroéilejsi, nebot zbytet¢né nelimituje

povinné osoby.
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Americka pravni uprava predstavuje nékolik pravnich institutli, které povazujeme
za velmi dobré a méame za to, Ze by se mély objevit v Ceské pravni upravé. Jedna se o
program datového zabezpeceni a celkové bezpecnosti dat. Dale se jedna o krizovy plan,
ktery mé zabezpecit kontinuitu podnikani v pfipadé neocekévané krize a v posledni fad¢
se jedna o specidlni péci a ochranu jméni zédkazniki.

Prvni program tykajici se zabezpeceni dat je velmi dulezity ztoho divodu, Ze
absolutné nulovou ochranou, tak jako tomu bylo v jednéch z nejvétSich bitcoinovych
kradezi. Dle naseho ndzoru je tedy potieba, aby existovalo objektivné spravné hledisko
zabezpeceni a to jak jiz z divody ochrany jméni zakaznikl, ale i pro piipadnou
odpovédnost podnikatele.

Velmi podobny je i druhy ptfipad krizového planu, jehoz hlavnim cilem je, aby se
v ptipad¢ krize spole¢nost byla schopna vzpamatovat a pokracovat ve svém podnikani.
Z praxe je totiz znamo, ze v okamziku, kdy osobu, jejiz predmétem podnikéni je
Bitcoin, postihne né&jaka krize, tak je to také ve vétSine ptipadi jeji konec. Tomu by mé¢l
zabranit plan, kdy spolecnosti doptedu pocitaji s tim, ze se néco takového stat mize a
jsou piipraveny podnikat i na dale. Tim maji zakaznici vétsi jistotu, Ze nepifijdou o své
jméni a popiipadé absence tohoto planu by znamenal odpovédnost provozovatele
spolecnosti za vzniklou Skodu.

Poslednim ptipadem je specialni péfe a ochrana jméni zékazniki, kterd spociva
v pozadavcich na podnikatele, aby spravoval penézni fond v ureny vysi v zakonném
platidle, aby vzdy disponoval stejnym pocet a stejnou virtualni ménu, kterou do jeho
péce vlozil zakaznik a poslednim pozadavkem je zakaz, aby podnikatel se svéfenymi
virtualnimi ménami nakladal bez piikazu zédkaznika.

Zavér

Odpovédi na nasi vyzkumnou otdzku co je to Bitcoin je, Ze bitcoin je v soucasné
dob¢ digitalni prostiedek smény, ktery ale nelze povazovat za penize v ekonomickém
ani pravnim smyslu. Z pohledu prava lze na Bitcoin 1 bitcoin nahliZzet riznymi zptisoby
a to 1 takovymi, které neodpovidaji pojeti véci v pravnim smyslu.

K Bitcoin je vSak tfeba piistupovat piedevSim prakticky. V soucasnosti je

nejprakti¢téjSim feSenim povazovat bitcoin za opravnéni, nebot opravnéni je
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povazovano za véc v pravnim smyslu a tim se na Bitcoin vztahuje vétSina Ceskych
zakond.

Nicméné nasim osobnim nazorem ziistava, ze bitcoin by si zaslouzil vlastni pravni
kategorii, popiipad¢ v budoucnu podiazeni pod pojeti penéz.

V ramci regulace, Ize uzaviit, Ze Bitcoin piedstavuje v soucasné dob¢ legislativné
resitelné problémy, které lze vyieSit specifickou pravni Upravou cilenou na osoby,
jejichz predmétem podnikani je bitcoin. Navrhujeme, aby Ceska Republika pfijala
specificky zakon tykajici se regulace podnikéani s Bitcoinem. Zaroven piedstavujeme 3
kli¢ové¢ instituty, které by v takovém zakoné nemély chybét.

Je mozné, Ze vyvoj Bitcoinu povede ke vzniku dalSich problému spojenych s vétsi
decentralizaci a anonymitou, ale v takovém ptipad¢ je nasnad¢ spise technologické nez

pravni feSeni.
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