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1. Introduction

The 21st century we are now living in is called the “information age.” Information is
becoming more and more important assets in nowadays economics. Sometimes it is called
the oil of the 21st century. Businesses collect information about their users’ background,
interests, search queries, buying habits and anything else they might find useful. They do it
by means of collecting and analysing a vast amount of data. The technology and lower costs
of data storage made it possible to collect immense amounts of information about the
customers. There are businesses that have no other business plan than expanding their
customer base and collecting data. Sometimes they do not even plan to be profitable and

despite that they have huge market value.! This shows how much value data have.

Being overloaded by data these days, there is a need for the help of technology (hardware)
and techniques (software) to enable businesses to gain some useful knowledge out of it. The
method helping with that is called data mining. It is a process of looking for correlations
among huge amount of data. When the gained knowledge is used to build profiles, we speak
about profiling. Each profile includes suggestions for how to treat the subject that fits in
respective profile, e.g. suggestions for customized advertising. The knowledge of the
customers’ interests and desires is therefore a big competitive advantage. Businesses want
to fine-tune their services to their clients’ needs so that they want to use them. Customers’
attention is a scarce commodity, which causes a big competition among businesses for
getting the biggest part of it. Modern technology gives them the possibility to communicate
personally with their customers for low costs so in case of succeeding in gaining the
attention by targeting the customer with the right content, larger revenues can be expected

on the side of the businesses.

On the side of the customer there are certain profits as well. He sees more content that is
relevant to him, which saves him time he would have to spend with searching. Or he might
get a special discount on the product he likes to buy. In this case, he probably does not mind
the fact that all of this is a result of processing vast amounts of data about him. However, if
he is charged more for products he is in a dire need of, he might stop feeling so comfortable
about that and might start doubting whether he wants to share all the data about him or be

it used that way. And there are other less apparent problems that can raise doubts, e.g.

1 Grassegger, H.: Das Kapital bin ich, Ziirich, Kein & Aber, 2014, p. 34, 37



regarding right for self-development or enjoying individual autonomy. Whereas the
businesses want the customer to be transparent and provide as much data as possible, what
they do with the data afterwards, which data is used for what purposes, where they are

stored, how they are secured or who they further provide it to is often concealed.

If the user does not want to be subject to those practices, he has only one possibility: not
using the services collecting data at all, thus loosing possibility to take part in almost any
online life. But mostly, users prefer to use their personal data as a currency and trade future

privacy risks for a short-term convenient service.

This thesis summarizes what data is used for creating profiles, how it is collected, what are
the concerns regarding privacy, what is the actual legislation in the field of profiling
(especially in data protection) in the European Union, what are its shortcomings and what
is being proposed to ensure better privacy protection. Finding the right solution means
finding the right balance between the interests of individuals and the society as a whole on
privacy protection and the interests of private entities on conducting a profitable business
and everyone’s interest on innovations and good functioning of the market avoiding or
correcting market failures. Because the legislation has to take into account the impacts on
economics, it is necessary to describe also todays’ business models. The main focus will be
on the question how to put through the interest on taking part in the online world and using
the online services without having the only possibility to pay for it with losing control over

our data.



2. What is Profiling?

Profiling is the process of creating profiles and the following application of them. There are
many different profiling methods that are used for various purposes. What all those
methods have in common is that they are a set of technologies using algorithms? or other
techniques to transform data into knowledge (creating profiles) and individuating a subject
or identifying a subject as a member of a certain group so that the right profile is applied to
them.3 Profiling methods help us to cope with the information overload, to gain useful

knowledge out of it and to address a large number of customers individually.

This work will focus on automated profiling, which is done by machines using the methods
of data mining. Profiling includes five steps: data collection, data preparation, data mining,
interpretation and determine actions.* Further, the crucial steps (collection of data and data

mining) are described in more detail. But first of all will be explained what profiles are.

Profile

The simplest category of profiles is an individual profile. It consists of the factual part,
including information about who the customer is, and the behavioural part, including rules
about the customers’ behaviour. The factual part is based on the collected factual data (age,
gender etc.) that may be obtained directly from the consumer or derived from transactional
data (buys cat food regularly — has a cat). The behavioural part is based only on
transactional data consisting of records of the customer’s previous purchases or

transactions.5

2 An algorithm is a set of orders that starts by taking an input (e.g. length and width of a rectangle)
and ends after a finite number of steps by producing an output (e.g. the area of a rectangle; the steps
would be: check if the input are two positive numbers and if not, let the user know that the input is
wrong and end the computation, otherwise multiply the length by the width, return this value to the
user and end the computation).

3 Hildebrandt, M: ‘Defining Profiling: A New Type of Knowledge?’, in: Hildebrandt, M., Gutwirth, S.
(eds.): Profiling the European Citizen, Springer, 2008, p. 17-18

4 These steps were mentioned in the following book in relation to Knowledge Discovery in Databases
(KDD) - a process of gaining useful knowledge out of a database, and they are applicable to profiling
as well. Custers, B.: ‘Data Dilemmas in the Information Society: Introduction and Overview’, in:
Custers, B. et al. (eds.): Discrimination and Privacy in the Information Society, Berlin, Springer, 2013,
p-8

5> Adomavicius, G. and Tuzhilin, A.: ‘Using Data Mining Methods to Build Customer Profiles’, Computer,
2001, 34 (2), pp. 74-82, at p. 74



Group profiles contain behavioural rules for certain groups of individuals sharing at least
one common attribute, e.g. left-handed people or students living in dormitories. Groups are
identified especially by these two data mining methods: classification (used to map data into
several predefined groups) and clustering (forming groups with similar properties)eé.
Within a group, either all of its members share the same attributes, e.g. a group of car driving
license holders who are older than 15 (these groups are called distributive), or the profile
does not apply to all of its members, e.g. people living in a certain area having average
earnings of X; some earn X, some X+1 or X-1000 (these groups are called non-distributive).
Most of the group profiles, except for the attribute they are defined by, are non-distributive.
This distinction between group profiles is important for understanding the risks of profiling

described in Chapter 3.

Collection of Data

Data is collected either directly from the user/customer or automatically by using technical

means.

Directly it is gained from the users of Internet services by asking them to provide
information about themselves - name, address, e-mail address, date of birth, phone number,
credit card number etc. either by a voluntary registration or by a ‘mandatory’ one, in order
to be allowed to use the service. This means that if they want to use the service, they have

no other choice than providing their data.

But a lot more of other data may be collected while browsing the web without the user even
being aware, e.g. what pages the user has visited, how much time he has spent there, from
which site he has entered to the current site, what he does like etc. The collection methods
are different, some of them are more accurate than others. The tools helping to gain more
information about subjects are: requests including user’s IP address, cookies, web bugs,
JavaScript (majority of websites use this technology used e.g. for animations or interactive
content and browsers support it; if user disables JavaScript, he cannot usually see all the
website’s content) or Flash (used sometimes on websites for displaying animations and

videos). Now it is going to be explained how.

6 Calders, T. and Custers, B.: ‘What Is Data Mining and How Does It Work?’, in: Custers, B. et al. (eds.):
Discrimination and Privacy in the Information Society, Berlin, Springer, 2013, p. 31



IP address

[P addresses are unique identifiers of devices connected to the Internet enabling the
communication between those devices. If a user wants to look at a website, his computer
must send a request to the server hosting the website with a piece of information telling
where to send the required content back to. Even though the IP address identifies a single
device, monitoring from which IP address the request has come is not a very reliable method
for identifying specific users in a long-term perspective, because firstly, the IP addresses can
change on the side of the user often (when using mobile devices and changing locations or
in case of dynamic IP addresses when the user is assigned a new IP address from a pool of
addresses that their internet service provider has available each time they log on), and
secondly, IP addresses specify rather the device than the concrete user. The device may be
used by more family members or it may be a proxy server or a router serving many clients

and sending the requested content further back to one of those clients.

Cookies

Cookies are small data files that are saved in user’s browser which are sent along with the
loading request to the server hosting the website every time the user wants to load it again.
So they give information about whether the user had already visited the website before,
what his language settings or his activities were, e.g. what he had purchased or looked for
before or if he had logged in. They can be used to facilitate the proper function of
information society services, e.g. remembering the items added to the shopping cart on an
online shopping website, or they may be used for the purposes of monitoring the users’
behaviour. The latter purpose have the third-party cookies, especially. If a web page
includes links, images, HTML Iframe (presenting another HTML document within the same
window) or similar components that are stored on some other servers than the respected
web page and if the user hasn’t blocked acceptance of these third-party cookies, than these
cookies will be saved in his browser as well. The providers of these cookies are companies
like AOL Advertising, DoubleClick (subsidiary of Google) and so on, that penetrate a huge
number of sites. If a user surfs on different websites that include content from these
companies, the users’ browser always sends them the same cookie. That's why they have
information from more websites he has visited. This presumes that the cookies belong to
the category of persistent cookies which are not deleted after leaving the website - in

comparison to session cookies, that are deleted when the user leaves the website.

10



Because it is possible to block the acceptance of the third-party cookies (in the settings of

the browser), new methods of tracking the user’s behaviour have been developed.

Web Bugs

A web bug is an object on a webpage, usually an invisible one pixel gif image, retrieved from
a third-party server. In the moment of sending request for the webpage content, another
request is sent also to that third-party server for this one pixel image. In that moment it is
enabled to pass information to this third-party website about which device asked for it and

when.

The most famous web bug nowadays is the Facebook like button (designed as a hand giving
“thumbs up”). Any content provider can include this button on his website if he wants to
make use of its promotion functions - because any Facebook user clicking on it will share
the link to it with its friends. Every time when loading a page that includes this button, the
website sends a request to Facebook’s servers, handing him over information about what
page it comes from, the visitor’s IP address and the Facebook ID if the user is logged in. And
because it is sending this request along with a cookie, Facebook is able to create a database
of all the websites visited from a certain device or even by a concrete person (without

needing to even have a Facebook account).

Clickstream

Every time when a user is browsing the web, he leaves a trail of data - a so called log file
giving information about their IP address, date, time, the webpage that provided the link to
the website and so on. Aggregating this data, it is possible to create a clickstream giving
information on what websites and what particular webpages on that website a user has
visited, in which order and how much time the user has spent there, when he clicked the
‘back’ button, what was the search query that got the user to the website etc. Clickstream
gets stored on the servers hosting the website (monitoring the behaviour on its webpages),
in the browser, on the routers of the internet service provider (ISP) or on the servers of

advertising networks.

Fingerprinting
Fingerprinting is a technique based usually on JavaScript and Flash. The information

collected are the type and version of browser, operating system, installed plugins, screen

size, installed fonts, language, time zone and even hardware configurations. Tracking firms

11



use sophisticated methods to find out these unique characteristics.” Because of many
different possibilities of settings, there is a high chance that the settings will be unique for

each device.8

Data Mining

Data mining is a process of analysing a vast amount of data by algorithms looking for
patterns and relations between the data. The relations can be trivial (revealing just facts
that everyone knows), spurious (there is no actual causality), irrelevant (revealing
correlations of no utility) or useful (revealing rules about customers’ behaviour). As an
observer you do not have to know beforehand, what kind of relation you are looking for.
You are not just verifying if your theory is right, you are actually discovering all possible
relations you need not have thought of before. After that follows a step called validation,
when a human validator looks at the results and decides which ones are useful. It means
that by doing data mining you are actually generating hypotheses and only after an
interpreter sees them and finds them interesting (novel, useful and nontrivial to compute)
and certain enough (data are accurate and complete, the sample is big enough and the
results are significant), they become knowledge.® The correlations do not reveal any reasons
for themselves. This would be the task of a further (human) interpretation, eventually.
However, knowing the causes or reasons is not really of importance. Important is making
good decisions about what to do next. For example in the case of ad networks: what ad to

send to appear on the user’s site.

The profiling technologies and techniques enable applying the profile as well. Making
decisions about the business strategy towards consumers according to the knowledge
gained by data mining is a very important step for businesses. Profiles are used either for
cross-selling (trying to make a customer buy additional product or service on the base of

the knowledge that a similar customer has made this decision) by means of making

7 More information on those methods can be found here: Nikiforakis, N. and Acar G.: ‘Browser
Fingerprinting and the Online-Tracking Arms Race’, available at:
http://spectrum.ieee.org/computing/software/browser-fingerprinting-and-the-onlinetracking-
arms-race (31 December 2015)

8 A study by Peter Eckersley has proven this fact. The study has shown that from a sample of around
half a million distinct browsers, 84 % had unique configurations. Among browsers that had Flash or
Java enabled, 94% were unique. https://panopticlick.eff.org/static/browser-uniqueness.pdf (26
January 2016)

9 Custers, B., ‘Data Dilemmas in the Information Society: Introduction and Overview’, in Custers, B. et
al. (eds.): Discrimination and Privacy in the Information Society, Berlin, Springer, 2013, p. 10-12

12



recommendations (e.g. “other customers who bought this brand have also shopped for” or
“frequently bought together”), one-on-one marketing (individualizing the virtual store or
the offers for a concrete person) or banner targeting (tailoring the advertisements the user
sees on the websites he browses on). What problems these practices may cause regarding

privacy will be described in the following chapter.

13



3. Risks of Profiling in Relation to Privacy

As a first step, profiling requires collecting a lot of data. The huge amount of data (on
browsing behaviour or online transactions) that is being collected is not a problem itself.
The problems may start with analysing and finding meaning in it10 that is intimate or
sensitive for the respective subjects, something what they would like to keep private.
Richard Posner does not agree that the process of data mining could invade privacy in any
way because it is done by machines and privacy can be invaded only when human scrutiny
occurs.!! He makes this observation regarding analysing information by intelligence
agencies to find a couple of people who are a potential threat for national security. However,
by the private entities the situation changes a little because decisions are being made upon
the gained knowledge, affecting everyone - both the individuals whose data has already
been analysed as well as the potential future clients. Decisions that are being made might
be considered unethical or unwanted within society (like excluding some individuals or

groups from certain services).

Information provided by customers are provided with a certain intention or under certain
circumstances. Many people do not object to the use of their personal data within that
sphere or context they intended to share it in. However, if the data is used for completely
other purposes, people do mind it and feel like their privacy has been breached. This is
because the contextual norms of distribution and appropriateness (as Nissenbaum calls
them) have been breached. Norms of distribution govern the flow of information, like who
with and under what circumstances the information can be shared (e.g. it is expectable that
my doctor shares some information about my health with his colleagues to discuss the right
treatment for me but it is not expectable that he shares it with my boss). Norms of
appropriateness govern what information is appropriate to reveal in a certain context (e.g.
when with friends in a bar or at a job interview).12 These spheres may be breached e.g. by
third-party cookies, clickstream data collected across websites, mergers of companies,

selling of data etc. Nissenbaum comes with a theory of contextual integrity which is

10 Much of the raw data does not have to be personal at all and although lead to very “personal”
revelations, e.g. regarding relationships, diseases or beliefs.

11 Posner, R.: ‘Our Domestic Intelligence Crisis’, The Washington Post, December 21, 2005, available
at http://www.washingtonpost.com/wp-
dyn/content/article/2005/12/20/AR2005122001053.html (16 February 2015)

12 Nissenbaum, H.: ‘Privacy as Contextual Integrity’, Washington Law Review, 2004, 79 (1), pp. 101-
139, atp. 120

14



maintained when both of the norms, of distribution and of appropriateness, are upheld.
These privacy norms vary from place to place, culture to culture or period to period.!3

Contextual integrity is the definitive value protected by the right to privacy.!4

This is a new aspect in comparison to other earlier concepts of privacy that we will look at
now. In general, it is hard to explicate what privacy is. The debates have started after
publishing the famous article by Warren and Brandeis ‘The Right to Privacy’ and there is
still no unity on that point until these days. To Warren and Brandeis it is primarily the “right
to be let alone,” protecting individuals from invasions of other parties.!5 It is interesting that
their article was a reaction to the then development of tabloid media as nowadays we are
facing the same question — what to cover under the term ‘right to privacy’ in the current
information age to be able to protect it. Westin describes privacy as “the claim of individuals,
groups, or institutions to determine for themselves when, how and to what extent
information about them is communicated to others.”16 His approach is marked by the new
possibilities for tapping of telecommunication systems.l” Agre defines privacy as “the
freedom from unreasonable constraints on the construction on one’s own identity.”18
Similarly, Cohen says that privacy is “more generally about preventing the seamless
imposition of patterns predetermined by others,”1? ensuring people the possibility to build
their own identity without the pressure of what others think. In that sense privacy is
understood as an ‘intermediate’ rather than a ‘final’ value.20 In my view, all these definitions
are a reaction to a then present state of technological development. As Kiihn points out,
nowadays we are facing privacy interferences that are almost invisible, but frequent and

ubiquitous, which is different from the earlier interferences like search warrants,

13 The problem is how to define the spheres as they may vary in time or according to culture and as
they are influenced by technical innovations as well. Nissenbaum, H.: ‘Privacy as Contextual
Integrity’, Washington Law Review, 2004, 79 (1), pp- 101-139, at p. 120, 138

14 Dumortier, F.: ‘Facebook and Risks of “De-contextualization” of Information’, in: Gutwirth, S. et al.
(eds.): Data Protection in a Profiled World, Dordrecht, Springer, 2010, p. 129

15 Warren, S. and Brandeis, L.: ‘The Right to Privacy’, Harvard Law Review, 1890, 4, available at:
http://www.gutenberg.org/files/37368/37368-h/37368-h.htm (20 February 2016)

16 Westin, A. F.: Privacy and Freedom, New York, Atheneum, 1967, cited in: Solove, D. ]. et al.:
Information Privacy Law, New York, Aspen Publishers, 2006, p. 41

17 Kleve, P. and De Mulder, R.: ‘Privacy Protection and the Right to Information: In Search of a New
Symbiosis in the Information Age’, in: Mercado Kierkegaard, S. (ed.): Cyberlaw, Security & Privacy,
International Association of IT Lawyers, 2007, p. 206

18 Agre, P. E. and Rotenberg, M. (eds.), Technology and Privacy: The New Landscape, Cambridge, MIT
Press, 1997, p. 7

19 Cohen, ]. E.: Configuring the Networked Self, New Haven, Yale University Press, 2012, p. 150

20 Rouvroy, A. and Poullet, Y.: ‘The Right to Informational Self-Determination and the Value of Self-
Development: Reassessing the Importance of Privacy to Democracy’, in: Gutwirth, S. et al. (eds.):
Reinventing Data Protection?, Springer, 2009, p. 53
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surveillance or communication tapping that are very clear and significant. The single
interferences are not remarkable on its own but when combined together they can form a
big privacy threat.2! Earlier, it used to be the state or mass media who had represented the
threat to privacy. Now this power shifted to the online content providers and big

technological enterprises.

As we see, a lot has been written about the term privacy. Even though there is no precise
definition of privacy, it cannot prevent us from having a discussion on how harmful the
consequences of massive data collection and profiling can be. And neither from looking for

the solutions to that.

However, privacy is not the only value worth protecting. It opposes to other public goods
such as innovation and efficiency.22 Businesses are not primarily interested in sniffing out
information about one particular person. They are interested in coming with new ways how
to gain attention of customers and their willingness to buy their goods or services.
Innovations can lead to more efficiency in many different ways - starting producing goods
consumers really want, not interrupting them with advertisements on what they are not
interested in (thus saving them time) etc. When enjoying the benefits people often behave
like they do not care about their privacy at all. They are either trading their privacy for some
convenient services or they are sharing lots of details about their lives online just for the
pleasure of sharing. Some people argue then that there is no need for protecting privacy
when the people voluntarily share immense amounts of data about themselves with others.
This results in the opinions that privacy is dead. But the voluntariness of sharing the data is
questionable as will be described later and therefore the argument of the ‘dead privacy’

cannot be accepted.

In my view, although many people treat their privacy as a commodity and trade it for
services, they want to do it consciously and want their data to be used in the context they
provided it in. Even people using every social network possible do not like to be surprised

by what data is collected and processed without them knowing it.

In addition to the possible disrespect of contexts, there is a problem with the bargaining

power strength. The collectors are making use of the large market share they have or of the

21 Kiihn, Z.: ‘Ochrana soukromi v internetové dobé&’, in: Simicek, V. (ed.): Prdvo na soukromi, Brno,
Masarykova univerzita, 2011, p. 111

22 Schermer, B. W.: ‘The Limits of Privacy in Automated Profiling and Data Mining', Computer Law and
Security Review, 2011, 27 (1), pp. 45-52, at p. 49
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technological architecture that enables them to collect data without obstacles. These are the
conditions for success. The more customers and the more useful data you have, the more
valuable your collection is. Exactly these things make finding solutions to the privacy
protection problem so difficult. Either the collectors have to be deprived of that power or

deprived of the possibilities of using it for whatever purposes they want.

After covering general problematic concepts related to profiling, the following part lists all
kinds of specific risks emerging in the context of data mining and profiling, describing them

in more detail.

Inaccuracy

If the raw data (i.e. data before processing; might not be meaningful by itself) is inaccurate
or unreliable, it may be problematic if decisions towards groups or individuals are being
made on its grounds. Other risks like discrimination can have more severe consequences if
based on inaccurate data.?3 It is the task of data preparation step (preceding the data mining
step) to assure a good quality of the raw data. In spite of that, mistakes can still occur. It can
happen, that there is not enough data and individuals may be classified as members of a
group even if they do not fit in it or may not be classified as members of a group they do fit
in. These are called false positives and false negatives. The consequences may be either to
the favour or to the detriment of the customer; the severance of the mistakes may vary.
Although there are tools to fight against this issue like giving an individual a right to know
what data is being held about him and a right to correct inaccuracies in the raw data or
(again) data mining used for correcting mistakes, none of these methods is perfect, nor does
any of them guarantee getting rid of all inaccuracies. On the contrary, they involve the same
risk. Another problem is, if the conclusion (the result of the data mining), although based on
true data, is wrong. However, so can be a human decision. Any protection against this is

probably not possible.

Discrimination

Dividing individuals into groups and making different decisions towards them on this
ground is the essential quality of profiling. Customers get different offers or promotions

according to their date of birth, what they had purchased in the past or who they are. There

23 Schermer, B. W.: ‘The Limits of Privacy in Automated Profiling and Data Mining’, Computer Law and
Security Review, 2011, 27 (1), pp. 45-52, at p. 48
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are opinions (like the one of Zarsky),24 that these practices raise neither any legal issues,
nor have any bad impact on the society. They just confirm how business works. Other
opinion, as the one of Lessig, states that these profiling practices reconstitute the system of
status and destroy the environment of equality that had been developed.2> He sees that as
harmful for the society. In my opinion, there is nothing wrong with trying to build a good
relationship with customers who you want attract or keep. I do not see anything bad in this
way the market works or any market failure that should be corrected except for price
discrimination based on misusing information asymmetry to the detriment of consumer,

which will be described further below.

However, sometimes can be the differentiation illegal - if someone is treated less favourably
and it is based on religion or belief, gender, sexual orientation, race, colour, ethnic or social
origin, genetic features, language, political or any other opinion, membership of a national
minority, disability, property, birth or age (Article 21 of the Charter of Fundamental Rights
of the European Union). The problem is how to recognize such illegal discrimination. It is
not necessary that the database includes the field of nationality or race, if it is possible to
deduce that information from other fields, e.g. a location, and thus discriminate indirectly.
Proving a discriminatory behaviour presupposes knowing the decision making procedure.
However, the concrete steps that are taken before making a decision are not a public thing.

They may even form a trade secret that deserves protection as well.

According to Zarsky, data mining might offer a solution. As anti-discrimination laws should
protect people against bigotry and subconscious resentment of other people, then in the
case of data mining, which is done purely by machines, no such thing can happen. The only
problem is that if decisions are made by the method of classification, it means, that the
machine already got some hint on what the sorting criteria are. So the other method,
clustering, should be used.26 But what if data mining methods find correlations that, as a
result, differentiate on the basis of ‘forbidden criteria’? Is not the goal of anti-discriminatory

laws to protect society against decisions based on these criteria? If the answer is yes, than |

24 Zarsky, T. Z.: "Mine Your Own Business!”: Making the Case for the Implications of the Data Mining
of Personal Information in the Forum of Public Opinion’, Yale Journal of Law & Technology, 2002-
2003, 5, pp. 1-56, at p. 25

25 According to Lessig, the system of hierarchy disappeared after the society became more mobile
and flexible and it was no longer possible to track enough detailed information on people to make
subtle distinctions between them according to their rank. Lessig, L.: Code version 2.0, New York, Basic
Books, 2006, p. 221-222

26 Zarsky, T. Z.: ’"Mine Your Own Business!”: Making the Case for the Implications of the Data Mining
of Personal Information in the Forum of Public Opinion’, Yale Journal of Law & Technology, 2002-
2003, 5, pp. 1-56, at p. 27-29
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cannot see how this problem is solved in Zarsky’s description. I think that if we want to
protect society against these decisions, than it does not help if we say that machine analysis
does not constitute a problem. I agree though, that the right place for regulation is within
the field of anti-discriminatory laws and does not have to be repeated or specified

differently in the data protection laws.

Price Discrimination

Consumer profiling combined with dynamic pricing may lead to price discrimination. Given
enough information about consumers’ demand and preferences (especially out of their
transactions history or information on their background), it may be possible to find out
what is the highest price a consumer would be willing to pay for a good. This is exactly the
amount the seller wants from every customer to maximize his revenues. If the price was
higher, customer would not be interested in the purchase anymore. If it was lower, the profit
would be not only on the seller’s side anymore, but on the customer’s as well, as he would

have been ready to pay even more.

Customers may even be manipulated by asking to pay a higher price for goods they urgently
need or if he is in a hurry. Or the seller may remember that the customer was interested in
a service yesterday, when the exchange rate was less advantageous for the seller than today,
and therefore wanting the same (higher) price even a day later, when the exchange rate got
better for the customer. Thanks to one-on-one marketing it is hard to reveal such
manipulation. Even in case of revealing it, if the seller’s position on the market is strong
enough (monopolistic), he does not have to be aware of losing customers because of his

behaviour.

Presumably, if the users knew that their data would be used in such a way, they would not
provide it. Or at least not voluntarily. Or just for a proper compensation. The problem is that
consumers are often not aware of what can happen with their data (they are uninformed,
e.g. because of high transaction costs) or if they are, they have often only two options - be
allowed to use the service and agree with providing the data or not providing the data and

not being allowed to use the service, which raises other problems described later.

De-individualisation and Stereotyping

By using group profiles, people are being judged by characteristics that are true only with

some probability for a specific individual (especially if the conclusion is made on the basis
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of more than one factor). They are being treated as members of a group and not as
individuals. Not all of the group characteristics have to be valid for them (as described
earlier in Chapter 2). Individuals may thus feel injustice or being stigmatized. Moreover, if
we count that people see themselves as developing morally, then judging them according to
what has been collected about them so far cannot be totally reliable as the reality

dynamically changes.

A similar problem is stereotyping. Individuals are categorized into a few predefined
categories that do not reflect all nuances of every personality. The profiles then work as
stereotypes. This preempts individuals to present themselves. However, in my opinion, a
stereotype must be known to a broad public to have these effects and in my opinion it is not
the case of online profiling activities by businesses. It could have been the case, if the profiles

got known to a broader public.

Individual Autonomy

Making a border between what is personal information people want to keep for themselves
and what they want to share with public or businesses is crucial for a free development of
their thoughts and identities. According to Velleman, persons “have a fundamental interest
in being recognized as a self-presenting creature.”?? This means deciding in which circle of
people and what information they find appropriate to disclose about themselves. The
reason is that people are influenced by what other people think of them and what behaviour

is socially desirable.

The Federal Constitutional Court in Germany has acknowledged the importance of
informational self-determination in his decision from December 15, 1983 (BVerfGE 65, 1 -
Volkszdhlung) where it stated, that people must be able to ascertain who knows what about
them and when. If they are unable to ascertain it, they may avoid behaviour that might cause

harm to them and thus restrict their self-development.28 The court decision is orientated on

27 Velleman, J. D.: “The Genesis of Shame’, Philosophy and Public Affairs, 2001, 30, pp. 27-52, cited in:
van den Hoven, ].: ‘Information Technology, Privacy and the Protection of Personal Data’, in: van den
Hoven, ]. and Weckert, |. (eds.): Information Technology and Moral Philosophy, New York, Cambridge
University Press, 2009, p. 316

28 In original version the courts’ statement is: “Mit dem Recht auf informationelle Selbstbestimmung
waren eine Gesellschaftsordnung und eine diese erméglichende Rechtsordnung nicht vereinbar, in
der Biirger nicht mehr wissen kénnen, wer was wann und bei welcher Gelegenheit iiber sie weif3.
Wer unsicher ist, ob abweichende Verhaltensweisen jederzeit notiert und als Information dauerhaft
gespeichert, verwendet oder weitergegeben werden, wird versuchen, nicht durch solche
Verhaltensweisen aufzufallen. Wer damit rechnet, daf etwa die Teilnahme an einer Versammlung
oder einer Biirgerinitiative behordlich registriert wird und dafd ihm dadurch Risiken entstehen
konnen, wird abweichende Verhaltensweisen jederzeit notiert und als Information dauerhaft
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data that the government had been collecting (the Court was deciding about the constitution
conformity of data collection by the state during census). Does the same apply to data
collected by private entities? Can we compare the power of a state and the power of a
private entity? The state is definitely interested in collecting data for the purposes of tax
and criminal investigation. After finding out the individuals the state can use its powers
against them to enforce laws. Private entities are interested in increasing revenues and are
able to target individuals according to the decisions they made themselves. In that sense, it
is the same. Only the ‘legislative’ and the ‘executive’ power is not really divided in case of
private entities in comparison to the state. The state must obey certain procedural rules to
do enforcement lawfully. For the private entities there are some rules as well, however,
their effectiveness or what happens in the case of not obedience is questionable (see
Chapter 4). Private entities act as ‘legislators’ as well. They determine what data will be
collected, for what purposes and how it will be used. As the other party (an individual) does
not have any bargaining power it is something like a law for them with which they comply
without even willing to. All in all, private entities with these powers are more powerful than
governments, but it is governments that are more restricted than businesses. This
imbalance has historical grounds and should be redressed. It may seem as an easy task as it
is the state that would restrict someone else than itself. But because of the technology
architecture it is not that easy to solve this problem as the legal regulation is not enough

powerful regulatory tool.

The profiling methods make manipulation of individuals by targeting advertising or
information that users are looking for according to their interests (like in the case of search
engines or media sites) easier. Manipulating and influencing the public is the essence of
advertising. Its persuasive abilities can be even strengthened by targeting. The problems of
this personalized advertising and informing may be: one-sided information, limiting the

options (and thus normalizing) or pushing one to do things he would normally not do. Lessig

gespeichert, verwendet oder weitergegeben werden, wird versuchen, nicht durch solche
Verhaltensweisen aufzufallen. Wer damit rechnet, daf} etwa die Teilnahme an einer Versammlung
oder einer Biirgerinitiative behordlich registriert wird und dafl ihm dadurch Risiken entstehen
konnen, wird moglicherweise auf eine Ausiibung seiner entsprechenden Grundrechte (Art. 8, 9 GG)
verzichten. Dies wiirde nicht nur die individuellen Entfaltungschancen des Einzelnen
beeintrachtigen, sondern auch das Gemeinwohl, weil Selbstbestimmung eine elementare
Funktionsbedingung eines auf Handlungsfihigkeit und Mitwirkungsfihigkeit seiner Biirger
begriindeten freiheitlichen demokratischen Gemeinwesens ist.“ Bundesverfassungsgericht,
Volkszdhlung, BVerfGE 65, 1 (43), Urteil des Ersten Senats vom 15. Dezember 1983 auf die miindliche
Verhandlung vom 18. und 19. Oktober 1983, Az. 1 BvR 209, 269, 362, 420, 440, 484 /83

21



asks, “When the system seems to know what you want better and earlier than you do, how

can you know where these desires really come from?”29

Another example of manipulation could be the case when a person suddenly changes their
interests to the detriment of the seller (e. g. stops buying cigarettes and orders a nicotine

patch) and he is pushed to change his decision back (getting special offers for cigarettes).

These practices may have impact not only on the individual but on the whole society as well.
Several scholars warn that too much personalizing may threaten the democracy and
freedom itself. 30 As the private entities have the power to affect what content a user sees,
people might be confronted only with issues and opinions they support or, in the worst
scenario, they might be provided only with a content that the provider likes. Although
people naturally tend to surround themselves with the information they like or agree with
(e.g. buying left-wing or right-wing newspapers), the ease with which they can do it thank
to personalization technologies is new. They do not even have to make an effort, the online
content providers do that automatically as it gets visitors coming back to their websites. In
my view, this is the difference from newspapers that try to catch attention of a broader
public and therefore the probability of being confronted with information challenging the
readers’ views is bigger. Not being confronted with other opinions or topics might lead to
forming groups of people that no longer understand each other. This argument may sound
a little far-fetched but it is necessary to have it in mind for the case that we would witness
more specific dangers of that kind. Up until now, we witness rather the problems connected

with making money, rather than trying to gain power and control public opinions.

Richard Posner points out that people invoking right to privacy often want to hide
discreditable information and manipulate people around them. The other party should not
be prevented from revealing these deceptions. It is fully legitimate that both parties want
information about the other one to protect itself against disadvantageous transactions.3!
think that what businesses are doing could be seen from this perspective as well. It is natural
for both sides to search for all the possible relevant information and to reveal about
themselves just the amount of information that is the most beneficiary for them, especially

ifitis about business transactions. Whereas the transaction costs of businesses of getting to

29 Lessig, L.: Code version 2.0, New York, Basic Books, 2006, p. 220

30 E.g. Sunstein, C.: Republic.com 2.0, Princeton, Princeton University Press, 2009; Pariser, E.: The
Filter Bubble: What the Internet Is Hiding from You, New York, Penguin Press, 2011

31Posner, R. A.: ‘The Right of Privacy’, Georgia Law Review, 1978, 12 (3), pp. 393-422, cited in: Solove,
D.]. et al.: Information Privacy Law, New York, Aspen Publishers, 2006, p. 41
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know masses of their customers into the detail have got lower, the possibilities of
consumers to reveal how they are being manipulated are still very constrained. If their only
possibility not to be subject of data mining is not using hardly substitutable services, there
is a question if there exists a market failure as customers do not really have a choice. Or they
do only for the price of limiting themselves in full application of their right to self-
development. These two arguments, i.e. right to self-development and information

asymmetry problem (described below) seem to me to be the most significant.

Information Asymmetries

Information asymmetry is a well-known market failure leading to power imbalance

between the parties that requires to be corrected.

As businesses collect huge amount of data about their customers and analyse them
afterwards, they gain a lot of knowledge about them. This knowledge they may (mis)use for
price discrimination, cutting certain groups from specific offers, precise targeting of
advertisements or other media content and so on (as described above). All that with the
purpose of increasing their revenues. On the other hand, the consumer hardly knows what
knowledge the businesses have. They have no clue why such a decision is being made
towards them, on what grounds. It is too hard for a consumer (if not impossible) to realize
what data he is providing and how they contribute to his overall profile.32 Consumers do not
have enough information to know what the fair price of information they are providing is
and even if they had, they would hardly be in a position to negotiate about it. There is no

transparent and fair market for the commodity of identity-relevant information until now.

Abuse and Misuse of Profiles

One of the things a person may consider before providing their data is the chance of misuse
for fraudulent purposes or for damaging their reputation. Data protection law includes rules
on confidentiality and security of processing data. Without proper data security data
protection law would lose its meaning. However, data protection law applies only to
processing of personal data, i.e. information relating to identified or identifiable natural
person. Anonymized data are not subject to these rules. This may be problematic if the
subject to whom this data relates to can be easily identified anyway. Issues like selling or

other handovers of data and combining them with another databases could be seen as

32 Zarsky, T. Z.: ’“Mine Your Own Business!”: Making the Case for the Implications of the Data Mining
of Personal Information in the Forum of Public Opinion’, Yale Journal of Law & Technology, 2002-
2003, 5, pp. 1-56, at p. 34
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belonging under this sub-headline as well because the eventual misuse could have more

severe consequences.

Although the risk of misuse is real and the consequences of such conduct could be very
unpleasant, data security will not be discussed in the following parts. It was mentioned

briefly just to see the whole picture.

Understanding the problems data mining presents is vital for the analysis of what solutions

can be accepted. But first of all, we will look at the current legal framework.
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4. Current Legal Framework and Its Drawbacks

The previous chapters attempted to show that there is a strong incentive for businesses to
collect as much data as possible to be able to mine them and use the gained knowledge as a
tool for a further profit increase. Unless there is a strong and effective demand on the side
of consumers for ceasing these practices, the only possibility to protect their interests is by
legal regulation enacted by the states or better (to avoid obstacles to the single market), by
the European Union. Now, we will look at the current legal framework. This work is going
to focus on the EU legal framework. The following text will mainly describe data protection
law (applied already in the stage of data collection) complemented by anti-discrimination
law (that applies in the stage of profile application). Consumer protection law and e-
commerce law are not going to be covered as they do not contain important provisions on

online profiling in the European Union, although they theoretically could.

Data Protection Law

The two main legal bodies in force in the EU are the Data Protection Directive 95/46/EC
(DPD) regulating processing of personal data and free movement of such data and the
ePrivacy Directive 2002 /58/EC regulating data protection and privacy in the digital age. For
this thesis, the second Directive is relevant because of its Article 5 (3) regulating “cookies.”
Although the reason for this provision is that the information (e.g. cookies) is saved in user’s
terminal equipment that belongs to his private sphere and not because it is (or it is not)
personal data, the description of the provision will be included in this chapter. These two
legal frameworks were inspired by the OECD Privacy Principles (which are part of the OECD
Guidelines on the Protection of Privacy and Transborder Flows of Personal Data) which
were developed in the 1970s and adopted in 1980 and the Council of Europe Convention
for the Protection of Individuals with regard to Automatic Processing of Personal Data
(Convention 108) from 1981. Because not all of the EU member states had ratified and
implemented the Council of Europe Convention 108 and there were differences in the

regulation between the member states, the DPD was proposed in 1990.33

33 Nouwt, S: ‘Towards a Common European Approach to Data Protection: A Critical Analysis of Data
Protection Perspectives of the Council of Europe and the European Union’, in: Gutwirth, S. et al. (eds.):
Reinventing Data Protection?, Springer, 2009, p. 275
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DPD sets rules under which it is possible to process personal data of individuals. The main
principles (articulated in the OECD Privacy Principles) are that personal data (i) must be
processed fairly and lawfully, (ii) must be collected for specified, explicit and legitimate
purposes and processed only in a way compatible with those purposes, (iii) must be
adequate, relevant and not excessive in relation to the purposes for which they are collected
and/or further processed, (iv) must be accurate, complete and where necessary kept up to
date and (v) can be collected and processed only if the data subject34 has unambiguously
given his consent or in other situations when it is ‘necessary.” The data controller (vi) must
inform the data subject of the purposes of the processing for which the data are intended
(not later than at the time of collection) and of the recipients or categories of recipients of
the data and (vii) he is responsible for the security of processing and the security of the
personal data. The data subject (viii) has a right to obtain a confirmation from the controller
whether or not data relating to him are being processed, has right to have the data rectified,
erased, completed or amended if appropriate (“the individual participation principle”) and
is entitled to obtain the knowledge of the logic involved in any automatic processing of data

concerning him, at least in the case of the automated decisions.

In January 2012, due to differences in the implementation of the DPD on the national level
and technological progress leading to uncertainty how to deal with the risks associated,
notably, with online activity, a new proposal on the General Data Protection Regulation
(GDPR) was presented.3> In December 2015 the outcome of the final trialogue of the
European Commission, the Council of the EU and the European Parliament was published.
The final form was accepted by the European Parliament in April 2016. The GDPR will
replace the DPD. The ePrivacy Directive will remain in effect. The goal of the legal regulation
is to balance the privacy of data subjects and the interest on free flow of information.3é Since
2007, due to the Lisbon treaty, the right to protection of personal data has become one of
the fundamental rights - for the first time in legal history. It is set in Article 8 of the Charter
of Fundamental Rights of the EU after the right to respect for private and family life, making

34 Data subject is an identified or identifiable natural person. (Article 2 (a) DPD as well as Article 4
(1) GDPR)

35 European Commission, Proposal for a Regulation of the European Parliament and of the Council
on the protection of individuals with regard to the processing of personal data and on the free
movement of such data (General Data Protection Regulation), COM/2012/011 final - 2012/0011
(CoD)

36 European Commission, Proposal for a Regulation of the European Parliament and of the Council
on the protection of individuals with regard to the processing of personal data and on the free
movement of such data (General Data Protection Regulation), COM/2012/011 final - 2012/0011
(CoD)

26



it something more than just an aspect of this general right to privacy.37 After publication in
the Official Journal of the European Union GDPR will enter into force and after two year

transition period the Regulation will apply.

In the following part it is going to be described how the DPD and ePrivacy Directive regulate
different stages of online profiling, what are its drawbacks and if the GDPR helps solving the

current problems and how.

Collection Stage

DPD applies when personal data are being processed. Not all of the data used for creating
profiles must be personal. Thus, the question that has to be answered is whether personal
data are being processed or not. This question seems easy to answer (e.g. in comparison to
the question if there is a discrimination which is crucial for determination whether anti-

discrimination law applies). However, finding the answer is not always simple.

“e

The problem is the definition of personal data. DPD states in its Article 2(a) that “personal
data’ shall mean any information relating to an identified or identifiable natural person
(‘data subject’); an identifiable person is one who can be identified, directly or indirectly, in
particular by reference to an identification number or to one or more factors specific to his
physical, physiological, mental, economic, cultural or social identity.” The definition of
personal data in the GDPR is the same like the one in DPD but includes more examples of
identifiers, namely: “in particular by reference to an identifier such as a name, an
identification number, location data, online identifier or to one or more factors specific to

his physical, physiological, genetic, mental, economic, cultural or social identity of that

person.”

According to the words of the GDPR definition, it could seem that all information connected
to a technical identifier are personal data. However, there are exceptions if data are
anonymized. Recital 23 states that “the principles of data protection should not apply to
anonymous information, that is information which does not relate to an identified or
identifiable natural person or to data rendered anonymous in such a way that the data
subject is not or no longer identifiable.” If the data is anonymized to the extent that it is no
longer possible to identify an individual, it is not personal data. Anonymization must be

distinguished from pseudonymisation. This is defined in Article 4 (5) GDPR as “processing

37 Blume, P.: ‘It Is Time for Tomorrow: EU Data Protection Reform and the Internet’, Journal of
Internet Law, 2015, 18 (8), pp. 3-13,atp. 5
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of personal data in such a way that the data can no longer be attributed to a specific data
subject without the use of additional information, as long as such additional information is
kept separately and subject to technical and organisational measures to ensure non-
attribution to an identified or identifiable person.” Pseudonymised data stays personal data.
Recital 23 states that “data which has undergone pseudonymisation, which could be
attributed to a natural person by the use of additional information, should be considered as
information of an identifiable natural person.” It is likely that in many cases online
identifiers such as IP addresses, cookies and other tracking technologies are going to be
subject to the GDPR. Recital 24 states in the current version that “individuals may be
associated with online identifiers provided by their devices, applications, tools and
protocols, such as Internet Protocol addresses, cookie identifiers or other identifiers such
as Radio Frequency Identification tags. This may leave traces which, in particular when
combined with unique identifiers or other information received by the servers, may be used
to create profiles of the individuals and identify them.” In the version from 2012
(Commission’s proposal) this text was followed by sentence: “It follows that identification
numbers, location data, online identifiers or other specific factors as such need not
necessarily be considered as personal data in all circumstances.” This sentence was deleted
in the current version and the former version did not include the words “in particular
when”, meaning that online identifiers only when combined with unique identifiers and
other information received by the servers constitute personal data.38 The current wording
thus lost its unambiguity but, in my view, still means that those online identifiers are not
personal data as such. Hartung thinks there is a risk that the Recitals will not be taken into
consideration by the appliers and that an interpretation will be used that they are personal

data, which would have significant consequences for the businesses.3°

Another question is by whom the natural persons should be identifiable, if only by the
controller or by any other person as well. The Recitals of both DPD and GDPR talk about the
latter version but e.g. German courts have been deciding in favour of the former version.
The risk of the latter approach is that almost everything could be considered personal data
as it is almost always possible that someone exists who would be able to identify a person

whom the data relates to. Custers points out the same risk because of technology providing

38 Council of the European Union, General Data Protection Regulation, Version 21/04/15, Council’s

consolidated version of March 2015, available at:
http://www.bvdw.org/fileadmin/downloads/mepo/Synopse_EUDSGVO_march-2015.pdf (15
March 2016)

39 Hartung, J.: ‘Neue Regulierungsaspekte in der EU-Datenschutzreform’, in: Weber, R. H. and
Thouvenin, F. (eds.): Neuer Regulierungsschub im Datenschutzrecht?, Ziirich, Schulthess, 2012, p. 41
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more and more means of linking data and increased dissemination of such data.4° According
to the Recital 26 of the DPD determining whether a person is identifiable, account should
be taken of all the means reasonably likely to be used either by the controller or by any
other person to identify the said person. The Recital 23 of the GDPR states the same and
mentions in addition that the available technology, time, money and manpower should be
taken into consideration as well. This is a clear attempt to limit the definition so that it is
not too broad. If the definition was too broad, there would be a danger that data protection

law would be too cumbersome and unable to really protect individual’s rights and freedoms.

According to the possibility to identify an individual we can divide data to these categories:
referential (data refers to a specific person, not just any person) and attributable (describe
a situation or a fact without a reference to a specific person). Attributable data could go
unprotected under the DPD definition.*! However, it may happen that attributable data will

become referential. Schermer describes three situations when it can happen:

1) adding referential data to attributable data,

2) aprofile becomes so unique that it fits only one individual,*?

3) linking a profile to an individual by means of unique identifiers (other than name,
address or date of birth, e.g. an end device like a mobile phone or computer used by

the individual).*3

Van den Hoven opines that even data that seem to have no meaning should be protected
because if combined with other data or after applying new tools on them they may start
making sense.#* This is why van den Hoven and Manders suggest to define the object of
protection so that it includes not only referential data but attributable data as well, in terms

of the notion of “identity relevant information.”4>

40 Custers, B.: The Power of Knowledge. Ethical, Legal and Technological Aspects of Data Mining and
Group Profiling in Epidemiology, Nijmegen, Wolf Legal Publishers, 2004, at p. 148

41 van den Hoven, ].: ‘Information Technology, Privacy and the Protection of Personal Data’, in: van
den Hoven, ]. and Weckert, ]. (eds.): Information Technology and Moral Philosophy, New York,
Cambridge University Press, 2009, p. 309

42 A famous example is the ‘AOL searcher 4417749’. AOL published an anonymized dataset of search
queries but the researchers managed to find out the real name of a person behind those data.

43 Schermer, B.: ‘Risks of Profiling and the Limits of Data Protection Law’, in Custers, B. et al. (eds.):
Discrimination and Privacy in the Information Society, Berlin, Springer, 2013, p. 143-144

44 yvan den Hoven, ].: ‘Information Technology, Privacy and the Protection of Personal Data’, in: van
den Hoven, ]. and Weckert, J. (eds.): Information Technology and Moral Philosophy, New York,
Cambridge University Press, 2009, p. 301

45 van den Hoven, ].: ‘Information Technology, Privacy and the Protection of Personal Data’, in: van
den Hoven, ]. and Weckert, ]. (eds.): Information Technology and Moral Philosophy, New York,
Cambridge University Press, 2009, p. 310
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Data protection law of the EU fulfils this request with its concept of personal data (data
relating to identified or identifiable natural person). According to the Article 29 Working
Party Opinion 4/2007 on personal data, in the first situation described by Schermer an
individual is indirectly identifiable, in the second situation an individual is indirectly
identified and in the third he is directly identifiable because he can be distinguished from
other individuals. As the Opinion states, “a name may itself not be necessary in all cases to

identify an individual.”

If a person is identifiable depends on a specific context. As already mentioned, for the data
collectors it is often not important to know the exact identity (e.g. a name) of an individual.
It is enough to recognize him as a member of a group and target him with a certain content.
But the possibility to identify a person in combination with a cookie or similar tool makes
data protection law to apply. If it is sufficient to single out a person (and it does not have to

be a name), the associated profile is considered to be personal data.*6

According to the Article 29 Working Party’s Opinion 2/2010 on behavioural advertising
“the behavioural advertising methods described in this Opinion often entail the processing
of personal data as defined by Article 2 (a) of Directive 95/46/EC and interpreted by Article
29 Working Party. This is due to various reasons: i) behavioural advertising normally
involves the collection of IP addresses and the processing of unique identifiers (through the
cookie). The use of such devices with a unique identifier allows the tracking of users of a
specific computer even when dynamic [P addresses are used. In other words, such devices
enable data subjects to be 'singled out', even if their real names are not known. ii)
Furthermore, the information collected in the context of behavioural advertising relates to
(i.e. is about) a person's characteristics or behaviour and it is used to influence that
particular person. This view is further confirmed if one takes into account the possibility for
profiles to be linked at any moment with directly identifiable information provided by the
data subject, such as registration related information. Other scenarios that can lead to
identifiability are mergers, data losses and the increasing availability on the Internet of
personal data in combination with [P addresses.” Based on that we can come to a conclusion

that most if not all profiling exercises fall within the scope of the DPD.47

46 Schermer, B.: ‘Risks of Profiling and the Limits of Data Protection Law’, in: Custers, B. et al. (eds.):
Discrimination and Privacy in the Information Society, Berlin, Springer, 2013, p. 144
47 Schermer, B.: ‘Risks of Profiling and the Limits of Data Protection Law’, in: Custers, B. et al. (eds.):
Discrimination and Privacy in the Information Society, Berlin, Springer, 2013, p. 144
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Data subjects whose personal data are being processed must be (among others) provided
information about the purposes of the processing for which the data are intended and the
recipients or categories of recipients of the data and the existence of the right of access and
the right to rectify the data concerning them (Article 10 (b) and (c) DPD and Articles 13
(D)(c), (e) and (f) GDPR). These rights are of the biggest importance in the sphere of
profiling. The problem is that the purposes are sometimes specified too broadly or it is not
clear what data are used for them. Only if personal data are further processed for historical,
statistical or scientific purposes, it is not considered incompatible with the given purposes
so the data subject does not have to be informed of these, but only provided that the data
are not used to support measures or decisions regarding any particular individual (Recital

29). So this legal base cannot be used for the group profiling purposes.*8

Article 6 (1)(c) DPD (and similarly Article 5 (1)(c) GDPR) states that personal data must be
adequate, relevant and not excessive in relation to the purposes for which they are collected
and/or further processed. On one hand, there is a requirement on data minimisation so that
only the data that is really necessary is processed. On the other hand, requiring that the data
is adequate means that there has to be enough information so that the profile is accurate.*?
These two requirements are thus a little bit contradictory. By limiting the range of data that
may be processed the risk raises that the data mining will come to false results and will no

more be as useful as expected.50

We can see that a series of tricky questions has to be answered to decide whether DPD (or
GDPR) applies. The wording of the notion “personal data” has not changed much so the
difficulty with answering this question if something is personal data or not is still the same.
If the question is answered affirmatively, the collector must not forget about his information

duties and must keep a certain quality of the data.

Construction of Profiles and Anonymization

Profiles are generally created by using data that has been anonymized. Anonymization is

one of means of processing according to Article 2 (b) DPD (according to Article 4 (2) GDPR

48 Schreurs, W. et al.: ‘Cogitas, Ergo Sum. The Role of Data Protection Law and Non-discrimination
Law in Group Profiling in the Private Sector’, in: Hildebrandt, M., Gutwirth, S. (eds.), Profiling the
European Citizen, Springer, 2008, p. 248

49 Schermer, B.: ‘Risks of Profiling and the Limits of Data Protection Law’, in: Custers, B. et al. (eds.):
Discrimination and Privacy in the Information Society, Berlin, Springer, 2013, p. 147

50 Schermer, B. W.: “The Limits of Privacy in Automated Profiling and Data Mining’, Computer Law and
Security Review, 2011, 27 (1), pp. 45-52, at p. 49
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as well).5! If there is no connection of the data to an identifiable person, data protection law
does not apply. The step of anonymization looks appealing for privacy advocates but in fact,
it may mean that individuals are less protected. If profiles are based on anonymized data,
neither the subject whose data were used for constructing the profiles, nor the subject to
whom the profile is applied have the rights of individual participation because the DPD does

not apply.

Because anonymization falls within the term “processing”, the rights of the data subject in
relation to anonymization are: right to be informed of it (Articles 10 and 11 DPD and Articles
13 and 14 GDPR)52, provide consent to it (Article 7 DPD and Article 6 (1) GDPR) and object
to the processing (Article 14 DPD and Article 21 GDPR).

According to Article 7 DPD and Article 6 (1) GDPR, the processing of personal data is lawful
either if the subject has given consent to it or if it is “necessary” according to one of the other
five conditions listed in the Articles. The problems of giving a consent that is freely given
and informed will be described later. Another problem is that even if consent is not given
and data are anonymized, it is impossible for the subject to find out that his data were used.
Processing of data by means of anonymization without a consent could probably be
legitimized also according to Article 7 (f) DPD (and similarly according to Article 6 (1)(f)
GDPR) which states that personal data may be processed if “processing is necessary for the
purposes of the legitimate interests pursued by the controller or by the third party or
parties to whom the data are disclosed, except where such interests are overridden by the
interests for fundamental rights and freedoms of the data subject which require protection

under Article 1 (1).”

According to Article 14 (a) DPD, at least in the situation that data is processed on the
grounds of Article 7 (f) DPD, the data subject has a right “to object at any time on compelling
legitimate grounds relating to his particular situation to the processing of data relating to
him, save where otherwise provided by national legislation. Where there is a justified

objection, the processing instigated by the controller may no longer involve those data.” The

51 The broad definition covers practically everything. Article 2 (b) DPD states that processing “shall
mean any operation or set of operations which is performed upon personal data, whether or not by
automatic means, such as collection, recording, organization, storage, adaptation or alteration,
retrieval, consultation, use, disclosure or transmission, dissemination or otherwise making available,
alignment or combination, blocking, erasure or destruction.”

52 Users should be informed that their data can be anonymized and used for construction of profiles.
Schreurs, W. et al.: ‘Cogitas, Ergo Sum. The Role of Data Protection Law and Non-discrimination Law
in Group Profiling in the Private Sector’, in: Hildebrandt, M., Gutwirth, S. (eds.), Profiling the European
Citizen, Springer, 2008, p. 247

32



GDPR includes such right in Article 21 (1) but puts the data subject in a better position. The
data subject “shall have the right to object, on grounds relating to his or her particular
situation, at any time” and “the controller shall no longer process the personal data unless
the controller demonstrates compelling legitimate grounds for the processing which
override the interests, rights and freedoms of the data subject.” In that case it is the

controller that has to demonstrate compelling legitimate grounds, not the data subject.

In any case, even if consent is given, Article 14 (b) DPD grants the data subject right “to
object, on request and free of charge, to the processing of personal data relating to him
which the controller anticipates being processed for the purposes of direct marketing, or to
be informed before personal data are disclosed for the first time to third parties or used on
their behalf for the purposes of direct marketing, and to be expressly offered the right to
object free of charge to such disclosures or uses.” The GDPR enhances this protection
because apart from Article 21 (2) that gives the data subjects “right to object at any time to
the processing of personal data concerning him or her for such (direct) marketing, which
includes profiling to the extent that it is related to such direct marketing,” it adds in Article
21 (3) that “where the data subject objects to the processing for direct marketing purposes,

the personal data shall no longer be processed for such purposes” under any circumstances.

Both of the rights in Article 21 (1) and in Article 21 (2) “shall be explicitly brought to the
attention of the data subject and shall be presented clearly and separately from any other
information.” However, the fact that it is the data subject who has to take the initiative is
probably the reason why the right to object to processing of personal data is seldom

exercised.

Regarding construction of profiles one more topic will be discussed: processing of “sensitive
data.” Article 8 (1) DPD and Article 9 (1) GDPR prohibit the processing of sensitive
attributes (ethnicity, religion etc.) if explicit consent is not given or other conditions are not
met (e.g. data manifestly made public by the data subject etc.). Moreover, GDPR prohibits in
Article 22 (4) profiling based only on sensitive data (unless the data subject has given
explicit consent to it). [t was already mentioned that current profiling technologies make it
possible to deduce those information from other data, e.g. a postal code, a level of education

etc., but this case is not explicitly regulated.

All in all, even if data is anonymized, the data subject must be informed that their data can
be anonymized and used for construction of profiles, he must provide consent to it unless

the processing is necessary for the purposes of the legitimate interests of the enumerated
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subjects and depending on the basis of processing (consent or necessity) he has the
respective right to object to the construction of profiles. In case of sensitive data the rules

are slightly stricter.

Application of Profiles

After the profile is constructed the individuals to whom it is applied should have a right to
know what the mechanism of the profile, that has been applied to them, is. Article 12 (a),
third dash of the DPD gives every data subject the right to obtain knowledge of the logic
involved in any automatic processing of data concerning him at least in the case of the
automated decisions referred to in Article 15 (1) DPD. The problem is that, out of a
definition of ‘data subject,” if no personal data are processed, no information has to be
provided. Further, the data controller may simply add a feature to make it seem like that the

decision is not fully automated and avoid the obligation to provide knowledge of the logic.

Another article related to profiling is Article 15 DPD. It gives protection to “every person,”
giving them “right not to be subject to a decision which produces legal effects concerning
him or significantly affects him and which is based solely on automated processing of data
intended to evaluate certain personal aspects relating to him, such as his performance at
work, creditworthiness, reliability, conduct etc.” There are some ambiguities in this
formulation. Firstly, what decisions are and secondly, which of them have legal effects or
significantly affect an individual. Recital 58 of the GDPR gives examples of “automatic
refusal of an on-line credit application or e-recruiting practices without any human
intervention.” Bygrave asks if advertising banners adjusting their content according to a
visitor involve a decision being made as well.53 Most probably, if it was considered as a

decision, it would not have significant effects on the website visitor.

Article 22 (1) GDPR gives the same right to every data subject (not every person) and
broadens the grounds when the data subject is not granted a right not to be subject to an
automated decision. Not only when it is necessary for entering into, or performance of a
contract and in cases authorized by law which also lays down suitable measures to
safeguard the data subject’s rights, freedoms and legitimate interests, but also if he gave his

explicit consent.

53 Bygrave, L. A.: ‘Minding the Machine: Article 15 of the EC Data Protection Directive and Automated
Profiling’, Computer Law & Security Report, 2001, 17 (1), pp.- 17-24, atp. 19

34



In this case, it is again the natural person or the data subject who has to take the initiative
to protect himself. A problem could be that in some situations the individual does not need
to know that a profile is being applied to them. There is only a general information
obligation in the case of existence of automated decision making that produces legal effects

concerning him or significantly affects him (Article 13 (2)(f) GDPR).

Articles 7 (f) DPD and 6 (1)(f) GDPR state that personal data may be processed without the
consent of the data subject if it is necessary for the legitimate interests pursued by the
controller. Zuiderveen Borgesius analyses the possibility of basing processing of personal
data for behavioural targeting on this provision and comes to a negative conclusion. Only in
exceptional circumstances, like a bookstore processing the data to provide
recommendations on its website, it might be allowed. But in other cases, even if the ad
network had a legitimate interest (because of the freedom to conduct a business) and the
processing would be necessary (they would prove that the large-scale tracking of people’s
behaviour is substantial for targeting individuals), the data subject’s fundamental rights
would in the end prevail.54 On the other hand, Kotschy, when analysing the consequences of
the new Regulation, points to formulation that European Parliament proposed to include in
Article 6 (1)(f) and what is now included in Recital 47 GDPR. It states that the processing
must meet the reasonable expectations of the data subjects that processing for this purpose
might take place in the context of the relationship between the data subject and the
controller. According to Kotschy, everybody knows nowadays that the free internet services
are paid by providing data used for marketing purposes. This further use would then be
lawful (as everybody can reasonably expect it) and the protection of customers would not

be enhanced.55

To sum up, application of profiles is connected with certain rights of individuals (natural
persons or data subjects): right to obtain knowledge of the logic on which the automated
decision is based, right not to be subject to an automated decision which produces legal
effects concerning him or significantly affects him. Applying these rights presupposes
knowledge of the fact that an automated decision is being made towards the individual.
There are different opinions on the question whether consent of the data subject is needed

for using personal data for marketing purposes.

54 Zuiderveen Borgesius, F. ].: ‘Personal Data Processing for Behavioural Targeting: Which Legal
Basis?, International Data Privacy Law, 2015, 5 (3), pp- 163-174, at pp. 167-169

55 Kotschy, W.: ‘The Proposal for a New General Data Protection Regulation - Problems Solved?’,
International Data Privacy Law, 4 (4), 2014, pp. 274-281, at p. 280
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Consent to the Processing of Personal Data

Consent means according to Article 2 (h) DPD “any freely given specific and informed
indication of his (data subject’s) wishes by which the data subject signifies his agreement to
personal data relating to him being processed.” According to Article 7 DPD the data subject
has to unambiguously give his consent to the processing of his personal data. It means that
silence is not enough. An opt-out system is usually criticised as not sufficient for obtaining
a consent either.56 The data controller must be able to provide evidence that the data subject

consented.

According to Article 7 (1) GDPR, consent should be given by a clear affirmative action.
According to the Recital 25 a clear affirmative action means ticking a box when visiting an
Internet website, choosing technical settings for information societal services or any other
statement or conduct that clearly indicates the data subject’s acceptance of the processing
of their personal data. It means the opt-in system. Silence, pre-ticked boxes or inactivity
should not constitute consent. Giving consent should not be hidden in the general terms any
more. Article 7 (4) GDPR states that “when assessing whether consent is freely given, utmost
account shall be taken of the fact, whether, among others, the performance of a contract ...
is made conditional on the consent to the processing of data that is not necessary for the
performance of this contract.” This wording sounds promising and it will be interesting to

see what effect it will have.

Svantesson describes the thought of everyone giving free and informed consent as a
“fairytale concept”.5? First of all, no one reads long descriptions of things he does not
understand. Secondly, use of many free services that one may need for work or anything
else important, is based on giving consent. Thirdly, it can happen so many times a day that
it would take too much time to read everything carefully. And lastly, if a person reads what
he is giving consent to, it does not mean he is able to really understand all consequences

tied with it. Giving informed consent is almost impossible.

In the case of profiling exercises, when an identifier is used to read or write information to
the terminal equipment, e.g. a cookie, Article 5 (3) of the ePrivacy Directive applies. It states
that “storing of information, or the gaining of access to information already stored, in the

terminal equipment of a subscriber or user is only allowed on condition that the subscriber

56 Zuiderveen Borgesius, F. ].: ‘Personal Data Processing for Behavioural Targeting: Which Legal
Basis?, International Data Privacy Law, 2015, 5 (3), pp- 163-174, atp. 170

57 Svantesson, D.: ‘The (Uncertain) Future of Online Data Privacy’, Masaryk University Journal of Law
and Technology, 2015, 9 (1), pp- 129-286, at p. 148-149
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or user concerned has given his or her consent, having been provided with clear and
comprehensive information, in accordance with Directive 95/46/EC, inter alia, about the
purposes of the processing.” This requires a prior consent, i.e. an opt-in system. Consent
may be given by settings of a browser.58 Despite this consent, another one is needed if a
company uses a tracking cookie to process personal data because Article 5 (3) of the
ePrivacy Directive does not automatically provide legal basis for processing of personal

data.5®

We can see that the concept of informed and freely given consent is stricter and less
ambiguously described in GDPR in comparison to DPD. A consent is needed for processing
personal data of a data subject and for storing cookies on the user’s terminal equipment
unless other conditions are met that allow to do these activities without a consent. The

concept of a consent is criticised as providing no real protection.

General Data Protection Regulation — Important News

Newly, GDPR includes in its Article 4 (4) the definition of profiling as following: “profiling’
means any form of automated processing of personal data consisting of using those data to
evaluate certain personal aspects relating to a natural person, in particular to analyse or
predict aspects concerning that natural person’s performance at work, economic situation,
health, personal preferences, interests, reliability, behaviour, location or movements.” The
processing has to be automated and according to the Recital 24 it is particularly an activity
that leads to taking decisions or predicting the data subject’s behaviour. The data subject
has a right to be informed of the consequences of profiling decisions (Articles 13 and 14
GDPR). Recital 70 indicates that profiling can be related to direct marketing but does not
have to be at whole extent. In the case that it is, the data subject has the right to object to
profiling according to Article 19 (2) GDPR. Always when there is an automated decision
based on profiling which produces legal effects or significantly affects him, the data subject
must be informed about the logic involved as well as the significance and the envisaged

consequences of such processing for them (Article 13 (2)(f) GDPR).

GDPR takes into account the possible discriminatory effects of decisions based on profiling,
i.e. if based on race or ethnic origin, political opinions, religion or beliefs, trade union

membership, genetic or health status, or sexual orientation, and states in Recital 58 that a

58 According to Recital 66 of the Cookies Directive 2009/136/EC that amended the ePrivacy Directive
2002/58/EC.

59 Zuiderveen Borgesius, F. ].: ‘Personal Data Processing for Behavioural Targeting: Which Legal
Basis?’, International Data Privacy Law, 2015, 5 (3), pp. 163-174, atp. 173

37



controller should use adequate mathematical or statistical procedures and implement
technical and organisational measures to prevent those discriminatory effects. However, in

the binding text of the Regulation there is no such obligation.

In comparison to DPD the GDPR enhances in its Article 3 (2) the territorial scope of the EU
data protection law as it will apply every time when personal data of data subjects residing
in the Union is processed, where the processing activities are related to (a) the offering of
goods or services to data subjects in the Union or (b) the monitoring of their behaviour as
far as their behaviour takes place within the European Union, even if the controller is

established outside of the EU. This clearly encompasses the profiling activities.

Other new provisions contained in GDPR that are enhancing the protection of individuals
are “right to be forgotten” (Article 17), right to data portability (Article 20) and the
obligation of a controller to process data in accordance with the principles of privacy by
design and privacy by default. The last obligation will be described in more detail in the

following chapter.

The form of regulation (and not directive as it has been so far) means stronger
harmonization because regulation is directly part of the national law. However, practical
applications are then on national data protection supervisory authorities and courts (unless
CJEU gives their opinion on a subject). Legal terms and standards that are too general leave
space for possible different applications of the same provision. The future will show if the

intention of stronger harmonization succeeds.

All in all, we may see that the current data protection legislation is based on ex ante
protection, not ex post protection. It is based on the presumption that it is possible to hide
the information from observation easily, which is no more the case. Also, it is no more the
input but the output (determining the decisions) that matters. As data collecting is here to
stay because in many cases it is inevitable or wanted, Zarsky points out that the regulation

should focus more on how data are used, i.e. on the later stage than the collection stage.t?

60 Zarsky, T.: ‘Responding to the Inevitable Outcomes of Profiling’, in: Gutwirth, S. et al. (eds.): Data
Protection in a Profiled World, Dordrecht, Springer, 2010, p. 57
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Another common criticism of data protection law is that it includes only procedural rules.
The regulated subjects only look at if they comply with those rules but do not really care if

there are any real privacy threats as a consequence of their conduct.

Anti-discrimination Law

Article 14 of the European Convention on Human Rights (ECHR) provides protection
against discrimination when enjoying other rights protected by the Convention. Protocol
No. 12 to the Convention broadens the protection against discrimination to all rights

ensured, not only to those mentioned in the Convention.

Other international treaties containing prohibition of discrimination are: the International
Convention on the Elimination of All Forms of Racial Discrimination and the Charter of

Fundamental Rights of the European Union.

These treaties provide protection against public authorities. They do not apply directly if
discriminatory behaviour occurs between private parties. However, it is considered that the
protection might be used in case of clear omission to protect individuals against
discrimination by setting no obligations to private parties not to discriminate. It is the task
of the national legislator to enact suitable laws. Theoretically, this may be applied to

profiling practices as well.6!

The national anti-discrimination laws are binding for private parties. In the Czech Republic,
discrimination is forbidden regarding access to goods and services that are offered to a
broad public. In the European Union such behaviour is forbidden by the Directives if based

on sex, race, or ethnicity. Cases of such discrimination happened in the United States.62

The conditions of discriminatory behaviour are: (i) different treatment between two
persons or groups (ii) in analogous or relevantly similar situations (iii) without an objective
and reasonable justification, i.e. pursuing a legitimate aim.é3 It has to be proved thata person
or a group was treated differently because of different characteristics. If the burden of proof

is on the claimant, he is in a hard position as the decision mechanisms are not public. Only

61 Schreurs, W. et al.: ‘Cogitas, Ergo Sum. The Role of Data Protection Law and Non-discrimination
Law in Group Profiling in the Private Sector’, in: Hildebrandt, M., Gutwirth, S. (eds.), Profiling the
European Citizen, Springer, 2008, p. 259

62 This behaviour was called redlining, i.e. denying services (such as banking or insurance) because
of living in certain areas where usually certain ethnic group lives.

63 Schreurs, W. et al.: ‘Cogitas, Ergo Sum. The Role of Data Protection Law and Non-discrimination
Law in Group Profiling in the Private Sector’, in: Hildebrandt, M., Gutwirth, S. (eds.), Profiling the
European Citizen, Springer, 2008, p. 260
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in some cases, e.g. in the Czech Republic if discriminated on the grounds of ethnicity, race

or sex in access to goods and services, the burden of proof shifts to the defendant.64

However, there is no general agreement on prohibition of discrimination between private
parties when it comes to providing services as the freedom of choosing the contractual party

is a very important principle of private law.

64 Article 133a of the Code of Civil Procedure.
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5. Solutions

We have seen that there are many different interests that have to be balanced and that
especially the interest of individuals on not having to choose between being excluded from
using services or giving up control over huge amount of data about themselves is not
sufficiently put through. Some people are downplaying this issue, saying that individuals
should simply stop worrying about privacy. In 1999 the former CEO of Sun Microsystems
Scott McNealy said: “You have zero privacy anyway. Get over it.”65 Advocates of this view
say that there is too much information flowing around to regulate it and all rules would be
unenforceable anyway. You cannot stop the technology. However, as described in Chapter
3, the data mining techniques can lead to consequences that require intervention. It is true,

though, that emerging technologies complicate finding the right solution.

Regulation of this issue does not have to be done only by laws. On the contrary, it is almost
necessary to use other means as well. Lawrence Lessig describes in his book four types of
regulation: law, norms (e.g. ethical ones), market and architecture.é6 States can impose
obligations and sanctions by laws, businesses can voluntarily regulate themselves by setting
norms for their conduct, the demand for certain behaviour can be so strong that the invisible
hand of the market will make it happen or whoever is in the power of designing the

architecture of systems can enable only certain behaviour.

I have collected suggestions for improvements from “cosmetic measures” to more radical
ones. | think the best solution would be the one that does not require drastic changes of
legal or market environment but, at the same time, would eliminate the disadvantages of
the current situation. I will try to introduce the solutions in this order while respecting the
category of problems they fall into. As Zarsky describes, in order to find a suitable solution
we have to make three inquires: (i) whether the proposal really solves the problem, (ii) what
its side effects are and (iii) whether the outcome is fair and achieves equity among the
participants in the information market.6” These questions will be asked by each proposition

together with the question if there are not too big obstacles to its realization.

65 Sprenger, P.. ‘Sun on Privacy: Get Over It, Wired, 26 January 1999, available at:
http://archive.wired.com/politics/law/news/1999/01/17538 (17 March 2016)

66 Lessig, L.: Code version 2.0, New York, Basic Books, 2006, p. 138

67 Zarsky, T.: ‘Desperately Seeking Solutions: Using Implementation-based Solutions for the Troubles
of Information Privacy in the Age of Data Mining and the Internet Society’, Maine Law Review, 2004,
56 (1), pp. 14-59, atp. 16
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Fairytale Consent

The first problem to be discussed is the fairytale, i.e. uninformed and/or not freely given
consent. Kotschy criticises this concept and gives suggestions on how to ensure that the
consent is really informed. He acknowledges that most people do not have enough time and
knowledge to understand the long privacy policies and suggests that several expert
institutions would check the legitimacy of processing. He sees a potential in Articles 36 and

42 GDPR that go in this direction.é8

Articles 35 and 36 say that the data controller shall carry out a data protection impact
assessment in cases where data are processed for taking decisions based on profiling those
data. If the result of the data protection impact assessment shows that there are high risks
to the rights and freedoms of individuals, the supervisory authority should be consulted
prior to the processing of personal data. It is the supervisory authority’s task to use its
powers to correct the measures that should be taken to protect individuals’ rights and

freedoms.

Article 42 presumes establishment of data protection certificates (seals and marks)
demonstrating compliance with GDPR. It would be relatively easy to understand who
complies with certain standards and if consumers got used to pay attention to it, businesses

would be motivated to apply those standards to get certified.

The certification mechanisms have not been done yet so it is premature to assess if they are
really able to protect individuals. The efficiency of these certification mechanisms would
depend a lot on its final form. The GDPR involves so many open formulations that it would
depend on their interpretation how broad the protection of individuals’ rights would be in
the end.®® But generally, the advantage of this approach would be the user-friendliness and
unburdening of individuals when assessing the level of their data protection. On the other
hand, there would be not much space for adjusting the protection to individual wishes as
the level of protection would be uniform. All the data collectors would have to be treated
the same to ensure the equity among them and to ensure that individuals can rely on the

results of these procedures.

68 Kotschy, W.: ‘The Proposal for a New General Data Protection Regulation - Problems Solved?’,
International Data Privacy Law, 2014, 4 (4), pp. 274-281, at p. 280

69 [t reminds of the competition law, which is so complex that there are just a few general rules in the
statutes and then there are institutions that look at single cases and decide if a certain conduct is anti-
competitive or not and prohibit such conduct or allow it under certain conditions.
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Svantesson points to the fairytale concept of an informed and freely given consent as well
and suggests a “nanny state” approach to data protection that would ban certain types of
contract terms in certain types of contracts.’® Individuals would not have the possibility to
agree to certain terms and there would be no need for the fairytale consent. For answering
the questions if this proposal would solve the problem and if the outcome would be fair
would be decisive how the state would control and enforce the rules. The particular wording
of the provisions would be decisive for assessment if it is not too strict and if it does not
enshrine the business activities too much to the detriment of the consumer - these might

be the negative side effects.

Overcharging As a Consequence of Information Asymmetry

Price discrimination, when used for overcharging customers by misusing information
asymmetry, is unfair. Zarsky suggests solving the price discrimination problem by
promoting secondary markets where customers would communicate with each other,
creating a flow of information about the products and thus enabling revealing price
discrimination practices. To implement this idea, an architecture for communication is
needed that is independent on the seller, e.g. a “chat room” affiliated to the website.”!
Ensuring that these “chat rooms” are really independent would be probably hard to realize.
Butif that would be managed, it would be an elegant solution using market forces. However,
[ am not sure if it would solve the whole problem - customers that are in a hurry would
probably not check the “chat rooms” as it would still take time to the customer to find the

relevant information, not speaking of sharing the information with others.

Not relying on this market solution, a legal solution could be a ban on the price
discrimination to the detriment of consumer (overcharging in case of dire need etc.) that
could find place in the consumer protection law. The question would be than how to find
out that this behaviour occurred to be able to enforce it. We can see that the market solution
with its “chat rooms” could help with the first problem but again, making them work is the

weakest point.

70 Svantesson, D.: “The (Uncertain) Future of Online Data Privacy’, Masaryk University Journal of Law
and Technology, 2015, 9 (1), pp- 129-286, at p. 149

71 Zarsky, T.: ‘Desperately Seeking Solutions: Using Implementation-based Solutions for the Troubles
of Information Privacy in the Age of Data Mining and the Internet Society’, Maine Law Review, 2004,
56 (1), pp. 14-59, at p. 54
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Intransparency

The absence of knowledge and information on what data are collected and what happens
with them brings some problems that require intervention. One of the things that remains
private are the algorithms used for data mining, i.e. for the revelation of correlations and for
the application of profiles. After the GDPR is in effect, the logic of the algorithms leading to
taking decisions that are significant towards the individual will have to be revealed already
at time when data are obtained. However, it does not mean that the user will be notified that
the content he sees has been personalized. The obligation to do that could help individuals
to be more aware of the fact what their data are used for and in what situations decisions

are being taken towards them. This measure would need just a change of legislation.

Weitzner et al. have the opinion that we should design information infrastructure
differently in order to enable society to control that the data collected about individuals are
correct and that the automated decision processes towards them are logically grounded on
permissible uses of personal information. This “transparency by design” architecture would
help controlling whether the data is used only in legally-approved ways. The legal
requirements would have to make such mechanisms available and effective, i.e. set rules on
how broad the individuals’ access rights would be, what would be the mechanism for
correction of data, what would happen if incorrect data was used although the data subject
had pointed out to that fact etc.’2 It would probably be difficult for most people to
comprehend how exactly the data have been used if they wanted to check it. However, this
is the same thing as with legal documents. It would probably be enough that at least some

people would be able to understand that and be able to point to the eventual failures.

Few Control Over Data by the Data Subjects

The current technology architecture and market forces give businesses much power when
it comes to data processing. In this section will be described how the users could gain more

control over their data.

72 Weitzner, D. ]. et al.: ‘Transparency and End-to-End Accountability: Requirements for Web Privacy
Policy Languages’, available at: https://www.w3.0org/2006/07 /privacy-ws/papers/34-weitzner-
transparency-accountability/ (18 March 2016)
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Platform for Privacy Preferences (P3P)

According to Lessig, nowadays we have architectures that deny individuals control over
their data. He sees the way to respond to that in the Platform for Privacy Preferences (P3P)

that would enable machine-to-machine negotiations.”3

P3P is a platform that stores the user’s privacy preferences in a machine readable form and
checks whether a website that expresses its policy in the same form complies with the user’s
ones. Thus, reading of long legal documents to check whether the website the user is visiting
is consistent with his requirements or not is no more needed. E.g. the user would want to
be notified if the website asked for his e-mail address that can be given to third parties, but
not if the website asked for it to pursue a contract with the user. The legislation would have
to make it an obligation to include those machine readable privacy policy descriptions on

the websites and make them enforceable.74

As aresult, the user would have an immediate overview of the website’s privacy policy, thus
having more control over who knows what about him. This technological solution enables
to take into account the different individual’s wishes. The outcome is fair for the participants
because the privacy policy applied is negotiated between them beforehand. However, the
question is if users would not be forced to have their settings in compliance with the
website’s settings to be able to use the services offered. If so, everyone would have their

settings according to the requirements of the website. This problem is not solved by P3P.

Privacy Enhancing Technologies (PETs)

Other tools helping to strengthen the protection of user’s privacy are PETs. PETs are
information and communication technologies enhancing individuals’ control over collecting
and processing their personal data or preventing too extensive processing of data. Examples
of these techniques are anonymizers (hiding the real online identity), encryption tools,
privacy proxies etc. Generally, they have narrow field of application. They can help to
protect certain aspect that is needed to protect privacy as a whole, meaning that they
function for the purpose of privacy protection rather if more of them are combined together
and if the person knows what he is doing. E.g. data confidentiality (through cryptography
and secure systems) and anonymous communication (that the real identity of the person

that is leaving traces is hidden) are not enough to protect privacy. The anonymizers are

73 Lessig, L.: Code version 2.0, New York, Basic Books, 2006, p. 232
74 Lessig, L.: Code version 2.0, New York, Basic Books, 2006, p. 228
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limited by how big the anonymity set (the group out of which the user can be distinguished)
is and the power of observer (how easy is for him to analyse the information he has to
identify the subject). Moreover, in the online environment using categorization, where the
consumer’s digital identity is his real identity, anonymizers do not protect against unwanted
behaviour that is not based on the unique identity. Hence, in this case, PETs offer customers
only a false perception of autonomy.”s In spite of that, as already said, they can be a useful
tool to protect privacy when combined together, which will be shown in the following

section.

Privacy by Design

The main goal of Privacy by Design is that information technology systems are designed as
protecting privacy from the beginning. The difference from PETs is that it is a whole system
architecture that is created. To implement the architecture, appropriate PETs are used. The
tools must cooperate on the level of the system so that it is able to protect privacy. The
architecture should comply with all the data protection principles, as formulated by OECD.
The users should have the possibility to set the systems to their wanted level of protection

as different users have different wishes and expectations.”¢

In GDPR we can see support for these systems. Article 25 states that the controller shall
implement appropriate technical and organisational measures which are designed to
implement data protection principles and protect the rights of data subjects. Of course
having regards to the state of the art and the costs of implementation. The controller may
get a certificate that he complies with these Regulation requirements. So officially, there is
a requirement for Privacy by Design but practically we cannot exactly say what it is, which

makes the enforcement difficult.

Data Ownership and the Real Data Market

The fact that the customers do not participate, or just for a small countervalue, on the huge
profits that customers’ data brings businesses leads Grassegger to the idea of

“retransforming” the market pretty radically. He suggests that individuals save most of their

75 Zwick, D. and Dholakia, N.: ‘Whose Identity Is It Anyway? Consumer Representation in the Age of
Database Marketing’, Journal of MacroMarketing, 2003, 24 (1), pp. 31-43, cited in: Giirses, S. and
Berendt, B.: ‘PETs in the Surveillance Society: A Critical Review of the Potentials and Limitations of
the Privacy as Confidentiality Paradigm’, in: Gutwirth, S. et al. (eds.): Data Protection in a Profiled
World, Dordrecht, Springer, 2010, p. 309

76 Le Metayer, D.: ‘Privacy By Design: A Matter of Choice’, in: Gutwirth, S. et al. (eds.): Data Protection
in a Profiled World, Dordrecht, Springer, 2010, p. 325
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data on their own servers or clouds to which would have access only those willing to pay
for it. Every individual could have their own General Terms that would have to be accepted
by the accessing party. He suggests creating a market for data where data would be
provided only if reasonable equivalent value is offered back.”” This would reduce the power
imbalance between the parties on the information market. According to Cohen, trading
information on this market would have a good side effect as it would develop the capacity
for autonomous choice by individuals and thus bring benefit to the whole democratic

society.”8

This step would need a legislation constituting data about an individual their own property.
Cohen says that property is simply how we talk about important things. If something is not
owned, it is presumed to be accessible to all.”? Whoever would use the data in an
incompatible way could be sued on the basis of property rights. This measure would give

the individuals the whole control over their data.

Personal Data Stores

The last technological solution that is going to be introduced combines features of
previously mentioned solutions. It was invented on the Massachusetts Institute of
Technology®, taking into account the current political and legal context and offering its
users to have their data being collected in their own “Personal Data Stores (PDSs).” Special
software would accept requests (the code to be run against the data) from applications on
the end-device of the user and then would send back an answer to the question (the output
of the code) that the application wants, e.g. it would send back in which geographic zone the
user is, but not the raw data (i.e. the exact location he spends time at).8! There would be
higher chance that the answers are anonymized. The user would save his personal data
store on his own server or in a cloud of his choose. Data collection and processing would

happen there and the user would have full control of it. One of the side effects would be

77 Grassegger, H.: Das Kapital bin ich, Ziirich, Kein & Aber, 2014, at pp. 69-73

78 Cohen, ].: ‘Examined Lives: Informational Privacy and the Subject as Object’, Stanford Law Review,
2000, 52 (5), pp- 1373-1438, at p. 1426

79 Cohen, ].: ‘Examined Lives: Informational Privacy and the Subject as Object’, Stanford Law Review,
2000, 52 (5), pp- 1373-1438, at p. 1379

80 The paper describing this project was published in 2014. de Montjoye, Y.-A. et al.: ‘openPDS:
Protecting the Privacy of Metadata through SafeAnswers’, PLoS ONE, 2014, 9 (7), available at:
http://dx.doi.org/10.1371/journal.pone.0098790 (23 March 2016)

81 A study has shown that mobility traces are very unique for individuals, thus even if anonymized it
is possible to link the data to an individual. de Montjoye, Y.-A. et al.: ‘Unique in the Crowd: The Privacy
Bounds of Human Mobility’, Scientific Reports, 3, 2013, available at:
http://www.nature.com/articles/srep01376 (26 February 2016)
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lowering the market entry barriers for new businesses because they would have the data
always available in PDSs and would not have to collect them again on their own.82 This is
why businesses might be interested in this solution as well. To realize this idea would either
mean using the market forces and persuading some large businesses to encourage it or to

make a brand new legal regulation that would enact it.

Summing up, we can see that there are two different approaches - either the “nanny state”
one, where the state aims to protect individuals whether they want or not or the one giving
more powers to individuals to be able to have control over their data. Many of the
propositions solve only part of the problems relating with profiling. To me, the new project
of the PDSs have the biggest potential to solve all of the problems. However, bigger

discussion of broader public about the practical sides of its realization would be needed.

82 de Montjoye, Y.-A.: ‘On the Trusted Use of Large-Scale Personal Data’, IEEE Data Engineering
Bulletin, 2012, 35(4), pp. 5-8
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6. Conclusion

In this thesis I tried to explain why it is important to protect privacy in the era of new
technologies that make possible deducing a lot of details about individuals that are
identifiable with a high probability despite not using the “traditional personal data” (name,
address etc.). The reasons were: possible discrimination, de-individualisation,
manipulation and other misuses of information asymmetry or the severe consequences that

misuse of data might have.

So far, when it came to privacy protection, the EU data protection law used to concentrate
on the collection stage, especially. The logic was that to protect the data, they should be kept
private as much as possible and can be collected only if necessary or if the data subject
consented. However, nowadays when it is possible to collect vast amounts of data and get
consent to its processing easily, it is more important to focus on how the data is used. The
weaknesses of legal regulation have led to approach that technology must be involved as
well. GDPR came with data protection by default, data protection by design and other
requirements that show attempt to better respond to the current problems with privacy
and data protection but unfortunately affirms that fighting with the problems by legal
regulation is not easy. It is hard to describe exactly what the controller’s obligations are and
enforce it. The open and sometimes vague terms are not enough to make things change.
They are necessary though in complementing other forms of regulation (norms, market and

architecture).

The solutions proposed in this thesis are mostly mixtures of these different forms of
regulations. They either incline to giving more power and responsibility to individuals that
can decide what happens with their data or they give the task to ensure a good standard of
protection to the state. That means that either the users will carry the burden of controlling
their data or they will not have choice, e.g. to provide their data because of strict rules on

data minimisation or to demand stricter level of privacy than the state would require.

Solutions like data ownership and storing data on some kind of personal data stores
enabling control over what is being done with the data look the most realistic to me. I think
the users should have the option to use something like personal data stores and not be
excluded from using information society services. The consequence would probably be that

not so many services would be for free but nowadays, with the possibility to have so many
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customers, the prices would probably not be very high. However, the reactions to the idea
of realizing the concept of PDSs are hard to predict. It has not been a subject of much debate.

It would be interesting to hear the opinions on that from broader public.

This thesis did not cover all aspects of online profiling due to capacity reasons. Another large
relating issue are e.g. territoriality of data protection law and transborder data flows. An
eventual following work could include those topics as well as more detailed insight into the
solution using PDSs and what would be needed to do if the PDSs solution should really start

operating in our physical and virtual worlds.
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Teze v Ceském jazyce

(dle poZadavku ¢l. 43 odst. 3 Pravidel pro organizaci studia na PF UK)

Profilovani a pravni tprava ochrany soukromi

V médiich i védeckych publikacich se ¢asto mluvi o tom, Ze Zijeme v tzv. informacni dobé.
Informace se v dneSni ekonomice stavaji stale dilezitéjsi komoditou a nékdy se oznacuji
jako ropa 21. stoleti. Pro spoustu spolecnosti je shromazd'ovani a analyzovani dat zdkladem
uspéchu jejich podnikani. Sbiraji informace o svych uzivatelich, o jejich zdzemi, zajmech,
samotna data obrovskou hodnotu, od niZ se pak odviji i hodnota spole¢nosti, pripadné jsou

data jeSté zpracovavana a zisk je tvoren z vyuzivani vysledki jejich analyzy.

Ke zpracovani velkého mnozstvi dat slouzi metody data miningu. Data mining je proces
hledani korelaci mezi daty. Pokud jsou jeho vysledky pouzity pro tvorbu profili, mluvime o
procesu profilovani. Kazdy profil obsahuje napt. navrhy, jaky obsah reklamy zacilit na
jednotlivce, ktery do tohoto profilu patfi. Je tedy jasné, Ze znalost zakaznikovych zajma a
prani predstavuje velkou konkurencni vyhodu, jelikoz se ziskanim zakaznikovy pozornosti

je spojena vétsi pravdépodobnost tvorby zisku.

Zakaznik miiZe pozorovat vyhody tohoto procesu napi. v tom, Ze nepotiebuje tolik ¢asu na
vyhledani obsahu, ktery ho zajim4, nebo v ziskani slevy na produkt, ktery ¢asto kupuje. Ceho
si jiz vSimnout nemusi, jsou nevyhody s timto procesem spojené, jako je uzivani dat k tiplné
jinym nez zakaznikem predpokladanym tceltim, jejich sdileni se subjekty, které zakaznik
ptivodné neocekaval apod. MiiZze se dokonce i stat, Zze informace o tom, Ze momentalné
néjaky produkt nutné potiebuje, bude zneuzita k nabidnuti vyssi ceny za tento produkt nez
obycCejné. Odpovédi na otazky, jaka data jsou o zadkaznicich sbirana, jak jsou dale
zpracovavana, kde jsou ukladana a jak jsou chranéna, jsou pro subjekty udaji casto

nezjistitelné.

Udaje jsou sbirany pomoci riiznych technickych prostiedkd, jako jsou IP adresy, cookies,
web bugs i fingerprinting. Diky témto prostiedkiim je mozné identifikovat uzivatele, aniz
by si toho on siam musel byt védom. Casto je prenos dat od uZivatele smérem

k poskytovatelim online sluZeb nutny k umoznéni technického prenosu vyzadanych dat
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zpét k uZivateli (napft. ,sdéleni” IP adresy uZivatele, aby na ni mohl byt zaslan obsah webové
stranky, kterou si uzivatel preje zobrazit). Identifikace je dale mozna i pomoci védomého

poskytnuti udajl p¥i registraci apod.

Zpracovavani udaju za ucelem vytvoreni profilli a jejich aplikace miiZe zasahovat do
soukromi uzivatel. Ti poskytuji své tidaje za urcitych okolnosti ¢i s uréitym zamérem.
Pokud jsou udaje pouZity v iplné jiném kontextu, nez ve kterém byly poskytnuty, jedna se

podle teorie kontextualni integrity popsané Helen Nissenbaums3 o zasah do soukromi.

Debaty o tom, co je to soukromi, zacaly jiZ v roce 1890 ¢lankem Warrena a Brandeise Pravo
na soukromi. Ti tehdy reagovali na pokrok v oblasti fotografie a vznik bulvarniho tisku a
definovali pravo na soukromti jako ,the right to be let alone“.8* Westin popsal soukromf jako
»narok jednotlivci, skupin ¢i instituci, aby urcovali, jak a do jaké miry budou informace o
nich Sifeny mezi ostatnimi“.85 Reagoval tim na nové snadné moznosti odposlouchavani
telefonni komunikace. V poslednich zhruba dvaceti letech s rozsitenim novych technickych
prostredkli definuje Agre soukromi jako ,svobodu od neodlvodnénych omezeni pri
budovani vlastni identity“8¢ a podobné Cohen tvrdi, Ze soukromi je ,spiSe o zabranéni
nepreruseného utvrzovani vzort predurcenych jinymi“.87 Zda se, Ze vSechny pokusy o
definovani soukromi vzdy reaguji na néjaky aktualni vyvoj (technologicky, spolecensky),

ktery prinasi nové vyzvy pro zajiSténi ochrany soukromi.

Rizika profilovani lze spatfovat v mnoha ohledech. Jednim z nich je, Ze spravnost aplikace
profild zavisi na spravnosti vstupnich dat. Nejsou-li tato data spravna, miiZe to vést napr. i
ke zhorsSeni ucinkd diskriminace, coz je jedno z dalSich rizik profilovani. Rozdélovani
jednotlivcli do skupin a odlisné zachazeni s nimi podle toho, do které skupiny patii, je
zakladni esenci profilovani. Nicméné nékteré rozliSovani mtze byt nezadouci ¢i dokonce
nezakonné, a sice v piipadg, pokud je zalozené na pohlavi, rase, etnicité, socialnim ptvodu
apod. Takovato kritéria mohou vsak byt v profilech obsazena i jen nepfimo, proto je velmi
tézké zjistit, zda k profilovani na zakladé téchto kritérii dochazi. Diskriminace muze byt i

cenova, a to v pripadé, Ze prodavajici upravi cenu zbozi nebo sluzby na miru presné tak, aby

83 Nissenbaum, H.: ‘Privacy as Contextual Integrity’, Washington Law Review, 2004, 79 (1), str. 101-
139, na str. 120

84 Warren, S. a Brandeis, L.: ‘The Right to Privacy’, Harvard Law Review, 1890, 4, k dispozici zde:
http://www.gutenberg.org/files/37368/37368-h/37368-h.htm (20. tnora 2016)

85 Westin, A. F.: Privacy and Freedom, New York, Atheneum, 1967, cited in: Solove, D. J. a kol.:
Information Privacy Law, New York, Aspen Publishers, 2006, str. 41

86 Agre, P. E. a Rotenberg, M. (eds.), Technology and Privacy: The New Landscape, Cambridge, MIT
Press, 1997, str. 7

87 Cohen, |. E.: Configuring the Networked Self, New Haven, Yale University Press, 2012, str. 150
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se rovnala tomu, kolik je zakaznik ve své momentalni situaci ochoten maximalné zaplatit.
Toto chovani hranic¢i s manipulaci, kdy zdkaznik mize byt i motivovan kupovat si zboZi,
které by jinak za obvyklou, pro vSechny stejnou, cenu nechtél. DalSim problémem
profilovanti je jista stereotypizace a urcovani chovani vici uZivatelim na zakladé urcitych
zobecnéni, ktera jsou pro jednotlivce platna jen s urcitou pravdépodobnosti, a na zakladé

udajt, které se mohou ménit s tim, jak se mohou ménit zajmy a preference lidské bytosti.

Panuje shoda na tom, Ze soukromi je velmi diilezitym predpokladem svobodného rozvoje
identity jednotlivce. Podle Vellemana maji osoby ,zasadni zajem na tom, aby byli uznavani
jako sebeprezentujici bytosti“,88 ¢ili bytosti, které samy rozhoduji, jakému okruhu lidf o sobé
sdéli jaké informace. I némecky tstavni soud uznal tuto podminku jako zasadni pro pravo
na vlastni rozvoj.8? Ustavné je tedy toto pravo zarueno vidi statu, jak je to vsak vici
privatnim subjektim? Vici nim takovéto pravo zakotveno neni, prestoze jiz nyni maji vétsi
moc nez staty, a tudiz predstavuji vétsi hrozbu. S timto souvisi i jiz zmifiované moZnosti
manipulace. Teoreticky bychom mohli byt svédky i toho, Ze lidem bude nabizen jen obsabh,
ktery je vyhodny pro jeho poskytovatele. Zatim jsme zvykli na to, Ze obsah je prizptisobovan
podle preferenci uzivatele tak, aby se rad na stranky poskytovatele sluzeb vracel.
Konfrontovani lidi jen s obsahem, se kterym souhlasi nebo ktery se jim libi, prinasi také sva
uskali. V piipadé informaci o déni ve svété by mohl mit za nasledek, Ze lidé nebudou mit
navzajem ponéti o nazorech jinych skupin, nez do kterych patfi, coz je obecné nebezpecné

pro demokracii.

Na druhou stranu, Posner upozornuje na to, Ze je legitimni, aby smluvni strany zjistovaly o
sobé navzajem co nejvic s cilem vyhnout se tomu, Ze budou druhou stranou podvedeny ¢i
zneuZzity. Stim lze jisté souhlasit, nicméné zakaznici ¢i uZzivatelé jsou pri zjiStovani
takovychto informaci v mnohem slabsi pozici. Jejich jedinou obranou proti takovémuto
chovani ze strany poskytovatele zboZi ¢i sluzeb je ¢asto viibec jejich nabidku nevyuZivat, coz
opét usti v omezovani vyuzivani svého pravo na vlastni rozvoj. Problémy v oblasti prava na
vlastni rozvoj a informacni asymetrie jsou ze vSech problémi, které profilovani piinasi, dle

mého nazoru ty nejvyznamnéjsi.

88 Velleman, . D.: “The Genesis of Shame’, Philosophy and Public Affairs, 2001, 30, str. 27-52, cited in:
van den Hoven, |.: ‘Information Technology, Privacy and the Protection of Personal Data’, in: van den
Hoven, J. and Weckert, J. (eds.): Information Technology and Moral Philosophy, New York, Cambridge
University Press, 2009, str. 316

89 Bundesverfassungsgericht, Volkszdhlung, BVerfGE 65, 1 (43), Urteil des Ersten Senats vom 15.
Dezember 1983 auf die miindliche Verhandlung vom 18. und 19. Oktober 1983, Az. 1 BvR 209, 269,
362,420, 440,484/83
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Informacni asymetrie patii mezi zplsoby selhani trhu. Pri profilovani se projevuje tak, ze
uzivatelé Casto nemaji ponéti, co o nich poskytovatelé sluzeb védi, na zakladé jakych tdajt
a proc¢ je s nimi zachazeno tak, jak je. Nevédi ani, jakou hodnotu jejich data pro podnikatele
maji, tudiz neexistuje zadny ,trh s informacemi o vlastni osobé“. JakoZto selhani trhu by
vSak tento problém mél byt napraven. Navrhy reSeni vSak budou popsany az po strucném

popisu soucasné pravni dpravy.

Nyni dc¢innou upravu piredstavuje smérnice 95/46/ES o ochrané fyzickych osob
v souvislosti se zpracovanim osobnich tdaji a o volném pohybu téchto udaja (DPD) a
smeérnice 2002/58/ES o zpracovani osobnich udaji a ochrané soukromi v odvétvi
elektronickych komunikaci (ePrivacy smérnice), ktera je vyznamna kvili svému ustanoveni

¢l. 5 odst. 3 tykajici se cookies.

Hlavni principy upravy jsou nasledujici: (i) osobni tidaje musi byt zpracovavany za pouZiti
legalnich a cestnych prostredkd, (ii) musi byt shromazd'ovany pro specificky vymezené a
legitimni ucely a zpracovavany v souladu s témito ucely, (iii) shromazdéné osobni tdaje
musi byt relevantni a primérené odpovidat uceltim, pro ktery byly shromazdény nebo pro
ktery jsou zpracovavany, (iv) osobni udaje musi byt presné, Uplné a priabézné
aktualizované, (v) mohou byt shromazdovany pouze se souhlasem subjektu udaji nebo
v jinych pripadech, kdy je to ,nezbytné“, (vi) spravce idaji musi informovat subjekt udaji
o ucelech zpracovani nejpozdéji vdobé shromazd'ovani adaji a také o prijemcich nebo
kategoriich prijemci udajd, (vii) subjekt idajii ma pravo obdrzet potvrzeni o tom, Ze jeho
udaje jsou zpracovavany a ma pravo na opravu, vymaz nebo blokovani udaji a je opravnén
ziskat oznameni o postupu automatického zpracovani udaji, které se ho tykaji, alespon

v pripadé automaticky prijimanych rozhodnuti.

Vzhledem Kk rozdilné implementaci DPD v riznych statech a technologickému rozvoji
zejména v oblasti online ¢innosti byl vlednu 2012 piedstaven navrh nového obecného
nafizeni o ochrané osobnich udaji (GDPR). Finalni verze tohoto nafizeni byla pfijata

Evropskym parlamentem v dubnu 2016. V i¢innost nafizeni vstoupi v roce 2018.

Diilezitym pojmem pro aplikaci téchto ptedpisi je pojem ,osobnitdaj“. Podle ¢lanku 2 pism.
a) DPD i ¢lanku 4 bodu 1) GDPR je osobnim tdajem ,kazda informace o identifikované nebo
identifikovatelné osobé (subjekt idajti); identifikovatelnou osobou se rozumi osoba, kterou
1ze ptrimo ¢i neprimo identifikovat, zejména s odkazem na identifikacni ¢islo nebo na jeden

¢i vice zvlastnich prvka jeji fyzické, fyziologické, psychické, ekonomické, kulturni nebo
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socialni identity“. GDPR pridava dalsi identifikatory: loka¢ni Gidaje, sitovy identifikator ¢i
prvky genetické identity.

Piedpisy na ochranu osobnich Gidaji se vSak neaplikuji na anonymni udaje, tj. idaje, které
jsou anonymizovany do té miry, Ze subjekt udajl jiz neni identifikovatelny. Jednoznac¢né
urcit, kdy jiz nelze subjekt idajt identifikovat, v§ak nemusi byt jednoduché. Mohou nastat
nasledujici situace: a) udaje, podle kterych osobu identifikovat nelze, se propoji s udaji,
které jizZ tuto moZnost davaji, b) Udaje lze spojit s konkrétni osobou vzhledem k jejich
jedinecnosti, c) udaje lze spojit s konkrétni osobou za pomoci jedine¢nych identifikatora

(jinych nez jméno a adresa, napt. koncové zatizeni).

Identifikovatelnost osoby zavisi na tom, kym ma byt identifikovatelnd, zda jen spravcem
udaji nebo jakoukoliv treti osobou. Dale zalezi na tom, jak narocné (na cas a penize) by
identifikovani osoby bylo. Dilezity je také kontext - pro poskytovatele sluzeb neni
vyznamné, jak se osoba, na kterou cili, skute¢né jmenuje apod. - hlavni je rozpoznat ji a
zacilit na ni spravny obsah. Proto lze dojit k zavéru, Ze na vétSinu, pokud ne na vSechny

¢innosti souvisejici s profilovanim, se vztahuji predpisy upravujici ochranu osobnich udajt.

Anonymizovani udaji je jednim ze zpisobi zpracovani udaji. Proto je k nému zapotiebi
souhlasu subjektu udaji (nebo jiné okolnosti, ktera k takovémuto zpracovani spravce
opraviiuje). Dal$i zpracovavani takto anonymizovanych udaji jiz predpistim na ochranu

osobnich udajl nepodléha.

VSechny osoby maji pravo ,nestat se subjektem rozhodnuti, které viici nim zaklada pravni
ucinky nebo které se jich vyznamné dotyka, prijatého vylu¢né na zakladé automatizovaného
zpracovani udaji“. Tato formulace obsahuje prostor pro vyklad toho, co je to rozhodnuti, a
ktera z nich zakladaji pravni ucinky nebo se osob vyznamné dotykaji. Je napt. rozhodnutim
i zobrazovani personalizované reklamy na webovych strankach, které si uzivatel zrovna
prohlizi?90 (Odpoved zni pravdépodobné ne, a to vzhledem k pozadavku vyznamného

dotceni subjektu.)

Ke zpracovavani udajt je bud’ zapotrebi souhlas, nebo musi byt podle ¢lanku 7 pism. f) DPD,
pripadné podle ¢lanku 6 odst. 1 pism. f) GDPR ,nezbytné pro uskutecnéni opravnénych
zajmi spravce nebo treti osoby ¢i osob, kterym jsou tdaje sdélovany, za podminky, Ze

neprevysuji zdjem nebo zakladni prava a svobody subjektu tidaji“. Tato podminka bude

90 Bygrave, L. A.: ‘Minding the Machine: Article 15 of the EC Data Protection Directive and Automated
Profiling’, Computer Law & Security Report, 2001, 17 (1), str. 17-24, na str. 19
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moci byt pravnim diivodem zpracovani osobnich tidajt pro reklamni ucely spise zridkakdy.
Proto se nyni zaméiime na souhlas subjektu idaji. Udéleni souhlasu znamena podle ¢lanku
2 pism. h) DPD a podobné podle ¢lanku 4 bodu 11) GDPR ,svobodny, vyslovny a védomy
projev vile, kterym subjekt tidaji dava své svoleni k tomu, aby osobni idaje, které se jej
tykaji, byly predmétem zpracovani“. Jeho nejvétsi nevyhodou je to, Ze se v realném svété
prakticky nevyskytuje.?! Za prvé, nikdo necéte dlouhé popisy néceho, ¢emu nerozumi. Za
druhé, i kdyby je cetl, musel by tak ucinit i nékolikrat denné, coz by zabiralo prilis mnoho
Casu. A za tieti, i kdyby je presto Cetl, neznamena to jesté, Ze z nich bude schopen pochopit

veSkeré nasledky. Dat skutecné informovany souhlas je témér nemozné.

vvvvvv

mistni pisobnosti oproti DPD. Nartizeni se bude aplikovat i v ptipadé, Ze zpracovavani udajt
probiha mimo Unii, pokud jsou zpracovavany osobni idaje subjekt nachazejicich se v Unii
a pokud zpracovavani souvisim s monitorovanim chovani, k némuz dochazi na izemi Unie.
Dalsi novinkou je definice profilovani. Tim se rozumi dle ¢lanku 4 bodu 4 GDPR ,jakakoli
forma automatizovaného zpracovani osobnich udaji spocivajici v jejich pouZiti k hodnoceni
nékterych osobnich aspektli vztahujicich se k fyzické osobé, zejména krozboru nebo
odhadu aspekti tykajicich se jejiho pracovniho vykonu, ekonomické situace, zdravotniho
stavu, osobnich preferenci, zajmu, spolehlivosti, chovani, mista, kde se nachazi, nebo
pohybu”. Jedna se piredevsim o ¢innost smérujici k ptijimani rozhodnuti nebo k analyze ¢i

odhadu preferenci, postoji a chovani osoby (recital 24).

Ochrana osobnich udaji je tedy zaloZena na ochrané ex ante. Je zaloZena na predpokladu,
Ze osobni tdaje lze snadno pred ostatnimi skryt, coZ jiZ ale neplati. Také jiZ tolik nezaleZi na
vstupu, nybrz na vysledcich analyzy dat a urceni nasledného chovani vii¢i subjektu, ¢ili na
vystupu zpracovani osobnich udajl. Proto by se spi$ pravni Gprava méla soustiedit na

stadium uzivani dat, nikoliv na stadium jejich shromazd'ovani.’?

Vedle soukromi vSak existuji i jiné hodnoty, se kterymi je tfeba pravo na soukromf
pomérovat, nebot jsou dilezité zase zjinych hledisek. Napf. zajem na inovacich a
zefektiviiovani a pravo na podnikani. Nicméné je vidét, ze predevSim zajem na tom, aby se

jednotlivec nemusel rozhodovat pouze mezi poskytnutim obrovského mnozstvi udaji o

91 Svantesson, D.: ‘The (Uncertain) Future of Online Data Privacy’, Masaryk University Journal of Law
and Technology, 2015, 9 (1), str. 129-286, na str. 148-149

92 Zarsky, T.: ‘Responding to the Inevitable Outcomes of Profiling’, in: Gutwirth, S. et al. (eds.): Data
Protection in a Profiled World, Dordrecht, Springer, 2010, str. 57
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sobé a mezi celkovym odmitnutim sluZzby, kterou by jinak chtél nebo kterou je dokonce

Jnucen” vyuzivat, neni dostate¢né obhajovan.

K jeho prosazovani neni vSak pravni regulace jedinym prostfedkem. Lessig popisuje ve své
knize Ctyti zplisoby regulace: pravo, normy (napf. etické ¢i dobrovolné samoregulacni), trh
(rizeny pravidly poptavky a nabidky a neviditelnou rukou trhu) a architektura (ve smyslu

jaké chovani umoznuji technologie).3

Pokud jde o pravni regulaci, mohla by pomoci v piipadé reSeni problému s informovanym
souhlasem. Nékteré instituce by mohly hodnotit zdsady ochrany soukromi urcené
uzivatelim a udélovat certifikaty zarucujici soulad téchto zasad s predpisy na ochranu
osobnich udaji. Trh by poté zajistil, Ze by uZivatelé davali prednost poskytovateltim sluzeb
s témito certifikaty, a ti by byli vice motivovani si je opatrit. Svantesson pak navrhuje, aby
néktera ujednani ohledné zasad ochrany soukromi byla v zajmu ochrany subjektd tdajt

(jakoZto slabsi strany) zakazana.%*

Jednim z dalSich opatieni je posileni transparentnosti za icelem odstranéni informacni
asymetrie. Jedna se jak o zavedeni smysluplného informovani o postupu pii automatickém
rozhodovani, které je zakotveno v ¢lanku 14 odst. 2 pism. g) GDPR, tak o moZnost zaveden{
notifikaci, Ze zobrazovany obsah byl personalizovan. Takovato povinnost zatim nikde
zakotvena neni. Architektonické fesSeni by spocivalo v zavedeni systémi ,transparency by
design“, které by spoleCnosti umoznovaly kontrolovat, zda Udaje nashromazdéné o
subjektech jsou spravné a zda postupy automatického rozhodovani jsou logicky

odlvodnéné a zaloZené na dovolenych zpiisobech zpracovani udaji.

Lepsi moznost kontroly jednotlivcti nad vlastnimi udaji by mohla ptinést tzv. Platform for
Privacy Preferences (P3P). Ta by umoziovala uZzivatelim nastavit pozadavky ohledné
ochrany soukromi, které musi webova stranka, kterou chce navstivit nebo sluzba, kterou
chce vyuzit, spliiovat. Pokud by je nesplitovala, byl by uzivatel notifikovan a mohl by se
rozhodnout o dal$im postupu. Odpadlo by tak ¢teni dlouhych dokumentt, ¢imz by se posilila
i informovanost piipadného souhlasu se zdsadami ochrany soukromi. Nevyresila by se tim
ale slaba vyjednavaci sila jednotlivce tak, aby nemusel vzdy pouze jen ptistupovat na

pozadavky poskytovatele sluzeb.

93 Lessig, L.: Code version 2.0, New York, Basic Books, 2006, str. 138
94 Svantesson, D.: ‘The (Uncertain) Future of Online Data Privacy’, Masaryk University Journal of Law
and Technology, 2015, 9 (1), str. 129-286, na str. 149
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Architektura vystavéna na zakladé ,Privacy by Design“ predstavuje systém uZivajici
riznych jednotlivych ,Privacy Enhancing Technologies (PETs) tak, aby odpovidal
principim ochrany osobnich idaji a ktery umozinuje, aby si uzivatelé nastavili svou droven
ochrany. Podoba takovéhoto systému zavisi na technickém vyvoji a nakladech realizace jiz
vynalezenych technickych reSeni. Pozadavek na takovouto architekturu je v GDPR jiz
zakotven, nicméné s ohledem na predchozi vétu bude jeho dopad na droven ochrany

osobnich Uidaji spiSe nevyznamny.

Jako nejnadéjnéjsi zpiisob reSeni se mi jevi rozsiteni tzv. Personal Data Stores (PDSs). Tento
nastroj by umoznil uzivatelim ukladat veskera data o své osobé na svém vlastnim serveru
nebo cloudu, ¢ili ve vlastnim ulozisti dat. Aplikace tretich stran chtéjici vyuZit tato data by
jen poslaly na toto uloZisté sviij poZadavek s algoritmem, ktery by na tomto tlozisti provedl
vypocet a poslal zpét jen vysledek vypoctu. Subjekt tidaji by mél tedy pod kontrolou jak sva
data, tak jejich zpracovani. Pravdépodobnost zachovani anonymity pti takovémto procesu
by byla mnohem vyssi neZ za soucasné situace, kdy data jsou shromazd'ovana na serverech
poskytovateld sluzeb a vypocet probiha tamtéz. Data uz jednou nashromazdéna by navic
takto byla dostupna vSem, coZ by snizilo bariéry vstupu na trh novych poskytovateld sluzeb.
Zavedeni tohoto reSeni by obnaselo bud pfemluveni néjakého velkého poskytovatele, aby
zavedeni tohoto reSeni podpofril, nebo ptijeti Gplné nové pravni upravy. Jesté predtim by ale

jisté méla probéhnout Sirsi debata o nasledcich zavedeni tohoto reSeni.
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Summary

The purpose of this thesis is to elucidate what online profiling is, what happens with users’
or customers’ personal data during this process, how these activities interfere with the
individuals’ right to privacy, what the legal regulation in this field is, whether the privacy
interests of individuals are sufficiently protected and if not, how the situation might be

improved.

The thesis starts with description of todays’ business practices that are based on collecting
data about customers, analyzing it and creating profiles suggesting the most profitable
behaviour of businesses towards customers. It is followed by explanation of the
technological tools enabling data collection and the method of data mining that is the key

enabler of creating profiles.

The text continues with description of risks of profiling in relation to privacy, i.e. the issues
of discrimination, de-individualisation, restriction of individual autonomy, information
asymmetries and possible misuse of profiles. The notion of right to privacy is explained and

other interests that have to be balanced with privacy are mentioned as well.

After that follows a critical description of the current legal framework in the European
Union. It consists of Data Protection Directive, ePrivacy Directive and since 2018 of the
General Data Protection Regulation replacing the Data Protection Directive. The drawbacks
of the legal regulation resulting in insufficient privacy protection are pointed out and then

their possible solutions are introduced.

The proposed solutions are mostly based on the following forms of regulation: law, market
and architecture. The advantages and disadvantages of each solution are described. As the
most promising solution is suggested using so called “Personal Data Stores” that enable

users having better control over their data and its processing.
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Shrnuti

Cilem této diplomové prace je oziejmit co je online profilovani, jak je pii ném nakladano
s osobnimi udaji zakaznika ¢i uzivateld, jak tyto Cinnosti koliduji s pravem na ochranu
soukromi jednotlivci, jaka je pravni Uprava této oblasti, zda zajem na ochrané soukromi je

dostatec¢né chranén a pokud ne, jak by se tato situace dala napravit.

Prace zacina popisem dneS$nich obchodnich praktik zaloZenych na shromaZzd'ovani udaji o
zakaznicich ¢i uzivatelich, jejich analyzovani a tvorbé profili obsahujicich navrhy na
chovani poskytovatell sluzeb viici svym zakazniklim tak, aby poskytovatelim prinaselo co
nejvétsi zisk. Nasleduje technicky popis nastroji umoziujicich shromazdovani udaji a

metody data miningu, ktera je klicova pro vytvareni profila.

Text pokracuje popisem toho, jaka rizika pro ochranu soukromi profilovani predstavuje, tj.
riziko diskriminace, deindividualizace, omezovani prava na osobni rozvoj, informacni
asymetrie a mozné zneuzivani profili. Pfi této prileZzitosti je vysvétlen i pojem prava na
soukromi a jsou zminény ostatni zajmy, které by mély byt se zdjmem na ochrané soukromi

vyvazovany.

Nasleduje kriticky popis soucasné pravni regulace v Evropské Unii. Ta je tvofena smérnici
o ochrané osobnich udajti, ePrivacy smérnici a od roku 2018 obecnym narizenim o ochrané
osobnich udajti, které nahradi dosavadni smérnici o ochrané osobnich udajt. Je poukazano
na nevyhody téchto pravnich tprav vedoucich k nedostate¢né ochrané soukromi a poté jsou

navrzena feSeni zminénych nevyhod.

7 v

Tato reSeni uZzivaji vétSinou nasledujici formy regulace: pravo, trh a (systémovou)
architekturu. U kazdého z feSeni jsou popsany jeho vyhody a nevyhody. Jako nejslibnéjsi
feSeni je navrhovano rozsireni uzivani tzv. ,Personal Data Stores“, které by umoznily

uzivatelim mit lepsi kontrolu nad udaji o své osobé a nad jejich vyuzivanim.
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