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Nejvyznamnejsi klady:
zadne

Nejzavaznejsi nedostatky:
Hlavni cast pfedkladane praceje pouze zkracenym slovenskym pfekladem vybranych partii
z nekolika titulu odborne literatury (byf uvedenych v seznamu pouzite literatury).

Zpusob, jakym je se zdrojovou literaturou pracovano - tedy doslovny pfeklad celych kapitol,
byf misty kraceny (mnohdy i na podstatnych vecech) - je zcela neadekvatni praci s odbornou
literaturou a vymyka se logice a ucelu bakalafske prace. Mohl by byt pfijatelny u prace
v oboru pfekladatelstvi (z anglictiny), ale u bakalafske prace na MFF UK je nutne hodnotit
celou praci jako hruby plagiat.

Konkretni vycet toho, odkud byly hlavni casti prace (kapitoly 2 a 3) opsany, je uveden
v pfiloze tohoto posudku, stejne jako ukazka zdrojoveho a opsaneho texru.

Predkladana prace podle je meho nazoru v zasadnim rozporu s pozadavky, kladenymi
na bakalarskou praci (zejmena pokud jde o korektni praci s literaturou) a nemuze byt
pripustena k obhajobe.
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Priloha k posuclkti oponenta
(na bakalarskou praci Andreje Kalickeho: Firewall a internetova (sifova) bezpecnost

Str. 14 az 17:
Kapitola 2: Firewally: doslovny preklad casti hesla „Firewall" na Wikipedii, pocinaje
cdstf ,,History", a konce cdstf Subsequent developments". Pouze prvnf a poslednf
dva odstavce na str. 16, v paragrafu ,,Nasledujicf vyvoj", jsou opsany z dokumentu
„Evolution of the firewall industry" ((2)).

Str. 18az 27
Odstavec 2.2.1 az 2.3: opsano z dokumentu "Evolution of the firewall industry" ((2)),
pocinaje heslem "How Packet Filters Work" (odstavec 2,2.1) az po heslo "Summary of
Performance Vs. Security" (odstavec 2.3).

Str. 27 az 28
Odstavec 2.4: opsano z knihy "Firewalls and Internet Security" (1), kapitola 9.6, strany
194 a 195

Str, 28 az 29
Odstavec 2.5.: opsano z hesla „Personal Firewall" na Wikipedii (16)

Sir. 29
Odstavec "Distributed Firewalls"" opsano z knihy "Firewalls and Internet Security" (1),
kapitola 9.5, strana 193

Str. 29 az 33
Odstavec 2.6 : opsano z knihy ,,Building Internet Firewalls" (12), kapitola 6, strany 122
az 136, misty znacne krdceno

Str. 34 az 43
Celd kapitola 3 (Filtrovanf sluzeb): opsano z z knihy "Firewalls and Internet Security"
(1), kapitola 10, strany 197 az210, misty krdceno

Na nasleduji'ci'strance je ukazka puvodnfho textu a obsahu posuzovane prdce:

• Vlevoje ukazka z knihy "Firewalls and Internet Security", strany 197 a 198
• Vpravo je ukazka z prdce, kapitoly 3, strany 34 a 35
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Filtering Services

The rtecukm about what service* :o filfor is bawd (»n a A^umd policy N'onefhrlevt, <nmc general
rules are prudent for most policies.. !n ibis chapter, we present our philosophy about these. They
arc not tt> he viewed as K&rti-and-faM rules, btil rather a* suggestions, (*r perhaps is a template
policy lo be customized. This chapter diMrusics what (o filter ami vihy. The Atm' is covered in
Chapter 1 1 . The astute reader wiH note thai the services discussed heir an: a small sub's** of the
one* from QuuHer 2. Rather than Jiscus* every possible service, '*<e focus on the mere interesting
ones, »i£h an eye toward pedagogy.

In th;s chapter. when we describe 4 service, we include a summary about how to handle k
frttm a security point of view, it looks something like the following:

protocol I out 1 ia ] jcomm«it__ __
PRUT [ x I y | optional comment

In this table, legal vaiucs forx and yareas fo!k>w$:

alfew Ici it througli
Woe* ikm't It! it through
filler on applicalton-Icvcl pnisy .should m^kc the decision
tunoe) block, the pon for PROT. but allow users to tonne! ii with a more

;} j ro / i tn i tu - tilllovat' |j|

The cut column refers to the decision about outbound waffic for port PROT. For TCP packcis,
"ouibCHiiui™ i* straighcforwird; i( refers a> connections miiialcd from the iodide. "Inbound** rcfeo
to cunnections initiated from (he outside.

The meaning is less clear for UDP, because the protoco! itself i* connectionless. Furthermore.
some of the protocols of interest are not simple query/response services. Ror query/responsie
services, we thus ipeak of wi "inbound query." which elicits an "outbound response"; similarly,
"outbound querie*"* elicit "inbound re%(x>n*es"* For protocols that do not fit tht* model, *•« can
speak only of inbound and outbound packets.

197

10.1 Reasonable Services to Filter

10,1,1 DNS


