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Hlavni &ast predkladané prace je pouze zkracenym slovenskym ptekladem vybranych partii
z nékolika titult odborné literatury (byt’ uvedenych v seznamu pouzité literatury).

Zpiisob, jakym je se zdrojovou literaturou pracovano — tedy doslovny pieklad celych kapitol,
byt misty krdceny (mnohdy i na podstatnych vécech) - je zcela neadekvatni praci s odbornou
literaturou a vymyka se logice a ucelu bakalaiské prace. Mohl by byt pfijatelny u prace

v oboru piekladatelstvi (z anglictiny), ale u bakalafské prace na MFF UK je nutné hodnotit

celou praci jako hruby plagiat.

Konkrétni vy&et toho, odkud byly hlavni ¢asti prace (kapitoly 2 a 3) opsany, je uveden
v piiloze tohoto posudku, stejné jako ukazka zdrojového a opsaného textu.

Predkladana prace podle je mého nazoru v zisadnim rozporu s poZzadavky, kladenymi
na bakalaFskou praci (zejména pokud jde o korektni praci s literaturou) a nemize byt

pFipusténa k obhajobé.
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Pfiloha k posudku oponenta
(na bakaldiskou praci Andreje Kalického: Firewall a infernetova (sitovd) bezpecnost

Str. 14 az 17:
Kapitola 2: Firewally: doslovny preklad Casti hesla ,Firewall™ na Wikipedii, pocinaje
&asti ,History™, a kon¢e ¢asti ,Subsequent developments™. Pouze prvni a posledni

dva odstavce na str. 16, v paragrafu ,Nasledujici vyvoj”, jsou opsdany z dokumentu
,Evolution of the firewall industry™ ((2)).

Str. 18 az 27

Odstavec 2.2.1 az 2.3: opsdno z dokumentu “Evolution of the firewall industry™ ((2)).
pocinaje heslem “How Packet Filters Work™ (odstavec 2.2.1) az po heslo "Summary of
Performance Vs. Security” (odstavec 2.3).

Str. 27 az 28
Odstavec 2.4: opsdano z knihy “Firewalls and Internet Security” (1), kapitola 9.6, strany
194 ¢ 195

Str. 28 az 29
Odstavec 2.5.: opsdno z hesla ,Personal Firewall™ na Wikicedii (16)

Str. 29
Odstavec “Distributed Firewalls”™ opsdno z knihy “Firewalls and internet Security” (1),
kapitola 9.5, strana 193

Str. 29 az 37
Odstavec 2.6 : opsano z knihy ,Building Internet Firewalls™ (12), kapitola 6, strany 122
az 136, misty znacné kraceno

Str. 34 az 43
Celd kapitola 3 (Filtrovani sluzeb): opsano z z knihy “Firewalls and Internet Security”
(1), kapitola 10, strany 197 az 210, misty krdceno

Na ndsledujici strance je ukdzka pivodniho textu a obsahu posuzované prace:

e Vlevo je ukazka z knihy “Firewalls and Internet Security”, strany 197 a 198
e Vpravo je ukazka z prace, kapitoly 3, strany 34 a 35
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The decision about what services 1o filter is based on a desired policy. Nonetheless, came genoml tusnnel

rules are prudent for most policies. in this chapter, we present our philosephy about these. They
are not 1 be viewed as hard-and-fast mies, but rather as suggestions, or perhaps 1s 2 template
policy to be customized This chapter discusses what o filter and why. The how is covered in
Chapter 11, The astute reader will note that the services discussed here are o small subset of the
ones from Chapter 2. Rather than discuss every possible service, we focus on the maore interesting
ones, with an eye 1oward pedagogy.

In this chapter, when we deseribe & sexvice, we include a summary about how o handle it
from a security point of view. ft looks something hike the following:
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In this table, Jegal values for x and y are as follows:

allew  lctit through

block  don'tletit _(hmush R 3.1 Siurby rozumné filtrovad il‘
fikker an application-level proxy shousld make the decision -
tunnel  block the port for PROT. but allow users to wnnel it witha moee DNS

secure protocol

The out colamn refers to the decision about outbound affic for port PROT. For TCP packets,
“autbound™ is straightforward: it refers w conacctions initiated from the inside. “Inbound™ refees
to connecrions initiated from the outside.

The meaning is less clear for UDP, bx ihep fitself is i Furth
some of the protocols of interest are mot s!mple qacr)’/tcsponsc scrvrccs For qucvyimponu
services, we thus spe:sk of an “inbound qucry ™ which elicits an “outb ty.

“outbound queries™ clicit “inbound responses”™ For protovols thst do et it ()us modcl Wwe cas
speak only of inbound and outbound packets.
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10.1 Reasonable Services to Filter

snbunnd | inbossd

10.1.1  DNS proteesl suery Fespo - comement
CUBAET e 2

Y opreasnts 4 shkmana foe the nolwed siaumbinater. We st arforuiicn (nun the swinde.
Puat g st drasd the weetondis. Thas, wbcn we g3t bt e 3 1P adilress mapwnngs from thw iieriing
wntlerde, 3 os Baind nd b Buse aey sccusityeoeclaied devrshnis oot them T Be amoer procese, we
atvastute by s Bot 10as7 sl informateon for ioeral pacgenes, gl we s g 5o iely o8
# or sxmwdang BAC somding spative eesmal i erterul partiers o Preierrosie pedi
T hus worne nisquendes. Ahbeoigh mder ooret vummselade s € might be u&a} 10> s
same-bawd et stoss T intormal snacbines, itn oover avcoptable Tor overmal machines. Wi
woesk sber ohwe that s adhet 1 atoiad teoseninal 2o eelstien by &pxrds o sen formtneg .
Tosarend s the culcnde
Thez Sasho thagid o camgle Ohasader con comarnnaie the IS vacte, mably by ichisding
@ xErspeess Soansion | their responscs. The Jatads see oxpliizwed e iBeliman, 1995] The rules
Fast vmbmotsad DMWY goerres cate e rumamsartied asc tolbrs +

 oothuumd i Dound
gwery . respomve | comement

eI Bher | Bhwdk aeermad tdo
The Bk way b Alier TINS v, b e 5 DMK procs Bt does s thangs [Cheonak a5d Belbirmn, S Cien e mahlatie e 1l b
Pra bl B febreibs apieniey G aierial intoonsten be srtenssl TINS o Swecond. @
axnw s NETE FeGporees B omsenr tat 1w pestarinedy endord foenatios arermed. This B wuthontel | bonsd
wnd bhely s ovour o8 tae Addits el Trfvematicon or At e ilatiey Seover witioms of 150 teaeas, trotocol | grapoane | ‘f“"l‘f L s
Ve e [EESF

Bt coabed kg @iealiere. Neworthgizes, and sooeple sl dosere of caseny 3 i s oot s e
Forpaen, 49 b R Wand 10 Siowe 3 ANOG i @ ety fed antomal wlormsin wall aever e et
30 cuerral wrernoand Bong deoehl nes o B renirnd s oo 10 e ey, )

Intwound gag ricy st urogdes. POt yimir BINS st ex she IO By that snasticrn, 2ow san tasd
IR Peiachds SR it 0 20 5 BRIT o PRPabof GAttciieies, o iboald hate 3t lesat o
EINS wrners fos comhi e, anab £y dabid be s D apaart s peeashle {E of ad, 39T L Dxe g o
GPTALE Sz va s s 6 Gadely wrparaed purts of the Enteetact?

Your shouhs by epecralby oretain B vow det's s sheon il on e e LAS. (There are
AECHORY Trasars., oo sbay st sormeone UGS yoor ek ? Mebe shee work hanser’s The mles

g thire gantg sl

outbund babocend
pevtosol | rovpenss query | oommmenk
[E whbive AN 7 4
famy a itz e 1IN o enre of £ rrs e e Bcall perdikona a wnag oy a 2ol epeaally
a vuaephe pucker Blter {E v terly vetal that abe gamew s maching e it bat i poses

LEANPLIRY
BNy Fraks

e gz noepted ar Atk F Ry nas W cen ONE, boer foes
FUP ot Wt e s R g e fetas ks 4P o AT gl A% B L wew Boange By Klauay norde adest Bef T
e FarEg @ s DY TN Gt vnie w63 B e TR Oy et re w1 rede oo e o Sk,
orui f nd oot ot B iR ol i S e




