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Abstrakt 

Tato práce zkoumá pojetí konceptu resilience v oblasti urbání bezpečnosti se zaměřením 

na boj proti terorismu a krizové plánování v Londýně mezi lety 2000 a 2015, jeho 

implementaci a důsledky této implementace. Práce se nejprve věnuje zkoumání 

teoretických základů konceptu resilience a stanovuje klasifikaci na základě jeho 

historického vývoje. Bezpečnostní strategie a další oficiální dokumenty, jsou podrobeny 

diskurzivní analýze, která demonstruje jak je resilience konceptualizována ve Spojeném 

království a jakým vývojem tento koncept prošel. Zhodnocen je také vliv nevládních 

aktérů. Tatáž analýza je provedena na úrovni Londýna. Práce popisuje konkrétní 

aplikaci resilience v oblastech, které se bezprostředně dotýkají každodenního života 

občanů Londýna a ukazuje, že tato opatření pronikla do veškerých jeho oblastí. Práce 

využívá přístupu Mezinárodní politické sociologie a teorie insekuritizace, které aplikuje 

na získané poznatky, aby popsala, že resilience je využívána jako nástroj umožňující 

vládě vytvářet zdání rozhodného vládnutí, zatímco přenáší zodpovědnost za každodenní 

bezpečnost na ostatní aktéry, zejména občany a komunity, aniž by jim poskytla 

dostatečné nástroje, čímž vytváří atmosféru nebezpečí a konstantního znepokojení.  

 

Abstract 

This thesis examines the understanding of the concept of resilience in urban security 

with focus on countering terrorism and emergency planning in London between 2000 

and 2015. It analyses the implementation of the concept and the results of it. The thesis 

first describes the theoretical backgrounds of the concept and creates a classification 

based on the evolution of the concept. A discourse analysis of security strategies and 

other official documents is done to demonstrate how resilience was conceptualised in 

the United Kingdom and how it evolved. Also the influence of private actors is 

evalueted. The same discourse analysis is done on the level of the city of London. The 
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thesis then describes the specific implementation of resilience that impacts everyday 

lives of London citizens and it shows that the measures penetrates every aspect of it. 

The International Political Sociology and the theory of insecuritization is used to assess 

the findings. It concludes that resilience is used as a governing tool enabeling the UK 

government to produce an appearance of decisive governing, while it transfers the 

actual responsibility for everyday security to the citizens and their communities. The 

transfer is not accompanied by providig appropriete tools and consecquently an 

atmosphere of insecurity and permanent unease is created. 
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Introduction 

Topic of the thesis 

Securing cities from the threat of terrorism has become a complicated topic after 

9/11 attacks. Many scholars argue, that these attacks have changed the nature of the 

terrorist threat or revealed the already changing nature of urban security. A new 

approach to securing cities from terrorism was called for. When the concept of 

resilience emerged, it spread quickly through various fields of science, politics and 

practice. Also in urban security, resilience was accepted as the new and progressive way 

of dealing with current challenges. This successful resilience surge may be compared to 

the same effect, as Benigno Aguirre described when analyzing the origins of the surge 

of sustainable development. He described the term to be “a ‘hip’ expression, part of the 

culture of granting agencies”. His observations stated, for instance, that the sustainable 

development surge was caused by many different definitions of the concept. This vague 

notion served as “an umbrella concept, a flag around which different constituencies can 

rally”. 

The concept of resilience aims to create a flexible city which will not break under 

pressure by catastrophic events, but only bend and will be able to quickly bounce back 

to normal. According to Godschalk resilient city is “capable of withstanding severe 

shock without suffering either immediate chaos or permanent harm.” The notion of 

resilience is a response to question: Are we prepared? It works with the understanding, 

that attacks can‘t be simply prevented and planed-out. It claims to dismiss preventive 

measures that militarize public urban space or cripple its functions and instead promote 

preparedness and effective response to such events. Yet the concept of resilience is 

similarly vague as the one of sustainable development. Its unclarity allows to broaden 

the scale of threats and risks and legitimizes the usage of new tools and measures in the 

name of securing urban spaces. As Kathleen Tierney argues, resilience strongly 

resonates with practices of neoliberalization. Not states, but private – public 

partnerships are key actors in constructing “particular kinds of at-risk subjects, and 

privilege technocratic solutions to disaster vulnerability.” In such context, the real 

impact and utility of resilience tools and measures on the population need to be 

Institute of Political Studies 

Master thesis project 
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analyzed. Is there a discrepancy between the promoted goals and the actual impact? 

How do the London’s resilience measures stand on the security vs. liberty dilemma? 

This master thesis will examine this new approach to security on the case of 

London since 2001 to 2015. The time span was chosen according to the spread of the 

concept and its penetration to the public discourse. London was chosen because the 

kingdom’s capital efforts to neutralize terrorist threat are understood as the leading 

example of implementation of resilience measures and serves to other cities as a model. 

Current shift from civil emergency preparedness to resilience creates dominant position 

for the new concept here.   

 

Research questions 

The thesis will attempt to answer the following questions: 

• How was the resilience term conceptualized in London’s security context? 

• Does resilience bring new features to urban security or is it an older trend 

presented in new language? 

• Who are the key actors promoting resilience and why? 

• Are the measures implemented with accordance to resilience proving useful 

or is their impact rather negative? 

 

Method 

To understand why resilience has established itself as the prevailing concept in 

London’s security the origins and the journey to its current position in the debate will be 

traced. Primary sources as official governmental documents, declarations, national 

security strategies will be analyzed in discursive terms in order to articulate how 

resilience is narrated. Also, positions of non-governmental organizations and others 

actors will be examined, to determine who promoted the new approach and how they 

conceptualized it. For the purpose of understanding how resilience is applied in London 

and what are its components, the mayor’s and the city’s policies will be researched and 

interviews with responsible officials will be conducted.  

The second part of the thesis will be a critical analysis. Discourses and everyday 

security practices of resilience measures implemented in London, identified in the first 

part of the thesis, will be examined from the perspective of the Paris School while using 

the International political sociology approach. Resilience will be tested as a possible 
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framework and tool used to cultivate fear, unease and (in)security by security 

professionals, governmental and non-governmental institutions and other actors as 

defined by Didier Bigo. In such case resilience, might prove to be an instrument of 

creating an atmosphere that justifies and further necessitates illiberal practices.   

 

Presumed outline  

1) Introduction 

2) Conceptualizition of resilience 

• What is resilience 

• Tracing the term in London and framing of the concept 

• Implementation of resilience measures 

3) Critical analysis of the case 

• Is resilience a new approach? 

• Resilience surge - why resilience?  

• Creating (in)security 

• Who wants resiliance? 

4) Conclusion 

 

Sources 

The data for this thesis will originate from the following sources: official governmental 

documents, declarations, strategies and speaches; documents and web pages of public, 

non-governmental and private organisations. Other data will come from interviewing 

responsible officials. The list of the literature is presumed. Other sources will be added 

in the process of writing the dissertation. 

 

Primary sources 

FIFTH LONDON SAFETY PLAN 2013–2016. London, 2013. Available from: 

http://www.london-fire.gov.uk/Documents/LSP5-authority-version-18-july-following-

september-authority-meeting.pdf 

 

London Resilience Strategy. Londond, 2013. Available from: 

https://www.london.gov.uk/sites/default/files/gla_migrate_files_destination/London%2

0Resilience%20Partnership%20Strategy%20v1%20web%20version.pdf 

 

http://www.london-fire.gov.uk/Documents/LSP5-authority-version-18-july-following-september-authority-meeting.pdf
http://www.london-fire.gov.uk/Documents/LSP5-authority-version-18-july-following-september-authority-meeting.pdf
https://www.london.gov.uk/sites/default/files/gla_migrate_files_destination/London%20Resilience%20Partnership%20Strategy%20v1%20web%20version.pdf
https://www.london.gov.uk/sites/default/files/gla_migrate_files_destination/London%20Resilience%20Partnership%20Strategy%20v1%20web%20version.pdf
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London Risk Register. 5.1th ed. London, 2016. Available from: 

https://www.london.gov.uk/about-us/organisations-we-work/london-

prepared/identifying-risks-london 

 

London Safety Plan 2008/2011. London, 2008. Available from: http://www.london-

fire.gov.uk/Documents/Third_London_Safety_Plan_2008-2011(1).pdf 

 

Public safety and emergencies: Emergencies: preparation, response and 

recovery [online]. London: Government Digital Service, 2016 [cit. 2016-11-08]. 

Available from: https://www.gov.uk/topic/public-safety-emergencies/emergencies-

preparation-response-recovery 

 

Strategic Emergency Plan. London, 2005. Available from: 

http://www3.cutr.usf.edu/security/documents/emergency_plans%5CLondonemergplan.p

df 

 

The London Safety Plan. London, 2004. Available from: http://www.london-

fire.gov.uk/Documents/London_Safety_Plan_2004-2005(1).pdf 

 

The London Safety Plan. London, 2005. Available from: http://www.london-

fire.gov.uk/Documents/Second_London_Safety_Plan_2005-2008(1).pdf 

 

Monographs 

COAFFEE, Jon. Terrorism, risk and the global city: towards urban resilience [online]. 
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http://site.ebrary.com/lib/cuni/Doc?id=10331433 
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Periodic literature and electronic sources 
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Introduction 
Resilience, originally a capacity to withstand and rebound from disruptive 

challenges, has become an increasingly important concept in policy-making. It serves as 

an organizing metaphor, an institutional framework, or an analytical tool (Coaffee, 

2013, p. 323; Vale, 2014, p. 191). It has gained notable attention by national 

governments all over the world, mainly in the United Kingdom, the United States and 

Japan (Coaffee, 2013, 325), as well as in mainland Europe, Latin America or Australia. 

Building resilience is being promoted by the United Nations, non-governmental 

organisations and corporations, and is crucial to many bottom-up initiatives and 

programmes. Etymological origins of resilience can be found in physics and 

engineering; the term was later used in psychology and ecology, and then rapidly 

infiltrated practice and academic debate of many other disciplines. As an example, 

resilience has been adopted by economy, geography, information technology, 

management, planning and in the last years gained prominence in the field of climate 

change (Davoudi et al., 2013, p. 307; Vale, 2014, p. 191, 192). Within security, 

resilience is concerned with national security, emergency planning, disaster risk 

management, urban planning, critical infrastructure, migration, and terrorism. 

Resilience surge in diverse disciplines is illustrated by Dunn Cavelty and colleagues, 

who show that the number of published items on resilience has increased from five 

hundred in 2003 to over three thousand in 2013 (2015, p. 4). Generally, the concept has 

been evolving and remains theoretically incoherent. It draws from various theoretical 

background and therefore remains fuzzy and blurred (Manyena, 2006, p. 434; Davoudi 

et al., 2013, p. 307). Some concepts of resilience go even as far as to contradict each 

other. It is important to ask resilience practitioners what they mean when using the term 

resilience. Although resilience is generally associated with positive connotations; it is 

described as an “inherent good” (Ball, 2011, p. 108) or a “superhero” (Dunn Cavelty 

et al., 2015, p. 4), it has also received considerable criticism from researches. Some 

believe it is an overused, yet hollow concept (Davoudi et al., 2013, p. 307), some see it 

as a tool of neoliberal governance, creating inequality and injustice (MacKinnon & 

Derickson, 2012; Vale, 2014). This thesis critically analyses resilience as a tool which 

enables governments to transfer the responsibility to communities and individuals, and 

will investigate its influence on creating an atmosphere of permanent insecurity and 

unease in the society through its everyday practices. 
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This thesis will examine how counter-terrorism resilience is conceptualised and 

practiced in London, which serves as a model in this regard for other global cities 

(Coaffee, 2009, p. 294). Resilience was first introduced to the United Kingdom’s 

emergency planning by the Civil Contingencies Act in 2004. It was a part of reforms 

following the emergency situations around the year 2000, but was mainly influenced by 

and directed towards addressing the threat of terrorism by the attacks on the United 

States on September 11th in 2001. After adopting the act, a complex network of 

institutions, organisations, emergency responders and other actors, joined in multi-

agency partnerships with the goal to build resilience. During the time period between 

2000, when the reforms started, and 2015, many official documents, strategies, and 

guides featured resilience, reshaped it, and influenced its meaning. Private companies 

and government agencies become involved in this process and resilience spread to 

everyday lives of Londoners. This thesis will therefore focus on the time period between 

2000 and 2015, which will allow us not only to observe the way resilience was 

introduced to the UK and to London, but also how it evolved during that time and with 

what consequences.  

 The thesis will first introduce the theoretical framework of International Political 

Sociology and theory of insecuritization, which will later serve to grasp the 

relationships among the key actors and their motivation, and to analyse their 

contribution to the atmosphere of insecurity. Next the thesis will explain resilience, its 

origin, and theoretical background. Furthermore, the term will be traced in the 

legislative and other documents of both the United Kingdom and London itself. By 

interpreting the discourse of these documents, the first question will be answered: How 

was resilience conceptualised in London’s security context and how did it evolve? The 

next question is: Does resilience bring new features to urban security or is it merely an 

older trend presented in new language? Tracing the evolution of the term will also help 

to identify the key actors. Through application of International Political Sociology, the 

following question will be answered: Who are the key actors promoting resilience, and 

why? In the end, the thesis will summarize the inquiry by proposing an answer to the 

last question: Are the measures implemented with accordance to resilience proving 

useful, or is their impact rather negative? 
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1. Theoretical Background and Methodology  

1.1 International Political Sociology 

This thesis will approach resilience in London through the optics of International 

Political Sociology (IPS). IPS is one of to the approaches of critical security studies. 

Critical security studies understand security in a non-traditional, or non-American, way, 

“freed from the constraints of realist and rationalist thought” (Floyd & Croft, 2011, p. 

152) and have been progressively gaining importance in the last twenty-five years. The 

most influential approach within critical security studies is certainly the so-called 

Copenhagen school with the theory of securitisation. International Political Sociology is 

derived from French sociology, inspired by the works of Michel Foucault, Pierre 

Bourdieu and the so-called Paris school. The approach has been infused with insights 

from criminology, psychology or history (Bigo & Tsoukala, 2008, p. 1). The main 

journals dedicated to IPS are International Political Sociology, Security Dialogue and 

Cultures & Conflicts (Daniel & Rychnovska, 2015, p. 28). The most significant authors 

of IPS are Didier Bigo and Jeff Huysmans, who promote their insecuritization theory 

(Floyd & Croft, 2011, p. 153, 158). 

International Political Sociology examines security differently compared to 

traditional perception: “Security is not a unified practice, is not about survival, is not a 

common good, is not a specific right, is not the first form of freedom” (Bigo & 

Tsoukala, 2008, p. 4). In contrast to securitization theory, where security is self-

referential “security is what is done with it”, IPS rather sees security as “how security is 

practiced” (Floyd & Croft, 2011, p. 158, 159). IPS and the theory of insecuritization 

understand security as a social construct. While the Copenhagen school is mainly 

focused on discursive analysis and speech acts of political elite, International Political 

Sociology understands that risks and threats are being constructed through routines of 

security professionals, their environments and tools they use (Daniel & Rychnovska, 

2015, p. 26). This concerns not only political actors, but also bureaucrats, practitioners, 

institutions, private non-state actors, individuals, and other stakeholders, whose 

relationships constitute the everyday landscape of security. (In)securitization is a 

complex process created by conduct of discursive and non-discursive practices of these 

dispersed actors. The practices are physical acts, mental processes, used tools, or 

individual understanding of a situation and emotional experience of the actors (Daniel & 

Rychnovska, 2015, p. 31). These practices might seem unimportant, even banal; 
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Huysmans call them “little security nothings”. However, within IPS they play crucial 

role in (in)securitizing (Huysmans, 2011, p. 2).  

Bigo claims that liberal regimes apply practices of exceptionalism that create 

atmosphere of insecurity and unease to justify illiberal practices (Peoples & Vaughan-

Williams, 2010, p. 70). Security and insecurity are interdependent, if one actor gains 

security, the other must gain insecurity. Unlike in the securitization theory, the actors 

are never sure of the results of their move, as it depends on many other actors “engaged 

in the competitions for defining whose security is important”. Bigo asks “Who is doing 

an (in)securitization move, under what conditions, towards whom, and with what 

consequences?” (Peoples & Vaughan-Williams, 2010, p. 70). He disagrees with the 

statement that terrorism is what causes insecurity. It is rather caused by relations 

between transnational clandestine organisations, national governments, and a complex 

web of local interests. Insecurity is understood in terms of risk and unease (Bigo & 

Tsoukala, 2008, p. 3, 4). The (in)securitizing actors, or “management of unease”, 

although working transnationally, do not follow a master plan; it is not a conspiracy, 

each actor is simply following their own interests. The actors are heterogeneous, 

incoherent, but highly predictable (Bigo & Tsoukala, 2008, p. 4).  

Didier Bigo uses Bourdieu’s concepts of field and habitus (Daniel & 

Rychnovska, 2015, p. 33, 34) and Foucault’s concept of panopticism. The concept of 

field describes the rules of relations among actors. Habitus is concerned with how the 

actors behave, with their patterns of thought. The behaviour is explained by 

understanding the position of the actor in the field and the pursuit of the actor’s capital 

(social, economic, cultural). Actors behave according to their internalised “common 

sense” (Daniel & Rychnovska, 2015, p. 34; Floyd & Croft, 2011, p. 158). For an 

(in)securitization theorist, the security field creates new forms of governmentality, 

combining sovereignty, discipline, and government. Joseph describes governmentality 

as “the conduct of conduct” or “the ways in which the conduct of individuals, groups 

and institutions might be influenced from a distance” (2013, p. 259). Floyd and Croft 

see governmentality as “the art of government, which according to Foucault, rests on 

two poles: ‘the disciplines of the self and the regulations of population’” (2011, p. 159). 

Therefore, security practice is a product of governmentality (Floyd & Croft, 2011, p. 

160). Bigo suggests a modification of Foucault’s panopticism, describing connections 

between power and knowledge. His “ban-opticon” does not serve to describe general 

surveillance methods, but the ability to select surveillance by society’s needs. It enables 
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to decide who needs to be surveilled, and who does not (Floyd & Croft, 2011, p. 160). 

The data used within IPS are usually qualitative and comprise of description of specific 

practices of actors, understanding the conduct and environment. IPS is not focused on 

data collection, rather we talk about creating them, which stresses the researcher’s role 

and distances the approach from the positivist interpretation of data. The goal of 

research is to understand the context in which security is practiced (Daniel & 

Rychnovska, 2015, p. 31, 36).  

1.2 Methodology 

 The thesis will adopt a critical framework of insecuritization theory and use 

interpretative methodology to understand and explain the phenomena emerged during 

data collection. The data will be gathered by tracing resilience discourse, collecting, and 

thematically analysing key documents, both governmental and private, by assesing 

information published by the main actors, describing physical manifestation of 

resilience in London and using existing literature. The findings will be problematicized 

and critically assessed.   

In the second chapter the thesis will examine several roots of origin of the 

resilience concept, its adaptation to social sciences and the understanding of it in urban 

security with focus on emergency planning. This will produce a classification of the 

roots of resilience, which will then be used in later chapters to clarify the 

conceptualisation of resilience in the United Kingdom and London. The term’s 

proliferation to the UK and its institutionalisation will be assessed in the third chapter. 

The actors, both governmental and private, responsible for conceptualising resilience 

will be identified. Their definitions of resilience will be investigated by analysing their 

strategic documents and then evaluated from two perspectives. First perspective will 

aim to show if understanding of the concept is unified among the actors, the second will 

illustrate how the concept evolved in the time period between 2000 and 2015; the 

classification of the origins of resilience will serve as reference. This will be done both 

on a national level as well as for London only. Chapter four will describe how certain 

counter-terrorism resilience measures are implemented in London. This will illustrate 

how resilience penetrates everyday lives of Londoners and constantly reminds them of 

the threats of terrorism. Chapter five will build on the findings and quantitative data 

gathered in the previous chapters. First, the thesis will describe the field of UK 

resilience. Through explaining the position of the actors and the capital they should be 
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pursuing it will put forward an understanding of their habitus. Followingly, focus will 

be on resilience as governmentality and the thesis will be concluded by illustrating how 

the ban-opticon manifests in UK resilience implementation.  

2. What is Resilience? 

Many different fields use resilience in a seemingly similar way. The common 

theme is that resilience means a capacity of response to disruption with a substantive 

element of recovery. But detailed understanding of resilience may differ in important 

features of the concept1 which influences the narrative and hence the practical use and 

implementation as well. The possible confusion is reflected by high number of research 

articles dedicated to search for the definition. In the second chapter of the thesis the 

origin and evolution of resilience will be examined. A detailed overview is necessary to 

illustrate the complexity from which decision makers and practitioners draw their 

understanding of the concept. When different people speak of resilience, they may mean 

a number of different things. Accordingly, to this inquiry I will compose classification 

of the roots of resilience, which will be instrumental in understanding of the 

conceptualization shifts in the United Kingdom and London between 2010 and 2015. 

Features determining each root will be identified and will later serve as the decisive 

factor in classifying particular resilience understanding. Further, the path of resilience to 

urban security and consequently terrorism focused disaster risk management will be 

described. 

2.1 The Origin of the Concept 

2.1.1 Roots of resilient thinking 
Although resilience is identified as a modern approach to security and disaster 

planning in this thesis, the concept itself has been around for a long time and has been 

used in many contexts. As claimed by Bodin and Wiman (2004, p. 34) it originated in 

the ancient thinking in the fields of mathematics and engineering. Later, around 1940s, 

the concept became broadly used in psychology and psychiatry (Waller, 2001). Twenty 

to thirty years later, resilience entered the field of ecology (Folke, 2006). At the 

beginning of 1980s the concept migrated to social sciences, also as an approach in 

disaster risk management studies (Aldunce et al., 2014, p. 257). Application of the 

                                                 
1 An overview of various resilience definitions is presented in Appendix no. 1. 
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concept in social sciences further transformed and developed the concept. That led to 

the evolutionary resilience concept, which is applicable to society or social systems 

such as a city. I will briefly introduce these roots of the concept of resilience and 

resilience formulation in social science in the following paragraphs. In each root, there 

is a number of various resilience definitions. Those definitions that represent the 

common use of the concept in each root were chosen.  

The engineering root (also called physical or mathematical root) of resilience 

refers, as Bodin and Wiman state, to one of the elements of stability (another element 

being e.g. resistance) and is used for instance in the design of infrastructure. In this 

context resilience is sometimes called elasticity: “The faster the system returns to its 

equilibrium after a displacement, (…) the more elastic (resilient) it is” (2004, p. 34, 

35). Thus, resilience is an inherent property of a material or a system, which is 

observable when the object's stable state is disrupted. “A resilient material, for example, 

bends and bounces back, rather than breaks, when stressed” (Norris et al., 2008). For 

the engineering root the most essential aspects of resilience is whether the object returns 

to the pre-stress condition (equilibrium), and how fast that happens. Therefore 

efficiency, constancy, and predictability (characteristics essential for engineering 

design) are inherent in this root (Davoudi et al., 2013, p. 308). This is also consistent 

with the name of the concept: resilience originated from the Latin word resilio and 

means “to jump back” (Klein, Nicholls and Thomalla, 2003).  

Psychology and psychiatry took over and adapted the engineering concept. 

According to most of the resilient literature, it first appeared in the 1940s in works of 

Norman Garmezy, Emmy Werner, and Ruth Smith. They applied the concept to 

individuals and human communities and were mostly interested in the negative effects 

of traumatic stressors (such as divorce, abuse, or war) on children (Manyena, 2006, p. 

433, 434). Resilience in psychology is understood as the ability to cope with distress 

without sustaining a permanent harm while remaining functional. More precisely, citing 

B. Egeland, it is “the capacity of successful adaptation, positive functioning, or 

competence… despite high risk status, chronic stress, or following prolonged or severe 

trauma” (Norris et al., 2008, p. 129). Some definitions from psychology are based on 

the notion of recovering back from disasters, but others, such as the one above, enrich 

the concept by adding a new notion - the notion of adaptation. Psychology also 

broadened the nature of disruptions. Disruptions may have a form of chronic stress or 

prolonged trauma, not only an acute shock. 
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In his influential work Resilience and Stability of Ecological System, C.S. Holling 

introduced resilience to ecology. His text from 1973 emphasised the notion of complex 

systems. He, and later other ecologists, were concerned with the viability of ecosystems 

and their ability to restore themselves after a disruption. Holling wrote that: “Resilience 

determines the persistence of relationships within a system and is a measure of the 

ability of these systems to absorb changes (…) and still persist”. Against this 

understanding of resilience he put the notion of stability: “Stability, on the other hand, 

is the ability of a system to return to an equilibrium state after a temporary 

disturbance” (Holling, 1973, p. 17). This distinction emphasises what some 

psychologists had already defined. From the ecological point of view, resilience 

includes the ability of adaptation and change. The original state of equilibrium may 

transform into another when the system is disrupted, without altering the fundamental 

function of the system. New secondary structures and behaviours can emerge as the 

complex system adapts. Hence for such system, there are more possible equilibria, not 

only one (Aldunce et al., 2014; MacKinnon & Derickson, 2012). “Ecological resilience 

thus places the emphasis on persistence, change and unpredictability (…). The 

emphasis is not just on how long it takes for the system to bounce back after a 

disturbance, but also how much disturbance it can take and still persist before changing 

function” (Davoudi et al., 2013, p. 309). The distinct feature in ecological resilience is 

that there is a limit to it. When a system passes the limit, it collapses into a different 

state with changed function, controlled by a new set of processes (Vale, 2014, p. 192). 

From this roots overview, three distinct concepts of resilience emerge. The first is 

the engineering resilience, the second is the psychological resilience, and the third the 

ecological resilience. The first is a property of a material or an object, the third is a 

process, and the second is both. While “engineering resilience focuses on maintaining 

efficiency of function, ecological resilience focuses on maintaining existence of 

function”. Again, psychological resilience is based on both: maintaining existence while 

preserving efficiency. The engineering root is conceptualized around the ability to 

bounce back, the ecological around the ability to bounce forth (Davoudi et al., 2013, p. 

309). In the psychological root this understanding varies. While psychological resilience 

seems to be a combination of the other two and does not serve as the ideal type in Max 

Weber’s sense, it deserves to be recognised as a separate root not only historically, but 

theoretically. It first brought about the notion of adaptation and it includes long-term 

stresses as a form of perturbation. From this point of view, it seems that the ecological 



   

 

10 

  

resilience is more suitable for society, community and organization (Norris et al., 2008, 

p. 130), but in many fields, for example in disaster studies, the engineering-based 

concept of resilience persists (Davoudi et al., 2013, p. 308). 

 

2.1.2 Resilience in social science 
As MacKinnon and Derickson state, the concept of resilience, the one rooted in 

ecology, has migrated to social science and public policy in recent years. It has “rapidly 

infiltrated public policy fields such as national security, financial management, public 

health, economic development and urban planning as policy-makers and expert 

advisors have adopted the concept” (MacKinnon & Derickson, 2012, p. 253, 256). 

However, applying such concept on people and their environment is questioned for 

being conservative of established social structures, often shaped by unequal power 

relations and injustice (MacKinnon & Derickson, 2012, p. 254), and for being 

imprecise. The first critique links to the fact that resilience building puts pressure on 

local areas. While the wealthier are capable of implementing such measures, the less 

fortunate are being spiralled towards bigger financial and capability issues2. The second 

critique is that the concept may be inappropriate or “glittery” (Norris et al., 2008, p. 

128). The main reason is that society is much more complex than natural systems. Vale 

(2014, p. 193, 195) for instance questions the existence of an equilibrium in such 

context as illusory: “Most societies are not in anything like an ecological equilibrium at 

the moment just before the latest disaster strikes (…) many societies actually face plenty 

of displacement of the socio-economic sort well before some discrete or dramatic crisis 

occurs or nameable specific disaster strikes”. While the engineering and ecological 

resilience share the notion of equilibrium, to which one bounces back and the other 

bounces forth, the socio-ecological approach challenges this stability notion (Davoudi et 

al., 2013, p. 309).  

Davoudi defines socio-ecological resilience as “the ability of complex socio-

ecological systems to change, adapt or transform in response to stresses and strains,” 

which avoids the idea of returning to equilibrium. Rather than socio-ecological, 

Davoudi calls the concept evolutionary resilience. According to evolutionary resilience 

the system undergoes four phases of change, together called the “adaptive cycle”. The 

first is the phase of growth, when the system accumulates resources, raises diversity, 

and seizes opportunities. Resilience in this phase is high, but decreasing. In the second 

                                                 
2 See MacKinnon & Derickson, 2012; Vale, 2014. 
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phase, the phase of conservation, the growth slows down and system is maintained; 

resilience is low, but the system stable. The phase of creative destruction is when a 

disaster occurs. The system releases the accumulated resources; resilience is now low 

but increasing. Last comes the reorganisation phase - time of innovation, restructuring, 

and high resistance (Davoudi et al., 2013, p. 310).  

The cycle is not necessary sequential (a phase can be skipped) and the system does 

not function in a single cycle, rather in a series of nested large and small cycles, 

interacting on multiple scales3 (Davoudi et al., 2013, p. 310). Evolutionary resilience is 

therefore continually altering while the system changes, adapts, and self-organises. In 

such understanding, resilience is not merely seen as a buffer, shield, or shock absorber, 

as by the previous conceptualizations (Manyena, 2006, p. 438). It also embraces “the 

dynamic interplay between persistence, adaptability and transformability across 

multiple scales and time frames” (Davoudi et al., 2013, p. 310). To build resilience, the 

system must be robust (Persistence), flexible (Adaptation), and innovative 

(Transformability). Yet in the social context, this thinking does not account for human 

intervention, use of technology, or anticipation in order to direct the cycle. Therefore, 

Davoudi and her colleagues propose to add also the capacity to learn (Preparedness)4, 

(Davoudi et al., 2013, p. 310). According to Mehmood (2016, p. 411) evolutionary 

resilience addresses the shortfalls of the former types of resilience. 

As agreed by a number of authors, resilience is not a paradigm nor a theory. It is 

more a metaphor, a lens, or an entry point. It is often spoken about “resilience thinking” 

implementation. Which points out to the fact that resilience is mostly an optic, helping 

to interpret reality. At best, it is a conceptual framework enabling us to grasp processes 

in dynamic systems or “governmental philosophy” (Manyena 2006; Davoudi et al, 

2013; Swanstrom 2008; Norris et al., 2008; Svitkova, 2015; Dunn Cavelty et al., 2015). 

Resilience has entered many fields of study. In this process the original engineering idea 

has been transformed and adapted to each respective field. The definitions of resilience 

vary even within each field. Some have even proposed to abandon the concept: 

“Looking back, one wonders if perhaps the social and psychological sciences should 

have created their own language, free from inherent meanings, but the term is probably 

here to stay” (Norris et al., 2008, p. 128). The fact that individual scholars, policy-

                                                 
3 Visualized in Appendix no. 2; for detailed description of the adaptive cycle see 

Davoudi et al., 2013.   
4 Evolutionary resilience building components are visualized in Appendix no. 3. 
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makers, and practitioners use the term while drawing from different roots of the concept 

has created some confusion. To be implemented properly, resilience therefore needs a 

clear explanation, philosophical grounding, and unified understanding by actors in 

specific cases of application. 

The inquiry of resilience evolution in previous paragraphs has been summed up 

into a classification presented in the table in Appendix no. 4. The table lists the most 

important notions of each resilience root. By identifying these notions in definitions 

used by the UK government as well as the local government in London, the roots which 

specific definitions draw from will be identified. This will illustrate that many 

definitions are inspired by more, sometimes even contradictory, theoretical 

backgrounds.  

2.2 Resilience in Urban Security 

2.2.1 The Need for a New Approach 
The attacks on New York in September 2001 revealed that terrorism is now global, 

complex, and unpredictable and aims at causing as many casualties as possible. It 

pointed out that terrorists are looking for new tools to utilise. This raised many voices in 

the post-9/11 debate over urban security, calling for a better preparedness and for a new 

way to respond to the new threat. There was a need to do things better and differently. 

This section will show why resilience emerged in urban security as the dominant 

approach, especially with focus on disaster risk management.  

After 9/11, the cities suddenly felt fragile and started to ostentatiously protect their 

most valuable areas. This was done by implementing an older concept of “defensive 

city”, which is an attempt to plan-out terrorism by designing the city environment. 

Security zones with restricted access, surveillance, CCTV networks, and other measures 

using advanced technology and planning regulations were put in place. But this 

territorial defence was protecting critical infrastructure and other high value targets, not 

the city as a whole (Coaffee, 2006, p. 392; Coaffee & Murakami Wood, 2006). These 

precautions are not only expensive to maintain on a long-term scale, but have other 

significant disadvantages as well. A city is a dynamic system, its functions limited by 

building walls or zones with restricted access. Checkpoints at the entrances to these 

areas choke the natural flow of transportation and people through the city environment. 

Other concomitant features are increased surveillance and data collection, which are 

often perceived to endanger civil liberties of the population.  
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The following years showed, that even cities fortifying their most vulnerable areas 

are not able to plan-out all risks. The ability to prevent any attack from happening has 

begun to be questioned. Another argument, which can be demonstrated on the 

November 2015 attacks in Paris, arose: “What perhaps resonated most regarding the 

attacks is how and when they were committed, specifically in terms of the targets' 

selection”. The attackers did not choose an infrastructure hub, where the number of 

casualties would be high, or an institution with high symbolic or economic value, “there 

seem to be a tendency on the side of terrorists to choose targets which are quite 

opposite: seemingly random, unprotected, crowded and open-access sites” (Svitkova, 

2015). In Paris they stroke on the Western way of life – a restaurant, a concert, and a 

stadium. This goes with accordance to what Coaffee, O'Hare, and Hawkesworth wrote 

in 2009: “terrorist attack(s) have been expanded to encompass a range of ‘crowded 

places’, such as shopping centres, nightclubs and sports stadiums, with the express aim 

of inflicting mass casualties” (Coaffee et al., 2009, p. 490). In such case, Svitkova 

argues, talking about resilience of buildings and high-value targets is “simply 

irrelevant”. If terrorists are interested in such vaguely defined targets, their protection is 

impracticable due to their number. “Urban systems are complex and thus not 

susceptible to total control or total security. A possibility of a terrorist attack can never 

be reduced to zero” Svitkova explains (2015). That does not mean that the defensive 

city concept has been abandoned, but other ways to protect cities against terrorist 

attacks have been sought.    

If the attacks are in their nature unpredictable and they cannot all be prevented, then 

the cities should be better prepared. There was a strong pressure to abandon the reactive 

approach and focus more on preparedness. This confirmed that urban security is highly 

concerned with sudden events to which preparations should be made and ensured that 

disaster risk management is of crucial importance for urban security. Traditionally, most 

emergency planning capacities were aimed at minimizing the impacts of a disaster, after 

it had occurred. Disaster risk management is frequently displayed as a cycle5, which 

puts equal emphasis on each phase of the cycle (Response, Recovery, Mitigation, and 

Preparedness). But in reality, the focus is mainly on response. Resilience, on the other 

hand, offers the possibility to balance both the reactive and the proactive approach 

(O'Brian et al., 2010, p. 499; Coaffee, 2006, p. 397, 399).  

                                                 
5 See the disaster management cycle in Appendix no. 5. 
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The events of 9/11 “imply the need for new urban knowledge or at least fresh ways 

to apply older understandings, (…) They raise the potential for new research strategies 

that might lessen danger from terrorists” (Molotch & McClain, 2003, p. 679). As 

Coaffee (2006, p. 396) argues, defensive urban design or environmentally focused 

emergency planning has usually been studied in isolation. After 9/11, there was a need 

for the new approach to be more integrated and holistic. The above described spread of 

resilience through various fields can serve here as an advantage. It works as a 

“translation term” allowing “connections to be made between different strands of 

research” and can therefore enrich security thinking with new insights (Gold & Revill, 

1999, p. 235). In this context, Tierney labels resilience as a boundary object. That 

means the concept allows collaboration between disciplines, connects practice and 

science, and is generally perceived as a positive thing. However, boundary objects also 

have negative effects, such as masking conflicts and power relations (Tierney, 2015, p. 

1331).  

Resilience seems to enable to address the needs and questions that appeared after 

9/11. It puts coping with an adverse event in the centre on security process (Dunn 

Cavelty et al., 2015, p. 6). That explains why it is becoming an increasingly dominant 

approach in urban security. It is focused on a various series of complex threats, 

therefore enables unified approach. Resilience does not claim it can plan-out terrorism, 

rather it accepts the uncertain and complex nature of the threat and acknowledges that 

disasters do happen. A resilient city strengthens not only zones around high value 

targets, but understands city's terrain vulnerability in its complexity. It may use 

surveillance methods, but not as the cornerstone of its strategy. Since preparedness is a 

crucial element of resilience, it fits the need to abandon reactive-only approaches. It 

connects various fields of study by common terminology, therefore brings fresh ideas 

into urban security. Resilience also helps shift focus on people and communities. 

Furthermore, after 9/11 the military security approach has been gradually replaced by 

human security (Khalid, 2015, p. 331). “International security studies and associated 

polices have increasingly embraced notions of human security that place people, rather 

than the state, at the centre of security policy,” (Coaffee et al., 2009, p. 491). Resilience 

offers tools to be implemented on the level of individuals and communities. 

The account above presents what resilience can improve in urban security, but its 

use also brings some negative aspects. For example, resilience addresses the issue of 

uncertainty from the governing perspective and serves as a framework which transfers 
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responsibility away from the government to the local level. This governing from 

distance, enables the government to seemingly have the uncertain threat under control, 

while the gravity of policy implementation rests with other actors. This governmentality 

logic of resilience will be further developed after describing the field of resilience 

security in the last chapter. 

2.2.2 Disaster resilience 
General urban security is predominantly concerned with day-to-day community 

activities, society functioning, and welfare of individuals (Prior & Roth, 2013, p. 61, 

62). Since urban counter-terrorism resilience in London is mostly focused on disaster 

risk management (DRM), in order to assess the impact on everyday lives of Londoners, 

conceptualisation of resilience within DRM is needed. 

Within DRM resilience firstly gained significant attention and credibility after the 

World Conference on Disaster Reduction adopted “The Hyogo Framework”6 (Aldunce 

et al., 2014; O'Brien & Read, 2005, p. 355). This document puts forward the following 

definition: “The capacity of a system, community or society potentially exposed to 

hazards to adapt, by resisting or changing in order to reach and maintain an acceptable 

level of functioning and structure. This is determined by the degree to which the social 

system is capable of organising itself to increase this capacity for learning from past 

disasters for better future protection and to improve risk reduction measures” 

(UN/ISDR, 2007). This complex definition combines ecological and evolutionary roots. 

It is built mostly on the notions of learning, self-organisation, ability to adapt, and 

maintaining function. Originally DRM literature had derived the concept from the 

engineering root, with only two main features – the idea of bouncing back and the speed 

of it. Later, under the influence of the systemic thinking, DRM resilience moved 

towards the idea of discontinuous change, unpredictability of threats, and broader 

understanding of the concept (Aldunce et al. 2014, p. 257). This shift is visible when 

examining resilience definitions used in disaster management in the table in Appendix 

no. 6.  

From these definitions, general notions and key elements of resilience in DRM can 

be extracted. Apart from the engineering based ideas of flexibility, capacity to absorb, 

recover, time-efficiency, and bouncing back, there is a strong accent on ecological 

                                                 
6 Hyogo Framework for Action 2005-2015: Building the resilience of nations and 

communities to disasters. 



   

 

16 

  

productivity, maintaining existence, and structure, while evolutionary elements aim for 

decreasing losses, mitigating hazards, and containing effects of disaster by learning. The 

system is described to be opened, self-reliant, diverse, and resourceful with an ability to 

self-learn, anticipate, and adapt for future disaster events. Actors involved should be 

able to function beyond the limit they exhibited in the last disaster. The definitions 

perceive resilience on the level of individuals, groups, organisations, communities, and 

societies. 

There are two broad ways of understanding resilience in disaster risk management: 

resilience as an outcome and resilience as a process. The former is reactive and the later 

proactive approach. “Outcome-oriented disaster resilience programmes are inclined to 

adopt command and control style,” they might strengthen exclusion and inequality. The 

process-oriented style “places emphasis on human role in disasters,” (Manyena, 2006, 

p. 438). Lately, with accordance to the need to be more prepared and the shift towards 

human security optics, the later prevails.  

Resilience brought positive features into DRM. First it focuses on building 

something up, rather than just reducing something (for example vulnerability), 

(Manyena, 2006, p. 435). Resilience is closely related to sustainable development 

(O'Brien & Read, 2005, p. 355). Second, it opens up possibilities for change and 

innovation. Not only by opening up to knowledge from other fields, but also by 

including local knowledge: “The conventional disaster management cycle tends to be 

locked in a process of single-loop learning where the emphasis is on institutional 

resilience and improved performance, (…) lacks the richness of local knowledge and 

experience necessary to build effective preparedness”. Resilience building enables a 

learning process at all levels, “Institutional learning empowers the local level and 

strengthen governance” (O'Brian et al., 2010, p. 504, 506). The changes are enforced 

upon negotiation, not by imposition, according to O'Brian et al. Resilience is thus 

supposed to help DRM eliminate its top-down “paternalistic” mode, which tends to 

obey “supply, rather than demand” (Manyena, 2006, p. 438). The concept of resilience 

also allows for a full understanding of risk and vulnerability. By addressing not only 

victims, physical damage, or financial loss, but also disaster's impact on communities 

(Manyena, 2006, p. 436). In counter-terrorism, resilience allows to adapt emergency 

planning for everyday civil use and broadens the agenda of emergency planning beyond 

terrorism (Hardy, 2015, p. 83). 

Concluding this chapter, there is no one single definition or understanding of 
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resilience. The concept is flexible and has a capacity to encompass various notions, 

ideas, or applications, even within one field of study. The institution implementing 

resilience is in charge of the content of the definition. This shows how vague resilience 

can be and the number of thought streams that can influence it. The above listed features 

may be present in the individual institution's resilience definition or it might be only a 

selection of some of them. It might as well be enriched by novel elements. It is common 

that one understanding of resilience is inspired at the same time by two or more 

different roots. That is a manifestation of unclear theoretical background of resilience in 

the field of security. This will be obvious in the third chapter of this thesis in the 

analysis of resilience understanding by the UK government and other institutions. The 

possibility to manipulate the term for its vagueness, also explains resilience surge to 

various disciplines. Resilience is often described as a hollow or an empty concept. 

Klein, Nicholls, and Thomalla observed that “after thirty years of academic analysis 

and debate, the definition of resilience has become so broad as to render it almost 

meaningless” (Tierney, 2015, p. 1330, 1331). This meaninglessness allows to kidnap 

the term and formulate it for one’s purpose. Tierney (2015) compares resilience with 

Aguirre’s understanding of sustainable development. Both concepts are used in a similar 

way. Aguirre wrote about sustainable development that “the term becomes a ‘hip’ 

expression, part of the culture of granting agencies”, it is ”an umbrella concept, a flag 

around which different constituencies can rally. It is a very useful symbol, like liberty or 

democracy, around which a number of interpretations are possible” (Aguirre, 2002, p. 

103, 106).  

3. Tracing the Term in the United Kingdom and London  

The following paragraphs will attempt to answer the questions: what disaster 

resilience with focus on terrorism and disaster planning means in the United Kingdom, 

specifically in London; how was it first introduced to government policies and how did 

the concept evolved? This will be done by working with existing literature and mainly 

by reviewing official documents: first on the level of the national government, then on 

the level of the local government in London. The institutional framework responsible 

for promoting and building resilience will be introduced on both levels. 
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3.1 Resilience in the United Kingdom 

3.1.1 Institutionalizing resilience 
After the Second World War, in the wake of the Cold War, growing fears of a 

possible nuclear attack on the United Kingdom led to the Civil Defence Act, adopted in 

1948. It created procedures for the public to protect itself. Emergency management was 

then in hands of local governments. With some adjustments in the 1980's, the system 

remained mostly unchanged till the end of the century. Co-ordination from the centre 

was weak and emergency plans were prepared locally: “The UK central government 

was quite willing to let local agencies deal with emergencies” (O'Brien & Read, 2005, 

p. 353). Government priorities were elsewhere. It is best illustrated by decreasing the 

funding for emergency planning in the last decades of the century, from £29 million in 

1988-1989 to £14 million in 1997-1998 (O'Brien & Read, 2005, p. 358). But a series of 

events around the year 2000 revealed the inability to cope with large-scale disturbances. 

The Millennium Bug (possible computer dating system failure), severe floods of autumn 

2000, the Fuel Blockade of September 2000, later also the 2001 Foot and Mouth 

epidemic, and the 2002 firefighter's strike7 demonstrated vulnerabilities of the UK's 

infrastructure and emergency management. The events revealed that it is unclear who is 

in charge when large-scale disturbances happen, response is uncoordinated, funds are 

insufficient, and consequence management is inadequate (O'Brien, 2006, p. 68, 69). 

While the local responders were perceived to perform well, there was a significant 

disconnect between them and the government (Brassett & Vaughan-Williams, 2013, p. 

230). The emergency system needed a better structure. Also, reforms introduced by the 

Labour government interfered with the emergency system: “Recent round of 

privatisation, reorganisation and a general “hollowing out of the state” have left a 

disorganised ‘chain of command’ without authoritative leadership” (Coaffee, 2006, p. 

398).  

A reform was necessary. One that would include a whole new spectrum of 

cooperating actors: government officials, military, non-governmental organisation, 

emergency responders, and companies. At this point the reform was to be focused on 

institutions, not the public: “This was essentially viewed as a professional and technical 

response developed by 'experts' and critically without any meaningful public debate” 

(Coaffee & Rogers, 2008, p. 104). The Home Office decided to review national 

                                                 
7 The last four are sometimes called the '4Fs' (Brassett & Vaughan-Williams, 2013). 
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emergency planning in February 2001. In July, the leading role was given to a new body 

within the Home Office: Civil Contingencies Secretariat (CCS), (O'Brien & Read, 2005, 

p. 354). The purpose of CCS was to centralise all responsibilities dispersed across 

government departments and unify emergency management in the country. Its aim was 

“to ensure that the UK and its communities remain a safe and secure place to live and 

work, by effectively identifying and managing the risk of emergencies, and maintaining 

world-class capabilities to respond to and recover from emergencies”. The CCS had 

five goals: to detect emerging crises, cultivate preparedness and response, build greater 

resilience, provide leadership and guidance towards resilient communities, and to 

increase effective management (UK Government Web Archive, 2008). While CCS was 

reviewing the situation in emergency planning, the 9/11 attacks took place. Many 

authors agree that these attacks hastened the reform process and made terrorism the key 

focus of UK resilience (Coaffee & Murakami Wood, 2006; Swords et al., 2010; O'Brien 

& Read, 2005). The UK was particularly alarmed by the event. The country had more 

than thirty years of experience with Irish terrorism, but the new threat differed 

substantially.  

The 2004 Civil Contingencies Act confirmed the reform and the importance of 

resilience building. It clearly identified the responsibilities of local authorities, 

emergency services, local businesses, and organisations. The Act expanded and 

specified the role of CCS. It officially created multi-agency partnerships: Local 

Resilience Forums (LRF), Regional Resilience Teams (RRT), Regional Resilience 

Forums (RRF), and Regional Civil Contingencies Committees (RCCC), all centralized 

under and coordinated by the CCS. The LRFs consist of representatives of local 

emergency responders, local authorities, the public, and private and volunteer 

organisations. The RRFs are equivalent to their local counterparts, but also include 

central governmental agencies and armed forces. The same group assembles in times of 

crisis with extra members, chosen for the specific event. Than we talk about a RCCC 

(Medd & Marvin, 2005, p. 4). The RRTs are “the ‘regional presence’ of national 

government” (Cabinet Office, 2003, p. 67). The forums are not statutory bodies, they 

are a process of responders coming together to cooperate. They do not have the powers 

to direct its members, nor can they be held responsible (Brassett and Vaughan-Williams, 

2013, p. 234). Among other things, these bodies are on all levels responsible for 

“drawing up regional risk maps, co-ordination plans, information sharing and training 

exercises” (Joseph, 2013, p. 256). For instance, risk assessment is of crucial importance. 
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The LRFs publish their risk assessment in Community Risk Register. The RRFs 

compile their own version called Regional Risk Assessments. On the national level, the 

National Risk Assessment is created by Cabinet Office and its public version the 

National Risk Register, is made available. The first one was published in 2008 

(GOV.UK, 2013b). The Community Risk Registers are used to inform the Regional 

Risk Assessments, and the latter provide information to the National Risk Assessments. 

To build and assess the level of resilience in any region of the UK, the Civil 

Contingencies Secretariat runs the National Resilience Capabilities Programme.  

The Civil Contingencies Secretariat defined resilience as “the ability at every 

relevant level to detect, prevent, and, if necessary, to handle and recover from 

disruptive challenges,” that is in context of natural, technical and man-made crises and 

disasters (Cabinet Office, 2004, p. 1). This stresses a multi-level approach, risk 

assessment, prevention, response, and recovery. This understanding of resilience is 

closest to the engineering concept. It presumes a state of equilibrium and lacks any 

notion of adaptation or self-regulation. It also spares the idea of learning, even though it 

is mentioned several times later in the document. Despite proclaimed multi-level 

approach and stressing out local community role, early resilience conceptualisation in 

the UK has been criticized for its top-down, outcome-oriented, command-and-control 

style. Manyena and Mehmood described the UK resilience as successful in terms of 

coordinated response capabilities of emergency services (fire, health, and police 

institutions) and government agencies, but also argued that real community involvement 

is missing: “broad-scale community involvement is not part of the United Kingdom 

government's resilience strategy” (Manyena, 2006, p. 438) and “it overlooks the 

adaptive capacity of the communities and self-regulatory nature of socio-political 

systems” (Mehmood, 2016, p. 411). O'Brien wrote in 2006: “While resilience should be 

a holistic approach, the government tendency is to narrowly focus on institutional 

reliance” (O'Brien, 2006, p. 72). 

The fiscal crisis of 2007 and 2008 brought about significant changes. Austerity 

measures, especially efficiency savings, and cuts in the public sector funding were 

passed in order to recover from a long-term recession and the idea of Big Society was 

put in work (Mehmood, 2016, p. 409). Big Society was the central idea of Cameron's 

Conservative Party's strategy for the general election in 2010. The Big Society meant a 

different way of governing. Instead of central control it was supposed to bring less 

government and promote philanthropic action, empower communities and individuals 
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and involve private sector to take responsibility in society. It was a way to decrease the 

budget deficit by cutting public expenditures “with resilience approaches central to 

ongoing policy responses as urban leaders try to deliver 'more for less'” (Coaffee, 

2013, p. 333). According to Bulley and Sokhi-Bulley “it claims to empower, that is to 

make us responsible as individuals, communities and, ultimately, as a population, so 

that we might become actively involved in community control and self-management” 

(2014, p. 452, 453). But critics claim it was “just an excuse to save money by cutting 

public services” (Ferragina & Arrigoni, 2016, p. 7) and question the underlying 

principle of empowering individuals and communities. As Joseph argues UK resilience 

works as the neoliberal “idea of governance from a distance through encouraging 

active participants to ‘do the right thing’” (2013, p. 260). This critique will be expanded 

later in the thesis.  

Resilience implemented through the Big Society optics therefore brought an 

increased “'responsibilization' by involving citizens and communities in their own risk 

management“ (MacKinnon & Derickson, 2012, p. 257). The 2011 Strategic National 

Framework on Community Resilience (SNFCR) is a manifestation of the Big Society 

impact on resilience. It is intended to explain to individuals and communities the 

possible ways to help themselves during an emergency and to become more resilient. 

The concept is here defined as “the capacity of an individual, community or system to 

adapt in order to sustain an acceptable level of function, structure, and identity” 

(Cabinet Office, 2011, p. 4), a combination of the psychological and the ecological 

roots. This definition is taken from a pamphlet by UK think-tank Demos, according to 

Joseph (2013, p. 253, 254). The 2009 pamphlet called Resilient Nation reflected the 

current state of resilience thinking in the UK and the need to reframe it: “we need to 

rethink the concept of resilience in a way that resists the temptation to think only in 

terms of the ability of an individual or society to ‘bounce back’ but suggests a greater 

focus on learning and adaptation. In a new definition of this concept, responsibility for 

resilience must rest on individuals not only on institutions” (Edwards, 2009, p. 10). This 

suggests that UK disaster resilience around 2010 might have been on the way to accept 

the notion of many equilibria and thus get closer to the ecological root understanding. 

Yet it is still far away from the evolutionary resilience. The conceptualization of 

resilience in SNFCR is not very elaborate, but the SNFCR also puts forward a working 

definition of community resilience: “Communities and individuals harnessing local 

resources and expertise to help themselves in an emergency, in a way that complements 
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the response of the emergency services” (Cabinet Office, 2011, p. 4). This illustrates a 

much decentralised model with emphasis on local knowledge and resources, where 

individuals and communities are expected to unburden their emergency services in the 

time of crisis by being prepared and by enabling their response. The same 

conceptualization of resilience as in the SNFCR was used in later documents of the 

2010 - 2015 era. For example, in the Resilience in society: infrastructure, communities 

and businesses (2013) or in the 2010 - 2015 government policy: emergency response 

planning policy paper. The role of the government in building resilience has been 

reduced to providing framework and guidance. It is supposed to equip with skills and 

knowledge and offer opportunities to share good practice, news and ideas (GOV.UK, 

2015).  

Cameron's Coalition government produced other documents to help achieve 

such resilience, apart from the SNFCR. As part of the Community Resilience 

programme, established in 2008, documents guiding towards greater resilience has been 

made available: Preparing for Emergencies: Guide for communities and Community 

Emergency Planning Toolkit. Other bodies have been formed and documents published 

concerning building resilience in infrastructure, industry, and business (Business 

Community Management Toolkit, The Infrastructure Resilience programme, Security 

and Resilience Industry Suppliers Community, etc.). A number of document focusing 

on business demonstrate, that responsibility is also placed on them. They are instructed 

to increase resilience so they could assure continuity and recover after a disruption to do 

business as usual: “Businesses have a vital role to play in ensuring that communities 

can access everyday essentials during an emergency, and can help communities to 

recover after an emergency” (GOV.UK, 2015). 

The Big Society agenda shifted the UK resilience towards a bottom-up 

approach. It has become inclusive and decentralised. The notions of adaptation, 

learning, and many equilibria are being accented. Significant is the shift towards the 

decentralisation of responsibility. Individuals, communities, and businesses start to play 

a crucial role in resilience building and emergency planning (MacKinnon & Derickson, 

2012, p. 257). The increased interest in community resilience was also influenced by 

bottom-up initiatives such as the Transition Towns movement8 (which started in 2005), 

Bristol based Coexist project (2008), or Transition Heathrow, which runs a community 

                                                 
8 For detailes on Transition Towns see Mehmood, 2016. 
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space Grow Heathrow (since 2010). What the UK resilience has meant in essence since 

the shift, has been summed up by Helen Braithwaite, who held various positions in 

institutions tasked with shaping and implementing resilience, including the Home 

Office or the Cabinet Office. In an interview conducted by Brassett and Vaughan-

Williams (2013, p. 231) she said: “When it comes to UK resilience, it is simply about 

multi-agency partnerships: encouraging people not to be tribal, to move out of their 

silos and get together”. The shift towards the local, communal, or individual is evident 

in the documents. As the thesis will later describe, this remained mostly a discourse 

change, but practical implementation and the relations among actors of the field 

remained unchanged, therefore the top-down approach remained. 

3.1.2 Resilience in UK's counter-terrorism documents 
The most important documents dealing with resilience and counter-terrorism in 

the United Kingdom will be evaluated in this section, first the United Kingdom's 

Strategy for Countering Terrorism and then the National Security Strategy. The 

objective is to identify the ways in which resilience is perceived within the counter-

terrorism framework. These documents also contain sections dealing with resilience 

building abroad as a radicalisation prevention tool. For the purpose of this thesis, only 

the sections concerning domestic resilience building will be evaluated.  

As part of the overall security reform process, started in 2001, Cabinet Office 

began publishing a new document to set out strategies to address challenges in the 

changing security environment. The first National Security Strategy (NSS) was 

published in 2008. It established the above-mentioned National Risk Register. It 

advocates resilience as the appropriate approach in contrast with the previous ways to 

tackle terrorism. According to the document it was traditionally expected of the 

Government and its agencies to deal with the threats and risks of terrorism, but now 

approach based on broader partnership is to be implemented: “We will build on the 

coalition of public, private and third sectors already involved in counter-terrorism. We 

will work with owners or operators to protect critical sites and essential services; with 

business to improve resilience; with local authorities and communities to plan for 

emergencies and to counter violent extremism; and with individuals, where changing 

people’s behaviour is the best way to mitigate risk”. The document does not give up on 

tackling the underlying causes, but resilience is understood here a s tool dealing with an 

immediate threat (Cabinet Office, 2008b, p. 8). The 2009 NSS confirms the partnership 
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approach as the main domestic guideline for national security; but contrasting the 2008 

version, the term is mostly used in connection to emergency planning, not dealing with 

terrorism. The 2010 NSS created under the Coalition government sets strategies for the 

next five years and features increased frequency of using the term, while emphasizing 

the same principles. Resilience penetrates all parts of the strategy: “Our outlook will be 

characterised by flexibility and resilience and underpinned by a firm commitment to 

human rights, justice and the rule of law” (HM Government, 2010, p. 10). The 2010 

NSS sets eight tasks for national security. One of them is to “provide resilience for the 

UK by being prepared for all kinds of emergencies, able to recover from shocks and to 

maintain essential services” (HM Government, 2010, p. 33). As Joseph proves, the NSS 

also stresses responsibilization of individuals for their security and well-being (2013, p. 

258). The following and also the latest NSS was published in 2015 and also sets 

strategies for the next five years. Resilience is here a part of the strategy's vision 

concerning terrorism: “We will respond to crises rapidly and effectively and build 

resilience at home and abroad”. But strategies including resilience are mostly focused 

on crisis response in this strategy (HM Government, 2015, p. 10). The 2015 NSS also 

promotes web portal ResilienceDirect, which enables multi-agency planning, response 

and recovery, allows real-time information sharing and provides advice and support. 

Another platform is LessonsDirect, which is intended to share experience and learn 

from disaster events and exercises (HM Government, 2015, p. 22). 

The United Kingdom's Strategy for Countering Terrorism (CONTEST), was first 

created in 2003 (classified), published in 2006 (partially declassified) and then twice 

remodelled in 2009 and 2011. The CONTEST is a responsibility of Home Office since 

2007 and it makes sure that “communities are prepared for a terrorist attacks and able 

to mitigated its consequences and return to normal life as quickly as possible” (Cabinet 

Office, 2008b, p. 26) and also “to reduce the risk to the UK and its interests overseas 

from international terrorism, so that people can go about their lives freely and with 

confidence” (HM Government, 2009). The 2011 CONTEST was published as a white 

paper. It further develops the 2009 CONTEST and offers no significant alteration of 

resilience conceptualisation, therefore the 2011 document will be described in more 

detail.  

 The 2011 CONTEST also works with a linear approach: Pursue (intended to 

stop terrorist attacks), Prevent (aimed to stop people from becoming terrorists or 

supporting terrorism), Protect (aimed to strengthen our protection against terrorist 
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attack), and Prepare (intended to mitigate the impact of an attack where it cannot be 

avoided). Resilience is a crucial principle in the way Protect and Prepare are formulated, 

as their purpose is to decrease the UK's vulnerability to terrorism. These two sections of 

the strategy describe competences of the CCS (HM Government, 2011b). Protect speaks 

mostly of infrastructure resilience, but offers no understanding of the concept. Prepare 

relies heavily on resilience. It is constructed mainly on the notions of preparedness, 

stopping the ongoing attack, response, quick and effective recovery and maintaining 

functions. It draws both from the engineering and ecological roots of resilience. The 

priority is to prepare “for all kinds of emergencies and to be able to recover from 

shocks and to maintain essential services”. Despite the fact that resilience is built on 

ability to address any disturbances, even of uncertain shape and nature (O’Malley, 2010, 

p. 505), the strategy states that “there are types of terrorist attack which require a more 

specialised response” than resilience. The strategy mentions the 2008 Mumbai attack as 

an example. Prepare works to improve preparedness at national, regional, and local 

level, to increase community resilience, cooperation of public and private sector, and to 

set resilience building guidelines for small and medium enterprises (HM Government, 

2011b, p. 93, 94). The 2011 CONTEST has been updated each year since, without any 

significant changes concerning resilience. 

Between 2007 and 2011, also Prevent featured resilience, specifically with the 

aim to increase community resilience to violent extremism (HM Government, 2009). 

Respective projects should help communities to ”reject the views of violent extremism, 

to isolate apologists for terrorism and to provide support to vulnerable institutions and 

individuals,” (Hardy, 2015, p. 86). This agrees with another resilience definition 

proposed by the Coalition government: “the capability of people, groups and 

communities to rebut and reject proponents of terrorism and the ideology they 

promote,” (HM Government, 2011a, p. 108). Such definition does not work with any 

sudden shock, rather with constant chronic threat, therefore resembles psychological 

resilience. The projects supposed to deliver such resilience are represented by the 

Channel intervention programme, providing counselling and support to individuals at 

risk of radicalisation (Hardy, 2015, p. 88). As Hardy describes, the program puts 

significant focus on Muslim communities, especially young Muslim men. This 

programme received a lot of criticism for its alleged contribution to an increasing 

radicalisation. This critique will be elaborated in the last chapter. This part of Prevent 

was later modified, but number of programmes remained in place (Hardy, 2015, p. 86-
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90). 

The concept of resilience was adopted in The United Kingdom as a key principle 

of emergency response as a reaction to the inability of the previous structures to respond 

to the disruptive events around the year 2000. The 9/11 attacks hastened the reform and 

made terrorism its pivot. At first, the concept was closer to the engineering root, 

focusing on the notion of bouncing back to pre-disruption equilibrium. It lacked the 

notions of learning, adaptation and self-regulation. The reform centralised emergency 

response, which resulted in top-down approach to resilience building and command-

and-control style of governance. With implementation of The Big Society agenda, 

resilience discourse met with the trend of “responsibilization”, including individuals, 

communities and businesses to their own risk management. Understanding of resilience 

was enriched with the notions of adaptation and many equilibria. It shifted closer 

towards the ecological and evolutionary root and to bottom-up and self-regulatory 

approach. While UK's counter-terrorism works with resilience, its importance 

fluctuates. It has been adopted as an approach to involve new actors in counter-terrorism 

and to promote collaboration. The latest strategies employ resilience mostly into 

emergency management, less as a direct counter-terrorism measure. The number of 

various resilience concept is surprising, considering that the government has a tool for 

unifying meanings of frequently used terms. The Lexicon of UK Civil Protection 

Terminology, first published in 2010 and updated in 2013, gives an engineering based 

resilience: “Ability of the community, services, area or infrastructure to detect, prevent, 

and, if necessary to withstand, handle and recover from disruptive challenges,” 

(GOV.UK, 2013a). 

3.2 Resilience in London's Counter-Terrorism 

This section of the thesis will describe how resilience towards terrorism is 

conceptualised in London and will identify the key documents and actors responsible 

for shaping it. Private actors who play an important role in forming resilience in London 

will be examined as well.   

During the 1990s cars loaded with explosives were seen as the main threat. In 

London, counter-terrorist measures were based on the idea of the defensive city. So-

called “rings of steel” were constructed around key high-value districts. Vehicle and 

people access restriction measures were put in place. The examples are the “ring of 

plastic” created in 1993 around the City of London and the “iron collar” around the 
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Docklands. Both utilised the combination of restricted access and advanced technology 

(Coaffee & Murakami Wood, 2006, p. 506, 507). But with the shift of the nature of the 

threat, hastened by 9/11, these measures became inadequate. “What is clear is that 9/11 

refocused the minds of London's police forces on counter-terrorism, along with the 

realisation that high levels of technical surveillance, although being proved relatively 

successful against domestic and 'conventional terrorism', might be ineffective against 

new terrorist methods such as the use of CBRN sources, suicide attack or hostile vehicle 

entry into guided areas”. It became understood that an attack on London is inevitable. 

The question was not whether, but when and where (Coaffee, 2009, p. 262, 265). 

Consequently, new strategic emergency plans based on enhancing resilience were 

developed. They were put in test by two main events since than: the attack on London's 

transport system on 7th July 2005 and the Olympic and Paralympic Games in 2012. 

In 2002, prior to The Civil Contingencies Act, London Resilience Partnership 

(LRP) was established. The purpose was to enhance emergency planning of the city and 

reshape it in the face of the new post-9/11 reality. LRP is a strategic partnership 

enabling cooperation between all emergency actors of the city: central and local 

governments, emergency services, transportation services, health sector, military, 

private companies, business sector, and voluntary sector (Coaffee, 2009, p. 264). It 

currently consists of over 170 member organisations. Its structure remained unchanged 

since 2005 (Government Office for London, 2005). LRP is structured into three levels9. 

First, London Resilience Forum (LRF, formerly London Regional Resilience Forum) at 

the top ensures that London is prepared and coordinates activities of its members. It sets 

strategies and objectives for the LRP through London Resilience Programme. The 

Forum facilitates cooperation of the LRP's member organisations within eight thematic 

sectors (transport, business, voluntary, etc.). Second, Sub-Regional Resilience Forums 

(SRRF) connects pan-London organisations to local responders. Each SRRF comprises 

of six Borough Resilience Forums, which are the third and most localised level of the 

Partnership. The Partnership manages London Prepared website and its social media 

accounts (London Resilience Partnership, 2016a). The strategies created by the Forum 

are carried out by London Resilience Team (LRT), which supports the LRP in both 

planning and response. It ensures consistency of the strategies, facilitate meetings, 

coordinates information sharing etc. (London Resilience Partnership, 2013), and works 

                                                 
9 The structure of London Resilience Partnership is visualised in Appendix no. 7. 
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as a “watch-keeper” (Government Office for London, 2005, p. 19). In 2004, the roles 

and responsibilities of the Partnership were broadened and specified by the Civil 

Contingencies Act. Up until 2010 the LRT was part of the Government Office for 

London. Than it was transferred under the Greater London Authority. The Mayor of 

London appoints the Chair of the London Resilience Partnership since then. In February 

2015, the LRP started merging with London Fire Brigade Emergency Planning Team 

and together they formed London Resilience in October 2016. “London Resilience 

coordinates institutions and communities to prevent, handle, recover and learn from 

disruption, and adapt to change; on behalf of the Mayor of London, Greater London 

Authority, Local Authorities and London Fire Brigade to ensure London survives and 

prospers” (London.gov.uk, 2017a).  

An important actor in resilience building is the London Fire Brigade. It hosts the 

London Resilience Group – the centre of excellence that assists the Partnership in its 

activities, its London Fire Brigade Emergency Planning Team was transformed into the 

London Resilience, and it plays crucial part in responding to terrorist attacks. The 

Brigade’s strategic document is called The London Safety Plan. The first one was issued 

for the 2004 - 2005 period and is supposed to improve fire and rescue services. It 

emphasises the role of building resilience when addressing terrorism threats. London “is 

at particular risk from the possibility of major acts of terrorism and so a priority for us 

is to plan for and make sure we have the resilience to respond to any major acts of 

terrorism,” (LFEPA, 2004, p. 8). But the document uses the term in a peculiar way. 

Phrases as “improve resilience to respond”, “resilience to handle”, and “resilient 

service” are frequent in the document. The term is used, as if it was a synonym for 

ability. It is equated only with the number of personnel and other capacities of incident 

response units. Even the basic idea of recovery or the notion of bouncing back is not 

present. It gives away that the authors had only a weak or no idea what the word 

resilience stands for or used the term deliberately this way, to suit their interests. 

Surprisingly the concept is formulated in the same way in the following editions. The 

second, third, fourth and fifth plans added other phrases such as: “providing resilience”, 

“resilient teams”, or “resilience of stations”. According to those, resilience is a 

property of emergency services and their teams, not of society or community. The 

fourth plan for the period between 2010 and 2013 presented some feedback by boroughs 

representatives. One of the recommendations was that “communities should be 

encouraged to become more resilient in terms of community safety, building on 
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successes and reductions already achieved, thereby reducing reliance on emergency 

service interventions” (LFB, 2010, p. 46). This is in accordance with what the Big 

Society agenda promoted. 

The LRP published The London Resilience Partnership Strategy in 2013. It 

explains what is resilience according to them and sets out how to achieve it. The 

London Resilience Partnership's “mission is to ensure London is prepared to respond to 

and recover from emergencies, reinforcing London’s position as a resilient city”. By 

resilient city they mean “The ability of London to detect, prevent and if necessary to 

withstand, handle and recover from disruptive challenges” (London Resilience 

Partnership, 2013). The definition is taken from the Lexicon of UK Civil Protection 

Terminology. It is built on the ability to recover; it is mostly derived from the 

engineering root. The strategy wants to achieve resilient London by activities divided to 

four areas: assessing risks to London’s resilience, building resilience through prevention 

and mitigation, working together to prepare, respond & recover, and helping Londoners 

to be prepared (London Resilience Partnership, 2013). The strategy was updated in 

201610. The definition of the concept is fundamentally changed towards the ecological 

understanding in the updated version: “Resilience is an enabler which helps London to 

survive and prosper. It is the ability of institutions and communities to work together to 

prevent, handle then recover and learn from disruption and adapt to change”. The 

strategy also describes the nature of possible disruptions and divides them in two 

groups: “Acute Shocks” and “Chronic Stresses”. Acute Shocks are represented by 

storms, major fires, floods and by a terrorist attack. Chronic Stresses, refer to the 

psychological resilience root because they are described as long-term challenges 

extended over many years, such as climate or social change. “The impact of such 

disruption may be more severe than an acute shock but needs a different response, 

typically one of adaptation to thrive in the face of risk, and not just preparing for its 

effects” (London Resilience Partnership, 2016a). Both strategies offer a diagram 

demonstrating how to achieve or “enable” London to be resilient. The one from the 

2016 strategy is attached in Appendix no. 8.  

The division of disruptions between Acute Shocks and Chronic Stresses 

illustrates an influence of the other actors on resilience shaping. The same distinction is 

made by the 100 Resilient Cities, a framework helping to build urban resilience 

                                                 
10 Though the scope of this thesis is delineated by the years 2001 and 2015, the 2016 

strategy is included to enable comparison with the previous strategy of 2013. 
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promoted by The Rockefeller Foundation. The initiative helps in four core ways: it 

assists with creating a resilience strategy, enables access to a platform of partners, 

networks all member cities, and most importantly provides funding and guidance to 

establish a position of Chief Resilience Officer. His role is to advise, connect 

departments and stakeholders etc.; he is the “city’s point person for resilience building” 

(100 Resilient Cities, 2017). This model is a direct manifestation of how companies 

attempt to participate on decision-making process and influence the agenda. The 

governments allow this in exchange for funding. After all cooperation among actors is a 

cornerstone of resilience. However, it is important to perceive, that the funds allocation 

is probably influenced by the company. London was awarded membership in 100 

Resilient Cities in December 2014 (London.gov.uk, 2017e). The 100 Resilient Cities 

offers an evolved definition of urban resilience, formulate it to be “the capacity of 

individuals, communities, institutions, businesses, and systems within a city to survive, 

adapt, and grow no matter what kinds of chronic stresses and acute shocks they 

experience” (100 Resilient Cities, 2017). Such definition is close to Davoudi’s 

evolutionary resilience definition: “the ability of complex socio-ecological systems to 

change, adapt or transform in response to stresses and strains” (et al, 2013, p. 309) and 

is also inspired by psychological resilience which is concerned with prolonged stresses. 

Apart from 100 Resilient Cities, London also follows the Making Cities Resilient 

campaign by the United Nations Office for Disaster Risk Reduction (London Resilience 

Partnership, 2016a). 

Next big private influencer on resilience conceptualising in London is a non-

profit organisation called London First. They aim to influence local and the national 

governments to increase London’s global competitiveness and are therefore focused 

mostly on business. Since 2015 they organise Global Resilience Summit in London and 

run the Security and Resilience Network, a membership organisation for companies 

based in London (London First, 2017). They define resilience as “the ability to bounce 

back from challenges, but also to bounce forward after these challenges by adapting to 

new circumstances and better preparing for future issues” (London First, 2016). If 

preparing is understood as an active way of learning and innovation, this could be 

understood as an evolutionary definition. This is elaborated further in the document 

where resilience is described as a way to seize opportunity: “It is about rising to the 

challenges of change, seizing the opportunities out of apparent chaos, and adapting to 

the new set of circumstances so that one is better prepared next time – it involves 
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bouncing forward, not back, and emerging stronger”. The challenges are divided into 

personal, community-wide, one-time shock events, and chronic stresses. London First 

also provides a definition of community resilience, which is “the coming together of 

individuals and organisations before, during and after shocks or stresses to ensure a 

long-term, sustainable future”. While this community resilience definition is vague, 

London First’s understanding of general resilience is precisely defined. It also identifies 

its key characteristics and added value of the concept (London First, 2016). London 

First, as well as 100 Resilient Cities, proposes a position of resilience officer. The 

position is called Business District Resilience Officer and he is supposed to coordinate 

resilience on “micro-city” (joining community and business) level. 

Since resilience has been introduced to London’s emergency planning, two main 

events had tested it: the 2005 attacks and the 2012 Olympics. The London bombings on 

7/7 2005 proved the inevitability of terrorist attacks. Public transport was attacked in 

central London by coordinated explosions of four bombs. There were 52 casualties and 

over 770 injured. Following the attacks, the risk was perceived highest at the London's 

financial districts, which made the measures introduced there after 9/11 permanent 

(Coaffee, 2009, p. 266). The response to 7/7 was evaluated by the 7 July Review 

Committee in order to examine the lessons to be learned from the attack. One of the 

conclusions reminds that in the following years emergency planning measures will 

focus more on people as individuals: “The response on 7 July demonstrated that there is 

a lack of consideration of the individuals caught up in major or catastrophic incidents. 

Procedures tend to focus too much on incidents, rather than on individuals, and on 

processes rather than people” (London Assembly, 2006, p. 124). The Committee 

advised revision and improvement of emergency planning in London. That resulted in a 

new round of investment in capabilities building (Coaffee, 2009, p. 271). 

The 2012 summer Olympic and Paralympic games were awarded to London 

only one day prior to the 7/7 attacks. The games’ security budget was suddenly tripled 

(Coaffee, 2009, p. 271, 272). It was desirable to have the games as a sport event, not as 

a security event, despite the possible risks. The measures were to be sufficient but also 

as unlimiting as possible. Resilient approach seemed appropriate. The Metropolitan 

Police security coordinator for the 2012 Games Tarique Ghaffur stated that one of the 

key principles while securing the event is that the development of the security plans 

should be done by means of consultation and partnership working (Coaffee 2009, p. 

272). Resilience was already on the minds of the organisers before construction of the 
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venues started. The infrastructure was designed in the way so it would be able to 

withstand explosions and mitigate consequences. For example, the structures were 

designed not to collapse and fall on attendees if an explosive device was detonated 

(Goldby & Heward, 2013, p. 172). London even established a position of London 

Olympics Resilience Officer for the time of the event. The results were satisfying. Not 

only an attack didn’t happen, but also according to a study conducted by George and 

Mawby (2015) visitors of the event felt safe and were not particularly frightened by 

terrorist threat.  

The above account of resilience found in London’s official documents corpus 

signifies that even on the level of the city, the conceptualisation is not strictly and 

clearly defined. The definitions also differ from those in official national documents, but 

the trend is similar: engineering understanding of resilience is being abandoned and 

replaced by the ecological one. In the last strategy of 2016, London even approaches 

evolutionary resilience by putting stress on transformation, adaptation and also learning. 

The possible reason here is the influence by the 100 Resilient Cities framework which 

London joined in 2014 and whose conceptualising resemble the one in the 2016 

strategy. Still the evolutionary understanding is not accepted in its entirety. While 

learning, innovation and self-regulation has been included in later formulations, the 

notion of no equilibrium is omitted. But this is connected to the specific case of disaster 

management. In contrast to the upheaval of terrorist attack, the return to some kind of 

normalcy is necessary. Nevertheless, the diversity of resilience understanding is 

surprisingly high. To see the variety of definitions proposed by official institutions or by 

influential private actors, please see Appendix no. 9.  

4. Implementation of Resilience Measures in London 
This chapter will describe how resilience of London towards terrorism is 

implemented. An overall record of such measures would include variety of capacity and 

capability building programs, cooperation strengthening, information sharing, 

emergency training, exercises, etc. That would be beyond the scope of this thesis, 

therefore only those areas identified above as the most important in recent years will be 

assessed. That are those evolving from the trend of decentralization, which are supposed 

to empower individuals and communities. Those measures will best illustrate how 

detailed the resilience guidelines for Londoners are, how they penetrate their day-to-day 

routines, and create the atmosphere of insecurity. Daily activities are the most affected 
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by the pre-disaster part of the disaster cycle. Therefore, most focus will be on 

preparedness, which according to the CONTEST analysis above, is where the core of 

counter-terrorism resilience lies. The following paragraphs will describe how the city of 

London prepares its infrastructure and how resilient design affects Londoners. It will 

also be inquired how the population, communities and businesses are being cultivated to 

became responsible for their own preparedness and recovery and how their everyday 

lives are affected by counter-terrorism resilience.  

4.1 Public Space Resilience Measures 

Measures to implement the defensive city approach and resilient design into 

London urban infrastructure were a strong component of reaction to the 7/7 bombings. 

After strong criticism, they tend to be subtle and well-integrated, but some features still 

overtly remind their purpose. The measures include fortification of key at-risk zones, 

complex surveillance, target hardening, or improving alert systems. New permanent 

entry points were built around the City of London after the attacks. Possible targets such 

as government buildings were encircled by hardened protective features, barricades and 

bollards. Some of these are designed to absorb the power of bomb blast, some are 

supposed to ensure that the explosion will happen further from the protected site11. 

Built-in counter-terrorism is changing the visual landscape of London and is a constant 

remainder of the threat for those using the public places. But more recently there is a 

tendency to make the features as unobtrusive as possible. Some of the features are being 

masked as flower planters or seating, even a pond can be used as a blast zone widening 

element (Coaffee, 2009, 286-294; Coaffee, 2010, p. 940). Surveillance and other 

technological solutions are increasingly used to enhance the urban resilience design. 

The network of CCTV cameras installed in London is one of the most complex in the 

world. “The use of CCTV is a valuable tool when looking at the protection of local 

vulnerabilities and the development of local intelligence (...) it is a tool that can be (is) 

used in partnership, to prevent, disrupt and detect terrorist crime at the reconnaissance, 

preparation and attack phases” (Coaffee, 2009, p. 265). Some London areas have 

developed public alert systems12  as part of resilient approach to mitigate impact of 

terrorism (Coaffee 2009, p. 268). These systems can warn in the case of an attack, 

communicate information, and help with evacuation. A Londoner passing through the 

                                                 
11 See examples in Appendices no. 10 and 11. 
12 See Appendix no. 12. 
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city is surrounded by massive, although sometime well hidden, anti-blast protecting 

features and scrutinized by high level technology of various kinds. Every such feature is 

a reminder, that the threat is imminent and serious and impacts the experience of using 

public spaces. Designing preventive measures in London is coordinated by Metropolitan 

Police Crime Prevention Design Advisers operating under Secured by Design national 

police programme. Specifically, in the City of London it is a responsibility of the 

Architectural Liaison Officer who provides advice to architects, developers and 

planners throughout the whole designing and construction process (City of London 

Police, 2014a).  

If London should be prepared to terrorist attacks, the individual citizens must 

know the risks, be able to assess their vulnerabilities, effectively react when the event 

happens, recover, and learn from the experience. “Viewed through this lens, everybody 

now has a moral responsibility, whether vague or defined, in developing urban 

resilience” (Coaffee, 2013, p. 335). Resilience put aside, common Londoners are 

supposed to be ready and vigilant at all times. Their role in countering terrorism affects 

their behaviour in public places where they should be alerted by suspicious persons, by 

bags or vehicles, they should also notice suspicious financial transactions (Vaughan-

Williams, 2008, p. 73). As Vaughan-Williams illustrated by analysing anti-terror posters 

from 2004, 2006 and 2007, such vigilance started to be encouraged also in private, 

domestic environments. Unusual behaviour or activity in storage facilities, such as 

garages, or in apartment blocks, or in individuals’ properties should be reported. “The 

citizen–detective is asked not only to be active in civic spaces but also in what might 

otherwise be considered domestic spaces” (2008, p. 72-74). Vigilance of citizens is one 

of the main features of counter-terrorism in the UK and a tool used by the government 

to deal with the uncertainty of the threat. But instead of providing the citizens with safe 

environment, the government includes the citizens and make it their moral duty to be 

the government’s eyes and ears. There are campaigns developed by variety of 

institutions relying on active citizens. Some ask the citizens to report online terrorist or 

extremist material13, some seek to promote vigilance among employees14, some just try 

to make the citizens actively involved15. The introduction of resilience even broadened 

the scope of environments and situations were a citizen should be aware of possible 

                                                 
13 STOP by the UK government (GOV.UK, 2016). 
14 Campaign by the CPNI (Centre for the Protection of National Infrastructure, 2017). 
15 Project Servator by the City of London Police (City of London Police, 2014b). 
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trouble. Campaigns to inform the public already started in 2004 by distributing booklets 

called Preparing for Emergencies in every household in the UK (O'Brien, 2006, p. 76). 

The booklet is concerned with bomb explosions, CBR incidents and other events; it 

encourages citizens to know the emergency procedures at their workplace, in the 

children's school or the vulnerabilities in the neighbourhood (HM Government, 2004). 

The current resilience based guidance, both from national and local administration level, 

presents similar advices. It is generally focused on planning for any kind of emergency 

as well, including a terrorist attack, and it goes to great detail. Nevertheless terrorism 

related advices are fully developed outside of resilience framework, even though the 

approach is closely related. Guidelines on how individuals or businesses should prepare 

for a terrorist attack are provided by projects such as the ones mentioned earlier in this 

paragraph.  

4.2 Individual, Community and Business Resilience Measures 

London Prepared website provides eight tips for a better preparedness on the 

individual citizen and the family level. Each Londoner should know the risks listed in 

London Risk Register, have a household plan containing most important contacts, be 

able to turn of water, electricity, and gas in sudden emergency, have a plan for his pets, 

have a “grab back” with essentials, assist those in need within his community, learn 

first aid and again know the emergency procedures at his work and in the children's 

school (London.gov.uk, 2017b). The website also offers extended version listing thirty 

challenges intended to boost one’s resilience. These thirty challenges are illustrative of 

how resilience thinking penetrates every aspect of citizens’ lives. Some of the 

challenges expand on the eight general tips, for example those concerning pets. If a pet 

is in a home, it should have its own emergency kit, the owner should carry its picture on 

him and by putting a sticker on the house’s window alert possible responders that there 

is a pet in the house. Other challenges aim to motivate for preparing one’s car for an 

emergency, downloading emergency apps, or implementing London Fire Brigade’s 

safety check Bedtime routine. Challenge 9 just invites to watch a Hollywood disaster 

movie and to share thoughts on it on London Prepared twitter (London.gov.uk, 2017c).  

London Prepared also offers advice to individuals on how to respond to an 

emergency, recover from it, return home, and deal with the consequence in the long-

term frame. This brief account illustrates how broad the range of activities is expected 

of citizens of London to implement in order to take care of their day-to-day 
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preparedness. It also shows how detailed and precise the guidelines are. The citizen 

should be able to react in any situation and in every environment. Although some of the 

practices are not new, the amount of responsibility placed on every Londoner and the 

complexity of it is unique. London Prepared also posts specific detailed plans for 

various kinds of emergencies, for Londoners to familiarize with. There are strategic 

plans for flooding, pandemic influenza, structural collapse, mass fatalities situations, or 

excess deaths situations. Asking Londoners to know these plans and act accordingly 

creates another pressure, which used to rest on the government’s shoulders, and 

consequently adds to the atmosphere of ongoing fear. 

Community resilience is on the level of London Resilience Partnership dealt 

with as part of the above eight tips and the thirty challenges. But real emphasis on how 

to build a community resilience is rather insignificant. It is advised to be a good 

neighbour and to participate, but nothing more. The reason may be that community 

resilience is more localised; it is a responsibility of the LRFs and of the communities to 

build their resilience. The guidelines intended for communities are therefore specified 

on the national level. The government released the SNFCR which provides the national 

statement for how individual and community resilience can work (Cabinet Office, 

2011). It divides communities into four groups: geographical communities (individuals 

from the same town, parish, street), communities of ‘Interest’ (individuals connected by 

sport club membership, online communities), communities of ‘Circumstance’ 

(individuals affected by an incident) and Communities of ‘supporters’ (communities 

within organisations providing emergency response). The SNFCR promotes using local 

knowledge, resources and existing skills, adapting them to extraordinary circumstances, 

understanding local risks. Resilient community should have a resilience champion, 

“someone who communicates the benefits of community resilience to the wider 

community“ and should cooperate with emergency responders. A community also 

should consist of resilient and active members (Cabinet Office, 2011). The government 

also released Preparing for Emergencies: Guide for communities which sets five steps to 

getting started with building community resilience: Consider which communities you 

belong to, connect with local networks, choose a representative, establish a Community 

Emergency Group, and develop a Community Emergency Plan (Cabinet Office, 2016). 

The communities can differ from one another significantly in number of their members, 

their activities and problem-orientation, which is given by the specific risks they face. 

Despite how often is community resilience mentioned in the national documents, 
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explanations of what it really means is usually missing. The vagueness of what 

community resilience means is illustrated by the interview with Helen Braithwaite, 

which was mentioned earlier. In it she agreed with the statement that “mere act of 

coming together builds a community” (Brassett & Vaughn-Williams, 2013, p. 232). 

Business resilience is also an important component of resilience implementation 

in London. It concerns big international companies as well as small or medium 

businesses. London Prepared asks them to assist emergency responders, help 

communities to get back to normal as soon as possible after a disruption, and to work to 

minimize impact of disruptions on the businesses. Business continuity is central to a 

community’s ability to quickly bounce back and to ensure economic stability to those 

affected by a disaster. London Resilience Partnership’s document Protect your business 

lists five steps: identify and understand the risks to your business, plan and prepare 

accordingly, document your key contacts, check that the business is fully insured and 

connect with the local resilience networks. Advices focused on crime and terrorism 

include installing CCTV cameras, building relationships with the local security 

networks and neighbours, etc. (London Resilience Partnership, 2016b). London 

Prepared encourages businesses to join the Cross Sector Safety and Security 

Communications (CSSSC) charity organisation. The CSSSC “works with partners to 

provide verified information to businesses across London (…) brings trusted 

information direct to your inbox about security alerts, large-scale public events and 

severe weather; helping you to take steps in your business to reduce impacts” 

(London.gov.uk 2017d). Another London’s private partner in developing business 

resilience is London First, mentioned in the previous chapter. Their Community 

Resilience for Business Districts focuses on both business and community resilience, 

and advices similar steps as the Protect your business document (London First, 2016).  

The paragraphs above illustrate that Londoners are cultivated towards assessing 

their risk at all times, to be prepared at any situation and to be able to act accordingly. 

Resilience penetrates their private lives, family arrangements, work environment, 

relationships with their neighbours etc. Since resilience prepares for uncertain events, 

they should “expect the unexpected at any time” (Dunn Cavelty, 2015, p. 9). The 

authorities make the citizens responsible for their own everyday safety and 

preparedness. The citizens have become a crucial part of London’s counter-terrorism. 

They are asked to be the vigilant citizens-detectives, resilience enabled the remaining 

aspects of their lives to be included in an ongoing collective struggle of the society with 
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the threat of terror attacks, while they are constantly being reminded of the threat by the 

city environment. 

5. Critical Analysis of the Case 
This chapter will first describe the rules of the field of London resilience, that is 

the relationships among the main actors of conceptualizing and implementing counter-

terrorism resilience. Second it will evaluate their habitus according to their positions in 

the field and the capital they attempt to maximize. An investigation how resilience 

becomes a form of governmentality, how it creates subjects and contributes to the 

atmosphere of insecurity and unease will follow.  

5.1 The Field 

The main actors of the field emerged from the previous chapters. Most 

importantly it is the UK government, the government of London, various agencies such 

as the London Fire Brigade or the Metropolitan Police, private companies such as 

London First or The Rockefeller Foundation, and of course citizens, business owners, 

and communities. The national government is responsible for adopting strategies 

featuring resilience and promoting it as an important organising principle. The 

government uses its powers to delegate implementation to its agencies and lower levels 

of the executive. It responsibilitize other actors who take part in cooperative processes 

in the form of multi-agency cooperation partnerships which are realized on multiple 

levels. The partnerships are not statutory organs, they are rather statutory processes 

(Brassett & Vaughan-Williams, 2013, p. 234). Hence, they are not responsible for 

results of the cooperation process. The responsibility is of the participant actors. The 

partnerships are supposed to maintain the communication between its members, deliver 

plans, assess risks, and inform the public. While the national government claims 

empowerment of the local actors by providing the cooperation framework, it does not 

transfer any additional power or funds towards these actors. On the other hand, the 

actors are loaded with additional agenda rising from the forums. The field is governed in 

a top-down manner where actors remain in a traditional hierarchy with the government 

at the top commanding the actors bellow. “It moves from government to municipalities, 

from national to local, from security authorities to the citizen” (Dunn Cavelty et al., 

2015, p. 7). The same goes for the London authorities, while their practices are 

prescribed by the national government, they forward most of the responsibility for 
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delivering higher resilience to the lower level of sub-regional and borough forums, and 

other involved actors, down to communities and individuals.  

The top-down strategy is disrupted only by private actors who accepted 

resilience as a tool to enforce their way to the government, as proved by the influence of 

London First and The Rockefeller Foundation on the resilience definitions. The 

government of London even gives up providing guidance in some areas and directs 

Londoners to seek advice at their partners from the private sector. Dealing with business 

resilience is an example of such cooperation. Private organisations are thus the ones 

who is being empowered. They gain access to decision-makers, they increase their own 

importance in the society, and as illustrated by the case of funding resilience officers, 

they even participate on governing. Similar influence is possible on all levels of the 

forums, where private companies, NGOs, and businesses are included. The power is 

being devolved and triturated. Concerning emergency services, they follow the rules 

created by the government, however their work influences what resilience is about as 

demonstrated by The London Safety Plan produced by the London Fire Brigade.  

Communities, business owners and individuals are the ones who, as proclaimed, 

should hold the most responsibility and be empowered by resilience to take care of 

themselves. But their position in the field is different. While they are asked to perform 

number of tasks, that originally belonged to the government, they do not receive the 

tools. Peck and Tickell call this “responsibility without power” (2002, p. 386). 

Resilience does not bring anything new for them, only more guidelines, on more fronts, 

provided in more detail. The official authorities retained their key function in the system 

by protecting their access to knowledge and information. The importance of information 

is even higher in the uncertainty of security threats (Daniel & Rychnovska, 2015, p. 33). 

While the subjects are provided with detailed information for other emergencies, the 

ones concerning terrorism are often in possession of police forces. Surveillance data or 

secret service information are not available to the public. Therefore, the citizens need to 

rely on appropriate institutions. As MacKinnon and Derickson put it, “resilience can be 

seen as a more socially inclusive narrative, requiring all sections of the community, and 

not just policy-makers serving the needs of privileged ‘creatives’, to foster permanent 

adaptability in the face of external threats” (2012, p. 260). O’Malley examined 

resilience from psychological viewpoint. He wrote that citizens are able to recover 

spontaneously from traumatic disasters, but being cultivated to perceive a sense of 
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powerlessness, they are depending on experts (O’Malley, 2010, p. 490, 491), in this 

case the knowledge possessed by the security institutions. 

5.2 The Habitus of the Actors 

Manipulation with resilience, as observable in The London Safety Plan, is 

enabled by vague formulation of the concept. The lack of clear conceptualisation of 

resilience is particularly a problem when the constant change of it, since its adoption as 

the government’s organising principle, is considered. This allows each actor to kidnap 

the concept and to reformulate it in a way that would serve his private goals. Many 

actors use resilience as a tool to increase their capital. The habitus of emergency 

responders, as illustrated by the way resilience term is used in The London Safety plan, 

is therefore formulated around the aim to increase their material and personal capacities 

(new vehicles, technology, equipment), enlarging their agendas by securitizing new 

topics (preventive programmes, such as STOP or Servator or urban security design) and 

consequently gaining importance within society (increasing the credibility of emergency 

responders). But accumulating such capital makes their activities significantly more 

visible in everyday lives of the population which translates into rising insecurity.  

The patterns of thought of the national government and the London government 

depart from similar starting points. While it is introduced by the national government, 

the government of London benefits in the same way, so their habitus is almost identical. 

Their resilience policy can be interpreted as a tool enabling them to decrease their 

responsibility for terrorist attacks and other disasters, it gives them new governing tools, 

and ways to control the citizens. The uncertainty of the threats and the fact that attacks 

cannot be prevented, lead to realisation that some areas of traditional security are 

ungovernable. Resilience optics allows to produce an appearance of governance while 

the gravity of responsibility is shifted towards the local actors. Resilience building is a 

constant process, it is never finished, “resilience is a mobilizing discourse, confronting 

organisations, individuals and communities with the imperative of ongoing adaptation 

to the challenges of an increasingly turbulent environment” (MacKinnon & Derickson, 

2012, p. 260). Resilience can always be boosted and the uncertainty of threat will 

always reveal new areas where resilience was neglected. Together with the huge 

number of detailed advice and guidance, it is impossible to be fully prepared. Therefore, 

the subjects must accept a reality of constant threat and their inability to prepare. As 

Evans and Reid wrote: “Resilience demands our disavowal of any belief in the 
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possibility to secure ourselves and accept that life is a permanent process of continual 

adaptation to dangers said to be outside our control” (2013, p. 83). The responsibility 

and blame will lie with the not-enough-resilient subjects. Thus, resilience is also an 

excuse or an alibi for the inability to prevent future disasters. Heath-Kelly talks of 

“attempts to erase security failure” (Dunn Cavelty et al., 2015, p. 9), Dunn Cavelty et 

al. speaks of redistributing “possibilities of blame” (2015, p. 7). Insecurity is therefore 

inherited in the way resilience is practiced in the UK. 

The capital pursued by private actors, which influences their habitus, may differ 

from actor to actor. On the greater London level the London First organisation uses 

resilience approach to gain significance as an umbrella organisation for the city business 

through their Security and Resilience Network. The resilience officers funded by the 

100 Resilient Cities and London First are tools used to increase the companies’ 

communication with the government and as well capitalize their significance. The 

officers can also be thought of as an investment. If the city has a worker whose only 

focus is to promote resilience, the probability that the city will invest in building 

resilient infrastructure and develop resilience programmes is increased. That creates 

opportunities for the companies to capitalise their resilience based products or 

knowledge. 

The motivation of individuals, communities, or business owner, those at the 

bottom of resilience hierarchy, is based on whether they feel the need to cultivate their 

preparedness and responses. If they do, resilience is the way to do it. They are expected 

to be the active elements of resilience (Joseph, 2013, p. 259), but with the number of 

measures they should incorporate to their daily lives, not many will succeed to become 

satisfied with their resiliency. Especially since resilience building is a constant process, 

as described above. If the subjects are not concerned with cultivating their resilience, 

they are becoming an inefficient element of the structure. They may tend to self-

regulate, create a facade of an active, in resilience involved subject. This is a result of 

subject creating by resilience explained bellow.  

5.3 Governmentality and Insecurity 

Resilience is creating new forms of governmentality, controlling citizens from 

distance. Local governments, communities, businesses, and individuals are encouraged 

to take seemingly free action, but the actions and decisions have clearly delineated 

boundaries. “Good practice” and “doing the right thing” is encouraged by the 
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government who supports, empowers, facilitates, provide with guides, forms and advice 

(Joseph, 2013, p. 260). The combination of discipline and freedom is what characterize 

this form of governance. As its result, resilience creates subjects. The subjects are either 

resilient, therefore desired, or vulnerable, undesired: “resilience always presupposes 

vulnerability, or susceptibility to harm” (Dunn Cavelty, 2015, p. 7). The present state of 

the subjects is always unsatisfied, resilience needs vulnerable subjects; “Subjects are 

constructed in a particular way, subjected to continuous observation and scrutiny and 

divided and classified according to different categories of risk (risk assessment required 

on all levels). But they are also encouraged to take responsibility for their own affairs 

and to make their own risk calculations” (Joseph, 2013, p. 260). Resilience practice 

creates autonomous, self-regulating, organised subjects who behave in the way that the 

policy promotes (Dunn Cavelty, 2015, p. 10).  

Even the potentially dangerous subjects receive responsibility to cope with 

themselves within their community and to deal with their inner threat (Dunn Cavelty, 

2015, p. 10). The state of suspicion restricts the subject’s choices, as illustrated by the 

Channel intervention programme. It categorizes, in the sense of Bigo’s ban-opticon, the 

subjects as potentially dangerous or unthreatening, according to their religious or 

political choice. The programme promotes moderate interpretations of Islam which, as 

proposed more closely correlates with British democracy and values, and thus targets 

non-violent extremist Muslims, branding them as undesirables and dangerous along 

with their communities (Hardy, 2015, p. 86 - 90). Such opposition subjects may be the 

target of psychological interventions (Hardy, 2015, p. 83), which contributes to their 

actual distancing from the society. Practices of governmentality therefore unwillingly 

produces side effects in form of marginalized groups of “the other” (Floyd & Croft, 

2011, p. 160). The resilient subject is made to believe that his actions and choices are 

his and are free, while the governmentality by resilience restricts, disciplines and directs 

the subject. 

As a direct consequence of resilience philosophy implementation, insecurity 

penetrates everyday lives of Londoners and UK citizens. They have been given the 

responsibility for their safety, but not received appropriate tools and information. The 

advice provided only develops the old ways of preparing to emergencies. But with 

government presenting itself to be leaving the responsibility to them, the guidelines are 

the only tool. Active approach is required in every aspect of the subject’s life. If this 

role is not fulfilled, the narrative teaches the individual, business owner, or community 
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member that he endangers others by his inactivity. With the uncertainty of threats, 

constant reformulation of it and certainty that disaster will come, even active 

participator on resilience building can never feel fully prepared. By embracing the risks, 

instead attempting to minimize it (Hardy, 2015, p. 80), and accepting the new rules of 

self-security, he accepts a traumatic future and constant atmosphere of unease (Dunn 

Cavelty, 2015, p. 7). Or as Hardy calls it: “state of permanent civil anxiety” (Hardy, 

2015, p. 84). The insecurity is constantly present and reminded: “In the context of 

national security, this calls for a ‘culture of resilience’ which integrates ‘emergency 

preparedness into the infrastructures of everyday life and the psychology of citizens’” 

(MacKinnon & Derickson, 2012, p. 260). Additional pressure is created by blame which 

comes together with responsibility. What used to be the burden of governments now 

rests on citizens. The individuals are pushed to accept the world of inevitable disasters 

and constant threats beyond their control, while permanently assessing risk of all their 

doing (Joseph, 2013, p. 259). According to some authors, this governing principles, 

leading to appropriating the terrorist threat and introducing climate of fear, serve to 

justify the control of anti-social behaviour, even democratic protests (Coaffee, 2006, p. 

515).  
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Conclusion 
The question how resilience was conceptualised and how it has evolved were 

answered by a discursive analysis of the UK’s strategic documents concerning 

resilience in the context of security. It has been revealed that resilience was first 

introduced in the form of engineering resilience, accenting the ability to recover from 

disruptive challenges, the speed of bouncing back, and maintaining efficiency. The 

concept then evolved towards an ecological understanding of resilience, and went on to 

include the notions of adaptation, multiple equilibria, and bouncing forth. Currently, the 

notions of evolutionary resilience, such as innovation or learning, are becoming 

important in the UK’s resilience conceptualisation. Lately, the nature of disruptions has 

been broadened to include not only acute shocks, but also chronic stresses. When first 

introduced, resilience was applied in an institutionally top-down manner, directed from 

the national to the local. Increasingly, the discursive importance of community 

resilience has grown. With the fiscal crisis in 2007 and 2008 and subsequent 

introduction of the Big Society approach, a shift towards the local level started to 

dominate the discourse. Resilience was meant to become decentralized, and local 

governments, individuals, and communities were to be empowered to take responsibility 

for their security and well-being. But this shift of resilience language has not been 

accompanied by significant changes of relations between institutions dealing with 

resilience. Consequently, the shift happened on a discursive level, yet the reality is still 

shaped by the government’s top-down applied rules, guidelines, and the promotion of 

“good practice”. Nevertheless, the official responsibility for preparedness and dealing 

with disasters is decentralised to local actors, communities, and individual citizens. 

Resilience is a broad concept in the UK security context. Originally, it was introduced 

as a response to emergency planning crises and immediately pushed to incorporate 

preparedness to terrorism and counter-terrorism aspects. While emergency planning has 

retained strong position within the resilience discourse, the importance of terrorism 

fluctuates in resilience concerned documents and depends on the moment the document 

was written in and on the author. As a result, terrorism concerned resilience is mostly 

focused on disaster risk management and emergency planning. The ability of the 

concept to be applied in any discipline and the various theoretical backgrounds it has, 

still create confusion. For the government, which is mostly responsible for giving the 

concept its content, it is complicated to give it clear meaning. On the other hand, it may 

not be in the interest of the government to do so. 
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Resilience does not bring new practices, rather its vagueness enables to bring 

various ideas and trends under one roof and unite them through a common approach. It 

works as a catalyst accelerating the implementation of these ideas and trends. In the UK 

security discourse, it enabled to refocus on preparedness. Prior to 2000, emergency 

planning was mostly response centred. Resilience perspective also helped to explain 

why the responsibility for security was transferred to local a level and to the everyday 

lives of citizens. The same goes for the inclusion of non-state actors in the processes of 

multi-agency cooperation. The practices of security are the same as before, but 

resilience justifies their expansion to new areas as a response to the uncertainty and 

complexity of the threat, as well as the inability to prevent terrorist attacks. The threat 

makes most of the city, not just high-value areas, possible targets. Resilience allows to 

secure them. As a boundary object, resilience claims to bring new ideas from other 

disciplines and enrich urban security. Being a translation term, it should allow 

cooperation between science and practice. This claim is proven to work on the level of 

the forums. The common terminology increases the efficiency of joint meetings 

between politicians on all levels, security apparatus, emergency services, non-

governmental organisations, private businesses, etc. But the measures implemented to 

increase security remain unchanged. Urban design is changing to be less obtrusive and 

surveillance becomes more advanced, but such changes are not the consequence of 

resilience, rather it is a natural evolution of the measures. What resilience brings is an 

increased pressure on planning and risk assessment on the level of businesses, 

communities, and individuals.  

The key actors promoting resilience it the UK are the national government, security 

concerned institutions, and private organisations. Analysing their interests, it is obvious 

that they all benefit from resilience building. After the 9/11 attacks revealed and 

confirmed the changing nature of terrorist threat, the government needed to get in 

control of the situation. Resilience enabled to produce an appearance of decisive 

governing and to transfer the actual responsibility to the local governments, 

communities, and individuals. By officially acknowledging the inevitability of future 

attacks, the government erased the possibility of security failure (Dunn Cavelty et al., 

2015, p. 9). Thanks to resilience, the blame for future failures will not be entirely of the 

national government, rather it will be shared with a number of other actors. It can also 

be framed as someone else’s problem entirely. Resilience also offered ways of 

disciplining citizens and controlling them from distance without direct contact, by 
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inducing the correct forms of behaviour in newly securitized areas. The London 

government shares similar position, but has less influence on how resilience is 

conceptualised and on the legislation concerning resilience. Private organisations 

promote resilience for various reasons. While some may do it with honest goals, some 

might use resilience for their own benefit. Resilience opens the door for them to local 

governments and to influencing policy-making by mere cooperation or by providing 

funds for specific programmes. Different position is the one of security concerned 

institutions. As demonstrated by the case of London Fire Brigade, these institutions are 

using resilience to increase their material and personal capacities and broaden their 

agendas. It is allowed by the vagueness of the concept, which can be exploited by the 

specific actor. Resilience is used as described by Tierney, as a tool to attract more funds, 

part of culture of granting agencies (2015, p. 1328).  

Assessing if resilience measures are proving to be useful or rather negative depends 

on the actor’s view. Previous paragraphs described how the national government, the 

government of London, and other actors benefit resilience optics application. But from 

the viewpoint of society, the impact is questionable. The purpose of implementing 

resilience into urban and national security should be to make the society safer. It should 

make the citizens safe not only physically, but also psychologically, so they could go 

about their everyday lives. Although communities and individuals are at the centre of 

resilience the philosophy, the impact on their day-to-day comfort is rather negative. 

They face an environment which constantly reminds them of possible threats, they bear 

increased responsibility for them and for the safety of the society. The framework of 

resilience puts them in an ongoing process of self-managing security, preparedness, and 

capability building, while the prospects of reaching an endpoint are scant. The 

communities and citizens must embrace an environment of constant threat, coming from 

the uncontrollable outside world. As described above, subjects created by resilience 

implementation are susceptible to stigmatization, control, and their political and 

religious choice to restriction. The ongoing attempts to create security bring an 

atmosphere of permanent insecurity and unease for the subjects.  

Concerning that such atmosphere is a result of counter-terrorist measures, we need 

to ask about fulfilling its original purpose. Society where the population is based “on 

permanent war footing” (Hardy, 2015, p. 84) matches the society terrorists desire. 

Resilience in the UK needs to be reformulated so it would unburden the citizens. The 

government should adopt a discourse accepting responsibility and assuring the citizens 
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that the necessary steps are taken to counter terrorism even without their help. An active 

citizen is without a doubt an asset, but that should not be the cornerstone of national 

emergency planning. Despite resilience having been cultivated in the UK over fifteen 

years, it is still in the process of development towards an appropriate conceptualisation 

and implementation. There should be more trust in the inherent ability of individuals 

and communities to recover from disruptions. The pressure for preparedness should 

decrease to more acceptable levels, which would not interfere with the lives of citizens. 

The same goes for the pressure on fast recovery, which asks those affected by a disaster 

to do “business as usual” or tries to ensure a continuity of businesses. Fulfilling that, 

UK resilience could help to achieve what the 2009 CONTEST highlighted and what 

current implementation restricts, that is “to reduce the risk to the UK (…) from 

international terrorism, so that people can go about their lives freely and with 

confidence” (HM Government, 2009). 
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Summary 
 This thesis is concerned with how the concept of resilience is applied in London 

urban security with focus on terrorism between 2000 and 2015. It applies the 

insecuritization theory of International Political Sociology, while using interpretative 

methodology and discourse analysis methods to emphasise the impact of resilience 

implementation on day-to-day lives of Londoners. It examines how the term was 

introduced to terrorism connected disciplines, how the understanding of it evolved, and 

who formulated this understanding. The findings are critically analysed to discover if 

resilience brings new features to urban security, to find out why specific actors promote 

resilience, and to compare the positive and the negative aspects of resilience 

implementation. The thesis first introduces the concept of resilience itself to 

demonstrate the variety of its understanding, the number of its origin roots, and the 

range of disciplines which are using it. Building on this, a classification of resilience 

concepts is created, based on the disciplines they originate from. This classification is 

then used to evaluate the definitions of resilience found in strategic, legislative, and 

other documents produced by the UK government and by the London authorities. 

Discourse analysis of these documents reveal the inconsistent use of the term, the trend 

to transfer responsibility on individual citizens and communities, and the characteristics 

of resilience governance. The thesis then describes how resilience measures are 

implemented in London. This description reveals how detailed the measures are, how 

they penetrate a broad range of domains, and consequently create pressure on the 

citizens. Using the International Political Sociology approach, the field and habitus of 

the actors are described drawing on the data collected through the thesis. This explains 

the motivations of the actors and their relations to the other actors, which constitutes the 

ways they approach and apply resilience measures. The government’s position is 

analysed using the concept of governmentality, concluding that resilience enables to 

produce an appearance of decisive governing in a complex environment while 

transferring the actual responsibility to other actors, mainly communities and 

individuals. The circumstances of public-private partnership are described, explaining 

that resilience gives the private actors the chance to influence the policy-makers’ 

decisions to their benefit while the government gains additional financial sources. The 

thesis is concluded by describing how these relations of the actors and specific 

conceptualisation of resilience in the UK and London impact the lives of the citizens of 

London. It results in creating considerable amounts of pressure on them and their 
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communities which creates an atmosphere of insecurity and unease. Resilience is 

described in the thesis as a governing tool enabling to (in)securitize new domains and 

allowing to control otherwise hardly controllable society. 
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Appendices 

Appendix no. 1: Overview of various resilience definitions (table) 

 

Part 1 

author year definition source 

Holling 1973 The persistence of relationships within a system and as a measure 
of the ability of systems to absorb changes of state variables, 
driving variables, and parameters, and still persist 

Aldunce et al., 
2014 

Gordon 1978 The ability to store strain energy and deflect elastically under a 
load without breaking or being deformed 

Aldunce et al., 
2014 

Masten 1990 The process of, capacity for, or outcome of successful adaptation 
despite challenging or threatening circumstances 

Norris et al., 2008 

Wildavsky 1991 Resilience is the capacity to cope with unanticipated dangers after 
they have become manifest, learning to bounce back. 

Manyena, 2006 

Krimsky  1992 Individuals’ sense of the ability of their own community to deal 
successfully with ongoing political violence 

Aldunce et al., 
2014 

Egeland et al. 1993 The capacity for successful adaptation and functioning despite 
high risk, stress or trauma 

MacKinnon and 
Derickson, 2012 

Holling et al. 1995 It is the buffer capacity or the ability of a system to absorb 
perturbation, or the magnitude of disturbance that can be 
absorbed before a system changes its structure by changing the 
variables 

Aldunce et al., 
2014 

Brown 1996 The ability to recover from or adjust easily to misfortune or 
sustained life stress 

Norris et al., 2004 

Sonn 1998 The process through which mediating structures (schools, peer 
groups, family) and activity settings moderate the impact of 
oppressive systems 

Norris et al., 2004 

Horne and Orr 1998 Resilience is a fundamental quality of individuals, groups and 
organisations, and systems as a whole to respond productively to 
significant change that disrupts the expected pattern of events 
without engaging in an extended period of regressive behaviour. 

Manyena, 2006 

Mallak 1998 Resilience is the ability of an individual or organisation to 
expeditiously design and implement positive adaptive behaviours 
matched to the immediate situation, while enduring minimal 
stress. 

Manyena, 2006 

Miletti 1999 Local resiliency with regard to disasters means that a locale is able 
to withstand an extreme natural event without suffering 
devastating losses, damage, diminished productivity, or quality of 
life without a large amount of assistance from outside the 
community. 

Manyena, 2006 

Comfort 1999 The capacity to adapt existing resources and skills to new systems 
and operating conditions. 

Manyena, 2006 

Paton, Smith and 
Violanti 

2000 Resilience describes an active process of self-righting, learned 
resourcefulness and growth— the ability to function 
psychologically at a level far greater than expected given the 
individual’s capabilities and previous experiences. 

Manyena, 2006 

Adger 2000 The ability of communities to withstand external shocks to their 
social infrastructure. The ability of groups or communities to cope 
with external stresses and disturbances as a result of social, 
political and environmental change 

Aldunce et al., 
2014 

Paton 2000 The capability to bounce back and to use physical and economic 
resources effectively to aid recovery following exposure to 
hazards 

Norris et al., 2004 

Cardona 2003 The capacity of the damaged ecosystem or community to absorb 
negative impacts and recover from these. 

Manyena, 2006 

Pelling, 2003 The ability of an actor to cope with or adapt to hazard stress. Manyena, 2006 

Klein 2003 The ability of a system that has undergone stress to recover and 
return to its original state; more precisely (i) the amount of 
disturbance a system can absorb and still remain within the same 
state or domain of attraction and (ii) the degree to which the 
system is capable of self-organization 

Norris et al., 2004 

Kendra and 
Wachtendorf 

2003 
The ability to respond to singular or unique events. 

Manyena, 2006 
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Part 2 

Bruneau 2003 The ability of social units to mitigate hazards, contain the effects of 
disasters when they occur, and carry out recovery activities in ways 
that minimize social disruption and mitigate the effects of future 
earthquakes 

Norris et al., 2004 

Godschalk 2003 A sustainable network of physical systems and human communities, 
capable of managing extreme 
events; during disaster, both must be able to survive and function 
under extreme stress 

Norris et al., 2004 

Ganor 2003 The ability of individuals and communities to deal with a state of 
continuous, long term stress; the ability to find unknown inner 
strengths and resources in order to cope effectively; the measure of 
adaptation and flexibility 

Norris et al., 2004 

Bodin and Wiman 2004 The dynamic behaviour of the system as it strives (if at all) to return to 
equilibrium, i.e. the extent to which, and the speed with which return 
occurs 

Aldunce et al., 
2014 

Katz 2004 Ways in which people adapt to changing circumstances to get by and 
'make do' through the exercising of autonomous initiative 

MacKinnon and 
Derickson, 2012 

Bodin 2004 The speed with which a system returns to equilibrium after 
displacement, irrespective of how many oscillations are required 

Norris et al., 2008 

Ahmed 2004 The development of material, physical, socio-political, socio-cultural, 
and psychological resources that promote safety of residents and 
buffer adversity 

Norris et al., 2004 

Kimhi 2004 Individuals’ sense of the ability of their own community to deal 
successfully with the ongoing political violence 

Norris et al., 2005 

Coles 2004 A community’s capacities, skills, and knowledge that allow it to 
participate fully in recovery from disasters 

Norris et al., 2007 

Adger et al. 2005 
The capacity of linked social-ecological systems to absorb recurrent 
disturbances such as hurricanes and floods so as to retain essential 
structures, functions, and feedbacks. Resilience reflects the degree to 
which a complex adaptive system is capable of self-organisation and 
the degree to which the system can build capacity for learning and 
adaptation 

Aldunce et al., 
2014 

Gunderson and 
Folke 

2005 The return or recovery time of a social-ecological system, determined 
by (1) that system’s capacity for renewal in a dynamic environment 
and (2) people’s ability to learn and change (which, in turn, is partially 
determined by the institutional context for knowledge sharing, 
learning, and management, and partially by the social capital among 
people) 

Aldunce et al., 
2014 

Pfefferbaum 2005 The ability of community members to take meaningful, deliberate, 
collective action to remedy the effect of a problem, including the 
ability to interpret the environment, intervene, and move on 

Aldunce et al., 
2014 

UNISDR 2005 The capacity of a system, community or society potentially exposed to 
hazards to adapt, by resisting or changing in order to reach and 
maintain an acceptable level of functioning and structure. This is 
determined by the degree to which the social system is capable of 
organising itself to increase this capacity for learning from past 
disasters for better future protection and to improve risk reduction 
measures. 

Manyena, 2006 

Longstaff 2005 The ability by an individual, group, or organization to continue its 
existence (or remain more or less stable) in the face of some sort of 
surprise….Resilience is found in systems that are highly adaptable (not 
locked into specific strategies) and have diverse resources 

Norris et al., 2004 

Liu et al. 2007 The capability to retain similar structures and functioning after 
disturbances for continuous development 

Aldunce et al., 
2014 

Butler 2007 Good adaptation under extenuating circumstances; a recovery 
trajectory that returns to baseline functioning following a challenge 

Norris et al., 2008 

Hill et al. 2008 The ability of a region to recover successfully from shocks to its 
economy 

MacKinnon and 
Derickson, 2012 

Resilience Alliance  2012 The ability to absorb disturbances, to be changed and then to re-
organise and still have the same identity (retain the same basic 
structure and ways of functioning). It includes the ability to learn from 
the disturbance. A resilient system is forgiving of external shocks 

Aldunce et al., 
2014 

 

Source: author 
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Appendix no. 2: The adaptive cycle of systemic resilience (diagram) 

 

Source: adapted from Davoudi et al., 2013, p. 309 

 

Appendix no. 3: Evolutionary resilience building components (diagram) 

 

 

 

Source: Davoudi et al., 2013, p. 311 
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Appendix no. 4: Classification of resilience concepts based on resilience evolution 

roots (table) 

 

Engineering root  Psychological root  Ecological root  Evolutionary root  

bouncing back bouncing back/forth bouncing forth 
constant change on 
multiple layers 

speed of recovery recovery/adaptation persistance of relationships adaptation 

maintaining of efficiency maintaining funcion and efficiency absorbing change transformability 

one equilibrium one or multiple equilibria adaptation learning 

predictability prolonged stress maintaining function innovation 

    multiple equilibria no equilibrium 

      self-organisation 

        

 

Source: author 

 

Appendix no. 5: Disaster management cycle (diagram) 
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Appendix no. 6: Definitions of resilience in DRM (table) 

 

 

 

Source: Aldunce et al., 2014, p. 258 
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Appendix no. 7: The structure of London Resilience Partnership (diagram) 

 

 
 

Source: London Resilience Partnership, 2016a, p. 11  

 

Appendix no. 8: How to achieve resilience in London (diagram) 

 
 

Source: London Resilience Partnership, 2016a, p. 6 
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Appendix no. 9: Definitions by the UK’s and London’s institutions and by 

influential private actors (table) 

 

Document/Source Institution/Organisation Year Definition 

Dealing with disaster Cabinet Office 2004 The ability at every relevant level to detect, prevent, and, if 
necessary, to handle and recover from disruptive challenges. 

SNFCR Cabinet Office 2011 The capacity of an individual, community or system to adapt in 
order to sustain an acceptable level of function, structure, and 
identity. 

SNFCR  Cabinet Office 2011 Communities and individuals harnessing local resources and 
expertise to help themselves in an emergency, in a way that 
complements the response of the emergency services. 

Prevent Strategy HM Government 2011 The capability of people, groups and communities to rebut and 
reject proponents of terrorism and the ideology they promote. 

London Resilience 
Partnership Strategy 

London Resilience 
Partnership 

2013 The ability of London to detect, prevent and if necessary to 
withstand, handle and recover from disruptive challenges. 

UK Civil Protection 
Lexicon 

Cabinet Office 2013 Ability of the community, services, area or infrastructure to 
detect, prevent, and, if necessary to withstand, handle and 
recover from disruptive challenges. 

UK Civil Protection 
Lexicon  

Cabinet Office 2013 Communities and individuals harnessing local resources and 
expertise to help themselves in an emergency, in a way that 
complements the response of the emergency services. 

London Resilience 
Partnership Strategy 

London Resilience 
Partnership 

2016 Resilience is an enabler which helps London to survive and 
prosper. It is the ability of institutions and communities to 
work together to prevent, handle then recover and learn from 
disruption and adapt to change. 

London First website London First 2016 The ability to bounce back from challenges, but also to bounce 
forward after these challenges by adapting to new 
circumstances and better preparing for future issues. 

London First website London First 2016 The coming together of individuals and organisations before, 
during and after shocks or stresses to ensure a long-term, 
sustainable future. 

100 Resilient Cities 
website 

The Rockefeller 
Foundation 

2017 The capacity of individuals, communities, institutions, 
businesses, and systems within a city to survive, adapt, and 
grow no matter what kinds of chronic stresses and acute 
shocks they experience. 

 

Source: author 
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Appendix no. 10: Hardened protective features: reinforce bi-steel barrier, Houses 

of Parliament (photography) 

 

 
 

Source: Coaffee, 2009, p. 288 

 

Appendix no. 11: Hardened protective features: Crash-rated bollards in the 

Government Security Zone (photography) 

 

 
 

Source: Coaffee, 2009, p. 288 
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Appendix no. 12: The City of London’s public alert system (photography) 

 

 
 

Source: Coaffee, 2009, p. 268 

 


