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valuable advice and time spent on corrections.

I would like to thank Colin Peterson, who proof read the work and helped me
with grammar mistakes.

iii



Contents

Introduction 2

1 The RC4 stream cipher 4
1.1 Description of the cipher . . . . . . . . . . . . . . . . . . . . . . . 4

2 Stepping back to the permutation after the KSA 6

3 Preliminaries 8

4 Theoretical analysis of the KSA 9
4.1 Notations and basic assumptions . . . . . . . . . . . . . . . . . . 9
4.2 Bias towards the sequence sums of key bytes . . . . . . . . . . . . 9
4.3 Subtracting equations . . . . . . . . . . . . . . . . . . . . . . . . . 16
4.4 Using the inverse permutation . . . . . . . . . . . . . . . . . . . . 18
4.5 Generalization for the sum of key bytes . . . . . . . . . . . . . . . 21
4.6 Bias in nested permutation entries . . . . . . . . . . . . . . . . . . 23

5 Methods for extracting information out of the bias 26
5.1 Counting methods . . . . . . . . . . . . . . . . . . . . . . . . . . 26
5.2 Discarding equations . . . . . . . . . . . . . . . . . . . . . . . . . 27
5.3 The sum of all key bytes . . . . . . . . . . . . . . . . . . . . . . . 27
5.4 Adjusting weights . . . . . . . . . . . . . . . . . . . . . . . . . . . 28
5.5 Merging counters . . . . . . . . . . . . . . . . . . . . . . . . . . . 29

6 The Key Recovering Algorithm 30
6.1 Initial key guessing . . . . . . . . . . . . . . . . . . . . . . . . . . 30
6.2 Fixing the key bytes . . . . . . . . . . . . . . . . . . . . . . . . . 31
6.3 The update process . . . . . . . . . . . . . . . . . . . . . . . . . . 32
6.4 The algorithm . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33
6.5 Experimental results . . . . . . . . . . . . . . . . . . . . . . . . . 34

Conclusion 36

Bibliography 37

Attachments 38

1



Introduction

Despite its age, RC4 is still one of the most widely used stream ciphers in the
world. With only few lines of code it is one of the simplest ciphers for imple-
mentation, and despite more than twenty years of cryptanalytic work it is still
relatively secure if used correctly.

While generating the key stream, RC4 uses an internal state which consists of
the permutation S together with two indices i and j, derived from the secure key
in Key-Scheduling Algorithm (KSA). The thesis focuses on a class of cryptanalytic
attacks which are designed to extract the key from the internal state. Our goal
was to implement a tool which for given internal state after the KSA returns a
key used to generate the state. Several authors already studied this problem and
our work is based on their results. They have presented several key retrieving
algorithms but never published the source codes, thus the results could not have
been independently verified.

Previous work

A bias in the secret permutation of the RC4 was first discovered by Roos in 1994
in [8]. He observed that the values of the permutation after the KSA of the RC4
are not entirely random but are biased towards a linear combination of the secret
key bytes.

Paul and Maitra in [6] thoroughly analysed the KSA and provided explicit for-
mula for the Roos’ observation and bias towards the indices j from the run of the
KSA. On this basis they have built key recovery attacks, algorithm RecoverKey
used a set of linear equations of the key bytes and algorithm BuildKeyTable used
frequency table of recovered j indices. However the success probabilities were low
for 128 bit keys.

Biham and Carmeli in [4] generalised the Roos’ bias, which allowed them
to use more linear equations which are correct with higher probabilities. They
also provided set of methods to filter the incorrect equations and improve weight
of the correct ones. Result of their work is FindKey algorithm, which reduces
the computation time compared with RecoverKey algorithm. However, success
probabilities are still rather impractical.

Paul and Maitra in [5] found the new bias in nested permutation entries S[i]
and S[S[i]], which can improve the previous guesses if weighted frequency counters
are used.

Akgun, Kavak and Demirci in [1] combined the algorithms BuildKeyTable and
FindKey with the new ideas and provided a more efficient algorithm for retrieving
the secret key. It has the highest success rate, with a 128 bit key being recovered
at a probability of 7.45% on average in 1572 seconds on the reference machine.
The source codes are not public, which motivated this work. The algorithm
presented in the thesis is based on their KeyRetrievalAlgorithm.

In 2009 Basu, Maitra, Paul and Talukdar in [3] presented a bidirectional key
search algorithm that can recover a 16 bytes secret key with a success probability
of 0.1409. However, its time complexity is too high for practical use.

In 2016 Sarkar and Venkateswarlu in [9] revisited the analysis of the Roos’
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bias by Paul and Maitra and proved more accurate formula. We do not present it
in the thesis because the lower estimates we use are accurate enough and simpler
to compute.

Our contribution

This thesis aims to make the following contributions:

• Provide complete theoretical analysis of the biases in the sercret permuta-
tion, gathered from the papers above.

• Select the best algorithm and implement it, while providing a source code
and working tool for the key recovery.

In the first chapter we describe the cipher RC4 itself. In Chapter 2 we show
how the permutation obtained by KSA can be recovered when some output bytes
are already generated. Chapter 3 provides summary of the parts of the probability
theory used in the proofs. In Chapter 4 we provide theoretical analysis of the
biases used in the key recovery algorithm. Chapter 5 presents methods to gather
more information from the biases. These are finally used in Chapter 6 where we
describe the key recovery algorithm.
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1. The RC4 stream cipher

The stream cipher RC4 was designed by Ronald L. Rivest for RSA Data Security
in the year 1987 [7]. It was incorporated in RSA’s cryptographic library and was
first commercially used in Lotus Notes. The RC4 algorithm was a trade secret,
but it was reverse-engineered and anonymously published in Cypherpunks mailing
list [2] in 1994. The code was accepted to be genuine as its output matched the
output produced in software using licensed RC4. To avoid trademark issues, the
RC4 cipher is often referred to as ARC4 or ARCFOUR, meaning Alleged RC4.

For its simplicity and speed in software implementation it became very pop-
ular. Among implementations in products such as Skype (in a modified form),
Microsoft Office XP, Lotus Notes or Oracle Secure SQL, it finds application in
network protocols such as WEP (Wired Equivalent Privacy), WPA (Wi-Fi Pro-
tected Access), SSL (Secure Socket Layer) and formerly in TLS (Transport Layer
Security). It has been said that RC4 is the most widely used stream cipher in
the world.

In recent years many attacks have been performed on the cipher, especially
on implementations involving wrong use of the initialization vector, such as in
WEP. In 2015 the cipher was speculated on the basis that some state agencies
have capabilities to break RC4 used in TLS as IETF published RFC 7565, which
prohibited use of RC4 in TLS protocol. Similar recommendation have been issued
by Microsoft and Mozilla, but RC4 is still used in many systems, mostly due to
legacy reasons or ease of implementation.

RC4 is also commonly implemented in viruses. It is probably thanks to its
shortness and the ease of implementation - it can be implemented in few lines of
code that is simple to understand.

1.1 Description of the cipher

RC4 is a stream cipher. Encryption uses a pseudo-random stream of bits which
are combined with the plaintext using bit-wise exlusive-or (XOR), similarly to
Vernam cipher. XOR is the involution, so decryption operates the same way.
To generate the pseudo-random sequence RC4 uses secret internal state which
consists of:

1. a permutation of ZN = {0, . . . , N − 1}

2. two index pointers i, j used to randomize permutation table.

The pseudo-random indice j is secret, but i is public, its value in any stage of the
stream is known. Commonly N = 256 and the cipher is byte-oriented. Key length
l is defined as the number of bytes in the key and can be in range 1 ≤ l ≤ N .
Most applications use the key length between 5 – 16 bytes (corresponding to 40
– 128 bits key).

RC4 consists of two algorithms (given bellow), Key-Scheduling Algorithm,
which initializes the internal permutation involving the secret key, and Pseudo-
Random Generation Algorithm (PRGA), which uses the permutation to generate

4



a stream of pseudo-random bytes. The algorithms are described below. Any
addition related to RC4 will be carried modulo N , unless specified otherwise.

Algorithm 1: KSA

Input: key K of length l
Output: permutation S
begin

Initialization:
for i = 0, · · · , N − 1 do

S[i] = i
j = 0
Scrambling:
for i = 0, · · · , N − 1 do

j = j+S[i]+K[i mod l]
Swap(S[i], S[j])

return S

Algorithm 2: PRGA

Input: permutation S
Output: one keystream byte
begin

Initialization
i = 0
j = 0
Keystream generation loop
i = i+ 1
j = j + S[i]
Swap(S[i], S[j])
t = S[i] + S[j]
return S[t]
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2. Stepping back to the
permutation after the KSA

In order to perform a key recovery attack, the internal state of the cipher is needed
first. A class of attacks focused on obtaining the permutation from the PRGA
keystream are State recovery attacks, which combined with the key recovery
methods described later can be used as key recovery attacks.

If we have access to the operation memory and know the details of the im-
plementation, it is easy to find candidates for the RC4 internal permutation. We
can use a sliding window method to go through the memory and search for per-
mutations on N items. We are looking on the windows of N bytes (if N < 256),

the sum of which should be N(N+1)
2

. If the sum is correct, we need to test if the
set is a permutation, i.e. every value is represented exactly once. If the sum is
not correct, we will slide the window, i.e. read a new byte, discard the last and
update the sum by adding new byte and subtracting last byte value.

The indices i, j are a bit more complicated to determine. Index i is the number
of rounds mod N , therefore it corresponds with the number of keystream output
bytes. Index j is pseudo-random, we need to either know the location in memory
of this value or perform an exhaustive search over all N possible values of j.

After finding the current state of RC4, it is easily possible to trace back to the
initial permutation performing a state-reversing loop of PRGAreverse algorithm.
We will need one of the following:

• The permutation S, i, j and the number of rounds R.

• The permutation S, i, j.

• The permutation S and the number of rounds R.

The algoritm PRGAreverse describes the last option. If the whole state is
known, the algorithm can be changed to execute only the while loop. If only
i, j are known, the algorithm is similar, only the for loop disappears and the
condition for the while loop is i = j = 0. On the other side if neither j nor R
values are known, we need to exhaustive search all values of index pointers i, j.
If the condition i = j = 0 is fulfilled, it does not necessarily mean, that it is the
only permutation candidate for chosen i, j. Both pointers could be equal to zero
also during the PRGA, which mean we may need to continue searching for the
right state.

The algorithm PRGAreverse is presented bellow. Note that all subtractions
except r = r − 1 in Algorithm PRGAreverse are modulo N .
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Algorithm 3: PRGAreverse

Input: Number of rounds R
Internal state SR
iR = R mod N

Output: Candidates for SN
begin

for jR ∈ {0, . . . , N − 1} do
i = iR
j = R mod N
S = SR
r = R
while r > 0 do

Swap(S[i],S[j])
j = j − S[i]
i = i− 1
r = r − 1

if j = 0 then
report S as a candidate to SN
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3. Preliminaries

Definition 1. A discrete probability space is a pair (Ω,Pr) consisting of:

1. A nonempty countably infinite set Ω.

2. A function Pr : Ω→ R, called probability measure, satisfying the following
properties:

(a) ∀ω ∈ Ω : 0 ≤ Pr(ω) ≤ 1,

(b)
∑

ω∈Ω Pr(ω) = 1.

Definition 2. Let (Ω,Pr) be a discrete probability space. An event E is any
finite subset of Ω. The probability of E is defined as Pr(E) =

∑
ω∈E Pr(ω) and

Pr(∅) = 0.

Definition 3. Let (Ω,Pr) be a discrete probability space and E1, E2 ⊆ Ω where
E2 6= 0. Then we define conditional probability as follows:

Pr(E1|E2) =
Pr(E1 ∩ E2)

Pr(E2)
.

Notation. Let A be the event in probability space (Ω,Pr). The complementary
event to A will be defined as Ω \ A and it will be denoted A.

Lemma 1. Let A and B be events. The probability of the union of two events is
given by:

Pr(A ∪B) = Pr(A) + Pr(B)− Pr(A ∩B)

and the probability of
Pr(A) = 1− Pr(A).

Theorem 2. (The law of total probability) Given n mutually exclusive events
A1, ..., An whose probabilities sum to unity, then for arbitrary event E

Pr(E) =
∑
n

Pr(E ∩ An) =
∑
n

Pr(E |An) Pr(An). (3.1)

Definition 4. (Uniform distribution) A discrete probability space (Ω,Pr) is told

to be uniformly distributed if ∀ω ∈ Ω : Pr(ω) =
1

|Ω| .

Definition 5. Two events A and B are independent (often written as A ⊥ B) if
and only if their joint probability equals the product of their probabilities:

Pr (A ∩B) = Pr (A) Pr (B).
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4. Theoretical analysis of
the KSA

This thesis is focused on deriving the secret key from the inner state after the
KSA. It is possible thanks to the fact that the permutation after the KSA algo-
rithm is biased towards the secret key. In this chapter we provide a theoretical
analysis of biases which can be utilized in the key recovery attacks.

It was first experimentally observed by Roos in 1995 [8] that the most likely
value of the inner permutation, denoted SN , is given by

SN [i] =
i(i+ 1)

2
+

i∑
r=0

K[r]

This equation holds with high probability for roughly 40 initial entries. Theoret-
ical analysis was later provided by G. Paul and S. Maitra in [6] and subsequently
generalized by [4] as follows:

SN [i2]− SN [i1] =

i2∑
r=i1+1

K[r] +
i2(i2 + 1)

2
− i1(i1 + 1)

2

Which has high probability also with higher indices and can be used together
with tools described bellow to effectively retrieve the secret key.

4.1 Notations and basic assumptions

Let K be an array of key bytes of length l. K[a] will always be understood as
K[a mod l] and we will write

K[a · · · b] :=
b∑
i=a

K[i mod l].

The index j in r-th round of the KSA will be denoted by jr, Sr denotes
the permutation after r-th round of the KSA. Therefore SN is the permutation
after complete KSA. For simplicity, S without index will mean SN , i.e. the
permutation after the complete KSA. S−1 will stand for the inverse permutation
of S, i.e. ∀u, v ∈ {0, . . . , N − 1} : S[u] = v ⇒ S−1[v] = u. Notation x← y means
that the value of y is moved to x.

We focus on the RC4 cipher which uses permutation on bytes, thus in examples
later we will always assume N = 256.

4.2 Bias towards the sequence sums of key bytes

In every round of the KSA is the index i incremented by one and the pseudo-
random index j is calculated by following rule:

ji+1 = ji + Si[i] +K[i]
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If we recursively substitute for j, we can write the equation in the following
form:

ji+1 =
i∑

r=0

Sr[r] +
i∑

r=0

K[r].

Assuming that Si[i] = i we obtain

ji+1 =
i∑

r=0

r +
i∑

r=0

K[r] =
i(i+ 1)

2
+K[0 · · · i].

We will show, that with certain probability SN [i] = Sr[i] = ji+1, therefore

SN [i] =
i(i+ 1)

2
+K[0 · · · i] (4.1)

.
Despite j being updated using deterministic formula, it is a linear function

of a pseudo-random key and therefore itself pseudo-random. Thanks to that in
proofs we can consider j as being random.

Lemma 3. Assume that during the KSA the index j takes its values uniformly
at random from ZN . Then ∀i ∈ ZN

Pr

(
ji+1 =

i(i+ 1)

2
+K[0 · · · i]

)
≈
(

1− 1

N

)1+
i(i+1)

2

+
1

N
. (4.2)

Proof. Let Ei denote the event that

ji+1 =
i∑

r=0

(i+K[r])

and Ai denote the event that

∀r ∈ {0, . . . , i} : Sr[r] = r.

From the law of total probability 3.1 we have

Pr(Ei) = Pr(Ei |Ai) Pr(Ai) + Pr(Ei |Ai) Pr(Ai).

Index j is uniformly distributed, hence Pr(Ei|Ai) ≈
1

N
and from the reasoning

above, Pr(Ei |Ai) = 1.
We will show by induction that

Pr(Ai) =

(
1− 1

N

) i(i+1)
2

.

The case Pr(A0 = 1) is trivial. For i ≥ 1
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Pr(Ai) = Pr(Ai−1 ∩ (Si[i] = i))

= Pr(Ai−1) · Pr(Si[i] = i)

IH
=

(
1− 1

N

) (i−1)i
2

· Pr(Si[i] = i)

=

(
1− 1

N

) (i−1)i
2
(

1− 1

N

)i
=

(
1− 1

N

) i(i+1)
2

It is worth mentioning that we have assumed the fact that the events Ai−1

and Si[i] = i are independent. Together we get

Pr(Ei) = Pr(Ei |Ai) Pr(Ai) + Pr(Ei |Ai) Pr(Ai)

≈ 1 ·
(

1− 1

N

) i(i+1)
2

+
1

N

(
1−

(
1− 1

N

) i(i+1)
2
)

=

(
1− 1

N

) i(i+1)
2

+
1

N
− 1

N

(
1− 1

N

) i(i+1)
2

=

(
1− 1

N

) i(i+1)
2

·
(

1− 1

N

)
+

1

N

=

(
1− 1

N

)1+
i(i+1)

2

+
1

N

which completes the proof.

The probabilities given by the formula are shown graphically in figure 6.1 on
page 38. Now we will show how the internal permutation can store information
about the indices jr for some rounds r of the KSA. Specially SN [i] = ji+1 with
probability described in the following lemma. It will, together with Lemma 3,
provide a basis for the bias discussed above, but it will be also used alone.

In round i + 1, elements of the permutation S on positions i and ji+1 are
swapped. Therefore Si+1[i]← Si[ji+1]. The underlying assumptions of the event
that SN [i] = Sr[i] = ji+1 are:

1. ji+1 ≥ i, i.e. S[i] is swapped with an item having greater index.

2. jr 6= ji+1 for r ∈ {1, . . . , i}, i.e. S[ji+1] is not touched by indices j until the
i-th iteration.

3. jr 6= i for r ∈ {i + 2, . . . , N}, i.e. S[i] is not involved in the remaining
rounds.
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The first and second assumptions ensure that the index ji+1 do not participate
in any of the previous rounds and therefore Si[ji+1] = ji+1. In the i-th round this
value is moved to Si+1[i] and the third assumption ensures that it will stay at its
place, i.e. SN [i] = Sr[i] = ji+1.

Theorem 4. Assume that during the KSA the index j takes its values uniformly
at random from ZN . Then ∀i ∈ ZN

Pr(SN [i] = ji+1) ≥
(

1− i

N

)(
1− 1

N

)N−1

. (4.3)

Proof. As mentioned in the preceding discussion, Si[ji+1] = ji+1 if this element is
not involved in any of the previous rounds, which occurs if ji+1 /∈ {0, . . . , i − 1}∪
{j1, . . . , ji}.

Pr(ji+1 /∈ {0, . . . , i− 1}) =

(
1− i

N

)
and Pr(ji+1 /∈ {j0, . . . , ji}) =

(
1− 1

N

)i
and the event can also occur due to random association, hence

Pr(Si+1[i] = ji+1) ≥
(

1− i

N

)(
1− 1

N

)i
.

If the index i is not touched in the next N−1− i rounds by any of the subsequent
indices j , i.e. ∀r ∈ {i + 1, . . . , N} jr 6= i, the value will not move, thus SN [i] =
ji+1. This can also occur randomly, so

Pr(SN [i] = Si+1[i]) ≥
(
N − 1

N

)N−1−i

.

Together we get

Pr(SN [i] = ji+1) ≥
(

1− i

N

)(
1− 1

N

)i(
1− 1

N

)N−1−i

.

In Table 4.1 are presented probabilities given by the formula compared with
experimental results obtained by performing the KSA with ten million randomly
generated keys. The probabilities highest on the first indices and are decreasing
linearly to (1/N ≈ 0.0039). See figure 6.2 on page 38.

Bias described in the Lemma 3 can be used on its own to recover the secret
key. If we consider the update rule ji+1 = ji + Si[i] +K[i], we can see that with
the knowledge of any two subsequent values of j one key byte can be extracted
as follows:

K[i mod l] = ji+1 − ji − Si[i] = SN [i]− SN [i− 1]− Si[i].
If we assume that Si[i] = i for fixed i, we obtain

K[i mod l] = SN [i]− SN [i− 1]− i.
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i 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Pr .370 .369 .367 .366 .364 .363 .361 .360 .359 .357 .356 .354 .353 .351 .350 .348
exp. .371 .367 .364 .364 .365 .360 .360 .357 .359 .357 .353 .355 .352 .352 .347 .349
i 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
Pr .347 .346 .344 .343 .341 .340 .338 .337 .335 .334 .333 .331 .330 .328 .327 .325
exp. .348 .345 .341 .342 .341 .341 .338 .337 .334 .334 .332 .331 .329 .335 .328 .324
i 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
Pr .324 .323 .321 .320 .318 .317 .315 .314 .312 .311 .310 .308 .307 .305 .304 .302
exp. .324 .322 .322 .319 .317 .317 .315 .311 .312 .310 .309 .308 .312 .306 .304 .301

Table 4.1: The probabilities of Theorem 4

Later we will utilize this in our key retrieval algorithm. Now we will generalize
this approach in the following theorem. We will use Lemma 3 and Theorem 4 to
derive the probability that the equation S[i] = K[0 · · · i] + i(i+1)

2
, holds.

For fixed value of i, the event that this equation holds is result of three un-
derlying assumptions:

1. Sr[r] = r for r ∈ {0, . . . , i}, i.e. the value on index r was not swapped
before the r-th iteration.

2. Si[ji+1] = ji+1, which happens if the index ji+1 was not involved in the
previous rounds.

3. jr 6= i for r ∈ {i+2, . . . , N}, i.e. S[i] is not involved in any of the remaining
rounds.

As we discussed above, occurrence of the first assumption ensures that the index
ji+1 is affected only by key bytes and constant values. Later we will denote the
assumption used in each step with its number above the equation mark.

ji+1 =
i∑

r=0

(Sr[r] +K[r])
1.
=

i∑
r=0

(r +K[r]) = K[0 · · · i] +
i(i+ 1)

2

The other two assumptions are the same as in the proof of Theorem 4. To-
gether they imply

SN [i]
3.
= Si+1[i]

2.
= ji+1 =

i∑
r=0

(Sr[r] +K[r])
1.
= K[0 · · · i] +

i(i+ 1)

2
.

An exact formula for such bias is given by the following theorem.

Theorem 5. [6] Assume that during the KSA the index j takes its values uni-
formly at random from ZN . Then ∀i ∈ ZN

Pr(SN [i] = K[0 · · · i] +
i(i+ 1)

2
) ≥

(
1− i

N

)(
1− 1

N

) i(i+1)
2

+N−1

. (4.4)
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Proof. Let Ai denote event that ∀r ∈ {0, . . . , i} : Sr[r] = r as in lemma 3.
One way to obtain the result is by combining Lemma 3 and Theorem 4 to-

gether. We have

SN [i] = Si+1 = ji+1 =
i∑

r=0

(i+K[r])

with probability

Pr(Ai) · Pr(SN [i] = ji+1) ≥
(
N − 1

N

) i(i+1)
2
(
N − i
N

)(
N − 1

N

)N−1

=

(
N − i
N

)
·
(
N − 1

N

) i(i+1)
2

+N−1

.

The probabilities given by the analytic formula are presented in Table 4.2
and in figure 6.3 on page 39. They match the experimental results obtained by
performing the KSA with ten million keys. It can be seen that this probability
is about 0.371 for i = 0 and is decreasing as the index i grows. For 47-th entry
it is about 0.008 and for greater values it becomes too low to be used for key
retrieval (the probability that the permutation entry equals a random value is
1/N ≈ 0.0039).

i 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Pr .369 .366 .361 .356 .349 .341 .332 .321 .310 .298 .286 .272 .259 .245 .231 .217
exp. .371 .365 .360 .355 .351 .340 .332 .320 .312 .300 .285 .274 .260 .246 .229 .218
i 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
Pr .203 .189 .175 .162 .149 .137 .125 .114 .103 .093 .084 .075 .067 .060 .053 .046
exp. .204 .189 .173 .159 .149 .137 .124 .112 .101 .092 .083 .074 .066 .063 .052 .046
i 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
Pr .041 .036 .031 .027 .023 .020 .017 .015 .013 .011 .009 .008 .006 .005 .004 .004
exp. .042 .037 .031 .028 .024 .022 .019 .015 .014 .013 .011 .010 .009 .008 .007 .006

Table 4.2: The probabilities of Theorem 5

Bias from the Theorem 5 may be used to retrieve the secret key. Each value
of the permutation SN can be used to derive a linear equation of the key bytes,
which holds with probability described above. Let Ci be defined as

Ci = S[i]− i · (i+ 1)

2
.

If the equation holds on i-th position, i.e.

S[i] = K[0 · · · i] +
i · (i+ 1)

2
mod N,

then Ci = K[0 · · · i]. By selecting m indices on which the equation holds,
we form a system of m linear equations of the key bytes. If the equations are
independent, we obtain m out of l key bytes by solving this system. This is
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used in the RecoverKey algorithm from [6] to recover m out of l key bytes and
remaining m− l bytes are searched exhaustively. The correctness of the solution
is verified by running the KSA with each of the guessed keys and comparing the
resulting permutation with the original SN .

Since the probability is high only on the first few indices, we will define pa-
rameter n, which determines how many permutation bytes we consider. As we
can not know on which indices the equations hold, we need to try all

(
n
m

)
possible

subsets of equations.
We will illustrate this method with an example.

Example. Let N = 256, K = (11, 21, 31, 41, 51) be a 5 byte secret key and let

fi = K[0 · · · i] + i(i+1)
2

. For the purpose of this example we set n = 10, so we will
use the first ten values of the permutation. In table 4.3 are presented the values of
the permutation SN , obtained by running the KSA with the key K, together with
values fi which represent the bias from Theorem 5. We can see that S[i] = fi
on 5 indices. Since there is no match later in the permutation, we have only
one option how to choose the set of equations corresponding to i ∈ {1, 2, 6, 8, 9}.
During the key recovery attack we need to try all subsets of {0, . . . , 10}, since we
know only the values of SN .

i 0 1 2 3 4 5 6 7 8 9 10
SN [i] 154 33 66 149 22 75 208 122 39 99 216

K[0 · · · i] + i(i+1)
2

11 33 66 110 165 181 208 246 39 99 120

Table 4.3: Values of the inner permutation after the KSA

K[0] +K[1] = 33− (1 · 2)/2

K[0] +K[1] +K[2] = 66− (2 · 3)/2

K[0] +K[1] +K[2] +K[3] +K[4] +K[5] +K[6] = 208− (6 · 7)/2

K[0] + · · ·+K[8] = 39− (8 · 9)/2

K[0] + · · ·+K[9] = 99− (9 · 10)/2

Note that K[x] = K[x mod l]. Therefore longer sequences will be reduced,
e.g. K[0 · · · 9] is equal to 2 ·K[0] + 2 ·K[1] + 2 ·K[2] + 2 ·K[3] +K[4] mod N .

If the system were independent, we would get the whole key by solving it.
However, K[0 · · · 9] = 2 · (K[0 · · · 6]−K[0 · · · 1]), so one key byte must be found
be an exhaustive search.

This method is thoroughly analysed in [6], they provided an independence
criterion and analysed time complexity of the RecoverKey algorithm. Success
probabilities of the RecoverKey algorithm are provided in the Table 4.4, taken
from the original paper. It clearly shows that the probability of success is fairly
low, hence the algorithm is not feasible for any practical attack.
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l 5 8 12 16
Probability 0.414 0.162 0.026 0.0006
Complexity 231.9 234.0 231.6 232.2

Table 4.4: Success probabilities of RecoverKey algorithm from [6]

4.3 Subtracting equations

As the index i grows, probability that the formula from theorem above holds
becomes very low. Biham and Carmeli in [4] have shown how suggestion for
shorter key sequence can be obtained by subtracting two suggestions for longer
sequences, which still holds with high probability on high indices.

Let i1 < i2. If Ci1 = K[0 · · · i1] and Ci2 = K[0 · · · i2] holds, we can subtract
these values as follows:

Ci2 − Ci1 = K[0 · · · i2]−K[0 · · · i1] = K[(i1 + 1) · · · i2]. (4.5)

We would expect that this holds with the product of the individual proba-
bilities of Ci = K[0 · · · i] however we will show that these probabilities are much
higher. Underlying assumptions of 4.5 are as follows:

1. Sr[r] = r for r ∈ {i1 + 1, . . . , i2}, i.e. S[r] is not swapped until the r-th
iteration,

2. Si1 [ji1+1] = ji1+1 and Si2 [ji2+1] = ji2+1,

3. jr 6= i1 for r ∈ {i1 + 2, . . . , N} and jr 6= i2 for r ∈ {i2 + 2, . . . , N}.

The first assumption ensures that the index j is updated in rounds from i1 +1
to i2 using only the key bytes and constant values:

ji2+1 − ji1+1 =

i2∑
r=i1+1

(S[r] +K[r])
1.
=

i2∑
r=i1+1

(r +K[r])

If the second assumption holds, then after the round i1 + 1 of the KSA is
Si1+1[i1] = ji1+1 and after the round i2 + 1 is Si1+1[i1] = ji1+1. The third assump-
tion will ensure that S[i1] and S[i2] are not touched by j until the end of the
KSA, so the values will stay at its places. If all three assumptions hold, then

SN [i2]− SN [i1]
3.
= Si2+1[i2]− Si1+1[i1]

2.
= ji2 − ji1

=

i2∑
r=i1+1

(S[r] +K[r])
1.
=

i2∑
r=i1+1

(r +K[r])

= K[(i1 + 1) · · · i2] +
i2 · (i2 + 1)

2
− i1 · (i1 + 1)

2
,

hence

Ci2 − Ci1 = K[(i1 + 1) · · · i2].

The following theorem shows a lower estimate for probability of this difference.
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Theorem 6. Assume that during the KSA the index j takes its values uniformly
at random from ZN and let 0 ≤ i1 < i2 < N . Then

Pr (Ci1 − Ci2 = K[(i1 + 1) · · · i2]) ≥

≥ (
N − i2
N

)2 · (1− i2 − i1 + 2

N
)i1 · (1− 2

N
)N−i2−1

i2−i1−1∏
k=0

(1− k+2
N

)

Proof. We use the assumptions from the discussion above. First we fix the indices
ji1+1 and ji2+1. The value of the later index needs to be higher than the i2, in
order to prevent its swapping before the round i2 + 1. The index ji1 must be
higher than i2 as well, otherwise it will be swapped in the first i1 rounds or it
will affect the permutation on indices between i1 and i2 and prevent the event
that Sr[r] = r for r ∈ {i1+1, . . . , i2} to occur. Probability of correct assignment
of ji1+1 and ji2+1 is (

1− i2
N

)(
1− i2

N

)
.

In the first i1 rounds we need jr /∈ {i1 + 1, . . . , i2}, so that on these indices
stay only initial values, and jr /∈ {ji1+1 , ji2+1} . Probability of this is:(

1− i2 − i1 + 2

N

)i1
.

For every subsequent round r ∈ {i1+1, . . . , i2} the set of forbidden indices
will get smaller by one. Therefore probability that index jr+1 touches neither
{r + 1, . . . , i2} nor {i1, i2} (where are stored indices ji1+1 and ji2+1) is

i2−i1−1∏
k=0

(1− k + 2

N
).

Finally i1 and i2 will stay intact in the rounds after the i2-th iteration with
probability (

1− 2

N

)N−i2−1

.

As we discussed above, this will ensure that Ci2 − Ci1 = K[(i1 + 1) · · · i2].
The other way how this event can occur is due to random association, thus the
probability will be greater than:

(
N − i2
N

)2 · (1− i2 − i1 + 2

N
)i1 · (1− 2

N
)N−i2−1

i2−i1−1∏
k=0

(1− k+2
N

).

Probabilities of such differences are not decreasing as fast as in Theorem 5,
so the bias given by the previous theorem is still useful for higher indices. This
provides us with more equations to consider in the key recovery algorithm.
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Example. From Theorem 5 we have the probability that K[0 · · · 54] = C54 is
0.0048 and the probability that K[0 · · · 56] = C56 is 0.0045 ≈ 1/N . Both equa-
tions would be practically useless in any key recovery algorithm, but the differ-
ence equation K[55 · · · 56] = C56 − C54 has probability 0.058, which is an order
of magnitude higher.

Disadvantage of the biases given by Theorem 5 is that they are not indepen-
dent. If Sr 6= r for some r < i, then the equation Ci = K[0 · · · i] is not expected to
hold for such values of i, because the event Sr[r] = r for r ∈ {0, . . . , i} won’t occur.
On the other hand the difference equations in the form of 4.5 for r < i1 ≤ i2 < N
might still hold under these conditions, which allows us to handle the initial
permutations, where the first bias does not provide any information.

Probabilities obtained by Theorem 6 with difference i2− i1 = 4 are presented
in Table 4.5. In the first row is the first index i1, the second index is always
i1 + 4. In the second row are probabilities given by Theorem 6 compared with
experimental results obtained by performing KSA with ten million keys. We can
see that the formula matches the experimental results well. See figure 6.4 on page
39 to compare probabilities with multiple differences.

i1 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Pr .131 .128 .125 .122 .119 .116 .113 .110 .108 .105 .103 .100 .098 .096 .093 .091
exp. .129 .129 .124 .122 .118 .117 .113 .111 .107 .106 .103 .101 .098 .097 .094 .092
i1 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
Pr .089 .087 .085 .083 .081 .079 .077 .075 .073 .071 .070 .068 .066 .065 .063 .061
exp. .089 .088 .086 .085 .082 .081 .078 .078 .074 .073 .072 .069 .068 .067 .065 .064
i1 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
Pr .060 .058 .057 .056 .054 .053 .052 .050 .049 .048 .047 .045 .044 .043 .042 .041
exp. .062 .060 .059 .059 .056 .055 .054 .053 .051 .050 .049 .046 .046 .046 .045 .042
i1 48 49 50 51 52 52 54 55 56 57 58 59 60 61 62 63
Pr .040 .039 .038 .037 .036 .035 .034 .033 .032 .032 .031 .030 .029 .028 .028 .027
exp. .042 .041 .040 .040 .039 .038 .037 .036 .035 .035 .034 .033 .032 .031 .031 .030

Table 4.5: The probabilities of Ci+4 − Ci = K[(i+ 1) · · · (i+ 4)]

4.4 Using the inverse permutation

In each step of the KSA the values of the secret permutation on indices i and j
are swapped, i.e. in (i + 1)-th round Si+1[i] ← Si[j] and Si+1[j] ← Si[j]. As we
mentioned before, index i increases linearly by one in each round and the value
of j is determined using the update rule ji+1 = ji + Si[i] +K[i].

In the theorems above we have assumed that during the (i+ 1)-th round the
value of the permutation on index ji+1 stays intact, i.e. ji+1 = S[ji+1] and that
j ≥ i (Figure 4.1(a)). Hence Si+1[i] = ji+1, i.e. the value of the index j in round
i+ 1 is stored in the permutation S and is not affected by index i in later rounds.

In this section we will discuss the conditions under which the second swapped
value stays in the permutation S. If the index i is not involved in any of the
previous rounds, i.e. Si[i] ← i, and j ≤ i (Figure 4.1(b)), then after the i-th
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round Si+1[ji+1] = i and this value is not affected by index i in following rounds.
Hence the value of index ji+1 is stored in the inverse permutation S−1.

S · · ·

S · · ·

i

i

i

j

j

j

(a)

(b)

Figure 4.1: Arrangements of indices i, j and permutation S which preserves the
information about index j

We will describe the probability that the index ji+1 is stored in the inverse
permutation in the following theorem, which is in some sense symmetric to The-
orem 4. The event that S−1

N [i] = ji+1 holds under these underlying assumptions:

1. jr 6= i for r ∈ {1, . . . , i}, i.e. S[i] is not swapped until the i-th iteration,

2. ji+1 ≤ i,

3. jr 6= ji for r ∈ {i+ 2, . . . , N}.

If the first assumption holds, the index i is not involved in any of the previous
rounds, thus Si[i] = i. In the round i the value of Si[i] is moved at the posi-
tion ji+1, so considering the first assumption Si+1[ji+1] ← i (so S−1

i+1[i] = ji+1).
The second and third event ensures that index ji+1 is not touched in any of the
subsequent rounds, hence

S−1
N [i]

2. and 3.
= S−1

i+1[i] = ji+1 ⇔ Si+1[ji+1]
1.
= i.

Theorem 7. Assume that during the KSA the index j takes its values uniformly
at random from ZN and let 0 ≤ i < N . Then

P (S−1[i] = ji+1) ≥
(
i+ 1

N

)
·
(

1− 1

N

)N
Proof. Probability that Si[i] = i , due to jr 6= i for r ∈ {1, . . . , i} or random
association, is greater than (

1− 1

N

)i
.

Afterwards Si[i] must be swapped with index that is lower than or equal to i,
i.e. ji ≤ i. This has probability (

i+ 1

N

)
.
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Finally index i stays intact in the remaining rounds (jr 6= ji for r ∈ {i + 1, . . . ,
N − 1}) with probability (

1− 1

N

)N−i−1

.

Together

Pr(SN [ji+1] = Si+1[ji+1] = i) ≥
(
i+ 1

N

)(
1− 1

N

)N−1

which gives us the result.

i 208 209 210 211 212 213 214 215 216 217 218 219 220 221 222 223
Pr .299 .301 .302 .304 .305 .307 .308 .310 .311 .312 .314 .315 .317 .318 .320 .321
exp. .303 .302 .304 .305 .309 .307 .310 .311 .315 .314 .316 .316 .321 .320 .321 .322
i 224 225 226 227 228 229 230 231 232 233 234 235 236 237 238 239
Pr .323 .324 .325 .327 .328 .330 .331 .333 .334 .335 .337 .338 .340 .341 .343 .344
exp. .327 .326 .328 .329 .331 .331 .333 .334 .338 .337 .338 .340 .343 .341 .343 .345
i 240 241 242 243 244 245 246 247 248 249 250 251 252 253 254 255
Pr .346 .347 .348 .350 .351 .353 .354 .356 .357 .359 .360 .361 .363 .364 .366 .367
exp. .349 .347 .350 .350 .355 .354 .356 .357 .360 .359 .360 .363 .366 .365 .366 .368

Table 4.6: The probabilities of Theorem 7

The probabilities obtained by the formula Theorem 7 are presented in Ta-
ble 4.6 and in figure 6.5 on page 40. They are symmetric to the probabilities
given by the Theorem 4, in this case the equation holds most likely on highest
indices and this probability linearly grows from ≈ 1/N to 0.367. The bias can be
used in the same manner as it was described after the Theorem 4. Moreover we
can obtain suggestions for ji+1 using both S and S−1.

Theorem 8. Assume that during the KSA the index j takes its values uniformly
at random from ZN and let 0 ≤ i < N . Then

Pr(ji+1 = SN [i] ∨ ji+1 = S−1
N [i]) ≥

(
1− 1

N

)N−1

Proof. Let 0 ≤ i < N and let A denote the event that ji+1 = SN [i] and B
the event that ji+1 = S−1

N [i] (equivalently SN [ji+1] = i). We need to know the
probability that at least one of the events A and B occurs:

Pr(A ∪B) = Pr(A) + Pr(B)− Pr(A ∩B).

We know the lower estimate for both Pr(A) and Pr(B) from theorems 4 and
7. The only way how both events can occur at the same time is that the un-
derlying assumptions for both events are satisfied. It means that jr 6= ji+1 for
r ∈ {1, . . . , N} \ {i+ 1} and i ≤ ji+1 ≤ i⇒ ji+1 = i, hence i is not moved at all.
Probability of that is
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1

N
·
(

1− 1

N

)N−1

Together

Pr(A ∪B) ≥ N − i
N
·
(

1− 1

N

)N−1

+
i

N
·
(

1− 1

N

)N−1

− 1

N
·
(

1− 1

N

)N−1

=
N − i+ i+ 1− 1

N
·
(

1− 1

N

)N−1

=
N

N
·
(

1− 1

N

)N−1

The probability is constantly ≈ 0.369, which corresponds to our measurement
on ten million keys (0.371). Recall that to recover one byte of the secret key we
need to find two subsequent indices, where this equation holds (with exception
of K[0], because j0 is always zero). Also we have bN

l
c possibilities for each of the

key bytes, because K[i] = K[i+ l]. We will use this bias to guess some of the key
bytes in our algorithm.

4.5 Generalization for the sum of key bytes

The inverse permutation can be also used in the same manner as in the section
4.3, Let

Ci = S−1[i]− i · (i+ 1)

2
.

Using this notation, we can form equations of the form

Ci = K[0 · · · i],
which holds with the probability

i+ 1

N
·
(

1− 1

N

) y(y+1)
2

+N−1

.

The proof is the same as the proof of Theorem 5, only the event that ji+1 =
S−1
N [i] is used. However, the probabilities are too low (not higher than 0.014) to

be used in any key retrieval algorithm. They are presented in figure 6.6 on page
40.

More equations can be formed by subtracting the equations (Ci2 − Ci1) or
combining with Ci (Ci2−Ci1 or Ci2−Ci1), which are all equal to K[(i1 + 1) · · · i2]
with certain probability. We will show the formula for the probabilities that the
equation

Ci2 − Ci1 = K[(i1 + 1) · · · i2]

holds. The underlying assumptions for this event are:

1. Sr[r] = r for r ∈ {i1, . . . , i2}, i.e. S[r] is not swapped until the r-th iteration,
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2. ji1+1 ≤ i1 and ji2+1 ≤ i2,

3. jr 6= ji1+1 for r ∈ {i1 + 2, . . . , N} and jr 6= ji2+1 for r ∈ {i2 + 2, . . . , N}.

Under the first assumption, the index j is in the rounds i1 to i2 affected only
by key bytes and constant values:

ji2+1 − ji1+1 =

i2∑
r=i1+1

(S[r] +K[r])
1.
=

i2∑
r=i1+1

(r +K[r])

The first and the second assumption ensure that the values S[ji1+1] = i1 and
S[ji2+1] = i2 after the (i1 + 1)-th (resp. (i2 + 1)-th) round and the third event
ensures that this values do not move in any of the subsequent rounds. Under
these conditions:

SN [ji2+1]− SN [ji1+1]
3.
= Si2 [ji2+1]− Si1 [ji1+1]

2.
= i2 − i1

⇒ S−1
N [i2]− S−1

N [i1] = ji2+1 − ji1+1

=

i2∑
r=i1+1

(S[r] +K[r])
1.
=

i2∑
r=i1+1

(r +K[r])⇒

S−1
N [i2]− S−1

N [i1] = K[(i1 + 1) · · · i2] +
i2 · (i2 + 1)

2
− i1 · (i1 + 1)

2
,

hence

Ci2 − Ci1 = K[(i1 + 1) · · · i2].

We will specify the bias in the following theorem.

Theorem 9. Assume that during the KSA the index j takes its values uniformly
at random from ZN and let 0 ≤ i1 < i2 < N . Then

Pr
(
Ci1 − Ci2 = K[i1 + 1 · · · i2]

)
≥

≥ (1− i2 − i1 + 1

N
)i1 · (i1 + 1

N
) · (i2 + 1

N
) · (1− 1

N
)2N−i1−i2−2 ·

i2−i1∏
k=1

(1− k

N
).

Proof. Similarly to the proof of Theorem 6, we fix the indices j in rounds i1 + 1
and i2 +1, such that ji1+1 ≤ i1 and ji2+1 ≤ i2. Both indices are assigned correctly
with the probability:

(
i1 + 1

N
) · (i2 + 1

N
)

Now we need to ensure that Sr[r] = r for r ∈ {i1 + 1, . . . , i2}. This occurs
with probability:

(1− i2 − i1 + 1

N
)i1 ·

i2−i1∏
k=1

(1− k

N
)
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The values are not moved in the subsequent rounds if jr 6= ji1+1 for r ∈ {i1 +
2, . . . , N} and jr 6= ji2+1 for r ∈ {i2 + 2, . . . , N}, which occurs with probability:

(1− 1

N
)N−i1−1 · (1− 1

N
)N−i2−1 = (1− 1

N
)2N−i1−i2−2.

The equation can also hold due to the random association, which gives us the
result.

The probabilities obtained by the formula are presented in Table 4.7. The bias
is most significant on higher indices and increases as the index i grows. Since it
converges fast to 1/N as the difference d = i2 − i1 grows, it is usable only for
short sequences of key bytes. It can be better seen in figure 6.7 on page 41.

i1 208 209 210 211 212 213 214 215 216 217 218 219 220 221 222 223
Pr2 .023 .023 .023 .024 .024 .025 .025 .026 .026 .027 .027 .028 .028 .029 .029 .030
Pr3 .008 .008 .008 .008 .008 .009 .009 .009 .009 .009 .009 .010 .010 .010 .010 .011
Pr4 .005 .005 .005 .005 .005 .005 .005 .005 .005 .005 .005 .005 .005 .005 .006 .006
i1 224 225 226 227 228 229 230 231 232 233 234 235 236 237 238 239
Pr2 .031 .031 .032 .032 .033 .034 .034 .035 .036 .036 .037 .038 .038 .039 .040 .040
Pr3 .011 .011 .011 .012 .012 .012 .012 .013 .013 .013 .014 .014 .014 .015 .015 .015
Pr4 .006 .006 .006 .006 .006 .006 .006 .006 .006 .007 .007 .007 .007 .007 .007 .007
i1 240 241 242 243 244 245 246 247 248 249 250 251 252 253 254 255
Pr2 .041 .042 .043 .044 .044 .045 .046 .047 .048 .049 .049 .050 .051 .052 .053 .054
Pr3 .016 .016 .016 .017 .017 .018 .018 .019 .019 .019 .020 .021 .021 .022 .022 .023
Pr4 .008 .008 .008 .008 .008 .009 .009 .009 .009 .009 .010 .010 .010 .010 .011 .011

Table 4.7: The probabilities that Ci1+d−Ci1 = K[i1 + 1 · · · i1 + d] for difference
d ∈ {2, 3, 4}

4.6 Bias in nested permutation entries

We have shown the bias in the secret permutation towards the combination of the
secret key and the indices j during the KSA. This bias can be naturally extended
to more than one level of indexing, which allows us to obtain more suggestions,
which is especially useful with the use of counters described later. In [5] have been

first proved that the equation SN [SN [i]] = K[0 · · · i]+ i(i+1)
2

holds with probability
formulated in Theorem 10. The proof is complicated and we don’t present it in
this text.

Theorem 10. Assume that during the KSA the index j takes its values uniformly
at random from ZN . Then for 0 ≤ i ≤ 31:

Pr(SN [SN [i]] = K[0 · · · i] +
i(i+ 1)

2
) ≈ i

N
·
(

1− 1

N

) i(i+1)
2

+2(N−2)

+
1

N
·
(

1− 1

N

) i(i+1)
2
−i+2(N−1)

+

(
1− i+ 1

N

)
·
(

1− i

N

)
·
(

1− 1

N

) i(i+1)
2

+2N−3
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Proof. Can be found in [5].

Probabilities obtained by the formula are presented in Table 4.8 together with
experimental results on ten million keys. The structure of the bias similar to the
bias in non-nested entries, given by Theorem 5. The probability is about 0.137
for i = 0 and is decreasing as index i grows. For the 48-th entry it is about 1/N .

i 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Pr .136 .135 .134 .132 .129 .126 .123 .119 .115 .111 .106 .101 .096 .091 .086 .081
exp. .137 .136 .134 .132 .130 .127 .123 .120 .116 .113 .107 .102 .097 .092 .087 .082
i 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
Pr .075 .070 .065 .060 .056 .051 .047 .043 .039 .035 .031 .028 .025 .022 .020 .018
exp. .076 .071 .067 .060 .057 .053 .048 .044 .039 .036 .033 .030 .027 .026 .021 .019
i 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
Pr .015 .013 .012 .010 .009 .008 .007 .006 .005 .004 .003 .003 .002 .002 .002 .001
exp. .018 .016 .014 .013 .012 .011 .010 .008 .008 .007 .007 .006 .006 .005 .005 .005

Table 4.8: The probabilities of Theorem 10

Similar bias can be found also in higher indexing levels. We do not have
exact formula, but the results can be gathered experimentally. Table 4.9 show
the probabilities that S[S[S[i]]] = K[0 · · · i]+ i(i+1)

2
. To compare the experimental

results for different nesting levels see figure 6.8 on page 41.

i 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
exp. .077 .077 .076 .075 .073 .072 .070 .068 .066 .065 .061 .058 .056 .052 .050 .047
i 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
exp. .044 .041 .039 .034 .034 .031 .028 .026 .023 .022 .020 .018 .017 .017 .014 .013
i 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
exp. .012 .011 .009 .009 .008 .008 .007 .006 .006 .006 .005 .005 .005 .005 .005 .004

Table 4.9: The probabilities that S[S[S[i]]] = K[0 · · · i]− i(i+1)
2

It is also highly probable that the indices j for some rounds of the KSA
are stored in the nested permutation and inverse permutation entries. In our
algorithm we will use this bias to obtain some of the key bytes, using the nested
permutations together with the non-nested permutation increases the average
amount of bytes found.

Notation. Let k ∈ N. For the k-th level of indexing we will denote nested per-

mutation entries as Sk[i] =

k︷ ︸︸ ︷
S[S[. . . S [i]]] and analogically for inverse permutation

S−k =

k︷ ︸︸ ︷
S−1[S−1[. . . S−1 [i]]]. For instance, S3[i] = S[S[S[i]]].

By running KSA with ten million keys we have experimentally obtained the
probabilities that for 0 ≤ i < N index ji+1 ∈ {S2[i], S3[i], S−2[i], S−3[i]}. Part of
the results are presented in Table 4.10 and in figures 6.2 and 6.5 on pages 38 and
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40 respectively. The probabilities are linear as the probabilities for non-nested
permutation in previous sections and decreases using permutation S or grows
using S−1. We have also measured that for any index i the probability that the
value ji+1 is among these values or values of non-nested permutations S[i] and
S−1[i] is constantly ≈ 0.63.

i 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
P2(i) .137 .136 .136 .135 .135 .134 .134 .133 .133 .134 .132 .131 .131 .130 .130 .129
P3(i) .077 .077 .077 .076 .076 .076 .076 .076 .075 .076 .075 .074 .074 .074 .074 .073
P 2(i) .006 .006 .007 .007 .008 .008 .009 .009 .010 .011 .011 .011 .012 .012 .013 .013
P 3(i) .006 .007 .007 .007 .008 .008 .008 .009 .009 .010 .009 .010 .010 .010 .011 .011
i 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
P2(i) .129 .128 .128 .126 .126 .126 .125 .125 .123 .124 .124 .123 .122 .124 .121 .121
P3(i) .073 .072 .072 .071 .072 .071 .071 .071 .070 .070 .070 .070 .070 .071 .069 .068
P 2(i) .014 .014 .015 .015 .016 .016 .017 .017 .018 .018 .019 .019 .002 .019 .021 .021
P 3(i) .011 .011 .012 .011 .012 .012 .013 .013 .013 .014 .014 .014 .014 .014 .015 .015
i 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
P2(i) .120 .120 .120 .119 .118 .118 .117 .116 .116 .116 .116 .115 .116 .114 .113 .112
P3(i) .068 .068 .068 .068 .067 .067 .067 .066 .066 .066 .066 .065 .066 .065 .064 .064
P 2(i) .022 .023 .022 .023 .024 .024 .025 .026 .026 .026 .027 .028 .026 .028 .029 .030
P 3(i) .016 .016 .016 .016 .017 .017 .017 .018 .018 .018 .018 .019 .018 .019 .019 .020
...
i 208 209 210 211 212 213 214 215 216 217 218 219 220 221 222 223
P2(i) .030 .029 .029 .028 .028 .027 .027 .026 .026 .025 .024 .024 .024 .023 .023 .022
P3(i) .020 .019 .019 .019 .019 .018 .018 .018 .017 .017 .017 .017 .016 .016 .016 .016
P 2(i) .113 .113 .113 .114 .115 .115 .116 .116 .117 .117 .118 .118 .119 .119 .120 .120
P 3(i) .064 .065 .065 .065 .065 .066 .066 .066 .066 .067 .067 .067 .067 .068 .068 .068
i 224 225 226 227 228 229 230 231 232 233 234 235 236 237 238 239
P2(i) .021 .021 .021 .020 .019 .019 .018 .018 .017 .017 .016 .016 .015 .015 .014 .014
P3(i) .015 .015 .015 .014 .014 .014 .014 .013 .013 .013 .012 .012 .012 .012 .011 .011
P 2(i) .121 .121 .122 .122 .123 .123 .124 .124 .125 .126 .126 .127 .127 .127 .128 .129
P 3(i) .068 .069 .069 .069 .070 .070 .070 .070 .071 .071 .071 .072 .072 .072 .072 .073
i 240 241 242 243 244 245 246 247 248 249 250 251 252 253 254 255
P2(i) .013 .013 .012 .012 .011 .011 .010 .010 .009 .009 .008 .008 .007 .007 .006 .006
P3(i) .011 .010 .010 .010 .010 .009 .009 .009 .009 .008 .008 .008 .008 .007 .007 .007
P 2(i) .129 .129 .130 .131 .131 .132 .132 .132 .133 .134 .134 .135 .135 .136 .136 .137
P 3(i) .073 .073 .074 .074 .074 .074 .075 .075 .075 .076 .076 .076 .076 .077 .077 .077

Table 4.10: Probabilities for finding the j value in nested permutation. P2(i)
denotes Pr(S2[i] = ji+1), P3(i) is Pr(S3[i] = ji+1), P 3(i) is Pr(S−2i] = ji+1) and
P 3(i) is Pr(S−3[i] = ji+1).
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5. Methods for extracting
information out of the bias

In this chapter we will show some principles which may be used to derive the
secret key from the biases described in the previous chapters.

We will denote C−1 = 0, which allows us treat the equations in the form
of Ci = K[0 · · · i] as the equations Ci − C−1, but using probabilities given by
Theorem 5 instead of the probabilities of the difference equations.

5.1 Counting methods

Since the secret key is usually shorter than N , every byte of the key is used
more than once during the update rule, especially it will be used bN

l
c or bN

l
c+ 1

times. This yields several possible equations for the same sum of key bytes. Let
0 ≤ i1 < l. Then all suggestions for the sum K[(i1 + 1) · · · i2] will be as follows:

Ci2 − Ci1 = K[(i1 + 1) · · · i2]

Ci2+l − Ci1+l = K[(i1 + l + 1) · · · i2 + l] = K[(i1 + 1) · · · i2]

...

Ci2+λl − Ci1+λl = K[(i1 + λl + 1) · · · i2 + λl] = K[(i1 + 1) · · · i2]

for some λ ∈ N such that i2 + λl < N . This can be used to retrieve the key
bytes using multiple suggestions for one sum value. If we use a counter for each
sequence of the key bytes, it is expected that the correct value will appear the
most frequently between all suggestions. We can select the most frequent value
or sort them according to weight and try a few most probable values.

Example. Let l = 5. We want to extract value of the sum K[0 · · · 1]. All of the
following equations suggests the guessed value:

C1 − C−1 = C1 = K[0 · · · 1]

C6 − C4 = K[5 · · · 6] = K[0 · · · 1]

C11 − C9 = K[10 · · · 11] = K[0 · · · 1]

Let C1 = 150, C6−C4 = 12 and C10−C11 = 12. As the value 12 appears the
most frequently, we can guess that the correct value for K[0] +K[1] is 12.

We may assign the same weight for each suggestion counted or use the proba-
bilities given by theorems above to weight each suggestion according to its prob-
ability.

Example. According to the theorems in the preceding chapter, probability that
C1 = K[0 · · · 1] is 0.369 and probabilities that C6−C4 = K[5 · · · 6] and C11−C9 =
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K[10 · · · 11] are 0.130 and 0.120 respectively. Hence for the equations from the
previous example we will assign weights 0.369 for 150 and 0.130 + 0.120 = 0.250
for value 12. Despite the higher frequency of the later suggestion, the value 150
should be used as the most likely guess of K[0 · · · 1].

5.2 Discarding equations

We will observe that some of the equations can be discarded looking on the values
of the initial permutation. This allows us to reduce the number of incorrect
equations and filter some of the wrong suggestions, thus increase the success
probabilities and reduce the time complexity of the key recovery.

If S[i] < i for some i, we can not expect the event Si+1[i] ← ji+1 to occur,
because it is probable that the index ji+1 was involved in some of the previous
rounds and therefore during the swap in (i + 1)-th round the value of ji+1 is
not present in the swap. Hence all suggestions that rely on the assumption
Si+1[i] = ji+1 should be discarded. This allows us to filter equations of the form
Ci = K[0 · · · i] as well as the differences Ci2−Ci1 . We can also reduce the number
of guesses for the value of j on average by half.

If S−1[i] > i we can not expect that after the assignment Si+1[ji+1] ← i the
value of the index j in the inverse permutation will stay at its place. It reduces the
number of guesses of the index j and equations based on values Ci and Ci2 −Ci1
as well.

5.3 The sum of all key bytes

Let s be the sum of all l key bytes:

s = K[0 · · · (l − 1)] =
l−1∑
r=0

K[r] =
i+l−1∑
r=i

K[r]

The value of s can be recovered easily, because any sum of l consecutive key
bytes are equal to s regardless the starting position. Hence every equation of the
form Ci+l − Ci for any i yields a suggestion for s:

Ci+l − Ci = K[(i+ 1) · · · (i+ l)] = s

It is especially useful to know the value of s, because it allows us to decrease
the number of sums which need to be examined. At first we can reduce all sums
of consecutive key bytes to sums shorter than l key bytes. For 0 ≤ i < l all values
Ci+λl can be used for the same suggestions as the values Ci as follows:

Ci+λl = K[0 · · · i+ λl] = K[0 · · · i] + λs = Ci + λs

Example. For instance all of the following equations give us a suggestion for one
key byte:
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C0 = K[0]

Cl = K[0 · · · l] = K[0] + s

C2l = K[0 · · · 2l] = K[0] + 2s

C3l = K[0 · · · 3l] = K[0] + 3s

If we know the correct value of the sum s, then C0, Cl − s, C2l − 2s and C3l − 3l
suggest the value of K[0].

After performing this reduction, all suggestions of the form Ci2 − Ci1 yield
suggestions for the sums of key bytes shorter than l, i.e. the sums of the form
K[i1 · · · i2] where 0 ≤ i1 < l and i1 ≤ i2 < i1 + l − 1. As a result the number
of possible sequences reduces to l · (l − 1). Moreover, with the knowledge of s
every suggestion for sequence K[i1 · · · i2] where i1 ≤ l and l ≤ i2 ≤ i1 + l can
be transformed to suggestion for sequence K[i′1 · · · i′2] = s − K[i1 · · · i2] where
0 ≤ i′1 ≤ i′2 ≤ l − 1.

Example. Let l = 5 and let C6 − C3 be the suggestion for K[4 · · · 6] = K[0] +
K[1] + K[4] and C3 − C1 be the suggestion for K[2 · · · 3]. If we know the value
of s = K[0 · · · 4], we can merge the counters of the sums, because s− C6 − C3 =
K[0 · · · 4]−K[0]−K[1]−K[4] = K[2 · · · 3].

Because last byte K[l − 1] can be obtained as s − K[0 · · · l − 2], it is not
necessary to build equations involving index i−1. This gives us l(l−1)/2 possible
equations of the form K[i1 · · · i2] where 0 ≤ i1 ≤ i2 < i − 1. For each of those
unified sequences we get more suggestions than for the original sequences.

If we guess the sum using a weighted counter, we do not need to use only the
value with the highest counter, but we may consider also the values with lower
weights. In the Table 6.1 we present the success probabilities that the sum of all
key bytes will be obtained from the values with the four highest weights. For the
retrieving we used both Ci for i ≡ l − 1 mod l and differences Ci2 − Ci1 where
i2 − i1 ≡ 0 mod l. We have counted only these values, which have probabilities
above the given threshold. Data in the table were obtained by testing one million
keys with the threshold 0.01.

Key length Highest counter Second Third Fourth Total
5 0.8193 0.0599 0.0251 0.0155 0.9198
8 0.6075 0.0955 0.0507 0.0296 0.6857
10 0.4879 0.1166 0.0534 0.0278 0.6857
12 0.4001 0.1224 0.0466 0.0241 0.5942
16 0.2782 0.1003 0.0325 0.02048 0.4315

Table 5.1: Probabilities that s is among the four highest counters

5.4 Adjusting weights

During the recovery algorithm we fix some equations as correct, for instance
the sum s from the previous section. It is possible to improve accuracy of the

28



remaining suggestions based on the values which are already fixed. We assumed,
that the suggestion Ci2 −Ci1 for sequence K[(i1 + 1) · · · i2] is correct if the three
events described above the Theorem 6, namely we assume that events

• Sr[r] = r for r ∈ {i1 + 1, . . . , i2},

• SN [ji1+1] = ji1+1 and SN [ji2+1] = ji2+1.

occurs with high probability. This assumption can be used to increase the
weight of the remaining suggestions, which rely on some of the underlying events
of suggestion which are already fixed.

Example. Assume that the following equations are fixed as correct:

C4 − C2 = K[3 · · · 4]

C9 − C7 = K[9 · · · 8]

C10 = K[0 · · · 10]

If the first equation is correct, we can assume that the event S[4] = j5 occurs
with higher probability. The correctness of the second equation suggests that the
event S[7] = j8 happened with higher probability and if the third equation is
correct, we may assume that the event Sr[r] = r is more likely for r ∈ {0, . . . , 10}
(and especially for r ∈ {4, . . . , 7}). On this basis we can increase the weight of the
value C7 − C4, because the already fixed suggestions cover all of the underlying
events for this equation.

5.5 Merging counters

If we fix some suggestions for the key bytes, we can merge counters of such
remaining equations, which yield suggestions for the same key byte. We will
illustrate this idea with an example.

Example. Consider that we have bytes K[2] and K[3] fixed, i.e. those bytes are
assumed to be correct. Then we can involve the sums K[1 · · · 2] and K[1 · · · 3]
to improve weight of the correct suggestion for the key byte K[1]. Let K1 be
counter for the key byte K[1]. For each suggestion for the sum K[1 · · · 2] we add
its weight to the counter K1 at position K[1 · · · 2]−K[2]. The sum K[1 · · · 3] can
be used in the same manner, i.e. weight of each candidate for the sum will be
added to K1 at position K[1 · · · 3]−K[2]−K[3].
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6. The Key Recovering
Algorithm

In this chapter we will describe the algorithm which will be used for extracting
the secret key from the inner permutation SN after the KSA. We have imple-
mented the algorithm from [1], which combines algorithm BuildKeyTable from
[6] and algorithm FindKey from [4] with the new ideas to improve the success
probabilities.

6.1 Initial key guessing

The first guess will stand on the knowledge that some values of the indices j
produced during the KSA are stored in the permutation S, in the inverse permu-
tation S−1 and in the nested permutation entries. Probability of this bias cover
theorems 4, 7 and section 4.6.

As we suggested in the discussion after the Theorem 4, the knowledge of two
successive j indices can be used to extract information about the key byte. If the
indices ji and ji+1 are known, we can use the update rule ji+1 = ji + Si[i] +K[i]
and with assumption that Si[i] = i extract the key byte K[i]. When we use only
the permutation S, this will be just a special case of the suggestions for differences
Ci2 −Ci1 where i2− i1 = 1, so the probabilities can be obtained from the formula
in Theorem 6. Similarly if we use only permutation S−1, the probabilities can be
obtained by Theorem 9.

For guessing the j values, we can use the permutation in multiple indexing
levels. For each level we have two values derived from S and S−1, if we decide
to utilize the permutation entries up to the nesting level n, we become (2n)2

candidates for the pair ji, ji+1.
For instance, with maximum nesting level three we have six events which gives

us suggestions for the value of index ji+1:

1. ji+1 = S[i]

2. ji+1 = S2[i] = S[S[i]]

3. ji+1 = S3[i] = S[S[S[i]]]

4. ji+1 = S−1[i]

5. ji+1 = S−2[i] = S−1[S−1[[i]]]

6. ji+1 = S−3[i] = S−1[S−1[S−1[i]]]

This yields 36 combinations for every two values of ji and ji+1. Since K[i] =
K[i mod l], each key byte is repeated at least bN

l
c times, thus we obtain at least

bN
l
c · 36 suggestions for byte K[i]. We use counters described in the previous

chapter for each of the key bytes with probabilities of the events above assigned
as weights for the suggestions.
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Example. For determining the weight of the candidate for K[i] given by events
ji+1 = S[i] and ji = S−2[i − 1] we use product of their individual probabilities.
Then we add the weight to the counter array on position S[i]− S−2[i− 1]− i.

Algorithm 5 shows, how are these events utilized to get suggestions for the
key bytes. We use four nesting levels, which gives 64 · bN

l
c suggestions for each

of the key bytes. The nesting level for ji+1 is denoted by n1 and nesting level
for ji by n2. For each nesting level n are provided weight arrays wn and wn, for
instance suggestions for ji+1 = S3[i] = S[S[S[i]]] have assigned the weight w3[i].

We will filter the suggestions using the technique from the section 5.2, which
is applicable on the suggestions from the first nesting level, e.g. suggestion for
ji+1 = S−1[i] should be used if and only if S−1[i] ≤ i. Hence, we use the suggestion
if the condition passes or if the nesting level is higher than one.

Example. The suggestion for K[i] based on Sn1 [i] and S−n2 [i−1] will be discarded
if n1 = 1 and S[i] < i or if n2 = 1 and S−1[i − 1] > i − 1. Otherwise the value
wn1 · wn2 will be added to the counter at position Sn1 [i]− S−n2 [i− 1]− i.

Algorithm 4: BuildKeyTable2

Input: Number of key bytes l
Weights wn, wn for nesting level n
The permutation SN

Output: Counter of suggestions for the secret key bytes
begin

Ki counter for i-th key byte
for i ∈ {0, . . . , N − 1} do

for nesting levels n1, n2 ∈ {1, . . . , 4} do
if (S[i] ≥ i ∨ n1 > 1) ∧ (S[i− 1] ≥ i− 1 ∨ n2 > 1) then

Ki mod l[S
n1 [i]− Sn2 [i− 1]− i]+= wn1 [i] · wn2 [i− 1]

if (S[i] ≥ i ∨ n1 > 1) ∧ (S−1[i− 1] ≤ i− 1 ∨ n2 > 1) then
Ki mod l[S

n1 [i]− S−n2 [i− 1]− i]+= wn1 [i] · wn2 [i− 1]
if (S−1[i] ≤ i ∨ n1 > 1) ∧ (S[i− 1] ≥ i− 1 ∨ n2 > 1) then

Ki mod l[S
−n1 [i]− Sn2 [i− 1]− i]+= wn1 [i] · wn2 [i− 1]

if (S−1[i] ≤ i ∨ n1 > 1) ∧ (S−1[i− 1] ≤ i− 1 ∨ n2 > 1) then
Ki mod l[S

−n1 [i]− S−n2 [i− 1]− i]+= wn1 [i] · wn2 [i− 1]
return Ki

Algorithm BuildKeyTable2 is an improved version of the algorithm from [6].
They used non-weighted frequency counters and employed only suggestions from
the first nesting level. Algorithm in [1] improved this method by using three
nesting levels and assigning weights for the candidates. We decided to use four
nesting levels which turned out to be the most effective value and also added a
filtering method described above.

6.2 Fixing the key bytes

Candidates for the key byte are obtained from the counter by sorting the sugges-
tions according to the counter value from highest to lowest. In [6] authors tried
each combination of the candidates to the selected depth. However, the time
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complexity grows exponentially with the key length, which makes the method
impractical for longer keys (algorithms are usually compared by results on 16
byte key). Authors in [1] decided to fix some of the key bytes, which much lowers
the computation time.

Given l counters Ki, we can assign to each key byte the value with the max-
imum weight. All bytes are not supposed to be correct, but we assume that
arbitrary m bytes are true. Since we do not know which of the key bytes are
guessed correctly, we need to try all

(
l
m

)
combinations to match the right posi-

tions. After fixing m out of l key bytes, the remaining are obtained by the update
process described in the next section.

For a 16 byte key can this method successfully provides m = 4, 8, 12 and
16 bytes with probabilities 0.995, 0.743, 0.106 and 0.0006 respectively. We could
build an attack based only on this information by fixing m key bytes and exhaus-
tively search the rest. For m = 8 it returns the full key with probability 0.743
and complexity of

(
l
m

)
· 28×8 runs of the KSA.

6.3 The update process

In [4] were counters of the key sums in each step of the FindKey algorithm
updated using already fixed sums. Authors in [1] presented a similar technique
to increase weights of the correct candidates from the already known ones.

Despite the fact that the longer key sequences provide information on more
key bytes, they are not likely to be correct. Therefore the algorithm of [1] updates
the weight in distinct groups, the length 4 have been set empirically as an optimal
sequence length parameter.

Algorithm 5 describes this method. In each update group some of the key
bytes are already fixed. During each run of the algorithm we find the next byte
which has not been fixed yet and update counters for the byte with the method
described in section 5.5. It is assumed that the weight of the correct candidates
will be improved, while the incorrect ones will be rather random. Then we can
fix its value by trying first nc candidates with the highest weight and call the
update process on next position. We illustrate this method with the following
example.

Example. Assume that we want to get candidates for bytes in the first group, i.e.
candidates for each of K[0], K[1], K[2], K[3], and the value K[3] is fixed. The
byte K[0] is not involved in any sequence of fixed bytes, thus the counter will not
be updated and we fix the value of K[0] by trying the first nc candidates.

Then we need to find possible K[1] values. We can use the following equation
to update weights of the suggestions:

K[1] = K[0 · · · 1]−K[0]

K[1] = K[1 · · · 2]−K[2]

K[1] = K[0 · · · 2]−K[0]−K[2]

After adjusting the weights we can fix the value of K[1] by trying nc most
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probable candidates and use the same process for byte K[2]. Its counter can be
updated by utilizing following equations:

K[2] = K[1 · · · 2]−K[1]

K[2] = K[0 · · · 2]−K[0]−K[2]

K[2] = K[2 · · · 3]−K[3]

K[2] = K[0 · · · 3]−K[0]−K[1]−K[3]

From the updated counter the same process is applied to select the value of
K[2]. At this point all bytes of the 4 byte group are fixed and the update process
is finished. The same method is applied for the remaining groups and a total
guess is made by trying all combinations of the resulting candidates.

Algorithm 5: UpdateProcess

Input: fixed array of current candidates which are declared to be correct
nc number of candidates for each key byte
index position to be updated
maxIndex position of the end of the group

Output: nothing, adds candidates for the key to global set of candidates
begin

while fixed[index] is not empty do
index++

if index > maxIndex then
Add fixed to the set of all candidates
return

Find boundary indices startSeq and endSeq for longest sum of fixed
bytes involving index

for (k, l) ∈ {startSeq, . . . , index} × {index, . . . , endSeq} do
Merge counter of K[k · · · l] with counter for K[index], i.e. from
each suggestion for the sum subtract values of K[x] where
k ≤ x ≤ l, x 6= index and on the resulting position add the weight
of the sum (Section 5.5)

for nc candidates with the highest weight do
Add current candidate to fixed[index]
Call UpdateProcess(fixed, nc, index+ 1,maxIndex)

6.4 The algorithm

The KeyRetrievalAlgorithm of [1] puts all parts described above together to re-
trieve the secret key given the permutation after the KSA. Each candidate for
the key given by the update process is verified by running the KSA with the can-
didate and comparing the resulting permutation with the original permutation
SN .
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The algorithm is designed for fixed parameters m and nc, but we can increase
the success probability of retrieving the key by running the algorithm multiple
times using different (m,nc) pairs with no trivial intersection (e.g. the same
parameter m causes that the keys tried by the pair with lower nc are subset of
the trials performed by the other pair).

Algorithm 6: KeyRetrievalAlgorithm

Input: Number of key bytes l
Parameter m ≤ l
Parameter nc
Permutation SN

Output: The secret key K or FAIL
begin

Compute all Ci and Ci for i ∈ {0, . . . , N}
Obtain all suggestions Ci+l − Ci for the sum K[0 · · · i] and select the
suggestion with the biggest weight

Get suggestions for all sequences K[i1 · · · i2] where 0 ≤ i1 ≤ i2 ≤ l
(section 5.3)

Get the most probable bytes of the key by running BuildKeyTable2
and selecting the values with highest weight (sections 6.1)

for all m-byte combinations of l do
Fix the specific bytes that are declared to be true in the selected
combination (section 6.2)

for each 4 byte group do
Start the update process which returns for each of the non fixed
key bytes in the group nc candidates with the biggest weight
(section 6.3

for all combinations of the candidates do
Verify the resulting key by running the KSA and if the key is
correct, return it

return FAIL

6.5 Experimental results

The success probabilities of the algorithm used for different key lengths are pre-
sented in Table 6.5, compared with the results of [1] where available. Since their
source code is not published, we took the data from the original article. Our
implementation uses C#, while they most probably implemented the algorithm in
C and possibly we might have overlooked some possible optimisations. Hence the
execution time is approximately an order of magnitude slower. This complicated
testing of the algorithm. We used fewer samples and also omitted running the
algorithm for different (mi, nci) pairs.

For key length 5 and 8 we tested the algorithm with 10000 keys, for other key
lengths were the tests performed with 1000 randomly generated key-permutation
pairs. The tests run on 2.59GHz laptop CPU with 16GB RAM.

The success probabilities are mostly higher or the same as in [1], hence the
implementation is probably correct with some improvements described in section
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6.1. For short key sizes the algorithm succeeds with probability higher than 90%,
for longer key lengths it is still applicable for retrieving the secret key.

l m nc Psuccess # of Trials average T[sec] Psuccess of [1] T[sec] [1]

5
2
3

128
256

1
1

218.2

214.2

2.868
0.168

.998

.998
0.011
0.008

8 5 16 .931 215.6 0.592

10
6
8

8
32

.687

.589
218.7

214.9

4.090
0.297

12
6
8

6
8

.391

.394
224.8

220.7

240.1
15.71

.254

.239
3.959
1.808

16 12 16 .077 226.7 890.9 .020 16.7

Table 6.1: Success probabilities for the key retrieval algorithm with parameters l
(length of the key), m (number of fixed bytes) and nc (selection depth).
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Conclusion

One goal of the thesis was to provide complete theoretical analysis of the Key
Scheduling Algorithm. We have provided proven formulae for biases in the per-
mutation S, inverse permutation S−1 and also the nested permutation entries.
The resulting probabilities were compared with the experimental results and they
matched the experiments well.

We have also summarized most useful methods for extracting information
from the biases, which establishes a basis for utilizing them in the key recovery
algorithm.

Finally we have presented an efficient algorithm for recovering the secret key
from the inner state of the RC4 based [1] with some minor improvements. Success
probabilities of our implementation are slightly better or the same, however the
time complexity is more than an order of magnitude higher. Future work should
be focused on optimising the speed, which would also allow trying more com-
binations of parameters m and nc to improve success probabilities with longer
keys.
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Attachments
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Figure 6.1: Lower estimate for Pr
(
ji+1 = i(i+1)

2
+K[0 · · · i]

)
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Figure 6.2: Experimental results obtained by testing ten million keys. From the
top probability that ji+1 = S[i], ji+1 = S2[i], ji+1 = S3[i] and ji+1 = S4[i].
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Figure 6.3: Lower estimate for Pr
(
SN [i] = i(i+1)

2
+K[0 · · · i]

)
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Figure 6.4: Lower estimate for Pr(Ci2−Ci1 = K[(i1 + 1) · · · i1 + d]) for difference
(from top) d = 2, 4, 6.
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Figure 6.5: Experimental results obtained by testing ten million keys. From the
top probability that ji+1 = S−1[i], ji+1 = S−2[i], ji+1 = S−3[i] and ji+1 = S−4[i].
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Figure 6.6: Experimental results for Pr(K[i] = S−1[i]− i(i+1)
2

).
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Figure 6.7: Lower estimate for Pr(Ci2−Ci1 = K[(i1 + 1) · · · i1 + d]) for difference
(from top) d = 2, 4, 6.
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Figure 6.8: Experimental results for probability that i(i+1)
2

+K[0 · · · i] is equal to
(from the top) S[i], S2[i], S3[i].
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