Title: Security and usability of standard hash functioangarticular MD-5, SHA-1 and SHA-2
Author: Galaczovéa Barbora

Department: Department of Algebra

Supervisor: Doc. RNDr. ima Jri, DrSc., Department of Algebra

Consultant: Ing. Budi$ Petr, Ph.D.

Abstract: In the present work we try to digestedly descritendard hash functions, in
particular MD-5, SHA-1 and SHA-2. We describe resumh existing attacks on these hash
functions. We closely focused on MD-5 collisiora@ks, because the other hash function
collision attacks result from these. Next we ddéscnposibilities of practical usage of hash
function collisions, in particular into the quakfil certificates area and possible threats. At the
end to the present work we describe new hash ainstiwhich could replace current hash
functions. This work also contains software to gllte MD-5 hash and search it's collisions.
The software is based on method invented by Czgptoanalytist Viastimil Klima.
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