
Abstract 
 

 The purpose of my thesis is to analyse and focus on the very actual topic of the 

Internet and computer criminality. The reason I chose this topic for my research is growing 

development of technology resulting in the evolution of new types of crimes, which need to 

be regulated by the law. 

 The thesis is composed of six chapters, each of them dealing with different aspects of 

the cybernetic criminality. Chapter one is introductory and mainly focuses on the definition of 

the basic terminology used in the thesis, like computer systems, data, computer crime, internet 

crime and most importantly cybercrime. 

 Chapter two gives a brief historical background to the relationship between the 

evolution of the information and communication technology and the appearance of the 

cybernetic crime.  

 Chapter three discusses on the specifics of the cybercrime by the means of description 

of the typical cybercriminal, his motives, and his victims and last but not least of the possible 

prevention measures. The last part of this chapter concentrates on problems resulting from the 

transnational nature of cybercrime, which creates jurisdictional issues. 

 Chapter four is subdivided into three main parts and provides an outline of the relevant 

International legislation in the field of cybercrime. Part one deals with the main international 

legal document, the Convention on cybercrime and its Additional protocol. Part two examines 

the main legislative documents of the European Union, whilst part three focuses on the Anti-

counterfeiting Trade Agreement. 

 Chapter five examines the structure of the cybernetic crimes as governed by the Czech 

criminal code. In its five subparts, it documents individual crimes and analyzes the body of 

the relevant offences. 

 Finally, chapter six, which is divided into four subchapters, presents the most common 

modus operandi of the cybercriminals. Subchapter one focuses on hacking, hackers and 

various types of instruments used as means for performing attacks on computer systems. 

Subchapter two addresses the phenomenon of spam and scam. Following, subchapter three 

characterises the content-related offences committed online. Last, subchapter four briefly 

illustrates the main issues of the infringement of copyright online. 

 


