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Jankovský and Ing. Tomáš Filip.
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1 Introduction

Launching a feasible classical attack successful against a widely used en-
cryption or signature algorithm today is a very challenging task. Most of
these algorithms are international standards, their resilience against known
attacks has been thouroughly tested and they have a wide security margins
to prevent the future attacks, as well.

Fortunately (for the attacker, or a PhD candidate) these algorithms have
to be implemented in the form of software, firmware, integrated circuit, etc.
The implementation might not always turn out to be perfect. What is im-
portant for the attacker is the fact that the algorithm runs on a physi-
cal device that manifests itself to its surroundings by measurable physical
properties such as power consumption, computation time, electromagnetic
emmanation, temperature changes or even sound or light emmission. We
will call any such physical manifestation of the device that is not intented to
be occuring by the implementer as a side channel.

Now, depending on the amount and the quality of the side channel infor-
mation available, the attacker might be able to identify inner states withing
the algorithm that are not available during a classical attack. As shown in
this work, sometimes the side channel information requires a lot of further
processing and mathematical theory to launch the attack. On the other hand,
as shown in the last attack, if the side information measurement equipment
is very powerful and the device under attack doesn’t defend itself well, the
secret key literally blinks, once the side information is properly visualized.

This thesis summerizes three side channel attacks published by the author
during his PhD studies

• timing attack on DSA published [20] at Selected Areas of Cryptography
(SAC) ’06,

• electromagnetic attack on RSA [19] published at Cryptographic Hard-
ware and Embedded Systems (CHES) ’09, and

• optical attack on AES [14] published in IET Information Security.

Timing attack on DSA Since its formulation in 1996, the Hidden Num-
ber Problem (HNP) plays an important role in both cryptography and crypt-
analysis. It has a strong connection with proving security of Diffie-Hellman
and related schemes as well as breaking certain implementations of DSA-
like signature schemes. We formulate an extended version of HNP (EHNP)
and present a polynomial time algorithm for solving its instances. Our ex-
tension improves usability of HNP for solving real cryptanalytic problems
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significantly. The techniques elaborated here can be used for cryptographic
strength proving, as well. We then present a practically feasible side channel
attack on certain implementations of DSA (e.g. OpenSSL), which emphasizes
the security risk caused by a side channel hidden in the design of Pentium 4
HTT processor for applications like SSH. During experimental simulations,
having observed as few as 6 authentications to the server, an attacker was
able to disclose the server’s private key.

Electromagnetic attack on RSA We describe a new attack on RSA–
CRT employing Montgomery exponentiation. Given the amount of so-called
final subtractions during the exponentiation of a known message (not chosen,
just known), we create an instance of the Hidden Number Problem (HNP,
[8]). Solving the problem reveals the factorization of RSA modulus, i.e.
breaks the scheme.

The main advantage of the approach compared to other attacks [44, 49] is
the lack of the chosen plaintext condition. The existing attacks, for instance,
cannot harm so-called Active Authentication (AA) mechanism of the recently
deployed electronic passports. Here, the challenge, i.e. the plaintext, is
jointly chosen by both parties, the passport and the terminal, thus it can
not be conveniently chosen by the attacker. The attack described here deals
well with such a situation and it is able to solve the HNP instance with 150
measurements filtered from app. 7000. Assuming the side information is
available (see note below), once the secret key used by the passport during
AA is available to the attacker, he can create a fully functional copy of the
RFID chip in the passport he observes.

As the motivation, a possible way to obtain the side information needed
for the attack within the electromagnetic traces is sketched in the paper.
Having no access to high precision measurement equipment, its existence
has not been experimentally verified. The attack, however, should be taken
into account by the laboratories testing the resilience of (not only) electronic
passports to the side channel attacks since the eletromagnetic traces reveal
significant information on the RSA computation.

Note The original attack presented at CHES ’09 assumed Montgomery
multiplication is used in the eletronic passports of Czech republic as there
were no indices contradicting this at the time. After the presentation, an
NXP representative (manufacturer of the cryptographic coprocessor) and
Jean Jacques Quisquater (designer of the cryptographic coprocessor) revealed
the passport in fact uses so-called Quisquater multiplication. This does not
contradict with the theoretical validity of the attack. It means, however,
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the attack cannot be directly applied to the electronic passports of Czech
republic.

Further research employing the theory developed in this work may also be
directed to the areas of chip payment cards. So called DDA (Dynamic Data
Authentication) or CDA (Combined DDA/Application Cryptogram Gener-
ation) schemes of the EMV standard also use RSA scheme under conditions
very similar to the electronic passports [10, 11, 12, 13]. It is natural to assume
that these cards are also subjects to intensive hackers attacks [33].

Optical attack on AES We introduce the newly emerging optical side
channel. The basic idea of the channel is very simple—many parts of the
integrated circuits consist of transistors whose physical states represent one
of the two logical states 0 or 1. When the state changes, there is some energy
that is emitted in form of a few photons. A device employing the method
which is able to detect these photons (called the picosecond imaging circuit
analysis) is available in several laboratories, e.g. in the French space agency
CNES. From the point of view of the cryptanalyst, once the optical side
channel information is available for a specific cipher on a device, he is able to
identify deep inner states that should not be revealed. In fact, it turns out
that for widespread and unprotected 0.8 µm PIC16F84A microcontroller it is
possible to recover the AES secret key directly during the initial AddRoundKey
operation as the side channel can distinguish the individual key bits being
XORed to the plaintext.
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2 Preliminaries

The side channel attacks on DSA and RSA described in the next sections
both use the same mathematical aparatus - the lattices.

2.1 Absolute value modN

Definition 2.1. For a ∈ Z, N ∈ N we define

|a|N = min
z∈Z

|a− zN |.

Lemma 2.2. Let a, b ∈ Z, N ∈ N. Then

(i) |a+ b|N ≤ |a|N + |b|N

(ii) |ab|N ≤ |a|N |b|N

Proof. Let ma,mb ∈ Z be such that |a−maN | = |a|N and |b−mbN | = |b|N .
Then

(i) |a|N + |b|N = |a−maN |+ |b−mbN | ≥ |a+ b− (ma +mb)N | ≥ |a+ b|N

(ii) |a|N |b|N = |a−maN ||b−mbN | = |ab− (amb+ bma−mamb)N | ≥ |ab|N

Corollary 2.3. Let d ∈ N, a1, . . . , ad ∈ Z, N ∈ N. Then

(i)
�
�
�
�d

j=1 aj

�
�
�
N
≤

�d
j=1 |aj|N

(ii)
�
�
�
�d

j=1 aj

�
�
�
N
≤

�d
j=1 |aj|N .

Lemma 2.4. Let a, b ∈ Z, N ∈ N. Then

|ab|N = |a|b|N |N

Proof. Let mb ∈ Z be such that |b−mbN | = |b|N . Then

|a|b|N |N = |a|b−mbN ||N = |ab− (amb)N |N = |ab|N .

Corollary 2.5. Let a, b ∈ Z, N ∈ N. Then

|ab|N = ||a|N |b|N |N
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Proof. It suffices to apply Lemma 2.4 twice, i.e.

|ab|N = |a|b|N |N = ||a|N |b|N |N .

Corollary 2.6. Let d ∈ N, a1, . . . , ad ∈ Z, N ∈ N. Then
�
�
�
�
�

d�

j=1

aj

�
�
�
�
�
N

=

�
�
�
�
�

d�

j=1

|aj|N

�
�
�
�
�
N

.

Lemma 2.7. Let N ∈ N and a, b ∈ Z. Then statements

(i) |a+ b|N = 0

(ii) a ≡ −b (modN)

are equivalent.

Proof. The existence of k ∈ Z such that a+b+kN = 0 is equivalent to both,
(i) and (ii).

2.2 Lattices

Lattices have been successfully employed to attack various cryptographic
algorithms, e.g. Knapsack and DSA-like signature schemes (see [36], [43],
[21]). General definition of a lattice can be found in [36]. For the purpose
of this work however and for the most of the other approaches as well, the
general definition (and the properties related) is unnecessarily wide. Here,
we define a full-rank lattice and for simplicity call it a lattice without further
notice.

2.2.1 Basic definition and properties

Definition 2.8. A lattice L in Qd is a set of lattice vectors
�

d�

i=1

αibi |αi ∈ Z

�

,

where b1, . . . ,bd ∈ Qd are linearly independent and are called basis vectors of
lattice L. The matrix, which rows are the basis vectors, is called basis matrix
of lattice L. We say the lattice L is generated by the rows of its basis matrix.

In what follows, we will use symbol B for the set of basis vectors and for
the corresponding basis matrix, as well.
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Lemma 2.9. For d ≥ 2, any lattice L in Qd has infinitely many basis.

Proof. Let {u1,u2, . . . ,ud} be a basis of L. Then {u1 + u2,u2, . . . ,ud} is
basis of L, as well.

Lemma 2.10. Let B and B� be two basis matrices of lattice L. Then

| detB| = | detB�|.

Proof. Let B = {b1, . . . ,bd} and B� = {b�1, . . . ,b
�
d}. Since B� is a basis

matrix, we can write bi =
�d

j=1 ui,jb
�
j for 1 ≤ i ≤ d, where ui,j ∈ Z.

Notation U = (ui,j) gives B = UB�.
Analogically, there exists an integral matrix U� such that B� = U�B.

Since B = UB� = UU�B, it holds UU� = Id. Finally, matrices U and U�

are both integral, thus we can write detU = detU� = ±1.

Definition 2.11. The volume (or determinant) of lattice L is defined as

Vol(L) = | detB|,

where B is a basis matrix of L.

Remark 2.12. From the geometric point of view, the volume of a lattice
corresponds to d-dimensional volume of the parallelepiped spanned by the
vectors of the basis matrix.

Definition 2.13. For a lattice L we define i-th Minkowski’s minimum λi(L)
as the minimum of max1≤j≤i �vj� over all linearly independent vectors v1,
. . . , vi ∈ L.

First Minkowski’s minimum λ1(L) is often referenced to as the norm of
lattice L, noted �L�. Analogically, symbol �L�∞ is defined if infinity norm
is applied in previous expression.

The ratio λ2(L)
λ1(L)

is called the gap of the lattice.

Remark 2.14. The i-th Minkowski’s minimum can be seen as the radius of the
smallest sphere with the center in origin that contains i linearly independent
lattice vectors.

2.2.2 Algorithmic problems

For a given lattice L in Qd one encounters following problems
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SVP Shortest vector problem
Find u ∈ L such that �u� = �L�.

ASVP Approximate shortest vector problem
For a fixed f(d) find u ∈ L such that �u� ≤ f(d) �L�.

CVP Closest vector problem
For v ∈ Qd find u ∈ L such that �u− v� = minw∈L �w − v�.

ACVP Approximate closest vector problem
For v ∈ Qd and a fixed f(d) find u ∈ L such that
�u− v� ≤ f(d)minw∈L �w − v� .

SBP Smallest basis problem

Find a basis B = {b1, . . . ,bd} such that
�d

i=1 �bi� is minimal.

The parameter f(d) in the definition of ASVP and ACVP is called the
approximation factor and depends only on dimension d. In [16], it is shown
one can expect to solve SVP if the gap of the lattice is at least 11.021d. In
paragraph 2.2.6 we will see it is possible to heuristically convert ACVP to
SVP.

2.2.3 Hidden Number Problem

Definition 2.15 (Hidden Number Problem). Let N be a prime and let x,
x ∈ ZN be a particular unknown integer that satisfies d congruences

αix+ ρiki ≡ βi (modN), 1 ≤ i ≤ d,

where αi, αi �≡ 0 (modN), ρi and βi, 1 ≤ i ≤ d are known values. The
unknown integers ki satisfy 0 ≤ ki < 2µ, 1 ≤ i ≤ d, where µ is a known
rational constant. The Hidden Number Problem (HNP) is to find x.

Theorem 2.16 (Solving HNP). There exists an algorithm running in poly-
nomial time that solves HNP instance, where αi and ρi, 1 ≤ i ≤ d are
uniformly and independently distributed on �1, N − 1�, with the probability of
success

P > 1−
2dµ

(N − 1)d−1

�
1 + 2

d+1
4 (1 + d)

1
2

�d

.

Proof. Based on rephrasing the results from [35].
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2.2.4 LLL algorithm

Theorem 2.17 (LLL algorithm). There exists a polynomial time algorithm,
which given a basis of lattice L in Qd as input returns basis B = {b1, . . . ,bd}
of lattice L that satisfies

�b1� ≤ 2
d−1
4 Vol(L)

1
d

�bi� ≤ 2
d−1
2 λi(L), 1 ≤ i ≤ d

d�

i=1

�bi� ≤ 2(
d
2)/2Vol(L)

Proof. To be found in [30].

Definition 2.18. A basis of lattice L with the properties described in Theo-
rem 2.17 is called LLL-reduced.

Remark 2.19. Being given a basis of lattice L, one can solve ASVP by finding
its LLL-reduced basis {b1, . . . ,bd}. The first vector b1 solves the problem

with approximation factor f(d) = 2
d−1
2 . It is known LLL algorithm in most

cases coming from practical cryptanalysis performs much better than what
is theoretically guaranteed (see [36]).

2.2.5 Babai’s algorithm

Even though the original Babai’s Closest Plane algorithm described in [3]

solves ACVP with the approximation factor 2
d
2 , we present it here with

slightly better factor 2
d
4 , as is usual in contemporary cryptanalytic practice

(see [8], [43]). As stated in [8], the improvement can be achieved by the
adjustment of the constants in the definition of LLL reduced basis.

Theorem 2.20 (Babai’s algorithm). Let L be a lattice in Qd. There exists
a polynomial time algorithm, which given an LLL reduced basis of lattice L
and v ∈ Qd as input returns lattice vector u ∈ L such that

�u− v� ≤ 2
d
4 min

w∈L
�w − v� .

Proof. To be found in [3].

2.2.6 Beyond the theory

As already mentioned, the usual approach to solve SVP is the LLL algorithm
[30] or one of its variants [45]. In [16], it is experimentally shown it is possible
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to solve SVP if the gap λ2
λ1

is at least 1.021d with BKZ-20 variant of LLL
algorithm.

Once an LLL-reduced basis is found, one can try to solve CVP with
Babai’s closest plane algorithm [3]. The experience shows, however, the
heuristic conversion to Unique-SVP provides better results.

For the side channel attack on RSA, we use the same technique as in [37].
We construct lattice L� with the basis matrix

B� =

�
B 0
V 1

�

∈ Q(d+2)×(d+2)

As the lattices L and L� have the same determinant and approximately the
same dimension, we can expect their respective shortest vectors to be ap-
proximately of the same size.

Now, instead of solving ACVP in L for vector V , we solve SVP in L�.
Since we known there exists vector H ∈ L close to V , we expect the vector
(V −H, 1) ∈ L� is the shortest vector and is found by LLL algorithm (or its
variants).

If the gap λ2
λ1

is sufficiently large, we can use the lattice basis reduction
techniques and check if the short vector found reveals the hidden number x
in (d+ 1)-st coordinate (follows from the construction of lattice L in section
4.3).
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3 Timing side channel attack on DSA

3.1 Introduction

In 1996, Boneh and Venkatesan studied the following problem: Fix p and n.
Having given (ki, MSBn(xg

ki mod p)) for 1 ≤ i ≤ d, where g is a generator
of Z∗

p, MSBn(y) satisfies |y−MSBn(y)| <
p

2n+1 and d is a polynomial function
of log p, find xmod p. The particular unknown value of x was called a hid-
den number and the whole problem was named a Hidden Number Problem
(HNP). HNP plays an important role in proving security of most signifi-
cant bits in Diffie-Hellman key agreement and related schemes [8]. In 1999,
Nguyen showed a connection between solving HNP and breaking flawed im-
plementations of DSA [34] attacked sooner by Howgrave-Graham and Smart
[21]. It was then extended together with Shparlinski in [35]. Their formula-
tion of HNP followed from [8] with a modification allowing them to disclose
the private DSA key provided that they know a sufficiently long block of
bits of each nonce for several signatures (cf. DSA description in §5.1). The
limitation of the method in [35] was that these known bits had to be consec-
utively placed on the position of either most or least significant bits or they
had to occupy a block of bits somewhere in the middle of each nonce. An idea
was given on how to overcome this restriction, based on a multidimensional
diophantine approximation. Deeper investigation of it then showed that it
leads to an unnecessary information loss (cf. remark on §3 below). Fur-
thermore, the method was unaware of direct partial information an attacker
may have on the private key itself. A practical cryptanalytic problem may
arise, where these factors are limiting. Interestingly, the limiting focus on
most significant bits also persisted in other variants derived from the original
HNP [47], [7]. In this article, we show an extension of HNP (EHNP) together
with a probabilistic algorithm for solving its instances in polynomial time,
which relaxes the strict conditions on the form of partial information in HNP
significantly. It then allows us to develop, for instance, a successful realis-
tic side channel attack on certain implementations of DSA presented in §5.
We consider the EHNP elaboration and the attack presented of independent
merit, since we believe that the method presented here can be used as a gen-
eral tool for solving many other cryptanalytic problems leading to instances
of EHNP. Besides (EC)DSA and its variants, we can mention Diffie-Hellman
and related schemes such as El Gamal public key encryption, Shamir mes-
sage passing scheme, and Okamoto conference key sharing studied originally
in [8]. Using EHNP allows an analyst to exploit partial information in an “in-
dividual bits”-like manner, which is very important with regard to popular
side channel attacks. EHNP also allows us to study cryptographic security
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of individual bits of secrets in these schemes. One can, for instance, extend
the results on most significant bits given in [8] to other bits or blocks of bits,
as well. It is also possible to implant the ideas elaborated here into other
variants of HNP, such as [47], [7]. The practical attack presented, on the
other hand, illustrates the significant vulnerability that general widespread
applications like SSH server [42] can acquire when using the Pentium 4 HTT
processor [22] as a hosting platform.

The rest of the paper is organized as follows: In 3.2, we illustrate an
evolution of EHNP starting from the approach of [35]. We recall the results
of [35] being important for us here in a form of theorems. To stay focused on
algorithmic part of the connection in between EHNP and lattices, we omit
otherwise very interesting elaboration of distribution conditions relaxation
from the theorems. We slightly generalize the method used there to exploit
the partial information in the middle of each nonce. We define HNP-2H prob-
lem and show how it reduces to HNP to demonstrate the idea of [35] on how
to use the information spread across individual bits. Informally speaking, the
authors suggested using certain kind of diophantine approximation to convert
these problems to HNP. With such an approach, however, the amount of in-
formation needed per nonce grows with a multiple of the number of unknown
bit blocks (as already mentioned in [35] and [36]). Contrary to this approach,
the EHNP solving method presented here is compact, which means that it
does not rely on the conversion causing the unnecessary information loss. In
this sense, our method is similar to the one presented by Howgrave-Graham
and Smart in [21] which, however, contains a lot of heuristic assumptions in
comparison with the results presented here. We hope the whole elaboration
in §3 is a useful guideline for a cryptanalyst deciding which method to choose
by the kind and amount of information she has.

In 3.3, we define EHNP, present a lattice-based algorithm for searching
candidate solution in polynomial time, and investigate correctness of that
solution. To give an illustrative presentation of our ideas, we use certain
bounds for lattice problems employed that are not very tight. Actually, we
rely only on the well known algorithms of Lenstra, Lenstra, Lovász [30],
and Babai [3]. Even with these conservative results, we are able to derive
practically acceptable bounds for the EHNP solving algorithm. As being
widely understood in the area of lattice problems [18], in practice, however,
we may reasonably assume that the algorithms (or their equivalents, cf. §2)
will behave much better than what would be guaranteed even by more strict
bounds for more matured techniques. Therefore, we suggest an experimental
verification of the EHNP instance solvability for a particular cryptanalytic
problem, even when it seems to be beyond the estimates guaranteed formally.

In 3.4, we present a practical side channel attack on certain implementa-
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tions of DSA (including the OpenSSL one) when running on the Pentium 4
HTT platform [22]. Besides being of an independent merit, it serves as an
example of using EHNP approach in a real cryptanalytic case. Finally, we
conclude in 3.5.

3.2 On the way from HNP to EHNP

Definition 3.1 (HNP with Two Holes). Let N be a prime and let x, x ∈ ZN

be a particular unknown integer that satisfies d congruences

αix+ ρi,1ki,1 + ρi,2ki,2 ≡ βi (modN), 1 ≤ i ≤ d, (1)

where αi, αi �≡ 0 (modN), ρi,1, ρi,2 and βi, 1 ≤ i ≤ d are known values.
The unknown integers ki,1 and ki,2 satisfy 0 ≤ ki,1 < 2µ1 and 0 ≤ ki,2 < 2µ2,
1 ≤ i ≤ d, where µ1 and µ2 are known rational constants. The Hidden
Number Problem with Two Holes (HNP-2H) is to find x.

Theorem 3.2 (Dirichlet, [18]). Let α ∈ R and 0 < ε ≤ 1 be given values.
Then there exist p, q ∈ Z such that

1 ≤ q ≤
1

ε
and

�
�
�
�α−

p

q

�
�
�
� <

ε

q
.

Corollary 3.3. Let us be given A,N ∈ Z and B ∈ R satisfying B ≥ 1 and
N > 0. Then there exists λ, λ ∈ Z such that

1 ≤ λ ≤ B and |λA|N <
N

B
.

Proof. Theorem 3.2 states there exist p, q ∈ Z such that
�
�
�A
N
− p

q

�
�
� < 1

Bq
and

1 ≤ q ≤ B. So |qA|N ≤ |qA − Np| < N
B
. Setting λ = q finishes the

proof.

Remark 3.4. Note that λ promised by Corollary 3.3 can be easily found in
polynomial time using a technique based on the continued fractions expansion
(cf. [18], [35]).

Theorem 3.5 (Solving HNP-2H using Dirichlet’s approximation). There
exists an algorithm running in polynomial time that solves HNP-2H, where
αi, ρi,1, and ρi,2, 1 ≤ i ≤ d are uniformly and independently distributed on
�1, N − 1�, with the probability of success

P > 1−
(N2µ1+µ2)

d
2

(N − 1)d−1

�
4 + 2

d+9
4 (1 + d)

1
2

�d

.
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Proof. Let Ai = (ρi,1)
−1ρi,2modN , γi = ki,1 +Aiki,2, α

�
i = (ρi,1)

−1αimodN
and β�i = (ρi,1)

−1βimodN , 1 ≤ i ≤ d. The congruences (1) in Definition 3.1
become

α�ix+ γi ≡ β�i (modN), 1 ≤ i ≤ d. (2)

Given any B ∈ R, B ≥ 1, we can find non-zero integers λi,B satisfying
|λi,BAi| <

N
B

and 1 ≤ λi,B ≤ B for 1 ≤ i ≤ d. It holds

|λi,Bγi|N = |λi,Bki,1+λi,BAiki,2|N ≤ |λi,B|Nki,1+|λi,BAi|Nki,2 < B2µ1+
N

B
2µ2 .

The choice Bmin = N
1
22

µ2−µ1
2 minimizes the upper bound B2µ1 + N

B
2µ2 .

We convert HNP-2H to HNP by setting k�i =
�
λi,Bmin

γi + �N
1
22

µ1+µ2+2
2 �

�
modN ,

k�i < N
1
22

µ1+µ2+4
2 . After several modifications of (2), we obtain congruences

in one unknown variable k�i per congruence, i.e.

(λi,Bmin
α�i)x+ λi,Bmin

γi ≡ λi,Bmin
β�i (modN),

(λi,Bmin
α�i)x+ k�i ≡ λi,Bmin

β�i +
�
N

1
22

µ1+µ2+2
2

�
(modN),

α��i x+ k�i ≡ β��i (modN), 1 ≤ i ≤ d

defining an instance of HNP. Let µ� ∈ Q be such that k�i < 2µ
�
≤ N

1
22

µ1+µ2+4
2 .

By Theorem 2.16, such a problem can be solved in polynomial time with the
probability

P > 1−
2dµ

�

(N − 1)d−1

�
1 + 2

d+1
4 (1 + d)

1
2

�d

≥ 1−
N

d
2 2

(µ1+µ2+4)d
2

(N − 1)d−1

�
1 + 2

d+1
4 (1 + d)

1
2

�d

=

= 1−
(N2µ1+µ2)

d
2

(N − 1)d−1
22d

�
1 + 2

d+1
4 (1 + d)

1
2

�d

= 1−
(N2µ1+µ2)

d
2

(N − 1)d−1

�
4 + 2

d+9
4 (1 + d)

1
2

�d

.

It is correct to interpret Theorem 3.5 as saying that we need roughly twice
as many information bits to solve HNP-2H compared to the plain HNP case
[36]. This is caused by the transforming approximation and it is generally
independent on the technique used to solve the transformed HNP. If we
continue further this way to define HNP with more ”holes” (HNP-xH), we
will need to use a multidimensional transforming approximation based e.g. on
the scope of the multidimensional Dirichlet’s theorem and lattice reduction
techniques [18]. What we obtain is then a conjecture stated in [36] that we
need at least x-times as many information bits to solve HNP-xH compared to
the plain HNP case. However, using the algorithmic and mainly the proving
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strategies described bellow, it turns out that such a conjecture does not
hold generally. We can see it, for instance, by normalizing the probability
estimations given above and bellow under the assumption that we have an
access to an oracle solving the Closest Vector Problem with an arbitrary
precision for the maximum norm. We omit this demonstration here, since
it is beyond the scope of the paper. Therefore, the conjecture of [36] is not
a property of HNP itself, it is a property of a particular method for solving
HNP instead. On the other hand, this is not the only one selection criterion.
As is demonstrated bellow, our method does not suffer from the expensive
transforming approximation, but, on the other hand, it is more sensitive to
the approximation factor of the particular algorithm used for solving the
Approximate Closest Vector Problem.

Theorem 3.6 (Solving HNP-2H as a special case of EHNP). There exists
an algorithm running in polynomial time that solves HNP-2H, where αi, ρi,1,
and ρi,2, 1 ≤ i ≤ d are uniformly and independently distributed on �1, N − 1�,
with the probability of success

P > 1−
2(µ1+µ2)d

Nd−1

�
1 + 2

3d+1
4 (1 + 2d)

1
2

�2d+1

.

Proof. The algorithm arises from the solution of EHNP defined and solved
in the following section, which HNP-2H is a special case of.

Figure 1 shows a comparison of HNP-2H solving using Dirichlet’s approx-
imation and EHNP for 160 bits long modulus N . The graph lines connect
the boundary points corresponding to probably solvable combinations of the
number of bits gained per congruence and the number of congruences (e.g.
signatures of DSA). The EHNP approach is provably preferable in cases with
high amount of information available for only few congruences. These are
the cases arising, for instance, in fault side channel attacks, where the device
may get burnt soon, however, revealing a huge amount of information before
being irreversibly damaged. In practice, we may expect a broader preference
of EHNP, since the approximation factor will be probably much better than
the estimate we used.

3.3 Extended Hidden Number Problem

Definition 3.7 (Extended Hidden Number Problem). Let N be a prime and
let x, x ∈ ZN , be a particular unknown integer such that

x = x̄+
m�

j=1

2πjxj, (3)
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Figure 1: Dirichlet’s approximation vs. EHNP algorithm solving HNP-2H.

where the integers x̄ and πj, 1 ≤ j ≤ m are known. The unknown integers
xj satisfy 0 ≤ xj < 2νj , where νj are known rational constants 1 ≤ j ≤ m.
Furthermore, let us be given d congruences

αi

m�

j=1

2πjxj +

li�

j=1

ρi,jki,j ≡ βi − αix̄ (modN), 1 ≤ i ≤ d, (4)

where αi, αi �≡ 0 (modN), 1 ≤ i ≤ d, πj, 1 ≤ j ≤ m, ρi,j, 1 ≤ i ≤ d,
1 ≤ j ≤ li and βi, 1 ≤ i ≤ d are known values. The unknown integers ki,j
satisfy 0 ≤ ki,j < 2µi,j , where µi,j are known, 1 ≤ i ≤ d, 1 ≤ j ≤ li. We

define τ =
�m

j=1 νj, ξi =
�li

j=1 µi,j, 1 ≤ i ≤ d and ξ =
�d

i=1 ξi.
The Extended Hidden Number Problem (EHNP) is to find (the hidden

number) x and its instance is represented by

�
x̄, N, {πj, νj}

m
j=1 ,

�
αi, {ρi,j, µi,j}

li
j=1, βi

�d

i=1

�
. (5)

Definition 3.8 (Lattice L(I, δ) and its basis matrix). For δ > 0 and a given
instance I = IEHNP of the EHNP we define L(I, δ) as the lattice spanned
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by the rows of the matrix

B = B(I, δ) =


















N · Id ∅ ∅

A X ∅

ρT
1
. . . ∅ K

ρT
d


















∈ QD×D,

where we define integers L =
�d

i=1 li and D = d+m+ L, vectors

ρi = (ρi,1, . . . , ρi,li) ∈ Zli , 1 ≤ i ≤ d

and matrices

A = (aj,i)1≤i≤d,1≤j≤m ∈ Zm×d, where aj,i = αi2
πj

X = diag

�
δ

2ν1
, . . . ,

δ

2νm

�

∈ Qm×m

K = diag

�
δ

2µ1,1
, . . . ,

δ

2µ1,l1
,

δ

2µ2,1
, . . . ,

δ

2µ2,l2
, . . . ,

δ

2µd,1
. . . ,

δ

2µd,ld

�

∈ QL×L.

Algorithm 1 Finding a solution candidate for EHNP

Input: Instance I of EHNP
Output: Solution candidate z ∈ ZN

1: κD ← 2
D
4 (m+L)

1
2+1

2

2: Choose δ such that 0 < κDδ < 1
3: v←

�
(β1 − α1x̄)modN, . . . , (βd − αdx̄)modN, δ

2
, . . . , δ

2

�

4: find W ∈ L = L(I, δ), W = (W1, . . . ,WD) such that �W − v� ≤

2
D
4 minB∈L �v −B� {in polynomial time (§2)}

5: for j = 1 to m do

6: x�j ←
Wd+j2

νj

δ
{x�j ∈ Z}

7: end for
8: z ← x̄+

�m
j=1 2

πjx�jmodN
9: return z
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3.3.1 Short vectors in L

Lemma 3.9 (Short solutions). Given prime N and s ∈ ZN , let ρ1, . . . , ρl be
uniformly and independently distributed on ZN . Then the probability that the
congruence

l�

j=1

ρjxj ≡ s (modN) (6)

has a “short” non-trivial solution (t1, . . . , tl) ∈ (ZN)
l satisfying |tj|N < Tj,

1 ≤ j ≤ l is lower than
2l

�l
j=1 Tj

N
. (7)

Proof. Let t = (t1, . . . , tl) be a non-zero l-tuple in (ZN)
l with tk �= 0. There

exist exactly N l−1 l-tuples

(ρ1, . . . , ρl) =

�

ρ1, . . . , ρk−1, (tk)
−1

�

s−
l�

j=1,j �=k

ρjtj

�

modN, ρk+1, . . . , ρl

�

such that t is a solution of (6). Consequently, there exist no more than

N l−1

��
l�

j=1

(2Tj − 1)

�

− 1

�

< N l−12l
l�

j=1

Tj

l-tuples (ρ1, . . . , ρl) such that “short” non-trivial solution of (6) exists. Since
N l is total number of all l-tuples on ZN , the lemma follows.

Lemma 3.10. Let I be an instance of the EHNP, where αi, 1 ≤ i ≤ d and
ρi,j, 1 ≤ i ≤ d, 1 ≤ j ≤ li are uniformly and independently distributed on
�1, N − 1�. Let δ, κD ∈ Q be such that 0 < δ, 0 < κD and κDδ < 1. Then
with the probability

P > 1−
(2κD)

L+m 2τ+ξ

Nd
(8)

for each vector Δ ∈ L = L(I, δ) with coordinates c = (e1, . . . , ed, y1, . . ., ym,
t1,1, . . . , t1,l1, . . ., . . . , td,1, . . . , td,ld) w.r.t. basis B = B(I, δ) (i. e. Δ = cB),
satisfying �Δ�∞ < κDδ

(i) there exists (a witness index) w, 1 ≤ w ≤ d such that

tw,j ≡ 0 (modN), 1 ≤ j ≤ lw, (9)

(ii)
�m

j=1 2
πjyj ≡ 0 (modN) holds,
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(iii)
�li

j=1 ρi,jti,j ≡ 0 (modN), 1 ≤ i ≤ d holds.

Proof. Let Δ ∈ L be such that �Δ�∞ < κDδ < 1. Then
�
�
�
�
�
eiN + αi

d�

j=1

2πjyj +

li�

j=1

ρi,jti,j

�
�
�
�
�
= |Δi| < 1, 1 ≤ i ≤ d (10)

�
�
�
�
δ

2νj
yj

�
�
�
� = |Δd+j| < κDδ, 1 ≤ j ≤ m (11)

�
�
�
�

δ

2µi,j
ti,j

�
�
�
� =

�
�
�Δd+m+j+

Pi−1
u=1 lu

�
�
� < κDδ,

1 ≤ i ≤ d
1 ≤ j ≤ li

(12)

respectively implying
�
�
�
�
�
αi

d�

j=1

2πjyj +

li�

j=1

ρi,jti,j

�
�
�
�
�
N

= 0, 1 ≤ i ≤ d (13)

|yj| < κD2
νj , 1 ≤ j ≤ m (14)

|ti,j| < κD2
µi,j , 1 ≤ i ≤ d, 1 ≤ j ≤ li, (15)

since the expression on the left-hand side of (10) is an integer. Furthermore,
(13) is equivalent to the congruence

li�

j=1

ρi,jti,j ≡ −αi

d�

j=1

2πjyj (modN), 1 ≤ i ≤ d. (16)

To prove (i), we have to show the probability PF that for all i, 1 ≤ i ≤ d
there exists j, 1 ≤ j ≤ li such that ti,j �≡ 0(modN) is bounded above as

PF < (2κD)L+m2τ+ξ

Nd . Regarding the algorithmic viewpoint of the whole paper,
it is worth emphasizing the following probability elaboration is focused on the
event that an “unwanted” vector does exist in the lattice at all, rather than
investigating the properties of a particular vector chosen. The algorithmic
interpretation is then that the particular vector computed cannot have the
properties that no such vector in the lattice L(I, δ) has.

Fix anm-tuple (y1, . . . , ym) ∈ Zm and defineRi = −αi

�d
j=1 2

πjyjmodN .
The substitution to congruence (16) gives

li�

j=1

ρi,jti,j ≡ Ri (modN), 1 ≤ i ≤ d. (17)

Lemma 3.9 states non-trivial solution of (17) satisfying the bounds (15)
exists with the probability

pi(y1, . . . , ym) <
2li

�li
j=1 κD2

µi,j

N
=

(2κD)
li 2ξi

N
. (18)
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For a fixed m-tuple (y1, . . . , ym), the probability that (17) and (15) can
be non-trivially satisfied for all i, 1 ≤ i ≤ d is

p(y1, . . . , ym) ≤

d�

i=1

pi(y1, . . . , ym) <

d�

i=1

(2κD)
li 2ξi

N
=

(2κD)
L 2ξ

Nd
. (19)

There is no more than
�m

j=1 2κD2
νj = (2κD)

m2τ m-tuples (y1, . . . , ym)
that satisfy (14), therefore

PF ≤
�

y = (y1, . . . , ym)
y satisfies (14)

p(y1, . . . , ym) <
(2κD)

L+m 2τ+ξ

Nd
. (20)

To prove the congruence (ii) holds, it suffices to substitute tw,j ≡ 0 (modN),
1 ≤ j ≤ lw from (i) to (16), i.e.

m�

j=1

2πjyj ≡ −(αw)
−1

lw�

j=1

ρw,jtw,j ≡ 0 (modN), (21)

since (αw)
−1modN exists, because αw �≡ 0modN and N is a prime.

Finally, substituting (ii) to the congruence (16), i.e.

li�

j=1

ρi,jti,j ≡ −αi

m�

j=1

2πjyj ≡ 0 (modN), (22)

finishes the proof of (iii).

3.3.2 Correctness of the algorithm solving EHNP

Theorem 3.11. Let x be the solution of EHNP specified by the instance
I = IEHNP where N is prime, αi, 1 ≤ i ≤ d and ρi,j, 1 ≤ i ≤ d, 1 ≤ j ≤ li
are uniformly and independently distributed on �1, N − 1�. Then with the
probability

P > 1−
(2κD)

L+m 2τ+ξ

Nd
, (23)

where κD = 2
D
4 (m+L)

1
2+1

2
, Algorithm 1 returns the correct particular solution

of instance I.
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Proof. Let δ ∈ Q be such that 0 < κDδ < 1. By Definition 3.7 there exists
vector h = (c1, . . . , cd, x1, . . . , xm, k1,1, . . . , k1,l1 , . . . , . . . , kd,1, . . . , kd,ld) ∈ ZD

such that

ciN + αi

m�

j=1

2πjxj +

li�

j=1

ρi,jki,j = βi − αix̄, 1 ≤ i ≤ d, (24)

0 ≤ xj < 2νj , 1 ≤ j ≤ m, (25)

0 ≤ ki,j < 2µi,j , 1 ≤ i ≤ d, 1 ≤ j ≤ li(26)

hold. Let B = B(I, δ) be the matrix defined in Definition 3.8 and let

H = hB ∈ L, L = L(I, δ),

v = ((β1 − α1x̄)modN, . . . , (βd − αdx̄)modN,
δ

2
, . . . ,

δ

2
) ∈ ZD.

Since the vector H− v is equal to

�
0, . . . , 0, δ x1

2ν1
− δ

2
, . . . , δ xm

2νm − δ
2
, δ k1,1

2µ1,1 −
δ
2
, . . . , δ

k1,l1

2
µ1,l1

− δ
2
, . . . ,

. . . , δ
kd,1

2
µd,1 −

δ
2
, . . . , δ

kd,ld

2
µd,ld

− δ
2

�
,

and the bounds (25), (26) hold, we can write

�v −H�∞ <
δ

2
.

A lattice vector W found in step 4 of the algorithm satisfies

�v −W� ≤ 2
D
4 min

A∈L
�v −A� ≤ 2

D
4 �v −H� <

2
D
4 δ(m+ L)

1
2

2
. (27)

Let Δ = H −W ∈ L. Since �a�∞ ≤ �a� for all a ∈ ZD, by triangle
inequality we have

�Δ�∞ ≤ �H− v�∞ + �v −W� <
δ

2
+

2
D
4 δ(m+ L)

1
2

2
= κDδ. (28)

Let w, γ be the coordinate vectors ofW, Δ, respectively, w.r.t. basis B
and

w = (c�1, . . . , c
�
d, x

�
1, . . . , x

�
m, k

�
1,1, . . . , k

�
1,l1

, . . . , . . . , k�d,1, . . . , k
�
d,ld

)

γ = (e1, . . . , ed, y1, . . . , ym, t1,1, . . . , t1,l1 , . . . , . . . , td,1, . . . , td,ld)
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and z = x̄ +
�m

j=1 2
πjx�j be the candidate returned by Algorithm 1. Since

B is nonsingular, γ = h − w. Then with the probability greater than 1 −
(2κD)L+m2τ+ξ

Nd , guaranteed by Lemma 3.10, it holds

x− z ≡

�

x̄+
m�

j=1

2πjxj

�

−

�

x̄+
m�

j=1

2πjx�j

�

≡

≡
m�

j=1

2πj(xj − x�j) ≡

m�

j=1

2πjyj ≡ 0 (modN).

Finally, since x, z ∈ ZN , we have x = z.

The distribution conditions in Theorem 3.11 can be, in a particular crypt-
analytic case, further relaxed using techniques like in [35]. For verification
of the attack in §5, however, we decided to use an experimental approach
instead.

3.4 Real Scenario - Digital Signature Algorithm

3.4.1 DSA Key Disclosure problem

Let us briefly recall the Digital Signature Algorithm (DSA) [1]. The public
parameters are specified by triplet (p, q, g), where p and q are prime numbers
satisfying q|p− 1 and g ∈ Z∗

p is a generator of the subgroup of order q in Z∗
p.

The second revision of [1] requires1 21023 < p < 21024 and 2159 < q < 2160.
The private key x ∈ Zq is chosen uniformly at random from Zq and the
corresponding public key y ∈ Zp is computed as y = gxmod p. The couple
(x, y) is called the DSA key pair.

To create a signature (r, s) of a message m ∈ {0, 1}∗, the owner of the pri-
vate key x first generates a random number k ∈ Z∗

q, which is usually referred

to as a nonce (number used once). Then she computes r =
�
gkmod p

�
mod q

and s = k−1(h(m)+xr)mod q, where h is the hash function SHA-1 (see [2])
and k−1k ≡ 1 (mod q).

To verify the signature pair (r, s) of a message m, having checked that
0 < r < q and 0 < s < q, one computes w = s−1mod q, u1 = h(m)wmod q,
u2 = rwmod q and v = (gu1yu2mod p) mod q. She accepts the message
signature if and only if v = r.

1The most recent version of the standard, FIPS 186-3, allows the primes to be up to
3072 resp. 256 bits long.
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Definition 3.12 (DSA-KDP problem). Let (p, q, g) be public DSA parame-
ters and (x, y) DSA key pair. Let

ri =
�
gki mod p

�
mod q, 1 ≤ i ≤ d (29)

si = k−1
i (h(mi) + xri) mod q, 1 ≤ i ≤ d (30)

be known signature pairs of known hashed messages h(mi). Suppose an ad-
ditional information about the private key x and the nonces ki is known, as
well, i.e.

x = x̄+
m�

j=1

2πjxj, 0 ≤ xj < 2νj , 1 ≤ j ≤ m (31)

ki = k̄i +

li�

j=1

2λi,jki,j, 0 ≤ ki,j < 2µi,j , 1 ≤ i ≤ d, 1 ≤ j ≤ li, (32)

where x̄, {πj, νj}
m
j=1,

�
k̄i, {λi,j, µi,j}

li
j=1

�d

i=1
are known integers satisfying

x̄ ∈ Zq, k̄i ∈ Zq, 1 ≤ i ≤ d

2πj ∈ Zq, 1 ≤ j ≤ m, 2λi,j ∈ Zq, 1 ≤ i ≤ d, 1 ≤ j ≤ li

2νj ∈ Zq, 1 ≤ j ≤ m, 2µi,j ∈ Zq, 1 ≤ i ≤ d, 1 ≤ j ≤ li

DSA key disclosure problem (DSA-KDP) is to find the private key x and
its instance IDSA is represented by

�
x̄, q, {ri, si, h(mi)}

d
i=1, {πj, νj}

m
j=1,

�
k̄i, {λi,j, µi,j}

li
j=1

�d

i=1

�
.

Lemma 3.13 (Transition from DSA-KDP to EHNP). Let x be the particular
solution of the DSA-KDP problem specified by the instance IDSA. Let

N = q,

αi = ri, 1 ≤ i ≤ d

ρi,j =
�
−si2

λi,j
�
modN, 1 ≤ i ≤ d, 1 ≤ j ≤ li,

βi =
�
sik̄i − h(mi)

�
modN, 1 ≤ i ≤ d.

Then x can be found as the solution of EHNP specified by the instance
�
x̄, N, {πj, νj}

m
j=1 ,

�
αi, {ρi,j, µi,j}

li
j=1, βi

�d

i=1

�
. (33)

Proof. The lemma follows directly when (31) and (32) are substituted into
(30) in Definition 3.12.
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3.4.2 Hyper-Threading Technology

In [40], the author explores a side channel hidden in certain processors design
employing the Hyper-Threading Technology (HTT). The processors affected
are Intel Pentium 4, Mobile Pentium 4 and Xeon.

The size of L1 cache memory in hyper-threaded Pentium 4 is 8 KB (or
16 KB)2. It is divided into 32 cache address classes consisting of 4 (or 8)
cache lines of 64 bytes. When a memory line is requested by a process, the
processor first checks whether the line is already loaded in L1 cache in the
corresponding cache class. In case it is, we say a cache hit occurs, contrary to
a cache miss when the line has to be loaded to L1 cache. Therefore, a cache
miss takes a much longer time than a cache hit and that can be recognized
by the process.

A hyper-threaded Pentium 4 multiplexes two independent instruction
streams over one set of execution resources creating two virtual processing
cores that share certain physical resources, namely the L1 cache memory.
This is an architectural design that leaves the Confinement Problem [6] un-
solved leading to a vital side channel. To the operating system, this platform
appears as two logical CPUs, thus it can schedule two processes to be run
at the same time. One process cannot read the data of the other process,
however, it can determine whether the process running on the second virtual
core used certain line of the L1 cache or not by measuring the amount of time
it takes to repeatedly read several data blocks from the same cache address
class.

In this way, we get a side information which can be used to discriminate
between two different operations performed by the process being spied [39],
[40]. When the two operations are different enough with respect to the
memory access they induce, we can easily identify them basing on a different
“footprint” left in the access time measurements (cf. Figure 2).

In [40], this side information was used to break an implementation of
RSA scheme. Here, we show that by using the EHNP approach described
before, we can break certain implementation of DSA algorithm, as well. In
practice, this attack threatens, for instance, applications like SSH [42], when
the server runs on an unsecured HTT platform and uses DSA for the server
authentication. When the attacker logs on the server, she can run the spy
process on one processor core, while she opens another SSH session with the
server, hoping that it will run on the second core. In this way, she gains
the side information about DSA signature computation when the server au-
thenticates itself for the newly opened connection. Collecting several such
measurements, she can get enough information to be able to solve the asso-

2depending on actual type
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Algorithm 2 Sliding window (SW) exponentiation; s is the SW length

Input: g, e = (etet−1 . . . e0)2, et = 1, s ≥ 1
Output: ge

1: g1 ← g, g2 ← g2

2: for i = 1 to 2s−1 − 1 do
3: g2i+1 ← g2i−1g2

4: end for
5: A ← 1, i ← t
6: while i ≥ 0 do
7: if ei = 0 then
8: A ← A2 {squaring}
9: i ← i− 1
10: else
11: find longest string (eiei−1 . . . el) such that i− l + 1 ≤ s and el = 1
12: A ← A2i−l+1

g(eiei−1...el)2 {i− l + 1 squarings, 1 multiplication}
13: i ← l − 1
14: end if
15: end while
16: return A

ciated EHNP. From here, she gets the server’s private key allowing her to
impersonate the server.

3.4.3 Sliding Window Exponentiation

An OpenSSL-based SSH server uses the sliding window (SW) exponentiation
algorithm (cf. Algorithm 2)3 in the process of DSA authentication when
computing r = gkmod p. Two operations to be discriminated on the HTT
platform by the aforesaid technique are squaring (S) and multiplication (M).
Being able to identify the SW algorithm execution, the attacker obtains a
sequence S ∈ {S,M}∗.

To convert S to an information suitable for EHNP, one sets k� = 0 as
the first approximation of the nonce k. Then, she takes the next operation
from S and multiplies k� by 2 if the operation is S or adds 1 and adds a
new “hole” for M . Finally, the holes of zero length are filtered out from
the output sequence. This procedure, described by Algorithm 3, outputs
the decomposition k = k� +

�l
j=1 2

λjkj, 0 ≤ kj < 2µj . On average case,

3Valid for the versions up to 0.9.7g. As from version 0.9.7h, OpenSSL uses fixed
window modular exponentiation by default for RSA, DSA, and DH private key operations
to prevent cache timing attacks.
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Algorithm 3 Conversion of sequence from {S,M}∗ to the decomposition of
k; s is the SW length; (N is the upper bound on k)

Input: S ∈ {S,M}∗, s ≥ 1, (N > 1)
Output: k̄, l, {λj, µj}

l
j=1

1: k̄ ← 0, L ← 0, Λ0 ← 1, w0 ← s− 1 {L, Λ, and w are internal only}
2: A ← first(S)
3: repeat
4: if A = S then
5: k̄ ← 2k̄
6: for j = 0 to L do
7: Λj ← Λj + 1 {shift existing holes}
8: end for
9: else
10: k̄ ← k̄ + 1
11: L ← L+ 1, ΛL ← 1
12: wL ← min(s− 1,ΛL−1 + wL−1 − s− 1) {new, possibly empty, hole}
13: end if
14: until A ← next(S)
15: if N is defined and Λ1 + w1 > �log2 N� then
16: w1 = �log2 N� − Λ1{adjust the first hole}
17: end if
18: l ← 0
19: for j = 1 to L do
20: if wj > 0 then
21: l ← l + 1, λl ← Λj, µl ← wj {keep the nonempty holes}
22: end if
23: end for

the algorithm provides us with 78 known bits separated by 31 holes for the
exponent size of 160 bits with the sliding window length set to 4 (to match
its definition in OpenSSL 0.9.7e).

In Figure 2, we can see the execution of SW algorithm from the spy
process viewpoint. The rows, each representing one of 32 memory classes in
L1 cache, change color from white standing for a very fast read operation, to
black for slow data reloads. To emphasize the different footprints, the extra
top row displays the average gray level for the selected cache classes (in our
case 24th, 25th and 26th class). This row allows us to identify squaring and
multiplication operations easily.
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Figure 2: SW exponentiation observed through the side channel of L1 cache.
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Figure 3: The hit rate and the average duration of EHNP algorithm solving
10 random instances of DSA-KDP, each derived from a simulated side channel
leakages during the signing operation with �log2 q� = 160.

3.4.4 Practical Experiments

Algorithm 1 was implemented in C++ employing Shoup’s NTL library [46].
Several experiments were run for different number of signatures d. Each
experiment consisted of 10 instances of DSA-KDP with random public pa-
rameters, random key pair and the signature pairs for d random messages.
The results of the experiments are displayed in Figures 3 and 4. The comput-
ing platform employed was running GNU/Linux Debian on AMD Opteron
844. We used the side channel emulation in these computations. Its real ex-
istence and usability was successfully verified by technical experiments with
an SSH server powered by OpenSSL 0.9.7e on an unprotected Pentium 4
HTT platform, as well.

The bases were reduced by LLL reduction with delta = 0.99 (LLL XD(),
marked “LLL”). If such reduction did not lead to the key disclosure, stronger
Block Korkin-Zolotarev reduction with Givens rotations (G BKZ XD(), marked
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Figure 4: Hit rate and the average duration of EHNP algorithm solving 10
random instances of DSA-KDP, each derived from a simulated side channel
leakages during the signing operation with �log2 q� = 256. Blocks of known
bits shorter than 5 in length are ignored (to reduce running time).

“BKZ”) was employed with delta = 0.99, BlockSize = 40 and Prune =

15.
We ran several experiments with random DSA-KDP instances with the

size of DSA prime q set to 256 bits (which is the highest size allowed by the
draft of Third revision of FIPS 186). The dimension of lattices associated is
higher resulting in longer running time, however, as shown in Figure 4, the
private key can be extracted for these instances, as well.

3.5 Conclusion

The Hidden Number Problem (HNP) was originally presented as a tool for
proving cryptographic security of Diffie-Hellman and related schemes [8]. It
was then shown in [34] and [35] that HNP can be used for solving cryptana-
lytic problems arising around DSA, as well. However, it still retained certain
properties that limited its suitability for real cryptanalytic attacks. In this
article, we showed how to overcome these limitations by formulation of the
Extended Hidden Number Problem (EHNP) that covers significantly broader
area of practical cases. Algorithm for solving EHNP together with its formal
analysis were presented. We employed EHNP to develop a practically feasi-
ble side channel attack on the OpenSSL implementation of DSA. This part
of the paper is of independent merit showing an inherent insecurity of the
Pentium 4 HTT processor platform for applications like SSH. For instance,
having observed only 6 authentications to the OpenSSL-powered SSH server,
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an attacker was able to disclose the server’s private key.
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4 Electromagnetic side channel attack on RSA

Introduction

Motivated by the recent deployment of the electronic passports, we study the
security of its anti-cloning measure called Active Authentication (AA, [23]).
As it is an RSA based challenge-response protocol, one can try to attack
AA with the well-known Schindler’s adaptive chosen plaintext attack [44] or
Tomoeda’s chosen plaintext attack [49]. It turns out, however, both of these
approaches fail in this scenario due to their chosen plaintext condition as the
plaintext used in AA is chosen jointly by both parties.

In this paper we present a new side channel attack on RSA-CRT with
Montgomery multiplication [32]. Being a known plaintext attack, it suits
well the AA scenario. The side information that is available to the attacker
is the same as in [49], i.e. the amount of the final subtractions during Mont-
gomery exponentiation within one branch of the CRT computation (e.g. ex-
ponentiation mod p). It is shown such information can be used to obtain
modular approximations of one of the factors of the RSA modulus. The side
information is stronger variant of the simple timing information used in [44].

The approximations suit perfectly as the input to the well-known Hidden
Number Problem [8] which can be efficiently solved using lattice reduction
techniques [30, 16]. The attack presented using this side information is of
independent merit and can be applied in other scenarios where the side in-
formation is available.

The existence of the side information in the electronic passport is yet to be
proven, however. Our simple measurements show the square-and-multiply-
always exponentiation can be identified very well in the electromagnetic trace
surrounding the chip. More precise measurements are needed, however, to
support the hypothesis that Montgomery multiplication is used and that the
amount of the final subtractions is revealed.

As the existence of the side channel implies the insecurity of AA security
measure, the attack should be taken into account by the testing laborato-
ries. No further research is needed for this purpose. On the other hand,
no theoretical guarantee is given in the paper that the attack always works.
Further research is necessary for more theoretical results. The attack validity
is supported by the experiments with the emulated side information. As the
electronic passports are already deployed, we believe the attack should be
made public at this stage already.

The paper is organized as follows. The electronic passport and AA are
overviewed together with our simple electromagnetic measurements in Sec-
tion 4.1. The RSA-CRT scheme with Montgomery multiplication is described
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Algorithm 4 Active authentication

Parties: T . . . terminal, P . . . passport

1: T: generate random 8-byte value V
2: T → P: V
3: P: generate random 106-byte value U
4: P: compute s = mdmodN , where m =“6A”||U ||w||“BC”, w =

SHA-1(U ||V ) and d is the passport’s secret AA key securely stored in
the protected memory

5: P → T: s
6: T: verify m = semodN , where e is the passport’s public key stored in

publicly accessible part of passport memory

in Section 4.2. Briefly overviewing the existing attacks, we elaborate the con-
version to HNP here, as well. Remarks on HNP relevant to the scenario and
the results of the experiments with the emulated observations are given in
Section 4.3. Several possible directions for future research are suggested in
Section 4.4.

4.1 e-Passport

The electronic passport is a modern travel document equipped with a RFID
(Radio Frequency IDentification) chip compatible with ISO 14443 [25] (on the
physical layer to the transport layer) and with ISO 7816 [26] (the application
layer).

The chip contains digitally signed electronic copy of the data printed on
the passport: the machine readable zone (MRZ) including the passport no.,
the photo of the holder, as well as the public and private key for the Active
Authentication (AA) described in the next paragraph.

4.1.1 Active Authentication

Besides the required security mechanisms in [24] such as the passive authenti-
cation and the basic access control (BAC), the e-passport can optionally em-
ploy cryptographically more sophisticated active authentication which aims
to make the duplication virtually impossible for the attacker. The challenge-
response protocol used in AA is shown in Algorithm 4.

As we can see, the formatted message m being signed by the passport is
chosen jointly by the terminal and the passport, thus cannot be conveniently
chosen by the attacker on the terminal side.
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4.1.2 Electromagnetic Side Channel Leakage

As previously mentioned, the e-passport is compatible with ISO 14443 on the
physical layer. To send the data to the terminal, the so-called near electro-
magnetic field is employed. Depending on the data being sent, the passport
loads its antenna with a specific impedance circuit. Such an activity prop-
agates in the surrounding magnetic field which is detected by the terminal.
The reader is encouraged to see [15] for more details on the physical layer.

The question that is an interesting one to be asked in this scenario is
whether the passport can fully control the emanation of the antenna. It is
not only the special purpose circuit but also the other parts of the chip that
load the antenna with their impedances. Especially, one should ask whether
any of the cryptographic operations computed on the chip can be identified
in the surrounding field.

During the early stages of the research, we presumed square-and-multiply
algorithm with Montgomery exponentiation is employed during AA. This
hypothesis is partly supported by the measurements shown on Figure 5. The
ratio between the duration of two repetitive patterns corresponds to the
execution duration of square and multiply operations and they appear in
two series of 512 repetitions. This measurement does not reveal, however,
whether the Montgomery multiplication is used. In case it is not, the attack
described in the following text can still be employed in other implementations
that make use of Montgomery multiplication.

Figure 5: Electromagnetic side channel measurement on an e-passport during
the computation s = mdmodN within AA. The RFID chip on the passport
is P5CD072 [41].

Since we presume square-and-multiply-always algorithm (see Algorithm
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Algorithm 5 Montgomery multiplication mont()

Input: x, y ∈ Zp

Output: w = xyR−1mod p

1: s ← xy
2: t ← s(−p−1)modR
3: g ← s+ tp
4: w ← g/R
5: if w > p then

6: w ← w − p (final subtraction)
7: return w

6) is used for exponentiation, the secret exponent d cannot be directly ex-
tracted from these measurements. We suspect however, it is possible to
extract some information about the exponentiation if higher precision mea-
surements are available. In fact, we believe the number of so-called final
subtractions within the exponentiation mod p can be revealed by this side
channel. A method that is able to make use of such information and discloses
the secret key d is described in the next section.

4.2 RSA–CRT with Montgomery Multiplication

Let N be the public RSA modulus and e be the public exponent. Let (p, q, d)
satisfying N = pq, d = e−1modφ(N) be the corresponding private data.

Being given message m, the private RSA operation mdmodN is com-
puted using Chinese Remainder Theorem as follows

sp = (mp)
dp mod p (34)

sq = (mq)
dq mod q (35)

s = ((sq − sp) pinvmod q) p+ sp (36)

where dp = dmod (p−1), dq = dmod (q−1),mp = mmod p,mq = mmod q
and pinvp = 1 (mod q). For our attack, we expect the exponentiation in (34)
and (35) is computed employing the standard square-and-multiply-always
algorithm with Montgomery representation of the integers (see Algorithm 6)

with Montgomery constant R = 2�
logN
2

�.
One of the well-known countermeasures to prevent a simple SPA side

channel attack on Algorithm 6 is the execution of the dummy multiplication
in step 8. This prevents an attacker from distinguishing if the operation
mont(z, u, p) was executed or not. We will see, however, this countermeasure
has no effect on our attack.
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Algorithm 6 Montgomery exponentiation expmont()

Input: m, p, d (= (dn−1ed−2 . . . d1d0)2)
Output: x = mdmod p

1: u ← mRmod p
2: z ← u
3: for i ← n− 2 to 0
4: z ← mont(z, z, p)
5: if di == 1 then

6: z ← mont(z, u, p)
7: else

8: z� ← mont(z, u, p) (dummy operation)
9: endfor

10: z ← mont(z, 1, p)
11: return z

4.2.1 Schindler’s observation

In [44], Schindler demonstrated an interesting property of the Montgomery
multiplication algorithm (Algorithm 1). Let x be a fixed integer in Zp and
B be randomly chosen from Zp with uniform distribution. Then the prob-
ability that the final subtraction (step 6 in Algorithm 5) occurs during the
computation mont(x,B) is equal to

xmod p

2R
(37)

This observation allowed attacking RSA-CRT with an adaptive chosen plain-
text timing attack.

4.2.2 Trick by Tomoeda et al.

In [49], the original Schindler’s attack is modified to a chosen plaintext attack.
All of the values are chosen in advance by the attacker, i.e. they are not
required to be chosen during the attack.

With the probability of the final subtraction computation within one mul-
tiplication step given by Schindler (37), Tomoeda gave an estimate on the
total number of final subtractions ni during the whole exponentiation oper-
ation (mp,i)

dp mod p, where mp,i = mimod p. In fact, the approximation
(38)

miRmod p

p
≈

ni − nmin

nmax − nmin

(38)
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Figure 6: The relationship between the known number of FS during the
computation (mp,i)

dp mod p and the unknown value miRmod p. We see it
is strongly linear and can be expressed as in (38).

is given for 0 ≤ i < k where nmax = max0≤i<k ni and nmin = min0≤i<k ni

are the maximal and the minimal number of FS during k observations. To
justify this approximation, the authors of [49] proposed experimental result
similar to the one shown on Figure 6.

Being an approximation, we cannot expect (38) to be as tight as Schindler’s
high-precision (37). Instead, we can empirically measure minimal precision
of (38) in bits. In section 4.2.4, we will see for 1024 bit modulus we can
expect at minimum 4 bits with proper filtering of the measurements.

In [49], the attack used 512 measurements (in case without the RSA blind-
ing) to recover 512 bit long prime factor of N , i.e. one bit per measurement
was used on average. We will see in section 4.2.4, however, that the average
number of bits extracted per measurement and even their minimum can be
much higher.

39



4.2.3 Conversion to HNP

Both approaches, Schindler’s [44] and Tomoeda’s [49], are chosen plaintext
attacks on RSA–CRT with Montgomery exponentiation. They cannot be
applied on AA in the e-passport scenario, however. As the plaintext (i.e. the
formatted challenge) is generated jointly by the terminal and the e-passport,
it cannot be conveniently chosen by the attacker.

The main contribution of this paper is the lack of the chosen plaintext
condition while recovering the factorization of N . To do this we transform
the problem of finding the secret factor of N to the Hidden Number Problem
(HNP, see [38]). Being given the approximation (38), we first realize there
exists an integer ki such that miRmod p = miR − kip. Consequently, we
multiply (38) by N obtaining

miRq − kiN ≈
ni − nmin

nmax − nmin

N (39)

and we substitute ti = miRmodN and ui =
ni−nmin

nmax−nmin
N for 0 ≤ i < k. We

now have a “modular approximation” ui of a known ti-multiple of (hidden
number) q, i.e.

tiq + k�iN − ui ≈ 0 (40)

for suitable k�i, 0 ≤ i < k.
Even if the values ti and ui were taken at random from ZN , it would hold

|tiq − ui|N ≤
N

2
(41)

(let us remind |a|N = mink∈Z(a− kN)).
However, we expect (40) to be a better approximation than the random

one and we can measure its precision in bits and note it as li, i.e.

|tiq − ui|N ≤
N

2
2−li (42)

4.2.4 Approximation Precision and Filtering

During the one-time precomputation step we simulated the side channel mea-
surements over 212 RSA instances with 1024 bits long mudulus and 212 ran-
dom plaintexts for each instance. The minimal number of FS within the
exponentiation mod p was 0 while the maximal was 290.

For each measurement we computed so-called “ideal nmax”, the value for
which the approximation (39) becomes equality with nmin = 0. The value
was rounded to the nearest integer. The distribution of these values is shown
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Figure 7: The distribution of “ideal nmax” values computed from (39).

on Figure 7. The value 224 being the most frequent candidate for “ideal
nmax” value was used instead of the real value nmax = max0≤i<k ni during
the following steps. This simple adjustment increased the minimal precision
lmin by 0.5 bit and even by 1 bit within the filtered measurements described
in the next paragraph.

The precision li of the i-th approximation ui (see (42)) was measured
as li = −1 + logN − log |tiq − ui|N . The interesting relationship between
these values and the number of FS is shown on Figure 8. We see the minimal
precision of one single bit is obtained for approximately 150 final subtractions.
However, focusing on the experiments with less than 5 final subtractions, the
minimal precision jumps to 4 bits. For this reason during the simulated
experiment we filter all of the measurements with 5 final subtractions or
more resulting in 150 (27.2) suitable measurements from the total of 6797
(212.7) measurements conducted (simulated).

4.3 Hidden Number Problem

The Hidden Number Problem was first introduced in [8]. Being given k
approximations
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amount of FS within the Montgomery exponentiation. During the attack,
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|tix− ui|N <
N

2l+1
(43)

with ti, ui ∈ ZN , l ∈ N known for 0 ≤ i < k, the task is to find the hidden
number x ∈ Z

N
1
2
. In [8], the hidden number is a random unknown value from

ZN , however, this is not the case in our scenario. Here, the hidden number
is a factor of N with the expected size in order of N

1
2 . The lattice we use to

solve the HNP instance is adjusted for this purpose.
The usual technique to solve HNP is the employment of the lattices.

The problem is converted to one of the well studied lattice problem, the
Approximate Closest Vector Problem (ACVP). One constructs the lattice L
spanned by the rows of the basis matrix
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N 0 · · · 0 0

0 N
. . .

...
...

...
. . .

. . . 0 0
0 · · · 0 N 0

t0 · · · · · · tk−1 N
1
2/2l+1










(44)

and the vector V = (u0, . . . , uk−1, 0). The lattice vector

H =

�

t0x− α0N, . . . , tk−1x− αk−1N,
xN

1
2

2l+1

�

is the hidden vector for suitable α0, . . . , αk−1 ∈ Z, as its last coordinate
reveals the hidden number x.

The hidden vector H belongs to lattice L. It is unknown, however. The
construction of lattice L and vector V yields existence of such α0, . . . , αk−1

that ||H − V || < N
2l . The first step in solving ACVP is finding an LLL-

reduced basis of L using the LLL algorithm [30] or its BKZ variant [45] with
the time complexity exponential on lattice dimension k+1. Being given the
reduced basis, the second step is using Babai’s closest plane algorithm [4] to
find a vector H � in L close to V . One can now hope the vector H � reveals
the hidden number x in its last coordinate, i.e. H � is equal to hidden vector
H.

It is shown in [38] that the probability of recovering the hidden number
using this approach is close to 1 if the precision l of the approximations is in
order of (logN)1/2 and reasonable amount of approximations is given.

In our scenario with 1024-bit long modulus N, we would need 32 bit
measurement precision in order to have the theoretical guarantee of success.
As we have seen previously this would hardly be the case with the electro-
magnetic side channel which provides us with 4 bits at minimum, 7 bits on
average. To overcome this limitation we can lower the imprecision of the
approach introduced by Babai’s algorithm by heuristically converting the
ACVP to SVP, as shown in paragraph 2.2.6. More importantly, the lattice
basis reduction algorithms behave much better in real-life situations than
what is guaranteed in theory [16]. Next section shows it is possible in fact to
recover the hidden number q in our scenario.

4.3.1 Experiments with Emulated Observations

We implemented the attack using NTL library [46]. The computing platform
was 64-bit GNU/Linux Debian running on Opteron 244 with 2GB RAM.
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We first emulated the side channel and extracted the number of final sub-
tractions li within the Montgomery exponentiation si = (mp,i)

dp mod p. As
justified in Figure (8) only the measurements with at most 4 final subtrac-
tions were used in order to keep the approximation precision on an acceptable
level. In fact, the minimal precision lmin within these measurements was 4.2
bits while it was as high as 7.2 bits on average. We have to note however,
these values are not known during the attack, thus the lower bound has to
be estimated. In order to collect 150 such measurements, the total number
of 7000 measurement was emulated. In real life, the physical measuring of
such a collection should be feasible in order of hours.

With the side information available, lattice L was constructed. The
dimension of the lattice was 152, since the CVP problem was converted
to Unique-SVP adding 1 to the original dimension. The parameter l ap-
proximating the minimal number of known bits was chosen from the set�

7
2
+ t

4
, t ∈ 0, . . . , 19

�
, i.e. 20 lattices were constructed in parallel as the

exact precisions li of the approximations are not known.
The lattices were first reduced with the basic LLL XD variant of LLL

algorithm implemented in NTL. Following, stronger G BZK XD reduction
was run with BlockSize initially set to 4 being increased by 2 to up to 20.
After each BlockSize increase, the short vector of the reduced lattice was
checked. In case it revealed the hidden number q, the attack was successful.

In the experiment with 150 simulated measurements, the attack was suc-
cessful with parameter l equal to 9 and 9.5. The expensive lattice basis
reduction steps took approximately 40 minutes each.

Five different scenarios with random RSA instances were emulated and
experimented with. The RSA modulus was successfully factored in each of
these instances.

4.4 Practical Applications

As mentioned several times, our main hypothesis—that the Montgomery
multiplication is used and that the amount of final subtractions leaks—is
to be verified before trying to mount this attack to a real-life device. Since
Montgomery techniques are very popular in the accelerated cryptographic
computations we can expect there will be a lot of devices which this attack
applies to, at least partially.

Furthermore, the resilience of other HWmodules against this side channel
attack in similar scenarios should be verified, as well. The probability of
success of the attack under given circumstances is to be elaborated.
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5 Optical side channel attack on AES

Introduction

Side channel attacks have been established among the most powerful attacks
on many cryptographic algorithms. There have been several different side
channels identified, most notably the power consumption [28], the electro-
magnetic emanations [17], and the timing channel [27]. This section intro-
duces the new optical side channel that was studied, as far as the authors
know, for the first time from the cryptanalytic point of view during the au-
thor’s internship in French space agency CNES in Toulouse during the winter
2006/07.

The basic idea behind the channel is simple—each time a transistor on an
integrated circuit changes its state there are a few photons emitted. One of
the techniques capable of detecting the position and emission time of these
photons is called the picosecond integrated circuit analysis (PICA). Once
properly synchronized with the code, which is being repeatedly executed
on the device being observed, PICA is capable to identify the switching
transistor. The device employing this measurement technique, Optica, was
accessible to the authors in Quality Assurance laboratory in CNES. We note
that the machine is not as accessible as the devices for observing other kinds
of side channel information. Its cost is in order of one million Euros.

The setup used to observe the optical side channel was a simple im-
plementation of AES (or a part of it) running on a widespread and cheap
PIC16F84A microcontroller. As this microcontroller has no countermeasures
against the side channel leakage and the clock frequency function provided
to it is not modified in any way, it is easy to get synchronized with it. The
repeated identical code execution on identical input data on this microcon-
troller results in the identical (optical) side channel information emanation
(except for the noise). Once the electrical setup is ready, the values of the
key bytes can be observed during the initial AddRoundKey operation. This
paper illustrates this on a simple loop that can be seen as a part of the
AddRoundKey operation.

The paper is organized as follows. In Section 5.1, a brief description of
the PIC16F84A microcontroller being observed and the depackaging process
is given. In Section 5.2, a simple assembly loop used to program the chip is
shown and the implications for AES and the other ciphers are pointed out.
The basic details regarding the method providing optical side channel infor-
mation, PICA, are given in Section 5.3. Sample side channel observations of
PIC16F84A running the simple loop with the brief overview of the electical
setup are shown in Section 5.4. Finally, we conclude in Section 5.5.

45



5.1 Microcontroller PIC16F84A

The side channel measurements were done with a widespread 0.8 µm PIC16F84A
microcontroller. Since it contains no real countermeasures against side chan-
nel attacks, it was an ideal target to begin the experiments with. It has a
Harvard architecture and consists of these main parts:

• program memory (1024 14-bit words),

• static random access memory (SRAM) of 68 bytes,

• 8-bit arithmetic-logical unit with one accumulator register (denoted
W ),

• EEPROM memory of 64 bytes,

• basic peripherals (I/O ports, timer)

For more details regarding the chip, the reader is encouraged to see [31].
The side channel measurement focused on the SRAM memory of the chip,
see Figure 9.

One of the smartcards employing PIC16F84A is the GoldCard. It is used
e.g. to emulate ISO7816 compliant cards employed in satellite/cable TV
receivers or prepaid phone cards in the late 90’s.

Figure 9: Backside view of the depackaged PIC16F84A and zoomed area of
the SRAM memory (20x magnification).

To program the chip the native assembly language of 35 instructions was
used and compiled with gpasm ([5]). This allowed to have the code being
executed by the chip completely under control.

Being able to benefit from a custom-made electrical setup, the values of
supply voltage and clock frequency during the experiments did not have to
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respect the standardized ratings for smartcard communication. Furthermore,
we do did not neither have to follow the operational contitions for the micro-
controller itself [31]. Instead, the voltage of 7 V and the frequency of 6 MHz
turned out to be the best trade-off between the stability and the efficiency4

of the measurements.

5.1.1 Sample Preparation

As the number of metallization layers on the semiconductor devices increases,
it has become more difficult to perform frontside emission microscopy. To
observe the emission on the lower layers, one must observe the device from
the backside. As the silicon substrate on the backside of the die is transparent
to infrared (IR) light, we can observe the die using IR microscopy.

In order to observe the light emitted from the device, we need to thin
down the silicon layer on the backside of the die to 100 µm or less and to
polish it with a specific polishing system called ASAP (Automatic Selected
Area Polisher). The experiments presented here were done on a sample with
the silicon layer thinned down to approx. 20 µm. The technique is based on
the mechanical “microdrill-like” milling machine [50]. Besides the acetone or
the ethanol used at the end of the preparation to clean the polished silicon,
no other chemicals were used.

ASAP is required to fully prepare an “electrically intact” device with the
silicon substrate thinned down to 100 µm or less with controlled accuracy, no
damage, and with a highly polished surface. The thinning and the polishing
of the die allows near-IR light to penetrate the backside so that the imaging
of the circuitry can be done. It allows the emission areas to be spotted when
observed with emission microscopy (EMMI) or other backside techniques.

5.2 Software Setup

The chip was programmed with a simple assembly loop (Algorithm 7), that
can be seen as part of the initial AddRoundKey operation during the AES
encryption (or decryption) process. In fact, the loop can be seen as a part
of any cipher employing the XOR function on the sensitive data. First,
the key byte is loaded into the working register W (we use a constant here,
e.g. movlw 0xFF). It is XORed to the relevant byte of the state (e.g. xorwf
block+0x0,f) afterwards. Variable block denotes the starting address of
the state array in SRAM. The second parameter f indicates that the result
is stored back into the SRAM (i.e. not in the working register W ). Let

4The amount of the photons emitted from the chip increases with the increasing voltage.
Higher frequency results in better timing precision of the photons detected.
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Algorithm 7 Simple loop.
1: MAIN LOOP

2: movlw 0xFF

3: xorwf block+0x0,f

4: movlw 0xAA

5: xorwf block+0x1,f

6: movlw 0x55

7: xorwf block+0x2,f

8: movlw 0x00

9: xorwf block+0x3,f

10: call SEND TRIGGER

11: goto MAIN LOOP

us note that the key byte would be loaded from the SRAM memory in an
actual AES implementation. This does not affect the attack, however, as the
instruction XORing the bytes, xorwf, is the one to be observed through the
side channel.

All of the bits of the first state byte are switched during the step 3 in
Algorithm 7. Even bits in the second byte and odd bits odd bits in the third
byt are switched in steps 5 and 7, respectively. The fourth state byte does
not change during the loop.

The authors experimented with a loop similar to the one presented here
and the results indicate that both bit transitions, “0 to 1” and “1 to 0”, are
detectable by the techniques described in the next section. The details on
this experiments are omitted in this paper, however.

We also note results similar to the ones presented in Section 5.4 can be
expected with the other instructions, such as addwf, andwf, iorwf or subwf,
as well. This possibility widens the attack to other scenarios. Focusing
mainly on AES, the authors did not experiment with these instructions.

The technique providing the optical side channel information decribed in
the next section requires the synchronization with the operations executed
on the device. For this reason, the subroutine SEND TRIGGER is used to send
a trigger through the I/O pin of the microcontroller connected to the Optica
device.

5.3 Picosecond Imaging Circuit Analysis (PICA)

In recent years, new testing techniques have been introduced for optically ac-
cessing the electrically active components within the integrated circuits from
the backside of the wafer. In particular, Picosecond Imaging Circuit Analy-
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sis (PICA) is a very powerful tool for identifying the switching transitions,
and measuring the propagation delays and the skews by the means of the
hot-carrier luminescence emitted by CMOS transistors in saturation [48].

PICA is a photon counting and timing technique that uses naturally
occurring emission from switching FETs (field effect transistors) to produce
time-dependent optical waveforms [51].

One of the machines dedicated to the dynamic optical techniques such
as PICA is Optica. It records the time t and the position (x, y) of the
individual photons [9]. The PICA detector implemented on Optica is Mep-
sicron II. The detector is based on a single-photon counting photomultiplier
(PMT). The Mepsicron II allows to perform a real-time photon image display
on any analog X-Y display simultaneously with the actual data accumula-
tion. The spectral range goes from 180 nm to above 900 nm, the spatial
resolution is typically around 50 µm FWHM (full-width half-maximum) in
both, x and y dimensions, and the single-photon time resolution is better
than 100 ps FWHM. This detector combines the most desirable features of
two fundamentally different types of the traditional optical detectors into
one system. The Mepsicron-II offers low-noise, high signal-to-noise ratio and
time-resolving capabilities of a digital single PMT.

In the near IR range, the PICA detector’s quantum efficiency strongly
drops with increasing wavelengths. To bypass this very low global photon
detection efficiency, photons must be accumulated over many repetitions of
the device test loop. The test sequence must be kept relatively short, as well.

The reader interested in more details regarding the underlying physics
of the photon emission is encouraged to see [29]. We only note, however,
once the manufacturing technology of the microchip lowers to approx. 120
nm, the problem with the dispersion and the diffusion of the photons on the
silicon layer becomes significant. Optica might fail to provide usable results
on technologies smaller than 120 nm for this reason.

5.4 Side Channel Observation

Prior to the presentation of the measurement results, we briefly overview the
electrical setup used to acquire the optical side channel information. The
power supply and the frequency generator are connected to the appropriate
pins of the microcontroller as shown on Figure 5.4. In order to have the
timing information when the photon is detected within the loop, a trigger is
being sent through the I/O pin to the SYNC pin of the OPTICA device at the
end of the loop.

During the observation period of approximately 12 hours, 11.2 million
(223.4) photons were detected. For each photon, Optica provides a triple
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7 V 6 MHz

Vdd Vss OSC1 I/O

SYNC

OPTICA

Mepsicron II

PIC16F84A trigger

Figure 10: The scheme of the experimental setup. The depackaged
PIC16F84A microcontroller executes the simple loop and sends the synchro-
nization signal to Optica. The Mepsicron II sensor detects the position and
the time of the photons emitted.

(x, y, t), x, y denoting the position and t the detection time (within the loop).
At the clock frequency of 6 MHz, the duration of the simple loop was 25.3 µs,
the period when the four constants were loaded and XORed took only 5.3 µs,
however. During the remaining 20 µs, the trigger was sent through the I/O

pin and the main loop was restarted.
We see many more loop iterations, i.e. 230.7, were executed on the device

during the 12 hours observation period than the number of photons detected.
This is caused by lengthy processing (3.85 ms) of each detected photon by
Optica.

As previously mentioned, the simple loop described in Section 5.2 is
closely related to AES (and other ciphers employing the direct key XOR-
ing). Thus, showing the constants from the simple loop are disclosable by
the optical side channel implies the same is possible for AES and the other
ciphers, as well.

We note here, the total number of 11.2 million photons can be greatly
reduced. For the reasons of convenience, the experiment presented here was
run overnight yielding unnecessarily high amount of photons. With the ap-
propriate sieving and filtering techniques we can expect this number can be
lowever by (at least) two orders of magnitude. Once enough measurements
are available to the attacker, however, the approach can reliably recover all
of the secret key bits in this scenario.

The photons collected during complete clock periods are shown on in-
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movlw

xorwf

0xFF 0xAA 0x55 0x00

� � � �
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Figure 11: Individual frames of the side channel observation. The frames
displaying the emission during the third clock period within xorwf instruction
are magnified. The (upwards) binary expansion of the key byte is revealed
on the highlighted spots within the frames.

dividual frames in Figure 11. At the clock frequency of 6 MHz, the clock
cycle period is approx. 167 ns. Execution phase of every instruction used in
the simple loop lasts 4 cycles, thus four frames on the figure lasting 666 ns
represent the photons collected during the execution of one instruction. For
details on the instruction execution mechanism and pipelining see [31].

The values of the constants (thus AES key bytes, as well) being XORed
to the state bytes are clearly observable during the third clock cycle period
of the xorwf instruction execution.

5.5 Conclusion

Optical side channel was presented in this paper. The channel exploits the
switching transistors on the integrated circuits that emit photons. The tech-
nique and the equipment capable of measuring the optical side information
was briefly overviewed. A sample attack employing the optical side-channel
information on a PIC16F84A microcontroller running a simple loop closely
related to AES (and other ciphers XORing the key) was demonstrated. Dur-
ing the attack, all of the secret data was reliably recovered.

The main drawback of the side channel is the requirement of the con-
temporary measuring techniques to be synchronized with the device being
observed as many side channel measurements of the identical code execution
are necessary. A countermeasure such as the randomization of the operations
in the modern chips would make the attack much more difficult to perform.
The cost of the necessary equipment is to be considered, as well.
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