Abstrakt

Prace je zaméfena na zanalyzovani soucasnych autentizacnich metod. Kromé popisu
obecnych principti je kladen dlraz na podrobnou analyzu a prehled implementacnich specifik.
Prvni ¢ast prace popisuje vymezeni zdkladnich pojma v oblasti bezpecnosti dat. Hlavni ¢ast
prace je veénovana problematice logické vrstvy ochrany dat — zejména moznostem
zabezpeceni autentizace uzivatel v informacnich systémech. Dale se prace zabyva piehledem
a srovnanim tfi autentizanich metod. Kazdd metoda je podrobné popsana, je bran zietel na
moznost budouciho vyvoje dané metody. KliCové kapitoly jsou veénovany jednotlivym
autentizatnim a obrannym mechanismim. Samostatnd kapitola je vénovana soucasnym
bezpe¢nostnim opatifenim — zabezpe€eni autentizacnich operaci, kryptografickym systémim a
jejich principim. Pro praktickou pifedstavu byla provedena SWOT analyza jednotlivych
metod. Zaveér prace shrnuje poznatky ziskané z analyzy jednotlivych popsanych

autentiza¢nich metod a navrhuje adekvatni feSeni pro autentizaci uzivatela.

Abstract

The thesis aims on analysis of contemporary authentication methods. Besides description of
global principles the emphasis is placed on detailed analysis and summary of implementation
specifics. The first part of the document reports on determination of element concepts within
the area of data security. The fundamental part is devoted to problems of logical layer in data
security - especially the possibilities of users' security in information systems. The thesis is
also providing the reader with summary and comparison of three authentication methods.
Each chapter is described in deep detail with consideration the possibilities of future
development of specific methods. Key chapters are focused on particular authentication and
defensive mechanisms. Separate chapter is analyzing recent safety measures - security of
authentication operations, cryptographic systems and their principles. As a practical example
SWOT analysis of individual methods was performed. The last part is summarizing the
observations achieved while analyzing particular authentication methods described. As a

conclusion the author suggests adequate solutions for user authentication.






