Abstract

The increasing use of machine learning for prediction and classification tasks
has led to numerous reports of strong model performance across a wide range
of domains. Nevertheless, when data leakage occurs, in which training data
contains information unavailable in real-world settings, such results may not
be fully reliable, as indicated by recent research. This study examines the ef-
fects of data leakage in highly imbalanced binary classification problems. Using
more than thirty datasets with substantially varying sizes and models for su-
pervised learning and novelty detection, we evaluate several common sources
of data leakage across the full machine learning pipeline. The results indicate
that oversampling-related leakage can severely distort reported performance,
despite its presence in some applied studies including published payment fraud
detection research. While the effects of the remaining examined leakage types
appear marginal or even negligible on average, exceptions depending on the
dataset, model, and the modelling process specification may arise, leading to

more inflated performance estimates.
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