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INTRODUCTION

1 Introduction

Over the past three decades, the online environment has become deeply embedded in everyday life in Europe (Donoso et al., 2020; Smahel et al., 2020). Adolescents are among the most active users, engaging online for leisure, education, self-expression, communication, and even employ­ment-related activities (ITU, 2018; van Deursen et al., 2016; Smahel et al., 2020). These activities create important opportunities for develop­ment and participation, yet they also carry risks, including exposure to harmful online content (HOC) and cyberhate (Smahel et al., 2020).To make use of these opportunities while minimizing risks, ado­lescents require sufficient digital literacy, understood as the combination of skills and knowledge needed to navigate digital environments effec­tively (Donoso et al., 2020; Helsper et al., 2021; Smahel et al., 2024). However, research also shows that higher levels of digital literacy are as­sociated not only with broader opportunities but also with more fre­quent and diverse online activities, which can increase exposure to risks (Livingstone & Helsper, 2007; Livingstone et al., 2011; Smahel et al., 2020). Recent work further suggests that measuring specific digital skills and dimensions of digital literacy is essential to understanding how dif­ferent skills may be linked to online risks (Helsper et al., 2021; Living­stone et al., 2023; Smahel et al., 2024).Nevertheless, research on adolescents' digital literacy and their exposure to online risks remains scarce and fragmented, leaving several important gaps unaddressed. First, many studies approach digital liter­acy as a broad, undifferentiated construct, without carefully distinguish­ing between its multiple dimensions and skills (Haddon et al., 2020; Sma- hel et al., 2024). This limits our understanding of how specific skills 
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INTRODUCTIONrelate to online risks. Second, most research in this area has been cross­sectional, which prevents us from examining how digital literacy devel­ops over time and how it shapes adolescents' long-term online experi­ences (Haddon et al., 2020; Mascheroni et al., 2020). Third, very little at­tention has been paid to the distinction between intentional and unin­tentional exposure to online risks (Smahel et al., 2024), even though this difference is crucial for understanding the role of digital literacy in shap­ing adolescents' online experiences.This dissertation addresses these gaps through three published empirical studies, which I present in the following chapter.
1.1 List of StudiesThe dissertation comprises three studies. I use the CRediT (Contributor Roles Taxonomy; CRediT Author Statement | Elsevier, n. d.) to describe the author’s contribution to the studies:
Study 1Terčová, N., Muzik, M., Dědková, L., & Šmahel, D. (2025). The reciprocal relationship between parental eHealth literacy mediation and adoles­cents’ eHealth literacy: Three-wave longitudinal study. Journal of Medi­cal Internet Research, 27, e67034. https://doi.org/10.2196/67034
Authorship Order and Contributions:
1. Natálie Terčová: 50%, Conceptualization, Writing - Original Draft, Review and Editing, Methodology2. Michal Mužík: Formal analysis, Methodology3. Lenka Dědková: Writing - Review and Editing
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INTRODUCTION4. David Šmahel: Conceptualization, Writing - Review and Editing, Su­pervision
The study was published in the Journal of Medical Internet Research, which was classified in Quartile 1 (Q1) according to the Article Influence Score (AIS) within the Web of Science (WoS) ranking.
Study 2Tercova, N., & Smahel, D. (2025). Digital Skills' Role in Intended and Unin­
tended Exposure to Harmful Online Content Among European Adolescents. Media and Communication, 13, Article 8963.https://doi.org/10.17645/mac.8963
Authorship Order and Contributions:
1. Natálie Terčová: 90%, Conceptualization, Writing - Original Draft,Review and Editing, Methodology, Formal analysis2. David Šmahel: Conceptualization, Supervision
The study was published in the Media and Communication journal, which was classified in Quartile 2 (Q2) according to the AIS WoS ranking.
Study 3Jaron Bedrosova, M., Tercova, N., De Coninck, D., Pyžalski, J., Waechter,N., & Machackova, H. (2025). Adolescents' intentional and unintentional 
cyberhate exposure in Estonia, Finland, Germany, Italy, Poland, and Portu­
gal: The role of perceived discrimination and digital literacy. Journal of Children and Media, 1-20.https://doi.org/10.1080/17482798.2025.2480091
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INTRODUCTION

Authorship Order and Contributions:1. Marie Jaroň Bedrošová: Conceptualization, Writing - Original Draft, Review and Editing
2. Natálie Terčová: 21%, Conceptualization, Writing - Original Draft, Review and Editing3. David De Coninck: Formal analysis, Methodology, Writing - Original Draft, Review and Editing4. Jacek Pyžalski: Writing - Review and Editing5. Natalia Waechter: Writing - Review and Editing6. Hana Macháčková: Supervision
The study was published in the Journal of Children and Media, which was classified in Quartile 2 (Q2) according to the AIS WoS ranking.
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THEORETICAL OVERVIEW

2 Theoretical Overview

2.1 Digital LiteracyAdolescents spend substantial time online, whether for leisure, educa­tion, self-expression, building friendships, or later seeking employment and broader social participation (ITU, 2018; Paul & Bryant, 2005; van Deursen et al., 2016). Yet, alongside the benefits, adolescents are also ex­posed to risks such as HOC and cyberhate (Livingstone & Helsper, 2010; Machackova et al., 2020).How adolescents engage online, and how they manage both oppor­tunities and risks, is shaped by their level of digital literacy, a broad con­cept that includes both digital skills and digital knowledge (Helsper et al., 2021; Smahel et al., 2024). Digital skills refer to the ability to use ICTs effectively, which allows adolescents to maximize positive, high-quality outcomes in their everyday lives while reducing or mitigating potential harms of online engagement (ITU, 2018). In contrast, digital knowledge involves a critical understanding of how and why ICTs function, as well as their wider effects on individuals and society (Helsper et al., 2021; Smahel et al., 2024).This dissertation focuses specifically on digital literacy among Euro­pean adolescents: Study 1 examines adolescents from the Czech Repub­lic, Study 2 explores adolescents from Estonia, Finland, Italy, and Poland, and Study 3 focuses on adolescents from Estonia, Finland, Germany, It­aly, Poland, and Portugal.1
1 Further details on the samples and methodology of each study are provided in Chap­ter 4.
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THEORETICAL OVERVIEW

2.1.1 The Dual Role of Digital LiteracyDigital literacy is associated with both opportunities and risks: higher levels of digital literacy are linked to more time spent online, more ex­tensive platform use, and richer online interactions, which together ex­pand adolescents' opportunities while also increasing their exposure to risks (Haddon et al., 2020; Livingstone et al., 2023; Vissenberg et al., 2022).Research findings indicate that digital skills are positively associ­ated with the diversity and frequency of online activities, so that adoles­cents with higher levels of digital literacy tend to benefit from a wider range of opportunities (Livingstone & Helsper, 2007; Livingstone et al., 2011). At the same time, more opportunities correlate with more risks, meaning that more digitally literate adolescents are also more likely to encounter risks (Smahel et al., 2020). For example, adolescents who ex­plore the internet more extensively may be more likely to come across HOC, including racist or discriminatory material or pro-anorexia and self-harm content (Donoso et al., 2021; Smahel et al., 2020).This ambivalent pattern suggests that the associations of digital lit­eracy depend on its specific dimensions. A recent review shows that some dimensions can exacerbate adolescents' involvement in online risks, whereas others may mitigate it (Livingstone et al., 2023). Emerging research further suggests that certain dimensions may play a protective role in preventing harmful consequences (Donoso et al., 2021; Sonck & de Haan, 2013). Consequently, digital literacy should not be treated as a single, undifferentiated construct. Distinguishing between dimensions is essential in order to examine their respective associations with both op­portunities and risks and to identify which may act as protective and which as risk-enhancing (Smahel et al., 2024).
14



THEORETICAL OVERVIEW

2.1.2 The Conceptualization of Digital LiteracyEarlier research conceptualized and measured digital literacy and digital skills in highly diverse, and often inconsistent, ways. Some studies adopted very broad definitions, encompassing a wide range of domains, while others narrowed the scope to specific areas such as programming or information literacy (Haddon et al., 2020). Measurement approaches were similarly fragmented, frequently relying on self-reports, self-effi­cacy, or proxies such as online activity. This lack of coherence makes it difficult to compare findings across studies and has limited the cumula­tive development of knowledge in the field (Haddon et al., 2020).More recent research has moved toward more comprehensive and differentiated frameworks. These approaches emphasize that digital lit­eracy includes not only functional skills but also critical and strategic di­mensions that shape how adolescents evaluate, navigate, and apply digi­tal resources (van Deursen et al., 2016; Haddon et al., 2020). Such multi­dimensional perspectives better capture the complex role of digital liter­acy in relation to both opportunities and risks.In line with these developments, this dissertation builds upon and further develops the ySKILLS theoretical model (Smahel et al., 2024), which I co-authored during my doctoral studies. The following chapter introduces this model.
2.1.3 Theoretical ModelIn my doctoral dissertation, I draw upon the ySKILLs model (Smahel et al., 2024), as illustrated in Figure 1. In encompasses four components, namely digital literacy, antecendents, wellbeing, and digital engagement. Each component is explained further in this chapter.
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THEORETICAL OVERVIEWI have worked on and with this theoretical model for my disserta­tion since it centers digital literacy, breaking it down into specific do­mains and skills. Unlike other theoretical models, it not only considers so-called functional skills but also acknowledges the crucial role of criti­cal knowledge: a perspective that alternative models do not offer (Sma- hel et al., 2024). Notably, empirical studies using surveys and perfor­mance tests have supported this conceptualization of digital literacy, confirming the subdimensions outlined in the model (Smahel et al., 2024).
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Figure 1. The ySKILLS theoretical model (Smahel et al., 2024)
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THEORETICAL OVERVIEWAccording to the model, digital literacy has multiple dimensions, each potentially relating to various antecedents and outcomes in distinct ways. These dimensions are: technical and operational skills that refer to the practical know-how required to use digital devices and platforms ef­fectively. Information navigation and processing skills that involve the ability to locate, evaluate, and synthesize digital information. Communi­

cation and interaction skills pertain to engaging with others online in an effective and responsible manner. Lastly, content creation and produc­

tion skills reflect the capability to generate and disseminate original dig­ital materials. Beyond its foundational role, digital literacy may function as a moderator, shaping how other factors interact. It can influence the relationship between individual or social factors and digital engagement, as well as the link between digital engagement and wellbeing (Smahel et al., 2024).From an antecedent perspective, individual and social factors may contribute to the development of digital literacy, and they are also con­nected to digital engagement. Individual characteristics include gender, age, or personality traits. Social factors comprise socioeconomic status, support from peers or parental mediation and attitudes (Smahel et al., 2024).With respect to wellbeing, the model identifies several dimensions: cognitive wellbeing (e.g., perceptions and beliefs about one's environ­ment), physical wellbeing (e.g., quality of sleep, physical activity, nutri­tion), psychological wellbeing (e.g., emotional state, life satisfaction, self­efficacy, symptoms of depression), and social wellbeing (e.g., the role of peer and family support networks) (Smahel et al., 2024).Digital engagement involves both ICTs access and online activities, which range from potentially enriching opportunities (e.g., health- 
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THEORETICAL OVERVIEWrelated information seeking) to risks (e.g., cyberhate, harmful online con­tent). As two of the dissertation's studies examine the association be­tween digital literacy and online risks, the next chapter provides a more detailed discussion of the concept of online risks.
2.2 Online Risks

Adolescents encounter a range of online risks (Smahel et al., 2024). Risk can be understood as the uncertainty surrounding the severity and con­sequences of an activity in relation to something that individuals value (Aven & Renn, 2009). Importantly, risk refers to the probability of harm, whereas harm encompasses various negative consequences affecting an adolescent's emotional, physical, or mental wellbeing (Livingstone, 2013). Building on the CO:RE classification of online risk by Livingstone and Stoilova (2021), which conceptualizes online risk as emerging from the interaction between a adolescent‘s agency and the online environ­ment, we can distinguish four dimensions of risk: content, contact, con­duct, and contract. Content risk occurs when an adolescent engages with or is exposed to potentially harmful content. Contact risk arises when an adolescent experiences or is targeted by potentially harmful interac­tions. Conduct risk refers to situations where an adolescent witnesses, participates in, or becomes a victim of potentially harmful behavior. Lastly, contract risk involves an adolescent entering or being exploited by a potentially harmful contractual agreement (Livingstone & Stoilova, 2021).
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THEORETICAL OVERVIEWIn my dissertation, I focus on two specific content risks: harmful 
online content and cyberhate. The following subchapters provide a more in-depth explanation of their scope and characteristics.
2.2.1 Harmful Online ContentHarmful online content (HOC) is a wide range of content that depicts or promotes psychologically and physically harmful behaviors, attitudes, and experiences (Keipi et al., 2016). Adolescents frequently encounter such content; in Europe, between 8% and 17% of adolescents report be­ing exposed to various forms of HOC at least once a month (Smahel et al., 2020). Research suggests that exposure to HOC is linked to negative out­comes, including lower subjective wellbeing, mental health difficulties (Keipi et al., 2016; Mars et al., 2020), and increased participation in of­fline risky behaviors (Branley & Covey, 2017). Given these risks, both online and offline safety of adolescents remains a key area of concern (Haddon et al., 2020). For example, online content related to drug use often features personal accounts of drug-related activities, instructions on drug consumption, and discussions on the morality and legality of drug use (Costello et al., 2016). Similarly, alcohol-related online content frequently includes personal narratives and images of individuals con­suming alcohol, often reinforcing positive attitudes toward drinking (Moreno et al., 2009; Beullens & Schepers, 2013). In the case of harmful and unhealthy eating behaviors, HOC can promote detrimental lifestyle choices by displaying ultra-thin body ideals, personal experiences with eating disorders, and advice on maintaining disordered eating patterns (Ging & Garvey, 2018).
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THEORETICAL OVERVIEWDigital literacy may play a crucial role in this context, as certain di­mensions of digital literacy and specific skills can enable adolescents to better avoid or critically reflect on such material. These skills may help reduce the likelihood of unintentional exposure, for instance by improv­ing the ability to evaluate online information or to recognize problematic sources. Conversely, insufficient digital literacy in some dimensions may increase the risk of encountering HOC unintentionally. Despite this po­tential, previous studies rarely incorporated digital literacy into their analyses of HOC (Kvardova et al., 2021) or treated it as a single construct without distinguishing between specific digital literacy dimensions or skills.Study 2 therefore addresses these gaps by examining the role of dis­tinct digital skills in both intentional and unintentional exposure to HOC by adolescents.
2.2.2 CyberhateCyberhate includes attacks not only against entire groups but also against individuals who possess, or are perceived by aggressors to pos­sess, characteristics associated with these groups (Kansok-Dusche et al., 2023). These characteristics may include ethnicity, religion, sexual ori­entation, or gender (e.g., Chetty & Allatur, 2018; Pyzalski & Smith, 2022). Cyberhate has been linked to lower wellbeing (Keipi et al., 2018), de­creased social trust (Nasi et al., 2015), and higher levels of anxiety and depression (Cano et al., 2021). Additionally, it normalizes hateful dis­course (Ortiz, 2021), desensitizes users (Soral et al., 2018), and reduces prosocial behaviors toward targeted groups (Weber et al., 2020).
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THEORETICAL OVERVIEWA survey conducted among adolescents (aged 11 to 17) across seven European countries revealed that between 21% and 59% had been ex­posed to cyberhate in the past year (Machackova et al., 2020). Research indicates that this exposure occurs primarily on social media platforms and within online gaming environments (Reichelmann et al., 2021; Waechter & Meschik, 2023). Understanding the factors that influence ad­olescents' exposure to cyberhate is particularly crucial, as this develop­mental stage is critical for shaping intergroup attitudes (Cortese, 2005), and adolescents are among the most frequent users of the internet and social media (Smahel et al., 2020).Digital literacy may play a mitigating role by enhancing adolescents' ability to recognize and understand the harmful consequences of cyber­hate. This awareness can empower them to protect themselves by iden­tifying cyberhate and utilizing functional digital skills, such as blocking users or reporting harmful content. Additionally, digital literacy may re­duce adolescents' likelihood of actively seeking out such content. For ex­ample, extremism-related digital literacy (specifically, the ability to rec­ognize extremist strategies) was found to protect adolescents from in­tentionally accessing extremist websites (Nienierza et al., 2021). How­ever, due to scarce research on these associations, it remains uncertain whether specific digital literacy dimensions can effectively reduce the likelihood of encountering cyberhate (Bedrosova et al., 2023; Vandon- inck et al., 2010).Building on this, Study 3 of this dissertation aims to contribute to a more nuanced understanding of the role of digital literacy dimensions in intentional and unintentional exposure to cyberhate by adolescents.
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THEORETICAL OVERVIEW

2.2.3 Intentional and Unintentional Exposure Existing studies have already examined exposure to online risks such as HOC and cyberhate (e.g., Cano et al., 2021; Kvardova et al., 2021; Soral et al., 2018), however, only a few have distinguished between intentional and unintentional exposure (e.g., Keipi et al., 2016; Pauwels & Hardyns, 2018; Pauwels & Schils, 2016; Reichelmann et al., 2021). These two forms of exposure represent distinct experiences, driven by different motivations and resulting in different impacts on adolescents. Research suggests that most adolescents encounter online risks unintentionally, while intentional exposure is less frequent (Bedrosova et al., 2023; Keipi et al., 2016; Reichelmann et al., 2021).The distinction between intentional and unintentional exposure is crucial, as it can significantly shape subsequent outcomes, including the extent of harm experienced. In the context of digital literacy, mere expo­sure to online risks does not inherently indicate a lack of digital literacy or specific digital skills resulting in an inability to avoid such exposure. On the contrary, adolescents may be able to seek out certain online risks due to high levels of digital literacy. To gain a more comprehensive un­derstanding of this dynamic, it is thus essential to differentiate between both types of exposure. Therefore, in both Study 2 and 3, where I exam­ine exposure to online risks, I differentiate between these two types of exposure.Notably, a comprehensive understanding of online risk exposure re­quires also examining the role of antecentents such as individual or so­cial factors. One of the social influences is the parental mediation, which can affect the likelihood of encountering risks, whether intentional or un­intentional. As Study 1 specifically examines parental mediation in 
22



THEORETICAL OVERVIEWrelation to adolescents' e-health literacy2, the following section focuses on this concept in greater detail.

2 E-health literacy is a specialized dimension of digital literacy that encompasses the knowledge and skills needed to access, understand, evaluate, and effectively use online health information to improve personal health and prevent illness (Norman & Skinner, 2006; S0rensen et al., 2012).

2.3 Parental MediationParental mediation encompasses various strategies used by parents to guide and regulate their children's engagement with digital technologies (Machackova et al., 2023). It is recognized as a key factor in shaping ad­olescents' access to the internet, their online experiences, and the devel­opment of their digital literacy (Haddon et al., 2020). Rather than a stable or one-directional process, mediation is continually co-created in daily family life, influenced by both enduring parental characteristics and the immediate social context (Dedkova & Smahel, 2020). Parental mediation is commonly categorized into active (enabling) mediation, which involves a proactive approach to supporting children's online experiences, and re­

strictive mediation, which relies on setting rules and limitations regard­ing online behavior (Machackova et al., 2023). Previous research high­lights the importance of distinguishing between these different types of parental mediation, as their effects on children's internet use and digital literacy vary significantly (Livingstone et al., 2017). Active mediation has been associated with greater opportunities for adolescents to acquire digital skills, as it encourages exploration and engagement with digital environments (Smahel et al., 2024). In contrast, restrictive mediation tends to limit these opportunities, thereby constraining the acquisition 
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THEORETICAL OVERVIEWof new experiences and hindering digital literacy development (Living­stone et al., 2017; Rodriguez-de-Dios et al., 2018; Sciacca et al., 2022).Given the above, active parental mediation may serve as an indi­rect protective factor against online risks by fostering digital literacy in adolescents. As digital literacy enables adolescents to employ functional skills (such as blocking users or reporting harmful content) it strength­ens their ability to navigate and mitigate online risks more effectively. A study conducted across 17 European countries found a weak but positive correlation between active parental mediation and adolescents' digital skills (Mascheroni et al., 2020). Additionally, a systematic review by Had­don et al. (2020) examined 14 studies investigating parental mediation as a determinant of digital skill acquisition. While five of these studies reported no significant association, six studies identified a positive rela­tionship between active parental mediation and adolescents' digital skills. This association is further explored in Study 1 of this dissertation, which examines the dynamics between parental e-health literacy medi­ation and adolescents' e-health literacy.
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RESEARCH QUESTIONS

3 Research Questions

The doctoral dissertation focuses on two main research questions. The first research question (RQ1) of my dissertation, addressed in Study 1, examines two components of the ySKILLS theoretical model, namely an­

tecedents and digital literacy, as visualized in Figure 2.RQ1 focuses on a specific antecedent factor, the social factor of parental mediation, and its association with adolescents' digital literacy. It examines the reciprocal relationship between these factors, specifi­cally whether parental e-health literacy mediation influences adoles­cents' e-health literacy levels and, conversely, whether adolescents' e­health literacy levels shape the extent of parental e-health literacy medi­ation. The formulation of RQ1 is as follows:
RQ1: What is the association between adolescent's digital literacy and parental mediation?

The second research question (RQ2) of my doctoral dissertation, ad­dressed in Study 2 and 3, examines two components of the ySKILLS the­oretical model, namely digital literacy and digital engagement as visual­ized in Figure 2.RQ2 focuses on the role of adolescents' digital literacy in relation to adolescent's intentional and unintentional exposure to online risks, falling under the digital engagement. The formulation of RQ2 is as fol­lows:
RQ2: What is the association between adolescent's digital literacy and intentional and unintentional exposure to online risks?
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RESEARCH QUESTIONS
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Furthermore, an overarching objective addressed by all three studies in my doctoral dissertation is to contribute to the development of the ySKILLS theoretical model.
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METHODOLOGY

4 Methodology

The studies were funded through multiple grants. All three were sup­ported by the Research of Excellence on Digital Technologies and Wellbe­
ing project (CZ.02.01.01/00/22_008/0004583), co-financed by the Eu­ropean Union. The first study used data from the Modeling the Future: 
Understanding the Impact of Technology on Adolescent Well-being (FU­

TURE) project, supported by the Czech Science Foundation (grant num­ber GX19-27828X). Study 2 and 3 utilized data from the ySKILLS project, funded by the European Union’s Horizon 2020 research and innovation program (grant agreement No. 870612).
Properties Study 1 Study 2 Study 3

Table 1: The overview of dissertation studies' methodology

Topic The parental e-health literacy mediation and adolescents' e-health literacy
The role of digital skills, protective and risk factors in adolescents' HOC exposure

The role of digital literacy and perceived discrimination in adolescents' cyberhate exposureRQ RQ1 RQ2 RQ2
MethodologyDesign 3-wave longitudinal Cross-sectional survey 3-wave longitudinalSample type Single country Cross-cultural Cross-culturalSample size 2500 dyads 3934 2660Adolescents age3 11-16 years old 12-17 years old 12-15 years old

3 In the case of longitudinal studies, the age at the beginning of the data collection is given.
27



METHODOLOGY

4.1 Study 1This study explored the longitudinal reciprocal relationship between pa­rental e-health literacy mediation and adolescents' e-health literacy. Data were collected through an online panel survey in the Czech Repub­lic, targeting adolescent-parent dyads across three waves (June 2021- June 2022) with six-month intervals. The initial sample included 2,500 dyads, with 1,654 remaining at Time 2 (T2) and 1,102 at Time 3 (T3). Sampling quotas ensured proportional representation by region, munic­ipality size, household socio-economic status, and adolescent age and gender.The study employed structural equation modeling (SEM) using a random intercept cross-lagged panel model (RI-CLPM) to assess within- person and between-person associations. Age and gender were included as time-invariant covariates. Full information maximum likelihood (FIML) was used to handle missing data, and attrition analysis was con­ducted to assess sample retention. Ethical approval was obtained, and informed consent was secured from both parents and adolescents.
4.2 Study 2This study explored the associations between three types of digital skills (technical and operational; communication and interaction; and knowledge skills) and adolescents' intentional and unintentional expo­sure to HOC, considering risk factors (low life satisfaction; sensation seeking) and protective factors (family support; friend support).Data were drawn from the ySKILLS project, comprising 3,934 ad­olescents (ages 12-17) from Estonia, Finland, Italy, and Poland. Sampling 
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METHODOLOGY

was conducted in schools based on socio-economic diversity. Data col­lection took place from April to December 2021 through computer-as­sisted online questionnaires completed in classrooms or at home during distance learning. See Machackova et al. (2024) and Machackova et al. (2023) for more details about the data collection. The questionnaire un­derwent cognitive testing to ensure clarity and cross-country compara­bility. Multinomial logistic regression models were used to analyze in­tentional and unintentional exposure to HOC. Checks for multicollinear­ity and residual independence were performed. Ethical approvals were obtained in all participating countries, and informed consent was se­cured from both adolescents and their legal guardians.
4.3 Study 3This study explored the longitudinal relationship between perceived dis­crimination, digital literacy, and their association with intentional and unintentional exposure to cyberhate. Data were drawn from the ySKILLS project and collected in three waves (2021-2023) from a school-based survey of adolescents (ages 12-17) in six European countries (Estonia, Finland, Germany, Italy, Poland, Portugal). The full sample consisted of 10,821 participants, with 2,660 adolescents completing all three waves. Data collection occurred in schools, with researchers present either in­person or online, ensuring ethical oversight and informed consent. For more details about the data collection, see Machackova et al. (2024) and Machackova et al. (2023).A cross-lagged panel SEM was employed to examine prospective associations between perceived discrimination, digital literacy, and cyberhate exposure across waves. Control variables included age, 
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METHODOLOGYgender, socio-economic status, and time spent online at the final wave. Respondents with more than 70% missing values were excluded. Na­tional ethical approvals were obtained.
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DISCUSSION

5 Discussion

The discussion follows the structure of the two research questions, drawing together findings from all three studies and concluding with the dissertation's contribution to the ySKILLS model.
5.1 RQ1: The Association Between Adolescents' Digital 

Literacy and Parental MediationThe Study 1 researched the reciprocal dynamics between parental e­health literacy mediation and adolescents' e-health literacy in a three- wave longitudinal design, also considering the moderating role of paren­tal education. The aim was to clarify whether parental mediation influ­ences adolescents' e-health literacy over time, whether adolescents' e­health literacy levels shape parental e-health literacy mediation, and whether parental education strengthens this relationship.
5.1.1 Between-Person AssociationsThe findings revealed a significant between-person association, showing that adolescents with higher e-health literacy typically had parents who reported engaging more frequently in e-health literacy mediation. This suggests that families who regularly discuss and guide online health in­formation also tend to maintain higher overall levels of digital literacy among adolescents.These results are consistent with earlier cross-sectional studies demonstrating positive links between parental mediation and adoles­cents' digital skills and online behaviours (Clark, 2011; Gulec & Smahel,

31



DISCUSSION2022). However, this study extends those findings by identifying the same pattern in longitudinal dyadic data.
5.1.2 Within-Person AssociationsDespite the between-person findings, no significant within-person asso­ciations were identified. Changes in parental e-health literacy mediation did not result in measurable improvements in adolescents' e-health lit­eracy, nor did adolescents' increasing literacy predict later adjustments in parental mediation practices. These results indicate that, within fami­lies, the relationship between parental mediation and adolescents' liter­acy remains relatively stable over time, reflecting enduring family pat­terns. A likely explanation lies in adolescents' growing independence and autonomy. Previous research suggests that adolescents are already quite self-directed and therefore less responsive to parental efforts (Nielsen et al., 2019). As their cognitive and social maturity increases, parental guidance can sometimes be perceived as restrictive rather than supportive. Consistent with this, studies comparing parents' and adoles­cents' reports of mediation show only moderate agreement (Hou et al., 2020). For instance, parents often report using mediation strategies, such as active or autonomy-supportive guidance, more frequently than their children acknowledge (Beyens & Valkenburg, 2019; Nikken & Jansz, 2006). Such discrepancies suggest that adolescents may underes­timate or disregard parental efforts, thereby limiting their potential im­pact. It is also plausible that, during adolescence, e-health literacy de­velopment is influenced more strongly by socialisation agents other than parents (particularly teachers and peers). Prior work indicates that 
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DISCUSSIONparental mediation tends to be most effective during early childhood (up to 12 years of age) (Lwin et al., 2008; Valcke et al., 2010), whereas peer influence becomes dominant in adolescence (Masten et al., 2009). In Study 1, the age of adolescent participants ranged from 11 to 16 years. Research further shows that peer and teacher guidance, rather than pa­rental mediation, is linked to adolescents’ online experiences (Shin & Lwin, 2017), and that peer advice is positively associated with health- related behaviours (Amuta et al., 2017). These findings suggest that peer-based or school-based e-health literacy mediation may play a more prominent role at this stage of development.No reverse (reciprocal) effects were found either: changes in ad­olescents’ e-health literacy did not lead to later changes in parental me­diation. One interpretation is that parents assume their children already receive adequate guidance from peers or educators (Fan & Williams, 2010). Limited parental confidence or expertise in the e-health domain may also prompt parents to delegate responsibility to schools or profes­sionals (Bessant, 2024).Finally, the effectiveness of mediation likely depends on parents’ ability to recognise their child’s needs. Yet, many parents lack insight into their adolescents’ online experiences (Blackwell et al., 2016), while ado­lescents frequently withhold information about their challenges (Wisniewski et al., 2017). In the Czech Republic, more than half of ado­lescents rarely or never discuss their online activities with their parents (Mikuska et al., 2020), which hinders parents’ ability to tailor mediation to their children’s literacy levels. This communication gap may therefore explain why mediation did not show dynamic effects within families over time. However, since our data were collected in six-month intervals, 
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potential short-term changes in mediation within families may have re­mained undetected.
5.1.3 Stability of Mediation and the Role of Parental

EducationThe results also demonstrated short-term stability in parental e-health literacy mediation, reflected by a significant autoregressive effect be­tween T2 and T3. Once established, parents tend to maintain consistent patterns of guiding adolescents around online health information. How­ever, these stable practices did not produce corresponding improve­ments in adolescents' e-health literacy, suggesting that sustained media­tion alone may be insufficient to enhance literacy outcomes.When examining parental education as a potential moderator, no significant effects were identified. Earlier studies show that parents with higher education levels often report stronger digital confidence, more ac­tive mediation, and a greater focus on evaluating online information (e.g., Livingstone et al., 2015; Livingstone et al., 2017), whereas less educated parents sometimes perceive their children as more digitally skilled (Liv­ingstone et al., 2015). Nevertheless, the current study found that paren­tal education did not strengthen the relationship between mediation and adolescents' e-health literacy.A plausible interpretation is that highly educated parents may over­estimate their adolescents' digital competence, resulting in less active mediation. Livingstone et al. (2015) found that better-educated parents often assume their children are more digitally skilled than they actually are, while Kuldas et al. (2024) reported that parents with higher self-ef­ficacy (commonly linked to education) may underestimate their 
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DISCUSSIONchildren's online risk exposure. Such misjudgments can reduce both the accuracy and responsiveness of mediation strategies.These findings imply that parental education alone does not deter­mine the effectiveness of mediation. Instead, the quality of family com­munication, trust, and cohesion may be more decisive in fostering ado­lescents' e-health literacy. Future research should examine how these re­lational dynamics interact with digital parenting practices and explore the complementary influence of peers, schools, and digital tools as sup­portive socialisation contexts.
5.1.4 Conclusion and ImplicationsIn sum, the findings demonstrate that adolescents' digital literacy and parental mediation, examined in this study as the e-health literacy di­mension, are associated at the between-person level, with families en­gaging more frequently in mediation also reporting adolescents with higher literacy. However, the absence of within-person effects and the lack of moderation by parental education suggest that these associations reflect stable family differences rather than dynamic reciprocal pro­cesses.For academics, this highlights the need to move beyond cross-sec­tional approaches and to focus on alternative socialization agents such as peers or teachers, as well as earlier developmental periods when pa­rental influence may be more influential. For future research, adopting multi-informant and performance-based measures could capture more nuanced patterns of how adolescents' e-health literacy develops. Fur­thermore, examining changes over shorter intervals could help identify whether mediation exerts more immediate, short-term effects within families.
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DISCUSSIONBy addressing RQ1, this study examined the association between parental e-health literacy mediation and adolescents' e-health literacy, offering longitudinal insights into this dimension of digital literacy among adolescents. It further contributes to the ySKILLS model by clari­fying the role of parental mediation and its associations with adoles­cents' digital literacy.
5.2 RQ2: The Association Between Adolescents' Digital 

Literacy and Intentional and Unintentional Exposure 
to Online RisksThe Study 2 and Study 3 researched how adolescents' digital literacy re­late to their online risks' exposure. Study 2 provided cross-sectional in­sights into the role of specific digital skills in adolescents' intentional and unintentional exposure to HOC. Study 3 added longitudinal insights on how digital literacy dimensions relate to intentional and unintentional cyberhate exposure.

5.2.1 Cross-Sectional AssociationsThe findings from Study 2 showed that adolescents' digital skills are as­sociated with HOC exposure in complex ways. Higher technical and op­erational skills, as well as knowledge skills, were associated with a greater likelihood of rare unintentional exposure to HOC, while no sig­nificant relationship was found for intentional exposure. Technical and operational skills, covering the management and use of ICTs and the technical aspects of devices, platforms, and applications (Helsper et al., 2021), broaden adolescents' access to online content and, consequently, their chances of encountering harmful material (Donoso et al., 2021).
36



DISCUSSIONSimilarly, higher knowledge skills were associated with increased unintentional HOC exposure, particularly at higher exposure frequen­cies. This may mean that possessing theoretical knowledge of ICT use may therefore not effectively protect adolescents from risky encounters, since having the skills to avoid risks does not mean they are applied for protection. Negative experiences themselves may even enhance adoles­cents' knowledge of online harms, indicating a possible bidirectional link between exposure and literacy. Communication and interaction skills showed no relationship with HOC, implying that the ability to interact with others online may not shape experiences with HOC exposure.
5.2.2 Longitudinal AssociationsStudy 3 extended this understanding by providing longitudinal evidence on how specific dimensions of digital literacy influence adolescents' ex­posure to intentional and unintentional cyberhate. Technical and opera­tional skills, as well as programming literacy, increased intentional expo­sure over time, while programming skills also elevated unintentional ex­posure. These findings are consistent with previous work showing that higher digital literacy can increase online risk because it promotes broader engagement and exploratory behavior in digital environments (e.g., Donoso et al., 2021; Haddon et al., 2020). Functional skills alone may therefore act as risk factors when unaccompanied by ethical or crit­ical capacities. Ethical blind spots and limited moral reasoning may fur­ther intensify this effect, underscoring the importance of incorporating ethical education into digital literacy development (Donoso et al., 2021).In contrast to findings around HOC, communication and interaction literacy reduced intentional cyberhate exposure, and information-navi­gation literacy decreased unintentional exposure. This implies that 
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DISCUSSIONadolescents who can critically evaluate and navigate information are more able to avoid cyberhate and the spaces where it circulates. Commu­nication literacy likely protects adolescents from intentional exposure by fostering awareness of harmful discourse and equipping them to report or counteract it.These differentiated effects reveal that while certain functional skills can heighten risks, critical dimensions of digital literacy can act as protective factors.
5.2.3 Integrating Cross-Sectional and Longitudinal Evidence Taken together, the two studies provide complementary insights into how adolescents' digital literacy relates to intentional and unintentional exposure to online risks and underscore its dual role.A key point of convergence lies in the role of functional literacy: across both the cross-sectional and longitudinal approaches, technical and operational skills consistently emerge as risk-enhancing factors. This shared pattern suggests that functional literacy, while foundational for online participation, may inadvertently facilitate risk exposure.On the contrary, while the cross-sectional evidence did not show significant protective effects for communication and interaction skills, the longitudinal findings demonstrated that these competencies reduce exposure over time, particularly to intentional forms of cyberhate. This suggests that certain literacy dimensions may not have a uniform associ­ation across all types of online risks but can play a preventive role in spe­cific contexts, such as exposure to cyberhate.
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5.2.4 Conclusion and ImplicationsIn conclusion, the findings collectively show that adolescents' digital lit­eracy is intricately associated with both intentional and unintentional exposure to online risks. While technical and operational skills may in­advertently increase risk exposure, critical literacies such as communi­cation, interaction, and information navigation may function as protec­tive factors.For academics, these findings suggest that research should avoid treating digital literacy as a monolithic construct and instead examine its dimensions in relation to distinct online risks. For future research, the results call for further longitudinal work that investigates how different literacy dimensions develop across adolescence.By addressing RQ2, these studies examined how adolescents' digital literacy relates to both HOC and cyberhate exposure, distinguishing be­tween intentional and unintentional forms. They provided comparative and longitudinal insights into how different dimensions of digital literacy function across adolescents and contributed to the ySKILLS model by demonstrating that specific literacy dimensions can act either as risk-en­hancing or protective factors in relation to online risks.
5.3 Contribution to the ySKILLS ModelAs showcased above, this dissertation contributes to the further devel­opment of the ySKILLS theoretical model by proposing some adjustment and empirically reinforcing its existing assumptions. Together, these re­finements aim to enhance the model's ability to capture the complex re­lationships between adolescents' digital literacy and online engagement.
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DISCUSSIONFirst, the dissertation proposes an adjustment to the model by emphasizing the need to distinguish between intentional and uninten­tional exposure to online risks within the digital engagement component of the model. At present, online risks are conceptualized without consid­ering how intentionality shapes adolescents' engagement with online content. The results of this dissertation clearly show that intentional and unintentional exposure relate to different digital literacies and may have distinct consequences. Intentional exposure could reflect adolescents' active information-seeking or exploratory behaviors, often motivated by curiosity or the desire to understand online risks. Such exposure may therefore not necessarily result in adverse outcomes. In contrast, unin­tentional exposure may occur without adolescents' awareness or con­trol. These distinctions may thus have implications for the wellbeing component of the ySKILLS model. Intentional exposure might not nega­tively influence adolescents' wellbeing and could, in some cases, contrib­ute to resilience. On the other hand, unintentional exposure is more likely to lead to negative consequences on wellbeing and may influence the likelihood of experiencing harm, however more research is needed (Mascheroni et al., 2020). Acknowledging these potential differences could refine the model by illustrating how digital engagement interacts with both digital literacy and wellbeing in a more differentiated way.Secondly, the dissertation empirically confirms the importance of differentiating between various digital literacy domains and specific skills, as they are associated with different forms of online risk exposure as well as with distinct antecedents. The evidence demonstrates that dig­ital literacy can indeed serve a dual role, i.e., enhancing opportunities while simultaneously increasing risks, depending on which dimensions are involved. For instance, functional skills may expand adolescents' 
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DISCUSSIONonline participation and access to diverse content, which can uninten­tionally increase their exposure to online risks. In contrast, critical liter­acies may help adolescents evaluate information and thus mitigate online risks.In addition, this dissertation contributes to clarifying the role of parental mediation as a particular antecedent within the model. The find­ings confirm that parental mediation is associated with adolescents' dig­ital literacy, highlighting that parental guidance and communication practices may influence how adolescents develop their digital literacy.
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PRACTICAL IMPLICATIONS

6 Practical Implications

Beyond the theoretical and empirical contributions discussed in relation to each research question, this doctoral dissertation also offers several practical implications relevant to educators, parents, and policymakers.First, the findings highlight the importance of considering the broader network of social factors shaping adolescents' digital literacy. In the context of e-health literacy, the findings suggest that parental medi­ation alone may not be sufficiently effective in influencing adolescents' e-health literacy over time. As adolescents grow older, peers and other role models increasingly shape their online attitudes and behaviors. This suggests that initiatives aimed at supporting adolescents' digital literacy development should extend beyond the family context and engage other socializing agents. Community-based programs, peer-led workshops, and educational campaigns could provide spaces for dialogue and shared learning, encouraging adolescents to reflect on online behavior and model responsible online practices.Second, since parental education did not strengthen the effects of pa­rental e-health literacy mediation on adolescents' e-health literacy, inter­ventions should not be limited to particular socioeconomic groups. This also implies that having a higher formal education does not automati­cally equip parents with the confidence or specific skills to guide their children's e-health literacy. It would therefore be misleading to assume that more educated parents need less support or are naturally more ef­fective in this regard. Inclusive initiatives should thus address parents across all educational backgrounds, acknowledging their different needs and helping them build the awareness and skills necessary to engage in e-health mediation effectively. Resources and guidance materials 
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PRACTICAL IMPLICATIONSaccessible to all caregivers could help bridge differences in confidence and knowledge levels, fostering a more equitable environment for digital literacy development in adolescents.Finally, the results indicate that equipping adolescents solely with functional digital skills is insufficient for fostering safe online behavior. While technical and operational skills form the foundation of digital en­gagement, they do not necessarily protect adolescents from online risks. Educational programs and digital literacy curricula should therefore place stronger emphasis on developing critical and evaluative literacies, as well as communication skills. These literacies enable adolescents to assess online content, manage interpersonal interactions, and make in­formed decisions in online environments.
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LIMITATIONS AND FUTURE RESEARCH

7 Limitations and Future Research

It is important to reflect on several limitations of this doctoral disserta­tion. The first limitation concerns the reliance on pre-existing datasets. When I began my doctoral studies, I joined established projects, includ­ing ySKILLS and EXPRO, which provided the datasets used in my studies. Since these datasets were collected prior to my involvement, I had lim­ited control over the data collection process and its alignment with my specific research objectives. For example, in Study 1, I relied on a meas­ure of e-health literacy as a single construct. This construct did not fully follow the differentiation of digital literacy dimensions later elaborated within the ySKILLS framework. By contrast, in Studies 2 and 3, I was able to apply a more detailed approach, focusing on specific digital skills and literacy dimensions. Despite these constraints, I am confident this com­bination of a broader conceptualization in Study 1 and a more differenti­ated perspective in Studies 2 and 3 provides important insights into how distinct components of digital literacy relate differently to online risks. This highlights the potential for future research to further research e­health literacy in a more differentiated way.The second limitation relates to the predominantly quantitative nature of the dissertation. While large-scale survey data are useful for identifying general patterns, they cannot fully capture the nuances of ad­olescents' lived experiences. Future research would benefit from com­plementing quantitative analyses with qualitative approaches, such as in-depth interviews with adolescents, parents, or teachers, to shed more light on motivations and contexts of adolescents' online behaviors. Such perspectives could further clarify the associations between digital liter­acy and both intentional and unintentional exposure to online risks.
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LIMITATIONS AND FUTURE RESEARCHThe third limitation is related to the time intervals at which data were collected in the longitudinal studies (Study 1 and Study 3). In Study 1, the interval between waves was six months, whereas in Study 3, the interval was one year. Such lengthy intervals may have made it more dif­ficult for respondents to accurately recall or reflect on relevant experi­ences and influences, potentially increasing cognitive load and introduc­ing unintentional response bias. It can be assumed that certain effects or relationships may manifest over shorter time spans and therefore re­main undetected in studies with longer gaps between data collection waves. Future research should thus consider employing shorter longitu­dinal intervals to capture more immediate changes and to better detect dynamic processes among the studied variables.Finally, the studies relied primarily on self-reported data col­lected from adolescents, and in the case of Study 1, also from their par­ents. While widely used, self-reports are vulnerable to biases such as so­cial desirability and the influence of self-efficacy (Donoso et al., 2021). Adolescents may overestimate or underestimate their digital skills, re­porting confidence rather than actual competencies. Future research should therefore integrate performance-based assessments alongside self-reported measures. Including practical tasks or objective perfor­mance tests would allow for a more accurate evaluation of digital skills, helping to distinguish between perceived and actual abilities (Mascheroni et al., 2020).
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CONCLUSION

8 Conclusion

This doctoral dissertation researched adolescents' digital literacy through three empirical studies, addressing two overarching research questions. The dissertation was designed to respond to three key gaps in the field: the insufficient differentiation of digital literacy dimensions, the scarcity of longitudinal studies, and the limited distinction between in­tentional and unintentional exposure to online risks. By researching these aspects, the dissertation contributes to a more nuanced under­standing of adolescents' digital literacy as well as to the ySKILLS theoret­ical model.The studies revealed the dual role of digital literacy. Functional skills seem to expand access to online opportunities and, at the same time, increase adolescents' exposure to risks, whereas critical literacies provide protective capacities that may help adolescents avoid or resist online risks. Distinct associations across dimensions and skills demon­strate that digital literacy cannot be treated as a single monolithic con­struct. Instead, it must be examined as a multidimensional one, with each potentially exerting different effects on specific online risks. Future re­search should also research intentional and unintentional exposure to online risks in greater depth, with particular attention to adolescents' motivations and contextual factors. It should also examine the interplay between online risks and harm, with a specific focus on the role of digital literacy. A key question remains whether different literacy dimensions equally mitigate harm, or whether they create distinct pathways to resil­ience.
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