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Abstract 

This thesis examines how generative artificial intelligence can enhance NATO information 

operations in the context of evolving cognitive warfare threats. The research employs a 

systematic literature review with applied analysis, mapping GenAI capabilities to NATO's 

eight core information operations functions. Through heuristic categorisation, the analysis 

identifies seven categories of GenAI capabilities: content generation, automation and 

optimization, contextual adaptation and intelligence, analysis and decision support, human 

mimicry and deception, amplification and coordination, and synthetic environment 

generation. The results demonstrate that GenAI offers comprehensive enhancement potential 

across all Info Ops functions, addressing fundamental limitations in human cognitive 

capacity and processing speed. However, the research also identifies significant technical 

challenges including AI hallucinations, embedded biases, and data quality dependencies. 

The analysis reveals that while adversaries leverage AI for cognitive attacks with minimal 

constraints, NATO can integrate GenAI within existing doctrinal frameworks while 

preserving democratic values and human oversight. The findings suggest that revolutionary 

technologies need not require revolutionary organisational changes, as careful integration 

within established military structures provides a feasible path to capability enhancement. 

Future research should examine GenAI performance in operational environments and 

explore applications beyond the operational level. This research contributes to understanding 

how emerging technologies interact with military environment in an era where the cognitive 

dimension has become a critical battlefield. 

 

 

Abstrakt 

Tato práce zkoumá, jak může generativní umělá inteligence zlepšit informační operace 

NATO v kontextu vyvíjejících se hrozeb kognitivní války. Výzkum využívá systematický 

přehled literatury s aplikovanou analýzou, mapující schopnosti GenAI na osm základních 

funkcí informačních operací NATO. Prostřednictvím heuristické kategorizace analýza 

identifikuje sedm kategorií schopností GenAI: generování obsahu, automatizace a 

optimalizace, kontextuální adaptace a inteligence, analýza a podpora rozhodování, 

napodobování lidí a klamání, zesílení a koordinace a generování syntetického prostředí. 



 

 

 

Výsledky ukazují, že GenAI nabízí komplexní potenciál zlepšení napříč všemi funkcemi 

informačních operací, řešící fundamentální omezení lidské kognitivní kapacity a rychlosti 

zpracování. Výzkum však také identifikuje významné technické výzvy včetně halucinací AI, 

zabudovaných předsudků a závislostí na kvalitě dat. Analýza odhaluje, že zatímco protivníci 

využívají AI pro kognitivní útoky s minimálními omezeními, NATO může integrovat GenAI 

v rámci existujících doktrinálních rámců při zachování demokratických hodnot a lidského 

dohledu. Zjištění naznačují, že revoluční technologie nemusí vyžadovat revoluční 

organizační změny, protože pečlivá integrace v rámci zavedených vojenských struktur 

poskytuje proveditelnou cestu ke zvýšení schopností. Budoucí výzkum by měl zkoumat 

výkon GenAI v operačním prostředí a prozkoumat aplikace nad rámec operační úrovně. 

Tento výzkum přispívá k pochopení toho, jak nové technologie interagují s vojenským 

prostředím v éře, kdy se kognitivní dimenze stala důležitým bojištěm. 
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Introduction 
The information environment of the twenty-first century has undergone fundamental 

transformation. The proliferation of digital technologies, social media platforms, and 

artificial intelligence has created unprecedented opportunities for influencing human 

cognition at scale, blurring traditional boundaries between war and peace. This evolution has 

prompted military strategists to develop new frameworks for understanding contemporary 

security challenges, with cognitive warfare emerging as a critical concept that captures how 

adversaries weaponize human cognition itself. Simultaneously, the rapid advancement of 

generative artificial intelligence since 2022 has introduced capabilities that could 

revolutionise how military forces operate within this contested information environment. 

The intersection of these developments—cognitive warfare as an operational challenge and 

GenAI as a potential solution—raises fundamental questions about the future of military 

information operations. 

The subject of this master's thesis is the analysis of how generative artificial intelligence can 

enhance NATO information operations in the context of evolving cognitive warfare threats. 

The research question that this thesis seeks to answer is: “How can generative artificial 

intelligence enhance NATO information operations?” This question enables examination of 

how emerging AI technologies might strengthen the Alliance's ability to operate effectively 

in the cognitive dimension while maintaining its commitment to democratic values and 

human oversight. 

To answer this research question, the thesis employs a systematic literature review with 

applied analysis that examines technological advancements in generative AI and analyses 

what types of support and effectiveness enhancements these technologies can offer to 

NATO's information operations. Primary data sources include NATO doctrinal publications 

on information operations, academic literature on cognitive warfare and artificial 

intelligence, and technical analyses of GenAI capabilities. The analysis maps identified 

GenAI capabilities to NATO's eight distinct information operations functions through a 

heuristic categorisation process, creating a practical framework for understanding potential 

integration pathways. 

The theoretical contribution of this thesis lies in demonstrating that revolutionary 
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technologies need not require revolutionary organisational changes. The successful mapping 

of GenAI capabilities to established Info Ops functions shows that careful integration within 

existing military frameworks remains both feasible and advantageous. This finding 

challenges assumptions about technology-driven transformation in military affairs while 

providing practical insights for capability development. The analysis reveals that GenAI 

offers comprehensive enhancement potential across all information operations functions—

from accelerating analytical processes to enabling real-time adaptation and sophisticated 

content generation—suggesting a paradigmatic shift in operational possibilities rather than 

incremental improvement. 

The structure of this thesis systematically guides readers through an analytical journey that 

begins with the contemporary security challenge of cognitive warfare and culminates in 

practical insights for NATO's information operations enhancement. Each chapter builds 

upon the previous, creating a coherent narrative centred on answering the research question 

while providing the necessary conceptual foundations for understanding both the challenge 

and potential solutions. 

The analytical journey begins in Chapter One with an examination of cognitive warfare as 

the defining operational context of our era. This chapter explores how the weaponization of 

human cognition has emerged as a critical security challenge, fundamentally altering the 

character of conflict below the threshold of conventional war. The literature review traces 

cognitive warfare's conceptual development from traditional propaganda to sophisticated 

technological exploitation of human decision-making processes. Particular attention is given 

to how Russia employs reflexive control techniques to manipulate Western decision-making, 

while China's Three Warfares doctrine integrates psychological, public opinion, and legal 

warfare into a unified cognitive assault. The chapter examines how emerging disruptive 

technologies, particularly artificial intelligence, have transformed cognitive warfare from a 

theoretical concept into an operational reality that threatens democratic societies. This 

exploration reveals why NATO must urgently develop capabilities to defend against these 

cognitive attacks while maintaining its commitment to democratic values. The chapter 

establishes that information operations serve as NATO's primary implementation tool for 

cognitive defence and influence, setting the stage for understanding how these operations 

might be enhanced. 
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Having established cognitive warfare as the critical context and information operations as 

NATO's primary response mechanism, Chapter Two provides a comprehensive examination 

of NATO information operations doctrine and practice. This chapter reviews the evolution 

of Info Ops from its origins in 1990s military experiences through its current manifestation 

in AJP-10.1 doctrine. The review details how Info Ops functions as a staff capability that 

analyses, plans, and coordinates information activities to create cognitive effects supporting 

Alliance objectives. By examining the eight distinct Info Ops functions—analyse, plan, 

integrate, engage, educate and train, contribute to joint targeting, counter-hostile information 

activities, and assess—the chapter provides the operational framework necessary for 

understanding where and how technological enhancements might be integrated. The 

exploration of Info Ops' relationship with strategic communications, its focus on narratives 

and audiences, and its coordination of various information activities reveals both the 

sophistication of NATO's current approach and the areas where emerging technologies could 

provide transformative benefits. This detailed examination of Info Ops architecture is 

essential for answering the research question, as it identifies the specific functions and 

processes that GenAI might enhance. 

With the operational challenge of cognitive warfare established and NATO's Info Ops 

framework thoroughly examined, Chapter Three investigates the technological dimension 

by exploring generative artificial intelligence. This chapter reviews how GenAI has evolved 

from early machine learning concepts to become a revolutionary technology capable of 

generating human-like text, images, audio, and video at unprecedented scale and 

sophistication. The literature synthesis examines the technical foundations of GenAI, 

including large language models and diffusion models, before systematically categorizing 

its capabilities into seven operational categories: content generation, automation and 

optimization, contextual adaptation and intelligence, analysis and decision support, human 

mimicry and deception, amplification and coordination, and synthetic environment 

generation. Each capability category is explored through the lens of potential military 

applications, drawing on examples from current implementations across various sectors. 

While the chapter identifies GenAI's inherent limitations—including hallucinations, 

embedded biases, and data quality dependencies—consistent with the thesis scope, it does 

not systematically assess these risks but rather acknowledges their existence as documented 

in the literature. This comprehensive exploration of GenAI capabilities provides the 
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technological understanding necessary to assess how these systems might enhance NATO's 

information operations. 

Chapter Four represents the analytical synthesis where insights from the previous chapters 

converge to answer the research question directly. This chapter systematically maps the 

seven categories of GenAI capabilities identified in Chapter Three to each of NATO's eight 

Info Ops functions detailed in Chapter Two. The analysis demonstrates how GenAI could 

enhance the analyse function through real-time processing of vast information streams and 

predictive modeling of audience responses. It shows how the plan function could benefit 

from AI-powered scenario generation and narrative development tools. The integration 

function could leverage GenAI's coordination capabilities, while the engage function might 

employ AI for training simulations and multilingual communication support. The chapter 

explores how GenAI could transform NATO's ability to contribute to joint targeting through 

behavioral prediction, counter hostile information activities through adversarial AI systems, 

and assess operational effectiveness through automated monitoring and trend analysis. The 

education and training function emerges as particularly ripe for enhancement through 

personalized learning systems and realistic simulations. This systematic mapping reveals 

that GenAI offers comprehensive enhancement potential across all Info Ops functions, 

suggesting not merely incremental improvement but a paradigmatic shift in operational 

possibilities. 

The Discussion chapter interprets these findings within the broader operational and strategic 

context established in the opening chapters. It examines how the comprehensive nature of 

GenAI enhancements could address the speed and scale challenges of modern cognitive 

warfare while respecting NATO's democratic constraints. The interpretation explores the 

tension between operational imperatives and ethical considerations, the importance of 

human-machine teaming, and the defensive necessity of AI adoption given adversary 

capabilities. While technical challenges such as AI hallucinations, bias propagation, and data 

quality issues are acknowledged as documented in the literature, their systematic assessment 

remains beyond this thesis's scope, which focuses on enhancement opportunities rather than 

comprehensive risk evaluation. The discussion recognizes implementation complexities 

within NATO's multinational structure and the organizational changes required for 

successful integration. By situating the technical analysis within the cognitive warfare 

context, this chapter provides nuanced insights into both the transformative potential and 
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practical limitations of GenAI integration. 

The Conclusion synthesizes the key findings to definitively answer the research question 

while charting paths forward. It demonstrates how GenAI can enhance NATO information 

operations through comprehensive capability improvements across all functional areas, from 

accelerating analytical processes to enabling real-time adaptation and sophisticated content 

generation. The conclusion emphasizes that while GenAI presents both tremendous 

opportunity and significant challenge, careful integration within existing frameworks 

remains both feasible and necessary. It identifies critical areas for future research, including 

empirical testing of GenAI performance in operational environments, development of 

military-specific technical solutions, and investigation of optimal human-machine teaming 

configurations. The chapter concludes by reinforcing the strategic imperative: as the 

cognitive dimension becomes an increasingly critical battlefield, NATO's ability to 

thoughtfully integrate GenAI while maintaining democratic values may determine the 

Alliance's effectiveness in defending against twenty-first-century cognitive warfare. 

This structured progression from challenge through understanding to solution ensures that 

readers develop the conceptual foundations necessary to appreciate both the urgency of the 

cognitive warfare threat and the transformative potential of GenAI for enhancing NATO's 

response capabilities. Each chapter builds upon the previous while maintaining focus on the 

central research question, creating a coherent analytical narrative that advances both 

theoretical understanding and practical application of military AI integration in the cognitive 

domain. 
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1. Research Design and Methodology 

1.1 Research Framework 

The aim of this master's thesis is to analyse how generative artificial intelligence can enhance 

NATO information operations in the context of evolving cognitive warfare threats. This 

research examines the intersection of emerging AI technologies with NATO's information 

operations doctrine, focusing on the period from the widespread emergence of GenAI 

capabilities in 2022 through current developments in 2025, with forward-looking 

implications for future operational enhancement. 

This thesis employs a systematic literature review with applied analysis that examines 

technological advancements in generative AI and analyses what types of support and 

effectiveness enhancements these technologies can offer to NATO's information operations. 

The research question that this thesis addresses is: “How can generative artificial intelligence 

enhance NATO information operations?” 

The research synthesizes existing literature to develop a comprehensive understanding of 

how emerging GenAI capabilities could be applied within NATO's established Info Ops 

framework, thereby contributing to both theoretical understanding and practical applications 

of military AI integration. 

1.2 Methodological Approach 

This research employs a systematic literature review methodology combined with applied 

analytical mapping that reviews and synthesizes existing literature on cognitive warfare, 

NATO information operations, and generative AI technologies. It analyses the technological 

advancements in GenAI and their potential applications in military information operations, 

identifies and categorizes the types of support that GenAI technologies can provide for 

enhancing operational effectiveness, and maps these support mechanisms to NATO's eight 

distinct information operations functions through systematic analysis. 

The analysis moves from capabilities described in the literature to their potential operational 

applications, creating a bridge between technological advancement and military practice. 

Data Sources and Literature Selection 
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This literature review draws upon two primary categories of sources. First, official military 

documentation including NATO doctrinal publications, particularly AJP-3.10 series on 

Information Operations, NATO strategy documents on AI and emerging technologies, 

Allied Command Transformation publications on cognitive warfare concepts, and official 

NATO communications regarding information environment operations. Second, academic 

and applied literature encompassing academic articles on cognitive warfare, information 

operations, and artificial intelligence, applied research and analyses documenting GenAI 

capabilities and implementations, research reports analysing AI applications in military and 

security contexts, and recent pre-print publications capturing the latest GenAI developments. 

Literature selection criteria prioritized temporal relevance with emphasis on post-2022 

sources for GenAI developments, contribution to understanding GenAI capabilities and 

applications, relevance to military operational contexts, and documentation of technological 

advancements and their practical applications. 

1.3 Analytical Framework 

The analysis proceeds through three main phases. First, capability identification involves 

examining GenAI technologies as documented in current literature to understand their 

functional capabilities rather than technical specifications. Second, heuristic categorization 

develops a practical framework through iterative analysis of the literature that groups GenAI 

capabilities into seven operational categories: content generation, automation and 

optimization, contextual adaptation and intelligence, analysis and decision support, human 

mimicry and deception, amplification and coordination, and synthetic environment 

generation. This categorization emerged through heuristic analysis—identifying natural 

groupings based on how capabilities function operationally rather than following a 

predetermined theoretical framework. Third, enhancement mapping systematically analyses 

how each category of GenAI capabilities could enhance the effectiveness of NATO's eight 

Info Ops functions, based on operational requirements described in NATO doctrine. 

1.4 Research Scope and Focus 

This literature review and analysis focuses on functional capabilities of GenAI as 

documented in current literature, types of operational support these technologies can 

provide, potential effectiveness enhancements for NATO Info Ops functions, and the 
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operational level of military activities, consistent with NATO's doctrinal positioning. 

The review deliberately does not provide detailed technical specifications or engineering 

details, systematically map all challenges and limitations of GenAI given the technology's 

rapid evolution making such assessments quickly outdated, verify technical claims through 

empirical testing, assess specific implementation feasibility within organizational 

constraints, or address comprehensive political, legal, or ethical considerations. 

1.5 Literature Review and Analysis Process 

The systematic review follows five distinct steps. Literature identification involves 

comprehensive search for relevant sources on cognitive warfare, NATO Info Ops, and 

GenAI technologies. Content analysis extracts relevant information about GenAI 

capabilities and their potential military applications. Heuristic categorization iteratively 

groups identified capabilities based on their operational characteristics and potential military 

applications. Functional mapping systematically matches categorized capabilities to specific 

NATO Info Ops functions. Finally, synthesis integrates findings to present enhancement 

possibilities across all eight functions. 

1.6 Validity and Limitations 

The validity of this research rests on comprehensive coverage of available literature, 

systematic application of the mapping process across all Info Ops functions, consistency 

with established NATO doctrine and terminology, and transparent presentation of the 

analytical approach. 

Key limitations include reliance on published literature without empirical verification, focus 

on enhancement opportunities rather than systematic assessment of risks or limitations, 

rapidly evolving nature of GenAI technology, limited access to classified operational 

information, and heuristic rather than theory-driven categorization of capabilities. 

1.7 Contribution 

This research contributes to understanding military AI applications by synthesizing disparate 

literatures on cognitive warfare, military doctrine, and AI technology, providing a practical 

framework for understanding GenAI support mechanisms, systematically mapping 
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technological capabilities to specific military functions, and offering applied insights for 

military practitioners considering AI integration. 

Through this systematic analysis, the thesis illuminates the potential for GenAI technologies 

to enhance NATO's information operations in an era of cognitive warfare, while 

acknowledging that actual implementation would require addressing numerous practical, 

organizational, and ethical considerations beyond the scope of this review. 

2. Cognitive Warfare 

2.1 Emergence of Cognitive Warfare 

The last twenty years of technological developments have made the boundaries between 

peace and conflict unclear, which has led military strategists to create new frameworks for 

the comprehension of contemporary threats. These technological, economic and security 

transformations have established an environment, in which attacks on human cognition can 

reach strategic impacts that are comparable with conventional military operations. There are 

several frameworks which were developed for understanding these dynamics such as hybrid 

warfare (Hoffman 2007), information warfare (Di Pietro et al. 2020), and Foreign 

Information Manipulation Interference (FIMI) (Proto et al. 2025). Yet cognitive warfare, the 

most recent conceptual development in this field, has emerged specifically to address how 

adversaries are weaponizing human cognition through accelerating cyber capabilities and 

new technologies (Deppe et al. 2024). 

The term “cognition” comes from Latin “cognitiōn-em” which encompasses all processes, 

both conscious and unconscious, that are involved in acquiring, storing, processing, and 

using information (Oxford English Dictionary 2025). This includes thinking, perception, 

learning, memory, reasoning, attention, motivation, imagination, and decision-making—the 

complete spectrum of mental activities, which constitute the core functions of the mind. In 

this light, the telling phrase “the mind has become a battlefield” captures the essence of 

cognitive warfare, in which human understanding and decision-making become the primary 

targets (Drmotová and Kutěj 2024). 

Cognitive warfare therefore serves as an umbrella concept which encompasses information 

operations, social sciences exploitation, neurological influence, and psychological 
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operations (PsyOps) (Drmotová and Kutěj 2024). In its core, it examines the ways how 

technology enables the deliberate exploitation of human thinking and decision-making 

processes in unprecedented scales. While deception was always a part of military strategy, 

modern cognitive warfare can target whole populations at all levels simultaneously through 

coordinated campaigns, which blend political, military, information, and economic tactics 

(Deppe and Schaal 2024). In contrast to traditional warfare, which seeks territorial gains or 

physical destruction, cognitive warfare aims to change how people perceive reality itself—

attacking what communities value, think, and believe through the manipulation of their 

perception of the surrounding world (Claverie and Du Cluzel 2022). 

2.2 Defining Cognitive Warfare 

The academic literature shows no consensus definition of cognitive warfare, while 

interpretations vary between nations and institutions. Some researchers view it as a 

component of hybrid warfare, which overlaps with cyber and information operations 

(Drmotová and Kutěj 2024; Hung and Hung 2022). Others see it as a distinct strategic 

approach, which targets the foundations of human thought and perception (Claverie and Du 

Cluzel 2022). This definitional complexity reflects both the emerging nature of this concept 

and its multidisciplinary character, which draws from neuroscience, psychology, 

information science, and military strategy (Drmotová and Kutěj 2024). 

Considering global security players, NATO defines cognitive warfare as “activities 

conducted in synchronization with other Instruments of Power, to affect attitudes and 

behaviours, by influencing, protecting, or disrupting individual, group, or population level 

cognition, to gain an advantage over an adversary. Designed to modify perceptions of 

reality, whole-of-society manipulation has become a new norm, with human cognition 

shaping to be a critical realm of warfare” (NATO Allied Command Transformation 2025). 

Note that by synchronization of other Instruments of Power is meant synchronization of 

diplomatic, military, economic, and information powers which NATO has at its disposal. 

(NATO 2023b). 

2.3 NATO's Conceptualisation of Cognitive Warfare 

The Alliance has already been developing a comprehensive cognitive warfare concept for 

some time in order to serve two critical functions. First, it aims to establish a common 



 

 
 

 

18 

 
 

 

understanding of cognitive attack mechanisms—how adversaries exploit social dynamics to 

shape public opinion, compromise decision-making, and degrade military effectiveness. 

Second, it seeks to build defensive resilience among member states through proactive 

information environment management and deterrence of adversarial information operations. 

Ultimately, NATO's future concept of cognitive warfare should address both defensive 

measures for protecting decision-making processes and offensive approaches for shaping the 

information environment in a desired way, while respecting ethical and legal limits and 

integrating cognitive considerations into defense planning, capability development, and 

military exercises (NATO Allied Command Transformation 2024). Although cognitive 

warfare remains a strategic concept under development within NATO, both the Alliance and 

its adversaries have already been employing non-lethal warfare techniques through 

information operations (Info Ops) and psychological operations (PsyOps) for many years 

(Burda 2024). 

From NATO's perspective, the cognitive warfare concept will be an all-encompassing 

umbrella within which Info Ops and PsyOps will be employed (Drmotová and Kutěj 2024). 

Yet, for now, these two serve as primary implementation tools of influence operations at the 

operational and tactical level, working in close cooperation with strategic communication 

(StratCom) and other relevant capabilities to execute strategic and political guidance from 

the North Atlantic Council (NAC). In this sense, the NAC establishes comprehensive high-

level direction that encompasses the coordination of NATO's public communication 

initiatives while also delivering tailored strategic and political frameworks to guide the 

Alliance's military information operations for specific missions. Although NATO recognizes 

that military action alone cannot resolve this type of warfare, which typically occurs under 

the threshold of war where NATO activities are very limited, it notes that Info Ops and 

related activities can create conditions that enable resolution through other non-military 

means (NATO 2015). 

Russia utilizes a different approach and implements cognitive warfare within its 

comprehensive information warfare doctrine “informatsionnaya voyna”, which combines 

information-psychological and information-technical components. What is special about this 

approach is that Russian military thinking prioritizes affecting adversary psychology across 

individual, collective, and mass levels through reflexive control “refleksivnoe upravlenie”, 

which represents a sophisticated manipulation technique. It is central to Russian cognitive 
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warfare doctrine and this theory, developed during the Soviet era, focuses on conveying 

specially prepared information to adversaries, which inclines them to voluntarily make 

predetermined decisions that are favourable to the initiator's objectives (Bagge 2019; Marcin 

Górnikiewicz, Szymon Mitkow, Ewa Sługocka, Aleksander Skrzypek 2023). 

This technique operates through several mechanisms. Firstly, it filters the information that 

is available to targets, and ensures they receive a carefully curated picture of reality. 

Secondly, it exploits known decision-making patterns and cognitive biases, and uses the 

target's own analytical processes against them. Thirdly, it creates time pressure and 

emotional stress, which push targets toward predetermined solutions. Finally, it provides 

apparent escape way or solutions, which seem attractive but actually serve the manipulator's 

interests (Danyk and Briggs 2023). 

While tools and platforms of Russian cognitive warfare have transformed since the Soviet 

era, the core strategy remains consistent: dividing Western societies, undermining political 

institutions, and straining NATO and EU cohesion (Backes and Swab 2019). Hence, contrary 

to NATO which considers cyber operations as a distinct capability from e. g. PsyOps, Russia 

conceptualizes cyberspace as an integrated sphere of cognitive warfare, in which 

psychological and informational influence takes precedence over technical aspects of cyber 

operations, because the importance lies with shaping perceptions rather than achieving 

technical disruption (Bagge 2019). This in combination with reflexive control represents an 

evolution of former Soviet propaganda, adapted to modern information environment 

(Backes and Swab 2019). 

Turning to China, the country's cognitive warfare operates through its distinctive “Three 

Warfares” doctrine, which combines psychological, public opinion, and legal warfare into a 

unified strategic framework. Psychological warfare serves as the foundation, while public 

opinion and legal warfare function as specialized tools to shape how target audiences think 

and behave. This doctrine forms a key part of China's “unrestricted warfare” philosophy, 

which ultimately erases boundaries between military and civilian spheres and uses every 

available tool—both kinetic and non-kinetic—to achieve strategic goals (Lee 2014). 

China's approach differs fundamentally from Western concepts in how it integrates and 

deploys these capabilities. While NATO member states typically separate Info Ops, PsyOps, 

and legal warfare into distinct functions, China operates them as a unified system that runs 
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continuously in both peace and conflict. The centralized institutional structure, which 

supports China's Three Warfares through party, government, and military organizations, 

contrasts sharply with Western approaches that maintain clearer boundaries between military 

information operations and civilian diplomatic or legal activities (Lee 2014). 

2.4 Role of Emerging Disruptive Technologies 

As already mentioned in the previous chapter, cognitive warfare is not a new topic itself, but 

what has changed is that emerging disruptive technologies (EDTs) are fundamentally 

transforming and enhancing modern cognitive warfare capabilities. Artificial intelligence 

(AI), autonomous systems, and quantum computing will reshape both geopolitical dynamics 

and operational possibilities (NATO 2025b). These technologies present a double-edged 

sword: while offering significant defensive capabilities and advantages, they simultaneously 

create sophisticated attack vectors which previous generations could not have imagined 

(Deppe et al. 2024). 

For example, AI dramatically enhance cognitive warfare capabilities, and while it offers 

legitimate benefits, adversaries weaponize these capabilities for profiling psychological 

vulnerabilities, conducting targeted manipulation, and executing sophisticated influence 

campaigns. Besides, AI algorithms create information bubbles that rigidify thinking patterns 

and limit information access, and threaten political and social security on systemic levels 

(Drmotová and Kutěj 2024). 

In military, machine learning (ML) and AI have already become indispensable for both 

offensive operations and defensive responses concerning cognitive warfare. The modern 

information environment generates data volumes, which exceed human processing 

capabilities, and makes ML and AI essential for the transformation of overwhelming 

complexity into actionable intelligence. Without these technologies, defenders cannot match 

the pace of adversarial cognitive attacks (Burda 2024). 

Beyond AI, immersive digital environments like the Metaverse offer new manipulation 

spaces, in which reality becomes increasingly malleable. In addition to augmented reality, 

neurotechnology and developing neuroweapons could potentially target brain function 

directly further opening ways for cognitive warfare, though these remain largely 

experimental for now (Deppe et al. 2024). 
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Considering social media and social networks together with the potential of EDTs, these 

technologies provide unprecedented access to target populations while harvesting 

behavioural data which feeds back into AI systems for improved targeting (Drmotová and 

Kutěj 2024). 

These emerging technologies fundamentally reshape how cognitive warfare unfolds across 

operational domains. While propaganda in the past relied on simple tactics, current 

technological advancements now enable adversaries to orchestrate sophisticated multi-

dimensions campaigns that exploit human vulnerabilities with unprecedented precision. 

Modern cognitive warfare leverages these technologies to create cascading effects across 

society—from infrastructure attacks that erode trust to AI-generated disinformation that 

reshapes worldviews. To understand this technological enhancement, the following section 

examines in which dimensions the cognitive attacks take place. 

2.5 The Information Environment 

The technologies of the past twenty years have transformed how people and organizations 

work with information—creating, storing, managing, controlling, manipulating, and 

transmitting it at unprecedented speeds. This revolution has made societies at all levels 

deeply dependent on information systems and IT infrastructure, from nation-states and non-

state entities to individual. These changes have created what we now call the information 

environment—a distinct sphere where information constantly flows and transforms (NATO 

2015). More precisely, the Alliance defines the information environment as: “an 

environment comprised of the information itself, the individuals, organizations and systems 

that receive, process and convey the information, and the cognitive, virtual and physical 

space in which this occurs” (NATO 2023b). 

Modern cognitive warfare exploits this information environment utilising most recent 

technologies including EDTs to target societies, groups, or individuals vulnerable to 

cognitive attacks (Deppe et al. 2024). The complexity of it emerges through its simultaneous 

activities across the whole information environment, which consists of three distinct yet 

interconnected dimensions with specific layers, each amplifying the effects of the others to 

create a desired synergistic effect. 
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Figure 1 – The information environment (NATO 2023b) 

2.5.1 Physical Dimension 

The physical dimension consists of the real-world layers, which encompasses all physical 

objects and interactions among states, societies, and individuals. Additionally, there is the 

network layer, which accommodates connectivity for delivering information. This is where 

cyber operations take place, targeting infrastructure and information systems and creating 

synergistic effects with cognitive objectives (NATO 2015). In cognitive warfare, when 

citizens cannot rely on basic services like electricity, their faith in government institutions 

weakens, which creates cognitive vulnerabilities that information operations can exploit. 

Examples might be the Russian attack in 2015 on Ukraine's Prykarpattyaoblenergo power 

station or at larger scales, the Chinese construction activities in the South China Sea, which 

physically alter geography for supporting cognitive narratives about territorial sovereignty 

(Danyk and Briggs 2023). 
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2.5.2 Virtual Dimension 

The virtual dimension represents a space where the activities are intangible–a technical 

enabler through which content is created, modified, stored, and distributed. This sphere 

encompasses the layer of information, the logical layer, and the layer of cyber personas 

residing in the environment and crafting the messages for media manipulation, social 

platform influence, disinformation campaigns, electoral interference, and attacks on 

scientific credibility (NATO 2015). An example is the COVID-19 pandemic where 

coordinated campaigns, which undermined vaccine and public health trust, have led to 

measurable increases in infections and deaths. The virtual nature of this space enables rapid 

scaling and adaptation of information operations, allowing content to morph across 

platforms to evade detection while maintaining narrative consistency (Danyk and Briggs 

2023). 

2.5.3 Cognitive Dimension 

From the perspective of cognitive warfare, the cognitive dimension is the most important 

one because it is the space where decisions are made. It consists of two layers: cognitive, or 

in other words individuals, and social. Attacks at the cognitive layer target psychological 

processes directly at the individual level, manipulating worldviews, perceptions, beliefs, 

interests, and values that shape human understanding (NATO 2015; 2023b). Info Ops or 

PsyOps in this dimension exploit how brains process information and leverage cognitive 

biases and emotional triggers to alter decision-making. In contrast to the virtual dimension, 

which focuses on content, the cognitive-dimension attacks targets’ mental frameworks that 

people use to interpret that content. Success in this dimension means that targets not only 

believe false information but restructure their entire worldview around manipulated 

narratives (Danyk and Briggs 2023). 

The social layer, on the other hand, focuses on measurable social-psychological impacts, and 

examines how cognitive operations translate into behavioural changes and societal effects 

(NATO 2015). Ukraine provides a compelling case study, in which cognitive campaigns 

from 2014–2022 have created nationwide trauma symptoms even in regions, which were far 

from physical conflict. Researchers have documented how sustained cognitive warfare has 

generated widespread uncertainty about essential services, has amplified corruption fears, 

and has undermined confidence in Western support. These behavioural changes—increased 
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emigration, reduced civic participation—demonstrate the ability of cognitive warfare to 

achieve strategic effects without kinetic operations (Danyk and Briggs 2023). 

2.6 Operational Mechanisms of Cognitive Warfare 

The interconnected nature of these three dimensions—physical, virtual, and cognitive—

creates a complex operational landscape, in which cognitive warfare can achieve strategic 

effects through multiple, reinforcing pathways. While the information environment provides 

the infrastructure and channels, through which cognitive attacks flow, the actual mechanisms 

of these attacks operate at different levels of human and social vulnerability. The 

understanding of how cognitive warfare exploits these vulnerabilities requires the 

examination not just of where it operates within the information environment, but how it 

systematically targets individuals, groups, and entire societies. The following section 

explores these operational dynamics and reveals how adversaries leverage the structure of 

the information environment for penetrating cognitive defences and reshaping decision-

making at every level of society. 

2.6.1 Three Levels of Vulnerability 

NATO identifies three interconnected levels, at which cognitive attacks occur and how. First, 

at the individual level, people become vulnerable through knowledge gaps, rigid 

worldviews, and emotional triggers, which are including inflexible thinking, social 

belonging needs, and heightened emotional states (Deppe et al. 2024). In addition to that, 

the dependence on digital technology further amplifies these vulnerabilities—the heavy 

internet use fragments attention, outsources memory, and creates cognitive patterns, which 

adversaries can exploit (Firth et al. 2019). 

Second, at the group level, the social media algorithms create echo chambers, which are 

reinforcing existing beliefs while they spread disinformation, thereby gradually eroding 

institutional trust and fragmenting social groups (Deppe et al. 2024). 

Finally, the societal level presents the greatest challenges in cognitive warfare, especially for 

democracies. The values like free speech and transparency create openings for adversaries, 

who can sow discord, since this paradox prevents democratic societies from adopting 

authoritarian countermeasures, which might block cognitive attacks. The recognition of 

vulnerabilities across all three levels becomes crucial for both the defending of Alliance 
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members and potentially the conducting of offensive information operations against its 

adversaries (Deppe et al. 2024). 

These multilayered vulnerabilities create the fertile ground, upon which cognitive warfare 

operations are built. The understanding of how individuals, groups, and entire societies can 

be compromised reveals why certain strategic approaches prove so effective. The 

weaknesses, which are identified at each level—from personal cognitive biases to 

algorithmic echo chambers to democratic openness—directly inform the selection and 

implementation of offensive strategies. Through the mapping of these vulnerabilities, 

adversaries can precisely target their operations for achieving maximum psychological and 

social impact and transform defensive weaknesses into offensive opportunities. 

2.6.2 Strategic Objectives 

Cognitive warfare operations pursue five interconnected objectives. First, disrupting 

decision-making through information manipulation, as demonstrated by Russian reflexive 

control targeting EU and NATO decision cycles. Second, fracturing social cohesion by 

intensifying societal divisions and undermining trust in democratic institutions and legal 

frameworks. Third, weaponizing identities by exploiting cultural and group affiliations. 

Fourth, manipulating collective understanding through narrative control and historical 

memory distortion. Fifth, degrading military effectiveness by targeting decision-makers' 

perceptions, determination, and resolve (Deppe et al. 2024). 

Achieving these strategic aims demands sophisticated operational methods that leverage 

human cognitive characteristics and contemporary information systems. Implementation 

hinges on comprehending information's influence on perception and behaviour. These 

operations systematically exploit psychological vulnerabilities alongside technological 

capabilities, converting abstract strategic objectives into tangible cognitive impacts across 

operational and tactical levels (Deppe et al. 2024). 

2.6.3 Operational Mechanisms 

Cognitive warfare operates through the subtle alteration of information environment, 

gradually shifting perceived reality through carefully planned and orchestrated information 

content. As targets internalize manipulated information, their mental models become 

distorted, creating cascading effects throughout social networks. Emotionally charged 
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content proves particularly effective, generating insecurity that weakens cognitive defences 

(Drmotová and Kutěj 2024). 

These mechanisms exploit the compressed decision cycles of modern warfare where 

information travels near-instantaneously across networks, creating an operational 

environment that far exceeds human processing capabilities in real time. From both 

defensive and offensive perspectives, this compression of observe-orient-decide-act 

(OODA) loops makes machine assistance—particularly ML and AI systems—essential for 

maintaining situational awareness (SA) and competitive decision speeds. In this sense 

particularly big data analytics concerning social medias provide unprecedented tools for 

large exploitation (Burda 2024). 

While these operational mechanisms prove effective across various contexts, they achieve 

particularly devastating results when they are deployed against democratic societies. The 

very features, which enable cognitive warfare to function—the manipulation of information 

flows, the exploitation of compressed decision cycles, and the targeting of cognitive 

vulnerabilities—find ideal conditions within open, pluralistic systems. Democratic nations, 

which are bound by constitutional commitments to freedom of expression and transparent 

governance, mostly struggle to defend against attacks that weaponize these fundamental 

values. This creates an asymmetric battlefield, in which authoritarian adversaries can exploit 

democratic openness while they shield their own populations through information control. 

2.7 Challenges for Democratic Societies 

Democratic societies face unique vulnerabilities to cognitive warfare because their 

commitment to open information flows prevents the censorship, which might otherwise 

block cognitive attacks. In the current complex-interconnected military landscape, which is 

characterized by the blurred line between war and peace, the human brain has become the 

primary battlefield of the 21st century (Burda 2024). Nonetheless, in Western countries, the 

countering of cognitive warfare faces additional challenges beyond cognitive vulnerabilities. 

The implementation challenges of EDT within defence alliances like NATO, in which 

unclear responsibilities for military activities below armed conflict thresholds exist, create 

critical gaps in policy and consequent capability development. Such ambiguities are fuelling 

ongoing debates about which institutions in democratic states should bear responsibility for 

the countering of information threats (Deppe et al. 2024).  
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Real-world impacts of cognitive warfare demonstrate the salience of these challenges. For 

example, Russian operations from 2014-2022 successfully created nationwide trauma 

symptoms in Ukraine through uncertainty about public services and institutional trust. 

Similarly, the COVID-19 pandemic revealed how disinformation campaigns in the West, 

which were undermining scientific credibility, can accelerate public health crises (Danyk 

and Briggs 2023). Besides that, in the Baltic, Russian information-psychological operations 

are continuously exploiting historical grievances and ethnic tensions for the undermining of 

electoral integrity (Backes and Swab 2019). 

While these operations have already demonstrated significant disruptive potential, Russia's 

employment of reflexive control represents an even more insidious form of cognitive 

warfare. Exploitation of these advanced techniques is particularly evident in the case of the 

war in Ukraine. Through the portrayal of Ukraine and NATO as aggressors while the 

exaggeration of nuclear escalation risks, Russia creates a decision-making context, in which 

territorial concessions appear as the only reasonable option for Western nations. These 

narratives are targeting not only policymakers but whole populations and exploit economic 

anxieties about conflict-related energy and food price increases for the influencing of 

electoral outcomes and social cohesion. The effectiveness of this technique lies in making 

targets feel they have discovered these conclusions independently, rather than the 

recognition of external manipulation (Danyk and Briggs 2023). 

2.8 Future Implications of Emerging Disruptive 

Technologies 

While cognitive warfare has gained traction within military establishment, its relevance 

beyond defence contexts remains limited. The military focus of this concept and emphasis 

on EDTs make its utilization in civil sectors challenging. Hence, while frameworks like 

hybrid threats and information warfare may provide more practical analytical value today, 

the advancing technological capabilities—particularly in generative AI and large language 

models—are suggesting the increasing relevance of cognitive warfare for the understanding 

of future security challenges (Deppe et al. 2024). 

The combination of neuroscience, behavioural science, and digital technologies creates 

unprecedented opportunities for the influencing of human cognition at scale (Deppe and 

Schaal 2024). Therefore, “humans are less and less capable of differentiating AI from 
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human-generated content, amplifying risks of mis- and disinformation” (Lorenz et al. 2023). 

As AI capabilities evolve, the distinction between legitimate persuasion and cognitive 

warfare becomes increasingly difficult to discern, particularly threatening democracies with 

open societies (Deppe and Schaal 2024). Since the global information environment has 

become so complex, human cognitive abilities alone cannot effectively counter cognitive 

warfare. This makes the use of machine-based analytical tools not just helpful, but absolutely 

necessary. ML and AI will become essential tools for fighting against cognitive warfare. 

Although relying on these technologies might create some vulnerabilities, which need to be 

addressed as well, their main purpose is crucial: they transform the extremely complicated 

information environment into smaller, manageable parts that decision-makers can 

understand and use effectively (Deng 2023; Burda 2024).  

Therefore, the integration of AI and EDTs into Info Ops within the West's primary military 

alliance, namely NATO, is of utmost importance and represents both tremendous challenges 

and opportunities. NATO’s revised AI strategy explicitly states that “AI-enabled 

information operations might affect the outcome of elections, sow division and confusion 

across the Alliance, demobilize and demoralize societies and militaries in times of conflict 

as well as lower trust in institutions and authorities of importance to the Alliance. These 

issues could raise profound implications for the Alliance” (NATO 2024b). Given these 

implications, understanding the way how AI could enhance Info Ops both in its defensive 

and offensive manner will prove crucial for maintaining security and democratic values in 

the West. Equally important is developing appropriate defensive measures for building 

societal resilience in an era in which human cognition itself has become the primary 

battlefield. 

Obviously, these EDTs, particularly generative AI (GenAI), hold a very special place in 

cognitive warfare and are fundamental to it. It is therefore natural to ask: how can generative 

artificial intelligence enhance NATO information operations? To answer this research 

question, it is necessary to understand both how Info Ops function within NATO and what 

these GenAI capabilities really are. Therefore, the next chapter examines Info Ops from 

NATO's perspective. After that, Chapter 3 explores the emergence and capabilities of 

GenAI. Only then can the integration of these technologies in NATO information operations 

be properly analysed. 
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3. Information Operations 

3.1 Evolution of Information Operations 

The character of information operations has undergone fundamental changes over time, with 

technology emerging as a primary determinant in shaping military concepts and strategies. 

Historically, technological disparities between opposing forces represented the principal 

differentiating factor, which, combined with asymmetries in force size, proved essential for 

achieving battlefield superiority. Contemporary conflicts, however, feature dramatically 

altered dynamics: vast information flows, reduced battlefield deployment densities, and 

pervasive technological influence have elevated information superiority as the primary 

operational objective, transcending its traditional interpretation in conventional warfare. 

This evolution has expanded operational considerations beyond the five recognised 

domains—land, air, maritime, space, and cyber—to encompass cognitive dimension as a 

fundamental one where military operations take place (Neculcea and Răpan 2023). 

The transformation of information operations represents a fundamental shift from traditional 

propaganda's one-to-many broadcast model to today's complex many-to-many interactions, 

fundamentally enabled by social media's participatory architecture that has emerged over the 

past two decades (Burda 2024). This evolution gains particular significance as social 

platforms have become primary news sources across diverse regions including the United 

States, Latin America, Africa, and Southeast Asia, thereby dramatically reducing both the 

financial costs and operational complexity required to reach mass audiences (Newman et al. 

2025). The convergence of social media platforms and EDTs has created unparalleled 

opportunities for reaching target audiences whilst simultaneously gathering behavioural data 

that enhances AI-driven targeting capabilities, fundamentally transforming both the 

importance and execution of contemporary information operations (Drmotová and Kutěj 

2024). 

3.2 NATO's Information Operations Framework 

Rapid information environment transformations and military experiences from the 1990s led 

NATO to develop formal doctrinal frameworks. The Alliance's first comprehensive doctrine 

emerged in 1998 with JP 3-13/Joint Doctrine for Information Operations, establishing 
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definitions similar to current understanding, though employing “information warfare” rather 

than “information operations”. The 2006 doctrinal revision marked a pivotal shift by 

replacing "information warfare" with “information operations” whilst introducing the 

information environment concept with three interconnected dimensions: physical, virtual, 

and cognitive. Recognising the need for unified understanding, NATO published AJP-

3.10/Allied Joint Doctrine for Information Operations in 2009, which defined information 

operations as “a military function to provide advice and coordination of military information 

activities in order to create desired effects on the will, understanding and capability of 

adversaries, potential adversaries, and other NAC approved parties in support of Alliance 

mission objectives” (NATO 2009; Neculcea and Răpan 2023). 

Today, NATO's doctrinal foundation for information operations builds upon three 

cornerstone publications: the initial 2009 framework (AJP-3.10), the 2015 revision (AJP-

3.10(A)(1)) that maintained core definitional elements without substantial modification 

(Neculcea and Răpan 2023), and its substantially revised 2023 successor (AJP-10.1(A)(1)). 

Despite their operational-level focus, these doctrinal guidelines maintain relevance 

throughout the command hierarchy. However, the sensitive nature of information operations 

demands careful oversight, particularly given NATO's position as a democratically 

accountable military alliance. Therefore, strategic direction and supervisory control flow 

from the Alliance's highest levels—the Secretary General, SHAPE, and the Military 

Committee—extending throughout the entire military command architecture (NATO 2009; 

2015; 2023). 

Within this governance structure, NATO's military framework operates through three 

distinct levels—strategic, operational, and tactical—which collectively guide the planning 

and integration of activities across the entire operating environment. All operations align 

with four fundamental campaign themes: peacetime military engagement, peace support, 

security, and warfighting (NATO 2022). Information activities constitute an integral 

component of each theme, reflecting NATO's behaviour-centric approach that aims to shape 

both attitudes and actions in support of Alliance objectives. Throughout these diverse 

operation types, Information Operations deliver essential capabilities by providing 

continuous audience and narrative analysis whilst simultaneously planning and coordinating 

specific information activities designed to generate desired effects (NATO 2023b). 
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3.3 Defining NATO Information Operations 

Today, within NATO's doctrinal framework, Info Ops serves as “a staff function to analyse, 

plan, assess and integrate information activities to create desired effects on the will, 

understanding and capability of adversaries, potential adversaries and audiences in support 

of mission objectives” (NATO 2023b). This staff function facilitates the cohesive 

implementation of StratCom principles throughout NATO's military structure, ensuring 

consistent engagement and coordination. The operational execution of strategic narratives 

occurs primarily through Info Ops' communication assets, notably PsyOps and military 

public affairs (Mil PA), which possess the flexibility to operate effectively at tactical levels. 

Furthermore, Info Ops personnel contribute situational awareness and information 

environment analysis within the comprehensive understanding of the operating environment 

(CUOE) framework, while coordinating diverse information activities that advance 

operational goals (NATO 2023b). 

3.4 Relationship to Strategic Communication 

Building upon this doctrinal foundation, NATO ensures close coordination between Info 

Ops and StratCom, where the latter represents “in the NATO military context, the integration 

of communication capabilities and the information staff function with other military 

activities, in order to understand and shape the information environment, in support of 

NATO strategic aims and objectives” (NATO 2023a). This integration enables StratCom to 

function across all command levels, shaping audience attitudes and behaviours through 

carefully crafted narratives that drive toward specific operational outcomes (NATO 2023b). 

The relationship between these functions becomes particularly evident in how StratCom 

frameworks guide Info Ops planning and execution. These frameworks require precise 

identification of target audiences alongside the desired effects to be achieved within specific 

operations or campaigns. Through coordinated deployment of actions, images, and words, 

StratCom focuses primarily on the cognitive dimension of the engagement space, 

constructing coherent narratives that align with both NATO's military objectives and broader 

political goals. Personnel working within StratCom ensure that information environment 

considerations become integral to all Alliance activities from initial conception through final 

execution. This comprehensive approach encompasses developing, planning, implementing, 

and assessing information activities based on thorough audience analysis within increasingly 
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contested information environment (NATO 2023a). 

3.5 Core Focuses of Information Operations 

3.5.1 Narratives 

Within the information environment, narratives serve as essential connective tissue linking 

StratCom and Info Ops implementation. These narratives establish both vertical connections 

across operational levels—from StratCom through Info Ops to for example PsyOps—and 

horizontal linkages between diverse instruments of power, including for example diplomatic, 

military, and economic elements, while also facilitating partner coordination (NATO 

2024a). The narrative construction process begins at NATO headquarters, where initial 

frameworks emerge before undergoing refinement by StratCom staff at SHAPE, who 

transform them into detailed implementation guidance complete with communication plans. 

This systematic approach produces three distinct yet interconnected narrative categories 

(NATO 2023a; 2023b). 

The institutional narrative, rooted in the North Atlantic Treaty's founding principles, 

positions NATO as a democratic alliance committed to collective defence against emerging 

threats. This foundational story reaches audiences through three core messages: NATO 

protects, unites, and strengthens. Moreover, it establishes parameters for understanding and 

countering adversary information activities. Meanwhile, strategic narratives provide 

thematic coherence to campaigns while offering essential political-military direction. 

Created collaboratively by NATO HQ and joint force commanders during operational 

planning, these narratives establish moral legitimacy for Alliance actions while 

simultaneously eroding adversary support bases. They articulate to diverse audiences the 

rationale behind NATO engagement, clarifying both objectives and metrics for success. 

Finally, micro narratives address immediate local or regional requirements through short-

term, targeted engagement. These localised narratives incorporate audience-specific 

elements including language variations, dialectical nuances, historical memory, and cultural 

sensitivities, ultimately becoming integrated into operational planning decision criteria 

(NATO 2023a; 2023b). 

3.5.2 Engagement 

While traditional engagement approaches have prioritised interactions with key leaders, 
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contemporary operational experience demonstrates that engagement across all hierarchical 

levels and temporal contexts can significantly influence audience behaviours, attitudes, and 

perceptions. Consequently, Info Ops staff contribute centrally to developing comprehensive 

engagement planning. The Alliance recognises several distinct engagement categories that 

serve different operational purposes (NATO 2015). 

Strategic engagement encompasses high-level interactions designed to influence non-

military power instruments in pursuit of overarching strategic objectives. These 

engagements fall primarily within StratCom's responsibility, executed in close collaboration 

with Mil PA (NATO 2024a). Meanwhile, key leader engagement (KLE) involves structured 

interactions between NATO leadership and influential decision-makers to achieve specific 

operational goals. Such planned engagements serve multiple purposes, from shaping 

perceptions among leaders within operational areas to building trust with diverse groups 

including religious authorities, civil society representatives (particularly women's 

organisations where relevant), academic figures, and tribal elders (NATO 2015). 

Info Ops enhances KLE effectiveness through comprehensive database management that 

captures leaders' interconnections and relationships. Success requires deep understanding of 

each leader's psychological profile, leadership approach, personal ambitions, motivational 

drivers, immediate and long-term objectives, current positions, dependencies, and historical 

background. This knowledge, combined with previous audience analysis of both the leader 

and their primary constituencies, provides essential context for developing appropriate 

information activities. Planning acknowledges the intricate, evolving relationships and 

interdependencies among various actors (NATO 2023b). 

Contemporary operations increasingly occur within populated areas where military 

personnel interact with civilians daily, making soldier-level engagement (SLE) the 

predominant form of interpersonal contact. These engagements range from spontaneous 

interactions to deliberately scheduled meetings and can effectively bridge gaps between local 

population aspirations and NATO force objectives. To maximise these opportunities, Info 

Ops staff train engagement teams in effective local interaction techniques, ensuring they 

understand diverse perspectives and can articulate simple narratives derived from 

institutional, strategic, or micro-level messaging frameworks (NATO 2023b). 

Both KLE and SLE operate through deliberate and dynamic modalities, each requiring 
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different planning and execution approaches. Deliberate engagements involve carefully 

planned interactions designed to produce specific outcomes, whether conducted face-to-face 

or through alternative channels such as telephonic or video communications. Conversely, 

dynamic engagements arise from unexpected meetings without prior planning (NATO 

2015). Since these spontaneous interactions often emerge during routine operations, 

personnel effectiveness depends significantly on their training, operational experience, and 

comprehension of mission narratives—areas where Info Ops staff provide essential support. 

Cultural awareness remains fundamental to successful engagement activities, with 

specialised preparations enabling appropriate approaches through targeted training in areas 

such as gender perspectives and deployment of personnel with relevant religious or cultural 

expertise. Language proficiency and intercultural competence receive priority to reduce 

interpreter dependence (NATO 2023b). 

3.5.3 Presence, Posture and Profile 

The physical presence of military forces creates substantial and variable effects on audience 

perceptions. A force's presence, posture and profile (PPP), including that of its leadership, 

communicates directly to local populations while simultaneously reaching global audiences 

through contemporary communication channels. During operational planning, Info Ops staff 

provide critical analysis regarding how different PPP configurations will affect the 

information environment (NATO 2023b; Neculcea and Răpan 2023). 

3.5.4 Audiences 

Another focal point of information operations involves understanding and categorising 

audiences, which NATO defines as “an individual, group or entity whose interpretation of 

events and subsequent behaviour may affect the attainment of the end state”(NATO 2023b). 

The Alliance categorises audiences into three distinct segments: public audiences, who 

maintain awareness of activities potentially affecting the end state; stakeholders, who either 

influence or experience effects from end state attainment; and actors, whose actions directly 

impact end state achievement (NATO 2024a). 

Each audience category may exhibit friendly, supportive, neutral, unsupportive, or hostile 

orientations. Through narrative-led execution, information activities employ overarching 

narratives that express comprehensive Alliance strategy while informing and influencing 

these diverse audiences, providing essential context for campaigns, operations, or specific 
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situations. Information activities disseminate narratives that give meaning to facts and 

actions for audiences, requiring NATO to maintain consistency across actions, images, and 

words. This alignment with both strategic and micro narratives prevents adversaries from 

exploiting discrepancies between NATO's deeds, visual representations, and 

communications (NATO 2023b; 2023a). 

Audience effectiveness depends on three essential components working together: the 

motivation to take action, situational awareness, and the means to execute decisions. Without 

any of these elements, both decision-making processes and resulting actions become 

impaired. Through Info Ops coordination, activities focus on these specific areas—shaping 

motivations, modifying perceptions, and targeting those capabilities that either facilitate 

understanding or translate intentions into actions. Such multifaceted targeting enables Info 

Ops to remain applicable across diverse military operational contexts (NATO 2023b). 

3.5.5 Information Activities 

An equally important focus of information operations centres on information activities 

themselves, which NATO defines as “activities performed by any capability or means, 

focused on creating cognitive effects” (NATO 2024a). These activities seek to reinforce or 

deter particular behavioural patterns through targeted influence on audience will while 

safeguarding capabilities essential for effective command execution and initiative seizure. 

Through various methods, information activities can degrade, disrupt, deceive, destroy, or 

deny capabilities that enhance adversary decision-makers' situational understanding, whilst 

simultaneously targeting the foundations of adversary power structures to create divisions 

within their internal and external groupings and partnerships (NATO 2023b). 

Information activities operate along three primary axes: first, they continuously preserve and 

protect Alliance freedom of action within the information environment through defence of 

data, networks, and information supporting Alliance decision-makers and their processes; 

second, they target audience behaviours, perceptions, and attitudes within military 

operations, inducing, reinforcing, convincing, or encouraging responses that support NATO 

objectives; third, they counter adversary information activities while degrading command 

and control functions and capabilities that enable opinion formation and decision-making 

processes (NATO 2023b). 
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3.6 Joint Functions 

Beyond its specific focuses, information operations function within NATO's joint functions 

framework, which includes elements such as manoeuvres, fires, intelligence, force 

protection, and civil-military cooperation (CIMIC), among others. This framework enables 

commanders to integrate, synchronise, and direct diverse capabilities and functions 

throughout joint operations by combining specific activities to influence audience attitudes 

and behaviours (NATO 2023a). Each function conducts deliberate activities targeting 

audiences' senses, mental states, and decision calculus to affect their will, understanding, 

and capability. Within this framework, Info Ops proves essential for shaping information 

reception and processing, since audience perceptions and decisions depend fundamentally 

on available information sources. Furthermore, the information function assists commanders 

and staff in understanding EDT impacts and other functional elements, ultimately 

influencing relevant audience perceptions, behaviours, and decision-making processes 

(NATO 2023b). 

 

Figure 2 – Joint Functions related to information activities (NATO 2015) 
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While various military capabilities can deliver information activities, Info Ops integrates 

those most suited for cognitive effects, with communication capabilities—specifically 

PsyOps and Mil PA—forming its foundation (NATO 2014). Mission requirements may 

necessitate integrating additional capabilities for conducting information activities, 

including electromagnetic warfare, cyber operations, CIMIC, operations security, military 

deception, and joint targeting processes, among others when available. Regardless of 

specific capabilities employed, coordination and integration throughout planning processes 

remain essential to ensure all activities support and maintain consistency with overarching 

StratCom narratives. As highlighted in AJP-10.1, EDTs represent a critical consideration for 

Info Ops-related capabilities, fundamentally altering how NATO and adversaries operate 

across peace, crisis, and conflict spectrums, whilst their rapid development, dual-use 

applications, and widespread societal impacts introduce operational opportunities and risks 

that Info Ops must navigate effectively (NATO 2023b). 

3.7 Functions of NATO Information Operations 

The operational implementation of information operations requires a structured approach to 

navigating the complex information environment and achieving cognitive effects. To 

accomplish this mission effectively, Info Ops staff execute eight distinct functions that 

enable comprehensive information environment operations: analyse, plan, integrate, engage, 

educate personnel, contribute to joint targeting, counter-hostile information activities, and 

assess (NATO 2023b). 

3.7.1 Analyse 

The analytical function centres on information environment assessment (IEA), with Info Ops 

staff conducting audience research, monitoring activities, and identifying potential cognitive 

effects achievable among target audiences. Effective Info Ops requires comprehension of 

commander objectives, guidance, and intent, alongside StratCom narratives and thorough 

understanding of the information environment, its audiences, and how information 

influences them within operational contexts. This analysis enables Info Ops to provide 

StratCom and commanders with comprehensive information environment assessments as 

part of CUOE, employing IEA processes to develop deep audience understanding (NATO 
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2015; 2023b). 

3.7.2 Plan 

Info Ops planning staff synchronise and coordinate information activities while supporting 

StratCom direction implementation (NATO 2024a). The planning process follows key 

principles that shape how information activities support Alliance objectives across NATO's 

campaign themes. First, narrative-led approaches ensure coherence among actions, images, 

and words across strategic, operational, and tactical levels. Second, effects-focused planning 

requires identification of necessary effects for achieving Alliance objectives, followed by 

selection of appropriate activities based on information environment understanding. These 

principles guide Info Ops planners in developing integrated approaches that maximise 

operational effectiveness (NATO 2023b). 

3.7.3 Integrate 

Info Ops continuously plans, synchronises, and integrates information activities to generate 

effects supporting commander objectives (NATO 2014). Since all activities produce 

cognitive effects, Info Ops staff presence across operational processes enables recognition 

and explanation of resulting behavioural changes. The staff coordinates information 

activities with other headquarters directorates and joint functions via various working 

groups, particularly through the Information Activities Working Group. This function 

remains active in headquarters operations, either by direct planning and integration of 

information activities for cognitive effects, or by supporting activities designed for physical 

or virtual effects that contain informational elements (NATO 2023b; 2024a). 

3.7.4 Engage 

Within the engagement function, Info Ops staff lead planning and synchronisation efforts, 

including liaison with CIMIC staff and preparation of personnel for engagement activities 

(NATO 2023b). This function integrates civil factor understanding with information 

environment assessment, as CIMIC provides essential insights into the human environment 

that enhance Info Ops effectiveness. Through coordination with CIMIC, Info Ops staff 

ensure NATO narratives reach target audiences effectively whilst building mutual credibility 

and confidence. Additionally, this collaboration enables Info Ops to identify and mitigate 

potential civilian harm from information activities (NATO 2025a). The engagement function 
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encompasses comprehensive briefing programmes ensuring all personnel conducting 

engagement understand operational context and desired outcomes (NATO 2023b). 

3.7.5 Contribute to Joint Targeting 

Through joint targeting processes, Info Ops staff nominate and develop targets while 

ensuring information activities remain synchronised across operations. They provide 

guidance on expected secondary effects regarding audience behaviour resulting from 

targeting activities. Their contribution extends to consequence management, where they 

work to either leverage positive outcomes or reduce negative impacts from kinetic operations 

(NATO 2021; 2023b). 

3.7.6 Counter-Hostile Information Activities 

The effort to counter adversary information activities demands coordination across multiple 

disciplines. Within J10-StratCom, Info Ops staff lead this coordination effort alongside 

PsyOps personnel, ensuring NATO maintains both agility and initiative in the contested 

information environment (NATO 2023b). In executing counter-hostile operations, Info Ops 

staff must ensure that PsyOps activities are closely coordinated at all levels to prevent any 

action from compromising the intended effects on target audiences (NATO 2014). 

3.7.7 Assess 

Assessment proves crucial for determining information activity effectiveness and identifying 

necessary adjustments. Within behaviour-centric operational frameworks, continuous 

audience monitoring through IEA contributes critically to operations assessment and 

objective achievement evaluation. Since behavioural change develops gradually, assessment 

focuses on indicators such as political activity shifts, expressions of unrest, or changes in 

civilian perceptions and attitudes. This ongoing evaluation enables plan modifications to 

achieve desired results while maintaining responsiveness to the dynamic information 

environment through persistent monitoring and rapid operational adjustments (NATO 

2023b). 

3.7.8 Educate and Train 

Info Ops effectiveness demands highly qualified personnel with comprehensive 

understanding of information environment dynamics. Competence development requires 
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structured education and training programmes, initially provided nationally and enhanced 

through NATO educational courses, covering doctrine, tactics, techniques, and procedures 

specific to Alliance Info Ops. Beyond internal capability development, Info Ops staff 

provide essential training support across the force, preparing units for various information 

activities from KLE and SLE to broader PPP considerations. This includes specialised 

preparation in cultural awareness, gender perspectives, and deployment of personnel with 

relevant religious or regional expertise, ensuring all NATO forces can effectively operate 

within the information environment (NATO 2023b; Neculcea and Răpan 2023). 

3.8 From Traditional Operations to AI-Enhanced 

Capabilities 

The examination of NATO's information operations reveals a sophisticated framework 

designed to influence cognitive domains through coordinated activities across multiple 

operational levels. From doctrinal evolution to the eight distinct Info Ops functions, the 

Alliance has developed mature processes for navigating the complex information 

environment. However, as established in the analysis of cognitive warfare, the accelerating 

pace of technological change—particularly in artificial intelligence—presents both 

challenges and opportunities for these established approaches. 

Current Info Ops capabilities must contend with an information environment of 

unprecedented complexity and speed. The analytical function faces exponential growth in 

data across digital platforms. Planning and integration processes must coordinate across 

ever-multiplying channels and audiences. Assessment of behavioural changes requires 

monitoring increasingly diverse and rapidly shifting information streams. These operational 

realities reinforce the importance of the research question already posed: how can generative 

artificial intelligence enhance NATO information operations? 

As the cognitive warfare concept demonstrated, adversaries increasingly leverage advanced 

technologies for cognitive attacks, making it essential to understand how NATO might 

integrate similar capabilities while maintaining its commitment to democratic values. The 

behaviour-centric approach that defines NATO's Info Ops, with its focus on influencing will, 

understanding, and capability, may find new possibilities through emerging technologies. 

Yet before assessing potential applications, it is necessary to understand what GenAI 
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actually represents and what capabilities it offers. Only through examining the technical 

foundations, current state, and trajectory of these systems can we properly evaluate their 

relevance for NATO's information operations framework. The following chapter therefore 

explores the emergence of GenAI as a transformative technology in both the information 

and military domains. 

4. Generative Artificial Intelligence 

4.1 Foundations of Artificial Intelligence 

The development of AI extends back to the 1940s, when scientists began exploring ML 

concepts, though the term “artificial intelligence” itself gained prominence only in the 1950s 

(Kaplan 2024; Copeland 2025). Throughout subsequent decades, researchers developed AI 

algorithms and software primarily for specific applications, constructing them upon explicit 

logical rules and programmer-defined parameters. Most AI applications today still employ 

rule-based decision structures following conditional logic patterns, which limit their capacity 

to transfer knowledge to novel problems or navigate uncertain conditions. Nevertheless, AI 

and ML have achieved widespread implementation across numerous domains, 

encompassing search engines, recommendation algorithms, targeted advertising platforms, 

autonomous vehicles, automated translation services, and facial recognition technologies 

(WIPO 2024). 

4.2 Machine Learning and Deep Learning 

ML forms the foundation of modern AI, enabling computer systems to learn without explicit 

programming for specific tasks. These AI models process input data alongside desired 

outcomes, constructing models or programmes applicable to entirely new datasets (WIPO 

2024). Deep learning represents a particularly powerful ML approach, utilising artificial 

neural networks that mirror human brain structures to identify patterns within data. These 

systems generalise through probabilistic inference rather than causal understanding, 

requiring vastly larger datasets than human learning processes, which typically need only 

minimal examples (Lorenz et al. 2023). 

The performance of deep learning models improves with greater data availability, as 
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information flows through multiple interconnected neuron layers for processing and 

evaluation. Each layer refines the information through weighted connections between nodes, 

enabling AI to continuously reassess knowledge and form new connections based on 

incoming data. Given sufficient data and computational resources, deep learning surpasses 

other ML approaches in performance. Nonetheless, this success brings significant 

limitations: despite impressive accuracy, the decision-making processes remain opaque even 

to AI specialists, contrasting sharply with the transparent logic of traditional rule-based 

systems (WIPO 2024). 

4.3 Understanding Generative AI 

The emergence of GenAI over recent years has resulted from three principal developments: 

enhanced computational power, extensive dataset availability for training purposes, and 

sophisticated AI and ML algorithms (Kaplan 2024). Among these algorithmic advances, 

transformer architecture in large language models (LLMs) has proved particularly 

transformative, substantially advancing GenAI capabilities and enabling complex 

applications across numerous domains. This technological progress has attracted significant 

military interest, with China leading development efforts, followed by the United States 

(WIPO 2024). 

4.3.1 Defining Generative AI 

Contemporary characterisations of GenAI tend to prioritise functional descriptions over 

technical specifications, reflecting the technology's diverse applications and rapid evolution. 

The Organisation for Economic Co-operation and Development identifies these systems as 

those that “create new content—including text, image, audio, and video—based on their 

training data and in response to prompts” (Lorenz et al. 2023). NATO's revised AI strategy 

provides an additional perspective, defining GenAI as technologies that “can generate 

complex text, computer code, and realistic images and audio, at near-limitless volume, that 

are increasingly indistinguishable from human-produced content” (NATO 2024b). 

4.3.2 Emergence Generative AI 

Research into GenAI has progressed steadily since human-machine communication emerged 

with early chatbots in the 1960s, though contemporary GenAI capabilities materialised only 

through deep learning neural networks (Copeland 2025). This technology now exemplifies 
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ML's most advanced applications, fundamentally transforming AI's operational scope. 

Unlike traditional rule-based AI systems restricted to single tasks, modern GenAI models 

train on diverse datasets without task-specific limitations, processing vast quantities of 

information—ChatGPT, for instance, processed 45 terabytes of text during training—which 

enables these models to produce seemingly creative outputs (WIPO 2024; Copeland 2025).  

This evolutionary leap becomes evident when comparing traditional and contemporary 

systems. Traditional chatbots operated through scripted responses and predetermined rules, 

limiting their utility to narrow applications. In stark contrast, contemporary GenAI chatbots 

like ChatGPT and Google Gemini generate software code, musical compositions, human-

like text, audio content, and speech, while also reconstructing 2D images into 3D 

environments, producing synthetic data, and creating protein structures, molecular chemical 

compositions, and genetic sequences (WIPO 2024). Such versatility demonstrates how 

GenAI has evolved from simple rule-following programmes to sophisticated systems 

capable of creative generation across multiple domains. 

Perhaps most significantly for widespread adoption, modern GenAI has revolutionised user 

accessibility. Whereas traditional supervised ML models demanded extensive task-specific 

annotated data and technical expertise, contemporary GenAI systems respond to natural 

language prompts, eliminating technical skill requirements. This development marks the first 

widespread public access to cutting-edge AI capabilities, where users simply provide textual 

instructions, potentially supplemented with relevant data, to generate desired outputs (WIPO 

2024). 

4.3.3 Natural Language Processing 

The revolutionary accessibility of modern GenAI systems stems largely from advances in 

natural language processing (NLP), which represents the computational approach to 

understanding and interpreting human language patterns. Effective language comprehension 

requires the integration of deep-learning models, ML techniques, statistical methods, and 

computational linguistics. Initial NLP systems relied on hand-coded rules that failed to 

accommodate linguistic exceptions and nuances. Statistical NLP subsequently emerged, 

employing probability calculations to determine likely meanings within textual segments. 

Contemporary NLP systems advance beyond these limitations through deep-learning models 

that continuously refine their processing capabilities through information analysis. Modern 
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applications prominently feature language models that combine AI and statistical methods 

to predict sentence completions based on partial inputs (Copeland 2025).  

4.3.4 Generative AI Models 

These technological advances have facilitated the creation of multiple GenAI model types, 

with decoder-based large language models and diffusion models representing particularly 

significant developments. LLMs demonstrate sophisticated performance across diverse 

applications including automatic summarisation, machine translation, essay generation, 

paraphrasing, and writing style enhancement, while diffusion models complement these 

capabilities by employing NLP to generate images from textual descriptions (WIPO 2024). 

Furthermore, advanced GenAI models increasingly transcend single-modality limitations 

through multimodal functionalities, integrating textual processing with visual content, video, 

and voice capabilities. This convergence enables more comprehensive real-world 

interactions and autonomous operations (Lorenz et al. 2023). 

4.3.4.1 Large Language Models 

Contemporary conversational agents rely fundamentally on Large Language Models, with 

ChatGPT's 2022 release marking a pivotal moment in this technology (WIPO 2024). This 

breakthrough triggered widespread development of LLM-based chatbots, with Microsoft 

integrating Copilot into Windows 11, Bing search, and Edge browser during 2023, while 

Google launched Bard, subsequently renamed Gemini, that same year (Copeland 2025). 

LLMs undergo training on extensive datasets to identify linguistic patterns and structures, 

enabling coherent and contextually appropriate content generation. These models specialise 

in producing human-like text through statistical prediction of subsequent words, supporting 

applications ranging from text completion and language translation to summarisation tasks. 

Pre-training on substantial text corpora allows models to absorb statistical properties and 

linguistic subtleties inherent in language (WIPO 2024). Transformer architecture, 

specifically designed for NLP applications, underpins most LLMs, eliminating the need for 

comprehensive data labelling prior to training. The self-attention mechanism within 

transformers enables simultaneous focus on multiple textual segments, capturing long-range 

dependencies essential for processing complex language. Consequently, LLM-based 

chatbots produce coherent and contextually appropriate text (WIPO 2024). 
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Contemporary text-based LLMs process enormous datasets spanning several trillion tokens, 

absorbing both general language patterns and factual knowledge about real-world entities 

and events (Copeland 2025). ChatGPT exemplifies this capability through additional 

training involving human-validated prompt-response sequences. This fine-tuning process 

adapts the underlying LLM for conversational applications, producing fluent dialogues that 

surpass traditional chatbot limitations. Users engage in varied conversations while the 

system maintains human-like responsiveness, handling follow-up queries, reformulations, 

and factual exchanges with unprecedented sophistication. Following initial training, these 

models support task-specific fine-tuning or direct deployment for generating diverse and 

contextually suitable text (WIPO 2024). 

4.3.4.1 Diffusion Models 

While LLMs revolutionised text generation, diffusion models have achieved comparable 

breakthroughs in visual content creation. Systems like DALL-E, Midjourney, and Stable 

Diffusion leverage massive datasets encompassing millions to billions of paired textual 

descriptions and corresponding images for their training processes (Copeland 2025). The 

underlying principle borrows from physics, where diffusion describes how particles migrate 

across different spatial areas. In computational terms, these models utilise neural networks 

that systematically detect and extract noise patterns from images containing various levels 

of distortion. Generation occurs through an inverse process: starting with pure random 

noise—chaotic pixel arrangements—the neural network progressively refines the image 

through multiple iterations. Each iteration strips away noise layers, gradually revealing 

coherent visual content. Supplementary ML components direct this transformation, ensuring 

the emergence of meaningful and contextually appropriate images (WIPO 2024). 

4.4 Capabilities of Generative AI 

The transformative potential of GenAI extends across numerous industries, revolutionising 

content creation and productivity through integration into products, services, and operational 

processes. Applications span education, entertainment, healthcare, scientific research, life 

sciences, document management, business solutions, manufacturing, transportation, and 

military sectors, demonstrating the technology's versatility in automating tasks, generating 

hypotheses, and optimising complex systems (Lorenz et al. 2023; WIPO 2024). 
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This widespread adoption reveals both the promise and complexity of systematically 

analysing GenAI capabilities. Model fine-tuning enables highly specialised functionalities, 

while capabilities frequently operate synergistically and undergo continuous improvement, 

complicating definitive categorisation efforts. Nevertheless, systematic classification 

remains essential for understanding how GenAI might enhance Info Ops. Through 

comprehensive literature analysis examining current implementations and emerging trends, 

a framework emerges that organises GenAI capabilities into seven distinct categories, each 

encompassing specific functionalities. This structured approach facilitates systematic 

evaluation of GenAI's potential contributions to information operations while 

accommodating the technology's dynamic nature. 

4.4.1 Content Generation 

4.4.1.1 Text Generation 

GenAI demonstrates unprecedented capabilities in producing synthetic textual content 

across news articles, social media posts, and propaganda materials. These systems generate 

credible yet potentially false information by adapting to specific styles and contexts, creating 

extensive opportunities for media manipulation through sophisticated contextuality and 

plausibility  (Lande and Danyk 2025). 

Real-world applications illustrate this impact. The CopyCat network, reportedly aligned with 

Russian interests, employs LLMs to plagiarise and modify legitimate media content, 

disseminating biased narratives about the Ukraine conflict and US politics (Caballero and 

Jenkins 2024). The effectiveness stems from GenAI's ability to craft persuasive messages 

indistinguishable from human-written text (Meier 2023). 

Empirical research underscores these risks. Analysis of 13 post-2022 LLMs revealed human 

evaluators could not distinguish AI-produced election disinformation from authentic content 

in over half of cases (Williams et al. 2025). Interactive debate studies show LLMs utilising 

dynamic strategies convinced 51% of participants to alter their views, substantially 

exceeding the 32% rate for static human content, highlighting the threat of scalable 

disinformation operations (Timm et al. 2025). 

4.4.1.2 Speech Synthesis 

GenAI has transformed speech synthesis capabilities, exemplified by WaveNet's 
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breakthrough approach. Traditional systems assembled phoneme fragments requiring 

substantial recording databases yet yielded artificial-sounding output. In contrast, WaveNet 

employs generative techniques that model waveform patterns at granular levels, generating 

16,000 audio samples per second. This enables natural voice replication using minimal 

source recordings—mere minutes suffice to mimic specific speakers. Such generative 

methods apply equally to diverse audio applications, encompassing musical composition 

alongside speech (WIPO 2024). 

4.4.1.3 Visual Content Generation 

Synthetic image generation emerged in 2014, establishing foundations for contemporary 

GenAI's transformative visual capabilities in creating images, videos, deepfakes, and 3D 

models (Lorenz et al. 2023; Sengar et al. 2024). Deepfake technology exemplifies AI's 

cognitive warfare applications, fabricating convincing media of public figures delivering 

statements they never made, thereby eroding trust in authentic communications (Deppe-

Fotescu, 2024). 

Deepfakes employ dual deep-learning algorithms: one generates synthetic replicas while 

another evaluates authenticity, creating an iterative refinement process until detection 

becomes impossible (Copeland 2025). These technologies manipulate existing content or 

generate entirely novel media through face-swapping and puppet-master techniques, though 

modern transformer and diffusion-based architectures like DALL·E transcend traditional 

limitations by producing photorealistic outputs from text prompts alone. Such innovations 

enable cross-modal generation, seamlessly creating images, videos, or audio from textual 

inputs (Babaei et al. 2025). 

Contemporary synthetic media achieves such realism that humans cannot distinguish AI-

generated content from authentic material. Paradoxically, research indicates people perceive 

synthetic faces as more trustworthy than real ones, attributed to their resemblance to 

“average” facial features (Lorenz et al. 2023). Beyond traditional media, GenAI reconstructs 

3D scenes from limited 2D inputs through Neural Radiance Field technology, enabling 

applications from Google's Immersive View street mapping to satellite imagery analysis and 

augmented reality content creation (WIPO 2024). 

4.4.1.4 Multimodal Content Generation 

Contemporary GenAI systems integrate multiple media formats to produce comprehensive 
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synthetic content. LLMs combined with complementary technologies generate text that 

transforms into voice messages synchronised with virtual faces, significantly enhancing fake 

content credibility (Lande and Danyk 2025). Modern multimodal LLMs simultaneously 

craft narratives, produce images, music, and videos, while engaging in complex debates 

(Kereopa-Yorke 2023). These capabilities extend into cyber operations, where LLMs 

generate malicious code and phishing content. North Korea's Kimsuky group exemplifies 

this application, employing LLMs to create sophisticated phishing campaigns targeting 

organisations involved in North Korean defence and nuclear research (Caballero and Jenkins 

2024). 

4.4.2 Automation and Optimization 

4.4.2.1 Automation 

GenAI systems function increasingly as autonomous agents, transcending training data 

limitations through real-time connectivity. Since 2023, ChatGPT accesses current 

information via third-party applications, overcoming its initial 2021 knowledge cutoff. This 

enables real-time data processing for stock prices, news articles, and autonomous booking 

services (Lorenz et al. 2023). 

LLMs transform bureaucratic efficiency through automated information aggregation, insight 

distillation, and document generation across hierarchical structures. Within military 

contexts, personnel compile information, formulate action recommendations for command 

decisions, and distribute these determinations through written channels—processes that 

LLMs streamline through automatic summarisation of doctrine and policy manuals, flight 

test documentation, and restructuring unstructured data into template-based reports 

(Caballero and Jenkins 2024; Alturkistani and Chuprat 2024). Such automation extends to 

routine operational tasks, with NATO developing GenAI cognitive agents specifically for 

IT-support functions (Caballero and Jenkins 2024). 

ChatGPT Agent, introduced in 2025, represents another automation milestone. Operating 

through its virtual computer, the system gathers calendar information via APIs, processes 

extensive text through browsers, and interacts visually with human-designed websites. This 

enables autonomous planning, event synchronisation, report preparation, and presentation 

creation while maintaining task context across multiple tools (OpenAI 2025). 
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4.4.2.2 Scalability 

GenAI's distinct advantage lies in scalability through vast data processing capabilities, 

operational automation, and cost-effectiveness (De Curtò and De Zarzà 2025).  

These technologies transform complex data into comprehensible information supporting 

human decision-making, enabling pattern identification across information operations that 

would exceed human analytical capacity (Burda 2024). While LLMs still require human 

oversight, their ability to process massive datasets fundamentally alters processing scale 

(Burghardt et al. 2024). 

The economic implications prove striking. With just $100 USD, GPT-4o-mini facilitates 

three-stage conversational engagement reaching 300,000 individuals through 200-word 

interactions—a figure comparable to swing state undecided voters in the 2024 US election 

(Timm et al. 2025). Furthermore, LLMs generate cost savings even with 25% reliability 

rates, potentially reducing content generation expenses by up to 70% for highly reliable 

models. These efficiencies persist despite monitoring efforts, particularly when alternative 

open-source models remain available, enabling significant reductions in propaganda costs 

while dramatically expanding operational reach (Musser 2023; Lorenz et al. 2023). 

4.4.2.3 Speed Optimization 

GenAI addresses critical information processing bottlenecks where massive data volumes 

overwhelm human personnel, creating situations of “too much information and too little 

knowledge” (Zhou and Yan 2023). Traditional bureaucratic data management remains slow 

and cumbersome, with organisations struggling to process unstructured text and images 

despite information-age technology adoption. When humans must manually ingest, 

summarise, and extract insights from information, decision-making becomes limited by the 

pace of human analysis (Caballero and Jenkins 2024). 

LLMs transform this landscape through automatic summarisation of doctrine, instructions, 

and policy manuals, accelerating the transition from raw data to actionable decisions. This 

machine-speed processing enables rapid information distillation and insight generation 

(Caballero and Jenkins 2024). The speed advantage proves particularly valuable on social 

media platforms, where first responders gain visibility through positive feedback loops. 

GenAI's rapid response capability, combined with coordinated agent networks providing 

upvotes and replies, substantially amplifies content visibility and reach (Timm et al. 2025). 
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4.4.2.4 Resource Optimization 

LLMs dramatically reduce manpower requirements while maintaining output quality. Tasks 

requiring multiple operators and weeks of manual effort—such as summarising mission 

reports for commanders—can be accomplished rapidly by LLMs through automatic 

processing of doctrine, policy manuals, and instructions (Caballero and Jenkins 2024). 

This efficiency extends to information warfare, where LLMs automate influence operations 

previously requiring labour-intensive troll farms. State-sponsored human actors 

coordinating political influence campaigns can be replaced by LLM-powered virtual 

accounts that prove more effective than traditional social bots while remaining cheaper than 

human agents (Ezzeddine et al. 2023; Polychronis and Kogan 2025) 

GenAI also bridges technical expertise gaps by facilitating human-data interaction. Non-

technical analysts can generate SQL queries, R visualisations, and statistical analyses 

through text inquiries, circumventing specialised knowledge requirements (Caballero and 

Jenkins 2024). Unlike humans whose performance deteriorates over time, GenAI operates 

indefinitely without fatigue (Deng 2023). However, optimal results emerge when human 

operators supervise or edit GenAI output, enhancing quality through human-machine 

collaboration (Meier 2023). 

4.4.3 Contextual Adaptation and Intelligence 

4.4.3.1 Real-Time Adaptation 

GenAI systems assess developing scenarios and adjust content dynamically through 

continuous feedback integration (Zhou and Yan 2023). These adaptive campaigns transform 

in response to audience reactions, with ML algorithms evaluating engagement data to 

enhance engagement and maximise influence operation effectiveness (Burda 2024). During 

autonomous social media operations, LLMs modify messaging approaches using audience 

responses and interaction metrics, iteratively improving content to reach specified objectives 

(Kereopa-Yorke 2023). 

4.4.3.2 Multilingual Capability 

LLMs operate seamlessly across multiple languages, maintaining consistent messaging for 

diverse audiences—a capability particularly valuable for engaging vast audiences (Kereopa-

Yorke 2023). Through instantaneous translation capabilities, these systems break down 
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linguistic boundaries, making critical information available to speakers of different 

languages worldwide (Sallam et al. 2024). Such linguistic flexibility also enables crafting 

demographically targeted disinformation adapted to specific cultural contexts (Drmotová 

and Kutěj 2024). 

4.4.3.3 Context-Aware Interaction 

LLMs demonstrate sophisticated contextual understanding, producing coherent and 

compelling outputs that match human communication patterns (Lim et al. 2025). These 

systems adapt to audience-specific cultural, social, and linguistic nuances by integrating 

local terminology, regional speech patterns, and contemporary references, thereby 

increasing content authenticity. Information operations particularly benefit from this 

contextual awareness, as AI systems monitor audience responses, develop influence content, 

and execute both offensive and defensive information activities (Lande and Danyk 2025).  

4.4.4 Analysis and Decision Support 

4.4.4.1 Data Analysis 

LLMs enhance analytical capabilities through processing both structured and unstructured 

data from heterogeneous sources, including social media platforms, enabling comprehensive 

information environment understanding through analysis and visualisation (Alturkistani and 

Chuprat 2024). Within information campaigns, these systems monitor audience reactions by 

evaluating comment sentiment, content spread, and engagement metrics while identifying 

vulnerable demographic segments for targeted messaging (Lande and Danyk 2025). 

Analysts conversationally explore data collections through LLM interfaces, extracting novel 

insights that improve analytical product accuracy (Caballero and Jenkins 2024). This 

capability extends to social media analysis, where AI processes millions of posts to detect 

emerging narratives, emotional patterns, and optimal influence campaign timing (Kereopa-

Yorke 2023; Drmotová and Kutěj 2024). GenAI even process sensitive data within air-

gapped security environments through cloud-based processing architectures (Caballero and 

Jenkins 2024). While human analysts remain irreplaceable, GenAI substantially accelerates 

data processing workflows (Burghardt et al. 2024). 

4.4.4.2 Predictive Modelling 

GenAI simulates complex systems, forecasts outcomes, and generates hypotheses across 
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various applications (Sengar et al. 2024). In information warfare contexts, these models 

anticipate audience responses to manipulative content while developing both offensive 

disinformation campaigns and defensive countermeasures (Lande and Danyk 2025). 

Strategists employ LLMs to simulate public reactions to different narratives, enabling 

campaign adjustments based on predicted outcomes (Kereopa-Yorke 2023). 

Topic modelling through LLMs creates simulative frameworks that optimise strategic 

decision-making by running thousands of iterations for operational planning (Caballero and 

Jenkins 2024). Adversarial AI enhances this process through generator-analyst interactions, 

where competing models continuously refine content impact (Lande and Danyk 2025). 

These predictive capabilities enable micro-targeted messaging based on psychological 

profiling, while military applications include China's deployment of Baidu's Erni Bot for 

battlefield behaviour prediction and combat simulation enhancement (Drmotová and Kutěj 

2024; Caballero and Jenkins 2024). 

4.4.4.3 Planning Support 

LLMs function optimally in supportive rather than primary strategic roles, as demonstrated 

by military implementations. The US military employs Hermes, an LLM that enhances 

planning processes through data integration and course of action refinement (Caballero and 

Jenkins 2024). Building on this approach, COA-GPT represents an emerging system 

designed to automate joint planning processes, particularly for disaster-relief operations and 

senior military advisory functions (Goecks and Waytowich 2024; 2023). 

These planning capabilities extend to adversarial contexts, where GenAI serves as an 

operational advisor for activity development. The technology provides recommendations 

encompassing social engineering techniques, information management approaches, 

linguistic analysis, misdirection strategies, and disinformation tactics while maintaining 

operational security (Lim et al. 2025). 

4.4.4.4 Intelligence Integration 

GenAI enhances intelligence operations through multi-source data fusion, processing sensor 

outputs and open-source internet information to produce integrated intelligence assessments 

(Zhou and Yan 2023). Practical applications demonstrate this capability: the 2019 Sable 

Spear operation used GenAI to track illicit Chinese fentanyl networks, while subsequent 
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deployments have supported criminal case documentation, anticipated geopolitical 

developments like the Ukraine conflict, and monitored missile launches from North Korea 

alongside Chinese orbital activities. The CIA's Osiris platform now serves thousands of 

intelligence analysts throughout the eighteen US agencies (Frank Bajak 2024). Beyond these 

implementations, other US security agencies employ LLMs for critical software 

vulnerability identification, while NATO investigates operational applications and the US-

Australia partnership applies GenAI to Indo-Pacific strategic initiatives, including sonar 

information processing (Caballero and Jenkins 2024). 

4.4.5 Human Mimicry and Deception 

4.4.5.1 Conversational Capability 

GenAI models conduct human-like dialogues across multiple languages, providing 

immediate guidance and insights through consistent multilingual performance (Sallam et al. 

2024). Fine-tuning enables these systems to engage in sophisticated conversations that 

surpass traditional chatbot limitations, handling follow-up questions, reformulations, and 

factual exchanges with unprecedented fluency (WIPO 2024). Educational applications 

demonstrate this capability through oral examinations where students interact with LLMs on 

specific topics, with transcripts serving as assessment tools. These systems also function as 

virtual teaching assistants, creating assignments, evaluating student work, and facilitating 

interactive question-answer sessions (Caballero and Jenkins 2024). 

4.4.5.2 Identity Impersonation 

Modern LLMs achieve sophisticated persona creation through conversational fine-tuning, 

employing Reinforcement Learning with Human Feedback to align outputs with specific 

user intentions—a capability threat actors exploit for targeted messaging (Meier 2023). 

GenAI leverages publicly available digital footprints—social media interactions, group 

memberships, and commentary patterns—to construct convincing synthetic identities 

encompassing demographic characteristics, political orientations, and personality traits. 

Cross-platform analysis of LinkedIn and other social networks enables prediction of 

professional backgrounds, educational attainment, and geographical histories (Timm et al. 

2025). These capabilities enhance sock puppet accounts' deceptive potential, enabling covert 

interference in online communications and systematic subversion of digital discourse (Meier 
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2023). 

4.4.5.3 Behavioural Mimicry 

Style transfer techniques enable LLMs to transform input text into different formats while 

preserving core content, producing authentic-appearing posts tailored to specific platforms 

or communities (Lande and Danyk 2025). This linguistic emulation capacity, combined with 

sophisticated narrative construction and personalised engagement capabilities, dramatically 

enhances information activities' potential impact and influence at unprecedented scales 

(Kereopa-Yorke 2023). Research consistently demonstrates human inability to differentiate 

between LLM-generated and human-authored text (Clark et al. 2021; Meier 2023) 

LLMs' training on extensive textual datasets encompassing both factual and false 

information enables pattern absorption that facilitates sophisticated mimicry of authoritative 

sources. This capability produces seemingly credible articles adhering to journalistic 

conventions while embedding fabricated information, potentially manipulating public 

opinion, influencing behaviour, and fostering social discord (Lande and Danyk 2025). 

4.4.5.4 Personalised Targeting 

LLMs generate content tailored to individual users by analysing behavioural patterns, 

preferences, and social networks, creating materials designed for maximum emotional 

impact. This enables personalised cognitive attacks where users receive custom-generated 

disinformation aligned with their worldviews and psychological vulnerabilities (Lande and 

Danyk 2025). Such systems identify emerging societal fractures with unprecedented speed, 

enabling adversaries to intensify divisions before protective responses emerge (Burda 2024). 

Automated concern detection represents a crucial influence campaign component, as LLMs 

identify moral and sacred values shaping social identity. Adversarial actors leverage these 

insights to deepen societal fractures and manipulate electoral processes (Burghardt et al. 

2024). By incorporating psychological profiling, GenAI provides personalised experiences 

while gathering intelligence on audience vulnerabilities, enabling persuasion at scale 

through latent opinion alignment (Meier 2023; Caballero and Jenkins 2024). 

Future developments may involve training models specifically for influence operations using 

click-through data and engagement metrics as optimisation signals. Marketing firms 

developing such capabilities for commercial purposes inadvertently create blueprints for 



 

 
 

 

55 

 
 

 

propaganda applications (Goldstein et al. 2023). 

4.4.5.5 Social Role Simulation 

Persona prompting techniques enable LLMs to adopt characteristics and perspectives 

representing diverse sociodemographic groups (Lutz et al. 2025). This capability facilitates 

expert simulation for advisory and training purposes, while creating interactive educational 

content that enhances learning outcomes (Sengar et al. 2024). In educational contexts, LLMs 

function as virtual teaching assistants, developing coursework, evaluating student 

performance, and conducting interactive dialogue sessions. These role-playing capabilities 

extend beyond education, allowing systems to convincingly portray local residents, subject 

matter experts, or any specified identity required for particular influence operations 

(Caballero and Jenkins 2024). 

4.4.6 Amplification and Coordination 

4.4.6.1 Content Amplification 

GenAI agents facilitate narrative propagation through assistance, amplification, and 

increasingly autonomous operational capabilities (Kereopa-Yorke 2023). LLMs generate 

content advancing specific agendas while providing strategic guidance for enhancing 

information activities' effectiveness. These systems produce sophisticated arguments and 

counterarguments, strengthening narrative control and agenda advancement (Lim et al. 

2025). 

The deployment of LLMs for disinformation generates profound societal impacts. 

Fabricated content achieves viral distribution through social networks by exploiting 

engagement-prioritising algorithms, potentially creating widespread information crises that 

influence public opinion, destabilise political processes, affect economic conditions, and 

catalyse conflicts across various scales and intensities. Furthermore, the sophistication of 

AI-generated content challenges information verification efforts, deceiving even 

experienced analysts attempting to distinguish authentic from synthetic materials (Lande and 

Danyk 2025). 

4.4.6.2 Astroturfing 

High-quality automated text generation empowers sock puppet accounts to intensify 

traditional manipulation tactics like astroturfing. Through conversational fine-tuning, these 
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artificial accounts adapt messaging for specific topics and audiences, delivering increasingly 

tailored content (Meier 2023). 

LLMs' conversational capabilities enable autonomous agents to interact dynamically within 

online spaces, generating sophisticated responses in comment sections and producing 

convincing reviews or critiques. This threatens systems relying on second-order 

observations—academic peer reviews, consumer ratings, influencer endorsements—which 

modern societies depend upon for quality assessment and identity construction through 

online profiles. Threat actors can leverage LLM-powered sock puppets to manipulate any 

textual meaning-making process occurring on social media platforms that depends on these 

secondary observations, fundamentally undermining trust in digital validation systems 

(Meier 2023). 

4.4.6.3 Cross-Platform Coordination 

Effective synchronisation across platforms proves essential for large-scale operations, where 

GenAI integration enhances decision-making and operational efficiency despite requiring 

human oversight. These systems improve information exchange clarity while adapting 

interactions to specific communication requirements on different platforms. Advanced 

problem-solving capabilities enable rapid issue resolution across diverse digital 

environments, strengthening collaborative relationships and coordination between entities 

(Li et al. 2024). 

Defence applications demonstrate GenAI's coordination potential through information 

operations and decision-support systems that facilitate rapid situational awareness among 

geographically dispersed units (De Curtò and De Zarzà 2025). China's military particularly 

focuses on exploiting this capability, developing large-scale social bot networks powered by 

automated content generation to manipulate public opinion across multiple social media 

platforms simultaneously (Beauchamp-Mustafaga 2024). 

4.4.6.4 Swarm Behaviour 

Bot networks employing GenAI orchestrate messaging across social platforms, simulating 

authentic user interactions while constructing false consensus through coordinated narratives 

(Deppe et al. 2024). These systems deploy multi-agent configurations—AI entities working 

collectively—to influence behavioural patterns gradually through sustained engagement. By 

implementing astroturfing tactics at unprecedented scale, this methodology generates 
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apparently grassroots movements that prove more economical and scalable than 

conventional communication strategies or human-operated influence networks (De Curtò 

and De Zarzà 2025). 

Swarm behaviour also enhances advisory capabilities through “virtual expert” 

configurations, where multiple models operate collectively, each providing distinct 

analytical perspectives. This distributed approach generates more comprehensive 

assessments by incorporating diverse methodologies and viewpoints, substantially 

improving advisory quality beyond single-model limitations (Lande and Danyk 2025). 

4.4.7 Synthetic Environment Generation 

4.4.7.1 Synthetic Data Generation 

LLMs enhance military training through synthetic data creation and hypothesis generation, 

establishing virtual sandboxes where personnel experiment with GenAI tools (Caballero and 

Jenkins 2024). The defence sector faces critical shortages of high-quality, diverse datasets 

necessary for training complex AI systems, making synthetic data increasingly essential for 

development. Unlike real-world data, GenAI creates artificial datasets in virtual 

environments that replicate existing data characteristics or generate novel information based 

on accumulated knowledge (Deng 2023). 

Practical applications demonstrate synthetic data's value in security contexts. Humanitarian 

aid operations benefit from AI systems trained to identify flood victims on rooftops—

scenarios too infrequent in reality to provide adequate training data. Synthetic generation 

enables creation of millions of diverse scenarios rapidly, overcoming physical testing 

limitations while ensuring sufficient quality and diversity to prevent unintended harms. 

Additionally, synthetic data circumvents legal restrictions on collecting, storing, and sharing 

sensitive information, facilitating allied cooperation (Deng 2023) 

Despite experimental status in international security applications, synthetic data offers 

significant advantages: generating diverse or novel datasets, enabling precise attribute 

control, providing automatic annotation, and reducing costs. However, risks persist—

insufficient diversity in base datasets or overfitting on synthetic examples can introduce 

biases comparable to those in real-world data. While current focus remains on actual data, 

synthetic generation will likely dominate future AI training approaches (Deng 2023; WIPO 
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2024). 

4.4.7.2 Scenario-Based Simulation 

LLMs generate sophisticated attack simulations, predicting consequences and evaluating 

defensive strategies when adversaries breach systems. These simulations assess attack 

success probabilities while demonstrating defence effectiveness through adaptive, 

competitive scenarios that surpass traditional approaches. Integrating adversarial training 

within these simulations strengthens systems' ability to respond to emerging threats (Lande 

and Danyk 2025). 

Military applications demonstrate practical implementation. US forces employ LLMs for 

campaign simulations derived from text-based narratives, creating dynamic wargaming 

scenarios with real-time feedback that enhance interoperability, decision-making, and 

strategic development. These systems prove particularly valuable for training security 

strategists and planners through personalised military education previously unavailable. 

Planners can calibrate scenarios for specific adversaries, review transcripts with instructors, 

and autonomously replicate exercises to address errors—capabilities especially important 

given operational uncertainty and difficulties distinguishing decision quality from outcomes 

(Caballero and Jenkins 2024; Hogan and Brennen 2024). 

Commercial developments advance these capabilities further. British firm Hadean develops 

LLM-powered virtual training environments for the British Army, incorporating realistic 

social dynamics and media simulation. This platform generates complex scenarios while 

providing real-time feedback and supporting after-action analysis, substantially improving 

military training effectiveness (Caballero and Jenkins 2024). 

4.4.7.3 Adversarial Training Capabilities 

Creating content to test and improve 

Adversarial AI functions dually in cybersecurity, information analytics, and counter-

manipulation strategies, serving both offensive and defensive purposes within virtual 

environments. This approach involves generator-detector interactions, where competing 

objectives drive content creation and identification processes, enabling analysis of 

disinformation effectiveness and countermeasure development (Lande and Danyk 2025). 

Building on these adversarial principles, multi-agent frameworks enhance detection 
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capabilities by deploying multiple LLMs that examine text through diverse analytical lenses, 

applying varied quantitative and qualitative metrics across static and dynamic contexts. This 

multidimensional evaluation encompasses content, style, and contextual elements, 

strengthening anti-disinformation efforts while building trust in automated systems (Lande 

and Danyk 2025). 

Beyond countering disinformation, adversarial AI identifies vulnerabilities during planning 

phases and tests content on simulated audiences. Generator models create messages 

optimising reach and impact, while analyst models assess performance metrics—sentiment 

analysis, behavioural patterns, engagement duration—and recommend improvements. This 

iterative process enables continuous refinement, such as identifying high-performing video 

segments and replacing ineffective portions. The competitive modelling environment 

increases message precision, automates optimisation processes, and adapts dynamically to 

audience responses (Lande and Danyk 2025). 

4.5 Limitations of Generative AI 

Despite these significant advances, GenAI models continue producing erroneous outputs. 

Chatbot responses may appear persuasive yet contain fundamental inaccuracies through AI 

hallucination or reflect biases embedded in training datasets. Since AI performance directly 

correlates with training data quality, existing prejudices perpetuate through model outputs, 

necessitating continued human involvement in decision-making processes (WIPO 2024). 

Defence organisations encounter particular challenges securing adequate quality data, facing 

both technical and organisational obstacles. Cultural factors, policies, and procedures 

prevent purely engineering solutions to these shortcomings. Autonomous system 

deployment, especially in combat environments or human-targeting applications, requires 

careful anticipation and mitigation of data issues to prevent unintended harm (Deng 2023). 

Synthetic data offers potential solutions through diverse dataset generation, accelerated 

training cycles, granular control, hypothetical scenario creation, and bias identification. 

Additionally, it circumvents legal restrictions on sensitive data handling, facilitating allied 

information sharing. However, synthetic data introduces distinct risks: incomplete real-

world physics replication, vulnerability to data poisoning, perpetuation of unintended biases, 

and reduced privacy protection in certain generation techniques. These risks, while also 
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present in real-world datasets, may amplify through synthetic data usage, demanding robust 

reliability and quality assurance processes (Deng 2023). 

4.6 From Capabilities to Operational Enhancement 

The comprehensive examination of GenAI capabilities reveals a technology of 

unprecedented scope and sophistication. From content generation and automation to human 

mimicry and synthetic environment creation, GenAI offers functionalities that 

fundamentally alter how information can be created, processed, and weaponized. These 

seven capability categories—each encompassing multiple specific applications—

demonstrate not merely incremental technological progress but a qualitative transformation 

in machine intelligence. 

These capabilities directly address the research question: how can generative artificial 

intelligence enhance NATO information operations? However, translating technological 

potential into operational enhancement requires careful analysis of how these capabilities 

integrate with existing military processes and objectives. 

Moving from capability to operational application requires systematic consideration of 

existing structures. NATO's Info Ops framework, built upon decades of doctrinal 

development and operational experience, provides the essential architecture for this 

integration. Rather than requiring wholesale transformation, the eight Info Ops functions—

analyse, plan, integrate, engage, educate and train, contribute to joint targeting, counter-

hostile information activities, and assess—offer natural integration points where GenAI 

capabilities can amplify existing processes. 

This functional approach ensures that technological integration remains grounded in 

operational reality. By examining how specific GenAI capabilities enhance each Info Ops 

function, we can identify practical applications that could strengthen NATO's ability to 

operate effectively within the contested information environment while maintaining the 

human oversight that characterizes Alliance operations. 
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5. Enhancement of NATO Information 

Operations through Generative AI 
This chapter outlines the possible GenAI enhancements to NATO Info Ops. There is hardly 

a single silver bullet that would describe how GenAI could enhance them, and this question 

might be answered through many different perspectives. The goal of this chapter is to answer 

the research question: how can generative artificial intelligence enhance NATO information 

operations? To provide NATO Info Ops practitioners with practical applications, this chapter 

follows the structure of the eight distinct Info Ops functions identified in AJP-10.1 NATO 

doctrine described in Chapter 2. This approach facilitates the implementation of GenAI into 

existing operational frameworks. 

The chapter examines each function in turn: analyse, plan, integrate, engage, contribute to 

joint targeting, counter-hostile information activities, and assess. While presented separately 

for clarity, these components form an interconnected operational process. Therefore, the 

broader the integration of GenAI across all functions, the greater the potential operational 

benefits. 

5.1 Analyse Function Enhancement 

The analytical function centres on IEA through audience research, monitoring activities, and 

identification of achievable cognitive effects (NATO 2023b; 2015). GenAI capabilities 

could significantly enhance these analytical processes through four primary pathways. 

LLMs could transform how Info Ops analysts process information by handling vast amounts 

of data from diverse sources. Rather than manually reviewing limited samples, analysts 

might use GenAI to examine millions of social media posts and identify emerging narratives 

(Alturkistani and Chuprat 2024; Kereopa-Yorke 2023). 

These systems would allow analysts to interact with data using natural language instead of 

complex programming. For example, they could ask simple questions about audience 

sentiment or track how quickly content spreads across platforms (Caballero and Jenkins 

2024). The technology could also identify which demographic groups might be most 

receptive to specific messages (Lande and Danyk 2025). Additionally, GenAI could 

integrate multiple information sources, creating comprehensive assessments that would be 
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impossible through traditional methods (Zhou and Yan 2023). 

Identifying potential cognitive effects represents a core analytical challenge that GenAI 

could address through predictive modelling. LLMs might simulate how different audiences 

would respond to various narratives, helping analysts anticipate reactions before launching 

information activities (Sengar et al. 2024). Through computational simulations, these 

systems could run thousands of scenarios to predict both immediate responses and longer-

term cascading effects through information networks (Caballero and Jenkins 2024). This 

capability would transform reactive analysis into proactive assessment of potential 

outcomes. 

NATO operations span diverse linguistic and cultural environments, creating analytical 

challenges that GenAI could help overcome. These systems operate seamlessly across 

multiple languages, potentially eliminating barriers that have traditionally limited analysis 

scope (Kereopa-Yorke 2023). Beyond simple translation, LLMs could recognise cultural 

context and regional communication patterns. They might identify subtle linguistic cues that 

signal emerging opportunities or vulnerabilities within specific communities (Lim et al. 

2025; Sallam et al. 2024). 

Modern information environment change rapidly, often faster than human analysts can track. 

GenAI could address this challenge through automated, continuous monitoring of 

information flows (Caballero and Jenkins 2024). These systems would process emerging 

patterns in real-time, detecting shifts in audience behaviour or sentiment that might 

otherwise go unnoticed (Zhou and Yan 2023). This speed advantage could prove critical 

when competing with adversaries for narrative control, allowing Info Ops staff to respond 

before hostile narratives become established (Burda 2024). 

Info Ops analysts face increasingly sophisticated AI-generated disinformation from 

adversaries. GenAI's adversarial training capabilities could strengthen analytical processes 

by deploying competing models that test detection methods (Lande and Danyk 2025). These 

systems might use generator-detector frameworks where one model creates deceptive 

content while another attempts identification. This would help analysts understand adversary 

techniques and develop more robust detection capabilities for AI-generated hostile 

narratives. By continuously evolving these adversarial interactions, analysts could stay 

ahead of emerging disinformation tactics and improve their ability to distinguish authentic 



 

 
 

 

63 

 
 

 

from synthetic content. 

5.2 Plan Function Enhancement 

Info Ops planning staff synchronise and coordinate information activities while supporting 

StratCom direction implementation (NATO 2024a). This planning follows narrative-led and 

effects-focused approaches to ensure coherence across operational levels (NATO 2023b). 

GenAI could enhance planning capabilities through three key applications. 

GenAI's simulation capabilities could revolutionise how Info Ops staff develop and test 

operational plans. LLMs might generate sophisticated scenarios that predict consequences 

of different information activities, allowing planners to evaluate strategies before 

implementation (Lande and Danyk 2025). These systems could create dynamic planning 

environments where staff test various approaches against simulated adversary responses. By 

running multiple iterations of potential operations, planners would identify optimal courses 

of action while anticipating challenges (Caballero and Jenkins 2024). This capability has 

already shown promise in military contexts, where US forces employ LLMs for campaign 

simulations that enhance decision-making and strategic development (Hogan and Brennen 

2024). 

Maintaining narrative coherence across strategic, operational, and tactical levels presents 

significant planning challenges. GenAI's text generation capabilities could assist by creating 

narrative frameworks that adapt to different contexts while maintaining core messaging 

consistency (Kereopa-Yorke 2023). LLMs might help planners develop culturally 

appropriate variations of key narratives for different audiences. The technology could ensure 

that tactical-level communications align with strategic themes, reducing the risk of 

contradictory messaging that undermines operational effectiveness (Lim et al. 2025). 

Identifying necessary effects for achieving Alliance objectives requires complex analysis of 

cause-and-effect relationships. GenAI's predictive modelling could support this process by 

simulating how different information activities might produce desired cognitive effects 

(Zhou and Yan 2023). These systems could help planners understand the relationship 

between activities and outcomes by analysing historical data and predicting future responses. 

This would enable more precise selection of information activities based on their likelihood 

of achieving intended effects (Sengar et al. 2024). 
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5.3 Integrate Function Enhancement 

Info Ops continuously plans, synchronises, and integrates information activities to generate 

effects supporting commander objectives (NATO 2014). Since all activities produce 

cognitive effects, Info Ops staff coordinate across operational processes and joint functions 

(NATO 2023a; 2024a). GenAI could enhance integration through two primary capabilities. 

GenAI's automation capabilities could transform how Info Ops staff coordinate information 

activities across multiple joint functions. These systems might automatically identify 

potential conflicts or synergies between planned activities, ensuring coherent effects across 

the operational environment (De Curtò and De Zarzà 2025). The technology could monitor 

activity timelines and automatically flag deconfliction requirements for the Information 

Activities Working Group. This would reduce the manual burden of tracking multiple 

simultaneous activities while improving coordination quality (Caballero and Jenkins 2024). 

Information environment changes rapidly, requiring continuous adjustment of integrated 

activities. GenAI's real-time adaptation capabilities could enable Info Ops staff to 

dynamically modify coordination based on emerging conditions (Zhou and Yan 2023). 

These systems might continuously assess the cognitive effects of ongoing activities and 

recommend integration adjustments. By monitoring audience responses across multiple 

channels, AI could identify when activities require realignment to maintain coherent 

messaging (Burda 2024). 

5.4 Engage Function Enhancement 

Within the engagement function, Info Ops staff lead planning and synchronisation efforts, 

including liaison with CIMIC staff and preparation of personnel for engagement activities 

(NATO 2023a). GenAI could meaningfully enhance engagement through two specific 

applications. 

Preparing personnel for key leader engagements (KLE) and soldier-level engagements 

(SLE) requires extensive briefing materials and cultural guidance. GenAI's content 

generation capabilities could rapidly produce tailored briefing packages for different 

engagement scenarios (Sengar et al. 2024). These systems might generate culturally 

appropriate talking points, anticipate likely questions, and provide background information 

specific to engagement contexts. The technology could ensure personnel receive 
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comprehensive preparation materials that align with NATO narratives while addressing local 

concerns (Kereopa-Yorke 2023). 

GenAI's human-like conversational abilities could transform engagement training. LLMs 

might simulate various stakeholder personas, allowing personnel to practice engagements in 

safe environments before actual interactions (Sallam et al. 2024). These training simulations 

could replicate local leaders, community representatives, or media personnel, complete with 

cultural nuances and regional concerns. Personnel would gain experience handling difficult 

questions and sensitive topics while receiving immediate feedback on their performance 

(Caballero and Jenkins 2024). 

Language barriers often limit engagement effectiveness, particularly in multinational 

operational environments. GenAI's multilingual capabilities could enable broader and more 

effective engagement by providing real-time translation support and cultural context during 

interactions (Kereopa-Yorke 2023). Beyond basic translation, these systems could help 

personnel understand cultural communication patterns and identify key concerns expressed 

in local languages. This would enhance NATO's ability to engage effectively with diverse 

populations while ensuring messages resonate appropriately across linguistic boundaries 

(Lim et al. 2025). 

5.5 Contribute to Joint Targeting Function 

Enhancement 

Through joint targeting processes, Info Ops staff nominate and develop targets while 

ensuring information activities remain synchronised across operations. They provide 

guidance on expected secondary effects regarding audience behaviour resulting from 

targeting activities (NATO 2021; 2023b). GenAI could enhance these contributions through 

two focused capabilities. 

Understanding how kinetic operations might influence audience perceptions represents a 

critical targeting consideration. GenAI's predictive modelling could simulate potential 

cognitive effects of targeting decisions across different population segments (Sengar et al. 

2024). These systems might forecast how specific targeting actions could affect civilian 

sentiment, adversary morale, or neutral party positions. By running multiple scenarios, Info 

Ops staff could better advise on secondary effects and recommend targeting modifications 
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to minimise negative cognitive impacts (Caballero and Jenkins 2024). 

Identifying information-related targets requires processing vast amounts of data to 

understand influence networks and information flows. GenAI could analyse social media 

patterns, communication networks, and influence relationships to identify key nodes for 

targeting consideration (Alturkistani and Chuprat 2024). The technology might reveal how 

information moves through adversary networks, identifying critical communication nodes 

whose disruption would maximise operational effects. This analysis would support more 

precise target nomination based on information environment understanding (Zhou and Yan 

2023). 

5.6 Counter-hostile Information Activities Function 

Enhancement 

The effort to counter adversary information activities demands coordination across multiple 

disciplines. Within J10-StratCom, Info Ops staff lead this coordination effort alongside 

PsyOps personnel, ensuring NATO maintains both agility and initiative in the contested 

information environment (NATO 2023b; 2014). GenAI could enhance counter-hostile 

capabilities through three key applications. 

Countering hostile information activities requires understanding and detecting adversary 

tactics. GenAI's adversarial training capabilities could deploy multi-agent frameworks where 

multiple LLMs examine hostile content through diverse analytical perspectives (Lande and 

Danyk 2025). These systems might continuously evolve detection methods by pitting 

generator models against detectors, improving NATO's ability to identify sophisticated 

disinformation campaigns. This adversarial approach would help Info Ops staff anticipate 

new hostile tactics before they achieve widespread impact. 

Maintaining initiative against adaptive adversaries requires rapid response capabilities. 

GenAI's real-time adaptation could enable Info Ops staff to quickly adjust counter-narratives 

based on emerging hostile activities (Zhou and Yan 2023). These systems would 

continuously monitor the information environment for hostile narratives, automatically 

flagging emerging threats and suggesting counter-responses. By operating at machine speed, 

NATO could respond to hostile information activities before they gain traction with target 

audiences (Burda 2024). 
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Effectively countering hostile narratives requires rapid development of credible alternative 

messaging. GenAI's content generation capabilities could enable Info Ops staff to quickly 

produce counter-narratives that address specific hostile claims while maintaining 

consistency with NATO themes (Kereopa-Yorke 2023). These systems might generate 

multiple variations of counter-messages adapted for different platforms and audiences. By 

rapidly producing factual content that directly refutes hostile narratives, NATO could 

prevent false information from taking root in target audience perceptions (Lim et al. 2025). 

5.7 Assess Function Enhancement 

Assessment proves crucial for determining information activity effectiveness and identifying 

necessary adjustments. Within behaviour-centric operational frameworks, continuous 

audience monitoring through IEA contributes critically to operations assessment. Since 

behavioural change develops gradually, assessment focuses on indicators such as political 

activity shifts, expressions of unrest, or changes in civilian perceptions (NATO 2023b). 

GenAI could enhance assessment capabilities through five specific applications. 

Assessing information activity effectiveness requires processing diverse data streams to 

identify behavioural indicators. GenAI's data analysis capabilities could synthesise social 

media metrics, survey results, and observational reports into comprehensive assessments 

(Alturkistani and Chuprat 2024).These systems might track subtle changes in language use, 

sentiment patterns, and engagement behaviours that indicate shifting attitudes. By 

processing data at scale, Info Ops staff could detect gradual behavioural changes that 

traditional assessment methods might miss (Lande and Danyk 2025). 

Understanding whether observed changes represent lasting behavioural shifts or temporary 

fluctuations challenges assessment processes. GenAI's predictive modelling could analyse 

historical patterns to distinguish meaningful trends from statistical noise (Sengar et al. 

2024).These capabilities would help Info Ops staff identify early indicators of success or 

failure, enabling timely adjustments before ineffective activities consume additional 

resources. By modelling trend trajectories, assessors could better understand whether current 

activities will achieve desired long-term effects (Caballero and Jenkins 2024). 

The dynamic information environment requires assessment processes that adapt to changing 

conditions. GenAI's real-time capabilities could enable continuous monitoring and 



 

 
 

 

68 

 
 

 

evaluation rather than periodic assessment cycles (Zhou and Yan 2023). These systems 

would automatically adjust assessment parameters based on emerging indicators, ensuring 

evaluation criteria remain relevant as situations evolve. This continuous approach would 

support the rapid operational adjustments necessary for maintaining effectiveness (Burda 

2024). 

Understanding how information spreads and gains traction is essential for assessing activity 

effectiveness. GenAI could track narrative propagation through networks, identifying 

amplification patterns and key spreading nodes (Lande and Danyk 2025). These systems 

might measure viral coefficients, cascade effects, and audience reach to determine whether 

NATO messages achieve intended penetration. By understanding amplification dynamics, 

assessors could identify which activities generate organic spread versus those requiring 

continued resource investment (Kereopa-Yorke 2023). 

Traditional assessment processes often lag behind operational tempo, limiting 

responsiveness. GenAI's speed optimization capabilities could dramatically accelerate 

assessment cycles, transforming weeks of analysis into hours (Caballero and Jenkins 2024). 

This acceleration would enable near real-time feedback loops between assessment and 

operations, allowing Info Ops staff to make evidence-based adjustments while activities 

remain ongoing. Such speed advantages prove particularly critical during rapidly evolving 

situations where delayed assessment means missed opportunities (Zhou and Yan 2023). 

5.8 Educate and Train Function Enhancement 

Info Ops effectiveness demands highly qualified personnel with comprehensive 

understanding of information environment dynamics. Competence development requires 

structured education and training programs, initially provided nationally and enhanced 

through NATO courses. Beyond internal capability development, Info Ops staff provide 

essential training support across the force (NATO 2023b; Neculcea and Răpan 2023). GenAI 

could enhance educational and training capabilities through several applications. 

Developing comprehensive training materials for diverse audiences requires significant 

resources. GenAI's content generation capabilities could rapidly produce customised 

educational content for different skill levels and operational contexts (Sengar et al. 2024). 

These systems might generate scenario-based training materials, doctrine summaries, and 
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case studies adapted to specific learning objectives. By automating material creation, 

training staff could focus on delivery and mentorship rather than content development 

(Kereopa-Yorke 2023). 

Traditional training often relies on static presentations and materials. GenAI's conversational 

abilities could create interactive learning experiences where students engage with AI tutors 

on complex Info Ops concepts (Sallam et al. 2024). These systems might serve as virtual 

instructors, answering questions, providing examples, and adapting explanations to 

individual learning speeds. Students could practice decision-making through conversational 

scenarios that respond dynamically to their choices (Caballero and Jenkins 2024). 

Understanding information environment dynamics requires practical experience that 

classroom instruction cannot fully provide. GenAI's simulation capabilities could create 

realistic training environments where personnel practice Info Ops skills without real-world 

consequences (Lande and Danyk 2025). These simulations might replicate complex 

information environment, complete with adversary actions, audience responses, and 

unexpected developments. Trainees would experience the challenges of real operations 

while receiving immediate feedback on their decisions (Hogan and Brennen 2024). 

NATO's multinational composition requires training materials accessible across different 

languages. GenAI's multilingual capabilities could ensure all Alliance personnel receive 

education in their preferred language (Kereopa-Yorke 2023). Beyond translation, these 

systems could adapt examples and case studies to reflect regional contexts, making training 

more relevant to diverse national contingents. This would enhance learning effectiveness 

while ensuring consistent understanding of Info Ops principles across the Alliance (Lim et 

al. 2025). 

Individual personnel have different backgrounds, learning styles, and operational roles. 

GenAI's personalised targeting capabilities could create adaptive learning paths that adjust 

to individual needs and progress (Lande and Danyk 2025). These systems might assess 

student understanding in real-time, providing additional support where needed and 

accelerating through familiar concepts. By targeting education to specific gaps and roles, 

training efficiency could improve while ensuring all personnel achieve required competency 

levels (Caballero and Jenkins 2024). 
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6. Discussion 
The analysis of generative artificial intelligence capabilities and their potential integration 

into NATO information operations reveals significant opportunities for enhancing Alliance 

effectiveness in the cognitive dimension. This research has systematically mapped seven 

categories of GenAI capabilities to NATO's eight Info Ops functions, demonstrating 

multiple pathways through which these technologies could strengthen operational 

performance. However, this technological potential must be understood within the broader 

context of cognitive warfare, operational constraints, and the rapidly evolving nature of both 

the threat landscape and AI capabilities. 

The most striking finding of this analysis is the comprehensive nature of potential GenAI 

enhancements across all Info Ops functions. Unlike previous technological advances that 

might enhance specific capabilities, GenAI offers transformative potential across the entire 

spectrum of information activities. From the analyse function, where GenAI could process 

vast data streams in real-time, to the assess function, where it could accelerate evaluation 

cycles, these technologies address fundamental limitations in human cognitive capacity and 

processing speed. This universality of application suggests that GenAI represents not merely 

an incremental improvement but a potentially paradigmatic shift in how information 

operations are executed. 

Particularly significant is GenAI's potential to address the speed challenges in modern 

information warfare. The compression of decision cycles, identified in the cognitive warfare 

analysis as a critical vulnerability, finds a potential solution in GenAI's ability to operate at 

machine speed while maintaining contextual awareness. This capability becomes especially 

relevant when considering adversaries like Russia and China, who have already integrated 

AI technologies into their information warfare doctrines and benefit from fewer constraints 

on their application. 

The research reveals an important tension between NATO's democratic values and the 

operational imperatives of cognitive warfare. While adversaries can deploy GenAI 

capabilities with minimal ethical or legal constraints, NATO must balance operational 

effectiveness with adherence to democratic principles and international law. This constraint, 

however, should not be viewed solely as a limitation. The analysis suggests that NATO's 

commitment to human oversight and ethical application of AI could enhance rather than 
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diminish operational effectiveness by maintaining credibility with target audiences and 

preventing the erosion of trust that might result from unconstrained AI deployment. 

Another crucial finding concerns the relationship between GenAI capabilities and human 

operators. Rather than replacing human judgment, the most promising applications involve 

human-machine teaming where GenAI augments human decision-making. This is 

particularly evident in functions like planning and engagement, where cultural 

understanding and ethical judgment remain irreplaceably human while GenAI provides 

analytical support and content generation. This complementary relationship aligns with 

NATO's doctrinal emphasis on human command responsibility while leveraging 

technological advantages. 

The analysis also highlights the defensive imperatives driving GenAI adoption. As 

adversaries increasingly employ AI-generated disinformation and sophisticated influence 

campaigns, NATO's ability to detect and counter these operations depends on comparable 

technological capabilities. The adversarial training capabilities of GenAI, where systems 

continuously evolve detection and generation methods, offer a pathway to maintaining 

defensive readiness against AI-enhanced threats. Without such capabilities, NATO risks 

falling behind in an accelerating technological competition where human-only responses 

prove inadequate. 

However, the inherent limitations of GenAI technology identified in the literature pose 

significant challenges for military applications. The phenomenon of AI hallucination, where 

models generate persuasive but factually incorrect information, presents particular risks for 

information operations that require accuracy and credibility. NATO's effectiveness depends 

on maintaining trust with various audiences, yet the unpredictable nature of hallucinations 

could undermine this trust if false information is inadvertently disseminated. This challenge 

intensifies during high-tempo operations where comprehensive human verification of all AI-

generated content may prove impossible. 

The persistence of bias in GenAI outputs creates additional operational complications. Since 

these systems reflect biases embedded in their training data, they risk perpetuating or 

amplifying prejudices that could damage NATO's relationships with diverse populations. 

Information operations often require nuanced cultural understanding and sensitivity, yet 

biased AI outputs could unintentionally offend or alienate key audiences, undermining 
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engagement effectiveness and strategic objectives. 

Data quality emerges as a fundamental constraint on GenAI effectiveness. The direct 

correlation between training data quality and AI performance means that securing adequate, 

representative datasets becomes critical for operational success. Defence organisations face 

particular challenges in this regard, encountering both technical obstacles in data collection 

and organisational barriers to data sharing. Classified information restrictions, operational 

security requirements, and the limited availability of military-specific datasets all constrain 

the ability to train GenAI systems for optimal performance in Info Ops contexts. 

The potential of synthetic data to address these limitations brings its own complexities. 

While synthetic data generation could overcome some data availability constraints and 

facilitate allied cooperation by circumventing classification restrictions, it introduces new 

risks. The incomplete replication of real-world complexity in synthetic datasets might create 

AI systems that perform well in training but fail in actual operational environments. 

Furthermore, synthetic data remains vulnerable to perpetuating existing biases and may 

amplify certain risks if not carefully managed through quality assurance processes. 

Several limitations of this analysis must be acknowledged. First, the research examined 

technological capabilities as documented in available literature without access to classified 

operational details or empirical testing. The actual performance of GenAI systems in 

operational environments may differ from reported capabilities. Second, the rapid evolution 

of GenAI technology means that capabilities identified in this research may be superseded 

by new developments even before implementation could occur. Third, the analysis focused 

primarily on enhancement opportunities without systematically examining risks, 

vulnerabilities, or potential negative consequences of GenAI integration. 

The organisational and cultural challenges of implementing GenAI within NATO's complex 

multinational structure also warrant consideration. While the analysis mapped technological 

capabilities to operational functions, successful implementation would require significant 

changes in training, doctrine, and operational procedures across multiple national 

contingents with varying technological capabilities and cultural approaches to AI. The 

heuristic categorisation of GenAI capabilities, while useful for analysis, may not reflect the 

integrated and evolving nature of these technologies in practice. 

From a theoretical perspective, this research contributes to understanding how emerging 
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technologies interact with established military frameworks. The successful mapping of 

GenAI capabilities to Info Ops functions demonstrates that revolutionary technologies need 

not require revolutionary organisational changes. Instead, careful integration within existing 

structures may provide a more feasible path to capability enhancement. This finding has 

implications beyond NATO, suggesting that military organisations can adopt transformative 

technologies while maintaining operational continuity. 

The research also illuminates the evolving nature of warfare in the information age. The 

convergence of cognitive warfare concepts with AI capabilities creates new operational 

possibilities that blur traditional distinctions between peace and conflict, military and 

civilian spheres, and human and machine cognition. This convergence requires 

reconceptualising not just tactical procedures but fundamental assumptions about the nature 

of conflict and influence in the twenty-first century. 

Looking forward, this analysis suggests several areas requiring further investigation. The 

technical challenges identified—particularly regarding hallucination mitigation, bias 

reduction, and data quality assurance—demand focused research to develop military-

specific solutions. The human factors involved in human-machine teaming for information 

operations deserve dedicated study to optimise collaborative effectiveness while maintaining 

appropriate human oversight. 

The implications of this research extend beyond military applications. As GenAI capabilities 

continue to evolve and proliferate, the boundaries between military information operations 

and broader societal information dynamics become increasingly permeable. The tools and 

techniques examined in this thesis will likely find applications in civilian contexts, from 

corporate communications to political campaigns, raising questions about the militarisation 

of information and the democratisation of cognitive warfare capabilities. 

In conclusion, while GenAI offers transformative potential for enhancing NATO 

information operations, realising this potential requires navigating complex technical, 

organisational, ethical, and strategic challenges. The comprehensive nature of possible 

enhancements across all Info Ops functions suggests that GenAI integration should be 

approached holistically rather than piecemeal. Success will depend not merely on 

technological capabilities but on the ability to address fundamental technical limitations, 

adapt organisational cultures, develop appropriate ethical frameworks, and maintain the 
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human judgment that remains central to effective information operations. As the cognitive 

dimension becomes an increasingly critical battlefield, NATO's ability to leverage GenAI 

while mitigating its inherent risks and limitations may prove decisive in maintaining 

strategic advantage in an era of persistent competition below the threshold of conventional 

conflict. 
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Conclusion 
This master's thesis sought to answer the research question: “How can generative artificial 

intelligence enhance NATO information operations?” Through a systematic literature 

review and applied analysis, this research demonstrated that GenAI offers transformative 

potential across all eight NATO Info Ops functions while presenting significant 

implementation challenges that require careful navigation. 

The analytical journey began by establishing cognitive warfare as the defining operational 

context of our era. Chapter One explored how the weaponization of human cognition has 

emerged as a critical security challenge, fundamentally altering the character of conflict 

below the threshold of conventional war. The literature review traced cognitive warfare's 

conceptual development from traditional propaganda to sophisticated technological 

exploitation of human decision-making processes, with particular attention to Russian 

reflexive control techniques and China's Three Warfares doctrine. This examination 

revealed why NATO must urgently develop capabilities to defend against cognitive attacks 

while maintaining democratic values, establishing information operations as the Alliance's 

primary implementation tool for cognitive defence. 

Building upon this foundation, Chapter Two provided a comprehensive examination of 

NATO information operations doctrine and practice. The review detailed how Info Ops 

functions analyse, plan, and coordinate information activities to create cognitive effects 

supporting Alliance objectives. By examining the eight distinct Info Ops functions, the 

chapter provided the operational framework necessary for understanding where 

technological enhancements might be integrated. This detailed examination of Info Ops 

architecture proved essential for answering the research question, as it identified the 

specific functions and processes that GenAI could enhance. 

Chapter Three investigated the technological dimension by exploring generative artificial 

intelligence as a revolutionary capability. The literature synthesis examined GenAI's 

technical foundations before systematically categorizing its capabilities into seven 

categories: content generation, automation and optimization, contextual adaptation and 

intelligence, analysis and decision support, human mimicry and deception, amplification 

and coordination, and synthetic environment generation. This comprehensive exploration 

of GenAI capabilities provided the technological understanding necessary to assess 
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enhancement potential while acknowledging inherent limitations documented in the 

literature. 

The analytical synthesis in Chapter Four directly addressed the research question by 

systematically mapping GenAI capabilities to each of NATO's eight Info Ops functions. 

This mapping revealed comprehensive enhancement opportunities across all functions—

from accelerating analytical processes in the analyse function to enabling sophisticated 

training simulations in the educate and train function. The analysis demonstrated that 

GenAI offers not merely incremental improvements but potentially paradigmatic shifts in 

how information operations are conducted, particularly in addressing the speed and scale 

challenges of modern cognitive warfare. 

The Discussion chapter interpreted these findings within the broader operational context, 

examining how GenAI enhancements could strengthen NATO's cognitive warfare defence 

while respecting democratic constraints. The interpretation explored critical tensions 

between operational imperatives and ethical considerations, emphasizing the importance of 

human-machine teaming and the defensive necessity of AI adoption given adversary 

capabilities. While technical challenges were acknowledged, the focus remained on 

enhancement opportunities consistent with the research scope. 

The mapping of GenAI capabilities to NATO's information operations functions revealed 

several key findings. First, GenAI's comprehensive applicability across all eight Info Ops 

functions suggests that integration should be approached holistically rather than piecemeal 

to achieve maximum synergistic effects. Second, the technology addresses fundamental 

limitations in human cognitive capacity and processing speed that have become critical 

vulnerabilities in accelerated information warfare. Third, GenAI's potential to operate at 

machine speed while maintaining contextual awareness offers NATO the capability to 

compete effectively with adversaries who have already integrated AI into their cognitive 

warfare strategies. 

The theoretical framework developed in this thesis, categorising GenAI capabilities into 

seven categories, proved effective for understanding how emerging technologies can 

integrate with established military structures. This finding challenges assumptions about 

technology-driven transformation in military affairs, demonstrating that revolutionary 

technologies need not require revolutionary organisational changes. Instead, careful 
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integration within existing frameworks can provide both continuity and enhancement. 

However, the research also identified significant constraints that must be addressed for 

successful implementation. The inherent limitations of GenAI—including hallucinations, 

embedded biases, and data quality dependencies—present operational risks that require 

careful mitigation strategies. NATO's democratic values and multinational structure add 

layers of complexity to implementation, necessitating robust governance frameworks and 

clear ethical guidelines. The human element remains irreplaceable, with optimal results 

emerging from human-machine collaboration rather than autonomous AI operations. 

The practical implications for NATO are substantial. As adversaries increasingly employ 

AI-enhanced information operations, the Alliance faces mounting pressure to adopt 

comparable capabilities or risk strategic disadvantage. The comprehensive mapping 

developed in this thesis provides a roadmap for systematic GenAI integration aligned with 

existing doctrine. Implementation should prioritise areas where GenAI addresses the most 

critical operational gaps, such as real-time analysis of vast information streams and rapid 

counter-narrative development. 

Future research should address several critical areas identified through this analysis. 

Empirical testing of GenAI performance in operational environments would validate or 

refine the theoretical mappings presented here. Development of military-specific solutions 

for technical limitations, particularly regarding hallucination mitigation and bias reduction, 

requires focused investigation. The optimal configuration of human-machine teams for 

different Info Ops functions deserves dedicated study to maximise collaborative 

effectiveness while maintaining appropriate human oversight. Additionally, research could 

explore GenAI applications at strategic and tactical levels beyond the operational focus of 

this thesis, examining integration with strategic communication or with specific 

capabilities at tactical level like psychological operations. 

This thesis has demonstrated that while GenAI presents both tremendous opportunity and 

significant challenge for NATO information operations, careful integration within existing 

frameworks remains feasible and advantageous. The structured progression from cognitive 

warfare challenge through Info Ops and GenAI understanding to practical enhancement 

mapping has provided both theoretical insights and practical guidance for military AI 

integration. As the cognitive dimension becomes an increasingly critical battlefield, 
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NATO's ability to thoughtfully integrate GenAI while maintaining its democratic values 

may determine whether the Alliance can effectively defend against cognitive attacks in the 

twenty-first century. The comprehensive enhancement potential identified across all 

information operations functions suggests that the question is not whether to integrate 

GenAI, but how to do so effectively while managing inherent risks and maintaining the 

human judgment that remains central to military operations in democratic societies. 

Summary 

Tato diplomová práce se snažila odpovědět na výzkumnou otázku: „Jak může generativní 

umělá inteligence zlepšit informační operace NATO?” Prostřednictvím systematického 

přehledu literatury a aplikované analýzy tento výzkum prokázal, že GenAI nabízí 

transformační potenciál napříč všemi osmi funkcemi informačních operací NATO, přičemž 

představuje významné implementační výzvy, které vyžadují pečlivou navigaci. 

Analytická cesta začala stanovením kognitivní války jako určujícího operačního kontextu 

naší éry. První kapitola zkoumala, jak se využití lidské kognice jako zbraně objevilo jako 

kritická bezpečnostní výzva, která fundamentálně mění charakter konfliktu pod prahem 

konvenční války. Přehled literatury sledoval konceptuální vývoj kognitivní války od tradiční 

propagandy k sofistikovanému technologickému zneužívání lidských rozhodovacích 

procesů, se zvláštní pozorností věnovanou ruským technikám reflexivní kontroly a čínské 

doktríně Tří válek. Toto zkoumání odhalilo, proč musí NATO naléhavě rozvíjet schopnosti 

obrany proti kognitivním útokům při zachování demokratických hodnot. Informační operace 

se tak staly primárním nástrojem Aliance pro implementaci kognitivní obrany. 

Na tomto základě druhá kapitola poskytla komplexní přehled doktríny a praxe informačních 

operací NATO. Přehled detailně popsal, jak informační operace fungují jako štábní funkce, 

která analyzuje, plánuje a koordinuje informační aktivity k vytvoření kognitivních efektů 

podporujících cíle Aliance. Zkoumáním osmi odlišných funkcí informačních operací 

kapitola poskytla rámec nezbytný pro pochopení, kde by mohla být integrována 

technologická vylepšení. Toto detailní zkoumání organizace informačních operací se 

ukázalo jako nezbytné pro zodpovězení výzkumné otázky, protože identifikovalo specifické 

funkce a procesy, které by GenAI mohla zlepšit. 

Třetí kapitola se zaměřila na technologickou dimenzi a představila generativní umělou 



 

 
 

 

79 

 
 

 

inteligenci jako revoluční schopnost. Syntéza literatury nejprve analyzovala technické 

základy GenAI a následně systematicky kategorizovala její schopnosti do sedmi oblastí: 

generování obsahu, automatizace a optimalizace, kontextuální adaptace a inteligence, 

analýza a podpora rozhodování, napodobování člověka a klamání, zesilování a koordinace a 

generování syntetického prostředí. Tato důkladná analýza schopností GenAI umožnila 

pochopit technologický potenciál pro vylepšení operací, přičemž zohlednila i omezení 

popsaná v odborné literatuře. 

Analytická syntéza ve čtvrté kapitole přímo odpověděla na výzkumnou otázku 

systematickým mapováním schopností GenAI na každou z osmi funkcí informačních 

operací NATO. Toto mapování odhalilo komplexní příležitosti ke zlepšení napříč všemi 

funkcemi – od zrychlení analytických procesů u funkce analyzovat až po umožnění 

sofistikovaných tréninkových simulací u funkce vzdělávat a trénovat. Analýza prokázala, že 

GenAI nenabízí pouze postupná zlepšení, ale potenciálně paradigmatické posuny v tom, jak 

jsou informační operace prováděny, zejména při řešení výzev rychlosti a rozsahu moderní 

kognitivní války. 

Kapitola Diskuse zasadila tyto nálezy do širšího operačního kontextu a zkoumala, jak by 

vylepšení prostřednictvím GenAI mohla posílit obranu NATO proti kognitivní válce při 

respektování demokratických omezení. Analýza se věnovala kritickému napětí mezi 

operačními potřebami a etickými úvahami, zdůrazňujíc důležitost spolupráce člověk-stroj a 

nutnost obranné adaptace AI vzhledem ke schopnostem protivníků. Přestože byly technické 

výzvy zohledněny, hlavní pozornost zůstala na možnostech vylepšení v souladu se 

zaměřením výzkumu. 

Mapování schopností GenAI na funkce informačních operací NATO odhalilo několik 

klíčových zjištění. Za prvé, komplexní použitelnost GenAI napříč všemi osmi funkcemi 

informačních operací naznačuje, že k integraci by mělo být přistupováno holisticky spíše 

než po částech, aby se dosáhlo maximálních synergických efektů. Za druhé, technologie řeší 

fundamentální omezení lidské kognitivní kapacity a rychlosti zpracování, což jsou kritické 

zranitelnosti ve zrychlené informační válce. Za třetí, potenciál GenAI operovat strojovou 

rychlostí při zachování kontextuálního povědomí přináší NATO schopnost efektivně 

soupeřit s protivníky, kteří již AI integrovali do svých strategií kognitivní války. 

Teoretický rámec vyvinutý v této práci, který kategorizuje schopnosti GenAI do sedmi 
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oblastí, se ukázal jako účinný nástroj pro pochopení integrace nových technologií do 

zavedených vojenských struktur. Toto zjištění zpochybňuje zažité představy o tom, že 

technologické inovace automaticky vyžadují radikální organizační změny. Naopak, 

promyšlená integrace do existujících rámců může zajistit kontinuitu i pokrok současně. 

Výzkum však také identifikoval významná omezení, která musí být vyřešena pro úspěšnou 

implementaci. Přirozená omezení GenAI – jako jsou nepřesnosti (halucinace), skryté 

předsudky a závislost na kvalitě vstupních dat – představují operační rizika vyžadující 

promyšlené strategie jejich minimalizace. Demokratické hodnoty NATO a mnohonárodní 

struktura přidávají další vrstvy složitosti, které vyžadují robustní řídící mechanismy a jasné 

etické směrnice. Lidský prvek zůstává nenahraditelný, přičemž nejlepších výsledků se 

dosahuje spoluprací člověka a stroje, nikoli autonomními operacemi AI. 

Praktické dopady pro NATO jsou zásadní. S tím, jak protivníci stále více využívají AI v 

informačních operacích, Aliance čelí rostoucímu tlaku přijmout srovnatelné schopnosti, 

jinak riskuje strategickou nevýhodu. Komplexní mapování vyvinuté v této práci poskytuje 

návod pro systematickou integraci GenAI v souladu s existující doktrínou. Implementace by 

měla prioritizovat oblasti, kde GenAI řeší nejkritičtější operační mezery, jako je analýza 

obrovských informačních toků v reálném čase a rychlý vývoj protinarativů. 

Budoucí výzkum by měl řešit několik kritických oblastí identifikovaných touto analýzou. 

Empirické testování výkonu GenAI v operačních prostředích by ověřilo nebo upřesnilo zde 

prezentovaná teoretická mapování. Důležitý je vývoj řešení technických omezení specificky 

pro vojenské využití, zejména pro minimalizaci nepřesností a redukci předsudků. Optimální 

složení týmů člověk-stroj pro různé funkce informačních operací si zaslouží specializovaný 

výzkum pro maximalizaci efektivity spolupráce při zachování potřebného lidského dohledu. 

Výzkum by mohl také prozkoumat aplikace GenAI na strategických a taktických úrovních 

nad rámec operačního zaměření této práce, včetně integrace s funkcí strategické komunikace 

nebo se schopnostmi na taktické úrovni jako jsou psychologické operace. 

Tato práce prokázala, že ačkoli GenAI představuje současně obrovskou příležitost i 

významnou výzvu pro informační operace NATO, promyšlená integrace do existujících 

struktur je realizovatelná a přínosná. Systematická analýza postupující od pochopení výzev 

kognitivní války přes rozbor informačních operací a možností GenAI až k praktickému 

zmapování potenciálních vylepšení poskytla teoretické poznatky i praktické vodítko pro 
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vojenskou integraci AI. S tím, jak kognitivní dimenze nabývá na významu jako klíčové 

bojiště, schopnost NATO promyšleně integrovat GenAI při zachování demokratických 

hodnot může rozhodnout o tom, zda bude Aliance schopna účinně čelit kognitivním útokům 

v jednadvacátém století. Identifikovaný potenciál komplexního vylepšení napříč všemi 

funkcemi informačních operací ukazuje, že otázkou není, zda GenAI integrovat, ale jak to 

udělat efektivně při zvládání přirozených rizik a zachování lidského úsudku, který zůstává 

klíčový pro vojenské operace v demokratických společnostech. 

  



 

 
 

 

82 

 
 

 

List of References 

Alturkistani, Hilalah, and Suriayati Chuprat. 2024. ‘Artificial Intelligence and Large Language Models in 

Advancing Cyber Threat Intelligence: A Systematic Literature Review’. Preprint, Springer Science 

and Business Media LLC, November 27. https://doi.org/10.21203/rs.3.rs-5423193/v1. 

Babaei, Reza, Samuel Cheng, Rui Duan, and Shangqing Zhao. 2025. ‘Generative Artificial Intelligence and 

the Evolving Challenge of Deepfake Detection: A Systematic Analysis’. Journal of Sensor and 

Actuator Networks 14 (1): 1. https://doi.org/10.3390/jsan14010017. 

Backes, Oliver, and Andrew Swab. 2019. Cognitive Warfare: The Russian Threat to Election Integrity in the 

Baltic States | The Belfer Center for Science and International Affairs. Harvard Kennedy School. 

https://www.belfercenter.org/publication/cognitive-warfare-russian-threat-election-integrity-baltic-

states. 

Bagge, Daniel P. 2019. Unmasking Maskirovka: Russia’s Cyber Influence Operations. Defense Press. 

Beauchamp-Mustafaga, Nathan. 2024. Exploring the Implications of Generative AI for Chinese Military 

Cyber-Enabled Influence Operations: Chinese Military Strategies, Capabilities, and Intent. 

https://www.rand.org/pubs/testimonies/CTA3191-1.html. 

Burda, Robin. 2024. Cognitive Warfare : Problem for the Brain, Opportunity for the Machine. NATO 

Science & Technology Organization. https://www.muni.cz/en/research/publications/2418381. 

Burghardt, Keith, Kai Chen, and Kristina Lerman. 2024. ‘Large Language Models Reveal Information 

Operation Goals, Tactics, and Narrative Frames’. arXiv:2405.03688. Preprint, arXiv, May 6. 

https://doi.org/10.48550/arXiv.2405.03688. 

Caballero, William N., and Phillip R. Jenkins. 2024. ‘On Large Language Models in National Security 

Applications’. arXiv:2407.03453. Preprint, arXiv, July 3. 

https://doi.org/10.48550/arXiv.2407.03453. 

Clark, Elizabeth, Tal August, Sofia Serrano, Nikita Haduong, Suchin Gururangan, and Noah A. Smith. 2021. 

‘All That’s “Human” Is Not Gold: Evaluating Human Evaluation of Generated Text’. 

arXiv:2107.00061. Preprint, arXiv, July 7. https://doi.org/10.48550/arXiv.2107.00061. 

Claverie, Bernard, and François Du Cluzel. 2022. ‘“Cognitive Warfare”: The Advent of the Concept of 

“Cognitics” in the Field of Warfare’. In Cognitive Warfare: The Future of Cognitive Dominance, 

edited by Bernard Claverie, Baptiste Prébot, Norbou Buchler, and François du Cluzel. NATO 

Collaboration Support Office. https://hal.science/hal-03635889. 

Copeland, B.J. 2025. ‘Artificial Intelligence’. Encyclopedia Britannica, July 25. 

https://www.britannica.com/technology/artificial-intelligence. 

Danyk, Yuriy, and Chad Briggs. 2023. ‘Modern Cognitive Operations and Hybrid Warfare’. Journal of 

Strategic Security 16 (1). https://doi.org/10.5038/1944-0472.16.1.2032. 

De Curtò, J., and I. De Zarzà. 2025. ‘LLM-Driven Social Influence for Cooperative Behavior in Multi-Agent 

Systems’. IEEE Access 13: 44330–42. https://doi.org/10.1109/access.2025.3548451. 

Deng, Harry. 2023. Exploring Synthetic Data for Artificial Intelligence and Autonomous Systems: A Primer. 

UNIDIR. https://unidir.org/wp-

content/uploads/2023/11/UNIDIR_Exploring_Synthetic_Data_for_Artificial_Intelligence_and_Auto

nomous_Systems_A_Primer.pdf. 

Deppe, Christoph, Alexandru Fotescu, and Gary S. Schaal. 2024. ‘The Understanding of Cognitive Warfare 

in Comparative Perspective: Taking Stock and Bridging the Gap to Extant Literatures’. Paper 



 

 
 

 

83 

 
 

 

presented at NATO STO Human Factors and Medicine (HFM) Panel HFM-361, Symposium on 

‘Mitigating and Responding to Cognitive Warfare’, 13-14 November 2023, Madrid, Spain. April 3. 

https://doi.org/10.14339/STO-MP-HFM-361. 

Deppe, Christoph, and Gary S. Schaal. 2024. ‘Cognitive Warfare: A Conceptual Analysis of the NATO ACT 

Cognitive Warfare Exploratory Concept’. Frontiers in Big Data 7 (November). 

https://doi.org/10.3389/fdata.2024.1452129. 

Di Pietro, Roberto, Simone Raponi, Maurantonio Caprolu, and Stefano Cresci. 2020. New Dimensions of 

Information Warfare. Springer International Publishing AG. 

http://ebookcentral.proquest.com/lib/cuni/detail.action?docID=6420682. 

Drmotová, Kristýna, and Libor Kutěj. 2024. ‘Cognitive Warfare as a New Dimension of Security. A Fictional 

Concept or a Real Silent Threat?’ Vojenské Rozhledy 33 (1): 63–83. 

Ezzeddine, Fatima, Omran Ayoub, Silvia Giordano, et al. 2023. ‘Exposing Influence Campaigns in the Age 

of LLMs: A Behavioral-Based AI Approach to Detecting State-Sponsored Trolls’. EPJ Data 

Science 12 (1). https://doi.org/10.1140/epjds/s13688-023-00423-4. 

Firth, Joseph, John Torous, Brendon Stubbs, et al. 2019. ‘The “Online Brain”: How the Internet May Be 

Changing Our Cognition’. World Psychiatry 18 (2): 119–29. https://doi.org/10.1002/wps.20617. 

Frank Bajak. 2024. ‘U.S. Intelligence Agencies’ Embrace of Generative AI Is at Once Wary and Urgent’. 

PBS News, May 24. https://www.pbs.org/newshour/world/u-s-intelligence-agencies-embrace-of-

generative-ai-is-at-once-wary-and-urgent. 

Goecks, Vinicius G., and Nicholas Waytowich. 2024. ‘COA-GPT: Generative Pre-Trained Transformers for 

Accelerated Course of Action Development in Military Operations’. arXiv:2402.01786. Preprint, 

arXiv, March 28. https://doi.org/10.48550/arXiv.2402.01786. 

Goecks, Vinicius G., and Nicholas R. Waytowich. 2023. ‘DisasterResponseGPT: Large Language Models for 

Accelerated Plan of Action Development in Disaster Response Scenarios’. arXiv:2306.17271. 

Preprint, arXiv, June 29. https://doi.org/10.48550/arXiv.2306.17271. 

Goldstein, Josh A., Girish Sastry, Micah Musser, Renee DiResta, Matthew Gentzel, and Katerina Sedova. 

2023. ‘Generative Language Models and Automated Influence Operations: Emerging Threats and 

Potential Mitigations’. arXiv:2301.04246. Preprint, arXiv, January 10. 

https://doi.org/10.48550/arXiv.2301.04246. 

Hoffman, Frank G. 2007. Conflict in the 21st Century: The Rise of Hybrid Wars. Potomac Institute for Policy 

Studies. 

https://www.potomacinstitute.org/images/stories/publications/potomac_hybridwar_0108.pdf. 

Hogan, Daniel P., and Andrea Brennen. 2024. ‘Open-Ended Wargames with Large Language Models’. 

arXiv:2404.11446. Preprint, arXiv, April 17. https://doi.org/10.48550/arXiv.2404.11446. 

Hung, Tzu-Chieh, and Tzu-Wei Hung. 2022. ‘How China’s Cognitive Warfare Works: A Frontline 

Perspective of Taiwan’s Anti-Disinformation Wars’. Journal of Global Security Studies 7 (4). 

https://doi.org/10.1093/jogss/ogac016. 

Kaplan, Jerry. 2024. Generative Artificial Intelligence: What Everyone Needs to Know. Oxford University 

Press. 

Kereopa-Yorke, Benjamin. 2023. ‘ClausewitzGPT Framework: A New Frontier in Theoretical Large 

Language Model Enhanced Information Operations’. arXiv:2310.07099. Preprint, arXiv, October 

11. https://doi.org/10.48550/arXiv.2310.07099. 



 

 
 

 

84 

 
 

 

Lande, Dmitry, and Yuriy Danyk. 2025. ‘Competitive Artificial Intelligence in Information and Cyber 

Warfare’. SSRN Scholarly Paper No. 5084698. Social Science Research Network, January 6. 

https://doi.org/10.2139/ssrn.5084698. 

Lee, Sangkuk. 2014. ‘China’s “Three Warfares”: Origins, Applications, and Organizations’. Journal of 

Strategic Studies 37 (2): 198–221. https://doi.org/10.1080/01402390.2013.870071. 

Li, Lixu, Yaoqi Liu, Yong Jin, T. C. Edwin Cheng, and Qianjun Zhang. 2024. ‘Generative AI-Enabled 

Supply Chain Management: The Critical Role of Coordination and Dynamism’. International 

Journal of Production Economics 277 (November): 109388. 

https://doi.org/10.1016/j.ijpe.2024.109388. 

Lim, Gionnieve, Bryan Chen Zhengyu Tan, Kellie Yu Hui Sim, et al. 2025. ‘Sword and Shield: Uses and 

Strategies of LLMs in Navigating Disinformation’. arXiv:2506.07211. Preprint, arXiv, June 8. 

https://doi.org/10.48550/arXiv.2506.07211. 

Lorenz, Philippe, Karine Perset, and Jamie Berryhil. 2023. Initial Policy Considerations for Generative 

Artificial Intelligence. OECD Artificial Intelligence Papers. OECD. 

https://doi.org/10.1787/fae2d1e6-en. 

Lutz, Marlene, Indira Sen, Georg Ahnert, Elisa Rogers, and Markus Strohmaier. 2025. ‘The Prompt Makes 

the Person(a): A Systematic Evaluation of Sociodemographic Persona Prompting for Large 

Language Models’. arXiv:2507.16076. Preprint, arXiv, July 21. 

https://doi.org/10.48550/arXiv.2507.16076. 

Marcin Górnikiewicz, Szymon Mitkow, Ewa Sługocka, Aleksander Skrzypek. 2023. ‘The Methodology of 

the Russian-Ukrainian Conflict as a Trigger of the Evolution of Hybrid Information Operations’. 

Studia Wschodnioeuropejskie, no. 19.1. https://doi.org/10.31971/24500267.19.1. 

Meier, Raphael. 2023. ‘Social Media Influence Operations’. arXiv:2309.03670. Preprint, arXiv, September 7. 

https://doi.org/10.48550/arXiv.2309.03670. 

Musser, Micah. 2023. ‘A Cost Analysis of Generative Language Models and Influence Operations’. 

arXiv:2308.03740. Preprint, arXiv, August 7. https://doi.org/10.48550/arXiv.2308.03740. 

NATO. 2009. NATO Standard AJP-3.10 Allied Joint Doctrine for Information Operations. NATO 

Standardization Agency. 

NATO. 2014. NATO Standard AJP-3.10.1 Allied Joint Doctrine for Psychological Operations. B Version 1. 

NATO Standardization Office. 

NATO. 2015. NATO Standard AJP-3.10 Allied Joint Doctrine for Information Operations. A Version 1 with 

UK national elements. NATO Standardization Office. 

NATO. 2021. NATO Standard AJP-3.9 Allied Joint Doctrine for Joint Targeting. B Version 1. NATO 

Standardization Office. 

NATO. 2022. NATO Standard AJP-01 Allied Joint Doctrine. F Version 1 with UK national elements. NATO 

Standardization Office. 

NATO. 2023a. NATO Standard AJP-10 Allied Joint Doctrine for Strategic Communications. A Version 1. 

NATO Standardization Office. 

NATO. 2023b. NATO Standard AJP-10.1 Allied Joint Doctrine for Information Operations. A Version 1 

with UK national elements. NATO Standardization Office. 

NATO. 2024a. NATO Standard AJP-10.3 Allied Joint Doctrine for Military Public Affairs. A Version 1. 



 

 
 

 

85 

 
 

 

NATO Standardization Office. 

NATO. 2024b. ‘Summary of NATO’s Revised Artificial Intelligence (AI) Strategy’. NATO, July 10. 

https://www.nato.int/cps/en/natohq/official_texts_227237.htm. 

NATO. 2025a. NATO Standard AJP-3.19 Allied Joint Doctrine for Civil-Military Cooperation. B Version 1. 

NATO Standardization Office. 

NATO. 2025b. ‘Emerging and Disruptive Technologies’. NATO, June 25. 

https://www.nato.int/cps/en/natohq/topics_184303.htm. 

NATO Allied Command Transformation. 2024. ‘Allied Command Transformation Develops the Cognitive 

Warfare Concept to Combat Disinformation and Defend Against “Cognitive Warfare”’. NATO, July 

3. https://www.act.nato.int/article/cogwar-concept/. 

NATO Allied Command Transformation. 2025. ‘Cognitive Warfare’. NATO Allied Command 

Transformation. https://www.act.nato.int/activities/cognitive-warfare/. 

Neculcea, Cosmina-Andreea, and Florian Răpan. 2023. ‘Information Operations  ̶ Comparative Doctrinal 

Analysis’. Strategic Impact 84 (3–4): 68–79. https://doi.org/10.53477/1842-9904-22-17. 

Newman, Nic, Amy Ross Arguedas, Craig T. Robertson, Rasmus Kleis Nielsen, and Richard Fletcher. 2025. 

Reuters Insitute Digital News Report 2025. Reuters Institute for the Study of Journalism. 

https://doi.org/10.60625/RISJ-8QQF-JT36. 

OpenAI. 2025. ‘Introducing ChatGPT Agent: Bridging Research and Action’. July 17. 

https://openai.com/index/introducing-chatgpt-agent/. 

Oxford English Dictionary. 2025. Cognition, n. Oxford University Press, March. Oxford English Dictionary. 

https://doi.org/10.1093/OED/8247089327. 

Polychronis, Cole, and Marina Kogan. 2025. ‘Do Bots Do It Better? Analyzing the Effectiveness of 

Automated Agents in State-Sponsored Information Operations’. Proceedings of the International 

AAAI Conference on Web and Social Media 19 (June): 1574–85. 

https://doi.org/10.1609/icwsm.v19i1.35888. 

Proto, Lucas, Paula Lamoso-González, and Luis Bouza García. 2025. ‘The EU’s FIMI Turn: How the 

European Union External Action Service Reframed the Disinformation Fight’. Media and 

Communication 13 (May). https://doi.org/10.17645/mac.9474. 

Sallam, Malik, Kholoud Al-Mahzoum, Omaima Alshuaib, et al. 2024. ‘Language Discrepancies in the 

Performance of Generative Artificial Intelligence Models: An Examination of Infectious Disease 

Queries in English and Arabic.’ BMC Infectious Diseases 24 (1): 1–13. 178912792. 

https://doi.org/10.1186/s12879-024-09725-y. 

Sengar, Sandeep Singh, Affan Bin Hasan, Sanjay Kumar, and Fiona Carroll. 2024. ‘Generative Artificial 

Intelligence: A Systematic Review and Applications’. arXiv:2405.11029. Version 1. Preprint, arXiv, 

May 17. https://doi.org/10.48550/arXiv.2405.11029. 

Timm, Jasper, Chetan Talele, and Jacob Haimes. 2025. ‘Tailored Truths: Optimizing LLM Persuasion with 

Personalization and Fabricated Statistics’. arXiv:2501.17273. Preprint, arXiv, January 28. 

https://doi.org/10.48550/arXiv.2501.17273. 

Williams, Angus R, Liam Burke-Moore, Ryan Sze-Yin Chan, et al. 2025. ‘Large Language Models Can 

Consistently Generate High-Quality Content for Election Disinformation Operations’. PLOS ONE 

20 (3): e0317421. https://doi.org/10.1371/journal.pone.0317421. 



 

 
 

 

86 

 
 

 

WIPO. 2024. Patent Landscape Report: Generative Artificial Intelligence. Patent Landscape Reports. World 

Intellectual Property Organization. https://doi.org/10.34667/TIND.49740. 

Zhou, Guang-Xia, and Jing-Jing Yan. 2023. ‘Exploration of the Application of ChatGPT in Command and 

Control’. 2023 9th International Conference on Big Data and Information Analytics (BigDIA), 

December 15, 807–11. https://doi.org/10.1109/bigdia60676.2023.10429554. 

  


	Introduction
	1. Research Design and Methodology
	1.1 Research Framework
	1.2 Methodological Approach
	1.3 Analytical Framework
	1.4 Research Scope and Focus
	1.5 Literature Review and Analysis Process
	1.6 Validity and Limitations
	1.7 Contribution

	2. Cognitive Warfare
	2.1 Emergence of Cognitive Warfare
	2.2 Defining Cognitive Warfare
	2.3 NATO's Conceptualisation of Cognitive Warfare
	2.4 Role of Emerging Disruptive Technologies
	2.5 The Information Environment
	2.5.1 Physical Dimension
	2.5.2 Virtual Dimension
	2.5.3 Cognitive Dimension

	2.6 Operational Mechanisms of Cognitive Warfare
	2.6.1 Three Levels of Vulnerability
	2.6.2 Strategic Objectives
	2.6.3 Operational Mechanisms

	2.7 Challenges for Democratic Societies
	2.8 Future Implications of Emerging Disruptive Technologies

	3. Information Operations
	3.1 Evolution of Information Operations
	3.2 NATO's Information Operations Framework
	3.3 Defining NATO Information Operations
	3.4 Relationship to Strategic Communication
	3.5 Core Focuses of Information Operations
	3.5.1 Narratives
	3.5.2 Engagement
	3.5.3 Presence, Posture and Profile
	3.5.4 Audiences
	3.5.5 Information Activities

	3.6 Joint Functions
	3.7 Functions of NATO Information Operations
	3.7.1 Analyse
	3.7.2 Plan
	3.7.3 Integrate
	3.7.4 Engage
	3.7.5 Contribute to Joint Targeting
	3.7.6 Counter-Hostile Information Activities
	3.7.7 Assess
	3.7.8 Educate and Train

	3.8 From Traditional Operations to AI-Enhanced Capabilities

	4. Generative Artificial Intelligence
	4.1 Foundations of Artificial Intelligence
	4.2 Machine Learning and Deep Learning
	4.3 Understanding Generative AI
	4.3.1 Defining Generative AI
	4.3.2 Emergence Generative AI
	4.3.3 Natural Language Processing
	4.3.4 Generative AI Models
	4.3.4.1 Large Language Models
	4.3.4.1 Diffusion Models


	4.4 Capabilities of Generative AI
	4.4.1 Content Generation
	4.4.1.1 Text Generation
	4.4.1.2 Speech Synthesis
	4.4.1.3 Visual Content Generation
	4.4.1.4 Multimodal Content Generation

	4.4.2 Automation and Optimization
	4.4.2.1 Automation
	4.4.2.2 Scalability
	4.4.2.3 Speed Optimization
	4.4.2.4 Resource Optimization

	4.4.3 Contextual Adaptation and Intelligence
	4.4.3.1 Real-Time Adaptation
	4.4.3.2 Multilingual Capability
	4.4.3.3 Context-Aware Interaction

	4.4.4 Analysis and Decision Support
	4.4.4.1 Data Analysis
	4.4.4.2 Predictive Modelling
	4.4.4.3 Planning Support
	4.4.4.4 Intelligence Integration

	4.4.5 Human Mimicry and Deception
	4.4.5.1 Conversational Capability
	4.4.5.2 Identity Impersonation
	4.4.5.3 Behavioural Mimicry
	4.4.5.4 Personalised Targeting
	4.4.5.5 Social Role Simulation

	4.4.6 Amplification and Coordination
	4.4.6.1 Content Amplification
	4.4.6.2 Astroturfing
	4.4.6.3 Cross-Platform Coordination
	4.4.6.4 Swarm Behaviour

	4.4.7 Synthetic Environment Generation
	4.4.7.1 Synthetic Data Generation
	4.4.7.2 Scenario-Based Simulation
	4.4.7.3 Adversarial Training Capabilities


	4.5 Limitations of Generative AI
	4.6 From Capabilities to Operational Enhancement

	5. Enhancement of NATO Information Operations through Generative AI
	5.1 Analyse Function Enhancement
	5.2 Plan Function Enhancement
	5.3 Integrate Function Enhancement
	5.4 Engage Function Enhancement
	5.5 Contribute to Joint Targeting Function Enhancement
	5.6 Counter-hostile Information Activities Function Enhancement
	5.7 Assess Function Enhancement
	5.8 Educate and Train Function Enhancement

	6. Discussion
	Conclusion
	Summary
	List of References

