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This  thesis  examines  how  generative  artificial  intelligence  can  enhance  NATO information 
operations in the context of evolving cognitive warfare threats. The research employs a systematic 
literature  review  with  applied  analysis,  mapping  GenAI  capabilities  to  NATO's  eight  core 
information operations functions. Through heuristic categorisation, the analysis identifies seven 
categories of GenAI capabilities: content generation, automation and optimization, contextual 
adaptation  and  intelligence,  analysis  and  decision  support,  human  mimicry  and  deception, 
amplification and coordination, and synthetic environment generation. The results demonstrate 
that GenAI offers comprehensive enhancement potential across all Info Ops functions, addressing 
fundamental limitations in human cognitive capacity and processing speed. However, the research 
also identifies significant technical challenges including AI hallucinations, embedded biases, and 
data quality dependencies. The analysis reveals that while adversaries leverage AI for cognitive 
attacks with minimal constraints, NATO can integrate GenAI within existing doctrinal frameworks 
while preserving democratic values and human oversight. The findings suggest that revolutionary 
technologies need not require revolutionary organisational changes, as careful integration within 
established military structures provides a feasible path to capability enhancement. Future research 
should examine GenAI performance in operational environments and explore applications beyond 
the  operational  level.  This  research contributes  to  understanding how emerging technologies 
interact with military environment in an era where the cognitive dimension has become a critical 
battlefield.
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