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Abstract

Regarding its geographical position, Romania, as a member of both the EU and NATO,
plays a key strategic role for those alliances. With such a position, Romania is vulnerable to
hybrid threats, including cyberattacks and information operations such as disinformation
operations, as the Romanian 2024 elections have illustrated. Those elections served as an
example of foreign influence operations occurring principally in the social media sphere.
Moreover, the increasing rise of new social media such as TikTok has made such social
platforms a potential tool for political objectives. This paper investigates how algorithmic
infrastructures facilitate foreign influence disinformation operations by focusing on the
Romanian 2024 election. It asks how these digital mechanisms were operationalised and what
role they played in shaping electoral narratives and public operations. To do so, we relied on
the Romanian case study and on open-source intelligence, content analysis, and discourse
analysis to examine digital interference. Lacking backend platform data, the study focuses on
publicly available coordination patterns, influencer activity, and narrative propagation across
TikTok and other social media platforms.

The findings reveal that TikTok’s algorithm amplified emotionally charged disinformation,
prioritising content based on high engagement rather than credibility. Influencers were covertly
mobilised to disseminate nationalist and anti-Western narratives, often blurring entertainment
with political messaging. Coordination and financing occurred through opaque, off-platform
channels such as Telegram and Discord, complicating transparency. Despite clear signs of
manipulation, platform governance structures failed to detect or mitigate these efforts.
Romanian intelligence reports and narrative alignment patterns further indicated likely Russian
strategic involvement, consistent with prior influence operations targeting democratic processes
in other states. Also, this study extends platform governance theory by highlighting algorithmic
design as a vector of manipulation, enriches framing theory through narratives spread on social
media platforms and reinforces power dynamics literature by exploring the role of algorithms
and information in digitally mediated destabilisation in an electoral context.

This study calls for urgent reforms in algorithmic transparency, influencer disclosure, and social
media platforms’ accountability and responsibility. Romania’s 2024 elections serve as an
example highlighting Eastern Europe’s vulnerability to such influence operations and

disinformation campaigns and the need for proactive regulatory intervention.

Abstrakt
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Vzhledem ke své geografické poloze hraje Rumunsko jako ¢len EU i NATO kli¢ovou
strategickou roli pro tyto aliance. Diky této pozici je Rumunsko zranitelné vici hybridnim
hrozbam, vcetné kybernetickych utokt a informacnich operaci, jako jsou dezinformacni
operace, jak ukdzaly rumunské volby v roce 2024. Tyto volby byly pfikladem zahrani¢nich
vlivovych operaci, které¢ se odehravaly piedev§im v oblasti socidlnich médii. Navic rostouci
popularita novych socidlnich médii, jako je TikTok, ucinila z téchto socialnich platforem
potencidlni nastroj pro politické cile. Tento ¢lanek zkoumad, jak algoritmické infrastruktury
usnadiiuji zahrani¢ni vlivové dezinformacni operace, a to se zaméfenim na rumunské volby v
roce 2024. Pta se, jak byly tyto digitdlni mechanismy uvadény do praxe a jakou roli hraly pii
formovani volebnich narativii a vefejnych operaci. K tomu jsme se opirali o rumunskou
pripadovou studii a o informace z otevienych zdroji, analyzu obsahu a analyzu diskurzu,
abychom prozkoumali digitdlni interference. Vzhledem k nedostatku dat z backendové
platformy se studie zamétuje na vetejné dostupné koordinacni vzorce, aktivity influencert a
Sifeni narativi na TikToku a dalSich socialnich médiich.

Zjisténi ukazuji, ze algoritmus TikToku zesiloval emociondlné nabité dezinformace a
upiednostiioval obsah na zaklad¢ vysoké miry zapojeni spiSe neZ na zaklad¢é divéryhodnosti.
Influenceri byli tajné mobilizovani k Sifeni nacionalistickych a protizdpadnich narativi,
piicemz cCasto stirali hranice mezi zdbavou a politickymi sdélenimi. Koordinace a financovani
probihaly prostfednictvim neprtthlednych kandlt mimo platformu, jako jsou Telegram a
Discord, coz komplikovalo transparentnost. Navzdory jasnym znamka&m manipulace se
struktury spravy platformy nedokazaly tyto snahy odhalit ani zmirnit. Rumunské zpravodajské
zpravy a vzorce sladéni narativli dale naznaCovaly pravdépodobnou strategickou ucast Ruska,
coz je v souladu s pfedchozimi operacemi ovlivilovani zaméfenymi na demokratické procesy v
jinych statech. Tato studie také rozSifuje teorii spravy platformy tim, Ze zdUraziuje
algoritmicky design jako vektor manipulace, obohacuje teorii rdmcovani prostfednictvim
narativi Sifenych na socidlnich médiich a posiluje literaturu o dynamice moci tim, ze zkouma
roli algoritmt a informaci v digitalné€ zprostiedkované destabilizaci v kontextu voleb.

Tato studie vyzyva k urgentnim reformdm v oblasti transparentnosti algoritmil, zvefejiiovani
informaci o influencerech a odpovédnosti a zodpovédnosti socidlnich médii. Rumunské volby
v roce 2024 slouzi jako piiklad zdGraziujici zranitelnost vychodni Evropy vici takovym

operacim ovliviiovani a dezinforma¢nim kampanim a potiebu proaktivniho regulacniho zésahu.
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Introduction.

Romania represents a strategic position on NATO’s Eastern flank because it shares
borders with Ukraine, Moldova, is by the Black Sea and maintains a complex historical
relationship with Russia. As a member of both the European Union and NATO, Romania is
seen as a critical security partner in the Black Sea Region, particularly after Russia invaded
Ukraine in 2022. This alignment makes it a geopolitical target for destabilisation efforts. Its
domestic political volatility, media fragmentation, and ongoing institutional challenges further
increase its vulnerability to covert threats, including foreign interference. These factors position
Romania as a vulnerable target for adversaries seeking to undermine Euro-Atlantic cohesion in
the Eastern Europe region, notably through algorithmic-driven influence operations.
Mentioning algorithms, the past decade has seen profound transformations, digitally speaking.
With today’s domination of social media and the ongoing shift from states to invest in the cyber
domain as a military and state-interest strategy, the way political messages are crafted,
disseminated on social media platforms such platforms inherently becomes a central
battleground for influence. Unlike traditional media, or on a different scale, social media, such
as TikTok, algorithm prioritises emotionally engaging, high-frequency content over accuracy,
reliability or credibility, allowing political messaging to go viral rapidly. The visual, informal
and participatory nature of social media makes it ideal for distributing subtle ideological
messages. As traditional information gatekeepers weaken, social media platforms have become
central in the information environment and can thus have an impact on political discourses.
Since the 2016 U.S. presidential election, disinformation has evolved into a sophisticated tool
of political disruption. That election exposed how foreign actors could use social media to
manipulate public opinion, amplify polarisation, and undermine trust in democratic institutions.
Other elections, such as in France in 2017, demonstrate how algorithmic amplification and
coordinated digital influence campaigns can shape electoral outcomes. These developments
showcase a paradigm shift: electoral integrity could now be compromised by the use of tailored
content, bots, and influencers. Such context has turned disinformation and influence operations
into a potential global governance crisis, especially in countries where media and institutions
are under pressure. The 2024 Romanian presidential election saw the unexpected rise of
marginalised candidate Calin Georgescu, whose campaign focused essentially on TikTok

through coordinated activity and affective-strained narratives. Georgescu’s digital presence was
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amplified by complex algorithmic-driven strategies. His positions echoed Russia’s interests
with anti-EU, anti-NATO, pro-sovereignty narratives, suggesting signs of Russian-linked
interference in his campaign, positioning it as a case study in how disinformation, influencers,

and algorithms can be used to destabilise democratic processes from within.

A growing body of scholarship has explored the rise of electoral disinformation as a tool of
political disruption, particularly since the 2016 U.S. election. Researchers such as Bennett &
Livingston (2018) have examined how disinformation campaigns aim to undermine
institutional trust, often using emotion-led narratives and algorithmic amplification. Other
studies have shown how state and non-state actors deploy disinformation as part of broader
geopolitical strategies (Marek, 2019), especially in contested regions. Platform governance has
also become a key research area, with scholars like Gillespie (2018) and Gorwa (2019)
analysing how content moderation, algorithmic design, and regulatory gaps affect the spread of
harmful content online. However, much of this work has focused on major Western
democracies and larger, more traditional social media such as Facebook or X. While these
studies have highlighted the structural vulnerabilities of digital ecosystems, they have
overlooked more recent platforms such as TikTok, the implication of influencers in
disinformation campaigns and the impact of such operations in other regions, under-studied
regions. As such, there is a pressing need to extend the research to new contexts, platforms, and
technologies, particularly in light of the increasing sophistication and regional targeting of
disinformation campaigns. Despite the growing scholarship on digital disinformation, three
critical areas remain under-explored, as mentioned above. First, the role of TikTok in electoral
interference. As one of the fastest-growing platforms, especially among youth, TikTok’s
algorithmic design and content system differ significantly from older platforms, yet few studies
have systematically analysed its use in political manipulation. Second, the lack of focus on
Eastern Europe in this domain. While countries like the U.S., France and Germany have been
extensively studied, smaller Eastern European democracies remain under-analysed despite
being the prime target for disinformation operations. Third, influencers’ roles in disinformation
campaigns have received little attention from academics. While some literature exists on
influencer marketing and opinion leadership, few studies have examined how influencers are
covertly instrumentalised for political aims — often bypassing regulatory scrutiny. These gaps

hinder our understanding of how digital influence campaigns evolve in diverse geopolitical
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settings. This thesis aims to address these omissions by focusing on TikTok, Eastern Europe
and particularly Romania, and exploring influencer roles in such political events. Many
existing studies on disinformation and electoral interference remain policy-oriented or focused
on major powers. However, most revealing insights often come from grounded, empirical case
studies, especially in smaller, geopolitically vulnerable democracies, where institutional
vulnerability and media fragmentation make such countries disproportionately affected by such
threats. Romania is an EU and NATO member, bordering the Black Sea, Ukraine and Moldova,
which can exemplify such vulnerabilities, combining internal instability with strategic
geopolitical importance. Studying cases like Romania allows scholars to observe how platform
governance failure, influencer manipulation and algorithmic disinformation manifest in real-
world electoral contests. Also, studying Romania can inform regional risk assessments for
neighbouring countries such as Moldova, Bulgaria and Serbia. This study directly addresses
the aforementioned research gaps by combining concepts with empirical specificities, showing
how algorithmic infrastructures, influencer networks, and geopolitical strategy converge to

undermine democratic processes.

This thesis aims to investigate how algorithmically driven disinformation shapes foreign
influence operations, focusing on the Romanian 2024 elections as a case study. It seeks to
understand how emerging platforms like TikTok, with their opaque algorithms and
engagement-based content delivery systems, are exploited to manipulate public opinion, disrupt
democratic processes and serve geopolitical agendas — particularly those aligned with Russian
strategic interests in Eastern Europe. This research will focus on one objective: unpacking the
mechanisms by which digital infrastructures, specifically social media algorithms and
influencer-driven communication, facilitate foreign influence in elections. It also aims to assess
the broader implications for democratic resilience and regional stability, especially in contexts
where institutional safeguards may be limited or under pressure. We aim to pursue several
objectives tied to this: analysing the structure of the narratives of disinformation campaigns
observed during Romania’s 2024 election — especially those that undermined electoral
legitimacy, promoted geopolitical polarisation or challenged Romania’s Euro-Atlantic
orientation, to examine how TikTok’s algorithm amplified specific content, using engagement
metrics, trending indicators, and coordination patterns as evidence of potential algorithmic-

focused strategies, to investigate the covert use of influencers in these operations, assessing
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their emotional framing strategies, dissemination patterns, and role in astrosrufed amplification,
to evaluate the role — and failure — of platform mechanisms, using Romania as a test case for
EU-level regulation, and finally to explore the consequences for regional stability, including
erosion of institutional trust, fragmentation of public discourse, and growing susceptibility to
external influence in neighbouring states. This research aims to provide both empirical insights
into algorithmic interference and theoretical contributions to platform governance, framing, and

international power dynamics.

This thesis is guided by two central research questions, which frame its empirical and
theoretical investigations: how do algorithmic infrastructures facilitate foreign disinformation
operations in electoral contexts? How did these dynamics manifest in the case of Romania’s
2024 presidential election? The first question interrogates the structural and technological
conditions that allow disinformation to circulate and gain traction — particularly the role of
platform algorithms in amplifying politically charged or deceptive content. It also explores how
influencers, increasingly prominent as political vectors, are mobilised — often covertly — to
inject emotionally resonant and ideologically framed content into algorithmically curated feeds.
The second question grounds the inquiry in a concrete empirical setting: the Romanian 2024
election. It investigates how disinformation actors, including suspected Russian-linked
networks, used TikTok’s algorithmic mechanics and influencer infrastructure to shape electoral
discourse, amplify marginalised narratives, and challenge Romania’s Western political
alignment.

These questions are underpinned by three assumptions: algorithmic logic, particularly on
platforms like TikTok, prioritises engagement over accuracy, making disinformation
structurally more visible and viral than verified content. Influencers function not only as cultural
intermediaries but as political vectors whose affective credibility can be strategically used in
electoral interference. Platform governance mechanisms remain insufficient — especially in
smaller, geopolitically sensitive democracies — where enforcement, transparency, and local risk
calibration are weak. Together, these questions and assumptions position the Romanian election
as a critical case for analysing the intersection of technology, power, and disinformation — while

contributing to broader debates on democratic resilience in the age of algorithmic politics.

This study adopts a qualitative case study approach focused exclusively on the Romanian 2024
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election, as mentioned earlier. A strategically selected event that offers insight into how
algorithmic platforms can be leveraged for foreign electoral influence. The research does not
aim to generalise across all electoral contexts but rather to provide an in-depth, contextualised
understanding of how digital manipulation manifests in a geopolitically vulnerable EU member
state. The study's primary focus is on TikTok, which played a central role in shaping the
visibility and virality of pro-Georgescu content. The platform’s algorithmic infrastructure and
user dynamics form the core analytical lens. However, the study also includes brief references
to recycled Facebook pages and their role in sustaining engagement loops. Several
methodological limitations must be acknowledged, and we will develop them further in this
paper. First, the research was conducted without access to TikTok’s databases, sets, restricting
the ability to verify precise reach, engagement metrics, or content ranking mechanisms. Thus,
the analysis relies on a combination of open-source materials and publicly available intelligence
assessments. While triangulated for credibility, these sources may present partial views or lack
technical depth. Additionally, the research does not claim to establish a definitive causal
relationship between content exposure and voter behaviour. Rather, it identifies patterns of
coordination, amplification, and narrative alignment that strongly suggest strategic
manipulation. This pattern-based approach is appropriate for studying influence operations but
remains limited in its ability to determine individual-level persuasion or electoral impact with
statistical certainty. Despite these constraints, the case offers valuable insights into
contemporary disinformation dynamics, platform vulnerabilities, and the evolving nature of

digital influence in electoral settings.

This thesis holds both academic relevance and practical relevance in the context of evolving
digital influence operations, democratic vulnerability, and regional geopolitical volatility. By
examining the Romanian 2024 presidential election as a case study, the research bridges
theoretical innovation with real-world applicability. It advances the field of platform
governance by shifting the analytical lens from surface-level policy enforcement to the
algorithmic architecture that underpins content distribution. Existing research often focuses on
moderation failures or legal frameworks, but this thesis demonstrates that the structural design
of social media platforms like TikTok — optimised for engagement over veracity — creates
systemic conditions that privilege disinformation. It suggests that governance solutions must

address not only platform policies but also the invisible logics of recommendation systems that
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drive virality. From a practical view, the study addresses a growing crisis in digital electoral
integrity. It provides insights for governments, civil societies and platform providers on how
disinformation campaigns operate in smaller, digitally vulnerable democracies. By mapping the
techniques used — algorithmic exploitation, influencer mobilisation, and off-platform
coordination — it offers concrete tools for early detection and response. This paper also
identifies critical areas where regulatory intervention is urgently needed. These include
platform transparency measures, such as public-facing algorithm audits; stricter influencer
declaration requirements during electoral periods; and end TikTok-specific oversight
mechanisms that are tailored to the platform’s unique architecture and demographic reach. Such
reforms are especially vital given TikTok’s growing political influence among the youth.
Finally, the research underscores the broader risks to regional stability in Eastern Europe.
Romania, situated at the geopolitical fault line between Western institutions and Russian
influence, serves as an alarm for neighbouring states like Moldova, Bulgaria and Serbia. The
findings suggest that the failure to address digital disinformation in one election can have
spillover effects, destabilising not just national political but also broader regional alignments
and democratic trajectories. In sum, this thesis contributes to interdisciplinary academic debates
while offering timely and policy-relevant analysis for securing electoral processes in this

algorithmic age.

This paper is organised into six sections, each building upon the last to develop a comprehensive
analysis of algorithmic disinformation and foreign influence in the Romanian 2024 election.
The first section is about the literature review, surveying the existing body of scholarship on
disinformation, platform governance, and international political influence. It highlights key
debates, identifies gaps and sets the foundation of the research focus. The second section is the
theoretical framework. It presents the conceptual tools used in the analysis. It focuses on
framing theory, platform governance and power dynamics, offering an interdisciplinary lens to
examine how influence is constructed, amplified and embedded in digital infrastructures. The
third part is the methodology part, outlining the research design, explaining the qualitative case
study approach and data collection methods. It details the use of open-source intelligence,
content analysis, and discourse analysis to uncover coordination patterns and narrative
strategies. Then we have the empirical findings part presenting the key themes and evidence

from the Romanian case, including algorithmic amplification, influencer instrumentalisation,
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covert coordination and geopolitical alignment. Following this, the discussion part, to interpret
these findings concerning the theoretical framework, highlights how the Romanian case extends

current models of digital disinformation.

Literature Review.

The following literature review aims to gain a deeper comprehension of the impact of
algorithmically driven foreign influence operations, particularly concerning disinformation
campaigns on social media platforms, while exploring the implications of these operations on
a geopolitical level, with a focus on Eastern Europe. We aim to provide greater clarity on the
concepts of disinformation, misinformation, and foreign influence, including how these
phenomena are defined, conceptualised, and studied. This allows us to highlight the importance
of understanding such concepts to analyse the impact of algorithmically driven influence
operations and the role of social media platforms and algorithms. This literature review also
offers more empirical insights by exploring case studies to provide insights into election
interference, cyber operations, and the use of social media platforms in influence campaigns.
The review focuses mainly on Eastern Europe, with a specific emphasis on the Romanian
presidential election in December 2024. Such a focus helps to narrow down the analysis and
provide a more detailed understanding and research on the regional dynamics and implications
of foreign influence operations. However, we also mention other case studies and empirical
data that occurred outside this geographical scope.

This literature review is structured around three parts: we will first address the key themes and
concepts of influence and information, the role of technology and algorithms in foreign
influence, and the geopolitical context in Eastern Europe. Then, we will discuss the main
empirical study, which is the Romanian elections in December 2024, but we will also mention
other case studies. Finally, we will examine the gaps in the literature and identify which gaps

we aim to address.
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Key Themes & Concepts.

Defining and Conceptualising Influence and Information.

It is difficult to find a consensus around the definitions of concepts such as influence
and interference. Some argue that differentiating between foreign influence and foreign
interference is not pertinent (Henschke et al., 2020; Hammond-Errey, 2019), while others
contend that failing to differentiate them and not finding a proper definition could lead to an
inhibition of freedom of expression or undermine the protection of democracies. For the
European Council, foreign interference can take the form of disinformation campaigns, cyber-
attacks, and direct or indirect financial support (Berzina and Soula, 2020). Others emphasise
the intentions behind foreign interference, stating that it occurs to undermine democratic
processes and disrupt critical infrastructures, thereby stimulating the target state to alter its
behaviour and/or destabilising the target state to induce weaknesses (Dowling, 2021). However,
most scholars agree that disinformation, misinformation, and cyber-attacks are tools of
influence (Bentzen, 2018).

Disinformation and misinformation are as complex to define as influence. The primary
challenge with disinformation and misinformation lies in their interactions with other related
concepts. Researchers generally agree on their definitions: disinformation is false information
deliberately created or altered to harm a specific target, whereas misinformation is false
information not intended to cause harm or deceive (Lanoszka, 2019; Wanless & Pamment,
2019; Fallis, 2015; Shu et al., 2021; Wardle & Derakhshan, 2017; Aimeur et al., 2023). Despite
this consensus on core definitions, the challenge arises in assimilating and differentiating these
concepts from closely related ones, such as propaganda and fake news.

According to the Collins English Dictionary, fake news is false and often sensational
information disseminated under the guise of news reporting. Some scholars categorise fake
news as a component of disinformation (Shu et al., 2021), while others differentiate between
the two, arguing that disinformation can be a component of fake news (Molina et al., 2021).
These disparities stem from a lack of rigorous definition concerning fake news, rendering it
inadequate for describing the concepts of misinformation and disinformation (Wardle &
Derakhshan, 2017). For instance, while fake news often refers to fabricated stories presented as
news, disinformation encompasses a broader range of deceptive practices, including the

manipulation of genuine information.
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As Bennett & Livingston (2018) aptly highlight, the term 'fake news' tends to frame the issue
as an isolated incident. In contrast, 'disinformation' refers to more systematic disruptions of
authoritative information flows resulting from strategic deceptions. This systematic nature of
disinformation involves coordinated efforts to disseminate false information, often through
multiple channels and over extended periods. Therefore, analysing issues through the lens of
disinformation enables us to confront concerns related to political institutions and democracy.
Another confusing aspect of the definition of disinformation relates to intent, particularly when
differentiating it from propaganda. Propaganda primarily relies on its political nature, aiming
to influence a target audience as desired by the propagandist (Wanless & Pamment, 2019;
Jowett & O’Donnell, 2014). A key difference is that propaganda does not necessarily involve
false information (Stanley, 2015; Wanless & Pamment, 2019). It can employ truthful
information presented in a biased or misleading manner to achieve its goals. Like
misinformation, disinformation can serve as a tool for propaganda, helping to define the
objectives of its use and elucidate how propagandists aim to achieve their ends. For example,
during political campaigns, propaganda might involve presenting selective truths about a
candidate's achievements while omitting any failures. In contrast, disinformation might involve
fabricating stories about an opponent's misconduct. Both strategies aim to influence public
opinion, but they do so through different means. Thus, disinformation is a complex

phenomenon with significant impacts on political institutions.

Our contemporary information environment has undergone significant changes from what we
are accustomed to. Easy access to a wide range of information, the way we consume it, the
speed of information dissemination, and other factors all impact how disinformation is created
and spread. To understand any example of information disorder, Wardle and Derakhshan (2017)
suggest dividing it into three phases: creation, production (publication), and distribution
(sharing the information). During the creation phase, motivations can vary significantly
depending on the actor involved; they could be financial, ideological, for entertainment, etc.
(Wardle & Derakhshan, 2017). However, there are more studies available on the dissemination
of disinformation. Bots are not efficient at creating disinformation, but they can effectively
publish and distribute it. For some scholars, the use of bots is a widespread method in the
dissemination of disinformation (Wardle & Derakhshan, 2017). Indeed, robots accelerate the

spread of information (Aimeur et al., 2023), but they do so regardless of whether the
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information is true or false (Vosoughi et al., 2018). Humans are more likely to spread
misinformation or disinformation (Vosoughi et al., 2018; Aimeur et al., 2023). Thus, we should
ask ourselves what mechanisms come into play to produce such results.

Within psychology, some scholars argue that an individual must temporarily accept a statement
as true to comprehend it. Moreover, it has been proven that information initially accepted as
valid but later found to be incorrect can have a lasting influence on an individual's memory and
reasoning (Ecker et al., 2014). This impact on memory and reasoning becomes even more
concerning when considering the role of other factors, such as reliance on existing knowledge,
feelings of familiarity, and fluency (Lewandowsky et al., 2012), which can reinforce this effect.
Cognitive bias plays an important role; if the information is perceived as inappropriate, the
individual is more likely to correct it or at least adopt a more critical stance (Ecker et al., 2014).
Furthermore, as straightforward as it may seem, individuals also filter the types of information
and subjects they wish to engage with, particularly on social media, where the options are so
plentiful that they tend to remain within their comfort zone (Sunstein, 2017; Shin et al., 2018).
This phenomenon, called confirmation bias, occurs when an individual, strongly influenced by
social norms and the coherence of claims with their belief system, is more likely to accept or
reject a claim (Vicario et al., 2016). The diminished capacity to critically evaluate information
that one may not initially endorse, combined with the filtering that individuals engage in during
their daily lives, also exacerbates another issue: polarisation.

One of the most frequently cited challenges concerning disinformation is political polarisation,
which can perpetuate disinformation (Tucker et al., 2018; Benkler et al., 2018; Sunstein, 2017)
and can itself be reinforced by disinformation (Tucker et al., 2018). As highlighted by Sunstein
(2017), several mechanisms underlie polarisation, such as arguments increasingly leaning in
the same direction, which weakens public debate, a vital component of healthy institutions and
democracy. Other contributing factors include concerns about reputation and the rise of
extremism, which heavily utilise information deception (including disinformation), particularly
among the extreme right and alt-right (Bennett & Livingston, 2018). Furthermore, the systemic
aspect of disinformation is thoroughly explored in the disinformation literature (Tenove, 2020;
Wardle & Derakhshan, 2017; Morgan, 2018; Benkler et al., 2018). While some authors, such
as Lanoszka (2019), are cautious about the actual impact of disinformation, suggesting that the
strategic effects of disinformation campaigns are often exaggerated, many scholars agree that

disinformation does indeed affect institutions and democracy. One noted impact is the influence
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of disinformation on political engagement (Tucker et al., 2018). According to Wardle and
Derakhshan (2017), the complexity and scale of what they term "information pollution"—
emphasising disinformation—can make people feel powerless and lead to political

disengagement when confronted with conspiracy theories.

Many articles are dedicated to finding solutions for the detection and mitigation of
disinformation. However, no absolute consensus has been reached due to the wide variety of
forms and types that information deception can take, making it very challenging. Aimeur et al.
(2023) identified three main approaches to detecting information deception. The first approach
1s news content-based. This method uses information extracted from the content, such as text
and multimedia, and attempts to detect information disorder through techniques like machine
learning, deep learning, natural language processing, fact-checking, crowdsourcing, or
blockchain (Aimeur et al., 2023). Artificial Intelligence is widely used to extract the most
relevant information for analysis, making this approach efficient in reducing data size. The
second approach is social context-based. This method prioritises information based on social
context, such as sources, dates, and whether other social platforms report the same information.
It aims to provide additional information to help detect fake news. This approach tends to be
either more user-based, focusing on user profile information and behaviour, or network-based,
focusing on information from the properties of the social network, such as news propagation
paths and diffusion patterns (Aimeur et al., 2023). The third approach combines the first two,

leveraging both content and social context to enhance the detection of disinformation.

The Role of Technology and Algorithms in Foreign Influence.

Artificial Intelligence (Al) is a difficult concept to define. Among scholars, there is no
universal and precise definition. The primary challenge lies in defining intelligence itself. A
simple entry definition of Al could be that Al involves machines that display intelligent
behaviour (Meitiner and Seneviratne, 2020). Ghosh and Thirugnanam (2021) attempt a more
precise definition by assessing that Al is "a domain of computer science which deals with the
development of intelligent computer systems, which are capable of perceiving, analysing, and
reacting to inputs" (2021: 23). Al has several branches, one of which is Machine Learning (ML).
ML is a branch of Al that focuses on systems that learn and improve from experience (Meitiner

and Seneviratne, 2020). It can learn from data and improve automatically; thus, the more data
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there is, the more the machine can learn and improve (Ghosh and Thirugnanam, 2021). Another
branch of Al worth mentioning is Natural Language Processing (NLP). NLP allows computers
to understand, interpret, and respond to human language (Kumar, 2025). It is the connection
between human natural language and computer data processing. Within NLP systems, Large
Language Models (LLMs) are prominent. LLMs are text-to-text systems that generate new texts
through statistical sampling; they predict the next word based on prior embedded
representations (Atkinson-Abutridy, 2024).

Whether Al, particularly LLMs, can mimic human behaviour is highly debated in academic
fields (Cuskley et al., 2024; Solaiman et al., 2019). What is at stake in such debates is the ethical
issue of mimicking human behaviour and the potential social impacts of such a phenomenon.
Concerning disinformation, many scholars argue that Al will exacerbate the volume, speed,
diversity, and virality of disinformation campaigns (Sedova et al., 2021). Still, it can also help
to better understand the technological development of Al. Indeed, the question remains
unanswered as to whether Al will be able to mimic human behaviour; there is no doubt about
its use within influence operations (Sedova et al., 2021; Bradshaw et al., 2021). Many different
kinds of algorithms are used in influence operations, specifically for disinformation campaigns.
LLMs and other Al-related tools can be used to generate content to disseminate on social media
(Weidinger et al., 2021; Sedova et al., 2021), but also Machine Learning (ML) to generate
untraceable avatars or the creation of social bots to emphasise the massive spread of content
(Sedova et al., 2021). However, while some scholars consider that Al will be intensively used
in disinformation and influence campaigns and that we might move to fully Al-driven
campaigns because of the potential benefits (i.e., lower costs, speediness) (Solaiman et al.,
2019), many others argue that a fully Al-driven foreign influence campaign would not be
preferable (Shen et al., 2024; Musser, 2023); human-curated interventions remain the most
privileged option at the moment, especially when it concerns computational propaganda
(Bradshaw et al., 2021).

Musser (2023) argues that the use of language models to generate misinformation is cost-
effective compared to purely manual content generation; however, the most cost-effective
combination, concerning content generation, is the human-machine team. Indeed, if the quality
of the posts and messages does matter, it is preferable to adopt a human-machine combination,
especially if the actor uses fine-tuned small, lightweight API models (still, the models must

produce usable outputs at least 1 out of 4 times). Thus, it necessitates human intervention on
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the outputs (Musser, 2023), particularly if LLMs have a limited ability to deal with spoken
language inputs and speech-to-text transcription (Cuskley et al., 2024), which is an important
aspect when it concerns politics, and thus foreign influences as well, plus the efficiency
disparity between different languages (Al being highly performative in English) (Cuskley et
al., 2024; Weidinger et al., 2021). Furthermore, keeping human intervention within a
disinformation campaign helps to undermine detection and thus avoid striking (Sedova et al.,
2021). However, these studies focus solely on LLMs and content generation. Online foreign
influence campaigns employ a wide variety of tactics, including the use of bots, creation of fake
accounts, cyber hijacking, and the use of trolls (Martin et al., 2022).

The structure of the internet facilitates the rapid spread of disinformation (Vicario et al., 2016),
making disinformation on social media a significant issue, as noted by the World Economic
Forum (Shin et al., 2018; Vicario et al., 2016). The most targeted social media by influence
operations are X, Facebook, and Instagram (Martin et al., 2022). Disinformation campaigns on
Facebook and X are widely discussed in academic domains. However, an actual core
component of social media is understudied within the context of foreign influence: influencers.
Sedova et al. (2021) do mention the use of "key individuals" such as verified influencers on
social media to emphasise increasing distribution. Influencers who would likely benefit
themselves from the use of Al, especially ML and NLP techniques, within their campaigns to
increase their effectiveness by improving influencers' identification, sentiment analysis
(audience's reactions to the posts), and engagement prediction (Joshi et al., 2022). Social media
algorithms are already tuned to a high-engagement logic that tends to analyse users' behaviour
and rank content based on metrics such as likes, comments, shares, hashtags, and timelines
(Awasthi, 2025). Thus, it is easy to consider the efficient use of influencers, who can reach a
wide audience in a remarkably short time, within the context of foreign influence and
disinformation campaigns, driven by Al and NLP.

Additionally, scholars raise the issue of the detection of LLMs and generated content. Many
argue that it will become increasingly harder to detect (Shen et al., 2024; Solaiman et al., 2019).
As underlined by Solaiman et al. (2019), the complexity of developing Al detection techniques
lies in the fact that the adversary is compelled to develop better systems for generation. Thus,
one of the mentioned solutions is to focus on metadata (e.g., time taken to write a text, IP
address, etc.). However, there are no strong conclusions about automated detection yet. Al has

already raised concerns, especially in the political domain, regarding ethical considerations,
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privacy, influence, etc. (Marwala, 2024).

Al in strategic decision-making and foreign policy is already a reality. AI models in national
security applications (Atalan et al., 2025), such as StateChat or ChatGPT Gov (Edwards, 2025),
do exist. Some authors are not overly optimistic about such use of Al. Atalan et al. (2025) state
that while these models are capable digital assistants, they are incapable of critical foreign
policy decision-making. Al models tend toward escalation in crisis scenarios, especially the
widely used ones (Atalan et al., 2025). One of the conclusions of their research is that Als have
difficulties following the context; the political domain, especially in our century, shifts rapidly,
and thus, Als lack contextual awareness. On the other side, some think, like Mark Freeman,
that these kinds of Al tools could support conflict resolution by providing shorter framework
agreements, which, according to him, produce more successful outcomes (Neuman, 2025).
Moreover, such Al trains on publicly available data, but still, information on countries such as
North Korea or Russia is merely published, while democracies tend to be much more
transparent (Neuman, 2025). Thus, Al does not have enough data to fully emphasise the context
and the potential reaction of authoritarian regimes, for example, and can lead to wrong

suggestions.

Geopolitical Context: Eastern Europe, the EU, Russia, and NATO.

Central and Eastern Europe (CEE) is a particularly complex region, a fact that is not a
recent development due to its history and diversity. However, today's situation in CEE is highly
related to the legacy of the World Wars and especially the Cold War (Ryszard Zigba, 2023).
Thus, today, CEE is overlooked by both the West and Russia, which seek to build and
strengthen their influence in this region. After regaining their sovereignty and independence,
most of the CEE countries chose the pro-Western option concerning foreign and security policy
(Ryszard Zigba, 2023), which has resulted in an expansion of the North Atlantic Treaty
Organisation (NATO) and the European Union's (EU) influence within the region. This
expansion has not been well received by Russia, which sees it as a threat to its integrity and
security (Ryszard Zigba, 2023; Rohman et al., 2021). Additionally, this region has strategic
importance thanks to its geographical position and its proximity to the Middle East and Asia,
which can serve commercial and energy purposes, for example. However, most countries within
this region face economic and political struggles, which weaken the stability of the region and

make it a "playground for power games" (Erler, 2019, in Panagiotou, 2020), especially in the
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Balkans (Kutllovci and Ceku, 2024; Panagiotou, 2020). These power games are primarily
between the West (NATO and the EU) and Russia.

In the CEE, eleven countries are part of the EU (Estonia, Lithuania, Latvia, Poland, the Czech
Republic, Slovakia, Slovenia, Hungary, Croatia, Romania, and Bulgaria), and ten are
candidates (Serbia, Kosovo, Montenegro, Albania, Turkey, Bosnia-Herzegovina, Ukraine,
Moldova, Georgia, and North Macedonia) (Federal Ministry Economy, Energy, and Tourism
Republic of Austria, 2022). Thus, all countries in the CEE are engaged in some way with the
EU. The EU focuses essentially on economic and democratic criteria and does not directly
represent a military threat, especially in regard to Russia. Thus, its expansion to countries such
as the Baltic has not been seen as threatening as NATO's expansion, for example, but is still
considered to hinder Russia's efforts in the region. Still, concerning the Balkan region, Russia
tries to strengthen its presence (Panagiotou, 2020; Ryszard Zigba, 2023) since this region can
be considered fertile ground for anti-European sentiment (Holland, 2023). But the EU remains
the main economic partner in the Balkans thanks to agreements such as the Stabilisation and
Association Agreements (SAA) of the Deep and Comprehensive Free Trade Area, or financial
assistance with the Pre-accession Assistance (IPA) or the financing of reconstruction and
upgrading public infrastructures, for example (Panagiotou, 2020). Although, as highlighted by
Panagiotou (2020), despite all those financial and economic ties, the EU struggles to "connect
with the people in the Western Balkans, and thus, public relations are not as powerful and
present as the economic and financial presence." Moreover, the process of EU enlargement in
the Balkans is facing more difficulties than with Croatia because of the disputes in the region
and the poor preparation (Ryszard Zigba, 2023). Additionally, because of the EU's Copenhagen
criteria, integrating the EU also means adopting Western standards and norms, which raises
concerns for Russia that dreads a complete removal of the Balkans from its influence
(Panagiotou, 2020; Ryszard Zigba, 2023).

However, the most threatening expansion for Russia is NATO's expansion since it has a military
dimension. NATO counts fourteen members in CEE (Estonia, Lithuania, Latvia, Poland,
Czechia, Slovakia, Slovenia, Hungary, Croatia, Romania, Bulgaria, North Macedonia,
Montenegro, and Albania) and two candidates (Bosnia-Herzegovina and Ukraine) (NATO
Parliamentary Assembly, 2022). The main objective of NATO is to maintain the security and
freedom of its members and security and stability in the Euro-Atlantic area to prevent

international crises (Rohman et al., 2021; Holland, 2023). While CEE countries essentially
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joined NATO for defence purposes, some scholars argue that, from the US perspective, the
enlargement to Eastern Europe showcases a shift in the alliance from defensive to offensive
(Ritter, 2022). NATO is highly present in the CEE: military infrastructures such as anti-missile
shields, missile interceptors, radar systems, or ground-based ballistic missiles in Poland, the
Czech Republic, Romania, and Turkey; plus, the presence of troops all over the eastern flank.
NATO also decided to strengthen its presence on the eastern flank since 2014 with the
Readiness Action Plan, which aims to address specific threats such as hybrid warfare,
maintaining NATO's presence in the air, on the ground, and at sea, better intelligence
cooperation, and more frequent military exercises (Ryszard Zigba, 2023), and the Bucharest
Nine Initiative (B9), initiated by Poland and Romania in 2015, which aims to reinforce the
military position of the region within NATO (Ryszard Zigba, 2023). Such initiatives emphasise
the importance of the CEE as a strategic region in NATO's view. Also, NATO's presence has
increased since the war in Ukraine, i.e., the Madrid Summit in June 2022, which put Russia as
a threat to peace and stability in the Euro-Atlantic and no longer a strategic partner, while
reaffirming its open-door policy despite Russia's demands (Ryszard Zigba, 2023).

Russia views the CEE, and especially the eastern flank (except for the Baltic countries, Estonia,
Lithuania, and Latvia), in a very specific way: a geographical zone in which Russia has the right
to "hold exclusive interests and defend them even by force, especially if the zone is violated by
the growing involvement of the West" (Ryszard Zigba, 2023), that ideally concerns every
country that signed the Warsaw Pact during the Cold War. In the CEE, and especially in the
Balkans, Russia aims to maintain its great power status, prevent NATO enlargement, fulfil its
business interests, and preserve an ideal of Slavic brotherhood and religious unity (Panagiotou,
2020). Some scholars argue for a revisionist position from Russia (Ryszard Zieba, 2023;
Mearsheimer, 2006), while some argue to balance such statements by arguing that Russia does
not have the military capacity to undermine the international liberal order (Ikenberry, 2014).
But regardless, Russia does perceive the West's expansion to CEE as a threat to its security and
nurtures an anti-West sentiment and perceives NATO as an openly recognised threat, and the
EU as a geo-economic challenge (Ryszard Zigba, 2023). The attack on Donbas in 2014 has
been mainly justified by a willingness to recollect Russian territories (Ryszard Zigba, 2023),
and the escalation in 2021 by the demands it made to the US and NATO, which were no more
eastward NATO expansion, no offensive systems in areas bordering Russia, and the pullback

of NATO troops from countries that joined the alliance after 1997 (Ryszard Zigba, 2023).
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Besides forceful solutions to keep a handle on former USSR countries (e.g., Ukraine and
Georgia), Russia also used the method of the "carrot and stick policy," e.g., Belarusian leader
A. Lukashenko, with whom Russia enhances military cooperation (Holland, 2023), or using the
gas tap, e.g., M. Sandu's Moldovan pro-democracy government (Ryszard Zigba, 2023), and
"soft power," particularly in the Balkans through media (Panagiotou, 2020).

Academic works widely mention the situation in the Balkans to illustrate the competitive
influence between the West and Russia, but there is another key region in the CEE that is the
playground of such power dynamics: the Black Sea region. From a Russian perspective, the
Black-Caspian Sea region is a key territory for projecting power and influence in the
Mediterranean, the Middle East, Northern Africa, and Southern Europe; thus, Russia can
increase its military actions deployed in these regions but also confront NATO presence since
the organisation has three countries representing it in the region: Turkey, Romania, and
Bulgaria; thus, NATO and the EU are also able to conduct strategic goals in this region (Meister,
2021). Thus, the aggression conducted by Russia in the region against Georgia and Ukraine has
changed the political and security balance in this region. The domination of the Black Sea is a
central component of the conflict between Russia and the West since it has valuable geostrategic
interests for both sides (Zakaradze and Muradishvili, 2022). For Russia, these waterways are
crucial for its Black Sea Fleet; thanks to the Volga-Don Canal and the Unified Deep-Water
System, Russia can move its naval assets easily, e.g., the transfer of 10 navy vessels from the
Caspian Sea to the Black Sea (Tulun, 2025). Thus, this region can serve both economic and
military purposes. Aware of these interests, NATO proposes to use Europe's inland waterways
for its operations, which can foster escalations (Tulun, 2025). Thus, this region is also the target
of cyber warfare tactics (Todorov, 2024), as well as most of the CEE, and especially the Baltic.
It is known that Russia played a role in the identified cyber operations, regarding its geopolitical
interests and proximity, which is concerning, especially for the West (Todorov, 2024). Russia,
indeed, has conducted numerous cyber operations, and we will have a closer look at its election

interference operations.

Empirical Studies and Case Studies.

A Few Words on Election Interference.

Hollis and Jens David Ohlin (2017) define election interference as a "situation in which

32



one or more sovereign states intentionally undertakes specific actions to influence an upcoming
election in another sovereign state overtly or covertly that they believe will favour or hurt one
of the sides contesting that election and which incurs, or may incur, significant costs to the
intervening state or the intervened state."

Over the past decade, interferences in foreign elections have been facilitated by the
digitalisation of elections (Hanson et al., 2020). Scholars mostly focus on election interferences
perpetrated by state actors. Hanson et al. (2020) identified 41 elections that were targeted by
cyber-driven foreign interference between January 2010 and October 2020; 33 of these occurred
from 2017. Among these 41 elections, 28 involved online information operations, representing
68% of the targeted elections. Some scholars argue that such a phenomenon threatens the notion
of democracy, as democracies depend on transparency and freedom of expression; such regimes
are more vulnerable to information operations and interferences (Henschke et al., 2020; Hanson
etal., 2019).

Scholars agree that there is a small number of states involved in such activities. Four are
identified as the most active: Russia, China, Iran, and North Korea, with Russia being identified
as the most prolific (Hanson et al., 2019; 2020). By interfering in elections, foreign actors aim
to influence political decisions, policymaking, political agendas, encourage social polarisation,
and undermine democracies (Hanson et al., 2020; Hollis and Jens David Ohlin, 2017).
However, scholars are divided about the efficiency of such operations (Lanoszka, 2019); also,
it is difficult to assess the role of such operations on the decline of trust in democracy (Hanson
et al., 2019).

Concerning Russia, Hanson et al. (2020) attribute 31 elections in which Russia is involved, so
around 75% of the election interferences have been perpetrated by Russia. Additionally, Russia
mainly focuses on Europe; 64% of the interferences have occurred in Europe (20 elections).
Among the 16 European targets, 12 are members of the EU, and 13 are members of NATO
(Hanson et al., 2020). Moreover, if we consider the number of 20 elections targeted by Russia
in Europe, 16 targeted countries from Central and Eastern Europe (CEE) (Armenia included),

so 80%. CEE is thus a vulnerable region when it comes to election interference.

The Romanian 2024 Election.

Calin Georgescu ran for the presidential election as an independent candidate but had

previously been a member of the Alliance for the Union of Romanians (AUR), a far-right party
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promoting nationalist narratives and aligning with Russia's political agenda (Stanescu, 2024).
Georgescu expressed his reticence against Ukraine, the EU, and NATO, claimed that Ukraine
is an "invented state," and praised Putin's politics (Harward, 2024). Georgescu was indeed not
the favourite in the polls: four weeks before the election, a poll attributed 1% of voting
intentions to Georgescu. Despite this, he obtained 23% in the first round (around 2 million
votes) (VIGINUM, 2025). After such results, Romanian authorities decided to conduct an
investigation and discovered the existence of inauthentic digital behaviour that interfered with
the elections. Following these discoveries, the Constitutional Court decided to cancel the
election results on the 6th of December 2024 (On the Cancellation of the Electoral Process for
the Election of the President of Romania in 2024, 2024).

The investigations concluded that several inauthentic digital behaviours were used, such as
campaign coordination (e.g., astroturfing), microtargeting, and the instrumentalisation of
influencers. Concerning microtargeting, researchers identified a network that mostly shared the
same IP address. These 24 Facebook pages, with a total audience of over 935,000 users, ran
3,640 ads classified as political from 1 August to 5 December 2024 (Guillaume, 2024).
Recycling Facebook pages is indeed a well-known disinformation technique (Silverman et al.,
2018). However, despite the independence allegations, researchers succeeded in linking those
pages to the AUR party; an S.R.L. named DGI Multimedia Design was involved behind the
websites and the network of those groups. The company is run by Doina Grosu, who is closely
tied to the AUR party. Most of those ads targeted Georgescu's opponents, promoted the party
and Georgescu himself, and pushed pro-Russian, conspiracy, nationalist, or populist narratives
(Guillaume, 2024). Creating tailored messages for specific demographic groups to stimulate
engagement is a well-known technique; thus, this technique was used in the context of the
political campaign. Personalised messages were distributed according to users' individual
preferences (Stanescu, 2024). This concerns the influence campaign on Meta; however, the
biggest part of the campaign occurred on TikTok. Most of the astroturfing campaigns happened
on TikTok. Astroturfing is a term that refers to "a strategy for manipulating public opinion by
artificially creating the impression of mass popular support for a particular idea, cause, or
person" (Stanescu, 2024). Discord and Telegram channels were created to disseminate clear
instructions about the content to share and how to avoid the platforms' regulations. They also
shared ready-to-post content for TikTok and Instagram and coordinated comments (VIGINUM,

2025; Stanescu, 2024). The main objective of this strategy was to boost Georgescu's name and

34



keywords related to him in the algorithms. We also mentioned the use of influencers in this
campaign: a hundred influencers, who represent around 8 million active users, were
instrumentalised. The influencers did not acknowledge their active part in the campaign; they
were just asked to post about the election. All the work happened in the comments through the
astroturfing strategy mentioned above (VIGINUM, 2025). Moreover, the financing of those
influencers is opaque (VIGINUM, 2025); Georgescu's campaign has not declared any expenses
in this area. It has been proven that a Romanian influencer paid other TikTok influencers to
promote Georgescu-related content: $381,000 from 24 October to 24 November 2024
(Stanescu, 2024).

Regarding the pro-Russia position of Georgescu, it is legitimate to wonder to what extent Russia
was implicated in this campaign. The Romanian Intelligence Service confirmed Russia's
interference efforts (Harward, 2024). TikTok has confirmed that one of the networks of
accounts targeting Romanian users was indeed affiliated with the Russian state-owned
propaganda outlet Sputnik. Additionally, a Russian digital advertising company tied to the
Kremlin financed far-right Romanian media and influencers to promote narratives similar to
those of Georgescu. Moreover, the Romanian Intelligence Service confirms that Russia targeted
the election infrastructure with aggressive cyberattacks (Harward, 2024). Russia could benefit
from the Romanian elections even though the president is not as powerful as the parliament.
Such operations and the influence of a pro-Russia presidency could polarise Romanian society,
weaken the pro-Western parliamentary coalition, mitigate its efforts in the Ukrainian war, and

undermine its engagement towards the EU and NATO (Harward, 2024).

Other Relevant Case Studies.

As stated previously, there have been many instances of election interference
worldwide, especially since 2017. One of the most cited examples among scholars is the 2016
US presidential election and the Kremlin's interference in favour of Trump. Russia indeed
hacked the Democrats and disseminated social media disinformation about Clinton.
Additionally, American intelligence services confirmed that Vladimir V. Putin personally
ordered the interference campaign (Yourish et al., 2018). It is stated that Russian efforts
involved techniques such as state-backed media, paid trolls on Facebook, Twitter, and
YouTube, and illicit cyber activities as mentioned above (Masters, 2016). This, coupled with

the use of Cambridge Analytica, a political consulting company that harvested personal data
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through personality tests to derive politically useful intelligence, in Trump's campaign to
conduct massive micro-targeting on social media platforms towards hesitant voters (Berghel,
2018; Ur Rehman, 2019), raised many questions about the impact of foreign and digital
influence on elections and democratic institutions in general.

Another frequently mentioned instance of election interference is the 2017 French election
interference. Similar to the 2016 US presidential election, Macron's team's emails were hacked
using classic spear-phishing emails that attempted to collect passwords and login data from
staff members (Brattberg and Maurer, 2018). The emails were then leaked with the hashtag
#MacronLeaks to enhance the rapidity of their spread (Greenberg, 2017) just before the final
vote between Macron and Le Pen. Macron's office claims that its computers were targeted by a
thousand attacks from Russia (Hanson et al., 2020). Additionally, Russian state-backed media
outlets were involved in the dissemination of disinformation during the election (Welle, 2017),
trying to favour Fillon, a candidate who was against the EU sanctions imposed on Moscow,
contrary to Macron (Guardian staff reporter, 2017). However, thanks to French society's social
media consumption habits and the 48-hour period of no political interventions before an
election, the impact of the interference was attenuated (Brattberg and Maurer, 2018).

These two instances of election interference are among the most frequently mentioned. They
showcase the potential strategic benefits of foreign interferences but also raise questions about
the actual impact and efficiency of such operations. However, foreign interference is not a new
phenomenon, but the increasing role of social media and algorithms in such operations presents

a new challenge.

Gaps in the Literature.

One of the biggest gaps in the conceptualisation of these concepts is the lack of universal
definitions, especially regarding influence and interference. The difficulty of such a task is
indeed very challenging, but having precise and widely accepted definitions is essential for
policy-making, regulations, and analyses, which is crucial given the growing scale of the
phenomenon. Moreover, there is a lack of studies on the long-term impacts. However, we
acknowledge that assessing the precise impact of foreign influence and disinformation is
difficult due to the intertwining of many factors, for example, determining the extent of foreign
influence on the decrease of trust in democratic institutions.

Researchers also attempt to calculate the cost of conducting Al-driven disinformation
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campaigns, but we also need to consider the cost from the other perspective. Most research
concludes, from the "attacker" side, that a human-machine combination is the most efficient.
Thus, we need to assess how this combination impacts the responses on a policing level to
counter such campaigns and whether such a combination could also be the most efficient
solution from the defensive side. Additionally, another aspect that is lacking in research, and
which this paper aims to explore, is the role of influencers in such campaigns, combined with
social media algorithms. We would like to assess how impactful the use of influencers is in the
Romanian disinformation campaign, especially on TikTok, a social media platform that is less
studied than Facebook or Twitter, despite being one of the most used by the youngest
generations.

Regarding the geopolitical situation, further research needs to be conducted on the influence of
non-state actors in such campaigns, such as international NGOs and private organisations,
particularly in the geopolitical dynamics of Eastern Europe and disinformation campaigns.
However, in this paper, we will still focus on state actors, primarily Russia and Romania, but
we will also examine the role of privately owned entities such as TikTok and the influencers'
management companies used in the campaign. This focus could also help to fill the gap
regarding the role of media influence and public perception in shaping the geopolitical
landscape and the effectiveness of foreign influence operations.

Focusing on Romania could aid further research by providing data and analysis to enhance
comparative studies that analyse the differences and similarities in foreign influence operations
across different regions and contexts, which could provide valuable insights. Research is indeed
limited on the impact of cultural and regional variations on the creation, dissemination, and
impact of disinformation.

This research aims to fill these gaps by exploring the role of influencers and social media
algorithms in the context of the Romanian presidential election. Additionally, this study will
enhance the theoretical understanding of disinformation and foreign influence by developing a
new framework combining insights from media studies, political science, and computer
science. This interdisciplinary approach will provide a more detailed understanding of the
phenomena and generate new knowledge to guide policy and governance strategies that counter

foreign influence operations and protect democratic institutions.
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Conclusion.

This literature review has helped us clarify key concepts related to the subject of this
thesis. By assessing the differences between related concepts such as propaganda and fake
news, the review sets the stage for a more precise and focused analysis of disinformation and
its impacts. Additionally, this review emphasises the importance of an interdisciplinary
perspective, which is crucial for understanding the multifaceted nature of algorithmically driven
influence operations. It also highlights the need for empirical evidence and case studies, as well
as the implications for policy, governance, and international stability.

This research aims to contribute to the understanding of algorithmic mechanisms in foreign
influence campaigns, with a focus on TikTok's algorithms and the role of influencers, since
TikTok played a significant role in the Romanian disinformation campaign. TikTok is a highly
effective social media platform known for its ability to capture and hold user attention. It is
essential to understand how such social media platforms, which are initially quite different from
more traditional ones (e.g., X, Facebook), operate, especially considering the young average
age of their users who are beginning to or already play a role in the political domain. Addressing
such issues is crucial to contribute to a more comprehensive policy-making process regarding

disinformation and misinformation campaigns.

Theoretical Framework.

For this research, we adopt a framework that integrates key theoretical concepts to
understand how algorithmically driven disinformation and misinformation, as tools of foreign
influence, impact international stability. Central to this multi-conceptual framework is the study
of disinformation and misinformation in international politics. We aim to analyse the specific
types of false or misleading information prevalent during the Romanian 2024 election and how
these were employed as instruments of foreign influence. By doing so, we establish the
foundational content that the other concepts will analyse in terms of their construction,
amplification, and strategic purpose.

To understand the construction and presentation of these narratives aimed at influencing public

opinion, we will utilise framing theory. Framing theory provides the analytical tools to
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understand how these narratives are strategically constructed and presented to achieve their
desired effects on public opinion. By analysing the frames employed, we can reveal how foreign
influence attempts to bias audience understanding, exploit existing societal cleavages, and
erode trust in democratic institutions.

Coupled with the concept of platform governance, this approach will enhance our
understanding of the technological environment, enabling the spread of disinformation by
analysing the role of social media platforms in facilitating or hindering its dissemination.
Platform governance is crucial for understanding the "algorithmically driven" aspect of the
phenomenon. It allows us to analyse the role of social media platforms and their inherent
algorithmic structures in either facilitating or hindering the spread of these narratives.

Finally, employing the broader concept of power dynamics will highlight the intent and
consequences of these operations on the international stage by exploring how algorithmically
driven operations might be used to weaken political cohesion, undermine trust and cooperation,
create or exacerbate existing tensions and conflicts, and thus destabilise the balance of power.
By analysing the effects of disinformation on institutions and regional relationships, we can
assess the challenges posed to stability, such as strained alliances, reduced political will for
collective action, or increased susceptibility to external pressure. This explains the geopolitical
purpose and the impact of the dissemination campaigns within the international political sphere.
This theoretical framing allows us to address the core phenomenon—disinformation and
misinformation in international politics—while explaining the "how" through framing theory
(unpacking message construction) and platform governance (emphasising technological

infrastructure), and the "why" through the concept of power dynamics.

Key Concepts and Definitions.

In the literature review, we have already introduced the concepts that we will use in this
thesis, namely disinformation and misinformation, foreign influence, and algorithmic
operations. We have identified disinformation as false information deliberately created or
altered to harm a specific target, and misinformation as false information not initially intended
to harm or deceive. We encountered more difficulties in finding a consensus on the definition
of foreign influence, but as a broad definition, we define foreign influence as actions taken by
external actors to shape the political environment of another country. Finally, regarding

algorithmic operations, we broadly define them as the use of algorithms to automate and
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amplify influence operations.

In our study, the use of the concepts of disinformation and misinformation is central to
understanding the nature of the foreign influence operations in question. First, it helps us
understand the intentions behind these operations. The use of disinformation implies active
involvement from the "attacker" to mislead and deceive people, and disinformation has broader
geopolitical implications. Understanding how disinformation is crafted and disseminated can
help us gain insights into the strategies employed and the aims of the operations. Disinformation
can undermine democratic processes through polarisation, manipulation, etc. Analysing
disinformation helps us comprehend its impact on democratic institutions. Meanwhile,
misinformation is more about the consequences of a poor information environment, which can
also be a strategy within the context of foreign influence operations. Misinformation concerns
public perception and behaviour more directly; this concept helps us understand how false
information can influence political attitudes and actions. Understanding misinformation can
provide insights into the need for educational initiatives to help the public critically evaluate
information and thus address how we can improve governance mechanisms and policies
regarding social media platforms. Therefore, we can benefit from a combination of the two
concepts by studying them together; we can better understand their origins, mechanisms of
spread, and impacts, and thus better comprehend the geopolitical implications and provide a
clearer grasp of the information landscape.

The concept of foreign influence is also crucial to our study as it helps us understand the broader
context. Foreign influence is often part of a larger geopolitical strategy. The context of Eastern
Europe and the case of Romania can provide insights into regional power dynamics and the
strategic interests of foreign actors. Additionally, analysing such operations helps us
comprehend the aim of distorting public perception and polarising societies, among other
effects. The concept of foreign influence provides a comprehensive framework for analysing
the complexities of external interventions in domestic political processes. It is essential for
assessing the strategies employed by external actors and their impact on democracy and
regional stability, and thus for developing effective countermeasures.

Finally, algorithmic operations are essential for understanding the role of technology in foreign
influence. Algorithms enable the automation of influence operations on a large scale. Influence
operations through disinformation campaigns can be executed more efficiently and can reach a

wider audience faster than traditional methods. Understanding this can help in analysing the
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scope and impact of foreign influence operations. Algorithms also allow for precise targeting
and personalisation. By analysing user data, algorithms can tailor information and thus increase
the likelihood of engagement and belief. The most important aspect for our study is the
amplification and virality factor. Social media algorithms are designed to amplify content and
generate high engagement; such aspects inadvertently enhance disinformation. Moreover,
algorithms are often used in conjunction with other technologies such as machine learning (ML)
or natural language processing (NLP) to create even more sophisticated influence operations.
Our study aims to understand this combination and integration of such technologies in foreign

influence operations through disinformation campaigns.

Theoretical Foundations.

Framing Theory.

Earlier, we observed that people on social media tend to select the information they want
to see on these platforms. Additionally, we briefly mentioned the role of algorithms in such
selections. However, we can introduce another factor that can influence the information
environment: the framing effect. The framing effect has been studied in the field of
communication and mass media opinion since the early 1950s and 1960s, leading to the
development of framing theory. Framing effects refer to situations where (small) changes in the
presentation of an issue, information, or event produce changes in opinion (Chong and
Druckman, 2007). In other words, the way information is presented can influence the audience's
perception of the information itself (e.g., people may respond differently to the idea of allowing
a hate group to hold a rally depending on whether the issue is presented through the lens of free
speech or the risk of violence).

Framing theory is still considered a fragmented field (Entman, 1993) and faces many challenges
regarding universal criteria, clear definitions, and even the concrete impact of these frames
(Scheufele, 1999). Nevertheless, most scholars agree that frames in communication do affect
the attitudes and behaviour of audiences; the disagreement lies in the magnitude of this effect
(Chong and Druckman, 2007). Entman successfully captured the core of framing: "To frame is
to select some aspects of a perceived reality and make them more salient [...] to promote a
particular problem definition, causal interpretation, moral evaluation, and/or treatment

recommendation" (1993: 52). Framing theory is mostly used within traditional media and
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journalism to understand the role of frames in shaping public opinion and political behaviour.
However, it can also be used to analyse strategies for social movements, political campaigns,
and media strategies to influence audience perception and behaviour (Scheufele, 1999).
Regardless of the impact and magnitude of framing, there is a global consensus on its intent:
framing is a conscious strategy and a tool used by media, individuals, etc., to convey, interpret,
and evaluate information, even though the framing can implicitly differ depending on the social
and cultural context (Gorp, 2007). Framing theory is a relevant tool for understanding the
construction and presentation of narratives.

As mentioned earlier, most framing theory research focuses on traditional media. However,
there is a rising interest in applying framing theory to social media platforms, though many
obstacles hinder its application, such as the use of new visual formats like memes in the
information environment. The online information environment enhances engagement, fosters
competition, encourages real-time framing, and selection based on social media metrics, and is
a fertile ground for alternative framings and opinions (D'Angelo, 2018). Framing theory will
help identify frames, meaning the prominence of certain topics and how actors are portrayed.
This theory also enables us to analyse the structure of the information and the frame, such as
the causal links suggested, how some events or actions are presented as causes or consequences
of other events, or the consistency of the frame across different accounts and platforms.
Additionally, it allows us to analyse how the frame differs across various social media platforms
and whether it is an adaptation to different algorithms, audiences, and other factors. Framing
techniques are a key component in communication; they enhance how the information is
received, perceived, and understood. Haile (2024) in his study of the Tigray War studied various
techniques employed by actors to manipulate public sentiment and opinion through social
media, such as metaphors, narratives, visual framing, issue salience, emotional appeals or
contrast framing. This study supports the relevance of using framing theory within the context
of influence operations driven through social media. It enhances the complexity and efficacy of
message dissemination, influencing the information environment.

Thus, we are going to use framing theory to analyse how narratives are constructed and
presented during the Romanian elections, the differences in frames depending on whether they
concern TikTok, Meta, etc., how political opponents have been portrayed, how pro-Russia
narratives have been constructed and linked to anti-Western sentiment, and who was targeted.

Such focuses will help us better understand the strategy behind the influence operations.
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Platform Governance.

Traditionally, media, and especially mass media, aim to capture the attention of the
audience while presenting themselves as neutral platforms. Social media platforms tend to
follow the same logic (van Dijck and Poell, 2013). A few elements identified by van Dijck and
Poell (2013) are worth mentioning to understand social media logic and how it can impact the
spread of information disorders. First, there is the programmability aspect, a term that refers to
the ability of social media platforms to trigger and steer users' contributions while allowing
users to influence the platform through algorithms, interfaces, etc. Then, there is the popularity
aspect, shaped both by algorithms and socio-economic structures. Next is connectivity, which
differs from connectedness, as highlighted by van Dijck and Poell (2013). Connectedness was
the promise from the early days of social media platforms, allowing users to connect and share.
In contrast, connectivity refers to the "socio-technical affordance of networked platforms to
connect content to user activities and advertisers" (2013: 8). Finally, there is the grounding
element, the datafication aspect: the ability of social media platforms to quantify many aspects
of the world that have not been quantified beforehand, such as music taste, all in real-time,
making it seem like natural and invisible mechanisms and thus having a strong impact on
shaping "social traffic" (2013: 11).

With such potential impacts, many scholars have asked themselves how to approach social
media platforms through a governance lens. In this thesis, we would like to focus on the concept
of platform governance. Papaevangelou mentions a definition of platform governance by
Gorwa: "an approach necessitating an understanding of technical systems (platforms) and an
appreciation for the inherently global arena within which these platform companies function"
(2021: 9). Such a definition entails the governance of platforms and by platforms. The main
difficulty in the study of platform governance is the variety of actors within these social media
platforms and their concrete roles: the platforms themselves, their digital architecture, public
authorities, civil societies, users, industries, etc. (Papaevangelou, 2021). What is at stake in
platform governance is essentially a way to guarantee information reliability. Users' attention
has become valuable in our economies; thus, social media platforms tend to prioritise the
circulation of entertaining content rather than informative content (Owen, 2019), which can

facilitate information disorder. As highlighted by Owen (2019), platform governance aims to
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restrict social division perpetrated by social media platforms by assessing the actual
implications and questioning the structure of the information system in the polarisation of civic
discourses. For example, platform governance is also a way to guarantee election integrity,
which can be impacted through information operations, as emphasised in the literature review.
Lindquist & Weltevrede (2024) highlight that platforms such as X or Facebook have integrated
algorithmic systems to reduce the risk of disinformation, and many policies have risen to
promote authenticity on social media platforms and promote online education and formation,
however, the complexity of disinformation networks and its rapid spread mitigate such effort
and the lack of transparency from the social media platforms, especially regarding their
algorithms, do not help. Coupled with the inconsistent enforcement (an issue that is willing to
be addressed in the European Union if we consider the GDPR and the Al act) and the constant
evolution of disinformation campaigns balance with the platform governance’s efforts.

Thus, the concept of platform governance helps to understand the technological environment
of social media platforms and especially how it enables the spread of information disorders. As
we have seen, one of the main difficulties in platform governance is assessing the role and
responsibility of each actor. We can assess the role of algorithmic structures, the impact of
amplification mechanisms, and targeting and personalisation logics, as well as how such
platforms engage users through design and interface and the implications on users' behaviours
and societal norms. Platform governance also emphasises the role of content moderation
policies, their community guidelines and norms, the transparency of social media platforms,
and their accountability in shaping public discourse, but especially their flaws and how they
are, or can be, exploited. Platform governance helps us analyse how platforms handle users'
data, how they protect them from cyber threats, and the overall ethical balance between free
speech and harmful content. Platform governance provides a comprehensive framework to
analyse the role of social media platforms regarding information disorders. Through the
examination of algorithmic structures, content moderation policies, user engagement strategies,

etc., we can better understand how platforms can facilitate information disorders.

Power Dynamics.

Power is a highly discussed subject among scholars. There are numerous different
positions concerning who holds power, what can be considered power, and how it is used.

However, most scholars agree on the relational aspect of power (Dahl, 1957; Gilpin, 1981).
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Another important aspect of power is its contextual dependency (Nye, 2011). Debates arise
when it comes to the distribution and exercise of power, especially in international relations.
One of the most popular works on the exercise of power is Nye's (2011) exploration of soft and
hard power concepts. Soft power embodies behaviour based on attraction, persuasion, and
establishing legitimacy, while hard power refers to coercion and economic incentives
principally. Other concepts related to power have been developed, such as cyber power,
communication power, and smart power, to grasp more precisely the nuances and context of
today's international relations. Overall, power is a core concept for understanding the nature of
political change on a global scale (Gilpin, 1981).

States evaluate costs and benefits to determine foreign policy, aiming to enhance interests like
power, profit, or welfare gains. States pursue modifications if anticipated benefits exceed costs
(Gilpin, 1981). If we consider traditional power, such as economic power, soft power, or
military power, the calculation of benefits and costs is highly complex and uncertain, especially
in our interconnected societies (Keohane and Nye, 1973; Nye, 2011). However, with the rise of
the information revolution, characterised by rapid advancements in computing and
communications, and the low entry costs into cyberspace, power is being diffused vertically
and horizontally (Nye, 2011). The concept of cyber power is still broad and unclear because of
the complex nature of cyberspace itself. It is difficult to attribute cyberattacks to specific actors
and precise motivations, and cyberspace grows and evolves rapidly. However, using the
concept of power dynamics within cyberspace, and particularly in the context of social media
platforms, could help to understand the intent and consequences of algorithmically driven
operations on the international stage, and what leverage aims to influence changes concerning
the political domain through cyberspace. This is especially relevant if we consider that the
media serves as a battleground for power relations, coupled with a particular context where
today's politicians are highly mediatised and politics is focused on personality and character
(Castells, 2009). In the context of international relations and cyber operations, power dynamics
have been transformed. It has been redefined; digital technologies allow actors to exploit
vulnerabilities in a new way, and in a more accessible way, without necessarily engaging in an
overt confrontation. Digital technologies also empower more vulnerable actors and non-state
actors (e.g. social media platforms) in different ways, such as the manipulation of information.
Thus, leaders and policymakers are required to be more tuned to such technologies and their

implications for traditional geopolitical considerations (Maschmeyer, 2022).
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Power dynamics, thus, refers to how power is distributed, exercised, and contested. Using this
concept involves an analysis of the relationships, strategies, and interactions that shape
influence outcomes and the balance of power. Concerning foreign influence operations, this
concept will help us focus on the attempts to weaken political cohesion through, for example,
fragmentation and polarisation, exploring how these operations target specific groups and
issues to feed discord. Power dynamics can also enhance the attempts to destabilise the balance
of power by challenging norms and institutions, which can contribute to the presentation of an
alternative reconfiguration of the international order or by promoting alternative alliances or
creating tensions towards allies, aiming to alter the strategic landscape and shift the balance of
power. Power dynamics will emphasise the strategies underlying the influence operation and
highlight a broadening of the intents on the international stage by considering the impact on
Romanian institutions, as well as among international allies, and further geopolitical strategies
that can involve a shift in the balance of power. Through power dynamics, we can also
emphasise the increased susceptibility to external pressure, the vulnerabilities, and
dependencies of Romanian society related to influence and manipulation through a
disinformation campaign. It is a useful concept for exploring the intent and consequences of

foreign influence operations.

Integration of Theories.

To effectively understand the question of foreign influence on international stability and

the implications of algorithms, we believe that a combination of the concepts of framing theory,
platform governance, and power dynamics will be helpful. Framing theory will provide an in-
depth analysis of the narratives, their construction, and the way they are presented to influence
a targeted audience. Thus, we will be able to understand the strategic use of framing and
emphasise the triggering of specific emotional responses, shaping political attitudes within
influence operations.
Regarding platform governance, the concept accentuates the role of social media platforms
themselves. How do social media platforms facilitate or hinder the spread of such narratives?
What role do algorithmic structures, moderation policies, or user engagement metrics play
within the information environment? Thus, by understanding the technological infrastructure
of such platforms, we can assess how algorithms amplify specific narratives.

Finally, concerning power dynamics, it will be used to explore the broader implications of
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foreign influence operations, as previously mentioned. Are there any implications for political
cohesion, cooperation, and the balance of power? If so, what are they? Thus, we need to analyse
what vulnerabilities such operations aim to target. This way, we will be able to comprehend
how foreign influence operations are used to achieve strategic goals, especially on a geopolitical
level.

The combination of these concepts allows for a comprehensive framework to understand the
complex interplay between narrative construction, technological infrastructure, and geopolitical
strategy. Platform governance will complement the understanding of narrative construction by
providing insights into how these narratives are disseminated on social media platforms.
Additionally, the framing of these narratives may have been shaped by considering the
algorithmic structures of social media platforms, understanding what keywords and framings
are pushed by the algorithms to construct content that will be widely and rapidly spread thanks
to these algorithms. The combination of framing theory and platform governance can help to
understand this aspect.

Framing theory also interestingly interacts with power dynamics: it can provide the geopolitical
context of the framings and thus how they are designed to achieve specific geopolitical aims.
Regarding the interaction between platform governance and power dynamics, it highlights the
importance of cyberspace and the information environment in the power interplay between
states. This includes how these technological capabilities are leveraged by the state to achieve
geopolitical goals, as well as what policies, roles, and state actors must be concerned with in
cyberspace, particularly regarding social media platforms. It also involves considering what
regulations and strategic responses can be advanced to mitigate disinformation and foreign
influence.

Thus, thanks to framing theory and the concept of platform governance, we can address the
"how" of algorithmic influence operations by examining the techniques used to shape public
perception and influence behaviour, focusing on the role of social media platforms in the
dissemination of such narratives. We also address the "why" with the concept of power
dynamics by exploring the broader geopolitical and social contexts in which these operations
occur. This combination allows us to offer a good understanding of the mechanisms, strategies,

and implications of influence operations.
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Previous Applications and Critiques.

Framing theory has been widely used in media studies to analyse news framing and
mass media framing, with a strong focus on textual narratives. This focus has been criticised
for being overly applied to news generated by journalists and other information professionals.
Additionally, framing theory has been criticised for its lack of conceptual clarity,
methodological rigour, and theoretical implications. Scholars have pointed out that the notion
of "frame" often remains vague, leading to confusion between frames and other constructs like
beliefs and ideologies (Dijk, 2023). In our contemporary societies, where the information
environment is increasingly centred on social platforms, the diffusion of information is not only
in the hands of information professionals but also in those of amateurs. Another critique is the
difficulty in assessing intentional and unintentional effects through framing (Gorp, 2007). The
application of framing theory to social media platforms also presents several challenges, due to
the unique characteristics of these platforms and the nature of user interactions. Understanding
these challenges is crucial for effectively analysing how frames are constructed and
disseminated in digital environments. In this thesis, we aim to contribute to the attempt of
applying framing theory to social media and address the critique concerning the use of non-
professional information sources in the information environment, such as influencers and
random users. The use of the Romanian election as a study case will help to apprehend to
various communicative styles specific to social media and emphasise the ideological and
regional backgrounds that influenced framing choices.

Regarding the concept of platform governance, due to its core nature, it has been widely used
to study the role of social media in political campaigns, the actors involved, and potential policy
recommendations that can be derived. It also examines how governments can exert control over
social media platforms. The main critique of this concept is that while it effectively considers
the impact of social media platforms on societies and their potential social consequences, it
does not adequately address the concrete role of algorithms in depth. Also, current governance
models often fail to account for the complexities of power dynamics and stakeholder
relationships, leading to existential risks for broader internet governance (Cai, 2024;
Papaevangelou, 2021). This research aims to contribute to the algorithmic aspect, emphasising
the role of algorithms in social media platforms, by addressing what differs algorithmically
from one social media platform to another and how these differences influence the strategies

used in foreign influence. We also aim to determine to what extent policies need to adapt to
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each social platform to be effective.

Finally, power dynamics have been widely used among scholars, especially in the field of
international relations, to study state behaviour and understand what has driven societal changes
in order to comprehend what changes must occur in the future. One of the main critiques is that
power dynamics overlook the role of non-state actors and overly focus on traditional power,
such as military and economic power. Although we will primarily focus on the role of the state
and the interplay between state actors, we will also emphasise the role of non-state actors within
influence operations, such as social media platforms and influencers. Additionally, we aim to
bring to light the technological and digital aspects of the power dynamics framework, which

have been little discussed so far.

Conclusion.

To summarise, this research's theoretical framework weaves together essential concepts for
insight. At its core, we investigate how algorithms interact with disinformation and
misinformation on the international stage. Our framework aims to unravel the construction and
spread of information disorder. We will analyse how deceptive information serves strategic
purposes in foreign influence operations. Blending these theories unveils the complexity of
narrative, technology, and strategy. This multi-dimensional framework dives deep into the
"how" and "why" of algorithmic foreign influence operations. It illuminates the mechanisms at
play—think framing theory and platform governance—all while revealing the strategic
intentions and wider repercussions embedded within the power dynamics. This theoretical lens
is vital for our research, providing a robust foundation for analysing the Romanian 2024
election. Additionally, it sheds light on the broader strategies and consequences of foreign
influence in global politics. By mobilising this perspective, our study seeks to unravel how
disinformation and misinformation serve as tools of influence and their impact on international
stability.

The theoretical framework serves as the compass for our analysis. It will navigate the
complexity of disinformation and misinformation. By providing a structured approach, it
illuminates the construction, spread, and strategic intent behind these misleading messages. We
will delve into the specific case of the Romanian 2024 election, unravelling its complexity. This
will allow us to extract broader insights into the tactics and impacts of foreign influence

operations in the realm of international politics. Through this framework, we aspire to shed
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light on how disinformation becomes a tool for foreign influence operations, affecting
international stability. Our analysis promises to exhibit valuable insights into the mechanisms,
strategies, and ramifications of algorithmically driven foreign influence. In doing so, we aim to
contribute to the knowledge in this growing field. It will ensure a comprehensive understanding
of the phenomenon, addressing both the mechanisms and the strategic intentions behind these

operations, and ultimately helping to achieve the research objectives.

Research Design & Methodology.

For this thesis, we have adopted a qualitative methodological approach. This approach is
particularly well-suited for exploring the complex nature of algorithmically driven foreign
influence and its impact on international stability. It allows for an in-depth understanding of the
narratives, strategies, and dynamics of power and platform governance at play. Furthermore, it
enables a nuanced analysis of information within its specific political and social context, which
is crucial when examining the subtle ways in which power dynamics are influenced by
disinformation.

We will first elaborate on why we decided to adopt a qualitative approach to conduct this study,
and then provide further justifications for the case study choice. The data for this research will
be primarily textual, including analysis of media coverage, visual, due to the nature of specific
social platforms such as TikTok, and digital, encompassing content and discourse analysis of
the concerned social media platforms, engagement metrics, trends, networks, etc. Additionally,
we plan to review reports from governments and NGOs on the matter, as well as TikTok's
responses and policies. The collected data will then be analysed through thematic and discourse
analysis to identify recurring patterns and key narratives, and to understand how meaning is
constructed. This will help reveal the underlying ideologies and power dynamics embedded
within the discourse surrounding the election and its regional implications. We will also discuss
our emphasis on data reliability, ethical considerations, our sampling strategy, and, above all,

the challenges and limitations of our research design.
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Research Design.

We have chosen a qualitative research design for our study because we believe it will
allow us to provide a rich and detailed analysis of the topic by exploring the context and nuances
of disinformation campaigns in depth. By adopting a qualitative approach, we aim to gain a
deeper understanding of the subtleties of how disinformation is constructed, disseminated, and
received within the specific socio-political context of the Romanian presidential elections. A
qualitative research design is well-suited to uncover the mechanisms and processes involved in
disinformation and foreign influence, such as how narratives are framed, how influencers and
social media platforms play a role in the spread of disinformation, and whether it efficiently
impacts public opinion. These aspects would have been difficult to grasp through a quantitative
approach.

Another important aspect of qualitative research is the flexibility and adaptability it offers.
While this complicates the replicability of the methods, it allows us to adapt our research to
new insights or unexpected findings. This aspect is crucial given the dynamic and rapidly
evolving focus of our study. New tactics, platforms, reports, and narratives may emerge during
the research, especially since the election occurred in December 2024 and the retake will occur
in May 2025. This timeline allows authorities to investigate more thoroughly what precisely
happened in December, the consequences, and the responses to potential sanctions.
Additionally, qualitative methods enable us to conduct an interpretive analysis, which is key
considering that our data are textual and visual. Thus, we will be able to identify themes and
patterns crucial for understanding the strategies behind the foreign influence operation and its
actual effects on public opinion, political institutions, and international stability.

Qualitative research is particularly adept at providing a nuanced analysis of information within
its specific political and social contexts. It is crucial for examining how disinformation can
influence international power dynamics. Qualitative research is well-suited to understanding
the digital information environment with greater precision. Regarding the concept of
disinformation, a good understanding of the social, cultural, and political environments is
crucial to understanding why certain narratives resonate within particular groups or societies
and how they can influence public opinion and political institutions. Related to this aspect,
qualitative research can help explore power dynamics by examining how actors, such as
governments and social platforms, interact and exert influence on each other. Through methods

such as discourse analysis or content analysis, we can analyse how power is exercised,
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contested, and negotiated while paying attention to the nuances and subtleties often lost in

quantitative approaches.

Case Study.

The Romanian 2024 presidential election has already been publicly identified as a target
of a significant, algorithmically driven foreign influence. The unprecedented decision by
Romania's Constitutional Court to annul the initial election results in December 2024 due to
"serious allegations of foreign interference" (specifically mentioning "cyber warfare" and
"manipulation of public opinion") underscores the severity and sophistication of these
operations. The Romanian case explicitly implicates TikTok as a primary vector for this
interference, with specific mentions of "TikTok bots" and algorithmic amplification. Allowing
for exploration of the mechanisms of platform governance in a real-world scenario where a
platform's role has been questioned (e.g., the EU's Digital Services Act investigation into
TikTok's failure to address risks of foreign interference in this election). Romania is a well-
established member of both the European Union and NATO, traditionally seen as a firmly pro-
Western state. The fact that its democratic processes were significantly challenged by foreign
interference, to the point of an annulled election, highlights that even resilient democracies are
vulnerable to advanced information warfare tactics. This offers a compelling illustration of the
evolving nature of hybrid threats. It directly addresses our research question about the impact
on trust in democratic institutions, as the annulment itself indicates a severe erosion of
confidence. The interference campaigns reportedly aimed to boost candidates who expressed
anti-EU, anti-NATO, and pro-Russian sentiments. The strong performance of such candidates,
fuelled by online campaigns, indicates a growing internal societal division that foreign
influence operations can exploit. Also, the geographical and geopolitical position of Romania
makes it a privileged case study. We already mentioned those aspects more in-depth in the
literature review’s part dedicated to it. The unique decision that followed the investigation’s
revelations about a foreign influence in the election and the implications that can derive from
it made this case study a very well-suited case study for our study on algorithmic-driven
disinformation campaigns and the further impact of such foreign influence on international

stability.
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Data Collection Methods.

This study aims to analyse the role of algorithms in disinformation campaigns with a
special focus on foreign influence’s disinformation campaigns. To do so, we decided to focus
on the Romanian presidential elections that occurred in December 2024, with particular
attention to the use of the social media platform TikTok and its role in the influence campaign.
Thus, we aimed to collect videos from TikTok that were published during the election period
and pertained to those same elections. Due to practical difficulties, we essentially base our
analysis on secondary data sources. We will focus on the comments under the videos to analyse
the narratives, hashtags, and strategies deployed, such as astrosurfing, account recycling, and
influencers' use, to dig into the manipulation of algorithms. However, even if TikTok has a
central role in this election, especially when it comes to the candidate C. Georgescu, we expand
our data source to other social media platforms such as Facebook and X to provide a more
comprehensive understanding of the Romanian digital landscape. We will also analyse social
platforms’ answers to understand their roles in the disinformation campaign better, the media
coverage to understand its impact on Romanian society, and governmental and NGO reports to

understand the implications of such a campaign on the international stage.

So, we intend to collect textual data, through media coverage, reports, comments, etc. and
digital data through likes, shares, followers, views, etc. Concerning social media platforms, we
were for seeking comments, posts, and hashtags of social media content, but also engagement
metrics such as likes, shares, followers, etc. We will particularly focus on content created by
influencers and ordinary users, especially when it comes to comments and narratives. But we
will also look at candidates’ engagement metrics to have a better understanding of their
popularity and if there is any correlation between a potential rise of popularity on social media
platforms and the rise of specific narratives on those same platforms. Collecting metrics such
as likes, shares, comments, and views related to the election allows us to analyse the reach and
impact of specific narratives, candidates or pieces of disinformation during the elections. We
first aimed to collect such data to draw connections among the narratives and relations among
topics. We were also searching for media coverage and fact-checking of the elections, such as
articles, reports, analyses, etc., but also government and NGO reports from national and
international organisations, especially those focusing on election integrity, foreign interference,

and disinformation. Combining traditional media, reports with social media platforms will help
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us to understand the interplay between social media and more traditional media in shaping

public opinion.

Regarding the data on social media, we were willing to scrape ourselves the data; however, due
to the difficulty in accessing TikTok’s data and a short timing we decided to rely on non-
governmental reports covering the role of social media platforms in the elections, especially
from the European Digital Media Observatory (EDMO), Funky Citizens, or the Bulgarian-
Romanian Observatory of Digital Media (BROD). Thus, we collected data about Meta,
especially Facebook, TikTok, and a few on X and Telegram. But the two main social media
platforms analysed are TikTok and Facebook. Regarding the traditional media coverage and
fact-checking, and the government and NGO reports, it is, by essence, secondary data. The
sources previously cited also figure in that category of data, but we also analyse the EU’s
responses to the annulment of the election, the declassified documents from the Romanian
Intelligence Services, and TikTok’s answers to it. Those are the main data sources. Most of the
data focus on the period from mid-November 2024 to mid-December 2024, at least concerning
the data from social media platforms. Such sources will help us frame the implications and
impacts of such influence operations, but it will also help us to address the foreign influence
aspect by studying the basis of foreign influence accusations. However, concerning the media
coverages and reports, the time frame is extended until July to have the most recent updates and
data. Since the data about social media platforms is a mix from different sources, the sample
size varies. However, since they are datasets established by researchers, we assume that the
sample size is big enough to allow correct analyses from them and to be used in this thesis in

order to address our research question.

By using secondary sources, we have collected information on the key narratives, tactics, and
levels of engagement found on social media platforms, especially on TikTok and Facebook.
Our findings can be divided according to key narratives and the use of hashtags in order to
understand the patterns of disinformation and how the algorithms can be manipulated. We have
tried to collect our database, but at this international level, this proves very difficult. Thus,
relying on the detailed reports of recognised organisations such as the European Digital Media

Observatory (EDMO) or Funky Citizens gives us a strong basis for our analysis.
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Data Analysis.

As stated before, we end by gathering data analysis from other researchers to be able to
conduct our own data analysis. We then compared each research to be able to highlight what
are the most frequent narrative categories that have been identified by each report. We
essentially focus on the period around the first election round so from mid-November to mid-
December. Then, we organised our data into different themes as mentioned before. Most reports
categorised their data in the same way, especially concerning narratives. We decided to follow
a similar structure concerning narratives. Then, we analysed the frequency of narratives
depending on the social platforms, what could explain those variations, the way those narratives
are framed, exposed, etc. But since the election took place in May, and we have the final result,
researchers have kept an eye on social media platforms’ uses during the election recount. We
will also use those studies to support previous analysis, claims and consider if there is any
evolution, changes in the use of social media platforms.

For this thesis, we decided to organise the data in different categories, topics, depending on
what theoretical focus we will apply. However, regardless of the theoretical focus, we will
almost always divide by social media (X; TikTok, Meta, others). We will first focus on the
narratives across social media to simplify the application of the framing theory. Many narratives
have been identified by researchers; still, we will organise the narratives into five main narrative
categories: nationalism & idealisation of the past, the West as a threat, discreditation of the
election & institutions, conspiracy and finally, hate speech. A thematic analysis will allow us
to identify recurring patterns and key narratives in the collected data. Then, in order to
understand the algorithms’ implications regarding the information environment, and especially
the disinformation spread, we aim to identify the core hashtags used, especially the one tied to
Calin Georgescu, to understand how it helped him to his sudden rise on social media and
especially TikTok. Thus, we will be able to apply the platform governance focus to analyse the
metric engagement data. In this part of the analysis, we rely upon node maps developed and
designed by other researchers, such as the one developed by Digihumanism report (Caunes et
al., 2024) and the Funky Citizens’ report (Matei Vrabie, 2024). Such node maps help us to
visualise how these networks are formed, the type of content shared, and their interactions with
other users or communities. This can reveal patterns of information dissemination and potential

coordination in spreading disinformation.
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Then a discourse analysis will be employed to emphasise an understanding of how the meaning
is constructed. This will help to highlight the underlying ideologies and power dynamics
embedded within the discourses surrounding the election, and also the regional implications.
We will try to conduct a framing analysis by identifying the specific issues framed within the
information disorder environment (what words have been chosen, metaphors, comparisons,
images, sounds, etc.). Public Data Lab, for example, provided an analysis of the sound used on
TikTok during the election period that might have impacted the elections (Bounegru, 2025).
Additionally, we will address the power dynamics aspect by examining how the discourse
attempts to shift power dynamics by legitimising or delegitimising certain actors, undermining
trust, and mobilising specific segments of the population through the analysis of the West as a
threat narrative, for example or the narratives around the discreditation of the elections and
institutions.

However, we will not solely rely on discourse analysis. We will use both discourse analysis and
content analysis, with a greater emphasis on content analysis while acknowledging the
limitations of discourse analysis due to translation issues, since it focuses mainly on how
language is used in social contexts to construct meaning, while content analysis focuses more
on patterns, themes, and biases. It allows us to leverage the strengths of both methods while
being transparent about the challenges posed by translation. Content analysis can provide clear,
quantifiable insights into the data, such as frequency counts of keywords, thematic presence,
and other measurable aspects of the text, while discourse analysis provides deeper insights into
the nuances and contexts of the communication. However, discourse analysis can still provide
complementary insights to content analysis. It can help to understand the framing of narratives,
the construction of identities, and the exercise of power through language, even if these insights
are more tentative due to translation issues. Thus, integrating both methods can provide a form
of triangulation, where the strengths of content analysis can compensate for the limitations of
discourse analysis, and vice versa. This combined approach can offer a more comprehensive
understanding of the data, capturing both the "what" (through content analysis) and the "how"
(through discourse analysis) of disinformation and foreign influence.

In summary, this research work adopts a flexible approach to exploring data by combining
content and discourse analysis techniques to analyse disinformation and foreign influence in
the Romanian elections. We acknowledge the strengths and limitations of these techniques in

uncovering both quantitative patterns and qualitative nuances of information. Through thematic
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analysis, node maps, and framing analysis, we can identify key narratives, understand the role
of social media platforms, and expose hidden power dynamics. Despite challenges like
translation issues and reliance on secondary data, using a variety of methods and data sources
strengthens the depth and scope of our analysis. Ultimately, this approach helps us navigate the
complex nature of misinformation and provides insights into its impact on political events and

social cohesion.

Ethical Considerations.

This current research will not necessitate direct interaction with human subjects and thus
does not involve "participants" in a strict sense. However, collecting data through social media
does involve a sense of participation in that we will gather posts and content created and shared
by individuals. Some data might include videos or visuals since we will be collecting from
social media platforms such as TikTok, which is entirely based on visual content. The main
complexity when it comes to social media analysis is the open-source aspect of the data, which
can lead some to argue that publishing content publicly on social media implies an awareness
that the content can be viewed by anyone and thus used by anyone as well. However, we do not
consider such thinking ethical, especially given the strategies employed by social media
platforms to obtain consent from their users, who may not be fully aware of what they are
consenting to and the potential implications.

To maintain an ethical approach to the data collected from social media platforms, we will
ensure a sense of confidentiality and privacy for the users involved. This will include blurring
faces or any potential personal data visible in the content, especially if we use visual materials
such as videos or photos. We will also anonymise users if they are not public figures and if they
can be identified through their posts.

Additionally, we are aware that, as students who have been educated and raised in Western
Europe, we have been exposed to specific narratives about Central and Eastern Europe,
particularly Russia. Since the involvement of Russia in the foreign influence on the 2024
Romanian elections has been stated by the Romanian authorities, it is important to acknowledge
our potential biases and ensure reflexivity in our research. We aim to avoid adopting a
Manichean perspective that portrays a "good" side and a "bad" side.

Finally, we would like to address a few words on the use of Al within the context of this

research. We intend to dedicate a specific mention of what Al have been used through our
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research and for what purposes. A paragraph will be dedicated at the end of the thesis, explicitly

explaining how Al have been used.

Reliability and Validity.

The concept of reliability and validity initially referred to the accuracy in findings for
the latter, whether it concerns internal validity — truth representation — or external validity —
applicability across groups, while reliability concerns the consistency and repeatability of
findings (Brink, 1993). Such terms are traditionally associated with quantitative research;
however, qualitative research is also willing to emphasise such aspects through criteria such as
trustworthiness, credibility, etc.

To validate our results and enhance reliability, we focused on integrating multiple data sources.
Additionally, we utilised media coverage, social media content, and reports. The triangulation
of these sources provides a comprehensive view of the disinformation issue in the Romanian
elections. Furthermore, we employed methods such as content analysis, network analysis, and
discourse analysis. Using multiple methodologies acts like a double check on our findings—
helping us identify recurring patterns as well as deeper nuances. We also prioritised sourcing
information from reliable outlets that emphasised the importance of transparent and detailed
methodologies. Our emphasis on source credibility further strengthens the confidence in our
results. However, we recognise that the transferability of our research may be somewhat
limited, given that disinformation cases are often context-specific and primary source access
can be challenging. We are therefore transparent about our strategies and the contextual
boundaries, allowing readers to assess whether our case study is applicable to their geographical
or socio-political context.

Moreover, to boost the reliability, we went through the same steps and conducted the analysis
in a systematic manner, while at the same time, being thorough in our documentation of the
research process, thus creating a detailed record. This meticulous account of the research
process allows an independent person to verify our work and consequently increases the
reliability of the findings. Furthermore, we took part in the reflexivity practice, which has
something to do with us always thinking about our position as researchers and, consequently,
how our biases and assumptions may affect the research process and the results.

The use of these methods is targeted at accomplishing the integrity and reliability of our

qualitative study, thus enabling an informed and complex comprehension of the disinformation
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issue in the frame of the Romanian elections. With such methods and reflexivity, we aim to
ensure as much as possible a reliable, valid and trustworthy analysis and study. To assure that

we also need to acknowledge and address the limitations and challenges of our study.

Limitations and Challenges.

Major limitations in our data collection are primarily due to the absence of primary data
sources and the over-dependence on secondary data sources. Solely relying on secondary data
sources means that we inherited the perspectives, frameworks, and data choices of the other
researchers, which may not be fully compatible with the research objectives we have. Such
dependence on already pre-processed and selected data, instead of selecting the data based on
our criteria, may lead to a weakening of the primary research goals that we have. In addition to
this, the issue of translation poses another major challenge. It is not guaranteed that all the
pieces of work and data have been translated into English by the original authors or researchers.
It is quite simple to use translation tools on the internet nowadays, but still, they are not perfect,
and there is always a space for the question of losing nuance and accuracy in translation.
Therefore, to lessen the gravity of this problem, we give priority to the documents that are
initially written in English or French, and we also accept those that are new versions of
Romanian translations provided by those who have made the initial Romanian version.

Our dependence on secondary data is because we have faced a lot of difficulties in getting data
from TikTok, as its policies are not transparent, and access to the data is limited, and also, we
do not have enough technical skills to overcome these problems. Yet, we aim to make up for
these shortcomings by implementing a triangulation method which combines several theoretical
and methodological frames. Thus, we are able to continue to build a strong qualitative database
by extracting data from other researchers who have already conducted studies on the same topic
and applying methodological triangulation to eliminate lurking biases in the pre-processed data.
We committed ourselves to acknowledging these limitations and using some techniques to
reduce their influence in order to guarantee the rigour and trustworthiness of our research

results.

Conclusion.

For this thesis, we adopted a qualitative methodological approach to explore the
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complex and multifaceted nature of algorithmic foreign influence and its impact on
international stability, particularly in the context of the 2024 Romanian presidential elections.
This approach is well-suited to our research objectives, as it allows for an in-depth
understanding of the narratives, strategies, and platform power and governance dynamics at
play in disinformation campaigns. Our research design emphasises the use of textual, visual,
and numerical data, including media coverage, social media content, and government and NGO
reports. This diverse range of data sources enables us to conduct a comprehensive analysis of
the disinformation phenomenon, capturing both the breadth and depth of its impact on political
processes and societal stability. By employing thematic and discourse analysis, we aim to
identify recurring motifs and key narratives, and to understand how meaning is constructed
within the specific political and social context of the Romanian elections. The case study of the
Romanian elections offers a unique and compelling illustration of the evolving nature of hybrid
threats and the vulnerability of even resilient democracies to advanced information warfare
tactics. Our focus on the role of social media platforms, particularly TikTok, in the
dissemination of disinformation allows us to explore platform governance mechanisms and the
implications of algorithmic amplification in a real-world scenario. In our data collection
methods, although primarily based on secondary sources due to practical difficulties, we aim to
provide a robust and nuanced understanding of the disinformation landscape. By triangulating
data from multiple sources and combining content and discourse analysis, we seek to
compensate for the limitations of our data and ensure the reliability and validity of our findings.
The ethical considerations of our research are paramount, and we are committed to maintaining
the confidentiality and privacy of individuals involved in our study. We are also mindful of our
potential biases and the limitations of our data, and we strive to approach our research with
reflexivity and transparency.

In conclusion, our qualitative methodological approach, with its emphasis on contextual depth,
interpretive flexibility, and ethical sensitivity, is well-suited to achieving our research
objectives and contributing to the field of disinformation and foreign influence studies. By
providing a comprehensive and nuanced analysis of the Romanian elections case study, we aim
to shed light on the complex and multifaceted nature of disinformation campaigns and their
impact on international stability. Our findings have the potential to inform policy and
governance strategies to counter foreign influence operations and protect democratic

institutions from the threat of disinformation.
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Empirical Findings.

The 2024 Romanian presidential election is a classic case study, one of the rare
democratic processes that have been declared invalid due to digital interference. It was the first
in human history, and it underscores the profound impact of digital platforms on electoral
integrity and public trust. This chapter aims to examine the empirical testing of the Romanian
election, with a focus on the role of social media websites, notably TikTok, in spreading
disinformation and determining electoral outcomes. Through the examination of the strategies
employed, such as algorithm manipulation and influencer mobilisation, we seek to uncover the
mechanisms through which digital interference can subvert democratic processes. The
relevance of the study lies in its ability to explain the vulnerabilities of digital platforms and
their susceptibility to politicisation.

Our investigation follows from the following: How were algorithmic architectures used to
amplify misinformation? What was the influencers' contribution toward amplification and
legitimation efforts? To what extent is the campaign due to foreign actors? Throughout this
chapter, readers can expect an extensive presentation of our results structured around the above
research questions. We are going to analyse the use of social media sites, the involvement of
influencers, and the potential foreign interference of the electoral process.

The applicability of our study extends beyond the Romanian context, offering insight into the
broader implications of online interference in democratic elections. This research contributes
to the theoretical understanding of the strategic use of social media platforms during political
campaigns. Through illumination of the role played by TikTok and the utilisation of influencers,
we aim to provide a comprehensive understanding of the methods employed to sway public

opinion and election outcomes.

Findings.

In the present digital age, the role played by social media websites in influencing public
opinion and impacting political outcomes has taken on a greater significance. This study aims

to investigate the intricate dynamics of algorithmic infrastructures and their application in
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disinformation diffusion, namely foreign influence campaigns during the December 2024
Romanian presidential elections. The advent of social media has revolutionised the political
communication environment in ways that warrant investigating how such media can be
employed to manipulate public opinion and electoral processes. The 2024 Romanian
presidential election is a leading case study for examining the impact of social media on
electoral integrity. The election period witnessed a boom in the usage of platforms like TikTok
and Meta (formerly Facebook), which played a core role in the dissemination of political
information. Our inquiry is focused on collecting and scrutinising evidence from these
platforms to expose the strategies employed to disseminate disinformation. By close reading of
posts, comments, hashtags, and likes, we aim to expose the mechanisms through which
algorithmic infrastructures were manipulated in order to influence the electoral process.

This study is primarily based on secondary data sources due to pragmatic constraints in directly
accessing primary data from social media platforms. We have selected information with care
from various reports and analyses provided by reputable agencies such as the European Digital
Media Observatory (EDMO), Funky Citizens, and the Bulgarian-Romanian Observatory of
Digital Media (BROD). These provide much insight into social media use throughout the
election period, including narratives, engagement rates, and the role played by influencers.
Our analysis is structured around a series of overarching themes: the use of algorithmic
platforms to enhance disinformation, the use of influencers as endorsers and broadcasters of
political content, and the extent to which the influence campaigns were manipulated by external
forces. By structuring our data according to these thematic poles, we aim to provide an
integrated picture of the strategies employed and their consequences for democratic processes

and electoral integrity.

How were algorithmic infrastructures used to amplify disinformation?

Throughout our research, it appears that candidates have mainly used Meta for
advertising purposes. If we look at the advertisement strategy of official candidates, it appears
that most candidates allocated a budget to advertisements on Meta. Cangemi et al. (2025)

communicated the advertisement budget on Meta for each candidate: Lasconi, Ciolacu and

62



Simion invested a lot — 5.3 million euros average '— in advertisements on Meta. It seems that
Georgescu did not allocate any budget for Meta’s advertisements. However, the lack of
investment in Meta’s advertisements does not mean that Georgescu was absent from them.
Guillaume (2024) identified over 3,640 ads classified as political on unofficial political pages
(i.e., unaffiliated with parties or politicians) between August 1, 2024, and December 5, 2024,
with a peak at the end of November. Those ads are run by 24 pages and have reached a total of
more than 148 million. It is important to highlight that those Facebook pages existed long before
the 2024 elections; some of them were created in 2020 and have been simply relabelled
throughout time — a common disinformation strategy that we mentioned earlier in this paper —
and brought a general support for the AUR party and the candidate Calin Georgescu through
coordinated inauthentic behaviour by duplicating ads across different pages, with the same
hypertext links for example or same titles, key phrases, by using the same content, etc. —

illustration below (Guillaume, 2024).
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Concerning TikTok, the platform has played a core role in these elections. Hashtags occupy a

big importance in the videos referencing; thus, many studies focused on the use of hashtags to

! According to Cangemi et al. (2025), Lasconi invested 1.2 million RON (2.4M €), Simion 1.7
million RON (3.6M €) and Ciolacu 5.1 million (10M €). We converted from RON to EURO
with the 23" of July conversion rates, we rounded up to the nearest decimal point and then
calculate the average: (2.4+3.6+10)/3=5.3.
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analyse the rise of a candidate or topic. From January 2024 to November 2024, the hashtags
about Lasconi have been used 202 million times, while the one about Georgescu is about 145
million times. However, those same 145 million uses have been reached in two months, from
September 2024 to November 2024 (Madalina & Ionita, 2024). If we look at EDMO’s report
(2024b) on the candidates’ statistics on TikTok, on their official pages, Georgescu has fewer
views, likes or comments, but he does have the most shares. If we consider his significant rise
on the platform, it led us to interrogate the importance of sharing in TikTok’s algorithm
dynamics. Additionally, Funky Citizens’ report (2024) discovered that the hashtag
#CalinGeorgescu, and its variations dominated the network during the elections. However, as
highlighted by the Expert Forum (2024), Georgescu reached a significant number of views
under his hashtags — 639 million, with 47,700 videos — and outreached Lasconi’s statistics —
402 million views, with 14,700 videos. However, Expert Forum succeeded in identifying real-
life supporters, TV channels, etc., that mention #elenalasconi under their videos, whether it is
to support or not, concerning #calingeorgescu. The videos concern many small accounts, hard
to identify any real human being in charge of any accounts?, and concern essentially pro-
Georgescu content.

If we focus on TikTok’s hashtag and their connectivity, it appears that #calingeorgescu is the
most connected hashtag, with 12 other connections over the last 14 days of November 2024. In
comparison, #elenalasconi is connected to 9 other hashtags, and #georgesimion 3 others. This
confirms what we stated before about the domination of Georgescu on TikTok during the
election period (Expert Forum, 2024). Other studies have focused on the connectivity of data,
especially on TikTok, during the elections. The Digihumanism report (2024) established
through the analysis of comments five main communities. Three of these communities, labelled
as the “main” communities, concern candidates: Georgescu, Lasconi and Simion. Georgescu’s
community is the biggest one and the only one to be present in top video topics as well. The
report highlights that a significant portion of the comments are pro-Georgescu, even if the
account, the video or the communities are pro-Lasconi. Additionally, all the identified spam
comments are labelled as pro-Georgescu. Among those three communities, different narratives
dominate the digital environment. Concerning Georgescu’s community, narratives portray him

as a saviour, with heroic and superlative vocabulary being widely used; there is also a general

2 Most of the video’s links provided by the report are now unavailable, concerning either
Lasconi or Georgescu. Except the one coming from official accounts.
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mistrust narrative toward traditional parties and a strong involvement of the Romanian diaspora
observed within this community. After analysis, it appears that the community focusing on
Lasconi is mainly built around her opposition to Georgescu, a clear polarisation between newer
and traditional parties, a lack of trust in electoral fairness and an opposition between nationalism
and progressivism. Comments within this community are indeed linked to Lasconi, but not
necessarily in a positive way, like the community built around Georgescu. Finally, the
community built around Simion express a dominant support for AUR and Georgescu within the
comments: admiration and support for Georgescu, accusation of election manipulation, media
and establishment distrust and strong focus on protecting Romanian identity.

Additionally, among pro-Georgescu content, many researchers have identified sexist,
homophobic, racist, and transphobic narratives (Bounegru, 2025). It has been proven, and even
within the specific context of the Romanian election on TikTok, that such narratives gain much
more visibility on social media. Global Witness (2024, 2025) has investigated this phenomenon
and concluded that TikTok’s algorithms are serving nearly three times as much far-right content
to new, politically balanced users as all other political content, and also recommended content

supporting Georgescu at a much higher rate.

What Role did Influencers play in the amplification and legitimisation campaign?

The influence sphere has arisen with the rise of social media and has even become a
profession. The French government defines the profession of influence as ‘“Natural or legal
persons who, for remuneration, use their reputation among their audience to communicate
content to the public electronically to promote, directly or indirectly, goods, services, or any
cause whatsoever, are engaged in commercial influence activities by electronic means.* (Loi
Visant & Encadrer I’Influence Commerciale et & Lutter Contre Les Dérives Des Influenceurs
Sur Les Réseaux Sociaux (1), 2023). This definition helps us to apprehend the unique
phenomenon that occurred during the Romanian election campaign, which consists of the use
of influencers to promote a candidate in exchange for remuneration. It is not uncommon to
witness influencers standing for candidates during elections, but, as far as we know, such public
speaking has not been sponsored by the candidate him/herself.

However, some researchers and reports have raised suspicion of the use of influencers to
promote the candidate Calin Georgescu in an illegal and unannounced manner. Funky Citizens

& BROD (2024) investigated the use of TikTok within Georgescu’s campaign. They identified
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25,000 TikTok accounts which became very active two weeks before the first round. Still, such
a number of accounts revealed rather an astrosurfing strategy than a use of legit influencers.
But the investigation also discovered that, despite Georgescu’s claims about his 0-budget
campaign (Georgescu, 2024), Georgescu employed a 1-million-euro budget with 381,000€ paid
to TikTok. The money was transferred through the TikTok donation system, influencers'
marketing platforms, or email to approximately 130 Romanian influencers (VIGINUM, 2025).
It is important to emphasise that those influencers did not necessarily realise they were creating
content to promote a politician. The strategy was to ask them to use specific hashtags, keywords
such as #echilibrusiverticalitate — hashtags that reached 2.4 million views (Funky Citizens,
BROD, 2024) — that were describing and linked to Georgescu without naming him and thus,
thus it supported other hashtags more directly naming Georgescu thanks to a developed
connectivity map and additionally, astrosurfing campaigns were coordinated to target those

influencers’ posts and spam the comment sections (VIGINUM, 2025).

We would like to step aside from the strict definition of influencers to mention the implication
of the diaspora during the election campaign. Throughout our research, the role of diaspora in
promoting far-right candidates has been widely mentioned. Indeed, based on the statistics
presented by EDMO (2024b), the two far-right candidates — Simion and Georgescu — are the
ones with the most followers out of Romania — 24% and 21% are from outside Romania — while
Lasconi counts 14% and Ciolacu 8%. We also mentioned earlier a strong involvement of the
diaspora in the community, supporting Georgescu on TikTok, calling for radical changes. The
hashtag #diaspora is indeed one of the most used within this community, and comments such
as “where are you from” highlight a willingness to involve the diaspora within the pro-
Georgescu campaign. There is also a prevalence of hashtags related to the diaspora within the
community related to Simion (Caunes et al., 2024). There is even a pro-Georgescu propaganda
soundtrack, “SustinCalin Georgescu”, that directly mentions the diaspora: “We vote for Calin
Georgescu; The diaspora shouts, he is the chosen one” (Bounegru, 2025). Funky Citizens &
BROD (2024) also mention a recurring use of the hashtag #diaspora, linked to discussions
around Romanian citizens abroad and their involvement in elections or political narratives. For
the May elections as well, investigations uncovered influence operations targeting Romanian
expat voters via the social media platform TikTok principally; 24% of Romanian nationals live

outside of Romania, and, indeed, we found 48% of engagement with pro-Simion and pro-
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Georgescu inauthentic videos (Refute, 2025). The Romanian diaspora is being
disproportionately targeted, or is, at least, disproportionately exposed to such videos. The
videos have been identified as inauthentic since the videos often use visuals that are unrelated
to the political soundtrack used in the audio and are often copied and pasted across accounts.
The most engaged diasporas are the ones from the United Kingdom, Germany, Italy and Spain
(Refute, 2025). All European countries, and most of the EU. We will, in the discussion part, try
to assess the reasons behind such a high engagement from the diaspora, or the reasons behind

such targeting.

To What Extent can the Campaign be attributed to foreign actors?

For this part, we essentially based our research on the declassified document released
by the Romanian government and its services.
The Romanian Intelligence Services confirmed the actions of a state cyber actor on the IT &
Communication infrastructures supporting the electoral process (Romanian Intelligence
Services, 2024). The report states that those cyberattacks compromised a server —
zis.registrulelectoral.ro — which is connected to the Permanent Electoral Authority internal
network. The Intelligence Services also identified over 85,000 cyber incidents that occurred
after the 19 of November 2024. These cyber incidents aimed to exploit the vulnerabilities of
the IT systems supporting the electoral process to gain access to data related to the information
systems. The Intelligence Services affirm that such attacks continued in a sustained manner,
including on the election day. This same report specifies that they cannot assess with certainty
the attacker and the impact on the electoral process. However, the Intelligence Services affirm
that they gathered data on a Russian-based cybercrime platform while investigating.
Additionally, in a declassified document from the External Intelligence Services (2024), the
service emphasises the Russian history of interference in electoral processes in other countries
in the online sphere. The emphasis on information aggression and the use of artificial
intelligence for rapid content creation by the Kremlin. The report highlights the role of Russia
in the Moldovan elections, the similar modus operandi with this influence operation and also
across Europe; its support for far-right parties across Europe, and Russia's stance on Romania,
considering it as an enemy state. Also, Public Record (2024) unveiled tens of Russian Telegram
channels coordinated to support Georgescu. It was through those kinds of channels that the

astrosurfing campaigns were coordinated, but some of those channels were also dedicated to
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spreading pro-Russian narratives on digital media, such as Pravda (Matei Vrabie, 2024).

Even if we cannot assess with certainty the implication of Russia in the Romanian election, it
is still interesting to draw a comparison with other election interferences where Russia has been
involved. For the three elections, the main objectives were to undermine democratic institutions
and weaken Western alliances such as the EU or NATO by supporting anti-EU, anti-NATO
movements, by spreading narratives about NATO’s aggressive stance or supporting EU sceptic
candidates such as Fillon or anti-NATO candidates such as Le Pen, or Georgescu, if we consider
the Romanian elections. Additionally, in all three countries, Russia was identified as the most
likely source of the interference/ influence operations. Also, the three elections have been the
target of disinformation campaigns using fake news, memes, and misleading narratives to
emphasise polarisation and division. Many investigations, reports, and research state the
involvement of Sputnik in disinformation operations, such as reports from INTEL, confirmation
of the use of bots and Russian state media in coordinated campaigns (Bradshaw & Howard,
2019). Also, France and the U.S. have been attacked through email hacks and leaks (e.g. Macron
campaign, Clinton/ DNC emails). Even though Romania was less affected by such cyber-
attacks, we mentioned above that it has still been the victim of cyber-attacks on key
infrastructures. Finally, one of the main similarities is that the three influence operations
exploited social divisions. In Romania, the influence campaign focused on anti-corruption
protests, national sovereignty and nationalism. In France is an anti-EU sentiment, populism and
anti-immigration themes. Both Romania and France have been targeted in a similar way,
probably due to their membership of both states in the EU. For the U.S., the campaign focused
on race, gun rights, religion — we can link this theme to the sovereignty narratives in Romania
— and political identity. The three foreign influence operations occurred on social media and
leveraged algorithms: TikTok in Romania, and mainly Facebook in France and the U.S.

Thus, without affirming with certainty the implication of Russia during the Romanian 2024
elections, we can attribute, at least partly, the influence operations responsibility to foreign
actors, and thus, can investigate the motivations and further implications of such campaigns on

a geopolitical level.
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Conclusion.

In conclusion, our research on the December 2024 Romanian presidential elections
illustrates the complex and multifaceted nature of social media sites' involvement in
disseminating disinformation and influencing electoral outcomes. On the basis of close
observation of platform data from sites like TikTok and Meta, we have established the strategic
employment of algorithmic architectures to sway public opinion and transmit political
messages. The findings highlight the significant impact of social media on the election process,
and there is a need for caution and protective measures to provide electoral integrity. Our work
has shown that the candidates and their supporters employed an array of methods to get their
messages heard, ranging from hashtag use to coordinated fake action and influencer
engagement. Analysing the narratives and engagement trends has provided rich insight into the
workings of disinformation spread and the role played by algorithmic amplification. The
ubiquity of top hashtags and the coordinated action to manipulate engagement figures
demonstrates the sophisticated level of these influence operations.

Furthermore, the involvement of foreign actors in these activities adds a new level of
complexity to the issue. While our research does not definitively connect the influence
operations to specific foreign actors, the fact that they are similar to other established cases of
foreign interference is a trend that warrants examination. The implications of these findings
extend beyond the Romanian case and address the broader issues posed by disinformation
campaigns in the digital age. Looking forward, there is a need to continue researching how
social media sites can be employed to sway political outcomes. Future research must strive to
develop more effective means of detecting and countering disinformation campaigns and
thereby insulating electoral processes from all types of emerging digital menaces. This study
adds to the growing body of scholarship on social media and political communication
convergence by providing a foundation for further studies on the impact of algorithmic

infrastructures on public opinion and electoral politics.

Interpretation of Findings.

Framing Analysis of Narrative Construction.

We mentioned in our research design and methodology section that we categorised the

narratives present on social media into five categories: nationalism & idealisation of the past,
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the West as a threat, discreditation of elections & institutions, conspiracy theories, and hate
speech. Concerning the discreditation of elections & institutions, we mentioned again the
Digihumanism report (2024) and its analysis of comments, which highlighted the strong
connections between C. Georgescu and the expression of mistrust toward traditional parties, as
well as a distrust toward institutions, characterised by a lack of faith in electoral fairness.
Comments mainly accusing corruption, manipulation, and bias, stating a voting manipulation
and media and political elites willing to suppress, discredit anti-establishment figures such as
Georgescu. Narratives were often critical of mainstream media and traditional parties, accusing
them of being “globalist elites” (Cangemi et al., 2025). Most researchers stated that TikTok is
a fertile ground for anti-establishment candidates such as Georgescu since it is a relatively new
social media platform, with opaque algorithms relying heavily on emotional, affective appeal.
Such elements can help to understand the domination of such narratives on TikTok. Thus, such
anti-establishment narratives echo directly to anti-NATO and anti-EU narratives. Overall
narratives related to this category criticise NATO and EU memberships and vehiculate anti-
globalist messaging while targeting Lasconi, perceived as the representation of these alliances.
There is also an anti-Ukraine dimension, stating that Romania is helping Ukrainian citizens
more than its own (Matei Vrabie, 2025). It was indeed one of Georgescu’s key messages: the
criticism of NATO, statements against Western alliances and an ambiguous stance on Vladimir
Putin (Funky Citizens & BROD, 2024). The West is portrayed as a threat to Romania’s identity,
traditions and sovereignty. In those narratives, NATO and the EU are enforcers of foreign
ideologies that erode nationalism and sovereignty. It leads us directly to the nationalism &
idealisation of the past narrative, and once again, shows us the connections between each
narrative. There are several calls to take back a lost sovereign past and for national restoration.
Many comments focus on protecting Romanian identity, sovereignty, and traditional values.
The focus is on the cultural and religious identity (Caunes et al., 2024). Those are the three
main narratives; then we have two narratives surrounding those: conspiracy narratives and hate
speech narratives. We already mentioned the hate speech concerning pro-Georgescu contents,
targeting minorities such as the LGBTQ+ community, but also misogynistic contents, with a
willingness to rehabilitate historical extremists such as Zelea Codreanu and Ion Antonescu —
members and founders of the Iron Guard, a fascist organisation (Encyclopaedia Britannica,
2025), defended by Georgescu (Pacurar, 2022). Concerning conspiracy theories, those are often

linked with the elections, stating vote fraud, manipulation, etc. Georgescu is also known for his
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conspiracist positions on COVID and climate change (Parsons, 2024; Funky Citizens & BROD,
2024).

Algorithmic systems privilege emotionally resonant and controversial content over fact-based
and deliberative discourse. The combination of affective appeal and technological amplification
creates a fertile ground for disinformation (Cangemi et al., 2025). Additionally, we have seen
with Global Witness’s investigation that far-right content, thanks to its provocative aspect, gets
more views and reactions than moderate content. Public Data Lab (2025) analysed the viral
soundtracks from TikTok related to the elections and sorted them into different categories.
Among those categories, we can find: ballot box rebellion and election annulment. Those two
categories can echo in the narratives developed above, such as discreditation of the elections
and institutions. The “SustinCalin Georgescu” soundtrack mentioned in our diaspora part also
illustrates the affective resonance of the sound. Visuals such as videos or memes take an
increasingly important place within the information environment. Previous disinformation
campaigns relied on such visual strategies (e.g. 2016 U.S. elections) (Sedova et al., 2021).

The most popular narratives over all social media platforms (TikTok, X, Meta and News) were
the ones related to the West as a threat to Romania, the discreditation of the elections and hate
speeches, with a peal popularity for narratives related to the idealisation of the past and

nationalism straight after the first election round (Funky Citizens & BROD, 2024).

71



Daily narratives disseminated on Meta, Tiktok, Twitter (X), News, other platforms and comments

The West as a Threat to Romanians ® Conspiracy Narratives ®Nationalism and ldealizing the Past ® Hate Speech Marratives ®Narratives Discrediting Elections

Marrative reach:

Source: Funky Citizens, & BROD. (2024). Undermining democracy: The weaponization of

social media in Romania’s 2024 elections Executive summary. In funky.ong.

However, if we look closer at the platforms’ differences, we can witness that some narratives
are more popular on specific platforms (Cangemi et al., 2025).

e Facebook (Meta) is often featured with elaborate textual content, accompanied by
symbolic imagery. Also, the comments section is highly active, following this elaborate
textual content feature, which can enhance political critique — see figure 1. Most of the
narrative focused on anti-globalism narratives, targeting the EU and NATO — see figure
5 —and also a strong appeal for conspiracy theories — see figure 3 —narratives that excel
with developed argumentation and critique and call for symbolic imagery.

e X s known for its ideological clusters and also conspiracy theories. The hashtags reveal
dense clusters around nationalist and conspiracy themes. Nationalist slogans and
populist imageries are often used. Many posts also employ emotional language and
accusations of betrayal or manipulation, gaining disproportionate visibility on this social

media platform — see figures 1 and 2.
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e TikTok functions in a very different way. The short videos mechanism, remixing tools
and algorithmic feed enabled users to encode political messages into entertainment
formats, making them more shareable. The dominant narrative is the one about
idealising the past: a blend of nationalist themes with nostalgic or folkloric elements,
Georgescu as a victim of state repression, portrayed with heroic remixes and edits, etc.
TikTok mainly thrives on emotional ambiguity, irony and aesthetic coding, which

worked particularly well on this specific narrative — see figure 4.

Daily frequency of Narratives Discrediting Elections Daily frequency of Hate Speech Narratives

Platform: ®Comments ®Meta ®News & Other ®tiktok ®Twitte Platform: ®Comments ®Meta ®News & Other  tiktok  Twitter

Figure 1. Daily Frequency of Narratives Discrediting Elections Figure 2. Daily Frequency of Hate Speech Narratives

Daily frequency of Conspiracy Narratives

Platform: ® Comments ®Meta ® News & Other stiktok @ Twittar i
Daily frequency of Naior

m and Idealizing the Past

Platform: ® Comments ®Meta ® News & Other ®tiktok ® Twitter

Figure 2. Daily Frequency of Conspiracy Narratives Figure 3. Daily Frequency of Nationalism & Idealising

the Past Narratives
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Daily frequency of the West as a Threat Narrative

Platform: ®Comments ®hMeta ® Mews & Other ®tiktok @ Twitte

Figure 4. Daily Frequency of the West as a Threat Narratives

Source of the figures: Funky Citizens, & BROD. (2024). Undermining democracy: The

weaponization of social media in Romania’s 2024 elections Executive summary. In

funky.ong.

Platform Governance Failures.

TikTok has become increasingly the primary platform for message amplification via
influencer and bot networks. The process has helped the platform to reach disenfranchised
voters and facilitate the rise of non-establishment candidates without the massive advertising
expenditures typically required on Meta platforms (EDMO, 2024a). Our study brings to the
fore the powerful role that TikTok played in lifting Calin Georgescu, a candidate who
unexpectedly received a lot of attention during the Romanian presidential elections. The
platform's algorithmic system seemingly developed a conducive environment for his rapid
ascension to fame, surpassing traditional campaign strategies relying on paid advertising.
Subsequent research by Funky Citizens & BROD (2024) found that political ads did, in fact,
get used during the campaign to endorse Georgescu and probably contravened TikTok's
policies. The findings further unearth a particularly important issue: TikTok's non-
compliance with open advertising requirements. The lack of transparency over TikTok's
access to data and algorithmic workings has been an ongoing issue in our research. This
transparency deficit has not only obstructed independent research activities but also led to

calls for more accountability on the part of government authorities, such as the European
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Union and the French parliament. The EU's call for a report on transparency and the French
parliament's inquiry into the effects of TikTok on young people and the wider information
environment reflect mounting concerns regarding the operations of the platform and their
implications for society.

The Digital Services Act (DSA), particularly Articles 33 and 34, is charging platforms with
lowering systemic democratic process risks. TikTok's alleged failure to abide by the
provisions is causing concern. Firstly, the platform has been charged with responding too
slowly to extremely sensitive content, such as hate speech. A minimum of 4,905
discriminatory, insulting, and threatening comments were either gravely late in
moderation—more than an average of one week—or remained unmoderated. Most such
comments were consistent with stories pushed on within far-right contender forums, which
helped propagate hateful and polarising messages. Moreover, the failure of TikTok to
properly tag political advertisements and the recommender system's bias towards Georgescu
in terms of content and comments makes the platform's ability to comply with regulatory
standards even more tenuous (Caunes et al., 2024). The apparent bias of the recommender
system not only negates the quality of political deliberation but also questions the platform's
commitment to providing an even and equal information space. Such a bias can have severe
repercussions for democratic processes since it may warp public opinion and influence
elections in favour of certain ideologies or candidates.

The issues with TikTok's algorithmic complicity are much deeper than policy breaches. They
question fundamental questions regarding social media corporations' role in shaping public
opinion and call for greater transparency and accountability. As platforms like TikTok
continue to have an intense impact on the information space, they must adhere to regulatory
policies and undertake proactive measures to offset the risks of algorithmic spread of
disinformation and polarising content. These problems will have to be confronted with a
joined-up approach by policymakers, platform proprietors, and civil society so that the

digital public space continues to be a space for democratic and fair discourse.

The astrosurfing and unauthentic coordinated behaviour successfully bypassed and
manipulated TikTok’s recommender system through their modus operandi, so the
coordinated behaviour with ready-to-post content but slightly modified via Instagram or
TikTok edition tools, coupled with the use of influencers with disseminated remuneration

and centred around the use of spammed and copy-pasted comments, increased their visibility



in the targeted communities while not being identified by TikTok moderators. This issue has
also been unaddressed by TikTok, while it is stated in their policies that such manipulation
is prohibited, thus it raises the interrogations about the effectiveness of TikTok’s moderation
policies and practices.

Also, the VIGINUM report (2025) sheds light on sponsorship and algorithm manipulation
of TikTok in the 2024 Romanian presidential elections to bring into view an elaborate
program for artificially increasing the visibility of certain political content. The instant
popularity of candidate Calin Georgescu was largely facilitated by concerted action on
TikTok in the form of both manipulation of the recommendation algorithm of the platform
and clandestine sponsorship of influencers. Nearly 25,000 TikTok accounts sprang into life
in the weeks leading up to the election, the majority of which had remained dormant since
2016, somehow reawakening to promote Georgescu. These accounts were from unique IP
addresses, being stealthy in an effort to avoid being detected, with a clear sign of a
mastermind plot to hack the system. The report also mentions the activities of influencers
who were covertly sponsored to produce and publish content promoting Georgescu. These
influencers, who were frequently not aware of the political content of their posts, were hired
via sites like FameUp and were compensated through TikTok's donation feature, which
added to the sponsorship being indistinguishable. Not only did this shady accounting evade
TikTok's prohibitions on political advertising, but it also defied Romanian election laws. The
manipulation involved the use of specific hashtags and comment coordinating strategies
designed to exploit TikTok's algorithm so that Georgescu's content ended up appearing
prominently in individuals' feeds. The choreographed mobilisation highlights the
vulnerabilities that are inherent in social media platforms' algorithms and how simple they
are to manipulate for political ends, with significant implications for the integrity of digital

political spaces.

Power Dynamics and Geopolitical Implications.

In Romania, right-wing electoral campaigns have made a practice of applying
narratives of national greatness and heroes' narratives to construct group identity. These
narratives are not merely a plea to exercise pride but are consciously used to fashion a
collective identity that can be used for political mobilisation. By referencing the nation's past
glory and great heroes, extremist right-wing groups attempt to define an inclusive in-group

identity that is strongly contrasted with perceived outside threats. This identity becomes
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critical in rallying support and creating a unified front against perceived enemies, internal or
external. Another common practice employed by far-right forces is demonising elections.
By posing elections as rigged or worthless, these groups try to demolish popular faith in the
electoral process. This strategy succeeds particularly when coaxed by conspiracy theories
that thrive on the already existing fears and mistrust among the people. Conspiracy theories
can build a discourse where elections are held out to be rigged or rigged by influential elites,
thereby spreading the notion that the democratic process is rotten to the core. Discrediting
an election, such as the nullification of the Romanian presidential election returns, can be a
good confirmation of such suspicions. It also undermines public confidence in institutions
and democratic processes as tools for advancing foreign or globalist political interests rather
than representing the will of the people.

The rhetoric of far-right factions centres on the assumption that there is a prioritisation of
international concerns over national sovereignty and, consequently, silencing the voice of
ordinary citizens. This is a question of bringing into existence a perception of
disenfranchisement for the citizens, such that they feel that their interests and concerns are
not being addressed, but rather, more foreign affairs considerations are given precedence.
This sense of victimhood can be employed as a strong instrument for mobilising allegiance
and creating an awareness of the need to protect national sovereignty. Coupled with the use
of inflammatory and dehumanising language characteristic of hate speech, outgroups are
then threatened and traditional values portrayed as under threat from a Western-led agenda.
Such rhetoric not only heightens social polarisation but also enables exclusionary narratives,

which spread an antagonistic climate of divisions that can be used as political capital.

The escalation of anti-Western narratives and targeting pro-Western politicians, such as
Lasconi, can even enhance polarisation in the online space. Focusing on anti-Western
dispositions, far-right forces can influence public opinion on matters with Western and EU
alignment concerns. This strategy is meant to create a narrative of Western influences being
detrimental to the nation's interests in order to make the nation gain a perception of resistance
to Western alignment. However, despite this, there was no significant change in Romania's
against Western alliances. On the contrary, in December 2024, Romanians approved of
Romania's pro-West political and military alliances in comparison to an Eastern one (Russia-
and China-aligned) and, since then, this position has even more fortified about January 2022

(Cangemi et al., 2025). The majority of Romanians exhibit very negative feelings regarding
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Russia and enjoy a perception shared by two-thirds of Romanians that Russia poses the
biggest threat to Romanian security. In addition, about 70% of Romanians believe that
NATO deployments in Romania are a priority for protecting the state against foreign

aggression (Calistru & Burtan, 2021).

It is worth mentioning that anti-Russianism does not require unconditional support from
Western alliances. An example is Simion, the ultranationalist politician and member of the
AUR party, who depicts Russia and Vladimir Putin as threats and criminals. However, his
nationalist and anti-system tendencies, coupled with their pro-Western bias, could be
exploited by external propaganda, including that from the Kremlin, to increase polarisation
and create an ideological vacuum that might ultimately benefit Russia. This political
ambiguity can be exploited to destabilise public opinion and foster an atmosphere of
insecurity and mistrust.

The diaspora's widespread participation in elections, especially their activity on social
media, can be viewed as a long-term strategic advantage that increases polarisation between
Western and Eastern factions. Strategic destabilisation measures have the tendency to stir up
or deepen societal divisions. By directing polarising messages at diaspora communities,
foreign actors can intensify societal splits, fostering suspicion and conflict. This polarisation
risks weakening social cohesion and destabilising the political system. Additionally, since
they operate from outside national borders, diaspora groups may be more receptive to
narratives rooted in ethnic and cultural loyalties. It is evident that diaspora support has been
widely exploited by right-wing candidates and can occur with or without the Romanian
diaspora, particularly through social media platforms like TikTok and Facebook, which are
indirectly used to legitimise and spread pro-Georgescu discourses aligned with Russian
strategic interests. This, in turn, deepens domestic polarisation and undermines Romania's
Euro-Atlantic commitments. Overall, diaspora electoral engagement via social media is a
double-edged sword—offering increased political participation on one side, but also
presenting avenues for exploitation and destabilisation on the other. Recognising and
addressing these risks is crucial to safeguarding democratic processes and maintaining
geopolitical stability. The intricate sequence of events, conspiracy schemes, and deliberate
targeting of diaspora communities highlights the urgent need for vigilance and proactive

measures to protect democratic institutions from manipulation and destabilisation.
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Limitations.

As already mentioned above, we encountered some difficulties concerning the data
collection, especially concerning TikTok. Thus, we decided to rely exclusively on secondary
sources of data despite the framing limitations and the disadvantages related to the fact that
we rely on data that have already been sorted and processed. Many reports also mentioned
the difficulty of scraping data from TikTok and the opacity of the platform concerning its
algorithms and its acknowledgement of the impact and role of the application during the
Romanian 2024 election campaign. Some organisations such as EDMO affirmed that “Meta
appeared to provide more transparent ad disclosures, while TikTok’s operations remained
opaque and unaccountable, facilitating the rapid spread of polarizing content bypassing
traditional scrutiny” (EDMO, 2024a). Additionally, the language was also a difficulty,
especially when it came to declassified documents coming from the Romanian intelligence
services. The nature and the format of such documents made it more challenging to translate
due to the presence of markers on some parts of the reports. Moreover, the short electoral
timeline and the ephemeral aspect of social media platforms, especially TikTok, did not play
in our favour. Much more data is concerned with the elections that occurred in May, since
investigators, researchers, and policymakers acknowledge what could happen during those
elections in the digital sphere. Investigations and research knew what to look for and have
been able to gather much more data than in the December 2024 elections. Even though those
data are still pertinent and interesting, considering our study, we were willing to keep the
focus on the December 2024 elections since it is our case study focus and also because C.
Georgescu was part of those elections while he has been disqualified for the May elections.
Since he was the core candidate to use digital strategies on TikTok specifically, we think it

is more pertinent in the context of our study to focus on the December elections.

A pertinent data addition to this study could be the conduct of interviews with specialists,
especially concerning the legal implications of such a campaign on an international stage,
and possible policy responses to better understand the implications on international stability.
Also, concerning the language barrier, anticipating and relying on an interpreter to translate
Romanian from comments and posts posted during the elections would be pertinent to

conduct an in-depth discourse analysis.
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Conclusion.

In this empirical chapter, we examined the intricate dynamics of digital interference
in the 2024 Romanian presidential election, focusing on the role of social media platforms,
and more specifically, TikTok, in the spread of disinformation and electoral manipulation.
Our findings show that algorithmic infrastructures were strategically manipulated for the
promotion of disinformation with heavy reliance on influencers for legitimation and political
message dissemination. Further, we have delineated the potential role of external actors in
such influence campaigns, highlighting the vulnerability of social media platforms to foreign
interference. These findings are a direct answer to our research questions and paint a clear
picture of the strategy employed to manipulate public opinion and election outcomes.
Conceptually, our analysis contributes to the broader debate on strategic uses of social media
in political elections. By examining the role of TikTok and the role of influencers, we have
shown how online spaces can be exploited to undermine democratic processes. We
emphasise the need for a more nuanced understanding of the dynamics involved between
digital technologies and political communication, with the priority of safeguarding electoral
integrity against evolving digital threats.

As we proceed to the conclusion chapter, it is crucial to consider the policy implications of
our conclusions. Our lessons can be applied to the formulation of more effective regulatory
actions against digital interference with electoral processes. While addressing these policy
implications, we are able to contribute to the process aimed at the fortification of democratic

institutions and protection of the integrity of electoral outcomes in the digital era.

Discussion.

The purpose of this chapter of discussion is to describe the central conclusions of the
research in terms of the overall analytical and theoretical context established in earlier
chapters. It transcends description to supply a critical examination of how the Romanian
2024 presidential election example exposes the mechanisms of algorithmically facilitated
foreign interference campaigns. This chapter is meant to bring together the empirical results
and the scholarly discourses on digital disinformation, electoral integrity, and algorithmic

governance. The research results are discussed through the study's theory-informed
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framework that is based on framing theory, platform governance, and power dynamics in
international politics. These views offer the instruments to measure the ways stories were
built, how algorithms on social media enabled them to get amplified, and how these steps
contributed to larger geopolitical interests—most prominently those of foreign state
operators such as Russia.

The argument also touches upon the research questions and assumptions laid out in the
introduction straightforwardly. It examines to what degree the Romanian case supports the
hypothesis that the new platforms like TikTok, which overlap with influencer mobilisation
and opaque algorithmic forces, represent new channels of digital electoral interference.
Additionally, the analysis puts the Romanian case in a comparative context by juxtaposing
it with earlier high-profile interference cases such as the 2016 U.S. presidential and the 2017
French elections. By comparing these examples, there is a clearer comprehension of the
frequent mechanisms and evolving tactics of disinformation campaigns. By this, the
discussion is making a contribution to the scholarly literature on how influence and

technology intersect in contemporary geopolitics.

Revisiting Research Questions and Assumptions.

Our main directions for this thesis were to assess how algorithmically driven
disinformation campaigns operate in the context of foreign influence, particularly on
platforms such as TikTok, which can be considered an emerging platform, at least in the
electoral campaign context. We also wanted to explore the role of social media influencers
in the dissemination and amplification of politically motivated disinformation during foreign
electoral influence campaigns. And finally, we aimed to investigate how algorithmic design,
platform governance, and foreign influence intersect to affect democratic processes in a
vulnerable geopolitical region such as Eastern Europe by focusing on the Romanian 2024
elections.

Our main assumptions were that algorithms on platforms like TikTok significantly shape the
visibility and virality of disinformation content. The use of influencers could be
instrumentalised — knowingly or not — as strategic assets in foreign influence campaigns.
Also, that foreign actors — with a focus on state actors — use algorithmic manipulation and
social media platforms to undermine democratic institutions, and enhance social

polarisation. Especially in geopolitically vulnerable regions such as Eastern Europe and
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Romania. Another of our assumptions was that platform governance mechanisms are
insufficient to detect or mitigate coordinated manipulation, which represents an important
aspect to address, especially on platforms with high youth engagement such as TikTok.

The Romanian 2024 campaign heavily relied on social media platforms, and especially
TikTok’s engagement-driven algorithm, to artificially boost anti-establishment candidate
Georgescu’s visibility through techniques such as astrusurfing, coordinated comment
activity, and hashtag manipulation. This supports the assumption that TikTok’s algorithm
was a central vector in amplifying disinformation and artificially promoting political content.
Also, over 100 influencers were covertly used to spread content related to Georgescu, with
coordinated messaging occurring in comment sections, and a 381,000€ investment in
influencer-driven content with opaque financing. This empirical result validates the
assumption that influencers acted as amplifiers of foreign-influenced narratives, or at least
amplifiers of narratives related to anti-establishment candidates such as Georgescu, often
without explicit political affiliation or transparency. Then, we have seen that the evidence
from the Romanian Intelligence Service and TikTok confirmed state involvement, with big
suspicions of the involvement of Russia, through a Sputnik-affiliated network funding
operation designed to support Georgescu and disrupt Western-aligned narratives. This result
confirms the role of foreign influence in undermining a democratic election via algorithmic
and digital manipulation. Finally, despite the massive inauthentic engagement patterns and
clear coordination, TikTok’s platform governance failed to prevent manipulation in real
time, while Meta’s policy enforcement lagged as well. Such findings corroborate the critique
of inadequate platform governance, especially on TikTok, which is underregulated
compared to older platforms like Facebook or X, even though those platforms also lack
constant and efficient moderation and regulation, especially since the beginning of Trump’s

presidency.

Thematic Discussion of Findings.

The Algorithmic Engine of Influence.

The study of the 2024 Romanian elections provided a revealing case of how platform
algorithms, particularly TikTok, can be leveraged and strategically manipulated to enhance
political visibility and influence voter perspectives. TikTok’s For You Page (FYP) operates

on a highly focused engagement algorithm that prioritises content based on user interaction
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schemes, such as comments, shares, and likes. We have seen that C. Georgescu did not have
the highest statistics on his official account, except for the share statistics, thus it emphasises
the importance of the hashtags and views. So, this kind of algorithm made it particularly
sensitive to virality manipulation. By leveraging astrosurfing tactics, pro-Georgescu
partisans benefited from it. A particularly efficient tactic was the manipulation of the
comment section, which played a key role in boosting a post’s virality. Such a strategy
increased engagement metrics indeed, but also shaped user perception by fabricating a
consensus and by legitimising Georgescu. Thus, TikTok’s algorithm acted not as a neutral
vector of information but as an amplifier of political manipulation. The campaign’s success
in achieving algorithmic virality without even relying on formal advertising demonstrates
how platform design can unintentionally serve as a vector for electoral interference and can
then propagate disinformation and reshape the information environment in an undemocratic
way.

Thus, this case study highlights the critical failures in platform governance. Despite the
evidence of a large-scale coordinated disinformation campaign, platforms’ responses were
delayed, fragmented, or even absent. This allows those interference campaigns to be
deployed during a critical electoral period. As repeatedly mentioned, TikTok lacks
transparency, which complicates enforcement mechanisms for political content. It offers
limited access to its advertising library, and as far as we know, does not have real-time
detection systems for coordinated inauthentic behaviour. This allows such phenomena as
demonstrated by the Romanian 2024 election campaigns to happen. Even when content was
signalled externally, the takedown procedures lacked consistency and timing. In the social
media sphere, timing is essential regarding the rapidity of information on such platforms;
the maxim “Internet forgets nothing” illustrates this aspect quite well. Thus, it allows
damaging narratives to persist all over the campaign period. Additionally, TikTok failed to
apply its policies about influencers and political content sponsorship. Over 100 influencers
relayed campaign-related content, even if they were not necessarily aware of the precise
goals of such requests. TikTok failed to spot those breaches, and they remained unaddressed
until after the election, and have been addressed only thanks to external investigations. We
can also mention the repeated failure of Meta to address the issues with social groups'
recycling and microtargeted ads. Current governance models need to be more reactive, and
they are yet unadapted to the evolving nature of disinformation strategies.

Our framework tries to have a better understanding of platforms and to emphasise that they
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are not neutral and can indeed be an active actor within the information environment through
engagement algorithms, for example, which can shape what the users see and thus can
potentially shape their perceptions and beliefs. Platform governance must be analysed
through the lens of content moderation, still or in terms of service, but also through the
algorithmic infrastructures that determine content visibility and virality in real time, as
showcased the TikTok’s FYP algorithm, illustrating an attention-maximising system which
can become a fertile ground for disinformation if not correctly regulated. Also, governance
structures that rely on post-hoc moderation, or transparency reports, remain insufficient to
address the real-time nature of algorithmic amplification and influences. In such a context,
disinformation can become a systemic issue. We need to consider a platform governance
that is more reactive, content-centred, proactive and algorithmic-centred. Algorithmic is a

key domain of political influence and also of democratic risk.

Influencers as Political Actors.

The Romanian 2024 elections also effectively illustrate how social media influencers can
be instrumentalised as political agents, especially within a context of algorithmically-driven
disinformation campaigns. Influencers have long been used for commercial and marketing
purposes, but the Romanian case showcases the emerging role of influencers as covert
amplifiers of political messaging. In our case study, influencers supported Georgescu’s
campaign without even knowing it for most of them. Rather than explicit support, many of
them participated subtly by integrating political content into their usual posting, such as with
the hashtag #EchilibruSiVerticalitate, indirectly related to Georgescu and helping
astrosurfing campaigns by labelling videos where they were supposed to flood the comments
section and orchestrated replies that created an illusion of widespread grassroots support.
From a political perspective, this reflects a shift from institutional to affective and relational
influence. Unlike traditional political ads or official party messages, influencer content is
often perceived as authentic, genuine and personal and thus, emotionally engaging. Such
instrumentalisation raises serious challenges regarding regulation and governance.
Concerning this influencer activity, an important aspect around it is the opacity surrounding
the financing and the coordination. The strategies and infrastructure behind this operation
were deliberately hidden from public scrutiny, which raises, once again, serious concerns
about transparency, accountability, and democratic integrity. Coordination occurred

principally on Telegram and Discord channels, serving as command centres for the content
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deployment orchestration. These networks aimed to reinforce control over messages while
bypassing, or at least minimising, detection from platform moderation systems. Also,
investigations revealed that a large amount of money has been spent to fuel Georgescu’s
campaign, who claimed proudly a 0-budget campaign as stated before. Viginum (2025)
revealed a complex financing system to promote Georgescu-related content through
TikTok’s donation platform or influencer marketing firm based in countries such as South
Africa, resulting in a sum of nearly 360,000€ budget for TikTok’s campaign. Additionally,
the involvement of entities such as DGI Multimedia Design further complicates the
campaign’s finances. The opacity surrounding this campaign undermines both platform
governance mechanisms and electoral finance laws and regulations, and further facilitates
the implication of state foreign actors.

Finally, political actors shape public opinion not only through information dissemination but
also through strategically constructed meaning — highlighting certain elements of a narrative
while obscuring others — through an intentional, coordinated digital operations, designed to
promote specific ideological and geopolitical agendas. Through influencers and astrosurfing,
Georgescu’s campaign framed Romania as an invaded nation, betrayed by globalist elites
and threatened by Western alliances. Moreover, those frames portrayed Georgescu as the
authentic voice of the people, anti-systemic, uncorrupted and sovereign, promoting an anti-
establishment position. On social media platforms such as TikTok, those kinds of narratives
have been pushed by the algorithm, spread rapidly via influencers, memes, etc. Here,
framing intersects with power dynamics: whoever can successfully frame narratives and
emphasise them within algorithms can gain disproportionate political power, without
necessarily relying on formal institutional authority. Additionally, the actors behind this
campaign are likely to be linked to Russian influence operations according to the Romanian
Intelligence Services, which leverage framing as a geopolitical tool. By aligning populist
narratives with anti-Western rhetoric, there is an attempt to weaken Romania’s public

opinion on Romania’s commitment and geopolitical positions.

Astroturfing and Microtargeting: Strategy and Execution.

Another key digital strategy employed during the elections was microtargeting — the
practice of posting tailored political messages to specific groups, often using data-driven
insights within an algorithmic environment — and paid content boosting. In our case study,

the microtargeting strategy was mainly conducted through recycled Facebook pages.
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Allowing pro-Georgescu content to be spread on digital platforms while bypassing
traditional media scrutiny. By recycling Facebook pages, the campaign could leverage
established audiences and already validated reputation in Facebook’s algorithm. Thus, these
pages could gain rapid reach and credibility. In parallel to this, the campaign also targeted
distinct subgroups of the population through tailored messages through content boosting —
paying for promoting posts to target specific users based on data such as demographics,
interests, online behaviour, etc.: anti-EU, anti-NATO narratives, conspiracy theories, etc., to
those with pre-existing geopolitical anxieties. All of this was done with the use of
intermediaries such as GGI Multimedia Design to bypass electoral advertising regulations,
which undermines platform transparency mechanisms and challenges regulatory bodies’
ability to ensure fair and accountable political communication.

The success of such strategies can be understood through the lens of cognitive bias theories
and especially confirmation bias and selective exposure. These concepts will help to
understand why disinformation — especially when it is tailored and targeted — resonates so
effectively with particular audiences, regardless of its factual accuracy. Through
microtargeting, disinformation content was designed to reinforce existing distrust in
institutions like the EU, NATO or the Romanian institutions. By tailoring messages to user
groups inclined to adhere to narratives such as anti-vaccine conspiracy, nationalism, etc., the
campaign exploited those biases by presenting Georgescu as the only honest voice in a
corrupted system, and thus created a reinforcement loop. Also, algorithms helped to create
filter bubbles or echo chambers through the selective exposure mentioned above. In such
environments, disinformation can gain legitimacy through repetition and perceived
consensus. Thus, the Romanian case study showcases how algorithms can intersect with
cognitive biases to shape political beliefs and behaviours. Users are not solely passively
influenced; they can actively seek, like and engage with content that conforms to their
opinions. Even if the concrete impact of such phenomena has been nuanced by some
scholars, as we have seen in our literature review, it is still important to acknowledge this
risk and its potential impact and also that disinformation campaign’s success does not solely
rely on strategic coordination or foreign influence but also embedded psychological patterns,

possibly exacerbated by social media platforms’ design.

Russia’s Role: Foreign Influence and Strategic Intent.

According to the Romanian Intelligence Services, the Romanian 2024 election appears
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to be part of a broader pattern of Russian hybrid influence operations, leveraging algorithmic
platforms, disinformation strategies to undermine pro-Western political stability. According
to them, there was credible evidence pointing to Russian state involvement in the digital
campaign supporting C. Georgescu. This involvement is indeed not always direct or
traceable. A critical sign of this influence was the Telegram and Discord’s coordination.
Romanian Intelligence Services reported ties between elements of Georgescu’s campaign
and Sputnik-affiliated networks. These networks were involved in crafting narratives that
portrayed the EU and NATO as a foreign occupation force, and Georgescu as an alternative
to a corrupt globalist elite. Also, this influence campaign aligns with Russia’s strategic
doctrine of non-linear warfare, where psychological operations and informational chaos are
preferred tools over conventional military engagement. By using TikTok, a Chinese platform
with low regulation, high engagement, and limited moderation, in the Romanian context,
Russian-linked actors found a fertile ground for a cost-effective influence operation.

Also, such a campaign can be understood through the lens of strategic influence operations
designed to undermine the cohesion, legitimacy, and Western orientation of the Romanian
state rather than to support a specific candidate or ideology. We can advance that one of the
main goals was to amplify internal divisions and deepen social polarisation. The campaign

3

enhances an “us vs. them” narrative, putting Georgescu as the representative and the
supporter of the silenced majority fighting against corrupted elites, media and foreign
control. By deepening ideological divides, especially between pro- and anti-Western, the
campaign contributed to the fragmentation of public opinion and thus destabilised political
consensus. Also, the narratives spread during this campaign often framed the West as
exploitative, morally decadent and economically threatening in opposition to other
narratives claiming the comeback of Romanian sovereignty with traditional values. Also,
some narratives undermine the legitimacy of the elections and democratic institutions
through conspiracy theories, for example, supporting the overall campaign’s strategies. All
of those narratives supported Russian strategic interests by reducing NATO and the EU
influence and member-state cohesion as a long-term geopolitical objective.

Finally, this case study showcases, through the lens of power dynamics, how asymmetric,
non-military tools of influence can reshape or aim to reshape international relations in an
algorithmic era. Traditional theories of power often distinguish between hard power and soft
power. However, this case aligns with a more adapted conception of power by combining

networked, hybrid and informational power where platforms, algorithms and disinformation
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can become instruments of geopolitical destabilisation. From a power dynamics perspective,
this case highlights a crucial asymmetry: state and non-state actors can exploit digital
systems to achieve disproportionate influence at a low cost and low visibility. Romania and
Eastern Europe in general are particularly attractive for such interventions because of their
strategic locations, but also because undermining democratic resilience could have a
cascading effect on regional stability and Western cohesion. All of this is deeply tied with
platform governance since digital infrastructures can serve as a contested space where
geopolitical actors compete for visibility, legitimacy and narrative control. Power is not just
about state capacity or territorial control; it is also about who can shape discourse and frame

legitimacy.

Unexpected or Surprising Findings.

This section aims to delve into findings that diverged from our initial expectations or
were not initially considered as significant factors in addressing our research question. These
unexpected results provide unique insights and challenge our preconceived notions, thereby
enriching our understanding of the dynamics at play. One particularly noteworthy and
unanticipated finding was the strong involvement of the Romanian diaspora in the influence
campaign and the propagation of far-right narratives. This involvement was not initially
hypothesised but emerged as a significant factor during our analysis. The diaspora's role in
amplifying and disseminating these narratives adds a complex layer to our understanding of
foreign influence operations, highlighting the importance of considering transnational actors

and networks in such campaigns.

The research unexpectedly found a serious involvement of the Romanian diaspora in the
direction of backing far-right candidates in the election campaign. Data from EDMO (2024b)
showed that far-right candidates Simion and Georgescu had a considerable number of their
followers based outside Romania, 24% and 21% respectively, compared to other contestants.
The diaspora was actively engaged on social media platforms like TikTok, using hashtags
like #diaspora and disseminating content like the pro-Georgescu audio "SustinCalin
Georgescu." Such widespread engagement and targeted influence operations were not
initially anticipated, considering that the initial focus was predominantly on domestic

influencers and campaigns. The findings recognise a strategic effort to mobilise the diaspora,
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particularly in European countries, via inauthentic videos and coordinated social media

campaigns.

The diaspora's unexpected function in spreading far-right candidates can be accounted for
by various factors. Methodologically, the focus on social media sites like TikTok might have
unjustly highlighted the diaspora's function, considering their online presence and
connectedness. Contextually, the diaspora's sense of detachment or disillusionment with
national politics might have made them more susceptible to far-right narratives promising
revolutionary changes or appealing to nationalist sentiment. Theoretically, the oversight
could be an underestimation of transnational networks and their impact on domestic political
processes. Alternative interpretations could be seeing the engagement of the diaspora as a
form of protest or seeking political belonging and identity. Other theoretical frameworks, for
instance, those focusing on transnationalism or online activism, can offer additional insights
in suggesting that diaspora engagement is symptomatic of a broader trend of digital political

engagement across national borders.

These unexpected results illustrate the need for transnational actors' inclusion in political
influence research, perhaps reshaping conclusions about the reach and strategy of digital
campaigns. Future research should examine diaspora mechanisms and motivations behind

political narrative participation, gaining further insight into transnational political dynamics.

Broader Theoretical and Policy Implications.

Contributions to Theory.

This study permitted to extension of current theoretical models of platform governance
by demonstrating how engagement-centred algorithmic design, particularly TikTok’s,
facilitates, amplifies political disinformation with foreign influence support. Much of the
actual literature focuses on structural moderation, transparency, or content takedown policies
on platforms such as Facebook or X — which are key aspects that need to be addressed we
acknowledge that — but this study shed the light on the unique vulnerabilities of more recent
platform whose algorithms prioritise virality and user interaction over content integrity while
emphasising much more on the affective and emotional appeal through sounds and visuals.

The Romanian case study shows that platform governance must also consider algorithmic
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amplification mechanisms such as likes, comments, shares, hashtags, etc., that have become,
or start to become, the operational terrain for influence campaigns. This study aims to
contribute to the broader theoretical understanding of algorithmic power, actively shaping
political visibility and attention.

Additionally, the findings also offer a new contribution to framing theory by showing how
influencers and astrosurfers constructed affective, emotionally resonant nationalistic frames
that outpaced traditional state propaganda in reach and resonance. Classical framing theory
often centres on how elite media or state actors shape discourse. This research demonstrates
that grassroots actors such as influencers can play a role in strategically framing
disinformation in a way that aligns with platform dynamics and user expectations, without a
necessary intentionality of disseminating disinformation, which leads us to consider the role
of intentionality within the elaboration of a narrative. Also, through coordinated comment
campaigns, meme culture, and influencer narratives, the Romanian disinformation campaign
framed pro-Russian, anti-EU, and conspiratorial narratives in a way that blended seamlessly
into content. Thus, they evade detection and increase their persuasive power. These affective
frames relied on emotional triggers, identity politics, and algorithmic virality rather than
rational argumentation. This extends framing theory by repositioning emotional and

algorithmic-optimised framing as central to influence operations.

Practical Implications.

The findings of this study highlight an urgent need for comprehensive regulatory
frameworks addressing the evolving nature of digital influence operations. With a need to
address algorithmic transparency, especially on TikTok. The Romanian 2024 election case
study illustrates how opaque those algorithms are. Platforms should be legally required to
disclose algorithmic criteria or content moderation, allowing NGOs, governments, etc. to
assess whether political content is being unfairly promoted or suppressed. Also, there is a
need for mandatory influencer disclosure. France has already started to address this issue,
and we still need to wait to see the efficiency of its laws. Influencers must declare paid,
coordinated political affiliations, and platforms should label such content clearly — an EU
scale policy would be much more efficient concerning this.

From a democratic perspective, the Romanian case reveals how algorithmically driven

disinformation can undermine electoral legitimacy, distort voter perceptions and support
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misleading narratives. Thus, this calls for the establishment of an independent digital
election watchdog with the capacity to detect and respond to algorithmic manipulation,
integration of digital literacy and disinformation awareness into civic education initiatives
and a cross-sector collaboration between governments, especially EU members, civil society
and tech companies to develop rapid-response mechanisms during electoral periods.
Safeguarding democracy in the digital age requires treating social media platforms not solely
as a communication tool but also as an integral component of political infrastructures, such
as electoral infrastructure, that must be subject to the same scrutiny and protection as voting

systems.

Limitations and Directions for Future Research.

While this research offers useful insight into the intersection of algorithmic design,
foreign interference, and election manipulation, several limitations should be mentioned. this
project is based on a single case study—the 2024 Romanian presidential election—which
limits the generalisability of the findings. While Romania provides a fascinating context due
to its geopolitical vulnerability and digital media environment, the specific political, cultural,
and algorithmic processes may not be fully representative of other democracies or regions.
Thus, further comparative studies in different national contexts would be necessary in order
to validate the generalizability of the findings herein. Apart from that, the research was
conducted with limited access to social media backend data like TikTok, particularly on
algorithmic operations, content amplification, and network dynamics. Lastly, the study has
the methodological constraint of establishing causality. While the evidence supports strong
correlations among algorithmic exposure, influencer engagement, and the unexpected
electoral win of a fringe candidate, it remains difficult to assign a direct causal link between
disinformation campaigns and electoral behavior or election outcomes. Other intervening
processes—offline mobilization, political disillusionment, or media coverage—may also
have been at play. Cumulatively, these limitations do not diminish the usefulness of the
findings but rather underscore the complexity of studying algorithmically mediated political
influence. They invite more access to platform data, finer-grained methodological
instrumentation, and broader cross-national comparison in future research.

Based on the findings and limitations of this study, several fruitful avenues for future

research emerge. To advance the generalisability of findings, future research should pursue
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comparative studies between Romania and other weak democracies, particularly within the
Eastern European region. Upcoming elections in countries such as Moldova, Bulgaria, or
Serbia present valuable opportunities to study whether the same algorithmic manipulation
strategies, influencer-based disinformation tactics, or forms of foreign interference
resurface. Such comparative studies would allow investigators to ascertain whether the
Romanian 2024 case is illustrative of broader regional trends or national peculiarities, and
to establish variation between countries in the use of platforms, regulatory response, and
societal resilience. Future research must also deal with the ways in which non-state entities
such as NGOs, media, digital marketing firms, etc., facilitate or thwart algorithmically driven
disinformation. More specifically, the role of private communications companies in
influencer mobilization and the extent to which nominally independent media outlets
amplify or neutralize disinformation narratives requires additional attention. Mapping those
networks would provide a more complete portrait of the hybrid ecosystem of digital
influence. Additional studies could also address the longer-term behavioral effects of
algorithmically mediated political messaging. While this study focused on short-term
campaign dynamics, future research could consider how repeated exposure to
algorithmically boosted disinformation affects trust in democratic institutions, voting
behaviour, or political polarisation over the longer term. This could be via longitudinal panel
studies or experimental simulations, particularly with younger cohorts who are highly active
on social media platforms such as TikTok. These observations would help us understand the

collective social impact of platform design, not just its short-term electoral impact.

This study shows that algorithmic disinformation—especially in platforms like
TikTok—can markedly bias electoral processes using stealthy influencer activity,
astroturfing, and foreign interference. The 2024 Romanian election is an example where
engagement-driven algorithms can aggravate political manipulation at the cost of democratic
integrity. These findings highlight platform governance and framing debates, and emphasise
the required policy requirements for transparency and regulation. Through its integration of
media studies, political science, and technology into its analysis, this study has both
scholarly and applied value. It highlights the necessity of concerted action to safeguard

democratic systems against the creation of digital influence activities.
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Conclusion.

Our thesis primarily focuses on two interrelated research questions that aim to
address the evolving nature of digital influence operations. First, the study asked how
algorithmic infrastructures and influencer networks facilitate the spread of foreign
disinformation. The objective with this question was to explore how platform design — with
a focus on engagement algorithms — and the mobilisation of online influencers create new
spaces for foreign actors to disseminate deceptive content. Then, the thesis investigated how
these dynamics manifested in Romania’s 2024 elections. This case study serves to
empirically observe how a coordinated disinformation campaign exploited social media
platforms’ algorithms, especially TikTok’s algorithms, to promote an anti-establishment
candidate and destabilise an electoral process. This question also raised the role of platform
governance, national vulnerabilities and psychological factors in enabling these dynamics.
From these questions, we extracted three core assumptions that guided our theoretical and
empirical directions in this thesis. We first assumed that TikTok’s algorithm promotes
disinformation, not necessarily by intent but through its optimisation for engagement over
accuracy and reliability. The platform’s content recommendation system rewards
emotionally provocative, polarising and repetitive content, creating a fertile ground for
disinformation. Secondly, this study assumed that influencers have the potential to be
increasingly instrumentalised in new and covert ways. Unlike political actors or traditional
media outlets, influencers operate through affective trust, personal branding, and audience
intimacy, which make them powerful actors within disinformation operations. Finally, our
last assumption was that platform governance mechanisms remain inadequate, especially in
sensitive democracies such as Romania. Enforcement is often slow and unadapted, not
answering to context-specific needs. Such governance gaps allow influence operations to
proceed with minimal resistance and thus minimal risks. Those assumptions formed the

conceptual foundation upon which our case study was examined.

Throughout our research, we found several key findings. First, TikTok’s algorithm enabled
the virality of the influence campaign and disinformation content via engagement
optimisation. This allowed emotionally provocative or conspiracy theory posts to
outperform and overcome legitimate political discourse. Also, the algorithm’s opacity and

speed of dissemination allow narratives related to the campaign to gain rapid traction, thus
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making the platform specifically vulnerable to manipulation during the election period.
Then, we found out that influencers were used covertly to disseminate emotionally charged
political narratives. Over 100 influencers participated in promoting C. Georgescu,
embedding nationalistic, anti-Western and conspiracy narratives into casual content, without
disclosing sponsorships. This strategy leverages the close tie between an influencer and its
audience to mask coordinated messaging as authentic opinion or to benefit from the
engagement logic through the dissemination of specific hashtags. Also, the opaque aspect of
the coordination, with covered finances and coordinated through Telegram and Discord,
allowed the campaign to bypass regulations and accountability. The campaign’s digital
infrastructure was coordinated on those platforms where users received pre-scripted content,
hashtags and posting instructions. Fundings were obscured through intermediaries to bypass
official campaign finance disclosures. Such strategies ensured strategic control while
making it difficult for watchdogs to trace responsibility or enforce transparency. Another
key finding is the failure of platform governance to detect, contain and prevent those
strategic manipulations. Despite clear signs of inauthentic behaviour and coordinated
messaging, platform governance mechanisms, especially TikTok, have been proven to be
inadequate. Content moderation was delayed, and transparency tools were inefficient or
absent. The case highlights systemic weaknesses in self-regulation models, especially when
it comes to facing sophisticated and decentralised disinformation campaigns. Finally,
evidence pointed to Russian strategic influence aligning with past hybrid operations, even if
further evidence needs to be uncovered. Romanian intelligence reports and narrative analysis
indicate Russian-linked actors have likely played a role in shaping and amplifying pro-
Georgescu content. The campaign’s themes — anti-EU, anti-NATO, and anti-system —
reflected narratives used by Russian operations such as in France or the U.S. This suggests

that Romania was targeted not just electorally but also for geopolitical purposes.

Overall, this study also aims to explore the application of the chosen theoretical framework
and reflect on how it can contribute to it. First, concerning platform governance theory, this
study sheds light on the fact that platform policies do not shape influence operations alone;
algorithmic design also plays a role. In the Romanian case, TikTok’s algorithm, based on
engagement, supported coordinated disinformation efforts by favouring emotionally
provocative, and thus high-engagement, content. This highlights that platform governance

must not only consider content moderation but also algorithmic design choices — such as
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recommendation systems. So, platform governance must consider algorithmic accountability
and not solely surface-level rules in order to guarantee electoral integrity and address further
challenges. Regarding framing theory, we acknowledged how affective nationalistic and
micro-targeting were deployed through social media platforms. Unlike traditional media
framing, such narratives were disseminated via personal vectors, such as influencers,
enabling those narratives to bypass easier scrutiny and reach vulnerable audiences such as
the youth and disengaged individuals. The findings showcase that in digital environments,
framing operates through emotion and proximity, not solely strategic issues, redefining then
how influence is perceived and constructed. About power dynamics and also international
destabilisation, this thesis reinforces the literature on global power dynamics by putting
algorithmic influence as a tool of hybrid, soft destabilisation. The Romanian case study
illustrates a case of geopolitical strategy in which the objective is to delegitimise institutions,
fragment political consensus and undermine geopolitical alignments, alliances. It highlights
how power can operate through control over information flows, the information environment
and narrative virality, enabled by social media platforms' logic. Finally, we would like to
quickly address some words on cognitive psychology, even if it was not the core of our
theoretical framework. This study linked digital media studies with cognitive psychology by
illustrating how confirmation bias and selective exposure interact with algorithms to amplify
deceiving information. TikTok’s algorithmic design feeds users content following their past
interactions on the platform, increasing the risk of reinforcing beliefs and creating echo
chambers. This can lead to the construction of echo-chambers, as said, where false or
polarising content gains legitimacy through repetition. The findings highlight that influence
operations do not solely rely on deception but also on exploiting psychological biases, which

can be systemised by social media platform designs.

We will now mention the limitations of our research. As the thesis focuses on a single case
— Romania’s 2024 elections — the findings are thus not universally applicable. Context-
specific factors such as media culture, geopolitical positions or electoral dynamics limit the
ability to generalise results across other democracies or other platforms. Further comparative
research is needed to determine the broader relevance of such disinformation mechanisms.
Also, as already mentioned, this research was conducted without direct access to TikTok’s
datasets. Thus, it relied entirely on open-source intelligence, platform interfaces, and

secondary data sources. While these resources provide valuable insights, they limit the

29



precision of the analysis, especially concerning content reach and network behaviour. Then,
causality cannot be established with confidence. This study could only identify strong
correlations between algorithmic design, influencer activity, and disinformation
amplification. Without experimental or platform-level data, it is not possible to isolate
variables or measure the exact impacts of those. Thus, the findings should be interpreted as
indicative patterns rather than conclusive proof. Lastly, there are possible biases in available
intelligence or platform reporting. Some evidence — particularly concerning foreign
influence — relies on reports from national intelligence services and platform transparency
reports. These sources, while credible, may reflect political interests. There is a risk of over-
or under-attributing responsibility. Thus, findings must be balanced with awareness of such

possibility.

Regarding suggestions for future research, we believe that comparative research with the
Romanian case and upcoming electoral periods in Moldova, Bulgaria, or Serbia to determine
whether similar influence operations leveraging algorithms or influencer-driven
disinformation could also occur. Such comparative studies would help to identify similar
vulnerabilities, assess the risk of a disinformation hub in the region, and also determine
platform response differences. And thus, contribute to a deeper understanding of Eastern
European democratic resilience and algorithmic-driven disinformation campaigns. Also,
further research to include non-state actors — such as NGOs or firms — would be pertinent to
uncover how disinformation narratives are not solely driven by foreign states but also by
domestic or commercial entities. These actors can amplify disinformation or support state
actors for ideological, economic or reputational gain. Understanding such networks and
motivations would help to map the full ecosystem of influence operations beyond
conventional state-centric models. Then, studying long-term behavioural effects of
algorithms during political events is critical to track the impact of algorithms on the users
and a potential social polarisation. This will offer deeper insight into how algorithmic
environments can shape political perceptions and behaviours in a digital era. Exploring how
repeated interaction with affective leverages, misleading content affects political attitudes
and trust over time? Finally, research on regulatory innovation, experimental models that
could be used on social media platforms, should be done. It could include real-time
transparency dashboards, independent algorithm audits, regional content moderation hubs,

etc. How can platform governance adapt to the social media platforms and the region
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concerned? Studying such questions could inform an evidence-based policy framework that

will be more suited to the context while safeguarding electoral integrity and users’ interests.

The Romanian 2024 elections case is not an isolated phenomenon but part of a broader global
trend in which democracies, and not solely emerging democracies, are targeted through such
digital operations. It illustrates how algorithmic manipulation, influencer culture, and
geopolitical influence can converge to shape electoral outcomes. Democracy is not immune
to such threats; we can even consider democracies highly vulnerable to those. Democracies’
fragility lies in emotional leverages and algorithms, such as ballots and institutions.
Algorithms rewarding emotional intensity and virality can increasingly shape public opinion
and the political environment. When combined with disinformation and affective narratives,
they create new ways for manipulation that can bypass legal, journalistic and civic
safeguards — demanding reflections of where democratic resilience must be built. By
confronting such uses of algorithms, the response must be cross-disciplinary, international
and adaptive. Electoral commissions, tech platforms, civil society, and researchers must
coordinate to anticipate and disrupt such disinformation strategies. Governance frameworks
must evolve with digital techniques. We believe that it is only through systemic and

systematic cooperation that democracies can remain secure in the age of such interferences.
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Summary

Nase prace se primarn¢ zamétuje na dvé vzajemné souvisejici vyzkumné otazky,
které se zabyvaji ménici se povahou digitalnich operaci ovliviiovani. Nejprve se studie
zabyvala tim, jak algoritmické infrastruktury a sit¢ influencert usnadiuji $ifeni zahranicni
dezinformace. Cilem této otazky bylo prozkoumat, jak design platformy — se zaméfenim na
algoritmy zapojeni — a mobilizace online influencert vytvareji nové prostory pro zahranicni
aktéry k Sifeni klamavého obsahu. Poté se prace zabyvala tim, jak se tato dynamika projevila
v rumunskych volbach v roce 2024. Tato ptipadova studie slouzi k empirickému pozorovani
toho, jak koordinovand dezinformacni kampain vyuzivala algoritmy socidlnich médii,
zejména algoritmy TikToku, k propagaci protisystémového kandiddta a destabilizaci
volebniho procesu. Tato otazka také vyvolala roli spravy platforem, narodnich zranitelnosti
a psychologickych faktorti pii umoznéni této dynamiky.
Z téchto otazek jsme vyvodili tii zakladni predpoklady, které urcovaly teoretické a empirické
sméry této prace. Nejprve jsme predpokladali, Ze algoritmus TikToku podporuje
dezinformace, ne nutné zamérné, ale diky své optimalizaci pro zapojeni uZivateld na ukor
presnosti a spolehlivosti. Systém doporucovani obsahu platformy odménuje emociondlné
provokativni, polarizujici a repetitivni obsah, ¢imz vytvaii zivnou ptiidu pro dezinformace.
Zadruh¢é tato studie ptredpokladala, Zze influenceti maji potencidl byt stile vice
instrumentalizovani novymi a skrytymi zpusoby. Na rozdil od politickych aktérit nebo
tradi¢nich médii influenceri piisobi prostfednictvim afektivni divéry, osobniho brandingu a
intimity s publikem, coZ z nich ¢ini mocné aktéry v ramci dezinformacnich operaci. NaSim
poslednim ptfedpokladem bylo, Ze mechanismy spravy platformy zistavaji nedostatecné,
zejména v citlivych demokraciich, jako je Rumunsko. Prosazovani ptedpisti je Casto pomalé
a nepfizpisobené a neodpovidd konkrétnim potiebam daného kontextu. Tyto mezery ve
spravé umoznuji, aby dezinformacni operace probihaly s minimalnim odporem, a tedy i
minimalnim rizikem. Tyto pfedpoklady tvofily koncepéni zadklad, na kterém byla nase

ptipadova studie zkoumana.

V pribéhu naseho vyzkumu jsme dospéli k nékolika klicovym zjisténim. Za prvé, algoritmus
TikToku umoznil viralni Sifeni vlivové kampan¢ a dezinformacniho obsahu prostfednictvim

optimalizace zapojeni. To umozZnilo emociondlné¢ provokativnim pfispévkim nebo
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ptispévkiim o konspiracnich teoriich piekonat legitimni politicky diskurz. Kromé toho
neprihlednost algoritmu a rychlost $ifeni umoziiuji narativiim souvisejicim s kampani rychle
ziskat na popularité, coz ¢ini platformu obzvlasté zranitelnou vii¢i manipulaci béhem
volebniho obdobi. Déle jsme zjistili, Ze k Sifeni emociondlné nabitych politickych narativ
byli tajné vyuzivéani influencefi. Vice nez 100 influencerd se podilelo na propagaci C.
Georgescu, pficemz do bézného obsahu vkladali nacionalistické, protizapadni a konspiracni
narativy, aniz by zvefejnili své sponzory. Tato strategie vyuziva uzké vazby mezi
influencerem a jeho publikem k zamaskovani koordinovanych zprav jako autentickych
nazort nebo k ziskani vyhod z logiky zapojeni prostfednictvim Sifeni konkrétnich hashtagi.
Neprahledny aspekt koordinace, s utajenymi financemi a koordinaci prostfednictvim
Telegramu a Discord, také umoznil kampani obejit pfedpisy a odpovédnost. Digitdlni
infrastruktura kampané byla koordinovéna na téchto platforméch, kde uzivatel¢ dostavali
pfedem pfipraveny obsah, hashtagy a pokyny k publikovani. Financovéani bylo zamlzeno
prostiednictvim zprosttedkovatelti, aby se obeSlo oficialni zvefejiiovani financovani
kampané. Takové strategie zajistily strategickou kontrolu a zarovei ztizily orgdniim dohledu
sledovani odpovédnosti nebo prosazovani transparentnosti. Dal§im klicovym zjist€nim je
selhani spravy platformy pifi odhalovani, omezovani a prevenci téchto strategickych
manipulaci. Navzdory jasnym zndmkam neautentického chovani a koordinovanych zprav se
mechanismy spravy platformy, zejména TikTok, ukazaly jako nedostate¢né. Moderovani
obsahu bylo zpoZdéno a néstroje pro zajisténi transparentnosti byly neuc¢inné nebo chybély.
Tento piipad poukazuje na systémové slabiny modelt samoregulace, zejména pokud jde o
sofistikované a decentralizované dezinformac¢ni kampané. Nakonec dikazy poukazovaly na
strategicky vliv Ruska v souladu s minulymi hybridnimi operacemi, i1 kdyz je tfeba odhalit
dalsi ditkazy. Rumunské zpravodajské zpravy a analyza narativu naznacuji, Ze aktéfi spojeni
s Ruskem pravdépodobné hrali roli ptfi formovéani a zesilovani pro-Georgescu obsahu.
Témata kampané — proti EU, proti NATO a proti systému — odrdZela narativy pouzivané
ruskymi operacemi, napiiklad ve Francii nebo v USA. To naznacuje, ze Rumunsko bylo

tercem nejen z volebnich, ale i z geopolitickych divodu.

Celkove si tato studie klade za cil prozkoumat uplatnéni zvoleného teoretického ramce a
zamyslet se nad tim, jak k nému muze ptispét. Zaprvé, pokud jde o teorii spravy platforem,
tato studie poukazuje na skutecnost, ze politiky platforem neovliviiuji pouze operace

ovlivilovani; svou roli hraje také algoritmicky design. V rumunském piipadé algoritmus



TikToku, zaloZeny na zapojeni uzivatelli, podporoval koordinované dezinformacni snahy
tim, ze uptednostiioval emociondln¢ provokativni a tudiz vysoce poutavy obsah. To
zduraznuje, ze sprava platforem musi zohlediovat nejen moderovani obsahu, ale také volby
algoritmického designu, jako jsou doporucovaci systémy. Spréva platforem tedy musi
zohlednovat algoritmickou odpovédnost, a nikoli pouze povrchni pravidla, aby byla
zarucena integrita voleb a feSeny dalsi vyzvy. Pokud jde o teorii rAmcovani, uznali jsme, jak
byly prostiednictvim socidlnich médii vyuzivany afektivni nacionalismus a mikrotargeting.
Na rozdil od tradi¢niho rdmcovani v médiich byly tyto narativy Sifeny prostfednictvim
osobnich vektort, jako jsou influencefi, coz jim umoznilo obejit snadnéjsi kontrolu a oslovit
zranitelné publikum, jako jsou mladi lidé a nezainteresovani jedinci. Zjisténi ukazuji, ze v
digitdlnim prostfedi funguje ramcovéni prostiednictvim emoci a blizkosti, nikoli pouze
strategickych otazek, ¢imz se predefinovavd vniméni a konstrukce vlivu. Pokud jde o
dynamiku moci a také mezindrodni destabilizaci, tato prace posiluje literaturu o globalni
dynamice moci tim, ze algoritmicky vliv povazuje za néstroj hybridni, m¢kké destabilizace.
Rumunska pfipadova studie ilustruje ptipad geopolitické strategie, jejimz cilem je
delegitimizovat instituce, fragmentovat politicky konsensus a podkopat geopoliticka
spojenectvi a aliance. Zdiiraziiuje, jak miize moc fungovat prostfednictvim kontroly nad toky
informaci, informacnim prostfedim a viralnosti narativli, coz umoziuje logika socialnich
médii. Na zavér bychom se radi kratce zminili o kognitivni psychologii, 1 kdyZ nebyla jddrem
naseho teoretického ramce. Tato studie propojila studium digitalnich médii s kognitivni
psychologii tim, Ze ilustrovala, jak potvrzovaci zkresleni a selektivni expozice interaguji s
algoritmy a zesiluji klamné informace. Algoritmicky design TikToku poskytuje uZivatelim
obsah na zaklad¢ jejich minulych interakci na platformé, coz zvySuje riziko posileni
presvédceni a vytvafeni ozvénovych komor. To mlze vést k vytvofeni tzv. ozvénovych
komor, kde faleSny nebo polarizujici obsah ziskava legitimitu prostfednictvim opakovani.
Zjisténi zdlraziuji, Ze operace ovliviiovani se nespoléhaji pouze na klamani, ale také na
vyuzivani psychologickych predsudki, které mohou byt systematizovany navrhy platforem

socialnich médii.

Nyni se zminime o omezenich naseho vyzkumu. JelikoZ se prace zamétuje na jediny piipad
— rumunské volby v roce 2024 — nejsou jeji zjisténi univerzalné pouzitelnd. Kontextoveé
faktory, jako je medialni kultura, geopolitické pozice nebo volebni dynamika, omezuji

moznost zobecnéni vysledkli na jiné demokracie nebo jiné platformy. K urceni S$irsi
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relevance takovych mechanismi dezinformaci je zapotiebi dalsi srovnavaci vyzkum. Jak jiz
bylo zminéno, tento vyzkum byl proveden bez ptimého ptistupu k datovym sadam TikToku.
Zavisel tedy vyhradné na otevienych zdrojich informaci, rozhranich platformy a
sekundarnich zdrojich dat. Ackoli tyto zdroje poskytuji cenné informace, omezuji piesnost
analyzy, zejména pokud jde o dosah obsahu a chovani sité. Nelze tedy s jistotou stanovit
pfi¢inné souvislosti. Tato studie mohla pouze identifikovat silné korelace mezi
algoritmickym designem, aktivitou influenceri a zesilovanim dezinformaci. Bez
experimentalnich dat nebo dat na Grovni platformy neni mozné izolovat proménné nebo
méfit jejich pfesny dopad. Zavéry by proto mély byt interpretovany spise jako orientacni
vzorce nez jako presvédcivé dikazy. Konecné, v dostupnych zpravodajskych informacich
nebo zpravach platforem mohou existovat mozné zkresleni. Nékteré diikazy — zejména ty,
které se tykaji zahrani¢niho vlivu — se opiraji o zpravy ndrodnich zpravodajskych sluzeb a
zpravy o transparentnosti platforem. Tyto zdroje jsou sice divéryhodné, ale mohou odrazet
politické zajmy. Existuje riziko nadmérného nebo nedostatecného piitazeni odpovédnosti.

Zavéry proto musi byt vyvazeny védomim této moznosti.

Pokud jde o néavrhy pro budouci vyzkum, domnivame se, Ze by bylo vhodné provést
srovnavaci vyzkum s rumunskym piipadem a nadchazejicimi volebnimi obdobimi v
Moldavsku, Bulharsku nebo Srbsku, aby se zjistilo, zda by mohlo dojit k podobnym
ovlivilovacim operacim vyuZivajicim algoritmy nebo dezinformace S$ifené influencery.
Takové srovnavaci studie by pomohly identifikovat podobné zranitelnosti, posoudit riziko
vzniku dezinformacniho centra v regionu a také urcit rozdily v reakcich platforem. Ptispély
by tak k hlubSimu pochopeni demokratické odolnosti ve vychodni Evropé a dezinformacénich
kampani zaloZenych na algoritmech. Dal§i vyzkum zahrnujici nestatni aktéry, jako jsou
nevladni organizace nebo firmy, by byl rovnéZ relevantni pro odhaleni toho, jak
dezinformacni narativy nejsou pohanény pouze zahrani¢nimi staty, ale také domacimi nebo
komerénimi subjekty. Tito aktéfi mohou dezinformace zesilovat nebo podporovat statni
aktéry za ucelem ideologického, ekonomického nebo reputacniho zisku. Porozuméni témto
sitim a motivacim by pomohlo zmapovat cely ekosystém vlivovych operaci nad ramec
konvencnich statocentrickych modell. Studium dlouhodobych behavioralnich w€inki
algoritmit béhem politickych udalosti je pak zasadni pro sledovani dopadu algoritmi na
uzivatele a potencialni socialni polarizaci. To poskytne hlubsi vhled do toho, jak

algoritmickd prostfedi mohou formovat politické vniméni a chovéani v digitalni éfe. Jak
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opakovand interakce s afektivnimi pdkami a zavadéjicim obsahem ovliviiuje politické
postoje a divéru v pribéhu casu? Nakonec by mél byt proveden vyzkum regula¢nich
inovaci, experimentalnich modelt, které by mohly byt pouzity na platformach socialnich
médii. Mohl by zahrnovat dashboardy transparentnosti v realném case, nezavislé audity
algoritmt, regionalni centra pro moderovani obsahu atd. Jak se muze sprava platforem
pfizpusobit platformam socialnich médii a danému regionu? Studium téchto otazek by
mohlo poskytnout podklady pro ramec politiky zalozeny na dikazech, ktery bude 1épe
odpovidat kontextu a zaroven bude chranit integritu voleb a zajmy uzivateli.

Ptipad rumunskych voleb v roce 2024 neni ojedinélym jevem, ale soucasti Sir§iho globalniho
trendu, v jehoz ramci jsou prostiednictvim takovych digitdlnich operaci napadany
demokracie, a to nejen ty vznikajici. Ilustruje, jak se algoritmickd manipulace, kultura
influencerti a geopoliticky vliv mohou spojit a ovlivnit vysledky voleb. Demokracie neni
vuci takovym hrozbam imunni; mtizeme dokonce povazovat demokracie za velmi zranitelné
vuci nim. Kiehkost demokracii spo¢iva v emocionalnich pakach a algoritmech, jako jsou
hlasovaci listky a instituce. Algoritmy odménujici emocionalni intenzitu a virdlnost mohou
stale vice ovliviiovat vefejné minéni a politické prostiedi. V kombinaci s dezinformacemi a
afektivnimi narativy vytvareji nové zptisoby manipulace, které mohou obchdzet pravni,
zurnalistické a obCanské zaruky — coz vyzaduje tvahy o tom, kde je tfeba budovat
demokratickou odolnost. Pfi konfrontaci s takovym pouZivanim algoritmt musi byt reakce
mezioborova, mezinarodni a adaptivni. Volebni komise, technologické platformy, obcanska
spolecnost a vyzkumnici musi koordinovat své usili, aby mohli takové dezinformacni
strategie predvidat a naruSovat. Ramce spravy véci vetfejnych se musi vyvijet spolu s
digitdlnimi technikami. Vé&fime, Ze pouze prostiednictvim systémové a systematické

spoluprace mohou demokracie zlstat v éfe takovych zasahti bezpecné.
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