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Introduction

Payments based on conditions related to events in the future are a common
part of every-day life; from paying rent on the first day of the month, to bets, TV
subscriptions, and other contracts. In cryptocurrencies, with rapid development,
this functionality has been made possible by smart contracts; pieces of code that
execute transactions according to the given conditions. However, the conditions
are then stored in the contract publicly on blockchain, making the reasons why
the transaction is being carried out visible to the whole world. Moreover, not
all cryptocurrencies support arbitrary smart contracts and, since they are not a
cryptographic solution, their security depends on the practices of the developers.
Security is, however, a crucial part of these conditional payments, and thus it is
reasonable to consider different solutions. To illustrate conditional payments, we
give the following toy example, which is supported by the basic functionality of
cryptocurrencies such as Bitcoin, where, in order to execute the transaction, it
has to be digitally signed and published on the blockchain.

Bob is planning to join a marathon run in his hometown. To support and
motivate him, Alice proposes a bet. If Bob completes the marathon in 3.5 hours,
Alice will give him ten Friendcoins, if in 4 hours, she will give him five Friendcoins,
and if in 5 hours, it will be one Friendcoin. In this example, the event in the future
is Bob’s marathon run, and the conditions depend on the outcome of the event;
his final time. Alice can send the money to Bob by digitally signing a message, a
transaction, by which she basically agrees to transfer the signed amount of her
money to him. However, in this case, she cannot sign the transaction immediately,
as it is based on a condition in the future, since otherwise, Bob could take the
money even before the marathon started. Instead, we want to be able to pre-sign a
message, i.e. to produce a pre-signature that would later, with knowledge of a secret
value, transform into a signature on the message. This is formalized as adaptor
signature, which is a term introduced by Poelstra [1]. Adaptor signatures or similar
ideas and concrete constructions of such signatures were already presented and
used in the literature [2], [3], however, they were first formalized as a standalone
cryptographic primitive by Aumayr et al. [4]. In the same work, Aumayr et al.
also formalized the security of adaptor signatures. This is especially important,
since the applicability of adaptor signatures is fundamentally dependent on their
security. The security is multidimensional, as we need to consider every party
involved in the concrete application. The application also heavily influences the
needed security directions. In our example, we have a security towards Alice,
the sender and signer of the transaction, and security towards Bob, the receiver
of the transaction. Before the run, Alice uses the adaptor signature to pre-sign
the three transactions, obtaining three pre-signatures, each relative to one of the
outcomes. She then sends them to Bob, and when the run is finished, on a high
level, the final time provides Bob with a secret value, which Bob uses to adapt
the correct pre-signature into a signature. To protect Alice, the sender, we want
the pre-signatures to be adaptable into real signatures only if the related outcome
really happens, i.e., Bob receives ten Friendcoins only if his marathon time is
really under 3.5 hours. On the other hand, to protect Bob, the receiver, we want
the contrary. If the condition is met, that is, if Bob’s time is really under 3.5



hours, we want to ensure that the pre-signature will be adaptable into a signature,
and Bob will receive the promised prize.

Structure of the Thesis

In Chapter [I, we introduce non-interactive zero-knowledge proof systems.
In certain constructions of adaptor signatures, these proof systems provide a
guarantee of adaptability and are a crucial part of their security. We present a
standard construction of such a system for equality of discrete logarithms, and
then, we formally prove the relevant properties of this construction. We conclude
this chapter with a proof system for a scheme in [5], which is also relevant
to conditional payments. The proof system uses the described non-interactive
zero-knowledge proof for equality of discrete logarithms to prove equality of two
encrypted plaintexts.

In Chapter [2], we formally present adaptor signatures and their security from
[4]. We describe specific constructions of adaptor signatures for practical digital
signature schemes such as Schnorr signature and ECDSA, and consider their
security. In this chapter, we utilize the theory and the construction of non-
interactive zero-knowledge proofs for equality of discrete logarithm discussed
in Chapter [ We then illustrate the limits of the security definitions in [4].
Considering the security definitions for adaptor signatures for ECDSA, we show a
theoretical attack in the context of Bitcoin elliptic curve, which suggests that the
original security definitions in [4] are not suitable for practical adaptor signatures
for ECDSA in relevant applications.

In Chapter [3| we present our main contribution. Since there is no proof of
security for practical adaptor signatures for ECDSA, we present new security
definitions that do not allow our attack from Chapter 2l Then, we prove that the
practical adaptor signature for ECDSA satisfies our notion of security.

Finally, in Chapter 4 we compare the efficiency of the constructions of adaptor
signatures described in Chapter 2l We conclude the thesis with an application of
adaptor signatures proposed in [6], a Bitcoin solution for conditional payments,
which is based on the practical adaptor signature for ECDSA considered in
Chapter [3] We propose that the security proven in the previous chapter could
extend to the security of this solution.

In summary, the main contribution of this thesis lies in the new results
presented in Chapter [3} additionally, the theoretical attack presented in Chapter
is also new.



1 Non-Interactive
Zero-Knowledge Proofs of
Equality of Discrete Logarithms

In this chapter, we describe non-interactive zero-knowledge (NIZK) proof
systems for the discrete logarithm equality relation. The properties of such
systems are crucial for many applications in cryptography. In our case, they
serve as a building block in the design and security analysis of adaptor signatures
in Chapter 2 In fact, they are an inseparable part of an adaptor signature
for ECDSA presented in [4], which we describe later. Adaptor signatures are,
however, not the only application of NIZK proofs for discrete logarithm equality
regarding conditional payments. In a scheme presented by Madathil et al. [5],
which proposes an alternative solution to the conditional oracle payment problem,
non-interactive zero-knowledge proofs are used to determine whether two certain
ciphertexts encrypt the same plaintext. This is, again, an important part of the
security of the scheme. We provide more details in Section First, we describe
the random oracle model, so that we can formally define NIZK proof systems.

1.1 Random Oracle Model

In cryptographic protocols and schemes, we often use hash functions and
prove the security of the constructions under, e.g., the collision resistance of
the hash. However, often, collision resistance or one-wayness is insufficient for
a security proof. Then, it is common to analyze the protocol in an idealized
model, where we assume stronger properties that enable the security proof. One
of such idealized models of security is a random-oracle model (ROM) [7], where
we model the hash as an oracle that is accessible for querying by every party
involved in the scheme. Technically, a random oracle is a sequence {O,}nen
such that O,: {0,1}" — {0,1}'™ takes a string of bits of length n on input
and outputs a string of bits of length [(n) for some function [. For every input
string « € {0,1}", on which the oracle has not been queried, O, () is a uniformly
random string from {0,1}'™. On an input on which the oracle has already
been queried, we always obtain the same output. For simplicity, we denote the
random oracle simply by O: {0,1}* — {0, 1}, for {0, 1}* a set of strings of bits
of arbitrary length. Note that the oracle implements a truly random function that
can be evaluated only by a query to the oracle. This is often exploited in security
analyses in ROM, specifically in proofs by reduction, where a random oracle is
simulated to an adversary, i.e., the answers of the oracle on the adversary’s queries
are simulated since they can be sampled from an identical distribution. Since
O implements a random function, the oracle can thus be programmed by the
reduction, i.e. the reduction can choose a value O(z) for any input =, when the
output is distributed identically. We call a partial function f: {0,1}* — {0, 1}*
with a domain D(f) C {0,1}* a programming. We denote by O|; a random oracle



restricted by the programming, which is defined as

Ol () = {f(x) if 2 € D(f),

O(x) otherwise.

To behave like a random oracle, we need O|f to be identically distributed as O.
We will utilize this notation in the definitions in the following chapter. We call
an algorithm that is allowed to query a random oracle an oracle-aided algorithm.
Note that, for simplicity of notation, we call the oracle a random function, unifying
the oracle and the random function it implements.

Random Oracle Model and Standard Model. For the use of cryptographic
protocols in the real world, since we do not possess a random function, a random
oracle is instantiated with some cryptographic hash function, for instance SHA-256.
A security in ROM does not imply a security in the standard model, since the
properties of the random oracle are clearly much stronger than the properties
of any specific hash function. Moreover, the hash function is described to all
parties in advance, and the parties can evaluate it on their own. This poses as a
major difference from the random oracle. However, the security proofs in ROM
are standard in modern cryptography, and, together with a reasonable choice of a
cryptographic hash function used in the analyzed protocol, they seemly justify
implementing the protocol in practice. See [7] for additional discussion.

1.2 Non-Interactive Zero-Knowledge Proofs

We now turn to the notion of non-interactive zero-knowledge proofs. In general,
NIZK proofs w.r.t. a relation R C {0,1}* x {0, 1}* are proving the membership of
a statement s to a language Lr associated with R in the following way

Lr={s|Fwst. (s,w)€ R}.

We call w a witness for the statement s, and the tuple (s, w) a statement-witness
pair. It is usual to denote the statements of a relation by x, however, since x is
commonly used to denote the discrete logarithm and we follow this notation in
the relations defined in the subsequent sections, for clarity, we use s instead. In
the thesis, we also use the following notation. We denote by A € Ny a security
parameter and by 1* a string of 1s of length . By s « X, we denote a uniform
sampling of the element s from the set X, and by w < A(s) a situation, where a
probabilistic algorithm A outputs w on input s. For a deterministic algorithm, we
use w := A(s). For brevity, when referring to algorithms, instead of probabilistic
polynomial-time, we use PPT. Finally, by |s|, we denote the length of s as a
binary string.

Hard Relations. In general, the security of cryptographic protocols often
depends on some computational hardness assumption, i.e., the hypothesis that
some problem cannot be solved efficiently. The security of the protocol is then
reduced to the hardness of the underlying problem. In our context, we assume the
hardness of relation R, where finding the prospective witness for the statement
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in L is, in some sense, difficult. In the context of NIZK proofs, while it is
possible to define them w.r.t. any polynomial-time decidable relation, it is usually
reasonable to consider such hard relations. Otherwise, it would be easy to check
the membership by extracting w, making the construction of a NIZK proof
unnecessary. We define such hard relations next.

Definition 1. Let R C {0,1}* x {0,1}* be a relation. We say that R is a hard
relation if the following hold.

(i) R is polynomial-time decidable.

(ii) There exists a PPT sampling algorithm GenR that, on 1*, outputs a pair
(s,w) € R, such that for every PPT adversary A, there exists a negligible
function negl satisfying

Pr{(s,A(s, M) eR ‘ (s,w) GenR(l)‘)} < negl(\).

Hard relations naturally correspond to NP languages; for a hard relation R,
L is by definition in NP. Specifically, by definition, it is easy to decide if a given
witness w proves that a statement s is in Lr. However, it is difficult for any PPT
adversary to produce a valid witness to a sampled statement.

Discrete Logarithm Relation. We now give a classical example of a hard
relation used in cryptography.

Definition 2. We define the discrete logarithm relation as

DLOG :={((¢,G, g,v),2) |y = ¢"},

where G is a description (including the corresponding operation) of a cyclic group
of prime order q generated by g, y € G and x € Z,.

Technically, the statement of the DLOG relation is the full tuple (¢, G, g, y).
For simplicity of notation, we assume that the order ¢ and the group description
G are given by the group generator g, and we consider only

{((9,9),2) € G xG x Zy|y = g"}

to be statement-witness pairs of DLOG. Moreover, if we assume that DLOG is a
hard relation, by the definition of the hardness of the relation in (ii) of Definition [I]
we have the following. Any PPT adversary should not be able to produce with a
non-negligible probability a witness of a DLOG statement sampled by GenR; the
sampling algorithm for DLOG. Since the statement includes the group G where
the discrete logarithm should be computed, each sample might produce a different
G. However, this does not translate to real-world applications, where the group
G is usually fixed and is believed to be secure enough, and where we want the
relation to be hard even when sampling an element y € G in the statement from
the same group several times. If we fix a specific group, we cannot draw any
conclusions about the hardness of the relation in the asymptotic sense. For this,
we divide the sampling algorithm into two algorithms. For the DLOG relation,
we consider a PPT algorithm GenG that on input 1* samples a group G with a
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generator g and a PPT algorithm GenR. The relation sampling algorithm GenR
then on input 1* samples the discrete logarithm z < Z, uniformly randomly and
outputs a statement-witness pair (g%, x). Note that this view on the hardness
of the DLOG relation is stronger than in Definition [I} since now the group G
is considered sampled, and for any such group, it should still be infeasible to
compute with non-negligible probability the discrete logarithm of an element
y € G sampled by GenR. We utilize this view in the following chapters. Groups,
where DLOG is assumed to be hard, are the foundations of many applications in
cryptography, including encryption and signature schemes.

Notice that the order ¢ of G is related to the security parameter \ for DLOG
to be a hard relation. If ¢ was polynomial in A\, then a PPT adversary could
find the corresponding witness for condition (ii) with a non-negligible probability
simply by guessing or by brute force. Specifically, it is clear that ¢~! must be
negligible in the security parameter .

Non-Interactive Zero-Knowledge Proofs. As established above, the pur-
pose of NIZK proofs is for a prover to prove to a verifier the membership of
statements in a language Lg. In NIZK proof systems, the prover generates the
proof autonomously and provides it to the verifier for verification, which is suitable
for many applications in cryptography. This differs compared to the standard
interactive proof systems, where the prover and verifier communicate. Since NIZK
proofs remove communication, the prover cannot respond to the randomness
chosen by the verifier as in interactive proof systems, which could potentially
allow cheating. Instead, the prover and the verifier have access to a random
oracle, which is unpredictable and thus can simulate the challenges chosen by the
verifier. However, in NIZK proof systems, proving membership of statements is
not the only property that we require. We also want the proof not to reveal any
information additional about the potential witness.

Definition 3. Let R be a polynomial-time decidable relation. We define a non-
interactive zero-knowledge proof system in the programmable random oracle (RO)
model for the relation R as a tuple of polynomial-time algorithms with access to a
random oracle O:

o PO(s,w) is an oracle-aided PPT prover algorithm that takes a statement
s € Lr and a witness w for s as input and outputs a proof .

o VO(s,7) is a deterministic oracle-aided polynomial-time verifier algorithm
that takes as input a statement s and a proof ™ and outputs either 1 if the
proof is accepted, or 0 if it is rejected.

We require (P,V) to satisfy the following properties:

Completeness: For all (s,w) € R, we have
PI‘{VO(S,W) =1 ’ﬂ' — Po(s,w)} =1,

where the probability is over the choice of O and a randomness of P.

11



Computational soundness: For all oracle-aided PPT A, there exists a negligi-
ble function negl such that

Prlls| > AAs ¢ Lr AVO(s,m) =1 |(s,m) < A%(1")] < negl()),
where the probability is over the choice of O and a randomness of A.

Perfect Zero Knowledge: (P,V) is perfect zero-knowledge if there exists a PPT
stmulator S such that, for all (s,w) € R, it produces a proof and a pro-
gramming (m, f) < S(s) such that (mw,O|s) is identically distributed as
(PO(s,w), O).

Informally, for the NIZK proof to be complete, we want the verifier V to
always accept a proof generated by the honest prover P for any statement in
L. On the other hand, we require that any PPT prover generates an accepting
proof of a sufficiently long invalid statement of its choice only with a negligible
probability. The length of the chosen statement is lower bounded by the security
parameter A to rule out the trivial case where, with growing A, the adversary could
output the same very short invalid statement with a valid proof, and convince
the verifier with probability that would then be non-negligible in A. Finally,
the perfect zero-knowledge property captures the ability of the proof system to
prove the membership of s in Lz without leaking any new information about
the witness w. The definition of the zero-knowledge property ensures that the
verifier V cannot distinguish between a random oracle O and O|y, the oracle
restricted by the programming given by the simulator. Given access to Oy, it
also cannot distinguish between the proofs generated by the honest prover and
the ones generated by the simulator.

1.3 Standard Construction

This section describes a standard construction of the NIZK proof system for
the equality of two discrete logarithms [§] in cyclic groups of the same prime order
g. Consider two elements y1, 15 of two such groups. Essentially, we want to prove
without revealing any additional information, that for the discrete logarithms
x1,%2 of y1,y2 w.r.t. some specified generators gi, g2, we have z; =, x,. For
simplicity of notation, we use = instead of =,. Let us define the corresponding
relation.

Definition 4. We define a discrete logarithm equality relation as

DLEQ = {((Q7 G17G2,91,92,y1792)7$) | y1 = gf Nys = 95}7

where Gy, Gy are descriptions including the operations of two cyclic groups of the
same prime order q generated by gy, g2, respectively, y1 € Gi,y2 € Go and v € Z,.

Similarly to the discussion regarding DLOG, for simplicity of notation, we
assume that the group order ¢ and the group descriptions Gy, Gy are implicitly
given by each of the group generators ¢;,¢>. From now on, we consider the
statement-witness pairs of DLEQ to be elements of set

{((91, 92, y1,92), ) | y1 = 91 Ny2 = g5}

12



P((g1,92: Y1, ¥2), ) V (91,92, Y1, y2)
V4 Zyg
tl = gi)th = gg
t1,12
c 7y
c
r:=v—czr (mod q)
-
?
t1 = 91y1
?
ta = g5y5

Figure 1.1 Interactive proof of the equality of discrete logarithms [§].

Note that Definition [3]is a general definition of a NIZK proof system. As the
NIZK proofs are usually part of larger schemes, where the corresponding group
is sampled and fixed, the adversary is expected to produce an invalid statement
consisting of group elements of the expected length. To avoid technical problems,
we require that the length of the elements of the group is greater than or equal to
the security parameter, i.e., log(q) > A.

First, in Figure we show a well-known interactive version of the required
protocol [8], where the prover and the verifier communicate. The prover P has both
the statement (g1, g2, 41, y2) and the witness x on input, whereas the verifier V gets
only the statement. First, the prover samples a random element v € Z,, computes
elements gj € Gy, g5 € G2 and sends them to the verifier as a commitment. The
verifier then returns a random challenge ¢ € Z,, and the prover responds with
a corresponding r € Z, computed as r := v — cz. Finally, the verifier checks if
both equations described in Figure hold and outputs 1 or 0, accordingly. The
prover convinces the verifier of the validity of the statement if the communication
between P and V results in V accepting.

We present the standard NIZK proof system for DLEQ in Figure for which
we assume that both the prover Pprq and the verifier Vprpq have access to a hash
function H: {0,1}* — Z,. This protocol is derived from the interactive version
by the standard Fiat-Shamir transformation [9]; the parties do not communicate,
each party separately computes the challenge ¢ with H and the specified group
elements including the commitment. In this proof system, the final proof is a
tuple (¢, 7). The verifier obtains a proof (¢, ) on input as well as a statement and
verifies it as described in Figure [1.2

For completeness, we prove in Theorem [3| that the protocol described in
Figure satisfies the NIZK properties in the random oracle model, that is, where
the hash function H is modeled as a random oracle. We prove completeness and

13



PpLeq((91, 92, y1,92), ) VoreqQ((91, 92, Y1, Y2), )

1: v Zyq 1: (er):=m

2: l1:=gi,t2:=g5 21 b= g1yi,te = gays

3: ¢+ H(g1,92,y1,y2,t1,t2) 3: return

4: r:=v—czx (modq) ¢ =H(g1,92,y1, Y2, t1, t2)
5: return 7 := (c,r)

Figure 1.2 Proof of the equality of discrete logarithms [8].

the zero-knowledge property of the construction fully in Theorem [3| however, for
computational soundness, we first formulate the following lemmata. In Lemma
we compute an upper bound on the probability that, for an invalid DLEQ statement
and chosen commitments, there exists a valid proof. We use Lemma [I] to prove
Lemma 2| by which we obtain an upper bound on the probability that an arbitrary
oracle-aided adversary produces an invalid DLEQ statement with a valid proof.
In Theorem [3, we show that the computational soundness of the construction
follows from Lemma 2

Lemma 1. For all statements (g1, 92, y1,Y2) € Lpreg and all choices of commit-
ments t; € Gy,ty € Gy related to the proof in Figure we have

Pr[3r: ts = giyi Ao = ghys] < a7,
where the probability is over the choice of the challenge c.

Proof. Let us fix a statement (g1,92,%1 = g1',y2 = ¢5°) ¢ LpLeq and com-
mitments t; € Gq,ty € Gy as stated. Then x; # x5 and there exist elements
V1, V2 € Zg such that

t1 =g{" and ty = gy*.

Therefore, for any challenge ¢ < Z, and any response r € Z, for which the
following holds

t1 = g1yy

t2 = ggy;

we obtain
v r _T1C

91" = 91Y1 = 9191

Analogously for t1, we get
v T _T2C

92" = 9292
For the exponents, we have

r+xic="1

T+ ToCc = vs.
By subtraction of the equations, we get

(x1 — x9)c = vy — vy,

14



and since x; # x5, we can prescribe ¢ as

U1 — U2

c= .
1 — T2

Thus, we obtain an upper bound on the desired probability

v — U
Pr[3r: t; = giy{ Ata = ghys] < Pr{c — ! 2} =
c c T1 — T

Y

1
q
since ¢ is uniformly distributed in Z,. O

Lemma 2. Consider Vprrq to be the verifier described in Figure where H is
modeled as a random oracle O. For all oracle-aided A° making p O-queries, we
have

Pr(ls| > AAs & Lowpg AVDpgls, ™) = 1| (s,m) = AN ] < (p+ 1)g ™,
where the probability is over the choice of O and a randomness of A.

Proof. Consider an oracle-aided adversary A°. By making an oracle query, A°
fixes a choice of a statement s := (g1, g2, ¥1, y2) and commitments t1,ts, as they
are part of the query. Assume a statement s ¢ Lprq. Since O is a random oracle,
Lemma [I] gives
Pr(3r: ty = g1y Atz = o] < a7,

where the probability is over the choice of challenge c¢. Thus, the probability of A
finding such a suitable r in one oracle-query is upper bounded by ¢~!. Since the
answers of the oracle are sampled uniformly randomly, the queries are independent,
i.e. the answers of O on several queries do not help predict the answer of a new
query. The adversary can also output a proof (¢, r), for which A did not query O.
Then, since O is a random oracle, we have

Prlc = O(g1, 92, y1. Y2, 9197 9595)] = ¢

Thus, with p queries and log(q) > A, we obtain
Pr[js| = A s & Loupg A VSing(s.m) = 1 |(s,7) & AO(N] < (p+ g~
]

We can now turn to the following theorem.

Theorem 3. The protocol in Figure (1.9 is a NIZK proof system of equality of
discrete logarithms in the random oracle model.

Proof. Using the notation from Figure [I.2] we show:

Completeness: This follows directly by inspection of the protocol. Specifically,
for all ((917927 Y1, y2)735) € DLEQ7 we have
NV =9 9T =90

V—Cx CT

GolYs = Go g3 = Gy

15



Spreq(91, 92, Y1, Y2)

11 742y

2: Cc+ 4
31 t1:= g1yl t2 i= goys
4: return (m, f) = ((¢,7), ((91, 92, Y1, Y2, 1, t2) — ¢))

Figure 1.3 Simulator Spreq.

Computational soundness: Consider an oracle-aided PPT A°. By Lemma
we have

Pr{|s| > ANAs ¢ LpLeg A VgLEQ(s,W) =1 ‘ (s,m) Ao(l’\)} <(p+1)q",

where the probability is over the choice of O and a randomness of A, and p
is a number of oracle queries. Since A is a PPT adversary, p is polynomial
in the security parameter \. As log(q) > ), we have ¢~! < 1/2*, which is
negligible in the security parameter. Thus, the whole probability is negligible
in \.

Perfect Zero Knowledge: We construct the required simulator in Figure [1.3]
Consider a statement (g1, g2, %1,%2) € LpLeq. The simulator starts with
sampling elements ¢, r <— Z,, which form the simulated proof (¢,r). Then,
it computes ¢, and ¢y as g{y{ and gjy5, and sets the programming f to
(91,92, Y1, Y2, t1,t2) — c.

Immediately, as ¢ is chosen by & uniformly at random, we get that O and
O| are distributed identically.

By the construction of Sprrq, the simulated proof (¢, r) < Z, X Z,. Since
H in the prover Pprrq in Figure is modeled as a random oracle and v
is chosen uniformly as random, we have for the real proof (c,r) < Z, X Z,.
Thus, they are distributed identically. O

By Ppreq, Vpreq and Spreq we denote a NIZK proof system for equality of
discrete logarithms in general. In some cases, we will specify the construction
shown in Figure[I.2) together with the corresponding simulator in Figure[I.3} which
will also be referenced in the following chapters.

1.4 Applications

In the design of adaptor signatures for ECDSA, the use of a NIZK proof for
discrete logarithm equality relation is rather straightforward, and we discuss it in
detail in Section of Chapter 2] Here, we illustrate the use of such NIZK proof
that is still simple, although not as straightforward. Note that in this section, we
use the original notation of the following scheme, which differs from the notation
used throughout the rest of the thesis.

A scheme by Madathil et al. [5] provides a different approach to conditional
future payments. They introduce Witness Encryption schemes based on Signatures
(WES) w.r.t. a digital signature scheme DS = (KeyGen,Sign, Vrfy). We will
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KeyGen(1?*) Signg (m) Vrfy o (m,o)

1: x4 Zq 1: (X,z):=sk 1: X :=vk

2: X:=gp 2: h:=Hop(m) 2: return

3: return 3: o:=h" (e(go,0) = e(X,Ho(m)))
sk:=(X,z),vk:=X 4: returno

Figure 1.4 BLS signature scheme.

formally define and discuss digital signatures in Chapter [2l Crucially, WES
encrypts a plaintext w.r.t. (m,vk), a pair of a message and a valid verifying key,
i.e., a verifying key that is related to a valid key pair (sk, vk) for DS. Then, anyone
providing a valid signature o on m that verifies under this vk, i.e., Vrfy,, (m, o) = 1,
can decrypt the ciphertext. Their specific candidate is based on the BLS signature
scheme [10].

Consider now groups Gg, G1, G of prime order ¢, generators gg, g1 of Gg, Gy,
respectively, an efficiently computable bilinear pairing e: Gy x G; — G7 and hash
functions Hg, H; such that Hy: {0,1}* — G and H;: Gy — {0,1}*. We formally
describe the BLS signatures in Figure . Crucially, a message m € {0,1}* is
signed using a signing key = < Z, simply by computing Ho(m)®. Then, a signature
o is verified by checking if e(go, o) and e(vk, Hyo(m)) coincide for a verifying key
vk.

For WES based on the BLS signatures by Madathil et al., during encryption,
a pair of random coins (r1,ry) < Z,; X G is chosen uniformly at random. An
integer r € Z, is encrypted with these coins and w.r.t. (m,vk) € {0,1}* x G as
follows

Enc((vk,m),r; (r1,r2)) := (g5, e(vk, Ho(m))™ - ro, Hy(r9) + 1),

where the plaintext r as a bit string is one-time padded with H;(ry). Clearly, a
BLS signature on m under vk allows to decrypt the ciphertext.

The scheme for conditional oracle-based payments by Madathil et al. using
the above WES depends on the existence of a NIZK proof attesting that two
WES ciphertexts are well-formed and encrypt the same plaintext with the same
randomness during the encryption. Formally, we need a NIZK proof for a relation
R defining the following language

dr € Zy,m € Zy, 2 € Gr s.t.
LR = (vkl,ka,ml,m27cl,02) c1 = Enc((vkl,ml),r; (7’1,7“2))/\ , (].1)
co = Enc((vke, ma),7; (r1,72))

where vk, vky € Gg, my, my € {0, 1}

In [5], the authors did not give a construction of such a NIZK, and only
suggested using a NIZK proof of equality of discrete logarithms. We now give an
explicit formal description of the required proof in Figure 1.5, and, in Theorem
we show that this proof satisfies the properties of a NIZK proof.

For a statement-witness pair (s,w) € R, the prover P, in Figure first
parses each of the three parts of both ciphertexts ¢y, co appearing in the statement
s. Then, it uses the second parts of ¢; and ¢y and the bilinear pairing e to produce
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P[,R((Vkla Vk27 mi,ma,Cy, 62)7 (T7 1, T2)> V,CR((Vk17Vk27 miy,ma,Cy, 62)7 71—)
1 3 1 3
1: ¢j,v1,c:=c1 1: ¢,v1,c:=cC
1 3 1 3
2: C3,V2,Ch = C2 2: C3,V2,Ch = C2
3: Uy = G(Vkl, Ho(ml)) 3: U= e(vkl, Ho(ml))
4 Uy = e(vkg, Ho(mg)) 4 Uy = e(vkg, Ho(mg))
5 h::u1u2_1 5 h::u1u2_1
6: 7+« PporLeq((go,h, c},vlvgl),rl) 6: return (VpLeq((go,h, c%,vlvgl),w)
7: return w Aet =e3) A =c3))

Figure 1.5 NIZK proof for R defining Lr (1.1).

a DLEQ) statement-witness pair as described in the figure. Finally, it uses PprLrq,
a NIZK prover of equality of discrete logarithms, to produce a proof 7 for this pair,
and outputs m. The verification of 7 on the statement s proceeds as follows. The
verifier V., denotes the parts of ¢;, co and constructs the DLEQ statement exactly
as the prover. Then, it checks if the first parts of ¢1, ¢y are equal to the third parts
of ¢1, cg, respectively, and verifies m on the constructed DLEQ statement using
Vpreq. Finally, V., outputs 1 or 0, accordingly. The proof system (PpLeq, VpLEQ)
can be instantiated with the specific construction in Figure [1.2

Theorem 4. Proof in Figure [1.9 is a NIZK proof for relation R defining a
language Lg in (1.1)) in the random oracle model.

Proof. We show correctness, computational soundness and zero-knowledge prop-
erty of a NIZK proof under the notation from Figure Correctness and
zero-knowledge property are straightforward. For computational soundness, we
inspect the construction of V., and show that if a statement s ¢ L, and V.,
verifies on (s, 7), then the corresponding tuple (go, h, cl,viv5 ") defined in Fig-
ure |1.5| cannot be a valid DLEQ statement, i.e., we get (go, b, c,v1v5 ") € LpLeqg-
This allows us to reduce computational soundness of the scheme to computational
soundness of a NIZK proof for equality of discrete logarithms.

Correctness: For every statement-witness pair
((vk1, vkg, My, my, c1, c2), (1,71,72)) € R,

the prover P., creates a proof for ciphertexts c;, co of the form

c1 = Enc((vky, mq),7) = (gg*, e(vky, Ho(mq))™ - o, Hi(r2) + 1),
~—
o 1 e}
co = Enc((vka, ma),7) = (gg*, e(vka, Ho(m2))™ - 79, Hy (1) + 7).
~—
< v2 <3

For such pair of ciphertexts, clearly, the first and last coordinates are equal.
It also holds

vy =uj'ry and vy = ug'r.
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Thus, we obtain

Ci =40
vyt = Ul ro(ubtre) T = (uguy )™
We can see that the discrete logarithms of ¢} and vivy ! w.r.t. go and ujusy !,
respectively, are equal. The rest follows from the completeness of the

underlying NIZK proof of equality of discrete logarithms.

Computational soundness: Consider a PPT adversary A, and, for a statement

s, denote the corresponding tuple (go, h, ¢}, v1v; ") by 3. Then, we have
Prlls| > AAs ¢ La AVE, (s,m) = 1| (s,7) + AP(1")]
= Pr[[3| > AN € Lowpq A s & La AVE, (s,7) = 1| (s,7) = A°(1Y)]
+ Pr[|§| >ANE ¢ LopqAs ¢ LrRAVE (s,m) =1 ‘ (s,m) Ao(l’\)},
since log(q) > X and |s| > |5|. By the definition of the verifier for R, we

have
VgR<S,7T) =1
if and only if
cl=cyNcd =c3 A VSLEQ(E,W) =1

However, if the latter holds and § € Lprrq, then there exists m € Z, such
that

which yields
viu] "t = vouy .
Thus, there exists r € Z, such that
v1 = e(vky, Ho(mq))™ -9 and vy = e(vke, Ho(ma))™ - 7.
Since ¢3 = ¢3, there also exists r such that both ciphertexts encrypt r under
the same random coins r; and r5. This means that s € Lz, which gives

Pr[[s| > AAS € Lowpg A s & Lr AVE,(s,7) = 1| (s,7) + A°(1")] = 0.
We can continue with the following probability.
Pr[[s| > AA5 ¢ Lowpg As & LrAVE,(s,m) = 1| (s,7) + A°(1%)]
< Pr[[3| > A3 ¢ Loweg AVieq(s,m) = 1| (5,7) « BO(1Y)]
< negl(}),

where negl is a negligible function and B is a PPT adversary that uses A to
get (s,7) and computes the statement § from s. The last inequality follows
from the computational soundness of the underlying NIZK proof system for
equality of discrete logarithms. Together, we obtain

Pr(ls| > AAs ¢ Lr AVE, (5,7) = 1| (5,7) < AP(1")] < negl(\),

which concludes the proof.

Perfect zero-knowledge: This follows immediately from the property of the

perfect zero-knowledge of the NIZK proof system producing . m
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2 Adaptor Signatures

2.1 Structure of Adaptor Signatures

Adaptor signatures extend standard digital signatures. First, we define stan-
dard digital signature schemes.

Definition 5. We define a digital signature scheme as a tuple of algorithms
Y = (KeyGen, Sign, Vrfy) such that

KeyGen(1%) is a PPT key generation algorithm that takes the security parameter
1* on input and outputs pair (sk, pk) of a signing key sk and a verifying key
pk.

Signg (m) is a PPT algorithm that takes a message m € {0,1}* and a signing key
sk on input and outputs a signature o.

Vrfypk(m, o) is a deterministic polynomial time algorithm that takes a message
m € {0,1}*, a signature o and a verifying key pk on input, and outputs
either 1 if o is a valid signature on m under pk, and 0 otherwise.

We require % to satisfy the following property:

Signature correctness: For every message m € {0,1}*, we have

(sk, pk) < KeyGen(1%),

o < Signg (m) =L

Pr| Vrfy, (m,0) =1

For brevity, we simply say signature schemes when referring to digital signature
schemes.

The main functionality of adaptor signatures allows us to produce an object
called a pre-signature. We can imagine pre-signatures as commitments to signatures
on a message, or, perhaps, as encrypted signatures. Pre-signatures are not valid
signatures on their own, however, they can be transformed into one. Anyone who
possesses a certain secret value can adapt the pre-signature into a valid signature.
Conversely, from a pre-signature and the adapted signature, the corresponding
secret value can be extracted. In fact, adaptor signatures enable an exchange
between a signature and the secret value that is committed when producing the
pre-signature. We present a definition of adaptor signatures as first formalized by
Aumayr et al. [4]. Note that in the following, we consider the hard relation R to
consist of statement-witness pairs (S, w).

Definition 6. We define an adaptor signature scheme for a signature scheme
Y = (KeyGen, Sign, Vrfy) w.r.t. a hard relation R as a tuple of algorithms a¥Xp =
(32, pSign, pVrfy, Adapt, Ext) such that

pSigng (m, S) is a PPT algorithm that takes a message m € {0,1}*, a statement
S € Li and a signing key sk relative to ¥ on input, and outputs a pre-
signature & on m w.r.t. S under the signing key sk.
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pVrfy,(m, S, &) is a deterministic polynomial time algorithm that takes a message
m € {0,1}*, a statement S € Lg, a pre-signature & and a verifying key pk
relative to X2 on input, and outputs either 1 if the pre-signature is valid, and
0 otherwise.

Adaptpk(&,w) is a deterministic polynomial time algorithm that takes a pre-
signature &, a witness w of a statement from relation R, and a verifying key
pk on input and outputs a signature o.

Extok(0,5,95) is a deterministic polynomial time algorithm that takes a signature
o, a pre-signature &, a statement S € Lr, and a verifying key pk on input
and outputs either a witness w such that (S,w) € R, or L.

We require aXp to satisfy the following property:

Pre-signature correctness: For every message m € {0,1}* and every pair
(S,w) € R, we have

(sk, pk) + KeyGen(1?),
g4 pSignsk(m’ S)v
o = Adapt, (5, w),
w' = Exty (0,5, .9)

pvrfypk (m7 Su 5-> =1
Pr AVrfy (m, o) =1
A(S,w") € R

=1.

As motivated above, we can imagine a pre-signature as a commitment to a
signature on a message. This commitment is produced w.r.t. a statement S € Lg,
and can be verified by the pre-signature verification algorithm pVrfy. Ideally, the
valid pre-signature should imply that one can obtain the committed signature by
the Adapt algorithm when possessing any witness of S in the relation R. Since
R is a hard relation, this witness is, by definition, hard to compute from the
statement S when sampled from GenR. We can, thus, see the witness as a secret
key used to adapt the pre-signature into a signature. Conversely, one can use
the Ext algorithm to extract such a witness from a signature and corresponding
pre-signature. Note that each statement S € L can be used only once, since
after adaptation to a signature, the witness is no longer secret. Finally, the pre-
signature correctness property is analogous to the standard signature correctness.
Specifically, if everything is done correctly, we are guaranteed to obtain a valid
pre-signature, signature and witness.

Note that in the rest of the thesis, we call sk also a secret key and pk a public
key.

2.2 Adaptor Signatures for Practical Signature
Schemes

In this section, we present adaptor signatures based on signature schemes that
are widely used in practice, namely the Schnorr signature scheme [11] and ECDSA
[12].

Note that from now on, we use additive notation. It is standard when working
with groups of elliptic curve points, which we consider mainly in ECDSA, however,
they can be also utilized in Schnorr signature. Moreover, for brevity, we omit the
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KeyGen(1*) Signg, (m) Vrfypk(m, o)
1: x4 Zq 1: (X,z):=sk 1: X:=p
2: X:=2G 2: k<< Zq 2: (r,s
3: r:=HX|kG|m) 3:

sk:=(X,z),pk:=X 4: s:=k+rz 4

5

return (r,s)

>~

~—

=0

H(X||sG — rX|m)

return (r =1’)

3: return

Figure 2.1 Schnorr signature scheme.

public key pk from the notation of algorithms Adapt,, and Extpy, since the adaptor
signatures in this section do not use the public key for adapting and extraction.

The presented adaptor signature schemes are defined mainly w.r.t. the DLOG
relation in Definition[2] Recall that by the discussion of Definition [2] a cyclic group
G = (G) of prime order ¢ with a generator G is sampled by a group generating
algorithm GenG on 1*. For such a sampled group, we now consider the DLOG
relation of the form

DLOG :={(Y,y) e G X Z, | Y = yG}.

Set pp = {q, G} to be public parameters of the presented schemes and assume
that every algorithm is now parametrized by pp. We also assume that every party
involved in the schemes, even the potential adversary, has access to pp and to a
hash function H that depends on the specific construction.

Note that the pre-signature correctness of the following adaptor signature
schemes follows from the inspection of the respective algorithms.

2.2.1 Schnorr Adaptor Signatures

Schnorr Signature Scheme. First, we recall the Schnorr signature scheme
[11], which consists of three algorithms (KeyGen, Sign, Vrfy) formally defined in
Figure KeyGen samples a uniform element x of Z, and outputs a secret key
sk consisting of a tuple (G, x), and a public key pk consisting only of the group
element xG. We denote this element by X. The signing algorithm Sign then
on an input message m € {0,1}* and a secret key sk outputs a signature tuple
(r,s) € Zy x Z,. First, it samples a uniform element k of Z, and computes r as
an image of the hash H: {0,1}* — Z,, specifically H(X||kG|/m). To implement
this, one would use a cryptographic hash function and take the first log(q) bits of
the resulting output. The element s is then computed as k + rz. The verification
algorithm Vrfy on a message m € {0,1}*, a signature (r, s) and a public key pk
checks if r = H(X||sG — rX||m), under the previous notation.

To provide a broader context for the following construction of the adaptor
signature, note that the Schnorr signature scheme can be seen as a non-interactive
version of a proof of knowledge of the secret key sk. Informally, this is a proof
system in which a prover wants to convince a verifier of its knowledge of the secret
part x of the secret key sk = (X, x), where z is a discrete logarithm of X w.r.t.
G. The interaction would proceed very similarly as in the interactive version of
the proof of equality of discrete logarithms in Figure [1.1] only with just ¢; sent
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pSignsk (ma Y) pvrfypk (ma Y7 &)

1: (X,z):=sk 1: X :=pk
2: k< Zq 2: (r,§):=¢
3: r=HX|kG+Y|m) 3: 7 :=HX|3G —-rX +Y|m)
4: S =k+rx 4: return (r =r')
5: return (r,3)
Adapt(a,y) Ext(o,5,Y)
1: (r,§):=¢ 1: (r,s):=o0
2: s:=3§+4y 2: (F,8):=¢6
3: return (r,s) y =s5—35
if (Y,y') € R

then return 3’

[=2 IS B O]

else return L

Figure 2.2 Adaptor signature scheme for Schnorr signature w.r.t. DLOG relation [4].

and checked. By the notation of Schnorr’s signing algorithm Sign, the prover
would send K := kG as generated in Sign, the verifier would reply with a uniform
element r of Z, and the prover would respond with the element s computed as in
Sign. The verifier would then check if sG —rX = K. In the Schnorr signature
scheme, this interaction is made non-interactive by the standard Fiat-Shamir
transformation using a hash function H. The produced Schnorr signature (r, s)
alone is a NIZK proof of the knowledge of x, and the algorithm Vrfy is the verifier
of the system verifying the proof.

Schnorr Adaptor Signature Scheme. The notion of adaptor signatures for
the Schnorr signature scheme was introduced by Poelstra 13| |1]. We describe a
version of such an adaptor signature scheme w.r.t. the DLOG relation presented
by Aumayr et al. [4]. However, we note that there exists a slightly different version
of the adaptor signature for the Schnorr signature scheme by Fournier [3], which is
also based on Poelstra’s idea. We choose to present the version by Aumayr et al.,
since it corresponds more to the standard definition of the Schnorr signature in
Figure We denote the adaptor signature scheme by aSchnorry, o and formally
define it in Figure [2.2]

Moving from the Schnorr signature scheme to the adaptor signature scheme
is straightforward. Consider a statement-witness pair (Y,y) € DLOG. The main
difference is that when pSign computes a pre-signature (r,5) € Z, X Z, on m w.r.t.
Y, it chooses a uniform randomness k < Z, as in Sign, however, r is computed
as H(X||kG + Y||m), i.e., the group element on input of H is shifted by Y. The
element 5 is computed as k + rx. This means that the randomness under r is in
fact k+y, while § is computed as s in Sign, depending on the randomness k. Thus,
to adapt and obtain a valid signature, $§ needs to be shifted accordingly by vy, i.e.,
Adapt for a pre-signature (r, &) and a witness y outputs (r, 5+ y). Conversely, Ext
obtains the witness y by subtracting s — 3.
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KeyGen(1*) Signg (m) Vrfypk(m, o)
1: x4 Zq 1: (X,z):=sk 1: X :=pk
2: X :=zG 2: k<« Zq4 2: (r,s):=o0
3: returnsk:=(X,z), 3: K :=kG 3. = H(m)s_l
pk:= X 4: r:= f(K) 4 poi— gt
5: s:=k "(Hm)+7z) 5: K :=uG+0X
6: return o:=(r,s) 6: return (f(K')=r)

Figure 2.3 ECDSA signature scheme.

Similarly to the Schnorr signature scheme, we can see this adaptor signature
scheme as a NIZK proof of knowledge of the secret part x of the secret key sk. More
specifically, take pSign to be a prover and pVrfy a verifier. Again, if we consider
the corresponding interactive proof, now the prover sends the commitment kG
shifted by Y that is publicly known, and the verifier responds with a random
r < Z4. However, the prover sends the final response as if the commitment was
not shifted. Thus, to balance this and verify correctly, the verification condition
also has to be shifted by Y, as done in the verification algorithm pVrfy. Then, as
Schnorr signature, we can see the pre-signature as a NIZK proof of knowledge of
discrete logarithm x of X.

2.2.2 ECDSA Adaptor Signatures

ECDSA Signature Scheme. We now recall the ECDSA signature scheme [12].
Note that for this scheme, the group G is an elliptic curve group over a finite
field F,. The group elements of G can be seen as pairs of elements of ), and we
can thus talk about the first and second coordinate of the group element. The
ECDSA signature scheme consists of a tuple of algorithms (KeyGen, Sign, Vrfy)
formally defined in Figure [2.3] KeyGen is identical to the key-generation algorithm
of the Schnorr signature scheme. The signing algorithm Sign on a message
m € {0,1}* and secret key sk outputs a signature (r,s) € Z, x Z, similarly to
the Schnorr signature scheme. It also starts by sampling an element k <« Z,
uniformly randomly and computing a group element kG denoted by K. However,
it computes r as f(kK), for a function f: G — Z,, which is typically a projection
on the first coordinate of the group element K modulo ¢q. The element s is
computed as k= (H(m) +rx), where H: {0,1}* — Z, is a hash function. Similarly
to the Schnorr signature scheme, to implement this, one would use the first log(q)
bits of the output of a cryptographic hash function. The verification algorithm
Vrfy on message m € {0,1}*, signature (s,r) and public key pk then checks if
r=f(Hm)s'G +rs 1 X).

ECDSA Adaptor Signature Scheme. The ideas of adaptor signature scheme
for ECDSA were first presented by Moreno-Sanchez and Kate [2]. We formally
define the adaptor signature scheme w.r.t./ DLOG relation in Figure as for-
mulated in [4], and we denote it by aECDSA, .
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pSigng (m,Y) erfypk(m, Y, o)
1: (X,z):=sk, 1: X :=pk,
k+ Z, (r,5,K,m):=¢6
2: K:=kG, K := kY, 2: wu:=H(m)s "
r= f(K) 3: vi=r§ "
3: §:=k '(H(m) +rz) 4: K :=uG+vX
4: 7+ Ppreq((G,Y,K,K),k) 5: return ((r= f(K))
5: return (r,5 K, ) AVpreq((G,Y, K', K), n))
Adapt(5,y) Ext(0,5,Y)
1: (r§K,m):=6 1: (r,s)=o0
2: s:=3y ! 2: (r§K,m):=¢&
3: return (r,s) 3: 3y ==5"'3
4: if (Y,y') € DLOG
then return y’
else return L

Figure 2.4 Adaptor signature scheme for ECDSA w.r.t. DLOG relation [4].

The final pre-signature of aECDSA, o consists of four elements (7, 3, K, 7) €
Ly x Ly x G x {0,1}*. Similarly to the adaptor signature based on Schnorr
signature, there are two main parts of the pre-signature, r and s, where r is
supposed to be used in the corresponding adapted signature (r, s), while § is meant
to be adapted into s, which would make the pair a valid signature. Consider
an instance (Y,y) € DLOG. Again, as in aSchnorry o, the scheme computes
the § part of the pre-signature exactly as it would compute s in the ECDSA
Sign algorithm, depending on a randomness k, while the r part is produced
with a shifted randomness ky. To obtain the correct element s of the adapted
ECDSA signature, we need to adjust the randomness under 5 accordingly to ky by
computing s := 3y~ . However, having only (r,3) as the pre-signature would not
allow us to verify the validity of the pre-signature. Additionally, we need a NIZK
proof system (Pprrq, Vbreq) for the equality of discrete logarithms, which we
discussed in Chapter [I] together with a specific construction in ROM in Figure [I.2]
In the pre-signature, the pair (r, 3) is extended by adding element K € G and a
NIZK proof 7 produced by Pprrq, which are both specified in the following.

Concretely, to pre-sign a message m w.r.t. a statement Y, we sample a uni-
form element k of Z, and compute the group elements K = kG and K =
kY. The element 7 is computed as f(K) and 3 as k~'(H(m) + rz). Then,
PoLeq((G,Y, K,K),k) produces a NIZK proof 7 that proves that K and K
have the same discrete logarithm k£ w.r.t. G and Y, respectively. We can ver-
ify the pre-signature by computing K’ := H(m)5'G + r37'X and checking
if r = f(K) and if the proof = holds for the statement (G,Y, K’ K), i.e. if
VpLeq((G,Y, K', K),m) = 1. To extract the witness y from the signature and the
pre-signature, we compute s~'3 and check if it is, in fact, the valid witness to Y.
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pSigng (m, Iy)

pVrey o (m, Iy, &)

1: (X,x) :=sk,

(Y,7y) := Iy

2: k< Zg

3: K:=kG, K :=kY,
ri= f(K)

4: §;:k_1(H(m)+T$)
5 7T<—PDLEQ((G7Y7[~{5K)7I€)

6: return (r,5, K, )

1: X :=pk, (Y,7y):=Iy,
(r,5,K,m) =6

2: wu:=H(m)s "

3: vi=r§ "

4: K':=uG+vX

5: return (Vproc((G,Y),my)
A(r= f(K))
AVbLeq((G,Y,K',K),))

Adapt(a,y) Ext(o, 0, Iy)

1: (r,§,K,m):=6 1: (r,s):=o0

2: s:=35y " 2: (r§K,n):=¢&
3: return (r,s) 3: y =53

4: if (Iy,y') € TDLOG
then return 7’

else return L

Figure 2.5 Adaptor signature scheme for ECDSA w.r.t. the extended DLOG relation
14].

It is clear that the scheme is defined for y # 0, since it uses the inverse of
y in Z,. Thus, in the rest of the thesis, we implicitly assume that GenR for
DLOG never samples y = 0, and we treat the pair (0,0) as an invalid DLOG
pair, i.e., (0,0) ¢ DLOG and Y = yG rejects for y = 0. To prevent similar
problems with signatures and pre-signatures, we assume that the signing and
pre-signing algorithms Sign and pSign resample if any of the values r, s, or §
equals zero. Moreover, we also consider signatures and pre-signatures with such
zero values invalid, and we assume that the algorithms always check and abort
before inverting, if necessary.

Note that the simple scheme presented in this section is used in practice. Next,
we show a more “robust” scheme suggested by Aumayr et al.

ECDSA Adaptor Signature Scheme with Extended Relation. Aumayr
et al. presented in [4] a slightly different adaptor signature scheme for ECDSA.
We describe the scheme formally in Figure This scheme is analogous to the
one depicted in Figure [2.4] however, it is constructed w.r.t. an extended DLOG
relation. For this, we consider (PprLoa, VbrLoc) to be a NIZK proof of knowledge
of a discrete logarithm. As mentioned in the previous section, for (Y, y) € DLOG,
such a system proves knowledge of the discrete logarithm y. Specifically, we
consider a relation

7DLOG := {((Y, Wy),y) | Y = yG A VDLog((G,Y>,7Ty) = 1}
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The statement of the relation is now not only a group element Y but also my;
a NIZK proof of knowledge of the discrete logarithm of Y w.r.t. the generator
G. We denote a statement of this relation by Iy, i.e. (Iy,y) € fDLOG. Note
that in this scheme, the relation for the key generation for ECDSA, DLOG; and
the relation for the adaptor signature, TDLOG; now differ. The relation tDLOG
causes small changes in the adaptor signature scheme. Mainly, when verifying the
pre-signature, we now also use a verifier Vppog to check if 7y holds on (G,Y"). We
denote this version of the adaptor signature scheme for ECDSA by aECDSA p10c-
As we show in the following sections, proving security of the practical adaptor
signature scheme for ECDSA in Figure is problematic. Using the extended
relation 7DLOG in the “robust” adaptor signature scheme, Aumayr et al. [4]
sidestepped the problems and proved the security of this “robust” scheme.

2.3 Robust Security of Adaptor Signatures

For any cryptographic protocol, it is necessary to analyze its security. Specifi-
cally, for the functionality of the adaptor signature schemes, one should consider
several different directions of security that heavily depend on the exact application
of the adaptor signature. Generally, when defining the security for cryptographic
protocols, we want the definitions to protect all parties involved. For adaptor
signatures, we talk mainly about a signer of a signature or a pre-signature, and a
receiver /verifier of a signature or a pre-signature. In this section, we present the
definitions by Aumayr et al. [4] that model the basic directions of security, which
the adaptor signature schemes should satisfy.

2.3.1 Unforgeability

Existential Unforgeability for Adaptor Signatures. We begin with se-
curity notions that protect the signer. We recall that the standard existential
unforgeability of signature schemes aims to protect the signer against a malicious
forger. Informally, we want to ensure that only the signer, i.e., the owner of the
secret key, can sign a message. Therefore, it should be computationally infeasible
to produce a forged signature on any fresh message m with a non-negligible
probability without the knowledge of a signing key. The definition of existential
unforgeability states that this should be infeasible even when the PPT adversary is
provided with access to a signing oracle and can ask for signatures on any chosen
message. Since the adaptor signatures are an extension of signature schemes and
operate in a similar context, it is desirable to require similar security. In a space
where adaptor signatures are used, the adversary could potentially obtain an
advantage from existing pre-signatures. Informally, we want the pre-signatures
not to help the adversary to forge a signature on any message. Analogously to
the signing oracle, it is reasonable to allow the adversary to have access to a
pre-signing oracle, obtaining pre-signatures on messages of its choice. However, it
is a question whether the choice of a statement S, with respect to which is the
pre-signature created, should be unrestricted as well. Aumayr et al. [4] defined an
existential unforgeability under chosen message attack for adaptor signature for
an unrestricted pre-signing oracle, where the adversary can ask for pre-signatures
w.r.t. any statement S, even for those where the adversary does not know the
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aRSigForge 4 .5, (M) Og(m) Ops(m, S)

1: Q:=0 1: o<« Signg(m) 1: & <« pSigngy(m,S)
2: (sk,pk) « KeyGen(1") 2: Q@:=90U{m} 2: Q:=QuU{m}

3: (8%, w") « GenR(lA) 3: returno 3: return o

4: (m",st) « AYSP (pk, S

5: & <« pSigng(m”*,S™)
6: 0 + Afs’ops (6,st)
7: return (m" ¢ Q
A Vrfy, (m™,0%))

Figure 2.6 aRSigForge 4,5, experiment [4].

corresponding witness w. We call the security definitions with such unrestricted
access to the pre-signing oracle robust. We present the definition by Aumayr et al.
in Definition [Tl

Definition 7 (Robust existential unforgeability [4]). We say that an adaptor
signature scheme aXg for a signature scheme ¥ w.r.t. a hard relation R satisfies
robust existential unforgeability under chosen message attack for adaptor signature
(aREUF-CMA security) if for every PPT adversary A = (A1, Ay) there exists a
negligible function negl such that

Pr {aRSigForgeA@ZR(A) = 1} < negl(\),
for the experiment aRSigForge 4 .x.. defined in Figure .

The goal of the adversary A = (A;, Az) in the aRSigForge , ... experiment in
Figure is to forge a signature on a message m* € {0, 1}* of its choice, that
would be valid under a given public key pk sampled by KeyGen. The adversary
does not know the corresponding secret key sk. As an advantage during the
experiment, A can query the signing and pre-signing oracles Og, O, s and obtain
signatures and pre-signatures on any message m and, in the case of Og, w.r.t.
any statement S € L. First, A; receives pk and a statement S* € L from an
instance (S*,w*) € R, which is sampled by GenR. On this input, A; chooses m*
and produces a state st. Then, A, receives st and a pre-signature ¢ on m* w.r.t.
S* pre-signed by pSigng,. Finally, Ay outputs a signature o*. The adversary wins
the experiment if ¢* is not only a valid signature on m*, but also if A did not
query Og or O,g for any signature or pre-signature on m*. This means that if the
adversary wants to win the experiment, & is the only pre-signature on m* that A
gets. Note that A neither knows the witness w* of S*, nor chooses the statement
S*.

Pre-Signature Unforgeability. When considering the security towards the
signer, we also need to discuss the unforgeability of a pre-signature. Since a valid
pre-signature can be seen as a commitment to a signature and can lead to a valid
signature, we want to ensure that it is infeasible to produce the pre-signature
without possessing the corresponding secret key. In other words, we require for
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pRSigForge 4 5. (M) Og(m) Ops(m, S)

1: Q:=0 1: o<« Signg(m) 1: & <« pSigng(m,S)
2:  (sk,pk) < KeyGen(l’\) 2: Q:=9QU{m} 2: 9Q:=9U{m}
3: (8", w") « GenR(l’\) 3: return o 3: returno

40 (m*,6) « A999S (pk, S*)
5: return (m” ¢ Q
A erfypk(m*, S*u &))

Figure 2.7 pRSigForge 4 .y, experiment [4].

any PPT adversary to be unable to produce a forged valid pre-signature on a fresh
message with a non-negligible probability while given the access to the signing
and pre-signing oracles. We have described the potential limits of the access to
the pre-signing oracle above. Aumayr et al. defined pre-signature unforgeability
under chosen message attack with the pre-signing oracle unrestricted as in the
definition of robust existential unforgeability. We present their robust definition
of pre-signature unforgeability (pPREUF-CMA security) in Definition .

Definition 8 (Robust pre-signature unforgeability [4]). We say that an adaptor
signature scheme aXig for a signature scheme ¥ w.r.t. a hard relation R satisfies
robust pre-signature unforgeability under chosen message attack (pREUF-CMA
security) if for every PPT adversary A there exists a negligible function negl such
that

Pr [pRSigForgeAvaER(A) = 1} < negl(\),

for the experiment pRSigForge 4 ,5,,, defined in Figure 2.7

In the pRSigForge 4 .5, experiment in Figure , the adversary A needs to
forge a pre-signature on a message m™* of its choice. This pre-signature should be
valid under a public key pk sampled by KeyGen and w.r.t. a statement S* € Lp
sampled in (S*, w*) by GenR. Both pk and S* are given to .4 on input, however, the
adversary does not know the corresponding secret key or the witness to S*. During
the experiment, it can query Og and O,g for signatures and pre-signatures on any
message and w.r.t. any statement S € Lr as in the aRSigForge 4 .5, experiment.
To win, the adversary cannot ask Og or O,s for signatures or pre-signatures on

m*.

2.3.2 Witness Extractability

Recall the toy scenario used as a motivation in the introduction to the thesis,
where Alice and Bob propose a bet on Bob’s marathon time. Specifically, Alice
will give Bob ten Friendcoins if he completes the marathon in 3.5 hours, five
Friendcoins in 4 hours, and one Friendcoin in 5 hours. Bob can receive the money
only by publishing a transaction signed by Alice. They now appoint Olivia to be
the supervisor of the bet. Olivia publishes statements S, S5, S35 € Lr sampled
by GenR, each corresponding to one of the outcomes of the event, and, on the
day of the marathon, she will publish a witness w; of S;, (S;,w;) € R, related to
the actual outcome that occurs. First, Alice produces three pre-signatures on
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aRWitExt 4 o5, (A) Og(m)

1: Q:=10 1: o < Signg(m)
2: (sk,pk) < KeyGen(1") 2: Q:=9QuU{m}
3 (m*’ S*, St) — A?SropS(pk) 3: return o
4: &+ pSign *, 8"
g poig sk(m ) OpS(m7 S)
51 ot — A9 (5, st)
' 2 : 1: & < pSigng (m,S)

6: return ((S*,Exte(c,5,5%)) ¢ R

Am* ¢ QA Vify (m",0°)) 2 2=uim)

3: returno

Figure 2.8 aRWitExt .y, experiment [4].

transactions that would send ten, five, or one Friendcoin to Bob w.r.t. Sy, S5, S3,
respectively. She sends the pre-signatures to Bob, and he verifies them. After the
marathon results, Olivia publishes w;. Then, Bob will be able to use w; to adapt
the corresponding pre-signature into a signature, and claim his prize. Bob’s final
time is 4.5 hours. Olivia therefore publishes the witness w3 and Bob can adapt
the correct pre-signature into a signature, earning him one Friendcoin. However,
Alice later finds one more transaction, which is signed by her, published, sending
Bob ten Friendcoins. It turns out that Olivia colluded with Bob and provided
him in secret also with wy; a witness of the statement related to the outcome
that did not happen. Alice needs to be able to extract the valid witness w; from
the produced pre-signature and the published signature, convicting Olivia of the
collusion. Informally, to protect the signer, we thus require for any PPT adversary
to be unable to produce with a non-negligible probability a valid forged signature,
from which it would not be possible to extract a valid witness of the corresponding

statement. Formally, we present the security definition by Aumayr et al. [4] in
Definition (Al

Definition 9 (Robust witness extractability [4]). We say that an adaptor signature
scheme aXip for a signature scheme ¥ w.r.t. a hard relation R is robustly witness
extractable if for every PPT adversary A = (Ay, Ay) there exists a negligible
function negl such that

Pr[aRWitExt 4 o5, (A) = 1] < negl())
for the experiment aRWitExt 4 .5, defined in Figure[2.8,

The aRWitExt 4 .5, experiment in Figure is similar to the aRSigForge 4,5,
experiment. The PPT adversary A again aims to forge a fresh signature ¢* on
a message m* chosen by A, which would be valid under a given public key pk
sampled by KeyGen. The adversary also has access to the signing and pre-signing
oracles Og and O,s. Compared to aRSigForge 4 5., A now chooses the statement
S*, w.r.t. which it obtains a pre-signature ¢ on m*, while previously, S* was
sampled together with its witness by GenR. Moreover, the goal of the adversary
is not only for the forgery ¢* to be valid, but also to be unable to extract a valid
witness to S* from the forged o*, the pre-signature ¢ and the statement S*. This
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is formalized in the requirement of
(S, Extok(0%,6,57)) ¢ R,

which is added to the winning conditions.

2.3.3 Pre-Signature Adaptability

Now, we turn to the security towards the verifier /receiver. For a pre-signature
to act as a commitment to a signature on a message, we need the following
property. Assume that a pre-signature & is valid under a public key pk and w.r.t.
a statement S. The verifier possessing the witness to the statement S needs to
be able to adapt ¢ into a valid signature. Note that this property considers any
valid pre-signatures, not only those produced by pSign. In this way, it is stronger
than pre-signature correctness. We formally define such a property by Aumayr et
al. as follows.

Definition 10 (Perfect pre-signature adaptability [4]). We say that an adaptor
signature scheme aXig for a signature scheme % w.r.t. a hard relation R is perfectly
pre-signature adaptable if for any message m € {0,1}*, any instance (S,w) € R,
any public key pk and any valid pre-signature & € {0,1}*, pVrfy, (m,S,5) =1,
we have

Vrfy . (m, Adapt(G, w)) = 1.

2.3.4 Security of Adaptor Signatures for Practical Signa-
ture Schemes

The state of the art technique for proving both robust existential unforgeability
and robust witness extractability of an adaptor signature scheme as defined in
the previous sections is via a reduction to the strong existential unforgeability of
the underlying signature scheme. We now recall a formal definition of the strong
existential unforgeability property.

Definition 11 (Strong unforgeability). Consider a signature scheme . We say
that X satisfies strong existential unforgeability under a chosen message attack
(SUF-CMA security) if for every PPT adversary A there exists a negligible function
negl such that

Pr {strongSigForgeAz()\) = 1} < negl(A)

for the experiment strongSigForge 4 5. defined in Figure[2.9

In the strongSigForge 4 5, experiment in Figure , the PPT adversary A can
interact with a signing oracle Og and can obtain signatures on messages of its
choice. Informally, A wants to produce a message m* and a valid signature ¢* on
m* such that if the adversary previously queried Og on this message, the oracle
did not answer with ¢*. The signature ¢* should be valid under a public key pk
sampled by KeyGen and provided to A on input. Notice that strong unforgeability
implies weaker existential unforgeability, which we discussed earlier and where
the adversary wins if it manages to produce a signature valid under pk on any
message other than those that Og was queried on.
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strongSigForge 4 ;(\) Og(m)

1: Q:=10 1: o < Signg(m)
2:  (sk, pk) < KeyGen(1™) 2: Q:=0U{(m,o0)}
3: (m*,0") «+ A5 (pk) 3: return o

4: return ((m*,0%) ¢ Q
AVrfy, (m™,0"))

Figure 2.9 strongSigForge 4 y. experiment.

Security of Schnorr Adaptor Signatures. For the Schnorr adaptor signature
scheme in Figure the basic security as defined in the previous sections is
resolved. In random oracle model, Aumayr et al. [4] reduced both robust existential
unforgeability and robust witness extractability to the strong unforgeability of
the Schnorr signature scheme. The reductions rely on the programmability of the
random oracle, which is possible because of the structure of the scheme. Aumayr et
al. also proved the perfect pre-signature adaptability of Schnorr adaptor signature
as defined in Definition [10 They resolved the robust pre-signature unforgeability
in general and showed that any adaptor signature scheme that satisfies robust
existential unforgeability and perfect pre-signature adaptability then also satisfies
robust pre-signature unforgeability. Gerhart et al. [14] defined even stronger
definitions of security and proved that a version of the Schnorr adaptor signature
satisfies these new definitions.

Security of ECDSA Adaptor Signatures. Similarly to the adaptor signature
for the Schnorr signature scheme, one would want to apply analogous reductions
of the robust existential unforgeability and robust witness extractability to strong
unforgeability of the signature scheme. However, the ECDSA signature scheme is
not strongly unforgeable. Recall now the following property of ECDSA signatures.

Claim 5. Assume (r,s) is a valid ECDSA signature on a message m under a
public key pk. Then, (r,—s) is also a valid signature on m under pk.

Proof. This follows immediately from the properties of elliptic curves, since
fHmM)(=8)'G +r(—s)"'X) = f(—(H(m)s 'G +rs ' X))
= f(H(m)s™'G +rs'X)
_= 1”7
where the last equality is given by the validity of the signature (r, s). ]

For the security of the signature scheme and, thus, also for the adaptor
signature scheme, this is not a desired property. However, we can handle this
by adding a constraint to the verification of a signature and considering a (usual
ECDSA valid) signature (r, s) to be valid only if

0<s<(¢g—1)/2

This restricted version of ECDSA is called positive ECDSA [4, |15, |16] and we
denote it by ECDSA™. We will call s from the described interval positive. Beyond
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the additional verification constraint, when considering ECDSA™ compared to
the standard ECDSA signature scheme in Figure [2.3] there is a change in the Sign
algorithm. At the end of the signing algorithm of ECDSA™, after producing the
standard ECDSA signature (r,s), we check the positivity of s and change it to
—s if necessary for the signature to be valid.

Similarly, aECDSA;. . is analogous to aECDSA,, ¢ in Figure with the

DLOG
following changes.

Adapt: Before returning the adapted signature (7, s), we again change s to —s, if
it is necessary for the signature to be valid.

Ext: At the end of the algorithm, we now need to check if (Y,y') € DLOG or
(Y, —y') € DLOG, in which case we return 3’ or —1/, respectively. Otherwise,
we return L as in aECDSA,; oc.

The last change comes from the fact that the pre-signing algorithm remains
unchanged, while the adapting algorithm now deals with the positivity of s. If
(r,3, K,7) is a valid pre-signature w.r.t. Y € Lprog and (r,s) is an ECDSA*
signature adapted from the pre-signature, where the second coordinate was flipped,
we get

s715G = Y.

Therefore, the additional check is needed.

It is assumed that ECDSA™ is strongly unforgeable. Thus, in the rest of the
thesis, we utilize the corresponding adaptor signature scheme aECDSA;! .. Since
its construction is very similar to aECDSA, ¢, for brevity, when talking about
ECDSA* and aECDSA/ ., we will still refer to the algorithms in the original

figures depicting ECDSA and aECDSA, ¢, namely Figure [2.3] and Figure [2.4]

Simply considering ECDSA™, however, does not straightforwardly resolve the
security of the corresponding adaptor signature scheme. In order to reduce the
robust existential unforgeability or robust witness extractability of the adaptor
signature to the strong unforgeability of ECDSA™, the reduction has to simulate
the pre-signatures answered by the pre-signing oracle when queried by the adver-
sary. By robustness of the definitions, the reduction needs to be able to simulate
pre-signatures w.r.t. any statements Y chosen by the adversary. As we show in
the following sections, this can be done given access to the signing oracle if the
witness y to the statement Y is known to the reduction. However, it is not clear
how to simulate the pre-signatures without the knowledge of both the secret key
sk and the witness y. Aumayr et al. [4] sidestepped this problem by modifying the
adaptor signature scheme, producing aECDSAY, . depicted in Figure . They
constructed the scheme w.r.t. a relation 7DLOG and assumed a NIZK proof of
knowledge of discrete logarithm (PprLog, VpLoa). Recall that this proof system
produces a proof my that proves the knowledge of a witness y for a statement
Y € Lprog. Moreover, Aumayr et al. required the proof system to satisfy online
extractability, which is a property that allows the reduction to extract y from 7y
in ROM. Thus, since now the reduction knows the corresponding witness, it can
simulate a pre-signature w.r.t. arbitrary Y. The online extractability property
was introduced by Fischlin [17], where a construction of such a proof system was
presented. Informally, the proposed construction of NIZK proofs of knowledge
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with online extractors relies on multiple repetitions of the proof, which would
make the adaptor signature scheme less practical and the 7TDLOG statements
Iy = (Y, 7my) alone larger. Moreover, the standard DLOG is a relation that is
generally used in the applications of adaptor signatures for ECDSA. Leveraging
the described modifications, Aumayr et al. then proved the robust existential
unforgeability and the robust witness extractability of aECDSAY, .. Since they
considered adaptor signatures primarily in the context of payment channels, Au-
mayr et al. were interested in the robust properties. However, their theorems and

proofs do not argue any security of aECDSA®

DLOG*

2.4 Limits of Robust Security of Adaptor Signa-
tures

In this section, we show the limits of robust security definitions when consider-
ing aECDSA}, .., specifically in practice. We consider aECDSA}, ., deployed on
the Bitcoin blockchain, which is one of the primary applications of the scheme,
as the adaptor signatures are mostly relevant to cryptocurrencies. We outline
a potential weakness of robust security definitions in this setting. First, let us

define the Diffie-Hellman problem and the fixed Diffie-Hellman oracle.

Definition 12. For a cyclic group G of prime order q with a generator G, we
define the Diffie-Hellman problem as follows: Given group elements aG,bG for
uniformly random a,b < Z,, return abG.

Definition 13. Consider a cyclic group G of prime order q with a generator G
and a group element aG = P € G. We define a fixed Diffie-Hellman oracle for P
as a function FDHp that on input bG € G returns abG.

Fixed Diffie-Hellman Oracle from Pre-Signing Oracle. As Fournier [3]
noticed, when given unrestricted access to the pre-signing oracle O,g (as defined in
robust security experiments in Figure or Figure while proving the security
of aECDSA ¢, a fixed instance of the Diffie-Hellman problem becomes easy.
Specifically also for aECDSAY, ., pSigng (m,Y) returns a tuple 6 = (r,3, K,7)
such that

=k 'H(m)+rz) and K=£kY

for some randomly chosen k < Z,. Therefore, we have the following

5K = (k:k:_l (H(m) + rx)) Y = (H(m)+rx)Y
SK —H(m)Y =rzY
r (3K —H(m)Y) = zY.

We can see that with access to O,s (and thus to pSign,, ), we obtain an access to
a fixed Diffie-Hellman oracle.
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E y* =2+ T7over F,

P =226 _ 932 _ 99 _98 _ 97T _96_ 94 _ 1 a prime

log, (p) ~ 256

Order g of E = 11579208923731619542357098500868790785283756
4279074904382605163141518161494337 a prime

logy(q) ~ 256

Table 2.1 Elliptic curve secp256k1.

Observation 1. Given O,s(-) for aECDSA;, ., we can implement a call to the
FDHp oracle fized for a public key pk in

1 call to O,s(+)

1 hash H(+)

1 subtraction in Z,

1 inverse in Z,

2 multiplications in Z,
1 group operation in G

2 scalar multiplications in G.

For any Y € G, we have FDH(Y') simply by calling O,s(m,Y") for any message
m and transforming the output accordingly. We notice that this would lead to a
security hazard, specifically, when the adaptor signature scheme aECDSA], ., is
intended to be used securely on Bitcoin.

Attack on secp256kl Using Pre-Signing Oracle. For this section, let us
consider G to be the secp256k1 elliptic curve group used in Bitcoin public-key
cryptography. According to the specifications of secp256k1 (see Table or [18]),
G is cyclic with a generator GG, of odd characteristic and of prime order ¢ such

that log,(q) ~ 256. For now, let us also consider the adaptor signature scheme
aECDSA/, .. to be initialized over secp256kl for both the DLOG relation and
the ECDSA™ signature scheme. By the above, when considering robust security
experiments aRSigForge 4 .5, and aRWitExt 4.z, with unrestricted access to the
pre-signing oracle, the adversary A in fact obtains a fixed Diffie-Hellman oracle
FDHpk for the fixed underlying public key pk.

We can take advantage of this and mount a type of meet-in-the-middle attack
by Brown and Gallant [19]. This attack uses an available fixed Diffie-Hellman
oracle FDHp to compute a discrete logarithm of a group element P € G in
complexity depending on a factorization of ¢ — 1, where G is a cyclic group of
prime order ¢. In our case, we would be able to compute a discrete logarithm of
X :=pk, i.e. a secret part x of sk such that X = xG. If done efficiently enough,
it would break the security of the underlying ECDSA™ signature scheme, as it
would be possible to compute the corresponding secret key. Let us have ¢ = uv+1
for some positive integers u, v. The attack computes the discrete logarithm in two
parts, first by finding a certain value modulo v and then modulo v, both using
the Baby-Steps Giant-Steps algorithm [20]. Specifically, we utilize access to the
fixed Diffie-Hellman oracle to compute the group element z*“G, which would not
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’ Factor fof ¢ —1 ‘ ~ log,(f) ‘

20 6

3 1.6
149 7.2
631 9.3
107361793816595537 96.6
174723607534414371449 67.2
341948486974166000522343609283189 108.1

Table 2.2 Factorization of ¢ — 1 for secp256k1.

be possible without the oracle, as z is secret. By |19], the time complexity of the
attack is dominated by roughly

u calls to the FDH, oracle and 2(v/u + /v) scalar multiplications in G,

and is generally minimized for u ~ &q. For brevity, we write GO and SM instead
of group operation and scalar multiplication, respectively. In our case, with the
cost of a call to the FDH oracle as in Observation [T, the time complexity would

be

w (1 H(), 1 subtr. in Z,, 1 inv. in Z,, 2 multipl. in Z,, 1 GO in G, 2 SM in G)
+ 2(v/u+ vv) SM in G,

where we omit the call to the pre-signing oracle O,g, as its unit cost is negligible
in comparison to the cost of the other operations. Moreover, if we fix a message m,
the transformation of the pre-signatures sampled by pSign, (m,Y’) to the answers
of FDH(Y") always computes the same value —H(m), leaving us with just one
hash function evaluation and one subtraction in Z, that is needed for all FDH
calls. In comparison to the number of other operations, this can be also omitted
in the following analysis, resulting in the complexity of

u inverse in Z,

2u multiplications in Z,

u group operations in G

(2u + 2v/u + 2+4/v) scalar multiplications in G.

Moreover, when using a precomputation described in [19], a scalar multiplication
in G costs at most log,(q)/4 ~ 256/4 = 2 group operations in G. The precom-
putation consists of 2 - 16 - log,(gq) < 2! scalar multiplications of specific group
elements in G, where each can be computed using the double-and-add method in
log,(q) < 28 point additions and point doublings in G. The precomputation can
be thus upper bounded by 22* group operations in G.

A factorization of ¢ — 1 for secp256k1 is given in Table Consider u to be
a product of the emboldened factors. Then 83 < log,(u) < 84 and thus u ~ ¥/,
since log,(/q) ~ 85. Let us now compute the rough time complexity of the attack
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for such u as

2% inv. in Z, + 2% mult. in Z, + (2 4+20(2-2% + 2.2 +2.2)) GOIn G
< 2% inverse in Lg + 285 multipl. in Lg + (284 + 29 4219 291> GO in G
< 28% inverse in Lq + 2% multipl. in ZLq + 29 GO in G.

This result includes the described precomputation. Since the attack is a type
of meet-in-the-middle attack, the space complexity should also be discussed. In
our case, the lower bound for the space complexity is at least 284 bits, which is
vastly unrealistic. However, even though the attack is not feasible in practice, the
rough time complexity of 2% group operations, when given access to the fixed
Diffie-Hellman oracle, shows a great weakening of the expected log,(q)/2 ~ 128-bit
security of the secp256k1 elliptic curve, i.e. computing the discrete logarithm for a
randomly chosen element of the group with much less than 2'2® group operations,
which would be expected without access to the oracle. We formalize the results in
the following statement.

Theorem 6. Let G be the secp256k1 elliptic curve group as specified in Table [2.1],
(sk, pk) be an ECDSA™ key pair, and O,s be a pre-signing oracle for aECDSA}, .
such that, on input m € {0,1}* and Y € G, it outputs a pre-signature on m w.r.t.
Y sampled by pSigng,. The secret key sk can then be computed in time dominated

by 2% group operations in G and in space lower bounded by 23* bits.

Moreover, as suggested by Brown and Gallant [19], the space complexity could
be reduced by using Pollard-p algorithm [21] instead of the Baby-Steps Giant-Steps
algorithm. However, when trying to apply the ideas of the algorithm in [19] to
the algorithm in [21], it was not clear to us how to compute the following group
element efficiently enough so that the time complexity of the original attack would
be preserved. Specifically, it was not clear, given (z*)*G and access to FDHy,
how to efficiently compute (z*)?* G for the unknown secret key = and an arbitrary
a;. Since it is beyond the scope of the thesis, we leave this open.
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3 Security of Practical Adaptor
Signatures for ECDSA

In this chapter, we present new definitions of security for adaptor signature
schemes. The definitions are based on the robust security definitions presented
in the previous sections, however, they are formalized to fit the context of the
adaptor signature scheme aECDSAY . described in Figure . Specifically, they

do not permit the theoretical attack in Section 2.4, We formally prove that, under

the necessary assumptions, aECDSA]! . satisfies the new security definitions.

3.1 Unforgeability of Adaptor Signatures for
ECDSA

3.1.1 Definition of Existential Unforgeability

Motivated by the discussion in the previous sections, we present a new definition
of existential unforgeability under chosen message attack for adaptor signatures.
Our definition follows the robust existential unforgeability for adaptor signatures
(Definition [7)) but restricts adversary’s access to the pre-signing oracle. Previously,
the adversary could query the oracle w.r.t. any chosen statement S € Lr. However,
this definition was too robust in the setting of aECDSA{ .. We modify the pre-
signing oracle to answer two types of queries - either the queries w.r.t. the fixed
statement S* generated in the main part of the security experiment, or the queries
w.r.t. any statement S for which the adversary provides a witness. Therefore, the
adversary is not allowed to ask for a pre-signature w.r.t. the statements for which

it does not know the witness. We formalize this notion in the following definition.

Definition 14. We say that an adaptor signature scheme aXg for a signature
scheme 3 w.r.t. a hard relation R is aBEUF-CMA secure if for every PPT adversary
A = (A1, As) there exists a negligible function negl such that

Pr|aSigForge 4 .x... (\) = 1} < negl(\),
for the experiment aSigForge 4,5, defined in Figure[3.1]

The aSigForge 4 .5, experiment in Figure differs from the aRSigForge 4 a5,
experiment only in the pre-signing oracle O,s. Otherwise, they proceed identically.
Again, for a PPT adversary A = (A;,Ay), a key pair (sk, pk) and an instance
(S*,w*) € R are generated by KeyGen and GenR, respectively, and .4; obtains
pk and S* on input. The objective of the adversary is still to forge a fresh
signature on a message of its choice. The adversary A; chooses the message
m* € {0,1}* and produces a state st, which is forwarded to A, together with a
pre-signature 6 on m* w.r.t. S* sampled by pSign,,. During the experiment, A
can query a signing oracle, which works as in the aRSigForge 4 .5, experiment,
and a pre-signing oracle O,g. The input arguments of the pre-signing oracle in
the aSigForge 4 .5, experiment now consist of a message m € {0,1}*, a bit b and,
if applicable, an statement-witness pair (S, w) of the relation R. The adversary
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aSigForge 4 .5, (A) Og(m)

1: Q:=10 1: o < Signg(m)
2: (sk,pk) « KeyGen(1*) 2: Q:=QU{m}
3: (5%, w*) « GenR(1") 3: return o

4: (m*st) A?S’Ops(pk, S*)

O,s(m, b, (S, w
5: & < pSigng (m™*,S) ps ( )

* 05,055 / ~ 1: if =0 then
A 2: Q:=QU{m}
7 return (m V¢fQ 31 &« pSigng(m,S”)
A * *
' ypk(m 7)) 4: return ¢

5: elseif b=1A(S,w) € R then
6 : Q:=0QU{m}
7: & < pSigng (m, S)

return ¢

o

9: else return L

Figure 3.1 aSigForge 4,5, experiment.

can ask for pre-signatures w.r.t. the fixed statement S* by setting b := 0 and
calling O,s on m and the bit b. By setting b := 1, the adversary can ask O,g
to pre-sign a message w.r.t. any statement S, for which the adversary provides
on input a valid statement-witness pair. More specifically, O,s answers with
a pre-signature generated by pSigng (m, S), when queried on a message m, bit
b =1 and a statement-witness pair (S, w) € R. If the pair (S, w), given by the
adversary, is not a statement-witness pair of R, i.e., (S,w) ¢ R, the pre-signing
oracle returns L. Finally, Ay outputs a signature ¢* and wins the experiment,
if 0* is a valid signature on m* under pk and if the adversary did not query the
oracles for signatures or pre-signatures on the message m*.

3.1.2 Proof of Existential Unforgeability

We now prove the defined existential unforgeability for aECDSA/. .. The proof

reduces the existential unforgeability to the strong unforgeability of the underlying
ECDSA™ signature scheme and proceeds analogously to the state-of-the-art proof
of the robust existential unforgeability of aECDSA,, .. presented in [4]. However,
we stress that we prove our notion of security for the original adaptor signature
based on ECDSA™ without modifying the scheme. We also do not need to utilize
a NIZK proof of knowledge and its extraction algorithm in the reduction.

Recall that the construction of aECDSA}" . depends on a NIZK proof system
for equality of discrete logarithms. In Definition [3, we defined NIZK proof systems
in the random oracle model, and thus, to provide a random oracle to the proof
system, we would want to show the reduction in the same model. We can formalize
the security in two ways. In the first one, we assume the existence of the NIZK
proof system for equality of discrete logarithms. In the other one, we do not
assume the existence of such a system, and we are still able to show the reduction
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Spe" (m, (Y. y))

1: o < Sign(m)

2: parse (r*,s%) =0

3: b« {0,1}
1: s:=(—1)bs"
5: §:=8Y

6: u:=H(m)s™?
70 vi=rtsT!

§: K:=uG+vX
9: K:=y 'K
10: 75 < SpLeq(G,Y, K, K)

11: return (r*,5, K, 7g)

Figure 3.2 Simulator of pre-signatures S,s.

of the existential unforgeability in the random oracle model, since, as shown in
Chapter [1, in ROM, we have a specific construction of the NIZK proof system
for the equality of discrete logarithms. We show the formal proof for the first
approach and formalize the second approach as a corollary, as the reduction is
analogous. In what follows, in order to convey the main idea of the proofs, we
assume a NIZK proof system for equality of discrete logarithms in the standard
model. Such a system has the same properties as in Definition [3, however, the
algorithms are not oracle-aided, and the corresponding simulator outputs only
a simulated proof and omits the oracle programming. This allows us to operate
with the assumed NIZK proof system modularly as with a black box. We use this
approach in the following sections.

First, we prove the following lemma, which states that the algorithm presented
in Figure|3.2simulates pre-signatures for aECDSAY . when given black-box access
to the corresponding signing algorithm for a fixed secret key. We utilize this
property in the upcoming reduction.

Lemma 7. Let aECDSA; . described in Figure be an adaptor signature
scheme for ECDSA™ w.r.t. the DLOG relation, Ssg«,gn described in Figure be a
PPT simulator of pre-signatures, and let there exist a NIZK proof for equality of
discrete logarithms with simulator Sprgg.

Then, for all key pairs (sk, pk) related to ECDSAY, messages m € {0,1}* and
all statement-witness pairs (Y,y) € DLOG, we have that & produced as

~ Signg

0 < SpSg k<m7 (}/7 y))
is a pre-signature on m w.r.t. Y that is valid under pk, and is distributed identically
to pSigng (m,Y).
Proof. Fix a key pair (sk, pk), message m and an instance (Y, y) € DLOG. Con-

sider the algorithm of S;;gns", where S,g is given black-box access to Sign,, defined

for ECDSA'. We now show that it perfectly simulates the pre-signatures of
aECDSAY . generated by pSign,.
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First, on m and (Y, vy), S;EnSk samples a signature (7, s*) using Signg,. We

show that S;éwgn“ at the end outputs a pre-signature that adapts into (r*, s*).
Recall that, in ECDSA™, Sign,, outputs signatures only with positive s, i.e.,
we know that
0<s" <(¢g—1)/2.

In fact, only half of the random coins k € Z, are actually used in Signg,, since
if randomness k € Z, produces (r,s), then —k produces (r,—s), and if s # 0,
only one of them is positive. However, the pre-signing algorithm pSign,, produces
pre-signatures using any random coin in Z, and the positivity of the corresponding
signature is not checked until the Adapt algorithm, where, by the above, for
fixed y, half of the random coins cause the algorithm to flip s into —s. Thus, to
simulate this and cover all random coins of Z, the simulator S, flips s* into —s*
with probability 1/2. We denote it by s. Clearly, (r*,s) is an ECDSA signature
sampled using some randomness [ < Z,.

Next, the algorithm S,¢ reverses the standard adaptation of a pre-signature
and computes s as sy. Then, it computes group elements

K :=H(m)s'G+r*s'X and K:=y 'K.

Afterward, it uses a simulator Spreq for the proof of equality of discrete logarithms
that exists by the zero-knowledge property of the NIZK proof system. By the same
property, the simulated proofs are distributed identically on a DLEQ statement
to the proofs of the actual prover of the system on the same statement and the
corresponding witness. Spreq produces a simulated proof mg of the equality
on input (G,Y, K. K ), proving that K and K have the same discrete logarithm
w.r.t. G and Y, respectively. Finally, S, outputs a pre-signature consisting of
(r 5, K, mg).
By construction, we have

Adapt((r*, s, K, ms),y) = Adapt((r™, sy, K, ms),y) = (", s").

The simulated pre-signature thus adapts into the original sampled signature.
Now, we show that the simulated pre-signature is valid under pk. In the
process of verification, we have

K :=H(m)5 G+ 5 'X =y {(H(m)s 'G+r's'X) = K.

Therefore, g holds on (G, Y, K', K). By the validity of the original signature, we
have

fK) =77,
since it holds for both (r*, s*) and (r*, —s*). It is thus clear that the simulated
pre-signature is valid.

Finally, by the construction of the pre-signature, and since Sprpq is a simulator
for proof of equality of discrete logarithms, we can see that the simulated pre-
signature is, in fact, a pre-signature generated by pSigng (m,Y") corresponding to
a randomness [y~ !, which concludes the proof. O

+
DLOG*

We now turn to the actual existential unforgeability of aECDSA
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go()\) Og(m)

1: Q:=10 1: o <« Signg(m)
2: (sk,pk) < KeyGen(1*) 2: Q:=QuU{m}
3: (Y*,y%) < GenR(1%) 3: return o

a0 (m*,st) — AVSOP (pk, V)

O,s(m, b, (Y,y
5: &« pSigng (m*,Y™) ps ( )

N 05,0,5 /- 1: if b=0 then
SRR 2: Q:=QU{m}
7: return (m V¢fQ 3 P pSignsk(m, Y*)
/\ * *
' ypk(m 7 )) 4: return ¢

5: elseif b=1AY =yG then
6 : Q:=QuU{m}
7: & + pSigng (m,Y)

return ¢

[ed]

9: elsereturn |

Figure 3.3 Game Gy.

Theorem 8. Let aECDSA} . described in Figure be an adaptor signature
scheme for ECDSA™ w.r.t. the DLOG relation, and (Ppreg,Vpreg) be a NIZK
proof system for equality of discrete logarithms.

If the ECDSA™ signature scheme is SUF-CMA secure and DLOG is a hard
relation, then aECDSAY ~ is aEUF-CMA secure in the standard model.

DLOG

Proof. We show the reduction of the existential unforgeability of aECDSA}! .. to
the strong unforgeability of the ECDSA™ signature scheme. For brevity, let us
denote by Gy the aSigForge AaECDSAY  €Xperiment, which will be the starting game
in the reduction. First, we modify the game G, step by step into a series of games
G1,Go, G, and show that if a PPT adversary A wins Gy with probability p, it also
wins G at least with probability that is negligibly close to p. Then, we construct
a PPT forger F that uses A to produce a fresh pair (m*, c*); a signature ¢* on a
message m”*, winning the strong unforgeability experiment strongSigForge F ECDSA+
at least with the same probability as A wins Gz, which completes the described
reduction. Finally, we apply the reduction and prove the statement.

For each game G;, we describe both the differences in the experiments and the
changes in the probabilities of A winning G; compared to the previous game G; ;.
We also explain why the games are indistinguishable to A. Let

Pr(GA(\) = 1]
be the probability of A winning game G;.
Game Gy: To aid the reader in following the proof, we describe the starting

game Gy in Figure [3.3] Consider a PPT adversary A winning G, with the
corresponding probability.
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Gi(M) Os(m)
1: Q:=10 1: o <« Signg(m)
2: (sk,pk) < KeyGen(1*) 2: Q:=QU{m}
3: (Y*,y*) < GenR(1 A) 3: return o
11 (m*,st) « ATSO (pk,Y)
5: 04 pSlgnsk(m Y™)

6: o ATV (5, st)

OpS(m7 bv <Y7 y))
1: if b=0 then

- . 2 Q:=QuU{m}
71 1 apt(gay ) =0 (1l 3: 0 pSignsk(m7 Y*)
abort 5
4 return o

8: return (m* ¢ Q

5: elseif b=1AY =yG then
A Vrfy g (m*, 0%))

6 : Q:=QuU{m}
7: & + pSigng (m,Y)

return ¢

[ed]

9: elsereturn |

Figure 3.4 Game G;.

Game G;: Game G, in Figure is similar to Gy with a difference in the main part
of the game. After the game samples a pre-signature ¢ and A, outputs o*,
we now check if ¢* coincides with a signature that is obtained by adapting
the pre-signature ¢ using y*; a witness sampled at the beginning of the
game. In such case, the game aborts. This change will in the final reduction
ensure that the pair (m*, o*) produced by the forger F is unique, i.e. F did
not obtain ¢* as an answer when querying the provided signing oracle on

*

m-.

Note that for the adversary, the game remains the same. We now show that
game G; aborts only with negligible probability.

Claim 9. Assuming DLOG is a hard relation, game Gy aborts with negligible
probability.

Proof. Suppose, to the contrary, that game G; aborts only with non-negligible
probability. Then, we could break the hardness of DLOG relation with
non-negligible probability and for a given random Y* € Lprog find its
discrete logarithm y* using \A. The PPT solver solving this would be similar
to game Gy, however, it would not be generating the pair (Y*,y*), rather
than obtaining generated random Y* € G on input as a challenge. The
solver would then use A as in Gy and after obtaining ¢*, it would extract
y with Ext(c*,5,Y*) as defined in Figure 2.4l As assumed, ¢* is with
non-negligible probability the adapted signature Adapt(a,y*), where y* is
a discrete logarithm of Y* w.r.t. the generator G. Therefore, by the pre-
signature correctness of aECDSA ., we have y' = y* at least with the same
probability. Thus, there would exist a PPT solver computing the discrete
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g2()\) Og(m)

1: Q:=10 1: o <« Signg(m)
2: (sk,pk) < KeyGen(1*) 2: Q:=QuU{m}
3: (Y*,y%) < GenR(1%) 3: return o

) % OS,OpS *
4: (m ,St) — .,41 (pk,Y ) Opg(m, b, (Y7 y))

5: 0 < pSigng (m*, Y™)

1: if b=0 then

. * 05,0ps (~
6: o0 +— A, (G,st) - Q= QU [m}
7: if Adapt(d,y*) = o* then . Sign,,
abort 3¢ G 8,5 " (m, (Y, y%))
8: return (m* ¢ Q 4: return o
A Vrfy gy (m*,0%)) 5: elseif b=1AY = yG then
6: Q:=9U{m}
Signg

7 G S5 “(m,(Y,y))

return ¢

[ed]

9: elsereturn |

Figure 3.5 Game Go.

logarithm of Y* w.r.t. the generator GG, breaking the hardness of the relation.
This concludes the proof of Claim [J] O

Let us denote by negl(\) negligible probability that game G; aborts for the
adversary A. Then

Pr(Gf(\) = 1] > Pr[Gs'(\) = 1] — negl()).

Game Gy: The difference in G, shown in Figure [3.5 compared to game G; is in the
work of the pre-signing oracle. Instead of sampling a pre-signature via pSigng,
algorithm as in G;, we simulate the pre-signature in both if-branches as
follows. Note that for both b = 0 and b = 1, we know the discrete logarithm
of the required Y w.r.t. the group generator G. More specifically, when
b =0, it is y* from the DLOG instance (Y*,y*) sampled at the beginning
of the experiment. When b = 1, the adversary must provide the discrete
logarithm on the input. Thus, with the knowledge of the witness y, we can
produce a pre-signature ¢ < S;'gg "(m, (Y,y)) when the simulator is given
a black-box access to Signg,. By Lemma , 0 is a valid pre-signature on m
w.r.t. Y, under the public key pk corresponding to sk, and it is distributed
identically to pSigng (m,Y’). Therefore, the adversary cannot distinguish
between O,g in games G, and G;. We then have

Pr|G(\) = 1] = Pr|GA(\) = 1.

Game G3: Game G3 depicted in Figure is similar to game G, with a change
in the main part of the game. We now simulate the pre-signature ¢ on
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g3()\) Og(m)

1: Q:=1 1: o < Signg(m)
2: (sk,pk) < KeyGen(1*) 2: Q:=QU{m}
3: (Y*,y%) < GenR(1%) 3: return o

a0 (m*,st) — AVSOP (pk, V)

OpS(m7 bv <Y7 y))
1: if b=0 then

Si
51 6 Sy (mt, (Y, yY))
057

6: 0" < A (5,St) 2: Q:=9U{m}
7: if Adapt(G,y*) = o* then 5 5 Sj;gnsk (m, (Y*,4*)
abort B
4 : return ¢

8: return (m* ¢ Q

5: elseif b=1AY = yG then
A Vrfypk(m*,a*))

6: Q:=9U{m}
T 6 S (m, (Y, y))

return ¢

[ed]

9: elsereturn |

Figure 3.6 Game Gs.

m* w.r.t. the sampled statement Y™ using S, gnS“( *(Y*,y*)) exactly as in
the pre-signing oracle of game G,. Therefore precisely as in game Gy, by
Lemma [7, we have

Pr(Gst(\) = 1] = Pr[gs () = 1].

Forger F: The forger F in Figure is similar to game G3 and is constructed to
simulate G3 to the adversary. The differences compared to the game G5 are
in the main part of the algorithm of F. The first change is in the sampling of
the key pair (sk, pk). While G3 samples it on its own by KeyGen, F obtains
pk on input. It does not know the corresponding sk. As for the next change,
the forger F has black-box access to a signing oracle O, which, on the
input message m, samples an ECDSA™ signature on m signed using the
unknown sk. Note that OF is the signing oracle provided in the strong
unforgeability experiment strongSigForger pcpsa+. The forger F starts by
sampling a DLOG instance (Y*,y*) using GenR. Then, it passes pk and Y*
to the adversary A; on input. The forger continues as game Gs, receiving
a chosen message m* and a state st from A, simulating a pre-signature
¢ using S,s and forwarding & together with the state st to A;. However,
after that, when Ay produces a signature o*, the forger immediately returns
the pair (m*,c*). Moreover, when sampling signatures in Og or simulating
pre-signatures by S,g, the forger F now uses the provided signing oracle
Of instead of Signg. Thus, the simulator S,s has access to query OF.
This change in the source of signatures is mostly syntactical, since, by the
definition of OF, the oracle and pSigny, both sample signatures with the
same distribution. For clarity, we describe how the forger simulates not only
Og and O,s queries to the adversary, but also the pre-signature &.
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FO5 (pk) Os(m)

oo

1: Q:=0 11 0+« Of(m)

21 (Y*,y*) « GenR(1%) 21 Q:=QuU{m}
3 (m*,st) - Ai’)s,(’)ps(pk7y*) 3: return o

105 S (mt (V) O,s(m, b, (Y, 1))

5. of « AYSOrs g,st) 1: if b=0 then

6: return (m*, o) 2 Q:=9U{m}

~ Og * *
2 <_SpS (ma (Y Y ))
return ¢

else if b=1AY = yG then
Q:=QuU{m}
~ ok
g < SpS (m7 (Y7 y))
return o

else return L

Figure 3.7 Forger F.

Signature queries: When A queries Og on a message m, the forger for-
wards the message to OF. Upon OF answering with a signature, the

forger returns the received signature to .A.

Pre-Signature queries and 5: When A queries O,s on a message m and
a statement Y, the forger forwards m and Y with a corresponding
witness y, which is either y* or a witness provided by A, to the simulator
Sps. Since the simulator has access to OF, it queries it for a signature
on m and upon receiving the signature, it produces a pre-signature
on m w.r.t. Y and returns it to F. The forger then forwards the
pre-signature to A. When producing the pre-signature &, the forger

uses S,s identically.

It is also clear that if the public key pk given to F on input is generated
randomly by KeyGen, then the adversary A cannot distinguish between the
forger F and game G, since then the tuple (pk,Y ™), which A receives in
Gs, as well as ¢ and the signature and pre-signature queries are simulated

perfectly.

We now need to show that the forger F plays strongSigForger pcpga+; the
strong unforgeability experiment for ECDSA™, and wins with probability at least
Pr {Q{,f = 1} when using A. As described, the forger has access to query the signing
oracle OF from strongSigForge r popga+- In this experiment, (sk, pk) is sampled by
KeyGen and F then obtains pk on input. Thus, the public key pk that A receives
through F is sampled with the correct distribution, and by the above, A cannot

distinguish between the game G3 and the forger F.

Moreover, if A wins game G3, the signature o* produced by F is a valid
signature on the chosen message m* and A did not query Og or O,g on this
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message. Since these oracles are simulated using Of, it means that F did not
query OF on m* in these simulated queries. The only query on m* was done by
Sps to O when simulating the pre-signature 6. Let us now denote by o; the
signature that O answered. By the construction of S,s, we have

o1 = Adapt(a,y").
Since game Gz did not abort, we know that o* # o7 and thus

(m*,0") # (m*, 0y).

Therefore, if A wins Gs, the forger F wins strongSigForger popga+ experiment.
We have
Pr {strongSigForgeﬁECDsm(/\) = 1} > Pr {g{;‘(/\) = 1},

which implies

Pr|strongSigForge s pepsa+ (A) = 1} > Pr {gg“()\) = 1}
> Pr[G(\) = 1] — negl())
=Pr [aSigForgeAvaECDsﬁ (\) = 1} — negl(A).

DLOG

This completes the reduction from the existential unforgeability of aECDSA] .

to the strong unforgability of ECDSA™. Specifically, for a contradiction, if a PPT
adversary A wins aSigForge 4 .ecpsa+  with non-negligible probability, we can
construct a forger F using A that wins the strongSigForger popga+ experiment
with also a non-negligible probability. This would break the strong unforgeability
assumption, which concludes the proof. O

We now formalize the proof of the existential unforgeability of aECDSA}, .

using the second approach, where we do not assume the existence of a NIZK proof
for discrete logarithms. The core of the proof is analogous to the one given for
Theorem [§] however, now, we prove the existential unforgeability in the random
oracle model.

Theorem 10. Let aECDSA} . described in Figure be an adaptor signature
scheme for ECDSA™ w.r.t. the DLOG relation. If ECDSA™ signature scheme is
SUF-CMA secure and DLOG is a hard relation, then aECDSA} . is aEUF-CMA

secure in the random oracle model.

Proof. By Chapter [I} there exists a NIZK proof for equality of discrete logarithms
in the random oracle model. Specifically, we have a construction (PpLrq, VpLeq) of
such a proof in Figure with a corresponding simulator described in Figure [I.3]
The reduction proving the statement would be analogous to the reduction in the
proof of Theorem [§l However, since the existential unforgeability is considered in
the random oracle model, we now have to consider the random oracle H available
to the adversary. We will refer to games Gy — G3 and the forger F defined in the
proof of Theorem [§l The random oracle H is formally described in Figure
and is provided to the adversary A both in games Gy — G3 and in the forger F.
The oracle stores the queries together with their answers in H. Internally, for an
input z, on which the oracle has not been queried, H[z] is L, otherwise it is the
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H(z)
1: if H[z] = L then
2: Hlz| + Zg

3: return H|z]

Figure 3.8 Random oracle H.

output sampled previously for x. For new queries, the random oracle chooses the
answer uniformly from Z,. We make the random oracle available to the NIZK
proof system and consider oracle-aided algorithms (P’gLEQ,ngEQ) and SS‘LEQ
when producing and verifying the proofs. Note that for the reduction, both the
hash function used in the NIZK proof system and the hash function H in the
scheme are modeled as a random oracle. We consider the proof of Theorem |§ and
in the following, we summarize the most important changes.

o In every game, A has access to the random oracle H.

o The oracle-aided algorithms of the NIZK proof system in Figure [1.2] are

used for the proofs.

When the simulator of pre-signatures S,s uses Sprrq to simulate the NIZK
proof, S,s receives (mg, f); a proof and a programming of the random oracle.
Moreover, S,s now outputs the simulated pre-signature together with the
programming f. Recall that Sprrq on input (G, Y, K . K) € Lprpq returns
programming

f:(GY, K, K,rG+cK,rY + cK) — c,

for r,c <= Z,. We stress that here, the programming f is not the same as
the projection f used in the ECDSA signature scheme.

We formally describe the pre-signing oracle O, of the games starting from
G, in Figure 3.9 When S,y simulates the pre-signature &, the pre-signing
oracle O,s now has to ensure that the programming is consistent with the
previous answers of the random oracle. Therefore, if the random oracle has
been queried on the input defined by the programming, the game aborts.
Otherwise, it programs the random oracle accordingly and returns the pre-
signature to the adversary. By this and the NIZK properties of the proof
system, the changes are indistinguishable to the adversary A. Assume
ny,n2,n3 to be a number of queries of A to the random oracle, the signing
oracle and the pre-signing oracle, respectively. Since A is a PPT adversary,
ni,ng, ng are polynomial in the security parameter . As at least T is a
group element chosen uniformly at random, the probability of the game
aborting in each Qg call is upper bounded by

Ny + Ng + ns

q )
which is a negligible probability in the security parameter. Then, the proba-
bility of game Gy aborting is also negligible, since A has only polynomially
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Ops(m, b, (Y, y))

1: H =H

2: if b =0 then

3: Q:=9U{m}

11 (6, (G YK KT, Ts) v ¢) « S,a*(m, (Y*,y")
5. if H'[G|YV*||K|K||T1||T) # L then

6 : abort

7 else

s: HGIY*|E|K|TT) = e
9: return ¢

10: elseif b=1AY =yG then

11 : Q:=9U{m}

12 (5-¢ (Ga Y7I~(7K7 T17T2) = C) — S;S;EnSk(ma (K y))
13: if H'[G|Y|K|K|T1||T] # L then

14 : abort

15 : else

6:  HGIYIKIK|TIT = ¢
17 : return o

18 : else return L

Figure 3.9 Changes to the pre-signing oracle.

many O, queries, and thus there exists a negligible function negl; such that
Pr(G5'(A) = 1] > Pr[G{()) = 1] — negl, (\).

o Simulating the pre-signature ¢ in the main part of game G5 changes identi-
cally.

o All described changes transfer also to the forger F. Moreover, the forger
F obtains on input the random oracle H* provided by the experiment
strongSigForge  pcpsa+- The forger then substitutes the uniform sampling
in the programming and in the answers of H with the answers of H*.

All changes considered, we obtain a negligible function negl such that

Pr[strongSigForgeﬁECDS/ﬁ (\) = 1} > Pr[aSigForgeAaECDSAjL (\) = 1} — negl(\),

DLOG

which completes the proof.
m

Remark. We postpone the definition and proof of pre-signature unforgeability to
Section since we will utilize the definition of pre-signature adaptability that
has yet to be presented.
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3.2 Witness Extractability of Adaptor Signa-
tures for ECDSA

3.2.1 Definition of Witness Extractability
+

Exactly as for the robust existential unforgeability of aECDSA], ., by the
reasons discussed in the previous sections, we cannot allow an unrestricted pre-
signing oracle in the definition of robust witness extractability (Definition @ in
context of aECDSA/, .. We present a new definition of witness extractability,
where the pre-signing oracle is modified as in the new definition of existential
unforgeability for adaptor signatures. The adversary can now ask for a pre-
signature on any message either w.r.t. the statement S* € Ly, which is fixed
in the main part of the experiment and which the adversary obtains on input,
or w.r.t. any S € Lg for which the adversary provides a valid witness w, i.e.
(S,w) € R. The new definition also differs from the robust definition in the
main part of the experiment. We now generate the fixed statement S* via GenR
and provide it together with the witness w* to the adversary, while the robust
witness extractability allows the adversary to choose the fixed statement S*. This
allows us to simulate the pre-signature in the main part of the experiment, which
enables the proof the witness unforgeability for aECDSA}", .. We formalize witness

unforgeability in the following definition.

Definition 15. We say that an adaptor signature scheme aXg for a signature
scheme X w.r.t. a hard relation R is witness extractable if for every PPT adversary
A = (Ay, As) there exists a negligible function negl such that

Pr[aWitExt 4 .5, (A) = 1] < negl(A),
for the experiment aWitExt 4 o5, defined in Figure |3.10)}

The experiment aWitExt 4 .y, in Figure is similar to the aRWitExt 4 .5,
experiment in Figure . It starts by sampling a key pair (sk, pk) using KeyGen.
In contrast to aRWitExt 4 oy, it samples a relation instance (S*, w*) using GenR
and provides it to the PPT adversary A; with pk on input. This is similar but
different from the aSigForge 4 .5, experiment, since now the adversary knows the
witness to S*. Next, the experiment proceeds as in the aRWitExt 4 .5, experiment,
A; chooses a message m* € {0,1}* and outputs it with a state st. The experiment
samples a pre-signature ¢ on m* w.r.t. S* using pSigng,, and on ¢ and st as input,
As produces a signature ¢*. During the experiment, the adversary can query
the signing oracle Og for signatures on any message, and the pre-signing oracle
O,s for pre-signatures on any message w.r.t. two types of statements. As in
experiment aSigForge 4 ,x..., the adversary sets a bit b on input of O, either to 0
if it asks for a pre-signature w.r.t. S*, or to 1 if it asks for a pre-signature w.r.t. S
which it provides as a tuple (S,w) with its witness to O,g. This ensures that the
adversary cannot ask for pre-signatures w.r.t. statements for which it does not
know a witness. The adversary wins if ¢* is a valid signature on m* under pk, if
the adversary did not query Og or O,g for signatures or pre-signatures on m* and
if the element extracted from o*, 6 and S* by Extp is not a witness to S*, which
are requirements identical to robust witness extractability. Note that since the
adversary obtains the witness to S*, it can adapt the provided pre-signature ¢ and,
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aWitExt 4 o5, (N) Og(m)

1: Q:=10 1: o < Signg(m)

2:  (sk,pk) « KeyGen(l)‘) 2: Q:=QuU{m}

3: (8%, w") + GenR(1%) 3: return o

4: (m*,st)-<— A?S’O”S(pk, S*) O,s(m, b, (S, w))

5: & < pSigng (m*,S¥)

‘ . 05.0ps 1~ + 1: if b=0 then

6: o0 — A, (U,w,st)N . Q= QU m}

7: return ((S*, Extp(c™,5,5%)) ¢ R . & « pSign,, (m, S*)
AmEEQA Vrfypk(m*, ") 4: return

5: elseif b=1A(S,w) € R then
6 : Q:=0QuU{m}

7: & < pSigng (m,.S)

8: return ¢

9: else return L

Figure 3.10 aWitExt 4 .x, experiment.

thus, have one free valid signature on m*, which is an advantage in comparison
to the existential unforgeability for adaptor signatures. However, the adversary
cannot output this signature since the extraction would yield the valid witness,
breaking the last winning requirement.

3.2.2 Proof of Witness Extractability

We present the proof of witness extractability of aECDSA, . under the as-

sumption of strong unforgeability of the underlying ECDSA™ signature scheme. It
proceeds similarly as the proof of robust witness extractability of aECDSAY,, ., in
[4] and also as the proof of Theorem . We again reduce the witness unfogeability
of the adaptor signature scheme to the strong unforgeability of ECDSA™. As in
the discussion in the previous section, in the following statement, we assume the
existence of NIZK proof of equality of discrete logarithms that allows us to show

witness extractability in the standard model.

Theorem 11. Let aECDSA}, . described in Figure be an adaptor signature
scheme for ECDSA™ w.r.t. the DLOG relation, and (Ppreg,Vpreg) be a NIZK
proof system for equality of discrete logarithms. If ECDSA" signature scheme
is SUF-CMA secure and DLOG is a hard relation, then aECDSA] . is witness

extractable in the standard model.

Proof. For brevity, let us denote the aWitExt 4 ;ecpsa+ —experiment by Go. In
the proof, we first gradually modify the game G into (’games G1, Gy and show
that if a PPT adversary A wins Gy with probability p, then it wins both G; and
G, with the same probability. Then, we construct a forger F from G, which,
using A, forges a signature on a message m* of its choice and breaks the strong
unforgeability property with probability at least p. Such a tight reduction of the
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go()\) Os(m)

1:

2:

3:

Q=1 1: o < Signg(m)
(sk, pk) = KeyGen(1%) 2: Q= QuU{m}
(Y*,y*) GenR(l)‘) 3: return o
(", 5t) ADS98S (pk, (V*, y%)) O,s(m, b, (Y,y))
7 < pSigng (m*,Y™)
) 05.0u5 - 1: if b=0 then
o — A, (G,st) i 2: Q:=Qu{m}
return ((Y* Extp(0*,6,Y")) ¢ R 5: &+ pSigng(m,Y™)
Am* ¢ QAVrfyy(m”, o)) 4: return &

5: elseif b=1AY = yG then
6 : Q:=QU{m}
7: & + pSigng (m,Y)

return ¢

[ee]

9: else return |

Figure 3.11 Game Gj.

witness extractability of aECDSAY . to the strong unforgeability of ECDSA™ is

DLOG
+

possible, since we are able to perfectly simulate the pre-signatures of aECDSA], .,
w.r.t. any statement Y, if we know the corresponding discrete logarithm of Y. Let

Pr(GA(N\) = 1]

be the probability of A winning the game g;.

Game Gy: We define game G, in Figure to aid the reader in following the

proof. Consider now a PPT adversary A = (A, .4) winning game G, with
the corresponding probability.

Game G;: Game G; in Figure differs from game G, in the pre-signing oracle

Ops. The oracle in game G returns pre-signatures produced by the simulator
Sségns" in Figure given a black-box access to ECDSA™ signing algorithm

Sipgnsk. This is possible since, by the definition of the pre-signing oracle,
game G; always knows the witness of the statement w.r.t. which A queries
the oracle. It is y*, the witness for Y*, if A chooses b = 0, or the witness y
of Y provided by the adversary if it sets b = 1. By Lemma [7], when given
the witness, the simulator outputs valid pre-signatures that are distributed
identically to the pre-signatures by pSigng on the same message and w.r.t.
the same DLOG statement. Thus, Gy and G; are indistinguishable in the

view of A and we have

Pr(G(\) = 1] = Pr[Gg () =1].

Game Go: We define game G, in Figure [3.13] It is similar to G; with a change in

the main part of the game. We now generate the pre-signature ¢ using the
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gl()\) Os(m)

1: Q:=10 1: o < Signg(m)
2: (sk,pk) < KeyGen(1%) 2: Q:=9QU{m}
3: (Y*,y") « GenR(1%) 3: return o

10 (m*,st) — APTS9O (pk, (Y, y)) O,s(m, b, (Y, y))

5: G < pSigng (m*,Y™)
6: o — AY9 (5,5t
7: return (Y™, Exty(c*,6,Y")) ¢ R

1: if b =0 then
2: Q:=9U{m}

. ~ Signg, . %
Am* ¢ QA Vrfyy (m*,o*)) 31 6+ 8,5 (m, (Y, y"))
4: return o

5: elseif b=1AY = yG then
6: Q:=QuU{m}
T So™ (m, (Y, y))

return ¢

[ee]

9: else return |

Figure 3.12 Game G;.

Ga() Os(m)
1: Q:=10 1: o < Signg(m)
2:  (sk, pk) « KeyGen(1%) 2: Q:=9QU{m}
3: (Y*,y*) « GenR(1%) 3: returno
. 05,0 * ok
4: (m 'S ;;«4 "% (pk, (Y, 7)) O,s(m, b, (Y, 1))
51 84Sy (m", (Y7,y") 1+ if b=0 then
6: o <—AQSOPS(U,S’E) 20 Q:=QU{m}
7: return ((Y*, Exty(c*,6,Y")) € R 5 5 S;;gnsk (m, (Y*,4%))

Am* ¢ Q AVrfy, (m*,0%)) 4 return &

5: elseif b=1AY =yG then
6: Q:=9U{m}
5 S8 (m, (V)

return ¢

co

9: else return L

Figure 3.13 Game .

simulator S;;gn* on m*, (Y*,y*); a message chosen by the adversary, and the
DLOG instance sampled at the beginning of the game. Again, by Lemma [7]
the adversary cannot distinguish between games G; and G, and thus

Pr|Gst(\) = 1] = Pr[G(\) = 1].
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F O (pk) Os(m)

10 Q:=10 1: 0+ Of(m)
2: (Y*,y*) + GenR(1%) 2: Q:=0QuU{m}
3 (m*’ St) — A?&Ops(pk, (Y*, y*)) 3: return o
~ of * * %
4 U%SpSS (m 7(Y Y )) OpS(m7b7 (Y7y))
50 of « A998 (5, st) 1 if b=0 then
6: return (m*, o) 2 Q:=9U{m}
+
31 6 S0 (my (Y7 y")
4: return ¢

5: elseif b=1AY = yG then
6: Q:=9QU{m}

~ oY
7: G S,¢ (m,(Y,y))

return o

co

9: else return L

Figure 3.14 Forger F.

Forger F: We construct forger F to simulate the game G, to the adversary A. The
forger F is defined in Figure and differs from G, in several places. It takes a
public key pk on input and a black-box access to a signing oracle O¢, which for a
query on a message m answers a sampled ECDSA™ signature on m signed with
a secret key sk corresponding to pk. As in Gs, the adversary samples a DLOG
instance (Y*,y*) by GenR. It forwards pk and (Y*,4*) to A;. Then, it proceeds
as in Go. When the forger uses the simulator S,¢ to simulate the pre-signatures
both in the main part of the algorithm of F and in the pre-signing oracle O,g,
the simulator is now given access to query Of. The same access is also given to
the signing oracle Og. For clarity, we now describe how the forger F simulates
signatures and pre-signatures to A.

Signature queries: When A queries Og on m, the forger F forwards m to O,
obtains a signature as an answer and returns this signature to A.

Pre-Signature queries and &: The pre-signature & in the main part of the
forger and all queries of A to O,s on m w.r.t. Y are simulated as follows. F
forwards m and Y together with the corresponding witness y of Y to S,g,
which queries O& on m. Upon Of answering with a signature, S,s uses this
signature to create the required pre-signature and outputs it to F. In the
case of the O,s query, the forger then forwards this pre-signature back to A.

However, these changes are mainly syntactical, as O& works with the same
distribution to Signg, in G,. After adversary Ay produces ¢*, the forger outputs
(m*,0*). Now, if pk given to F is sampled by KeyGen, it is clear that .4 cannot
distinguish between G, and F.

It now suffices to show that F plays strongSigForger pcpsa+ experiment and

wins with probability at least Pr [g;‘ = 1] when using A. As in the proof of
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Theorem , we denote the signing oracle in strongSigForge r popga+ experiment by
O¢. This is the signing oracle that F is able to query. The strong unforgeability
experiment samples (sk, pk) by KeyGen, thus, by the above, A cannot distinguish
between G, and F.

Assume now that A wins game G, for a sampled pair (Y*, y*) with a message
m* and a signature o*. Then, o* is a valid signature on m* verifiable under pk that
was given to A. We also know that A did not query the sign or the pre-signing
oracle Og, 0,5 on m*. By the above, these queries are facilitated by forwarding
m to OF, which implies that OF was not queried on m* during this process. The
only time when OF is queried on m* is when S,s simulates the pre-signature &
on m* in the main part of the algorithm of F. The signing oracle O answers
with a signature that we denote by o;. By the construction of S,g, we have

o1 = Adapt(a,y").
If 0* = oy, then

(V*, Extoe(0,5, V™)) = (Y*, Exty(Adapt(, y*), 5, Y*)) = (Y*,y*) € DLOG,

by the pre-signature correctness of aECDSA/ ... However, since A wins, we have

(V*, Exty(0*, 5, Y*)) ¢ DLOG.

Therefore, 0* # o1 and O never answered o* to a query on m*. Thus, the forger
F wins with the pair (m*,o*) the strongSigForger popsa+ experiment. We have

Pr {strongSigForge77ECDSA+()\) = 1} > Pr {g;‘()\) = 1]
Together with the previous equalities, we have

Pr [strongSigForgef,ECDSﬁ()\) = 1} > Pr [g{‘()\) = 1}
= Pr[GH(\) = 1]
= Pr[aWitExt  jecpsas . (V) = 1]

which concludes the reduction of the witness extractability of aECDSA}, . to the
strong unforgeability of ECDSA™.

Specifically, assume that there exists a PPT adversary A that wins the
aWitExt 4 ,ecpsa+  experiment with a non-negligible probability. Then, we can con-
struct a PPT for[ggr JF winning strongSigForger pepsa+ With at least the same non-
negligible probability, breaking the assumed strong unforgeability property. [

Now, as in Theorem [10] if we consider witness extractability in a random
oracle model, we do not have to assume the existence of a NIZK proof for equality
of discrete logarithms. We obtain the following result, which follows from the
proof of Theorem [11] and changes similar to the proof of Theorem [10]

Theorem 12. Let aECDSA;, . described in Figure be an adaptor signature
scheme for ECDSAT w.r.t. the DLOG relation. If ECDSA" signature scheme
is SUF-CMA secure and DLOG is a hard relation, then aECDSA} . is witness

extractable in the random oracle model.
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pSigAdapt 4 a5, (A)
1 (m,pk, (S,w),8) ALY
2: return ((S,w) € RA pVrfy, (m,S,5) = 1 A Vrfy, (m, Adapt(d,w)) = 0)

Figure 3.15 pSigAdapt 4 .y, experiment.

3.3 Pre-Signature Adaptability of Adaptor Sig-
natures for ECDSA

3.3.1 Definition of Pre-Signature Adaptability

The notion of pre-signature adaptability captures that a valid pre-signature
w.r.t. a statement S should be adaptable into a valid signature using the witness
w of §. The drawback of the definition of perfect pre-signature adaptability
in Definition [10]is that, in context of aECDSA{ ., the pre-signature contains a
NIZK proof, which by definition satisfies only computational soundness. Since
computational soundness does not restrict the existence of valid proofs of invalid
statements, there could exist a pre-signature, which would be valid under a
public key and w.r.t. some statement. However, it would not be adaptable into a
valid signature. The perfect pre-signature adaptability therefore does not fit the
considered adaptor signature for ECDSA™. We now present a new definition of
pre-signature adaptability.

Definition 16. We say that an adaptor signature scheme aXg for a signature
scheme X w.r.t. a hard relation R is pre-signature adaptable if, for every PPT
adversary A, there exists a negligible function negl such that

Pr|pSigAdapt 4 5., (A) = 1} < negl(\),

for the experiment pSigAdapt 4,5, defined in Figure[3.13,

The new definition together with the experiment pSigAdapt 4 5, in Figure
states that no PPT adversary can with a non-negligible probability choose a
message m, a public key, a valid instance of the relation, and produce a valid
pre-signature on m, which would not then adapt into a valid signature on m.

3.3.2 Proof of Pre-Signature Adaptability

We present a proof of pre-signature adaptability for aECDSA;, .., where we

assume a NIZK proof system for equality of discrete logarithms in the standard
model. The proof in the random oracle model without this assumption would
proceed analogously.

Theorem 13. Let aECDSAY . described in Figure be an adaptor signature
scheme for ECDSA™ w.r.t. the DLOG relation, and (PpLeq, VbLeq) be a NIZK
proof system for equality of discrete logarithms. Then, aECDSA} .. satisfies
pre-signature adaptability in the standard model.
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Proof. To prove the statement, we show a reduction of the pre-signature adaptabil-
ity of aECDSA}!, . to the computational soundness of the underlying NIZK proof
system (PpLeq, VbLeq). Consider a PPT adversary A that wins pSigAdapt 4 .5,
experiment with probability p.

First, we notice that for any message m € {0,1}*, public key pk, relation
instance (Y,y) € DLOG and pre-signature ¢ = (1,3, K, 7) € Z; x Z; x G x {0, 1}",
we have the following. If 5 is a valid pre-signature on m under pk and the statement
constructed during the verification for Vprrq is an actual DLEQ statement, i.e. if

pVrfy, (m,Y,6) =1 and (G,Y,5 'H(m)G +35 'rX,K) € Lprrq,

we have Vrfy,, (m, Adapt(5,y)) = 1. To show this, let us denote the element in
the statement

K':=5"'H(m)G + 5 'rX.
Since (G,Y, K', K) € LpLrq, by the definition of DLEQ), there exists k € Z, such

that
K' =kG and K =kY.

By definition, we also have Adapt(d,y) = (r,3y '), where, without loss of gener-
ality, we assume that 5y~! is positive. Since ¢ is a valid pre-signature, we thus
get

fWs 'Hm)G +y57'rX) = f(yK') = f(ykG) = f(kY) = f(K) =,

making (r, 3y~!) a valid signature on m.

Now, if a tuple T" := (m, pk, (Y,y), &) wins the pSigAdapt 4 .5, experiment, it is
clear that Vp eq((G,Y, K’ K),n) = 1, even though T := (G,Y, K’ K) ¢ Lprrq-
This yields

p < Pr[erfypk(m, Y,5) =1AT ¢ Loreq ‘T — A(l’\)}
S PI‘{VDLEQ(T, 7'(') =1A T §é LDLEQ AN ’T‘ Z A ‘ (T, 7T) — 8(1)\)}
< negl(}),
for a negligible function negl and a PPT adversary B that uses A to produce the
tuple T', computes T' from 7" and outputs 7' together with a valid proof 7 from
the pre-signature 6. Moreover, we have ‘T‘ > ), since log(q) > A. Finally, the

last inequality follows from the computational soundness of the underlying NIZK
proof system, which concludes the proof. O

3.4 Pre-Signature Unforgeability of Adaptor Sig-
natures for ECDSA

3.4.1 Definition of Pre-Signature Unforgeability

Finally, we revisit the pre-signature unforgeability. Exactly as in the security
definitions of robust existential unforgeability or witness extractability, the un-
limited pre-signing oracle of robust pre-signature unforgeability does not fit the
context of aECDSAY .. We modify the oracle accordingly, allowing the adversary

DLOG*
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pSigForge 42, (A) Os(m)

1: Q:=10 1: o< Signg(m)
2: (sk,pk) < KeyGen(1%) 2: Q:=QuU{m}
3: (5%, w") « GenR(1") 3: return o

1. (m*,6) « A959s(pk, 5%)

5: return (m* ¢ Q

Ops(m, b, (S, w))

A erfypk(m*, S*, 5_)) 1: if 5 =0 then
2: Q:=Q9QU{m}
3: & < pSigng (m, S™)
4: return ¢

5: elseif b=1A(S,w) € R then
6 : Q:=QuU{m}
7: & < pSigng (m, S)

return ¢

[ee]

9: else return L

Figure 3.16 pSigForge 4 .y, experiment.

to query for pre-signatures either w.r.t. a chosen fixed statement, or w.r.t. a
statement that the adversary provides with the corresponding witness on input.
We define pre-signature unforgeability under chosen message attack (pEUF-CMA
security) as follows.

Definition 17. We say that an adaptor signature scheme aXig for a signature
scheme X w.r.t. a hard relation R is pEUF-CMA secure if for every PPT adversary
A there exists a negligible function negl such that

Pr{pSigForgeA’aER()\) = 1} < negl(\),

for the experiment pSigForge 4 5., defined in Figure|[3.16,

The experiment pSigForge 4 .y, in Figure is analogous to the experiment
pRSigForge 4 ,5»,,- The adversary A aims to forge a pre-signature on a chosen
message m* w.r.t. a given sampled statement S*, which would be valid under a
given sampled public key pk. The adversary can ask for signatures on chosen
messages, and, as described, for pre-signatures w.r.t. two types of statements,
either w.r.t. S* by setting b := 0, or w.r.t. S, which it provides with the witness
w to the oracle by choosing b := 0. To win, A cannot query the signing or the
pre-signing oracle on the message m*.

3.4.2 Proof of Pre-Signature Unforgeability

As discussed in Section , Aumayr et al. [4] showed that robust pre-
signature unforgeability follows from robust existential unforgeability and perfect
pre-signature adaptability of the adaptor signature scheme. We now present an
analogous reduction tailored to our new definitions. In general, the proof proceeds
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gl()\) Os(m)

1: Q:=10 1: o < Signg(m)
2: (sk,pk) < KeyGen(1*) 2: Q:=QuU{m}
3: (5%, w") « GenR(1") 3: returno

41 (m*, ) « A998 (pk, S)
5: o* := Adapt(d,w”)

6: return (m* ¢ Q

Ops(m, b, (S, w))
1: if b =0 then

A pVrfy g (m*, 5%, 5) 2 Q:=QU{m}
AVHfy (¥, ™)) 3: & « pSigng (m, S™)
4: return ¢

5: elseif b=1A(S,w) € R then
6 : Q:=QU{m}
7: & < pSigng (m, S)

return ¢

[ee]

9: else return |

Figure 3.17 Game G;.

identically, however, compared to the proof in [4], We cannot assume that every
valid pre-signature is adaptable, since our notion of pre-signature adaptability is
weaker. At this point in the proof, we need to construct an adversary that would
break the assumed pre-signature adaptability, resulting in a contradiction. We
present a formal proof in the following.

Theorem 14. Let aXr be an adaptor signature scheme for a signature scheme X
w.r.t. a hard relation R. If aXig satisfies aBEUF-CMA security and pre-signature
adaptability, then aXr is pEUF-CMA secure.

Proof. We show a reduction of pre-signature unforgeability to existential unforge-
ability of aXg assuming pre-signature adaptability. For brevity, we denote the
pSigForge 4 .5, experiment in Figure by Gy. Consider a PPT adversary A
that wins the pSigForge 4 .5, experiment with probability p.

First, we modify game G, into game G in Figure [3.17] Game G, differs from
the original experiment in the winning requirements. For A to win G, the returned
pre-signature must now be adaptable into a valid signature on m* under pk. It
is clear that A cannot distinguish between games Gy and G;. We show that the
difference between p and the probability of A winning G, is negligible in the
security parameter A\. Denote the latter probability by

PrGA(\) = 1.
We want to show that there exists a negligible function negl; such that
negl; (A) > p— Pr[G{(\) = 1].

Assume there exists a non-negligible function v such that

99



B(A) Os(m)

1: Q:=10 1: o <« Signg(m)
2:  (sk,pk) < KeyGen(1*) 2: Q:=QU{m}
3: (8%, w*) « GenR(1%) 3: return o

1 (m*,6) « A9 (pk, 5%)

5: return (m*,pk, (S*,w*),d)

Ops(m, b, (S, w))
1: if b=0 then
2: Q:=9U{m}

3: & < pSigng (m, S™)

4: return ¢

5: elseif b=1A(S,w) € R then
6 Q:=QuU{m}

7: & < pSigng (m,S)

return ¢

[ed]

9: elsereturn |

Figure 3.18 Adversary B.

p— Pr{gf‘()\) = 1} > v(A).

By the construction of the games, the difference is precisely the probability of
m* ¢ @ and the pre-signature 6 being valid but not adaptable into a valid
signature on m*. We use this to break the pre-signature adaptability of a¥z. We
construct a PPT adversary B formally described in Figure [3.18] This adversary
proceeds identically to game Gy, however, after B uses A to produce a message m*
and a pre-signature ¢ as in Gy, it immediately returns tuple (m*, pk, (S*, w*), 7).
Clearly, B plays pSigAdapty .5, experiment in Figure and since (S*,w*) is
sampled by GenR, it is a valid instance of the relation R. By the assumption
above, B wins the experiment with probability

pSigAdapt s (\) > p — Pr[Gi'()) = 1] > v()),

which breaks the assumed pre-signature adaptability. Thus, there exists a negligible
function negl; such that

Pr[GA(N) = 1] = p— negh (M),

Now, we construct a PPT forger F = (F1, F,) that wins aSigForger .5, exper-
iment using A. We describe F formally in Figure [3.19] Both F; and F, obtain
access to query the signing and pre-signing oracles defined in aSigForger .y, ex-
periment, we denote them by O and O,g, respectively. JF; proceeds similarly
to game G;, however, it does not sample a key pair (sk, pk) by KeyGen as in G;.
Instead, it gets a public key pk together with a statement S € Lz on input. It
begins with sampling a relation instance (S*, w*) using GenR and then it forwards
the public key pk and the sampled statement S* to the adversary A, which on
this input returns a message m* and a pre-signature ¢ as in G;. Next, the pre-
signature is adapted by Adapt on ¢ and the witness w* into a signature ¢*, which
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F5% (pk, 3) Os(m)

10 Q=0 1: 0+ Oy(m)
2: (8%, w*) + GenR(1) 20 Q:=QU{m}
5 (m*,&) - AOS’OPS(pk,S*) 3: return o

4: 0" = Adapt(G,w") Ops(m, b, (S, w))
5: st:=0"

. 1: if b=0 then
6: return (m*,st)

2: Q:=9U{m}
]_—201970;5(&/’ st) 3: 0 O;S(m, 1, (S*,w"))
4 return ¢

1: o :=st
7 ® 5: elseif b=1A(S,w) € R then

6: Q:=9U{m}
7 0+ (’);,S(m, 1, (S, w))

8: return ¢

2: return o*

9: else return L

Figure 3.19 Forger F = (Fi, F2).

is consequently stored as a state st. JFj returns a tuple (m*,st). The adversary
A used in F; has access to query the signing and pre-signing oracles Og and
Ops as in game G; with small changes. Instead of F; sampling the signature and
pre-signature using Sign and pSign algorithms, they are now sampled by querying

Of and O, 5.

Signing queries: To answer a query of A to Og on a message m, the forger F;
simply queries Qg on m and forwards the answered signature to A.

Pre-signing queries: The adversary A can still query O,g for pre-signatures
on m w.r.t. the sampled fixed statement S*. To answer those queries, since
F1 knows the corresponding witness w*, it samples a pre-signature using
O, s on the m and the pair (S*,w*). On the other hand, if A queries O,
for a pre-signature w.r.t. a pair (S, w) € R, F; just forwards the query to
O, s and returns the answer to A.

As explained in the previous reductions, the adversary A cannot differentiate
between the oracles in game G; and those provided by F;. If pk is sampled by
KeyGen, it is clear that the adversary cannot differentiate between G, and F; at
all. Note that F; ignores the statement S on input.

The other part of the forger, F5, obtains a pre-signature ¢’ and a state st
on input. It can also query Og and O,g. However, it immediately returns the
signature o* encoded in st by JF7.

We now show that F wins aSigForger 5., experiment with sufficient probability.
In the experiment, pk is sampled correctly by KeyGen. Thus, for the message m*
chosen by F; and the adapted signature o* produced by F,, we have that ¢* is
valid signature on m* under pk and A did not query to the oracles on m* with at

61



least probability of A winning game G,. Since it implies that F did not query the
oracles on m*, F then wins the aSigForger .y, experiment using A, and we have

Pr [aSigForgefyaER()\) = 1} > Pr [gf‘(A) = 1]
Together, we obtain
Pr[aSigForge;,aER()\) = 1} > Pr [gfl()\) = 1}
> PI"[PSigForgeA,aER(A) = 1} — negly (A),

for some negligible function negl,. Therefore, if there exists a PPT adversary
A winning pSigForge 4 .5, experiment with non-negligible probability, and thus
breaking pre-signature unforgeability of aX.p, we can construct a PPT forger F
winning aSigForge .y, experiment with also non-negligible probability, and thus
breaking existential unforgeability of aX g, which concludes the proof. n

Specifically, for aECDSA}, .., we have existential unforgeability by Theorem
and pre-signature adaptability by Theorem Thus, the pre-signature unforge-
ability of aECDSAY . follows as a corollary of Theorem .

DLOG

Theorem 15. Let aECDSA;, . described in Figure be an adaptor signature
scheme for ECDSA™ w.r.t. the DLOG relation, and (PpLeq, VoLeq) be a NIZK
proof system for equality of discrete logarithms.

If the ECDSA™ signature scheme is SUF-CMA secure and DLOG is a hard
relation, then aECDSA;}, . is pEUF-CMA secure in the standard model.
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4 Applications of Adaptor
Signatures

4.1 Relative Efficiency

In addition to security, when using adaptor signatures in practice, we are
interested in efficiency of the respective schemes. By the construction of the
presented adaptor signatures, it is clear that the most time-consuming part
appears to be generating the pre-signatures and verifying them. In applications,
this is usually done not once but sometimes a large number of times. The size of the
produced pre-signatures as well as of instances of the corresponding hard-relation,
is also important for the same reasons.

Efficiency of Adaptor Signatures for Practical Signature Schemes. We
compare the efficiency of the pre-signing and verifying algorithms of the three adap-
tor signatures described in the previous chapter, namely aSchnorry; o, aECDSAp; o,
and aECDSA ;1 0c, considered over a cyclic elliptic curve G of prime order ¢ in
additive notation. For the NIZK proof of equality of discrete logarithms in the
adaptor signatures for ECDSA, we use the construction described in Figure [1.2]
We instantiate the NIZK proof of knowledge of a discrete logarithm needed in
aECDSA ;1 0¢ with the standard Schnorr proof of knowledge, which we described
in Section when talking about the Schnorr signature scheme. As mentioned
in Section , Aumayr et al. [4] required an online extraction property of the
NIZK proof of knowledge, which can be achieved by multiple repetitions of the
proof |17]. However, since we aim to illustrate the efficiency, we consider just one
run of the algorithm, and thus it can be considered as a lower bound to the actual
efficiency of aECDSA p10c. We also note that the hash function H may differ for
each adaptor signature, as well as for the NIZK proof of knowledge of discrete
logarithm and for the NIZK proof of equality of discrete logarithms.

In Table [4.1, we compare the efficiency of the pSign algorithms of the three
adaptor signatures, and we also compare the sizes of the produced pre-signatures.
By |G| and |Z,|, we denote the size of the representation of elements of G and Z,,
respectively. In Table [4.2] we compare the efficiency of the respective verification
algorithms pVrfy. Table then shows the sizes of the hard-relation instance
(Y,y) € R for both the DLOG and 7DLOG relations.

It is clear that, regarding the time and size complexity, aSchnorry, o is the
most efficient among the considered schemes. However, if we consider the use of
adaptor signatures in the context of Bitcoin, for a long time, Bitcoin supported
only the ECDSA signature scheme, and the Schnorr signature was added relatively
recently in 2021 through BIP340 [22]. Therefore, in practice, ECDSA is still
widely used and for this, one would prefer aECDSA,; o to aECDSA 1p10c, since it
is the more efficient version of the adaptor signature for ECDSA. Moreover, there
is only one implementation of the adaptor signature for the Schnorr signature
scheme at the time of writing.

Note that the complexity of the adaptor signatures for ECDSA™ compared to
the corresponding schemes for ECDSA is identical in the verification algorithm,
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AS algorithm pSign

Operation aSchnorry o | aECDSA, 06 | aECDSAp1 06
Gen. rand. el. of Z, 1 2 2
Scalar mult. in G 1 4 4
Group op. in G 1 - -

tz, 1 1 1

— : 1 1

Zq 1 3 3

1z - 1 1

H() 1 2 2

Q) - 1 1

Size of pre-signature 2|Z,| |G| + 4|Z,]| |G| + 4|Z,|

Table 4.1 Computational complexity of pSign and size of pre-signatures of adaptor
signatures.

AS algorithm pVrfy
Operation aSchnorry o | aECDSAp 06 | aECDSApi0c
Scalar mult. in G 2 6 8
Group op. in G 2 3 4
‘Zq - 2 2
1z, - 1 1
H(-) 1 2 3
f0) - 1 1

Table 4.2 Computational complexity of pVrfy of adaptor signatures.

| Relation R | DLOG | #DLOG |
’ Size of (S,w) € R H |G| + |Z,| \ |G| + 3|Z,| ‘

Table 4.3 Size of instances of relations R.

and increases only by one subtraction in Z, in the signing algorithm.

Adaptor Signatures on Bitcoin. For context, both ECDSA and Schnorr
signature on the Bitcoin network are implemented on the elliptic curve secp256k1
specified in Table 2.1} For such a group G, the secret keys sampled from Z,
are 256-bit integers, and thus |Z,| equals 32 bytes for both signature schemes.
The public key pk for ECDSA is in compressed form of length 33 bytes and in
uncompressed form of length 65 bytes, while for the Schnorr signature scheme,
the public key is of length 32 bytes, the same length as the secret key.

4.2 Discreet Log Contracts

While the motivating application of adaptor signatures in [4] was mainly in
generalized and payment channels on blockchain, our motivation lies in crypto-
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graphic solutions to conditional payments. As we mentioned in Section [I.4] one of
such solutions was proposed by Madathil et al. [5]. While their scheme has a proof
of security, the construction is complicated, and to the best of our knowledge, not
used in practice. Another solution, called Discreet Log Contracts (DLCs), which
is deployed in practice, utilizes adaptor signatures in a straightforward way. DLCs
were first proposed by Dryja [23], but we consider a version presented in [6]. This
version is based on adaptor signatures for ECDSA, specifically in our notation, on

Adaptor Signatures in DLC. At a high level, the crucial part of the adaptor-
based DLCs works similarly to the toy example of Alice and Bob proposing a bet
under Olivia’s supervision. We have two parties, the sender and the receiver, and
additionally an oracle, which provides external data on blockchain and attests to
events. Assume that the oracle attests to such an event that can result in multiple
outcomes. The sender uses the adaptor signature scheme to pre-sign transactions
m; relevant to each of the possible outcomes o;. In a basic version of the solution,
the oracle publishes a random group element R := rG ahead of the event and the
sender computes the statements Y; € G, referred to as anticipation points, as

Yi:= R+ P -H(P|R|o),

for a hash function H and the oracle’s public key P := pG corresponding to a
private key p. The sender uses the anticipation points Y; to connect each outcome
and the corresponding transaction that should be carried out when the outcome
occurs. This is done precisely by the sender pre-signing each m; w.r.t. Y; and
sending these pre-signatures to the receiver who verifies them. When the event
occurs with the actual outcome o, the oracle then publishes a discrete logarithm
yr of Yy, which it computes as

yk =1+ p-H(P|Rlox),

since it knows both the sampled secret r and the secret key p. This enables the
receiver to adapt the corresponding pre-signature into an actual signature, which
when published on blockchain carries out the transaction.

Structure of DLC. The full DLC consists of two parties that want to exchange
money according to a specific event in the future. Both parties lock their funds
into a shared account and prepare transactions that move the funds according to
the actual outcome of the event. Specifically, they proceed in the following steps.

1. Each party prepares pre-signatures on contract execution transactions ac-
cording the possible outcomes as described above, and they exchange them
together with the signed refund transactions, which return the funds to each
party if the oracle fails.

2. The parties sign fund transactions, which lock each party’s collateral into
one shared address. This address allows access to the funds only with the
signatures of both parties on a corresponding transaction.
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3. When the outcome occurs and the oracle attests to this outcome by pub-
lishing v, the corresponding pre-signature is adapted into a signature on a
contract execution transaction. Each party thus obtains a signature of the
other party, which allows to move the funds from the shared address. This
completes the contract.

Base Anticipation Points. In the above DLC solution, the parties, Alice and
Bob, need to compute an anticipation point for each of the possible outcomes;
however, the number of outcomes could be large. Consider, for instance, an event
with numerical outcomes, such as the rate of a currency. Assume that the outcomes
are in the form of bit strings of length n. Then, both parties need to compute 2"
anticipation points resulting in 2" scalar multiplications in the group G, where the
scalar is computed by a hash function. To reduce the computational complexity
for Alice and Bob, a different approach to anticipation points is presented in [6].
We show even more simplified version of this approach.

Instead of a statement Y; for each outcome, Alice and Bob compute n base
anticipation points B;, 1 <1 <n, as

B;:= R+ P -H(P||R||7),

for a hash function H and the oracle’s public key P. Then, they compute the
anticipation point Y, for the outcome o; = by ...b, € {0,1}" as

)/Oi = Z Bj.

1<j<n
b=1

The oracle then attests to an event o, by publishing the discrete logarithm y,,
of Y,,, which it computes as a sum of discrete logarithms of the relevant base
anticipation points
Yoo == D 1+p-H(P|R[)).

1<j<n

b;=1
This approach reduces the number of scalar multiplications from 2" to n in a
trade-off with the number of group operations.

Security of DLC. Even though DLC is a solution intended to be used in
practice, there is currently no formal analysis of security. We suggest that our
new security definitions presented in Chapter [3| could be extended to fit the DLC
setting if we consider aECDSA, . as the underlying adaptor signature scheme.
We illustrate it on existential unforgeability for adaptor signatures in Definition [14]
which we basically motivated with the DLC setting in mind. At a high level,
we could modify the aSigForge,y; . 4 experiment, so that instead of one instance
(Y*,y*) of relation R (in our case DLOG relation), the experiment would sample
several such instances (Y;*,y) corresponding to the base anticipation points. The
adversary could ask the pre-signing oracle for pre-signatures w.r.t. any binary
combination of these statements Y;*, by providing the oracle with a binary string
representing which statements are included in the combination. In other words,
when called on a message m, bit b = 0 and string s = s1...s, € {0,1}", the
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oracle would answer with a pre-signature on m w.r.t.

Y = Z Y.

1<i<n

si=1
The adversary could still query for pre-signatures w.r.t. any statement Y, for
which it provides a witness, and also for signatures on a chosen message m. Our
existential unforgeability for adaptor signatures seems to be defined reasonably
for the security of DLC. However, there is currently no definition of the security
of DLC. Since its formalization is beyond the scope of the thesis, we leave it as an
open problem for future research.
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Conclusion

In this thesis, we investigated the security of practical adaptor signatures,
specifically in the context of conditional oracle-based payments. The security of
adaptor signatures has recently been studied by Aumayr et al. [4], Gerhart et
al. [14], and partially by Fournier [3]. However, none of these works successfully
proved the security of practical adaptor signature schemes for ECDSA.

In Chapter [2| we described why the robust security definition for adaptor
signatures [4] might not fit the practical adaptor signature for ECDSA. To illustrate
the limitations, we outlined a theoretical attack considering the robust security
definition in the context of the practical adaptor signature for ECDSA on Bitcoin.
In Chapter [3, we then presented new, more suitable security definitions, which do
not allow the proposed attack. We proved that the practical adaptor signature
for ECDSA satisfies the new notion of security. We concluded the thesis with an
application of practical adaptor signatures for ECDSA to conditional payments,
specifically Discreet Log Contracts (DLCs) [6]. We suggested that the new security
definitions could be extended to accommodate the context of DLCs and potentially
be used to prove the security of such constructions.
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