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Abstract 
 

This dissertation investigates the legitimation strategies of private cyber 

surveillance companies, looking at the case study of the NSO Group and its 

spyware product, Pegasus. The research examines how the local context of Israel, 

characterized by securitization and militarization, influences the company's 

approach to legitimizing its surveillance practices. Through a combination of 

securitization and legitimation theories, this study provides a comprehensive 

framework for understanding how private surveillance firms gain acceptance and 

legitimacy from targeted audiences. Using critical discourse analysis, the research 

scrutinizes NSO's public statements in national and international media, as well as 

reports from their website, before and after the 2018 scandal involving the 

assassination of the Saudi journalist Jamal Khashoggi. 

The findings reveal that NSO employs multiple legitimation strategies, with a 

significant shift towards securitization following the 2018 legitimation crisis. The 

Israeli context, marked by ongoing security concerns and geopolitical tensions, 

serves as a facilitating condition for the successful legitimation of NSO's 

surveillance activities. 

This dissertation contributes to the broader discourse on surveillance, privacy, and 

human rights by highlighting the complex interplay between local contexts and 

global surveillance practices. It underscores the urgent need for robust international 

regulations to govern the operations of private surveillance companies and protect 

individual freedoms. 
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1. Introduction 
In October 2018, the Saudi Dissident and journalist for the Washington Post, Jamal 

Khashoggi, was brutally assassinated by agents of the Saudi government after 

entering the Saudi consulate in Istanbul. The murder was on the first page of media 

outlets worldwide as an Israeli company was allegedly involved: the NSO Group. 

Founded in 2010 by Israeli entrepreneurs who saw a market opportunity in 

surveillance technologies, NSO developed one of the most advanced spywares, 

Pegasus, to sell to governments worldwide. Although Khashoggi’s assassination 

was not the first scandal involving the company, it brought significant attention to 

NSO’s cyber-surveillance methods and ignited public outrage. The Pegasus 

Project, a collaborative investigation led by the French journalism non-profit 

Forbidden Stories, has further exposed the extensive misuse of the NSO Group's 

invasive Pegasus spyware by governments worldwide. These revelations sparked 

intense debates about the need to address how private cyber surveillance companies 

operate due to the grave implications for individual privacy, freedom of expression, 

and democratic governance.  

Surveillance is always a tool to an end, whether that end is gaining power, 

influence, management, profit, or control (Lyon, 2007). Following the 9/11 terrorist 

attack, surveillance has become an increasingly globalized practice, leading to a 

significant expansion in the spyware market. Numerous private tech companies 

capitalized on the governments’ heightened security concerns by creating tools to 

bypass encrypted technology. The NSO Group’s product Pegasus has attracted 

attention from security researchers as the most sophisticated ‘zero-click 

technology’ ever seen (Beer & Groß, 2021). Named after the winged horse of Greek 

mythology, Pegasus provides unfettered access to mobile phones rather than 
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targeting encrypted data in transit. In other words, NSO’s clients can remotely 

control the infected phone, having access to the keyboard, camera, and microphone, 

thus turning it into a mobile spying device. Governments worldwide are captivated 

by what Pegasus can give them, purportedly providing them with unrestricted 

access to the communications and movements of terrorists and criminals. However, 

due to the secrecy and invisibility of these practices, anyone can be subject to such 

intensive surveillance. The Pegasus Project has shown that the NSO Group has 

almost certainly sold its technology to governments with records of human rights 

violations that used it to target journalists and human rights activists. Evidence 

collected through the investigation demonstrates that governments from India to 

Azerbaijan, Rwanda, and Mexico have used NSO’s spyware successfully.  

Despite public backlash following numerous surveillance scandals, the NSO Group 

and the entire cyber-surveillance industry continue to grow and expand their 

businesses (Alexander & Krishna, 2022). This trend underscores the increasing 

demand for intrusive technologies from both government officials and private 

customers, as well as the inconsistent effort by democratic governments to regulate 

these technologies. According to data collected by Carnegie’s global inventory of 

commercial spyware, between 2011 and 2023, at least seventy-four governments 

acquired spyware from private firms (Feldstein & Kot, 2023). Israel, in particular, 

is the leading exporter of spyware and digital forensics tools worldwide, with fifty-

six out of the seventy-four governments procuring commercial spyware from firms 

that are either based in or connected to Israel, such as NSO Group, Candiru, and 

Cellebrite (Feldstein & Kot, 2023). Even after the US government sanctioned NSO 

Group and Candiru, numerous Israeli companies have emerged to fill their place. 

Without serious global oversight, the industry will inevitably continue to 

proliferate.  
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While existing research has extensively examined mass surveillance practices and 

their implications, there is a notable gap in the study of targeted surveillance, 

particularly in the role of private surveillance companies employed by 

governments. Furthermore, while surveillance is often treated as a global 

phenomenon, there is a lack of studies that consider the influence of local political, 

social, and cultural contexts on the legitimation practices of private surveillance 

companies.  This research is an attempt to fill this gap by exploring the extent to 

which the context in which a private surveillance company operates affects its 

legitimation practices. In particular, it will focus on the case of the NSO Group, 

analyzing how the local context of Israel affects its legitimation strategies, thus 

contributing to the proliferation of cyber-surveillance technologies. To do so, it will 

attempt to answer the following research questions: 

1. What are the legitimation strategies employed by the NSO group? 

2. To what extent does securitization theory explain NSO’s legitimation 

strategy, and what is the degree of audience acceptance? 

3. To what extent does the local context of Israel serve as a facilitating 

condition for the legitimation of NSO’s surveillance practices? 

This study juxtaposes two different theoretical approaches:  securitization and 

legitimation theories. While securitization theory mainly examines how a state or 

another actor defines specific issues as security threats, legitimation theory explains 

how entities achieve legitimacy or acceptance from various audiences through 

methods beyond mere security concerns. By combining these two theories, the 

proposed theoretical framework can better capture the factors that influence the 

acceptance and legitimation of cyber surveillance practices. Additionally, through 

critical discourse analysis, this study goes beyond discursive legitimation by 

considering the broader societal context in which these practices occur and the 

interplay between the speaker, the audience, and the context. The critical 
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examination of NSO’s public utterances in twelve news articles from national and 

international media and six reports from their website reveals that the company 

adopts multiple legitimation strategies. However, by comparing public utterances 

released before and after the 2018 scandal related to Khashoggi’s murder, the 

results show that securitization has a prominent role, particularly following the 

legitimation crisis. After 2018, NSO decided to come out of the shadow and 

embarked on a legitimation campaign explaining its origins and highlighting its 

ultimate goal as ‘to save lives.’ The context of Israel, characterized by securitization 

and militarization due to the long-lasting tensions with the neighborhood and the 

occupation of the Palestinian territory, can be considered a facilitating condition in 

the successful securitization and legitimation of cyber surveillance practices. Thus, 

a close association exists between the local context in which a private cyber 

surveillance company operates and its legitimation strategies.  

This research’s findings are relevant not only to enhance the theoretical 

understanding of organizational external legitimacy and private entities’ 

engagement in securitization but also, at the policy level, to adopt measures to 

effectively control private cyber surveillance companies and their human rights 

violations.  From a theoretical perspective, the combined theoretical framework 

provides an opportunity to expand securitization theory beyond state-centric 

approaches, borrowing some elements from organizational legitimacy theory. This 

reflects the need for international relations scholarship to consider the plethora of 

actors involved besides state actors and to understand the interplay between them. 

Ultimately, this study seeks to expand the academic understanding of the global 

cyber-surveillance landscape starting from the local context and provide a robust 

analytical framework for examining private surveillance companies' legitimacy and 

proliferation. By understanding the legitimation strategies employed by 

surveillance companies, this research aims to inform policymakers on crafting 
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effective policies that balance national security needs with human rights protection. 

Furthermore, the focus on the local political, social, and cultural contexts that 

influence the proliferation of these companies enhances the understanding of their 

raison d'être, thus addressing the root causes of their problematic practices. 

Ultimately, this research aims to inform the development of a comprehensive 

international regulatory framework that can effectively govern private cyber 

surveillance companies that operate beyond states’ borders, thereby closing the 

accountability gap in human rights violations.  

As previously mentioned, this study aims to provide a comprehensive examination 

of how the context in which a private surveillance company operates influences its 

legitimation practices. To do so, Chapter 2 will review existing literature on cyber 

surveillance, focusing on the collaboration between private surveillance companies 

and democratic and authoritarian governments. It will provide an overview of 

previous research on cyber surveillance companies across different regions, 

highlighting their privacy and human rights implications, as well as their 

legitimation practices. The literature review will identify gaps in the existing 

research and explain how this thesis aims to address them. Chapter 3 will offer a 

detailed explanation of the theoretical framework, outlining some of the theories in 

security studies to establish why securitization theory proves particularly useful in 

explaining the legitimation of cyber surveillance companies. Then, it will outline 

the broader theoretical perspective on legitimation and its limitations. Finally, it 

will combine the securitization and legitimation frameworks to enhance the overall 

explanatory capacity beyond what each theoretical approach can achieve 

independently.  

Chapter 4 presents the research approach and methods used in the study. It details 

the reasons for selecting a single case study as an appropriate research design and 

the techniques employed to gather and analyze data. The step-by-step process 
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supported by the software Atlas.ti will be explained in detail, ensuring the study’s 

rigor and validity. Following the methodology, Chapter 5 will present the analysis 

of the results to answer the research question. First, it will list the common 

legitimizing narratives from analyzing 18 documents containing NSO’s public 

utterances. Second, this chapter will explore the explanatory power of securitization 

theory by identifying all its elements: the security speaker, the referent object, the 

audience, and the context. Third, it will provide insight into how Israel’s unique 

context serves as a facilitating condition for the success of NSO’s legitimation 

strategies and, more broadly, the global proliferation of cyber-surveillance 

technologies. In conclusion, Chapter 6 will summarize the research approach and 

findings, identify the main limitations of this study, and make recommendations for 

future research. 

 

2. Literature Review 
 

Many scholars have already emphasized the multifaceted challenges arising from 

technological enhancement. Governments argue that they increasingly leverage 

new technologies to enhance national security and provide a platform for people’s 

voices (Chan, 2019). However, previous research has highlighted how 

technological progress facilitates the advancement of mass surveillance practices 

and control over citizens (Burgers & Robinson, 2016; Göbel, 2013). In the past 

decades, scholars have increasingly focused on surveillance conducted through 

information technology, including various methods and techniques. The complexity 

of the actors involved and the multidimensional array of technical, political, and 
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social issues demonstrates one of the greatest challenges of studying surveillance 

(Bennett et al., 2012).   

Scholars have adopted two approaches to address the challenges related to 

information control and surveillance in the Internet era. The first approach 

emphasizes the overarching concept of the ‘surveillant assemblage,’ which 

combines various surveillance practices and institutions across social contexts 

(Haggerty & Ericson, 2007; Megiddo, 2019). The second approach attempts to 

disentangle such assemblages by distinguishing various thematic dimensions of 

surveillance: the targets, the information collected, the perpetrators, and the context 

in which surveillance occurs.   

The first key distinction lies in the targets of surveillance. Some scholars focused 

on mass surveillance, hence the gathering of data on the entire population (Zuboff, 

2019). Others looked particularly at the surveillance of activists or marginalized 

groups, such as ethnic minorities (de Silva, 2009). The second significant 

distinction concerns the nature of the information collected by governments, which 

encompasses biometric data (e.g., fingerprints, facial and vocal samples, DNA), 

details about communications (including both communication content and 

metadata), and information concerning movement or location. A third distinction 

pertains to the entities responsible for gathering information. This could involve 

formal government entities (such as police and security services), commercial 

entities regulated or contracted by the government (such as Internet Service 

Providers (ISPs), social networking platforms, or even cyber espionage firms 

employed by the government, as well as citizens monitoring other citizens. A final 

crucial differentiation hinges on the political system, delineating between 

democratic and non-democratic states (Megiddo, 2019). Securitization theory has 

been widely applied to democratic contexts and, according to Vuori (2008, p. 68), 

to foster the development of the theory, it should be applied to ‘as many contexts 
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as possible.’ However, he concludes that, even though the function of security 

changes from context to context, security is strictly linked to the same fundamental 

objective, namely the necessity to safeguard legitimacy (Vuori, 2008).  

For the purpose of the study, this literature review engages with previous work that 

attempted to explain surveillance across various contexts. In particular, it will focus 

on private cyber surveillance companies that operate globally, providing spyware 

technologies to both democratic and non-democratic governments, thus 

transcending such binary distinction.  

 

2.1 Private-public nexus  

Previous studies have extensively examined the use of surveillance technologies by 

authoritarian governments to control the population and suppress opposition 

(MacKinnon, 2011; Burgers & Robinson, 2016; Göbel, 2013). However, while 

authoritarian and non-democratic governments stand accused of systematically 

employing spyware, liberal democracies have also been complicit. They have been 

inconsistent in tackling the human rights abuses enabled by spyware and have often 

facilitated its sales to repressive regimes and occasionally employed spyware 

themselves (Haykal, 2021).   

Private companies legitimize their products by arguing that they sell them to 

governments for national security purposes. However, evidence indicates that 

democratic and non-democratic governments alike have bought and employed 

surveillance technologies beyond this scope (Deibert, 2017). Scholars have 

examined the oppressive measures employed during the ‘Arab Spring’ and the 

Snowden revelations about the global surveillance program conducted by the US 

National Security Agency (NSA) under the name of counterterrorism to exemplify 

the ‘dark side of cyberspace’ (Liaropoulos, 2016, p. 35). The Arab Spring, which 
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began in 2011, marked a watershed moment showcasing the implications of new 

technologies for society. While Facebook, YouTube, and Twitter served as 

platforms for the organization of mass protests, governments swiftly capitalized on 

information technology to expand their control, procuring surveillance and spyware 

systems from private companies to monitor and suppress dissidents (Chan, 2019).  

These actions have not only infringed upon people’s right to privacy but provoked 

other human rights violations ranging from arbitrary detention and torture to even 

death (Chan, 2019).  Moreover, Snowden’s disclosures demonstrated the magnitude 

of human rights violations, accentuating the role of private companies and Big 

Data. The PRISM program, which refers to an extensive global campaign of 

intelligence collection carried out by the Five Eyes, relied on data from major tech 

companies such as Facebook, Google, Microsoft, Skype, Yahoo, Twitter, and 

YouTube (Lyon, 2014, p. 2). 

The cooperation between intelligence and security agencies with the private sector 

has been the subject of focus of Shoshanna Zuboff’s (2019) ground-breaking book, 

‘The Age of Surveillance Capitalism’. Zuboff (2019) emphasized the socio-ethical 

implications of technology giants and nation-states’ controlling vast volumes of 

data from populations without their consent, reinforcing power and knowledge 

asymmetries. Considering surveillance within the broader context of the capitalist 

economy, she argues that ‘social relations are no longer founded on mutual 

exchange’ but ‘products and services are merely hosts for surveillance capitalism’s 

data extraction operations’ (Zuboff, 2019, pp. 21-22). Despite criticism for 

potentially understating the role of law, Zuboff’s (2019) work lays the ground for 

future research on the risks of surveillance technology for the right to privacy and 

human nature in general (Cohen, 2019). Nevertheless, she has predominantly 

focused on the mass surveillance practices of governments and corporations 

extracting data from millions of individuals rather than on-target surveillance 
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(Zuboff, 2019).  Mitsilegas (2016) has highlighted how the War on Terror and the 

growing trend of privatization of law enforcement agencies have sparked 

surveillance practices that differ from traditional law enforcement models to 

recognize and target specific offenses. 

The post-9/11 ‘securitarian order’ coupled with a relative lack of state capacity 

resulted in states pursuing new security and surveillance technologies, outsourcing 

security activities, and adopting a pre-emptive approach. (Hayes, 2012). Some 

scholars argue that the shift from reactive to proactive security measures implies 

that governments are more likely to subsidize technological innovation that can 

facilitate pre-empting threats through targeted surveillance (Hayes, 2012).  

Previous research has highlighted how this private-public cooperation is mutually 

beneficial. On the one hand, by outsourcing digital oppression, the government 

maintains deniability while gaining the power and benefit of digital control 

(Megiddo, 2019).  On the other hand, the surveillance-industrial complex, 

described as a network of political, economic, and social relations that drive the 

development of surveillance systems, leads to increased demand and funding for 

private cyber surveillance companies (Hayes, 2012). 

However, the privatization of historically state-governed sectors raises issues over 

democratic procedures, accountability, and justice (Karavias, 2013). According to 

Hayes (2012, p. 167), it creates a “revolving door between those officially tasked 

with protecting us, and those private actors engaged in the race to supply the new 

methods of surveillance and control that will enable them to do so”.  By 

understanding the complex interplay between states’ policies and private interests 

and the reason for states’ outsourcing surveillance activities, this study can better 

assess the source of legitimacy for private surveillance companies despite the 

ethical and legal controversies. 
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2.2 Unveiling the Global dynamics of the cyber surveillance 

industry 

Debates surrounding the use of cyber-surveillance technologies for despotic aims 

have intensified since the early 2010s after the case of the Arab Spring (Schaake, 

2015).  Previous literature highlighted cases like Gamma International, a UK-based 

company, and its subsidiary FinFisher’ which contributed to the oppression of 

human rights activists and any dissent in Egypt (Fuchs, 2012; Timm, 2012). 

Similarly, WikiLeaks revealed that, in 2015, the Italian company Hacking Team 

sold invasive software to democratic and autocratic governments (Goodin, 2015). 

However, researchers have also recently drawn attention to surveillance companies 

from other regions. One of the most prominent cases is the emerging Chinese 

surveillance enterprise, which has been selling its products to many government 

clients worldwide, from Zimbabwe and Venezuela to Belarus (Cave et al., 2019). 

The advanced technologies enable governments to expand authoritarian forms of 

control and even strangle democratic movements before they gain traction (Gupta, 

2013). According to a study by the Carnegie Institute, between 2011 and 2023, at 

least seventy-four governments acquired spyware or other digital forensic 

technologies from private contractors (Feldstein & Kot, 2023). Even if public 

backlashes following investigations and advocacy campaigns against private 

surveillance companies might effectively undermine individual firms, these actions 

had a limited impact on global sales and the increasing demand for spyware 

(Feldstein & Kot, 2023). Thus, NSO is not a unique case but emblematic of a 

proliferating global industry.  

Surveillance technologies have increased ubiquitously, and surveillance itself has 

become instrumental in economic globalization and neoliberal economic 

governance (Wood, 2012, p. 335). Notably, Stephen Gill (2008) claims that the use 

of surveillance by international governments converged in the institutionalization 
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of panopticon practices. Similarly, Derek Gregory (2011) describes the unfolding 

of the War on Terror on a global scale, highlighting the role of cyberspace in the 

‘everywhere war’ where the lines between civilian and military targets are 

increasingly blurred. In this context, ‘virtual space and physical space, online and 

offline worlds, intermingle, support and transform one another’ (Gregory, 2011, p. 

245).  While terrorism is often adopted to justify the increase of some forms of state 

surveillance and excessive deployment of technologies of control in the name of 

national security, its importance should not be overestimated (Petit, 2019) for two 

main reasons. First, globalization and the tendency to diffuse military technologies 

into new markets were already occurring in the 1990s. Second, increasing 

surveillance trends depict a global pattern transcending national borders and 

affecting individuals and societies worldwide (Wood, 2021; Zureik et al., 2010).  

This has led scholars and public opinion to strengthen the idea of a ‘surveillance 

society,’ a term coined by Gary Marx in attempting to characterize the ‘new 

surveillance’ brought in by the digital (Marx, 1985).  The term has been adopted 

worldwide as a point of critique against invasive surveillance practices becoming 

increasingly globalized. However, globalization does not imply homogeneity. 

Different kinds of national surveillance societies are emerging, and governments 

are employing various surveillance tools with different aims. Notwithstanding the 

global dimension of surveillance, Wood (2009, p. 179) argues that ‘’surveillance is 

historically, spatially, and culturally located’’. For instance, China exemplifies how 

totalitarian forms of surveillance go hand in hand with capitalist economic 

development and engagement in a global neoliberal economy. Differences also 

emerge among liberal countries. While some European states like Germany resist 

the large-scale integration of surveillance technologies that consider constitutional 

rights, others, such as Sweden, have increased transparency in social surveillance 

and are lowering privacy levels (Arteaga Botello & Juventino, 2009). In some 
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rapidly developing countries, such as Mexico, there is a high presence of private 

surveillance companies adopted for personal security (Arteaga Botello & 

Juventino, 2009).  

Understanding the legitimization of surveillance technologies' use necessitates 

focusing on local contexts, revealing the complex interplay between state control, 

corporate exploitation, and societal norms. Thus, legitimization needs to be 

analyzed at different levels, namely global, national, and local levels. 

 

2.3 Legitimizing surveillance 

Surveillance is a secretive practice that usually occurs outside of public scrutiny. 

Yet, it is often publicly legitimized by the government or surveillance companies 

after major scandals (Schulze, 2015). After the Snowden revelations in 2013, some 

scholars have researched the legitimation of such practices but have predominantly 

looked at the legitimation of governmental surveillance by mass media.  Notably, 

research has pointed out how the news covered the Snowden revelations and 

legitimized surveillance by highlighting security concerns in the United Kingdom 

and the Netherlands (Wahl Jorgensen et al., 2017; Mols & Janssen, 2017). Similarly, 

Marciano (2018) has focused on creating a national biometric database in Israel and 

examined how Israeli mass media legitimizes biometric surveillance, framing it as 

an essential tool against external threats.  Others have instead argued that legitimacy 

can be promoted by those in power. Scandals force politicians and policymakers to 

give explanations and actively legitimize surveillance to avoid pushbacks and lose 

legitimacy and power (Schulze, 2015, p. 198). Trèguer (2017) has demonstrated 

how liberal states have been ambiguous in regulating surveillance practices to 

expand domestic and foreign surveillance. Export controls represent an essential 

tool to limit the sale of cyber-surveillance technologies to repressive regimes 
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(Bohnenbergerm, 2017, p. 83).  In 2013, the multilateral Wassenaar Agreement on 

Export Controls for Conventional Arms and Dual-Use Goods and Technologies 

(WA) set a precedent by introducing human rights concerns on cyber-surveillance 

technology controls. However, it has been criticized for the ambiguity of the 

definition of ’intrusion software,’ which is the category under which Spyware 

would fall. While certain governments, such as the UK and France, heavily 

criticized after the FinFisher and Amesys intrusion technologies scandals, 

implemented the control almost immediately, the implementation among member 

states remains uneven (Bohnenberger, 2017, p. 85).  

While research has investigated the role of institutions, such as mass media and 

political entities in legitimizing mass surveillance, the role and strategies of private 

surveillance companies have been largely overlooked. Few scholars have analysed 

companies’ strategic approaches, such as obfuscation, ‘dark patterns,’ or complex 

privacy policies and terms of service (Spiekermann et al., 2015). This strategy aims 

at user resignation, making people and states believe that privacy violations are the 

essential cost to pay for being secure and protected from external threats (Draper & 

Turow, 2019; Marwick & Hargittai, 2019). Moreover, they largely focus on 

governments and companies’ mass surveillance practices that systematically 

collect, analyse, and exploit data from citizens and noncitizens indiscriminately 

(Madianou, 2019).  

However, private surveillance companies such as NSO operate differently. First, 

these companies target specific individuals, employing espionage practices 

reminiscent of states’ law enforcement or intelligence agencies. Their goal is not to 

amass data from the general population but to obtain information on specific 

individuals for purposes such as arrest, intimidation, or worse (Kotliar & Carmi, 

2023). Second, they sell spyware software as a final product rather than intruding 

surveillance technologies in other allegedly benign products such as social 
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networks, search engines, and AI-powered systems (Kotliar & Carmi, 2023).  

However, governments have been using these technologies not only to protect 

national security but also to monitor their population (Mitsilegas, 2016) 

Evidence has shown that the use of spyware such as Pegasus, Finisher, and Amesys 

is highly correlated with significant human rights violations, particularly 

jeopardizing freedom of expression and privacy rights (Chan, 2019; Shrivastava & 

Kejriwal, 2021). Thanks to sophisticated technology, such products can manipulate 

zero-day vulnerabilities, which refer to previously existing but hidden 

vulnerabilities in the software, disable security protections, and enable remote 

access (Haskell-Dowland & Musotto, 2021). The perpetrator’s goal usually goes 

beyond security purposes and includes surveillance, persecution of opposition and 

dissidents, and monitoring of private communications (Petrova, 2021). In the case 

of Pegasus, the Citizen Lab, a group of experts from Toronto University, discovered 

the presence of such spyware in the phone of the Saudi Journalist Jamal Khashoggi 

after he was found dead in the Saudi Consulate in Istanbul.  Considering this and 

many similar scandals, Shrivastava and Kejriwal (2021) claim that cyber weapons 

and malware such as Pegasus go beyond the limit of electronic surveillance, which 

includes interception, monitoring, and description. Instead, such systems fall under 

the definition of hacking, constituting a criminal offense with no exceptions 

(Shrivastava & Kejriwal, 2021).  

However, scholars have largely overlooked the legitimation of private cyber-

surveillance companies that sell spyware, such as NSO, due to their secret nature 

and difficult access to internal information. This matter is significant for 

understanding the reasons behind the proliferation of private surveillance 

companies despite public backlashes following reports of abuses and human rights 

violations. Kotliar and Carmi (2023) attempted to examine NSO’s public narratives 

and practices of legitimation across various media. They argue that it is not merely 
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user resignation that NSO seeks to gain but also the approval and complicity from 

politicians in Israel and abroad, as well as their potential customers’ acceptance. 

Previous literature has extensively focused on how discursive formulations define 

social and political life categories, constituting the range of legitimate politics 

(Shapiro, 1981; Campbell, 1998). Therefore, there is a theoretical gap in explaining 

legitimation beyond a dialogical approach due to an interplay between text and 

context and granting agency to the targeted audience. Previous research has also 

delved into the legal implications of private surveillance companies within the 

international legal framework and the relationship between law and market (Watt, 

2021; Alexander & Krishna, 2022; Papademetriou, 2023). This strand of literature 

provides valuable insights on how to effectively curtail the private surveillance 

software industry. However, it lacks a comprehensive approach that explains cyber 

surveillance companies’ existence and proliferation by considering discursive, 

contextual, and institutional factors at the state level.  

In conclusion, this literature review has explored how different studies have tackled 

the complex dynamics of surveillance practices facilitated by technological 

progress. In particular, it highlighted how governments play a role in legitimizing 

private cyber surveillance companies, justifying their need for spyware to enhance 

national security. Nonetheless, extensive research indicates that these 

advancements also enable mass surveillance and control over citizens. Despite 

significant contributions, several theoretical and empirical gaps remain in the 

existing literature. First, the role of discourses, normative contexts, and regulatory 

frameworks in legitimizing these companies needs further exploration. Second, 

securitization provides a limited explanation of the wide array of possible 

legitimation strategies adopted by private surveillance companies operating across 

democratic and non-democratic contexts. This research will attempt to fill the 

literature gaps by adopting a combined theoretical framework that integrates 
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concepts from securitization to the study of legitimacy. In this way, it will provide 

a broader understanding of how cyber surveillance companies legitimize their 

activities. 

At the empirical level, previous studies have examined authoritarian regimes' use 

of surveillance technologies. However, there is insufficient empirical research on 

the complicity of liberal democracies in facilitating and employing these 

technologies. Additionally, scholars have extensively focused on the global 

dimension of surveillance, neglecting the role of local contexts in facilitating the 

development and proliferation of surveillance technologies. Although some studies 

have already addressed the case of Israel as a highly advanced nation in the cyber 

realm, it provides a paradigmatic example of the multiplicity of factors, such as the 

political system, regulatory frameworks, and foreign diplomacy, that influence 

legitimation strategies and acceptance. It shows how private surveillance firms and 

state agencies cooperate in the surveillance realm, offering an innovative approach 

to the authority and dynamics of those who conduct surveillance. 

 

3. Theoretical Framework  
 

This study juxtaposes two theoretical approaches to examine the legitimation of 

private cyber surveillance companies: securitization and legitimation theories. The 

revised securitization theory suggested by Balzacq and Guzzini (2015) provides 

relevant insights not only confined to discursive practices. Nonetheless, this theory 

alone does not account for different strategies beyond the security realm that 

contribute to legitimizing the cyber surveillance industry. Before delving into the 

revised securitization theory, this chapter will begin with an overview of some of 
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the other theories in security studies to establish why securitization theory proves 

particularly useful in explaining the legitimation of cyber surveillance companies. 

Then, it will outline the broader theoretical perspective on legitimation and its 

limitations.  

This study posits that combining the securitization and legitimation frameworks 

enhances the overall explanatory capacity beyond what each theoretical approach 

can achieve independently. While security theory primarily focuses on the 

processes through which a state or another actor declares certain issues as security 

threats, legitimation theory explores how entities gain legitimacy or acceptance by 

various stakeholders through means beyond mere security concerns. By integrating 

the two theories, the proposed theoretical framework can better capture the variety 

of factors that influence the acceptance and normalization of practices like cyber 

surveillance. 

 

3.1 Securitization Theory 

Securitization has provided the field of Security Studies with a different viewpoint 

on security questions by addressing what constitutes a security issue and what kind 

of responses this prompts. Previously, utilitarian responses have prevailed in the 

security debate (Balzacq & Guzzini, 2015). For traditional security scholars, 

security derives from an objectively threatening character of certain issues, usually 

strictly linked to the state, its territorial integrity, and sovereignty. The most 

prominent exponents of this perspective are the realists, who conceive world 

politics as a prism of states defending their self-interest in an anarchic environment. 

While classical realists such as Morgenthau (1948) argue that states’ behaviour is 

determined by self-interest, primarily related to survival, neorealist scholars 

contend that the international structures have an impact on states’ behaviour as they 
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try to balance the anarchic world order (Waltz, 2000). Despite substantive 

variations, realist theories share the same common ground: the importance of the 

state as the referent object. 

Critical Security Studies have criticized this narrow approach, arguing that security 

is socially constructed and that attention should be given to different referent 

objects, such as individuals. At the end of the 20th century, human security became 

a prominent concept that shifted research toward “threats beyond the state” 

(Thomas & Tow, 2002, p. 180). Initially promoted by liberal scholars and 

policymakers, this approach aimed to centre security around individuals or 

collectives rather than on states and institutional entities, though not necessarily 

excluding them (Newman, 2001). Following this strand of thought, the 

Aberystwyth School posits that ‘’true (stable) security can only be achieved by 

people and groups if they do not deprive others of it” (Booth 1991, p. 319).  

The emergence of ‘securitization theory’ is usually collocated in the so-called 

Copenhagen School, which lies in the intersection between the traditionalists and 

critical theories. Contrarily to the traditionalists, securitization scholars contend 

that ‘the domain of (in)security is not predefined’ but “it results from a time- and 

context-specific intersubjective agreement that something poses a vital threat to a 

community” (Balzaq & Guzzini, 2015, p. 496). One of the major proponents of the 

theory, Ole Waever (1995, p. 55), claims that “security is a speech act” process, 

meaning that authorities have the power to move any issue or subject from normal 

politics to the security domain, thereby proclaiming the right to use exceptional 

means to address it. Other approaches to securitization do not support the 

distinction between ‘normal’ and ‘exceptional’ politics and adopt a different 

definition according to which:  
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“an articulated assemblage of practices whereby heuristic artefacts (metaphors, 

policy tools, image repertoires, analogies, stereotypes, emotions, etc.) are 

contextually mobilised by a securitizing actor, who works to prompt an audience to 

build a coherent network of implications (feelings, sensations, thoughts, and 

intuitions) about the critical vulnerability of a referent object, that concurs with the 

securitizing actor’s reasons for choices and actions, by investing the referent 

subject with such an aura of unprecedented threatening complexion that a 

customised policy must be immediately undertaken to block it.’’ (Balzacq, 2011, p. 

3). 

Based on this definition, it is possible to identify the following core concepts of the 

theory: the securitizing actor (namely, the actor that portrays an issue as a threat 

through a securitizing move); the referent object (i.e., the entity that is threatened); 

the referent subject (i.e. the entity that is threatening); the audience (the entity that 

confers the intersubjective status to the threat); the context and the implementation 

of different (‘exceptional’) policies (Balzacq, et al., 2015).  

Securitization theory provides a useful framework for exploring the legitimation 

practices of private surveillance companies because it helps uncover the 

phenomenon of speech acts by prominent elites. Moreover, although the state can 

still represent the referent object, the proliferation of cyber-surveillance tools does 

not directly result from state interactions. Thus, realist accounts are inadequate to 

explain the role of actors outside of the state in framing an existential threat to the 

referent object. Nonetheless, the classical version of securitization as a ‘speech act’ 

is too narrow to exhaustively explain NSO’s legitimation, which can take various 

forms outside of securitization as a result of the interplay with the audience and the 

context. 
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The Copenhagen school has been widely criticized for the excessive attention to 

“the semantic side of the speech act articulation at the expense of its social and 

linguistic relatedness and sequentiality” (Stritzel, 2007, p. 358).  According to 

Buzan, Weaver, and Wilde (1998), securitization results from two conditions, 

namely the internal, linguistic-grammatical aspect of the speech act and the 

external, contextual, and social conditions from which the act can be made. Despite 

these conditions, the ‘speech act’ remains a primary aspect of the theory, 

disregarding more contextual factors and other non-discursive forms of 

representation such as images or even silencing (Balzacq, 2005; McDonald, 2008).  

Another element of criticism in the securitization debate is that the Copenhagen 

School’s formulation remains too state-centric and reproduces a universalist 

understanding of security (Wilkinson, 2007; Booth, 1991). Similarly, Huysman 

(2011) argued that ‘the speech act’ theory has an elitist stance, emphasizing the role 

of influential leaders or politicians who have the power to articulate security 

matters. Other scholars, while recognizing the importance of the audience in 

agreeing on what constitutes a security threat, did not focus on what constitutes the 

audience or its dynamics (Buzan et al., 1998). This perspective overlooks the 

audience’s role and the intersubjective aspect of the securitization process, as well 

as contextual interpretations.  Instead, “the positional power of actors who 

influence the process of defining meaning” also deserves equal attention (Stritzel, 

2007, p. 370). This is because pre-existing power dynamics in society impact the 

success of a securitization process (Balzacq et al., 2016).  Thus, in its simplistic 

form, securitization theory fails to consider the variety of local public and different 

political orders, particularly in non-Western contexts (Kaunert & Ezeokafor, 

2022).  

Ultimately, the Copenhagen school has been widely criticized by the Paris School, 

which argues that the securitization process has to do with successful political 
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speech acts, practices, and decisions in everyday politics (Bigo, 2008). One of the 

major exponents, Skleparis (2016, pp. 94-95), contends that successful 

(in)securitization is the result of a “field effect”— a “structural competition 

between actors with different forms of capital, legitimacy, and interests, and their 

ability to protect their field and dominate it over the definition of security”. In this 

way, he extends the phenomenon of securitization beyond mere ‘speech act’ to non-

discursive practices which are influenced by power relations and competition 

among different, often competing, securitizing actors. Nonetheless, Balzacq et al. 

(2016, p. 517) argue that, taken individually, neither of these approaches can 

provide a comprehensive understanding of the contents of and variations among 

security processes. Rather, it is more productive to combine discursive and non-

discursive practices into a coherent framework. In this way, securitization theory 

proves useful in explaining how actors frame security threats to legitimize the use 

of surveillance technologies, shedding light on the role of public discourses. 

Additionally, it allows for broadening the analysis beyond the content of discourses 

to the actors involved and contextual understanding. In the case of Israel, it is 

particularly relevant to elucidate the local context due to Israel’s long tradition of 

securitization, given the regional conflict with Iran and the occupation of the 

Palestinian territories (Cristiano, 2021, p. 409). However, securitization accounts 

for only one legitimation strategy among many. Moreover, it fails to account for 

important questions, such as what happens after an issue is de-securitized, exploring 

the aftermath and implications of moving beyond a security-centric perspective. 

Additionally, it does not fully explore the institutional structures that support or 

hinder the legitimation of surveillance activities, such as the role of oversight bodies 

and domestic and international legal frameworks. Consequently, securitization 

theory can only partially explain NSO’s legitimation and the influence of the local 

context due to its narrow and state-centric approach. Combining it with legitimation 

theory enables a more comprehensive integration of alternative explanations.   
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3.2 Legitimation Theory 

Few attempts have been made in the existing literature to employ securitization 

theory in conjunction with legitimation. One example can be found in Yang's 

(2023) study of the French government’s mechanisms of legitimation during the 

COVID-19 pandemic. The research provides an overview of different typologies 

of legitimation and shows how securitizing elements are embedded in such 

typologies. In times of crisis, such as the COVID-19 pandemic, governments often 

resort to emergency politics, typically justified by the language of security and 

threat. However, Olesker (2018) argued that legitimacy is both a requirement for 

and a product of successful securitization. His study also introduces the idea that 

legitimacy itself can become the referent object of securitization. He highlights that 

there is a lack of conceptual clarity regarding legitimacy in securitization literature 

and the need to understand how legitimacy operates within securitization processes 

(Olesker, 2018). 

To properly understand how legitimation theory can provide helpful theoretical 

insights, it is necessary to delve into definitions and explore the limitations. 

Legitimation is closely tied to the notion of legitimacy, which has sparked 

considerable debate concerning its conceptualization.  Legitimacy has both a 

normative and a sociological meaning. From a normative perspective, Buchanan 

and Keohane (2006, p. 14) approach legitimacy through universal moral criteria, 

whereas Nye (2011) adopts a more sociological perspective, which views 

legitimacy as the result of the public perception that something/someone is 

legitimate. In other words, from a normative viewpoint, declaring an institution 

legitimate suggests it possesses the authority to govern, for instance, by enacting 

rules and ensuring adherence. Contrarily, in a sociological dimension, an institution 
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is considered legitimate if there is a widespread belief in its authority to govern 

(Nye, 2011).   

Following the latter approach, legitimacy can be defined as “a generalized 

perception or assumption that the actions of an entity are desirable, proper, or 

appropriate with some socially constructed system of norms, beliefs, and 

definitions” (Suchman, 1995, p. 574). This definition highlights how organizational 

discourses can or cannot explain the existence of the organization and its appeals 

to outside audiences, in other words, its cognitive credibility (Deephouse & 

Suchman, 2008). Legitimacy involves several dimensions.  While internal 

legitimacy, which refers to the acceptance of the organization’s narrative and 

existence by inside units, plays a fundamental role in the stability and effectiveness 

of its governance (van der Steen et al., 2022), this dissertation will focus on the 

external dimension of legitimacy. In particular, it will look at the legitimacy of the 

organization towards external audiences and society at large.  For the purpose of 

this dissertation, it is important to emphasize that legitimacy, or the lack of it, is a 

crucial issue, particularly in the context of change. Significant changes from within 

the organization or from the external environment imply a ‘legitimation crisis’ that 

question not only the particular decision but also the legitimacy of the entire 

company (Erkama & Vara, 2010). 

Contemporary studies of legitimation often draw from Weber’s seminal work 

(1964), which proposes a descriptive interpretation of legitimacy as a quality and 

frames legitimation as an observable activity. Embedded in organizational theory, 

identifying legitimacy primarily refers to locating the actor exercising authority 

within a pre-established symbolic order. However, Weber (1978) describes 

legitimation as a process that transforms power relations into authority, as 

individuals align with a social order that is consonant with the rules, norms, or 

beliefs they see as accepted by others. Moreover, Weber introduces rationality as 
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one of the grounds for granting and claiming legitimacy, implying that legitimacy 

is the product of voluntary consent among equals (Weber, 1947, p. 131). This 

viewpoint has been extended to the relationship between organizations and their 

surrounding environment by scholars of institutionalization theory (Pfeffer, 1982), 

framing legitimacy as an organization's alignment with the values and ideals of its 

institutional environment. Overall, legitimation theory considers legitimacy as a 

social process and examines how it is socially constructed through social relations 

(Suddaby et al., 2017). Emphasizing legitimation underlines the dynamic nature of 

legitimacy and the various ways social actors evaluate and decide the 

appropriateness of social entities (Hoefer & Green, 2016). Various scholars have 

looked at the legitimation strategies of actors as consisting of two parts: 

instrumental actions such as institutional reforms, goods and services distribution, 

and rhetorical articulations (Mazepus et al., 2016; von Soest & Grau Vogel, 2017). 

This essay will focus on the latter by analyzing the rhetorical stances of private 

cyber surveillance companies.  

In the field of International Relations, rhetorical contestation is often dismissed as 

meaningless posturing, especially regarding state security (Kotliar & Carmi, 2023). 

Realists and liberal rationalists do not recognize the theoretical value of 

legitimation, which they consider a sort of ‘window-dressing’ for underlying 

interests and power dynamics with no causal relations. In contrast, constructivists 

have focused on the study of legitimation by assuming that language and rhetoric 

are fundamental aspects of political processes (Goddard & Krebs, 2015). However, 

constructivist literature has focused more on how already legitimate norms and 

ideas influence political processes rather than how certain actors legitimize their 

policies and stances. Goddard and Krebs (2015) attempt to bridge the divide by 

bringing together both perspectives. They argue that the importance of legitimation 
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derives from two assumptions concerning human nature: that humans are both 

meaningful and intrinsically social animals (Goddard & Krebs, 2015, p. 13)  

The role of the reasons behind humans’ actions is a debated philosophical theme, 

but it is central to human existence (Tilly, 2008). This is because people living in 

communities tend to look for their fellows’ approval, driven by what Elster (1998) 

has named ‘the civilizing force of hypocrisy’. When humans speak in public, they 

need to provide socially acceptable reasons for their stances.  While rationalists 

argue that the approval by the audience is given only if there are already aligned 

interests, in reality, people recognize legitimate stances that differ from their 

opinion or preference, indicating that the attribution of legitimacy is something 

distinct from the politics of interest (Goddard & Krebs, 2015, p. 15). However, 

Goddard and Krebs (2015) distance themselves from constructivists because they 

see political actors as less socialized and more strategic. Moreover, they do not 

assume universal standards according to which an audience considers a stance 

legitimate. According to Habermas (1996, p. 305), social actors can shift their 

stance following the “unforced force of the better argument,” but this implies that 

there is a substantial zone of consensus, and they have already agreed on 

fundamentals. In contrast, Goddard and Krebs (2015) view legitimation as a 

practice that occurs before a distinct, not universal, audience, and the actors seeking 

legitimacy have to adapt to the audience’s sentiments, beliefs, and ideologies. They 

contend that actors’ choices of legitimation strategies are highly determined by the 

social and cultural context and their ultimate goals. In other words, actors need to 

draw from existing cultural beliefs to justify their political projects and, at the same 

time, are embedded in a material context of resources and institutions.  This is 

further elaborated by Erkama and Varaa (2010, p. 817), who argue that “a 

successful framing requires that the audience can link the message to other 

discourses and identify with the key concepts and arguments’’.   
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This paper draws on Goddard and Krebs’s definition of legitimation as how 

“political actors publicly justify their political stances before concrete audiences, 

seeking to secure these audiences’ assent that their positions are indeed legitimate, 

thus potentially to garner their approval and support’’ (Goddard & Krebs, 2015, p. 

6).   Accordingly, legitimation strategies refer to the different reasons for justifying 

a particular issue. These have been defined as ‘specific, though not always 

intentional or conscious, ways of employing rhetorical means to establish a sense 

of legitimacy (or illegitimacy)’ (Erkama & Varaa, 2010, p. 817).  Drawing from 

Foucault, some scholars argue that discursive formulations delineate the different 

social and political life categories, thus shaping the acceptance of something as 

legitimate (Campbell, 1998).  Following this post-positivist approach, this 

dissertation agrees to consider discourse as both the product and productive of 

power. However, it contends the implicit assumption that “there is nothing outside 

of discourse and, for this reason, the analysis of language is all that we need in order 

to account for what is going on in the world” (Neumann, 2002, p. 629). Instead, 

legitimation results from the complex interaction between text and context, 

between what is said and where and when it is said (Goddard & Krebs, 2015, p. 

17).  Conceptualizing legitimization as a pragmatic performance does not negate 

that rhetorical interactions occur under the influence of tangible power and are 

shaped by elite strategizing. It asserts instead that elites engaged in strategizing are 

bound to legitimacy requirements and that the result of such rhetorical battles 

cannot be merely attributed to material power distribution. Such a nuanced 

understanding of legitimation is best suited for analyzing the legitimizing practices 

of cyber surveillance firms because it comprehensively addresses the complex 

interplay of discourse, context, and power. Thus, it provides a robust framework 

for examining how these firms justify their actions not only because of their 

resources but also engaging in rhetorical interactions. 
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Nevertheless, legitimation theory is not without limitations. One major criticism is 

its limited empirical scope as, in its original formulation, it is used primarily on 

explicit agreements between organizations at the expense of more subtle, implicit 

agreements that are equally or even more crucial in assessing the complex interplay 

between organizations and the context in which they operate. As previously 

mentioned, another point of contention is the emphasis on consensus as a 

fundamental component of legitimacy, which implies conditions of equality and 

freedom. Moreover, fast-paced innovations in communication and information 

technology that have characterized the last two decades have changed the nature of 

authority and the role of the audiences. For instance, in the age of social media, 

leaks of sensitive information have made policy and government actions more 

visible, thus increasing the demand for legitimation (Goddard & Krebs, 2015, p. 

35). At the same time, these changes have made legitimation harder. The number 

and diversity of actors involved in legitimation practices have significantly 

increased in the internet era.  Consequently, audiences have access to a wide variety 

of information and sources, making them more knowledgeable and polarized. 

Additionally, it is important to note that there are no generally agreed methods to 

assess the effectiveness of legitimation strategies.  According to Goddard and Kreb 

(2015), five factors shape the success of legitimation attempts: the speaker, context, 

audience, content, and technique. These categories resemble the ones proposed by 

securitization theory exponents, highlighting the congruence between the two 

theories. However, securitization emphasizes only one type of legitimation strategy 

whereas legitimation theory broadens the horizon of possible reasons given to 

legitimize actions. Suddaby and Greenwood (2005) have categorized the different 

legitimation strategies as follows: ‘ontological (rhetoric based on assumptions 

about what can or cannot exist or co-exist), historical (appeals to history and 

tradition), theological (divine purpose or final cause), cosmological (emphasis on 
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inevitability) and value-based theorizations (appeals to wider belief systems)’ 

(Erkama & Vaara, 2010, p. 817). Based on this categorization and securitization 

theory, this dissertation will attempt to understand and explain the impact of public 

rhetoric techniques based on the previously mentioned categorization in a given 

empirical context, theorizing at the intersection of the speaker, the institutional and 

discursive context, the role of the audience and the fit between securitization and 

the broader array of legitimation strategies.  

 

3.3 Mixed Theory: Securitization as Legitimation  

Securitization theory's focus on discourse and the 'analytics of government' 

provides insights into the rhetorical and governmental strategies used to frame 

cyber surveillance as necessary for security. However, it may not fully account for 

how private companies seek legitimacy through other means, for instance, drawing 

from ontological, historical, and value-based argumentations. Legitimation theory 

fills this gap by examining these additional strategies. The combined framework, 

therefore, offers a more nuanced understanding of the dynamics at play in the 

legitimation of cyber surveillance practices. Moreover, the two theoretical 

approaches are complementary as they consider similar elements that can be 

categorized as follows:  speaker, referent subject, referent object, audience, context, 

and strategies. This section will first conceptualize the different elements merging 

insights from both theories and then identify the possible strategies drawing from 

Suddaby and Greenwood (2005).  

 3.3.1 Speaker  

As it emerged from the overview of securitization theory, not everyone “can ‘do’ 

or ‘speak’ security successfully,” and some are “more or less privileged in 
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articulating security” (Buzan et al., 1998, p. 32).  As emphasized by Pierre Bourdieu 

(1992, p. 64), linguistic power is intrinsically linked to “belief in the legitimacy of 

words and of those who utter them’’. Some actors are more able than others to adopt 

successful legitimation strategies based on institutional position, history, or 

experience (Goddard & Krebs, 2015, p. 27). Most importantly, the success of 

legitimation strategies is highly determined by who speaks with respect to national 

security, the origins of the authority, and whether the authority to speak about 

security is centralized or spread among different actors, including civil society.  

According to Wæver (1995, p. 54), “by definition, something is a security problem 

when the elites declare it to be so’ and ‘power holders can always try to use the 

instrument of securitization of an issue to gain control over it.” While the 

Copenhagen School recognized the possibility of any actor to speak security and 

does not exclude anyone from attempts to articulate alternative interpretations of 

security, only a few actors have de facto the capability to conduct successful 

securitization processes (Waever, 1995). The state is the most capable and willing 

actor when it comes to securitization practices as it represents important collective, 

such as the nation and the citizens, and can speak on their behalf. Additionally, the 

state owns a combination of credibility and technical knowledge that is 

incomparable to the one of non-state actors in most domains. Finally, the state can 

not only easily speak about security but also implement security actions by 

changing laws and policies much more than any other political actor.  

The state is also a recurring referent object, meaning the entity that is threatened in 

various sectors. Weaver (1995) highlights how security is primarily understood as 

or concerning national security as the concept itself has traditionally been linked to 

the state. However, he counters that the state is the only actor capable of addressing 

a security issue (Waever, 1995). Other non-state actors can also provide security, 

thus, being interested in legitimizing their actions through securitization moves. 
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The securitization of an issue enables certain actors to increase their power due to 

the privileges resulting from managing a security issue, such as adopting 

exceptional measures.  While non-state actors can also be interested and capable of 

speaking security, the authority and power dynamics play a fundamental role in 

gaining legitimacy.  

3.3.2 Context 

The creation of legitimation in the field of national security is also influenced by 

the institutional and discursive context: where and when an actor speaks. 

Surveillance practices are situated in a wider socio-political context, within a broad, 

perhaps global, process of ‘securitization’ that is epitomized in the narratives of the 

state, the media, private corporations, and individuals’ concerns (Hayes, 2012). The 

area of (in)security is delimited not by pre-defined boundaries but it changes based 

on time and context-specific intersubjective agreements that something poses a 

vital threat to a community. This dissertation’s focus on the context has both 

ontological and epistemological motivations. While the former concerns what 

constitutes the context, the latter refers to whether the success of legitimation 

practices varies according to the context. In this regard, it is necessary to highlight 

that the explanatory power of the context is not mainly deriving from its substantial 

components but from its constraining/enabling effects, in other words, its 

epistemological underpinnings (Balzacq et al., 2016, p. 502). 

At the ontological level, there is a debate concerning the various layers of the 

context. Some scholars use it as a synonym for sectors such as political and military, 

whereas others refer to conditions historically associated with the threat (Balzacq, 

2011). Balzacq (2011) argues that it is necessary to consider different kinds of 

contexts. Drawing from Schegloff (1997), he distinguished between a proximate 

context and an external context. The former includes the immediate features of the 
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interaction, while the external context comprises “things like social class, the ethnic 

composition of the participants, the institutions or sites where discourse occurs, and 

the ecological, regional, and cultural settings” (Wetherell, 2001. p. 388). 

Concerning securitization, the first refers to the “sort of occasion or genre of 

interaction the participants take an episode to be (e.g., a meeting, an interview, a 

summit)”, whereas the second aspect concerns the wider socio-cultural inscriptions 

of securitizing practices (Wetherell, 2001. p. 388). Wilkinson (2007), however, 

problematizes this distinction by focusing the discussion on ‘experiences of 

security’. While agreeing on the distinction, she argues that Copenhagen School’s 

interpretation of securitization theory has led to a universalistic and state-centered 

approach to security, obscuring the local understanding and experiences of security. 

Thus, Wilkinson (2007) reinforces Booth’s (1991) previous claim of focusing on 

what happens to ‘real people in real places.’ She also draws from Bubandt’s (2005) 

contextual analysis, according to which the ‘local political histories’ of 

communities are decisive in grasping how securitization operates in each context. 

Following this line of thought, Klüfers (2013) offers a sociopragmatist approach to 

securitization, looking at how sociocultural settings shape the grammar of security.  

The context can also be analysed under a different ontological approach as the 

political regime within which securitizing moves occur. As mentioned in the 

literature review, securitization theory has been largely applied to democratic 

contexts disregarding the variation that could occur in different contexts. Some 

scholars such as Wilkinson (2007) have argued that there are different articulations 

of security based on the political contexts in which the security issue emerges. 

Nevertheless, Buzan et al. (1998) and Vuori (2008) argue that, despite contextual 

variations, securitization follows a unique logic, namely achieving legitimation.  

This argument leads to the epistemological aspects of context, which are not unique 

to securitization theory but derive from the agent-structure debate of International 
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Relations. According to Buzan et al. (1998), the context constitutes a ‘facilitating 

condition’, thus, it could influence the securitization move. At the same time, 

scholars have pointed out that Buzan et al.’s position is incongruent as they argue 

security has its logic which remains unaltered despite the context in which is 

deployed. In other words, the security speech is sufficient to legitimize 

securitization practices and produce security problems. Numerous scholars have 

attempted to clarify the role of the context in securitization processes. For example, 

Balzaq (2011) distinguishes the internist and externalist aspects of the context. The 

former refers to Buzan’s idea that a speech act ‘reworks or produces a context by 

the performative success of the act’ (Buzan, et al., 1998, p. 46). There is general 

consensus on the internist approach among securitization scholars but the 

externalist aspect raises debate over the possibility of a context to rework a 

discursive utterance (Balzaq et al., 2016, p. 504). According to Bazlaq the context 

‘empowers or disempowers security actors’, thus, it has a performative character 

influencing the way securitization moves are presented and/or received.  Rather 

than focusing on distinguishing the various elements constituting the context, this 

dissertation will offer a systematic delineation of the precise components that can 

account for variation before and after a legitimation crisis. 

3.3.3 Audiences 

Audiences are central to the effectiveness of legitimation strategies. Rather than 

acting in isolation, speakers operate within a context characterized by multiple 

audiences, striving to garner their support and secure legitimacy. As previously 

mentioned, legitimation is an intersubjective process which requires the audience’s 

assent. The first question to address is whether the term ‘audience’ should be used 

in the singular form encompassing the entirety of actors involved in legitimation 

processes or the plural version reflecting the internal variety. For instance, an 

audience within the state can include the political elite, civil society as well as the 
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media or other private entities. The receivers of legitimation strategies extend 

beyond elite circles to the public at large. Thus, this work adopts the plural term 

‘audiences ‘to address the variety intrinsic in modern society and to consider the 

relation between local and global interconnected audiences.  

Legitimation scholars argue that legitimacy is achieved when the subject seeking 

legitimacy is culturally aligned with the audience’s expectations (Suchman, 1995). 

For an account to be considered legitimate, it must resonate with broader belief 

systems and tangible experiences of the audience’s everyday life. Such alignment 

leads to persistence because audiences tend to support organizations they find 

appealing, appropriate, or proper (Parson, 1960).  Legitimacy, reflecting an 

organization’s integration into a framework of institutional beliefs and standard 

practices, enables organizations to sustain themselves with minimal need for active 

collective efforts (Suchman, 1995). It influences not only the actions of individuals 

towards organizations but also their understanding of them. Consequently, 

legitimate organizations are seen not just as more commendable but also as more 

significant, predictable, and reliable. The cultural contingency embedded in the 

legitimacy concept implies a credible communal narrative explaining an 

organization ’s actions and purposes (Jeppersonm, 1991). Thus, an organization 

lacking legitimacy is more susceptible to criticism of being irresponsible, irrational, 

or unnecessary (Meyer & Rowar, 1991, p. 50). Moreover, in times of crisis, the 

belief in an organization’s integrity can mitigate the negative impact of setbacks or 

scandals (Pfeffer, 1981).  

While legitimation theory highlights the role and importance of the audience, the 

initial formulations of securitization theory have been criticized for their 

insufficient engagement with the complexities surrounding the audience's role. The 

Copenhagen School offers little guidance concerning the examination of the 

audience as a unit of analysis. Thus, it is challenging to analyze the relationship 
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between the speaker and the audience and, consequently, assess the role and 

influence of the audience in the intersubjective securitization processes. Given the 

“complexity of publics and differences in political orders,” applying securitization 

in its simplistic form becomes difficult, particularly in a non-Western context 

(Kaunert & Ezeokafor, 2022, p. 5). Critics and subsequent scholars have shed light 

on the importance of the audience in the generation of security beliefs. Buzan et al. 

(1998, p. 25) say, “the issue is securitized only if and when the audience accepts it 

as such.” As part of an intersubjective process, the audience’s role is not limited to 

providing actors with an outcome but also moral support to the securitizing move 

(Balzacq et al., 2015). In light of this, this dissertation adopts Côté’s (2016, p. 548) 

definition of the audience “as the individual(s) or group(s) that has the capability to 

authorize the view of the issue presented by the securitizing actor and legitimize 

the treatment of the issue through security practice”.  This definition highlights the 

audiences’ capability and, at the same time, allows us to contextualize the audience 

within different settings without being task- or context-specific. Thus, such an 

approach opens the door to a variety of audiences within the securitization 

processes, moving beyond the ‘Westphalian straitjacket’ that previous 

securitization theories have been wearing (Côté, 2016, p. 548). The audience may 

comprehend the government itself or the power elite or even a group of 

fundamentalists (Vuori, 2008, p. 72).  

Moreover, such an approach avoids definitional vagueness and the 

oversimplification of categorizing audiences as ‘formal’, ‘technical’, or ‘elite’, 

allowing to understand cases not accurately captured by previous definitions. For 

instance, it allows the assessment of multiple layers of enabling and authorization 

by considering secondary audiences (both domestic and external), which play a key 

role in legitimizing the primary audience's undertaking of security action.  To sum 

up, audiences are not the same across different contexts nor they are necessarily 
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bound to a universal task or trait.  Thus, this work will determine what are the 

audiences and assess their role based on empirical evidence in the analysis.  

3.3.4 Strategies and Techniques  

Drawing from previous discursive work on legitimation, this dissertation unfolds 

across two analytical dimensions: first, the ideological and discursive foundation 

of legitimation, and second, the variety of discursive legitimation strategies used 

for the process of (de)legitimation (Vaara, 2014). 

As previously mentioned, institutional theory has extensively analysed the 

discursive aspects of legitimation and how issues are framed. Other scholars have 

further explored the rhetorical elements of legitimation. For instance, Suddaby and 

Greenwood (2005) explored the role of rhetoric in legitimizing institutional 

changes by analysing the discursive struggles between proponents and opponents 

of change. They outline five theorizations of change that actors use as legitimation 

strategies in the context of institutional change: ontological (rhetoric based on 

premises stating what can or cannot exist or co-exist), historical (appeals to history 

and tradition), teleological (divine purpose or final cause), cosmological (an 

emphasis on inevitability) and value-based theorizations (appeals to wider belief 

systems). By employing these strategies, actors aim to influence the audiences’ 

perceptions and attitudes towards them, attempting to establish their integration 

within the institutional landscape.  However, other scholars have adopted a critical 

discursive perspective and have identified the following legitimation strategies:  

normalization (exemplification of ‘normal’ function or behaviour), authorization 

(authority construction), rationalization (rationale), moralization (moral basis), and 

narrativization (construction of a compelling plot) (Vaara et al., 2006). Varaa et al. 

(2006) illustrates these strategies as a model for analyzing how organizational 

phenomena are legitimated through media discourses and highlight how these 
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strategies have been particularly employed at moments of organizational 

restructuring and change.  

Despite delineating these broad categories, the critical discursive perspective 

highlights the ‘abductive’ nature of the analysis. In other words, the theoretical 

ideas are developed alongside the empirical analysis. Vaara (2014, p. 503)’s critical 

discourse analysis on the legitimacy crisis of the Eurozone as a transnational 

institution highlights how narrative “draws on and reproduces broader-level 

discourses and even ideologies”. ‘Nationalism’, for instance,  is a complexity of 

discourses that is founded on nationalist ideology and interconnected with national 

identity building.  These findings reinforce Suchman’s (1995, p. 587) argument that 

the most effective legitimation strategy is often to ‘conform to environments.’ 

However, he also notes that an organization can gain legitimacy by manipulating 

rather than conforming to the environment (Suchman, 1995).  

Particularly in times of crisis, securitization is a core legitimation mechanism as it 

allows emergency measures to be adopted to respond to new security demands. 

Securitization is ‘endogenous’ to the legitimation process as it both requires the 

legitimacy of the speaker to succeed and reproduces further legitimation to operate 

(Olesker, 2018). Balzacq (2015, p. 3) notes that the greater the ability of leaders to 

legitimize their security practices, the less likely they are to be opposed. Despite 

recognizing the importance of other discursive techniques at work, this work 

emphasizes securitization based on the observation that emergency measures such 

as cyber surveillance are typically justified by the language of ‘insecurity’ (Yang, 

2022). The discursive production of targets is closely linked with the discursive 

legitimation of securitizing actors. For instance, Mott (2016) argues that the public 

political discourse in the UK about cyberterrorism is significantly influenced by 

narratives portraying anonymous protectors as security shielding the public and 

critical infrastructure against anonymous threats to security. The way threats are 
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discursively constructed helps to justify the actions taken to counter these threats, 

as Aradau and Blank (2015, p. 21) point out in the context of widespread bulk 

surveillance:   

“The production of knowledge by intelligence agencies is justified through the 

detective work that finding the ‘needle in a haystack’ requires and the spectre of 

the unknown terrorist who can be discovered through carefully combing the 

hay[,]or using a magnet to draw out the needles.” 

Nevertheless, while certain technologies are purposefully designed to make the 

targeting process less transparent, the targets are not often granted anonymity. This 

is because securitization technologies tend to give faceless threats a face to justify 

better the use of ‘appropriate’ measures against the perceived threat. Derek Gregory 

(2011) explains how cyberspace is an important domain of ‘everywhere war ‘where 

the boundaries between civilians and combatants are blurred. This global fight on 

terrorism changed the conduct of modern warfare where state violence is 

increasingly directed towards individuals rather than other states. Civilians are 

considered potential combatants, thus, merit the attention of the technologies of war 

(Gregory, 2011, p. 247).  

Integrating securitization and legitimation theories allows for a more robust 

explanatory model for the acceptance of cyber-surveillance practices. It can explain 

not only how these practices are framed as necessary for security but also how they 

navigate broader societal norms and values to gain legitimacy. In this way, the 

combined framework avoids the pitfalls of viewing the phenomenon through a 

single theoretical lens, which might lead to an incomplete or biased understanding. 

It acknowledges that the process of legitimizing cybersurveillance is multifaceted, 

involving both the construction of security narratives and the pursuit of broader 

societal acceptance. This dual focus enhances the framework's explanatory power, 
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making it better equipped to account for the various strategies employed by cyber-

surveillance companies and the diverse reactions from different stakeholders. 

 

    4. Research design and methodology  
 

The main objective of this study is to examine the strategies employed by the NSO 

Group to legitimize cyber surveillance practices. Despite acknowledging the global 

dimension of surveillance, the study focuses on the state-level of analysis due to 

the interest of assessing the role of the local context of Israel. The time frame 

selected for this research goes from 2016, as several lawsuits emerged at that time 

alleging the NSO Group’s involvement in numerous human rights violations 

through its spyware, until 2022. This allows us to analyse potential shifts in the 

institutional approach and company’s discourses after the 2018 legitimation crisis 

derived from the killing of the Saudi journalist Khashoggi and the consequential 

Pegasus project’s revelations.  

 

4.1 Single Case Study Design 

According to Yin (2009), Single Case Study design offers several benefits when 

conducting research questions to understand the underlying reasoning or 

procedures behind a specific action or behaviour. First, it is useful for investigating 

the development of a phenomenon through a “contemporary set of events over 

which the investigator has little or no control” (Yin, 2013, p.  1913).  Second, it 

allows for a thorough exploration of the process that explains the outcome of 

interest. Thus, a single case study design seems suitable for this research, providing 

a comprehensive analysis of real-life phenomena within time constraints. However, 
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this study design implies a major limitation, namely that the findings cannot be 

extensively generalized to other contexts. Therefore, the final aim is not to reach a 

generalizable theory but to focus on a particular local context and investigate how 

legitimation strategies for adopting cyber-surveillance technologies are framed 

based on this context. 

 

Although there are many other cases around the world of cyber-surveillance 

companies being accused of human rights violations, the NSO group has been 

selected for two main reasons. First, this company represents one of the most 

apparent cases of human rights abuses, proelled to undertake a public campaign to 

legitimize its activities after extensive investigations.  As multiple media sources 

and research groups have stated, the main allegations against the Israeli company 

are that they have supplied products “to governments known for outrageous human 

rights abuses, giving them the tools to track activists and critics” (Amnesty 

International, 2019, p. 37). While the company repeatedly claims to adopt an ethical 

business governance approach, evidence points to the contrary in various instances. 

For example, The Citizen Lab’s series of reports revealed the Mexican 

government’s use of the NSO Group’s Pegasus spyware to target individuals 

believed to have crucial information concerning sensitive governmental issues 

(Scott-Railton et al., 2017). 

 

Secondly, the selection of the NSO Group is motivated by practical considerations. 

The empirical evidence for the case of NSO is vast, helping develop a fruitful 

analysis and adding to the available literature. In response to the allegations, the 

company embarked on a legitimation campaign, releasing public interviews in 

various local and international newspapers. Finally, the local context in which it 

was developed provides an interesting case study. Israeli society has a long and 

unique tradition of securitization closely related to excessive state surveillance 
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(Kimmerling, 2009). Israel has been referred to as ‘the start-up nation’ because, 

despite its small size, it managed to enter the club of pioneer countries in cyber 

technology. Moreover, it boasts the highest per capita concentration of cyber 

companies, reaching 0.33 per 100,000 people, compared to 0.04 and 0.16 for the 

US and the UK, respectively (Zureik, 2020).  

 

4.2 Methodology: Critical Discourse Analysis  

Discourse analysis is an “obvious method” to study and analyse securitization and 

legitimation as it uses a broad method of investigation that encompasses several 

dimensions but with a particular focus on linguistic elements (Leonard & Kaunert, 

2019, p. 21). However, as previously established, this research adopts a combined 

theoretical framework in which securitization is one of multiple legitimation 

strategies, which requires an investigation not only of the speeches but also of the 

existing contextual factors as well as non-discursive legitimizing practices.  

 

Critical Discourse Analysis (CDA) provides a good methodological fit because it 

is “not interested in investigating a linguistic unit per se but in analyzing, 

understanding and explaining social phenomena that are necessarily complex and 

thus require a multidisciplinary and multi-methodical approach” (Wodak & Meyer, 

2015, p. 2). CDA also highlights the intersubjective construction and interpretation 

of reality compared to Content Analysis, which assumes that reality is objective 

and static. In this sense, Fairclough (2003) argues that discourses should ideally be 

analysed simultaneously at three levels: text (microlevel textual elements), 

discursive practice (the production and interpretation of texts), and social practice 

(the situational and institutional context). From this perspective, legitimation can 

be considered a core process addressing the issue in question but also encompassing 

broader social and political implications. To provide a comprehensive 
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understanding of NSO’s legitimation, this research will consider public statements 

of representatives of the NSO’s Group on various media and the regulatory 

frameworks and public reports containing governmental and civil society’s 

considerations over the NSO’s practices.  

 

However, CDA is not without limitations. First, the ideal application of CDA 

requires a transdisciplinary research effort, combining the skills and ideas of 

linguistic and social science scholars, which is outside the possibility of this 

research project (Fairclough, 2005). Second, in practice, analysing specific pieces 

of text in great linguistic detail while simultaneously mapping broader social 

dynamics presents a challenge. Third, the selection of texts and generalization in 

such analyses represents an additional limitation for researchers adopting CDA. 

Finally, some scholars have argued that CDA highlights whether securitization has 

happened or not and how it has manifested, but it does not highlight why the 

securitizing move occurred. Thus, they suggest process tracing as the most suitable 

method for determining the social mechanisms underlying a phenomenon. While 

process tracing can help explain the causal connection between contextual elements 

and legitimation practice, this research still considers CDA the best methodological 

fit for merging the role of linguistic legitimation and the broader societal context.  

The CDA will be conducted with the support of the quality analysis software 

Atlas.ti, which allows the organization of the selected texts and systematically 

conducts the analysis in a time-effective manner. In addition to creating codes, 

Atlas.ti helps quantify and visualize the data to provide the answer to the research 

question.  

 

The analysis unfolds as per the following steps.  
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1. Corpus: The first step is to identify the relevant texts containing information 

pertinent to answering the research question. Due to the impossibility of 

direct interviews with the NSO’s groups, the text corpus is comprised of 12 

interviews that NSO’s spoke persons released to national and international 

news outlets. The interviews are selected through purposive sampling, 

considering text from different time periods to observe variation before and 

after the 2018 legitimation scandal. The major limitation consists of the 

language barrier as some of the texts are in Hebrew. To mitigate the risk of 

misinterpretation due to automatic translation, two different translation 

applications were used (namely Yandex Translate and Google Translate) 

and double-checked with a native Hebrew speaker. Additionally, this study 

considers 6 documents or public releases from the NSO Group’s website, 

including its Transparency and Responsibility Reports and Human Rights 

policy. The 18 selected texts provide enough evidence for the analysis, as 

adding further text would be a repetition and would not be possible due to 

time constraints (see Annex A). Two groups of documents were created: one 

containing 4 documents from before the 2018 legitimation scandal and 

another one with 14 documents from after the 2018 legitimation scandal. 

There is an asymmetry between the number of documents in each group, 

which is dictated by the lack of interviews released by NSOs before 2018.  

2.  Coding: Using Atlas.ti, the analysis starts with a detailed reading of the text 

corpus and identifies specific quotes that reflect the legitimation strategies 

and ideologies of NSO Group. This study adopts a combination of inductive 

and deductive coding approaches: creating a coding scheme based on the 

data while drawing from previous studies to identify legitimation strategies 

(see Annex B). The analysis of the text resulted in the identification of 7 

distinct codes reflecting the legitimation strategies adopted:  
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a. Countermeasures: This strategy outlines actions to respond to 

threats, challenges, or investigations. The main discursive markers 

are the delineation of measures in place or to be adopted to mitigate 

the risks of abuses.  

b. Moralization: This strategy involves framing actions or policies as 

morally right and appealing to ethical values and principles to justify 

them. The main discursive markers emphasize ethical values and 

principles, adherence to human rights regulations, unprecedented 

transparency, and use of emotive language and moral evaluations.  

c. Negation: This strategy involves refuting accusations or 

downplaying negative aspects to legitimize a particular stance. The 

main discursive markers are the use of negations and refuse of 

allegations. 

d. Normalization: This strategy involves making actions or behaviours 

appear standard and in accordance with existing regulations and 

policies. The main discursive markers are passive constructions to 

obscure agency and present actions as normal or authorized. 

e. Patriotism: It refers to the framing of actions or policies as an 

expression of national pride and loyalty. The main discursive 

markers are instances of national pride, appeal to national identity 

and values and reference to Zionism. 

f. Secrecy: This strategy involves justifying actions or policies by 

emphasizing the need for confidentiality and discretion. The main 

discursive markers appeal to protecting sensitive information but 

also avoiding answering questions. 

g. Securitization: This strategy involves framing issues as security 

matters, thereby justifying extraordinary measures. The main 

discursive markers are references to threats, the use of divisive 
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constructions (us vs. them), and the emphasis on the need to protect 

lives and the security of the country. 

 

3. Visualizing and interpreting results: The software Atlas.ti automatically 

provides the quantitative results of the analysis. For visualizing the data, 

this research opted for a code-document table automatically generated by 

Atlas.ti (see Table 1). The data have been normalized to ensure the 

comparison is meaningful, and code frequencies have been adjusted to 

account for differences in document length or the number of documents in 

each group (see Table 2). The tables allow us to identify the frequency and 

distribution of codes across different texts, comparing before and after the 

legitimation scandal. Moreover, the qualitative analysis of the texts 

uncovers how language is used to legitimize cyber surveillance practices. 

The findings will be discussed in comparison with the previous literature 

and theoretical framework. 

 

4. Analysis  
 

Cyber surveillance practices have raised concerns due to the elevated risk of human 

rights violations and lack of accountability mechanisms. Analysing the discourses 

of a private cyber surveillance company, whose business is selling surveillance 

technologies, would prove essential to understanding the proliferation of these 

tools. Although a historical analysis of all the public utterances of the NSO Group 

is beyond the scope of this research, this chapter critically analyses some discourses 

before and after the major scandal concerning the assassination of the journalist 

Khashoggi in 2018. The scandal is a watershed moment as it triggered a series of 
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investigations that brought to light the extensive scope of human rights violations 

embedded in the use of the Pegasus spyware. After describing the NSO Group and 

its origins, the results of the Critical Discourse analysis will be discussed, 

highlighting the major legitimizing narratives. 

5.1 The NSO Group  

The NSO Group was founded in 2010 by Israeli entrepreneurs Niv Carmi, Shalev 

Hulio, and Omri Lavie, former Israeli signals intelligence operatives. The NSO 

Group emerged as a follow-up to Communi-take, a company that provided tech-

support workers with the possibility of taking over and repairing customers’ mobile 

phones remotely (Kotliar & Carmi, 2022). According to the founders, a European 

intelligence agency learned about CommuniTake and asked them to develop a 

similar product that would operate without users’ knowledge and consent. As 

explained by the award-winning New York Times journalist Nicole Perlroth (2021) 

in her book This is How They Tell Me the World Ends, governments played a major 

role in creating a marketplace for software exploits. Many governments and 

security agencies, including the United States National Security Agency (NSA), 

have engaged private hackers to turn software flaws into weapons. This has led 

professionals in the cybersecurity industry to consolidate and offer their expertise 

through secretive firms that function as government contractors for cyberweapons. 

These companies ‘scan software for vulnerabilities, develop malicious code to 

exploit them and then sell (or license) the resulting hacking tools to governments 

(Papademetriou, 2021, p. 199).   

Over the years, governments have increasingly relied on these contractors for 

intelligence gathering. According to data from the Carnegie Institute’s global 

inventory of commercial spyware, at least seventy-four governments have acquired 

spyware or digital forensic technology between 2011 and 2023 (Feldstein & Kot, 
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2023). Two factors have driven this development: the global proliferation of mobile 

technology, making cell phones potential targets for government surveillance, and 

the increasing adoption of end-to-end encryption technologies, which restricted 

access to private communications. Surveillance companies provide governments 

with a potent workaround. The NSO Group seems to be one of the first companies 

to exploit the opportunity resulting from governments’ desire to circumvent cell 

phone encryption. In the early 2010s, they started selling the surveillance tool 

‘Pegasus’ to foreign government agencies. The malware allows remote control of 

targets’ devices, including access to calls, messages, and location data, without 

leaving any trace (Perloth, 2021, p. 178). This so-called ‘zero-click technology’ has 

been considered by security researchers at Google’s Project Zero “one of the most 

technically sophisticated exploits we’ve ever seen.’’ (Google Project Zero, 2021). 

The demand for Pegasus from numerous governments, ranging from Mexico to 

Saudi Arabia to Finland, supported the rapid growth of the NSO Group. Some 

investigations revealed that the sale of Pegasus was highly lucrative. By November 

2021, NSO had become the largest firm in the Israeli spyware industry, boasting a 

valuation exceeding US$1 billion (Kaster & Ensign, 2021). Despite the efforts of 

Apple and other technology companies to thwart such spyware, the NSO team 

could develop stronger versions, also thanks to the funds and expertise derived from 

personnel with backgrounds in the Israeli intelligence service.   

 

5.2 Legitimation crises: The Khashoggi murder  

NSO argues that the software was originally developed in response to the need of 

law enforcement agencies to overcome the ‘blindness’ caused by encrypted 

communication, effectively prevent terrorist attacks, and dismantle criminal 

organizations (Kotliar & Carmi, 2023). However, spyware capabilities are highly 
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invasive, as when an operator infects a device, it gains “complete and unrestricted 

access to all sensors and information on infected devices, effectively turning most 

smartphones into 24-hour surveillance devices” (Human Rights Council, 2022, p. 

3). As such, spyware can be used to intimidate journalists, activists, and the 

opposition in general, suppressing media reporting and silent dissent. Tools such as 

Pegasus enable agents to “get inside a political exile’s entire network without 

setting foot inside the target’s adopted country,” avoiding the risks associated with 

traditional espionage (Deibert, 2023, p. 84). Thus, investigations have revealed the 

exploitation of spyware for transnational repression. One of the biggest scandals 

that brought light to such misuse was the killing of the exiled Saudi journalist Jamal 

Khashoggi in the Saudi consulate in Turkey. After the assassination, the 

investigators found out that the devices of people close to Khashoggi were infected 

with Pegasus, leading to the assumption that Saudi intelligence exploited the 

information gathered thanks to Pegasus to plan and execute the murder of the Saudi 

journalist (Feldstein & Kot, 2023). As a result of this major scandal, in 2021, 

sixteen media outlets formed a consortium under the name of Pegasus Project to 

investigate the NSO Group’s spyware. Forbidden Stories and Amnesty 

International, two members of the Pegasus Project, got access to a list of fifty 

thousand phone numbers that were ‘selected for targeting’ by NSO contractors. 

Analysis indicated that these numbers were concentrated in ten countries: 

Azerbaijan, Saudi Arabia, the United Arab Emirates (UAE), Bahrain, Hungary, 

India, Kazakhstan, Mexico, Morocco, and Rwanda, all of which have been NSO 

clients and have a history of citizen surveillance (Amnesty International, 2021). By 

matching the numbers to specific individuals, the investigators identified more than 

one thousand targeted individuals, including “several Arab royal family members, 

at least 65 business executives, 85 human rights activists, 189 journalists, and more 

than 600 politicians and government officials — including cabinet ministers, 

diplomats, and military and security officers'' (Priest et al., 2021). Later on, 
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Amnesty, together with other forensic groups and government agencies, confirmed 

that around 150 devices had been hacked, including the phones of dozens of U.S. 

Diplomats who used foreign numbers when working abroad (Amnesty 

International, 2021). The investigation sparked outrage against the work of NSO 

Group and pushed the U.S. to blacklist NSO Group, almost driving the firm to 

bankruptcy (Feldstein & Kot, 2023). Nevertheless, NSO’s activities are 

increasingly growing, and the cyber surveillance industry is flourishing. Between 

2011 and 2023, at least seventy-four governments, both authoritarian and 

democratic, contracted with private spyware vendors (Feldtein & Kot, 2023). Israel, 

in particular, is the leading exporter of spyware and digital forensics tools 

worldwide, with fifty-six out of the seventy-four governments procuring 

commercial spyware from firms that are either based in or connected to Israel, such 

as NSO Group, Candiru, and Cellebrite (Feldtein & Kot, 2023). 

 

5.3 Research Findings  

To understand NSO Group’s legitimation strategy, this research adopts Critical 

Discourse Analysis to examine 18 documents containing NSO Group’s public 

statements and interviews. The purposely selected documents are divided into two 

groups for comparison: before and after the 2018 scandal. However, before 2018, 

4 documents were selected as relevant for answering the research question as they 

were the only ones publicly available that featured NSO interviews or public 

statements. The scarcity of data from before 2018 points to the company's secrecy. 

The murder of Khashoggi marked a turning point. After the scandal, NSO emerged 

from its previous obscurity and began a deliberate effort to defend and legitimize 

its operations, going from years of reticence to engaging in its practices' vocal and 

public legitimization (Kotliar & Carmi, 2023). When faced with accusations of 
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malpractice or involvement in scandals, security companies often shift from a low-

profile stance to an active public relations campaign. Engaging in public discourse 

allows these companies to reassure stakeholders and maintain client trust, 

mitigating the reputational damage. By addressing concerns directly and 

transparently (or at least appearing to do so), companies aim to restore confidence 

and prevent loss of business or regulatory backlash (Ashforth & Gibbs, 1990). 

Thus, NSO’s reaction reflects a common pattern of companies involved in 

legitimation crises. 

5.3.1 Common Legitimizing narratives 

All the selected speeches reflect a consistent logic adopted by the NSO Group in 

legitimizing its activities by emphasizing its role. The analysis points to a slight 

variation in tactics after the 2018 scandal. An attentive reading of the articles and 

documents revealed recurring themes and discursive markers leading to identifying 

seven main legitimation strategies. The combination of inductive and deductive 

approaches allows flexibility in creating a coding scheme based on the data while 

considering previous studies and theories, such as the ones illustrated in the 

theoretical framework (Suddaby & Greenwood, 2005; Vaara et al., 2006).  
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Table 1. NSO’s legitimation strategies before and after the 2018 scandal 
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Table 2. NSO’s legitimation strategies before and after the 2018 scandal with data 

normalization 

 

Table 1 and Table 2 show the analysis results. The Columns represent the document 

categorization based on before and after the 2018 legitimation scandal: the first 

contains counts and percentages for 14 documents and 169 instances, and the 

second contains counts and percentages for 4 documents and 20 instances. Due to 

the high difference in the number of documents available before and after the 2018 

legitimation scandal, Table 2 provides a more accurate representation of the results 

thanks to data normalization. 

Among the identified strategies, securitization appears to be the most frequently 

adopted, particularly after the scandal related to Khashoggi’s assassination. 
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Moralization, detected in the text based on the appeal to emotions and moral 

judgments, is the major strategy adopted in the public statements before the scandal, 

followed by negation, normalization, and securitization. Despite Patriotism not 

being the major technique adopted by the NSO Group, it still plays a significant 

role in understanding how local context influences their legitimation strategy. In 

this chapter, three legitimation strategies, namely patriotism, moralization, and 

normalization, will be explored qualitatively to provide a comprehensive 

understanding of NSO Group's approach to maintaining legitimacy amidst 

controversy.  

 

Patriotic legitimation  

Several discursive markers were considered to identify instances of patriotic 

legitimation, such as framing actions or policies as expressions of national pride 

and loyalty and appeals to national identity and values. According to the results, 

NSO appeals to the sense of patriotism but only to a limited extent and more 

prominently before the legitimation crisis. As mentioned in the theoretical 

framework, scholars have shown that legitimacy is achieved when the object of 

legitimacy, in this case, cyber surveillance tools such as Pegasus, is ‘culturally 

aligned’ with audiences’ expectations (Suchman, 1995). Particularly before the 

2018 scandal, NSO explicitly built its identity as an Israeli company. One of NSO’s 

founders, Shalev Hulio, recounted in an interview:  

“The truth is that we didn’t quite understand what they [the intelligence agency] 

wanted. So, we said: ‘But what is your problem with gathering intelligence?’ you’re 

sitting inside the phone carrier. They said we didn’t really understand and that the 

situation was grave. ‘We are going dark. We are getting blind!’ were the exact 

words they used. ‘Help us.’[…] At the time, we knew nothing about this world […] 
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And then the police forces and Europe’s intelligence agencies told us: ‘With the 

technology you developed, you could help us solve this problem.’ So, us being 

Israelis and hearing we had a technology that could save lives, we immediately 

said: ‘Tell us what you need, we’ll do it” (Bergman, 2019). 

 Analysing this quotation, it becomes apparent that national identity plays a role in 

justifying NSO’s creation and operation. Hulio portrays these needs metaphorically 

as ‘darkness’ or ‘blindness’ that have fallen upon these agencies with the 

widespread adoption of mobile phones, thereby justifying their operations as acts 

of benevolence in response to requests from European agents for assistance from 

Israeli entrepreneurs. Moreover, in April 2021, NSO sponsored and organized the 

‘Blue and White Convention’ with Calcalist, an Israeli daily business newspaper 

for Israel’s Independence Day revolving around the successes of Israel's high-tech 

industry. In this context, Ramon Eshkar (2021), NSO’s VP Client Executives, also 

wrote an op-ed in which he states: 

“In this op-ed, I will share with you in a few words how strong and clear the 

connection between such a week [that includes Israel’s Memorial Day and 

Independence Day] and NSO and how consistent concepts such as Zionism, 

Israelism, and values are with everything NSO does”. 

Beyond the Israeli identity, he highlights the company’s involvement in the 

Independence Day Celebration and embracement of Zionism, which refers to the 

political ideology that envisaged Palestine as the land to realize a ‘State of the Jews’ 

through settler-colonization (Herzl, 1896). Additionally, Eshkar claims to discuss 

the ‘very big things’ NSO does, but it evades the company’s main product and 

intrusive cyber-surveillance activities. Instead, it describes the volunteer work of 

NSO employees and how they join search and rescue activities after earthquakes or 

floods worldwide, arguing: “It is done with no questions asked and no cost check, 
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simply to help save lives. Because we are Israelis, and for us, values are more than 

just words. They are actions.” This quote not only echoes NSO security-related 

arguments but also frames the company’s culture as allegedly aligning with Israeli 

values and identity.   

Another tactic NSO employs, often combined with negation, is portraying 

themselves as victims. Namely, they frame the accusations against the company as 

part of a coordinated, anti-Israeli, or even antisemitic campaign. For example, as 

Forbidden Stories revealed a target list comprised of 50,000 phone numbers, Hulio 

responded with the following: 

Hulio: It seems like someone decided to target us directly. This is not a coincidence. 

There is a threat to Israeli cyber [companies] in general. There are so many cyber 

intelligence companies worldwide, but they only focus on Israelis. […]  

Interviewer: By whom? 

Hulio: I believe that, in the end, it is either Qatar or BDS or both. […] This story 

would not have happened if we were operating in the US or the UK. A large part 

of what we endure stems from the fact that we are Israelis. (Limor, 2021) 

This narrative suggests that the criticism against NSO arises not from their invasive 

surveillance practices but from their national identity. Hulio suggests that Israel’s 

so-called antagonists, such as Qatar and the Boycott, Divestment, and Sanctions 

(BDS) movement that calls for an end to international support for Israel’s 

occupation of Palestine premised on international law, have purposedly targeted the 

company. Therefore, this narrative highlights that NSO and its Israeli audience 

share the same antagonists and threats due to their shared national identity. This 

approach aligns with populist thinking and Israeli Prime Minister Netanyahu’s 

populist politics (Leslie, 2017), showing NSO’s challenges and the Israeli 
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‘collective threats’ as deeply intertwined. By sharing virtues and challenges, NSO 

portrays itself as a bearer of Israeli national values to gain legitimacy from the local 

audience.  

Moralization 

Connected to patriotism, a more universal legitimation strategy emerges from the 

analyzed text. The main discoursive markers for this strategy are emphasis on 

ethical values and principles, adherence to human rights regulations, unprecedented 

transparency, and use of emotive language and moral evaluations. These elements 

aim to portray NSO as a moral company in contrast with the public image related 

to Khashoggi’s murder scandal. 

In response to allegations of complicity in the killing of journalists, NSO launched 

a public campaign to distance itself from the episode, denying its involvement and 

arguing its objection, in principles and ethics, to the killing and, more broadly, to 

the target of journalists. Addressing the issue, Hulio stated:  

“ First of all, and I will tell you this as a person and as an Israeli, what happened 

with Khashoggi is in my view a shocking murder, which was also committed in a 

stupid way. Killing a journalist over opinions is terrible. No one should be offended 

by what they say or what they write’’ (Bergman, 2019). 

Julio further highlighted the need to break the silence to respond, both for NSO 

workers and the broader public: "This case is shocking to us. So, we're asking for 

one to check; two to tell us as employees what it was; and three to go public with 

it. And I was hurt for the first time. I took it to heart." (Yediot, 2019) This statement 

points to NSO’s public campaign tension between the need for secrecy as a cyber-

surveillance firm and the need for transparency. Julio also emphasizes that their 

willingness to go public is unprecedented and uncharacteristic in the industry, 
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showcasing their legitimizing potential. As such, they position themselves as 

promoters of further transparency: 

“The industry should be more transparent,” Hulio says. “Each company should be 

much more accountable for who they sell to, who are the customers, what is the end 

use for each customer”  (O'Neill, 2020). 

This intention was further formalized in June 2021 with the publication of its 

Transparency and Responsibility report in which NSO claims they ‘will engage in 

good faith with any credible independent expert, including human rights defenders 

and others from civil society organizations’. However, the report lacks specifics 

concerning who these collaborators are, what their engagement entails, and how 

NSO considers them. Further interviews from the analyzed texts do not elucidate 

how they concretely implement transparency policies. The use of strategic 

ambiguity allows NSO to appear cooperative and transparent while avoiding 

concrete commitments and accountability. This resembles the so-called ‘ethic 

washing’ of Silicon Valley's tech giant, which refers to companies’ emphasis on 

their self-regulatory mechanisms to overshadow external accountability. NSO aims 

to legitimize its practice by highlighting its ethical standards, transparency, and 

willingness to cooperate with external auditors, but in practice, its transparency 

cannot be proved and does not suffice to make the company accountable.  

Another notable technique involves using emotional appeals to evoke moral 

outrage from the audience that would legitimize NSO’s operations and outweigh 

the investigation and reports about its misuse. Emotions are also leveraged to justify 

the need to sacrifice someone’s privacy over security concerns:  
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As a father, do you really, heaven forbid, want someone to harass your daughter 

online, or heaven forbid harass her… You want her to be able to travel safely on 

the bus. You want tools like these. Enough of this hypocrisy. (Staff, 2022) 

This emotional language and personal appeal are often combined with 

securitization to strengthen the audience's support for extraordinary measures. The 

next chapter will explore this aspect further. 

Normalization   

Beyond patriotism and general moralization, NSO’s legitimation campaign also 

involves various discursive techniques to portray itself as an ordinary tech 

company. The main discursive markers for normalization are presenting actions as 

standard, routine, or per regulations and using passive constructions to obscure 

agency. In particular, it emphasizes compliance with regulatory frameworks and 

standardization within the cyber industry. For instance, the company claims that it 

does not operate the surveillance system itself but merely installs it and provides 

guidance before stepping back. In an interview released in 2017 to the Israeli 

magazine ‘Calcalistech’, another of the NSO’s founders, Mr. Lavie, stated:  

“At the end of the day, when a government decides to make this or that decision, I 

can tell you that we at NSO Group have done everything in our power to avoid 

getting into such a situation. We have no way to know what they do with the system. 

I don’t want to know. I don’t want to be an intelligence partner.” (Shalev, 2017) 

Mostly before the 2018 scandal, NSO spokespersons explained in multiple 

instances that the company is just a technological one only responsible for the 

production and not the use of their products. After the scandal, NSO highlights the 

diverse portfolio of products, which goes beyond the Pegasus spyware to reinforce 

a public image of a flexible technology provider rather than an active participant in 
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intelligence operations. In the 2021 Transparency and Responsibility report, NSO 

describes itself as follows:  

“NSO is a technology company with a range of products, including those designed 

to augment data analytics capabilities by law enforcement and intelligence 

agencies, improve search and rescue efforts, [and] implement effective counter-

measures against incursions by drones.’’ (The NSO Group, 2021, p. 6).  

Another normalization strategy adopted by the company can be found in 

declarations that highlight the positive and proactive approach towards regulation 

by voluntarily subjecting itself to internal as well as external oversight:  

"We want to be under the regulatory oversight of the Ministry of Defence. We have 

been monitoring our own initiative since 2010, although the Cyber Security 

Regulation Act was only written in 2017. We've never done a single transaction 

that wasn't monitored." (Limor, 2021) 

As a cyber weapons exporter, at the domestic level, NSO is subject to the Israel 

Defense Export Control Agency (DECA), which controls the export licenses and 

oversees all their activities with international customers.  Additionally, NSO argues 

that it adheres to European and U.S. regulations despite not being legally required, 

indicating an effort to align with the highest international standards and reassure 

stakeholders of their commitment to lawful operations (Shalev, 2017). 

Nevertheless, the results of the committee of inquiry set up by the European 

Parliament in 2022 to investigate alleged contraventions, or maladministration in 

the implementation, of Union law as regards the use of the Pegasus and equivalent 

surveillance spyware (‘PEGA’)  highlighted the numerous abuses of spyware as a 

threat to democracy and fundamental rights (Veld, 2023). 
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Furthermore, NSO felt compelled to strengthen its commitment to regulatory 

compliance and through the adoption of United Nations Guiding Principles on 

Business and Human Rights (UNGPs), the OECD Guidelines for Multinational 

Procedure, and the Human Rights Due Diligence Procedure in April 2020 

(Transparency and Responsibility Report, 2021, pp. 8, 20). As legitimation scholars 

have demonstrated, organizations frequently respond to normative pressures by 

aligning with norms established by external entities, such as international 

organizations and regulatory bodies (Suddaby et al., 2017, p. 19). By publicly 

embracing universal standards, NSO seeks to attain ‘regulative legitimacy’ and 

present itself as a law-abiding company to counter the criticism. However, as will 

be further explained in the following chapters, the ratification of international 

treaties does not suffice as it mainly relies on self-monitoring due to the lack of 

mechanisms to ensure compliance.  

5.3.2 The role of Securitization theory  

Securitization appears to be the most prominent legitimation strategy after the 2018 

scandal. When the company decided to come out of the shadow, it embarked on a 

legitimation campaign explaining its origins and highlighting its ultimate goal is ‘to 

save lives’.  As previously mentioned, NSO’s main raison d’être lies in overcoming 

the ‘darkness’ that has fallen upon law enforcement agencies due to the diffusion 

of mobile phones and the adoption of encryption technology. In an interview for 

the Israeli newspaper Yediot from 2019, Hulio explained: 

“In 2007, the first iPhone broke into our lives. It came with a set of encryption 

capabilities that were previously unavailable to ordinary citizens. So, [for 

example,] if you are now plotting a robbery, murder, acts of paedophilia or rape 

over a social network or an instant messaging app, the police, the Shin Bet, or any 
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other law enforcement [agency] has no way of gathering intelligence about you 

and prevent this crime using previously used methods” (Bergman, 2019). 

This quote is an example of securitizing discourse that repeats 65% of the 

company’s public declarations and interventions after the 2018 legitimation 

scandal, according to the normalized results of the Critical Discourse Analysis (see 

Table 2). The framing of surveillance as necessary to fight against security threats 

such as robbery, murder, paedophilia, rape, and terrorism is included in most 

descriptions of the company’s work. As explained in the theoretical framework, 

when an issue is presented as a security issue, it is cemented as objectivity and 

requires countermeasures. In these and other public statements and interviews, 

NSO portrays the growing use of encrypted communication as a perilous shift that 

significantly disadvantages law enforcement agencies, allegedly hindering national 

security. While encryption protects user privacy, NSO leaders consistently argue 

that it poses a security risk due to law enforcement agencies' limitations in 

monitoring their targets (Mols & Janssen, 2017). In the op-ed published by the 

Calcalist, NSO spokesperson Ramon Eshkar (2021) highlighted the trade-off 

between privacy and security by claiming: 

“We are all fanatics of our privacy, it is just as important to us that our world is 

better and safer, that a child gets on a train and doesn't become a victim of a 

terrorist attack, that a child surfs the Internet without falling into the hands of a 

pedophile.” 

Eshkar’s language shows his attempt to empathize with the audience, sharing their 

privacy concerns. However, he appeals to the security of the most vulnerable, 

namely the children, and highlights the need for countermeasures to protect them 

from paedophiles and terrorists. NSO Group focuses on paedophilia to resonate 

with both domestic and international audiences due to the high sensitivity and 
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emotive nature of the issue. In Israel, the problem is particularly visible because 

many accused Jewish paedophiles from all over the world exploit the Law of 

Return, which allows any Jew to come to Israel as an oleh (immigrant) and become 

a national to evade justice and continue their abuses (Lee, 2020).   

Moreover, the link between paedophiliac and terrorism with cybersecurity threats 

lies the ground for the securitization of cyberspace, which justifies the need for 

states to control it. However, states often do not have the capacity to guarantee such 

control. Thus, technical experts like NSO possess a privileged role and authority 

because they can ‘provide the technology’ to states and implement security 

measures. Despite NSO being a non-state actor speaking security, its referent object 

is often represented by the state or the national security apparatus. The company 

takes pride in specific instances where it assisted law enforcement in preventing 

crime, such as the capture of the Colombian drug lord Él Chapo and ISIS. As Carlos 

argued in an interview with Yediot in 2019:  

“NSO's systems, for example, helped to better map the recruitment and transfer of 

ISIS volunteers from Europe to Syria and Iraq, and then track down those who 

returned to the West, including to his own country, a preferred target for Islamic 

State attack cells. One of those who returned and was under surveillance sent a 

WhatsApp message to his family one day saying he was going to become a martyr 

and blow up the subway. He was arrested by counter-terrorism officers as he put 

his foot on the first step on the way down into the station. Major disaster averted” 

(Bergam, 2019). 

The discursive construction of existential security threats, such as terrorism, aims 

to convince both domestic and international audiences that violating of the rule of 

law is necessary. Hence, NSO positions its surveillance capabilities as justified and 
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indispensable support for law enforcement agencies, arguing that these tools are 

necessary to restore national security hindered by the use of encryption technology. 

NSO Group as a non-state securitizing actor  

Traditionally, the state has been the main actor capable and willing to engage in 

securitization discourse; simultaneously, surveillance has been considered an 

‘inherent state function’ (Alexander & Krishna, 2022), particularly over national 

security. This research highlights how NSO, as a private actor, can also adopt 

securitization as a strategy for legitimation. Cyberspace enabled non-traditional 

entities to play a significant role in transcending national borders. However, to 

strengthen its legitimation potential, NSO has associated itself with recognized 

state entities and their proclaimed security needs. By associating its surveillance 

activities with law enforcement agencies and intelligence services, NSO can 

leverage its credibility and authority to legitimize its operations. Moreover, by 

claiming that the state of Israel oversees the licenses and export control, NSO 

implies an endorsement of the company’s activities and technologies. 

However, the status of NSO Group as a non-state actor presents certain advantages 

in terms of legal liability over human rights because of the state-centric nature of 

international law. International law can only indirectly address corporations’ 

actions through state enforcement mechanisms. The global scope of cyber torts, 

such as cyber surveillance, highlights a potential accountability gap as there are no 

redressal mechanisms against private companies engaged in human rights abuses. 

The UN and other international organizations have developed voluntaristic 

obligation mechanisms for private companies, requiring them to voluntarily 

commit to respect and safeguard human rights. In 2011, the UN Human Rights 

Council developed the “Guiding Principles of Business and Human Rights (the 

Guiding Principles)” to deter any business from violating human rights. 
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Nonetheless, principles are non-binding and rely solely on business acceptance and 

self-monitoring mechanisms. The NSO Group claims to align with the Guiding 

Principles and issued a Human Rights Policy in 2019.  In this document, the NSO 

Group recognizes the potential for human rights violations embedded in its products 

but leaves the responsibility of how it is employed to the clients, mostly 

governments but possibly private entities (Feldstein & Kot, 2023). For instance, in 

the Transparency and Responsibility Report, they note:  

“[Human rights] concerns are heightened because we are unable to monitor 

immediate use and have not yet determined whether there could be a technological 

solution to prevent customers from targeting vulnerable populations. We 

compensate through robust contractual terms that seek to institute processes 

aligned with international standards, and an enhanced review process aimed at 

screening out customers where the rule of law is weak, local laws do not meet 

international norms, or customers are unable or unwilling to provide sufficient 

assurances.’’ (The NSO Group, 2021, pp. 18-19) 

Using contractual promises from states with weak human rights records and lack of 

adherence to legal obligations is a weak mechanism to avoid abuses. Despite 

arguing to have ended multiple commercial contracts over the past years, the 

difficulty in identifying cases of abuse and the lack of safeguards for the victims 

also shows that these measures are unsatisfactory.  Thus, on one side, NSO 

leverages its connections to recognized state entities to enhance its authority to 

speak security and bolster its legitimacy. On the other hand, it exploits the 

advantages of being a private entity, avoiding accountability for human rights 

violations.  

Audience   
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As mentioned in the theoretical framework, securitization is an intersubjective 

process, in other words, the result of a negotiated enterprise between the speaker 

and the relevant audience. However, the role of the audience is a largely under-

theorized concept. Thus, it raises challenges when it comes to measuring it 

concretely. Analysing the interviews and public statements, some deductions can 

be made. First, NSO’s spokespersons released public interviews with both national 

and international news outlets in which they adopted similar narratives.  Despite 

offering a global narrative and adopting an almost universal logic, it is assumed that 

the securitizing speech is aimed at an Israeli audience.  NSO’s belief in and 

proclaimed embodiment of Israel’s core national values indicates their direct appeal 

to the Israeli audiences. In Israeli news outlets, the securitization strategy occurs 

more frequently, and it is often interlinked with patriotism. After all, the Israeli 

tradition of securitization intertwined with militarization and its preoccupation with 

terrorism results in more propensity to accept any measures, also in contrast to the 

rule of law, that can solve perceived security challenges.  

Furthermore, in the domestic media, the spokespersons often leverage emotions and 

their personal identity and values, such as being a father, to better emphasize with 

their audience and deliver the idea that they understand the audience’s security 

needs as their own. In an article for the Israeli newspaper Yediot in 2019, a senior 

European intelligence official named by the fictional name of "Carlos” highlighted 

the importance of Pegasus in the fight against what he describes as “matters critical 

to national security and the war on crime”. The support from European intelligence 

officers aims to reinforce the audience's acceptance of the threats' objectivity and 

the necessity of the services provided by NSO to tackle them. The spokespersons, 

who are all from high-level positions in the company and the European Intelligence 

official, enjoy a degree of authority over the audience and enough socio-political 

capital, making accepting their securitizing attempts more likely.  
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Despite a broad understanding of the reasons why there could be a high level of 

audience acceptance, measuring its true extent proves challenging. Evidence that 

cyber weapons concern the Israeli public points to contradictory conclusions. On 

one side, an Israeli writer argued that Israelis admire the art of making money and 

respect the high-tech industry because it enhances Israel’s global prestige and 

recognition (Aspril, 2021). It was not until Pegasus was found on Israeli citizens’ 

devices in 2022 that many in the public were suddenly concerned over potential 

abuses of technology and outraged about NSO (Loewenstein, 2022, p. 162). A poll 

by Amnesty International in 2021 revealed that most Israelis considered 

unregulated cyber weapons sales as ‘immoral’. Particularly those who identified as 

religious Jewish were mostly against the trade with unethical regimes (Benjakob & 

Yaron, 2021 in Lowenstein, 2022, p. 162).  However, as long as the Defence 

Ministry grants the export license, Aspril (2021) argues that the majority of Israeli 

Jews believe that ‘it must be good for the State of Israel’. Therefore, the Israeli 

audience seems to accept NSO’s narrative that the problem is not the company or 

the technology itself but how the government uses it.  

As it will be further explained in the next chapter, NSO’s securitization strategy 

highly resonates with the context of Israeli security-driven populism, in other 

words, populism based on anxieties related to national security (Levi & Agmon, 

2021). Therefore, using emotional language, the authority of the security speakers, 

and the continuous exposure to the same narrative in different forms (such as 

newspaper articles, conferences, and social media) makes the audience accept the 

securitizing move more likely.  

5.3.3. The local context of Israel as a facilitating condition 

Buzan, et al. (1998, p. 32) describe facilitating conditions as “the conditions under 

which the speech act works”. The securitizing discourses surrounding cyber-
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surveillance technology sales by the NSO Group have both internal and external 

facilitating conditions that are relevant for a successful speech act. First, as 

explained in the above discussion, the securitizing narratives have a clear referent 

object which is the state and its nationals and an existential threat represented by 

encrypted technology limiting access to criminals, pedophiles, and terrorists, which 

requires extraordinary measures that compromise the right to privacy and rule of 

law. Therefore, the NSO’s interviews have necessary ‘internal’ facilitating 

conditions aligned to “the grammar of security” (Buzan et al., 1998, p. 33). At the 

same time, the speech acts require certain external facilitating conditions, in other 

words, social conditions regarding the position of authority for the securitizing 

actors' ' (Buzan et al., 1998, p. 33). Besides the fact that NSO spokespersons are all 

from high-level positions in the company granting them authority, other external 

socio-political conditions influence the speech act and the success of securitization 

attempts. For this reason, this chapter will look at some of the contextual elements 

that make Israel and its occupation of the Palestinian territories a facilitating 

condition for the legitimation and flourishing of private cyber surveillance 

companies and their technologies.  

In the last two decades, Israel has become a leading actor in the global cybersecurity 

industry, owing to the exchange of knowledge from civil, including academic, to 

military realms and vice versa. Due to its necessity to control every aspect of 

Palestinian life on both side of the Green Line, Israeli military developed unique 

expertise in surveillance technology cyber weapons when major global powers 

(Albanese, 2023, p. 19). The Israel Defense Forces’ (IDF) defensive and offensive 

cyber operations are internationally recognized for their sophistication and 

innovation (Cristiano, 2020). A report from Privacy International in 2016 revealed 

not only that Israel accounts for 10 percent of the global security market but also 

that its exports of cybersecurity equipment exceeded that of military hardware for 
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the first time in 2014 (Privacy International, 2016). There are multiple reasons for 

this growth that are going to be explained in the following sections: 

1. Militarization: State of war and need for normalization with Arab countries 

2. Privatization: Israel the start-up nation 

3. Western support: Economic and diplomatic ties with Western countries 

4. Palestinian laboratory: Use of the occupied Palestinian territories and the 

Palestinian people as a testing ground 

Militarization: State of war and need for normalization/collaboration with Arab 

countries 

First, the advanced cyber expertise of Israel can be explained as a natural 

consequence of the contested role of the country due to the ongoing conflict with 

neighboring Arab states and the Palestinians in the occupied territories, which 

comprises the West Bank, east Jerusalem, and Gaza Strip. Israel contends that 

surveillance is an essential tool for ensuring its security. Under the guise of security, 

Israel continues to legitimize the growth of its military-industrial complex and the 

occupation of the Palestinian territory. However, the regional scenario is shifting 

due to Israel’s normalization of relations with certain countries in the Arab region 

to cooperate against Iran. Notably, Israel has forged a mutually beneficial 

connection with Saudi Arabia and the United Arab Emirates (UAE). The Abraham 

Accords, signed on September 2020, facilitated the establishment of formal 

diplomatic relations between Israel and the UAE. This agreement was brokered by 

the United States and represented a significant shift in Middle Eastern geopolitics, 

paving the way for further cooperation (United States Department of State, 2020). 

Pegasus and other defense equipment were employed as a key recruiting tool: by 

2022, the UAE was using Israeli air defense systems against Iranian drones 

(Lowenstein, 2023, p. 160). This strengthened economic and security cooperation 
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between Israel and the Gulf Cooperation Council (GCC) block, which is highly 

correlated with the GCC’s decreasing commitment to resolving the question of 

Palestine and Saudi Arabia’s primary goal of countering Iranian influence (Zureik, 

2020).  

Despite the repressive and autocratic nature of these regimes, Israel particularly 

targets them for the sale of NSO technology. For instance, in 2020, the Saudi Prince 

Mohammed Bin Salman requested Israeli Prime Minister Benjamin Netanyahu to 

restore his country’s access to Pegasus after the Minister of Defense declined to 

renew the license due to the allegations of misuse related to the Khashoggi murder. 

Soon after, the request was satisfied by Netanyahu to preserve the countries’ good 

relationship (Loewenstein, 2020). According to an employee at an Israeli cyber 

firm, “Israel marked Saudi Arabia as a strategic target. This is a project that the 

[Israel] Defense Ministry was involved in. The desire was to coddle and indulge 

the Saudis with our capabilities” (Lowenstein, 2023, p. 161).  

On the other hand, governments with less developed cyber capabilities benefit from 

acquiring readily available cyber-surveillance technology from private companies. 

As Deibert argues (2022, p. 329), personal data surveillance and authoritarian state 

controls represent a perfect fit, creating business opportunities that undermine 

public accountability and facilitate despotic rule. 

 

Privatization: Israel the start-up nation 

Second, Israel has established itself as a leader in the field of science and 

technology, capitalizing on its military expertise. In 2010, Prime Minister Benjamin 

Netanyahu saw the opportunity ‘to jump-start his country’s cyber industry, 

unrolling a series of measures to allow veterans of Israel’s version of the National 
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Security Agency, known as Unit 8200, to create private businesses’ (Mazareanu, 

2019). Thanks to the acquisition of capabilities and extensive training in different 

IDF units, veterans often pursue successful careers in the private cyber security 

industry, working hand in hand with the state army (Cristiano, 2020). Privatization 

renders the military market expandable and increasingly innovative. This is best 

exemplified by the merging of two private companies when, in 2019, Elbit System, 

the largest Israeli high-tech company, acquired the Israeli Military Industries (IMI), 

a major weapons manufacturer, for $500 million (Zureik, 2020). 

Additionally, the Israeli government provides financial support to new businesses 

to enhance innovative cybersecurity technologies and preserve its leading position 

in the global marketplace.  This financial aid is managed by the Israel Innovation 

Authority (AII), a national institution previously known as the Office of the Chief 

Scientist, which also facilitates the transition from the army to the private sector. 

The AII is only one of the many agencies that compose the complex governance 

puzzle of Israeli cyber security. To ensure coordination and cohesion within Israel’s 

cyber security ecosystem, Israel’s National Cyber Directorate (NCD) facilitates the 

seamless exchange of expertise between military and civilian infrastructures and 

between public and private sectors (Cristiano, 2020). By entrusting a single unity 

with significant responsibilities, Israel aims to transform cyberspace into a unified 

extension of its national military domain. While this approach enables authorities 

to control network nodes efficiently, it merges military and public governance, 

furthering the militarization of cyberspace. This stands in stark contrast with 

fundamental democratic values and provides wide discretion to the military to 

control and manipulate cyberspace toward its interests. 

In the case of NSO, Israel is deeply involved in the company’s business with the 

Ministry of Defense overseeing export licenses.  The criteria for licensing decisions 

are subject to the discretion of the state and do not include objective disqualifying 
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criteria, allowing for state approval based on interests and competing priorities 

(Amnesty International, 2021, p. 11). As of 2016, NSO has not been denied any 

license (Perlroth, 2016). In contrast with many Western actors, Apple pointed out 

the connection between NSO and the state after it was forced to issue an emergency 

software update in 2021 due to a vulnerability in its operating system exploited by 

NSO. Apple stated in a press release: “NSO Group creates sophisticated, state-

sponsored surveillance technology that allows its highly targeted spyware to surveil 

its victims' (Apple Newsroom, 2021).  

 

Western support 

Israel has a vested interest in NSO’s activities for several reasons. Cyber sales 

constitute a major share of defense exports, which bolsters Israel’s economic 

growth. Israel’s cyber security firms are blooming, with US$8.8 billion raised in 

one hundred deals in 2021, achieving 40 percent of the world’s funding in the sector 

(Lowenstein, 2023, p. 36). Additionally, these sales enhance transnational 

collaborations with international allies and their markets. The allure of Israel's 

cyber security technologies, a growing number of countries are increasingly relying 

on partnerships with the Israeli government, army, and private companies to secure 

their national networks (Cristiano, 2020). By expanding its exports and security-

related products, Israel’s cyber security industry not only generates significant 

revenue but also earns the country’s reputation as a valuable political capital and 

legitimate as other nations come to rely on its expertise. Selling high-tech weaponry 

such as Pegasus aims to ensure alliance and support from a wide range of state and 

private actors implicated in violent endeavours either domestically or abroad, 

thereby creating an opportunity to avoid any form of accountability for its own 

international law violations.  
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The wave of securitization in Western societies following 9/11 provided Israel with 

the opportunity to strengthen its alliance with the US and Western states in the 

global ‘war on terror.’ Israel used the war in Lebanon and the occupation of 

Palestine as a selling point for their weaponry, promoting the illusion to other 

nations that it could help them with their domestic problems. “The role of Israel is 

to serve as a model,” argued the neoconservative Elliott Abrams, who was a central 

figure in the 'war on terror’ under US presidents George W. Bush and Donald 

Trump (Sheizaf, 2022). During a conservative conference in Jerusalem in May 

2022, he encouraged the world to follow Israel as “an example in military might, 

in innovation, in encouraging childbirth’’ (Sheizaf, 2022). Despite there being 

some truth in this claim, the significantly high human cost represented by the 

prolonged injustice inflicted upon the Palestinian people for over 76 years remains 

purposely unnoticed.  

In contrast with China – which is often portrayed by the West, particularly the US, 

as a threat to the world due to its techno-authoritarianism, Israel has always been 

praised for its technological advancement. However, Human Rights Watch has 

highlighted the similarities between the repression suffered by Palestinians and the 

12 million Uighurs in China, using similar technology and methods: in both 

contexts, “surveillance fuels grave rights abuses by enabling the authorities to 

identify and neutralize peaceful dissent quickly, and to exert intrusive control over 

a broad population’’ (Lowenstein, 2023, p. 131). While Western states rightfully 

condemn China’s actions, Israel’s exploitation of its technological capabilities to 

sustain the occupation of Palestine and repress dissent is largely neglected or 

downplayed due to common strategic interests. 

 

Palestinian laboratory  
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Israel has established a renowned weapons industry with products conveniently 

tested on occupied Palestinians and marketed as ‘battle tested’’ (Lowenstein, 2020, 

p. 16). As extensively explained by Lowenstein in his 2023 book ‘The Palestine 

Laboratory: How Israel Exports the Technology Of Occupation Around The 

World.’, the Israeli military has exploited the occupied Palestinian territories and 

its Arab population as test subjects, showcasing expertise in conducting real 

experiments with cutting-edge surveillance technologies.  

The rise to power of ethnonationalist extreme-right politicians like Netanyahu, 

Ben-Gvir or Smotrich was an inevitable result of decades of acquisitive, 

segregationist, and oppressive policies implemented by Israeli governments since 

the establishment of the state in 1948 (Ghanim, 2021). The lack of accountability 

for the protracted injustice inflicted on the Palestinian population emboldened 

Israeli political and military elites with impunity. This, coupled with the never-

rescinded territorial aims of Zionism, provided the geopolitical grounds for the 

1967 Naksa (meaning “setback), which saw Israeli forces expanding their control 

through military rule over what remained of Mandatory Palestine, namely the West 

Bank, including east Jerusalem and Gaza, and occupying the Sinai Peninsula 

(returned to Egypt in 1982) and the Golan Heights (Ghanim, 2021). This territorial 

expansion provided the opportunity for the development of new equipment to 

control the Palestinian population and then the identification of eager export 

markets for it. Several countries expressed their interest in Israel’s military and 

surveillance equipment, most of which were authoritarian regimes such as Iran 

under the repressive Shah and apartheid South Africa (Lowenstein, 2022, p. 34). In 

1986, Thomas Friedman, New York Times bureau chief in Jerusalem between 1984 

and 1988, published an article called “How Israel’s Economy Got Hooked on 

Selling Arms Abroad.” Already at that time, he made an accurate observation: 

“Israel, with only 4 million people, has become one of the top ten arms exporters 
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in the world, and Israeli businessmen are among the world’s leading arms 

merchants” (Friedman, 1986). He also exposed a contrast of feelings in the Israeli 

civil society between supporters and opponents of the arms trade: 

“The idea that the Jewish state should be so dependent on weapons sales for its 

economic or diplomatic survival is profoundly troubling to some people here, 

clashing with both their self-image and their vision of the Zionist utopia. But many 

others, the so-called ‘realists,’ counter that arms sales are a fact of life for all 

nation-states, but especially for an Israeli society that has always lived close to the 

edge [...]. Anyway, the realists argue, survival is as much a moral imperative as 

nonviolence: better a tarnished utopia than a dead dream.” 

The article also reports a key quote from David Ivri, the director general of the 

Israeli Ministry of Defense, who stated that Israel’s arms and security industry 

could compete globally against larger nations because their “state of the art 

technology” was “tested in battle by the Israeli arm” (Friedman, 1986). 

This article leads to two fundamental conclusions: first, the context and the long-

standing ethno-nationalist policies favoured the military and defence industry 

development; second, the idea of using Palestine as a testing ground has been a 

standing policy for as long as Israel has occupied the Palestinian territory. The 

author, however, never mentions the Palestinian population in the article. The fact 

that the weapons are tested on Palestinians is not only an automatic deduction but 

it has also been pointed out multiple times by former Israeli militaries, particularly 

from Signal Intelligence Unit 8200. In 2014, dozens of veterans wrote a letter to 

Prime Minister Netanyahu and Chief of Staff Benny Gantz claiming:  

“The Palestinian population under military rule is completely exposed to espionage 

and surveillance by Israeli intelligence. While there are severe limitations on the 
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surveillance of Israeli citizens, the Palestinians are not afforded this protection. 

There’s no distinction between Palestinians who are, and are not, involved in 

violence. Information that is collected and stored harms innocent people. It is used 

for political persecution and to create divisions within Palestinian society by 

recruiting collaborators and driving parts of Palestinian society against itself” 

(New York Time, 2014).  

This claim represents only one example out of the many testimonies from IDF 

whistleblowers.  This extreme securitization is justified by framing every 

Palestinian as an existential threat, and civil society actors are perceived even more 

dangerous due to their potential to mobilize domestically and internationally 

against the occupation. Thus, Israeli surveillance is legitimized everywhere and for 

everyone in Palestine. The fact that the surveillance and control systems are ‘tested’ 

makes them more appealing to both democratic and non-democratic countries. 

Therefore, the local context of Palestine and Israel’s settler-colonial project, 

characterized by a plethora of human rights violations, including apartheid and lack 

of accountability for human rights violations, played an essential role in allowing 

not only NSO but the whole private cyber-surveillance industry to prosper.  

 

6. Conclusion 
 

This study examined the discursive strategies employed by the NSO Group to 

legitimize its cyber-surveillance practices within Israel and the extent to which 

these are influenced by the local context where they take place. It focused on the 

period from 2016 to 2022 and identified 2018 as a watershed moment for NSO due 
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to the scandal involving the assassination of Jamal Khashoggi and the subsequent 

Pegasus Project revelations. The research findings achieved through the critical 

examination of 18 NSO public utterances point to seven distinct legitimation 

strategies used by NSO Group, the most prominent being patriotism, moralization, 

normalization, and securitization. After the scandal, NSO shifted from a relatively 

silent approach to a more vocal public campaign to defend and legitimize its 

operations, and the analysis shows a slight variation in its legitimation tactics. 

Before the scandal, the company relied more on negating the misuses and human 

rights implications of the Pegasus spyware and moralization. Post-scandal, 

securitization became the most prominent strategy, focusing more on framing their 

activities as essential for national and global security. This finding leads to two 

important observations. First, securitization has a high explanatory power in the 

case of cyber surveillance. In times of crisis, securitization becomes a crucial 

legitimation mechanism as it enables the adoption of emergency measures to 

address new security demands. While recognizing the role of other discursive 

techniques, this study emphasizes securitization, observing that emergency 

measures like cyber surveillance are typically justified through the language of 

‘insecurity’. Second, it signals the company’s ability to adapt its discourses in 

response to changing circumstances, particularly after the 2018 scandal, 

highlighting the dynamic nature of legitimation processes.  

The findings also show that NSO appealed to a sense of patriotism, framing its 

operations as aligned with Israel's national interests and values. Additionally, NSO 

employed a victimization narrative, suggesting that the criticism against them was 

part of a coordinated, anti-Israeli, or even antisemitic campaign. This narrative 

aimed to deflect attention from their controversial practices by framing the backlash 

as unfairly targeted due to their national identity. Finally, the local context of Israel, 

with its long tradition of securitization and state surveillance aimed at controlling 
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and deterring Palestinian freedom, provided a conducive environment for NSO’s 

legitimation strategies. The company’s narratives were culturally aligned with the 

audience’s expectations, making their justifications more resonant and acceptable. 

These findings support the theory that the most effective legitimation strategy is 

often to ‘conform to the environment’ (Suchman, 1995, p. 587). Therefore, despite 

the global nature of cyber surveillance, conformity to the local environment 

underscores the importance of understanding the specific context in which 

legitimation strategies are deployed.  

This article significantly contributes to surveillance studies by illuminating the 

practices of cyber espionage companies, demonstrating how these firms actively 

legitimize their surveillance activities, and highlighting the role of securitization. 

The findings provide a framework for identifying vulnerabilities in these 

companies’ narratives by revealing their local and universal origins, thereby helping 

to ‘immunize’ the audience and stakeholders against their legitimation efforts. 

Additionally, knowing their legitimation strategies could aid policymakers in 

developing a comprehensive legal framework to tackle the accountability gaps of 

private surveillance companies that operate transnationally.  

 

6.1 Limitations 

Nevertheless, the study of cyber surveillance companies is inherently constrained 

by the secrecy surrounding these firms and the relative paucity of available data. 

The opacity of their operations and surveillance tools further limits the ability to 

verify their claims and observe their internal legitimation processes with customers, 

investors, and employees. One of the main reasons for selecting the NSO Group as 

a case study is the company's high exposure due to the multiple scandals. However, 

many other companies operate similarly, especially in the context of Israel. While 



78 
 

NSO is emblematic of the broader cyber-surveillance industry, focusing solely on 

one company may limit the generalizability of the findings. Additionally, while the 

local context of Israel was a significant factor in this study, the findings may not 

directly apply to private surveillance companies operating in different geopolitical 

and cultural environments. Focusing solely on the national level may not capture 

the broader structural and systemic factors that shape the cyber surveillance 

industry at the global level. 

Another limitation concerns the limited data scope. The analysis is based on public 

utterances from a limited number of news articles and reports, which provided 

satisfactory evidence to answer the research questions. Including direct interviews 

and a wider range of media sources, such as social media, might have provided a 

more comprehensive understanding of the legitimation strategies. Additionally, the 

study analysed data from 2016 to 2022, which may not capture the full evolution 

of NSO’s legitimation strategies.  

 

6.2 Recommendations 
 

To build on this study's findings and address its limitations, future research should 

also consider the following recommendation: First, scholars should conduct 

comparative studies of multiple private cyber surveillance companies across 

different countries and regions. This would allow to identify commonalities and 

differences in legitimation strategies and further assess the influence of local 

contexts. By comparing companies operating in diverse environments, researchers 

can gain a more comprehensive understanding of the factors that drive legitimation 

practices. Second, scholars should aim to collect more extensive data, including 

internal documents, interviews with company representatives, and a wider range of 
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media sources. This expanded data collection would provide a more detailed and 

nuanced understanding of the legitimation strategies employed by private 

surveillance companies. Third, in a later stage, investigating the impact of different 

regulatory frameworks on private surveillance companies' operations and 

legitimation strategies could provide valuable insights for policymakers. Fourth, 

future research should increasingly address the complex interdependencies between 

the states and private companies that operate globally, shedding light on states’ 

foreign policies and their use of proxies to further their interests and influence 

global dynamics. As such, it could help to close the accountability gap in the 

international system that allows companies and states to operate in the shadows, 

violating human rights without serious repercussions. Finally, analysing the impact 

of cyber surveillance practices on individual privacy, freedom of expression, and 

democratic governance would provide valuable insights for policymakers and 

advocacy groups. Adopting a multi-stakeholder framework to assess the reach of 

the spyware industry and the impact the ever-changing architecture of cyberspace 

will have on human rights activists and journalists would prove highly beneficial. 

Despite public backlashes against the NSO Group, the cyber surveillance industry 

continues to proliferate, with more spyware companies emerging and countless 

journalists, political opponents, and activists targeted. The scope of this targeting 

is to deter the opposition and silence the voices of the oppressed both in 

authoritarian and democratic contexts. Not only do these companies facilitate grave 

abuses of human rights, but they also gain financial benefit in doing so. Therefore, 

there is an urgent need to curtail the global reach and impact of the cyber 

surveillance industry, starting with local policy and developing regulatory 

frameworks at the international level to ensure accountability. 
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