
Abstract 

This dissertation investigates the legitimation strategies of private cyber surveillance companies, 

looking at the case study of the NSO Group and its spyware product, Pegasus. The research 

examines how the local context of Israel, characterized by securitization and militarization, 

influences the company's approach to legitimizing its surveillance practices. Through a 

combination of securitization and legitimation theories, this study provides a comprehensive 

framework for understanding how private surveillance firms gain acceptance and legitimacy 

from targeted audiences. Using critical discourse analysis, the research scrutinizes NSO's public 

statements in national and international media, as well as reports from their website, before and 

after the 2018 scandal involving the assassination of the Saudi journalist Jamal Khashoggi. 

The findings reveal that NSO employs multiple legitimation strategies, with a significant shift 

towards securitization following the 2018 legitimation crisis. The Israeli context, marked by 

ongoing security concerns and geopolitical tensions, serves as a facilitating condition for the 

successful legitimation of NSO's surveillance activities. 

This dissertation contributes to the broader discourse on surveillance, privacy, and human rights 

by highlighting the complex interplay between local contexts and global surveillance practices. It 

underscores the urgent need for robust international regulations to govern the operations of 

private surveillance companies and protect individual freedoms. 


