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Abstract. 
This thesis aims to determine the role of deterrence in the digital age, where nation-states can 
threaten strategic assets through just a couple of keyboard strokes. It will examine classical and 
contemporary deterrence strategies for the purpose of assessing their applicability and meaning to 
the cyber domain. The research aims at establishing the feasible concepts from these conventional 
strategies that are suitable within cyberspace. Building on concepts from both classical and 
contemporary deterrence theories, this work ultimately proposes a conceptual framework for 
separate doctrines or national cyber deterrence strategies that would be helpful in preventing 
warfare actions in the cyber domain. 
 
 

Introduction. 
 

The challenge of the present digitally enabled age is not in defining deterrence. It is already a well-

established strategy that has been examined and experienced through time, especially during the 

dawn of the nuclear age. The current challenge is in fact to understand the role of Information and 

Communication Technologies (ICT) in the broader aspect of deterrence strategy. This role appears 

to be very significant since these technologies managed to establish a whole new military domain, 

which brings subordinate challenges. The ever-changing field often referred to as ‘cyberspace’, is 

further characterized by the growing difficulty to deter actions within it. Deterrence in one military 

domain rarely operates independently, especially since the occurrence of the cyber domain, which 

serves to interconnect all other four conventional military domains of land, water, air, and space 

(Brantly, 2018). 

Much of the existing studies on cyber deterrence concentrates on domain deterrence. Yet, this 

limitation raises some risks and reduces the likelihood of success. This thesis aims to establish a 

conceptual framework that could ideally serve to formulate separate doctrines or national cyber 

deterrence strategies. The purpose will be to determine which of the proven and effective 

deterrence concepts derived from examining the classical and contemporary deterrence theories 

are suitable for the cyber domain. They will be then structured into the proposed conceptual 

framework, which would ideally be helpful to prevent warfare actions in cyberspace.  

The main body of the thesis will consist of three chapters. The first chapter will address existing 

literature on deterrence by examining both classical and contemporary theories and concepts, 

grouping them into categories, based on how they function. Focusing on classical concept groups, 
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like deterrence by denial, for instance, would help demonstrate both the difference and similarities 

between deterrence in the nuclear age and post-Cold War deterrence, which acknowledges 

cyberspace as a domain of military operations (Min�rik, et.al., 2018). The utilization of classical 

deterrence theories to the cyber domain necessarily requires a thorough consideration of how state 

actors achieve, develop, and assess costs and benefits within this domain. Corresponding to the 

concepts laid out by the classical deterrence theory, for example, a total war would be too massive 

and too consuming to be allowed (Brodie, 1959). However, this philosophy of deterrence does not 

reflect on the possibility of preventive wars for less than ultimate military actions, which is a notion 

that was not relevant in the 1950s but gained attention in the US after 9/11. In the thesis, similar 

arguments will be of use to get a better grasp of the differences between deterrence in the nuclear 

age, contemporary deterrence, and cyber deterrence. Bernard Brodie’s (1959) work was unable to 

sort out the dilemmas of the classical deterrence and what to do if it failed but he captured these 

dilemmas far better than most, which would allow the thesis to determine which of these deterrence 

concepts are applicable in the cyber domain. Establishing the efficiency of classical deterrence 

theories and their inability to be fully translated into the cyber domain would be used as part of the 

argument-formulation. 

As it comes to contemporary deterrence theory, it will also focus on existing concepts grouping 

them based on how they function. For example, deterrence by punishment concepts will be 

clustered based on their offensive characteristics. Furthermore, since the focal point in this thesis 

will be to review and question the possibility of creating national cyber deterrence strategies, a 

broad number of documents would also need to be examined through a content analysis approach, 

such as NATO Tallinn Manual (Schmitt, 2017), several National Cybersecurity strategies (Baezner 

and Cordey, 2019), and many different government publications related to deterrence. One of the 

most important aspects that will be addressed within this thesis is the distinction between 

deterrence in general and deterrence in cyberspace. Particularly, it is important to make a clear 

outline of the need for national cyber deterrence strategies. Tim Stevens (2012) supports this notion 

of necessity for separating such strategies, as his work demonstrates the US efforts to develop 

strategic cyber deterrence that can reduce adversarial actions in cyberspace. Different national 

efforts have failed to transform into effective cyber deterrence strategy or doctrine, due to the 

distinct operational nature of cyberspace and the over-dependence on Cold War concepts of 
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deterrence, which is evident through the examination of National Cyber Security Strategies of 

selected states.  

To further support this analysis and to provide more evidence to the critiques formed in the process, 

the second chapter will address some of the challenges regarding cyber deterrence. Several 

International initiatives for regulating cyberspace will be examined and determined, if and why 

they failed to be successfully recognized by the international community. Specific examples of 

cyber offensive operations, such as the case of Stuxnet and the attacks on Ukrainian power grids, 

will also be studied. This will help to assess how the previously examined classical and 

contemporary deterrence concepts are implied in specific cases, their effectiveness, as well as the 

consequences of these actions. Furthermore, a closer look at the issue of attribution in cyberspace 

will also take place in this chapter. Studying these problems will demonstrate some of the technical 

difficulties related to cyber deterrence, such as establishing the responsible actor behind cyber-

attacks. Deterrence in the cyber domain has been discussed by various scholars and authors across 

the fields of International Relations (IR) and cyber-security, as it will become evident from the 

first two chapters of the thesis. There are a lot of studies on cyber deterrence theories, that rely 

solely on the direct application of IR theories, which are often deficient in the complex technical 

understanding required by the cyber domain to comprehend how it functions. On the other hand, 

many technically advanced publications lack the overall perspective of IR. The first two chapters 

of the main body will attempt to serve as a synthesis between these two fields, to derive better 

comprehension for deterrence concepts and how they could be applied to the cyber domain. The 

main goal of this fusion will be to establish a separate framework of proven and effective 

deterrence concepts that could ideally serve to formulate national doctrines or cyber deterrence 

strategies. 

The final chapter will engage the synthesis, build on the content analysis and empirical evidence, 

by indulging in selected deterrence concept groups explaining how they fit in the proposed 

framework. This chapter will present the results of the thesis, where the conceptual framework 

will take shape. It will do so by firstly looking at the deterrence by denial cluster and its 

implementation in the cyber narrative. Especially state utilization of military capabilities to achieve 

deterrence of warfare action, by both classical and contemporary concepts. It will argue that ‘by 

denial’ deterrence differs from other domains by being unique and substantial. Subsequently, the 
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focus will fall on deterrence by threats and punishment concepts. It will investigate state usage of 

assets in punishing or threatening enemies' intent on taking cyber warfare actions. It will also 

evaluate cyberspace compatibility, of classical nuclear deterrence and contemporary concepts of 

punishment, to determine their applicability. The lack of a simple solution will also be examined 

by looking further than traditional concepts into a cumulative deterrence approach. This will 

combine offensive and defensive aspects of previous deterrence concepts to improve the 

conceptual framework. This will all be synthesized into a proposed conceptual framework for 

cyber deterrence. The last supportive part will provide the limitations concerning the proposed 

framework. 

 

Chapter 1: Deterrence: theory and concept. 
 

This part is the backbone of the research. It focuses on both classical and contemporary deterrence 

theories with the main goal of highlighting relevant concepts that would be suitable for the 

proposed conceptual framework. Furthermore, by investigating these theories and their criticisms, 

it will be established which concepts can apply to this newly shaped cyber domain. Ultimately, 

this chapter aims to determine what changes are required for the implementation of classical and 

contemporary deterrence strategies and their concepts to cyberspace.  

To begin with, the use of military threats is one way of deterrence against global military disasters 

and war, which has been a fundamental part of international security for more than a couple of 

centuries. From Carl von Clausewitz's concepts of offensive and defensive war (Clausewitz, et.al., 

1989) to Bernard Brodie (1959) and Thomas Schelling’s (1966) perceptions of nuclear deterrence, 

its contemporary state is still being researched and debated. The basic definition of deterrence 

could be attributed to deploying certain measures by one party to persuade another party to cease 

any form of initiation of hostile action (Huth, 1999: 28). Generally, deterrence strategies refer to 

threats of military retaliation towards the aggressor in the international security sphere, but this is 

not limited only to a military response. The retaliation could also be economic, political, or in any 

other form that has the potential to prevent warfare action against the threatened state. In other 

words, successful deterrence could be considered not only in military terms, but also in politics, 

especially in the field of IR, diplomacy, and foreign policy. A successful deterrence normally refers 
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to avoiding warfare actions that could deteriorate peacetime diplomatic and military cooperation. 

In military terms, if deterrence fails the situation may escalate into a crisis or armed conflict with 

the possibility of becoming a full-scale war. Nevertheless, the avoidance of military crises or wars 

is not the only purpose of deterrence. Additionally, to ensure successful deterrence, defending 

states must be able to withstand both, the military and the political demands of their potential 

adversary. In cases when defending states are unable to withstand that pressure and warfare actions 

are avoided through a diplomatic agreement where the attacking nation receives its maximum 

demands, it cannot be claimed that deterrence has been fully successful.  

Furthermore, it could be argued that there are two main sets of features for successful deterrence: 

(1) a defensive deterrence strategy that balances credible coercion, minimizes international and 

domestic constraints, and has deft diplomacy consistent with several concept criteria; (2) the 

amount of vulnerability of the attacking state reflected in its internal economic and political 

conditions (Jentleson and Whytock, 2006: 47-86). In broader terms, a state that wishes to rely on 

deterrence strategies is more likely to succeed if these two elements are attained. Firstly, if the cost 

of non-compliance a state can impose on another is greater than the cost of compliance. Then 

likewise, if the benefit of compliance is greater than the benefit of non-compliance. This is 

reflected in the deterrence concept criteria, which consists of proportionality, reciprocity, and 

coercive credibility.  

The first is about the relationship between the defending state's nature of objectives, and the 

capabilities accessible for their accomplishment. In practical terms proportionality in deterrence is 

focused on the correlation between the scope, objectives, and leverage applied to pursue them. If 

a defending state imposes demands over an aggressor state, the cost of compliance for the 

aggressor will increase proportionally to the need of the defender to raise its cost for non-

compliance, and thus the benefits of being compliant. This is considered a challenge, as deterrence 

can be a strategy of limited means, since it may, but not required to, go beyond those limits. Such 

means are the political and economic actions mentioned above, where the use of force is the limit. 

If military power is indeed deployed, then it must be limited and abstain from further actions that 

could lead to full-scale war (George, 1991: 3-14). In any other case, the deterrence strategy has 

failed.  
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Reciprocity is outlined as the second concept standard in deterrence theory. It is closely related to 

proportionality, as it involves a clear comprehension of the connection between the defender state's 

incentives and the attacker state's concessions. Practically, reciprocity emphasizes on the balance, 

that often prevails in neither offering too little too late for too much in return, nor offering too 

much too soon for too little in return.  

Lastly, coercive credibility necessitates a combination of calculating both, the benefits as well as 

the costs of cooperation, and the effort of defenders to convince attackers that non-cooperation 

could lead to dire consequences. This can be assured through threats, use of force, and economic 

sanctions, however, they need to be appropriately reliable to successfully increase the supposed 

costs of non-compliance of the attacker. Nevertheless, defending states having military or 

economic superiority alone would not be enough to ensure deterrence credibility. Fully successful 

deterrence is often achieved if other international organizations, like NATO and the United 

Nations, are supportive towards the defending state, as well as if the stability in that state's internal 

politics is evident. Another crucial consideration that falls under coercive credibility is the political 

and economic status of the attacking state. These conditions must be considered since they might 

affect the attacker’s vulnerability to deterrence policies and its capability to recompense 

unfavourable power balances. The first factor of consideration is whether international political 

support and regime security are firm, or if there are domestic political gains to be made from 

improving relations with the defending state. This concept criteria can be further examined in the 

nuclear age when deterrence was vital for international peace. It is the cornerstone of what is 

known today as classical deterrence theory, which will be studied in the next part.  

 

 

1.1: Classical Deterrence theory. 
 

Deterrence as an aim of the strategic policy is certainly not something new. The kind of deterrence 

practised today involves different features and elements compared to the classical deterrence 

period during the Cold War. For instance, this period, also known as the nuclear age, introduces 

one such difference, which is the requirement that deterrence must be absolute, therefore it must 

not fail in any way (Brodie, 1959: 246). This is a result of the available military capabilities during 
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the Cold War, namely weapons of mass destruction (WMD), more specifically nuclear warheads. 

Deterrence thus continues to be effective, although it had no practical chance to prove its 

efficiency. Nevertheless, deterrence capability is not always war-winning, therefore it must be 

distinguished in certain important respects. Depending on the case, the maximum possible 

deterrence may necessitate war-winning capability, such as WMD, but much less force may also 

possess significant deterrent value (Brodie, 1959: 266). However, the attacking side always 

possesses great motivation to secure the defender’s destruction, especially when the attacker 

strikes first. In that sense, such motivation must be countered in the only certain way possible, 

which is to guarantee strong retaliation. This summarizes the basis of classical deterrence as put 

forward by Brodie (1959). Thomas Schillings (1966: 229) also describes it similarly by arguing 

that deterrence is pointed at the rational calculator in full control of capabilities and forces. 

Classical deterrence also involves some issues applicable today, such as the problem of choice 

among weapons, vehicles, and targets. Contrarily to the issue it induces, it may as well be 

advantageously falling under deterrence capabilities. They are influenced considerably by the state 

of civil defence, armaments limitation, and control. The difference, however, is that since the dawn 

of the nuclear age, ‘deterrence’ has developed not only special importance but also a distinctive 

meaning as a strategic term.  

In that sense, the nature of classical deterrence may provoke different military solutions that aim 

to settle every defence issue in one’s favour for the most minimal cost possible. One such solution 

might be the idea of preventive war, which assumes that total war is inevitable and ‘strike first’ 

capability is a decisive advantage. Brodie (1959: 7) categorizes this idea as defunct in the nuclear 

age, due to the nature of WMDs, but also suggests that it might be relevant in the future. This 

concept is rightfully classified as obsolete since the inevitability of total nuclear war was 

questionable given the potential costs of hitting first. The moral issue also cannot be denied, 

especially in a democracy, as Brodie (1959: 8) puts it: “… we have to face the fact that as a nation 

we are not well equipped to make decisions of this sort.” Another solution in the same nature of 

classical deterrence is the Pre-emptive war, which is less reserved by moral and political 

considerations compared to preventive war. However, this concept depends heavily on having 

excellent intelligence and being highly responsive to it. It does so because it is based on a ‘pre-

emptive attack’ scenario, where the attacker has already set in motion its strategic attack, but the 
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defendant attacks before the attacker’s first strike. This is classified as a retaliation of some sort, 

but it does require highly reliable intelligence sources to be functional. 

The final solution of the classical deterrence nature is the massive retaliation concept. The term 

was brought up in 1954 by US Secretary of State John Foster Dulles, who stated that: “Local 

defences must be reinforced by the further deterrent of massive retaliation power” (1954, NY 

Times: 2). Dulles was referring to policy decisions made by the National Security Council that 

emphasized on depending primarily upon a military capacity to retaliate instantly. This concept of 

massive retaliation was welcomed with criticism at first, but it was later recognized as the basic 

orientation of the early Cold War deterrence policy, at least in the United States. Reviewing this 

concept as a response to less than massive aggressions is in many instances obvious that the 

attacker may find it hard to believe that the defendant means such retaliation (O'Smith, 1955: 68). 

These three concepts of deterrence were all reviewed and applied to some extent during the 

Nuclear age. Some of them are applicable today, and others are firmly related to the classical 

deterrence period. In all cases, classical deterrence aims to prevent all-out war in different ways. 

For one, it relies on nuclear weapons as a type of defensive threat that must be fully effective, 

allowing no fails. The punishment for a breakdown might result in total annihilation, which is not 

intended for repeatable actions. A single use of it would bring devastating consequences. 

Deterrence of the nuclear age means it is a functional strategy, only when states are assured that 

the retaliatory instrument upon which it relies will not be deployed in any case, as it could lead to 

a nuclear end of the world. Nevertheless, nuclear weapons guarantee defensive deterrence, thus it 

must be upheld at a high standard of effectiveness. In short, it is expected that the system will 

always be ready for deployment while being permanently idle.  

Deterrence is often mistaken with war-winning capacities. During the nuclear age, winning would 

require either a critical and entirely safe superiority in air and nuclear power or success in obtaining 

it. Since simple superiority in numbers of airplanes or nuclear bombs, for instance, might be of 

strategic importance, the misperception between deterring and winning is augmented. However, 

classical deterrence does not rely solely on superiority per se. Before the nuclear age, according to 

Brodie (1959: 274), forces that were inferior to their rivals might have some real deterrent value. 

Another author provides an appropriate example of this with the Winter War between the Soviet 

Union and Finland claiming that if Stalin had a better estimation of the Finnish defensive 
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capabilities, he would not be so eager to attack them (Lightbody, 2004:55). It seems that the 

motivation to attack might not have been involved in conquering new territories, but rather the 

wish to declare to them and the rest of the world a loud diplomatic statement of the Soviet Unions’ 

capabilities. What this example shows is that deterrence was not absolute, and it was conceptually 

relative before the nuclear age. Its efficiency should be determined not only according to the power 

it holds but also according to the motivation of aggression which shapes the pressure behind that 

power. Classical deterrence philosophies may diverge from ‘win the war’ concepts in several 

aspects. For instance, they are likely to deviate from their priority. The purpose of establishing a 

higher level of deterrence is more important than the purpose of guaranteeing capabilities to win a 

war, the main reason being that the first is likely to be a prerequisite to the second. To achieve 

deterrence, states should usually want to legalize the least provocative security policies, even 

where it might result in a sacrifice of some effectiveness. 

The first point to be derived from classical deterrence is that the rejection of preventive war has 

obligated the main actors in the Cold War to a deterrent strategy. This has bound them to make it 

efficient, avoiding total nuclear war. However, it does not exclude the possibility of failure in 

classical deterrence. The threat of total war in the nuclear age made states solve unavoidable 

conflicts by the means of limited war. However, the concept of mutual deterrence remained 

evident, since such mutuality would have ensured stability in the Cold War situation. Still, with 

advanced thermonuclear technology, the risk of instability raises exponentially, and therefore 

mutual deterrence is less likely to be achieved (Schillings 1966: 245). Such nuclear weapons may 

also be defenceless against unexpected long-distance surprise attacks unless they are purposely 

intended to withstand such attacks. Schillings also provide the hypothesis that mutual deterrence 

would only work if all countries were to be self-sufficient bodies with no nuclear technology, at 

least in their military arsenal. In this hypothetical scenario, even if a nation was determined to 

attack, it would not care to initiate it. In fact, the Cold War reality was quite different, as states 

emphasized on acquiring first-strike capability and proliferation, which impaired the stability that 

mutual deterrence could provide.  

The classical deterrence period of the nuclear age brought other ideas related to the concept of 

mutual deterrence, such as arms control and disarmament. The former pursues the re-establishment 

of military arsenal with a way to stabilize reliable and mutual deterrence, whereas the latter 
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allegedly eliminates them (Kolodkin, 2012). The success of either depends on the stability of 

mutual deterrence. It is just as important in relationships between disarmed countries as it is 

between armed rivals. 

Schillings (1966: 258) argues that to achieve military deterrence is to accept deterrence based on 

fear. His argument perfectly illustrates the reality of the classical deterrence in the nuclear age 

since it is based on the fear of nuclear oblivion. However, the implied contrast between stabilized 

deterrence and total disarmament is not convincing enough. In this respect, if there is no fear of 

consequences, nothing would be able to prevent small wars to escalate into big ones. The extent 

of the fear involved in any deterrence concept was crucial to its efficiency in the nuclear age. The 

consequences of breaching deterrence based on fear, are simply the worst outcome for all parties 

involved. Little depended on who would strike first. After all, these consequences were taken for 

granted and called a "balance of prudence." (Schillings, 1966: 259). 

Despite these arguments, the bridge between classical and contemporary deterrence remains the 

strategy of containment, which is the policy seeking to protect certain values like personal 

freedom, democratic institutions, fellow democracies, etc. Classical deterrence concepts have 

always been an instrument, through which one state aims to protect these values and deter another 

from attacking by political or military means, which could inflict severe damage. This is also 

relevant for contemporary deterrence, which will be examined further in the next part.  

 

 

 

1.2: Contemporary Deterrence theory. 
 

Deterrence, as a conceptual strategy has significantly progressed throughout the Cold War. As it 

was shown in the previous part, classical deterrence was generally meant to prevent nuclear 

hostility. After the end of the nuclear age, the risk of such war between major world powers has 

decreased to the lowest point in contemporary history (Cohen, 2011). However, the changing 

nature of threats became evident, especially to the United States and its allies. This has motivated 

a significant broadening of deterrence concepts, which will be addressed as contemporary 
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deterrence theory from now on. While some of the post-Cold war objectives of deterrence have 

remained untouched, others have extended through implying new ideas and models. The objective 

to deter the deployment of nuclear weapons and other WMDs has remained intact together with 

preventing aggression against any allied vital interests and security as well. However, these 

objectives have evolved to become the contemporary deterrence model known as extended 

deterrence that covers threats against the free use of warfare domains, such as the seas, airways, 

land, and space, as well as the essential resources to security and welfare (National Research 

Council, 1997). This concept refers to the protective umbrella extended over allies to defend their 

territory from attacks. During the Cold War period, extended deterrence covered mostly nuclear 

attacks. However, NATO deterrence policy does not differentiate between a nuclear attack and a 

conventional attack. Although the threat of such attacks is low, the NATO protective umbrella 

remains crucial for preserving peace. Since the threat is lower, the relationship that builds this vital 

framework could weaken unless they receive consistent consideration. 

To achieve such deterrence objectives, the possibility of hostile actions must be anticipated in 

advance. The attacker must then be deterred from undertaking such actions by posing a credible 

threat of punishment. Doing so aims to punish the attacker for striking first, guaranteeing the 

prevention of further aggressive actions (Jervis, 1982: 17). This concept might seem familiar to 

the classical deterrence based on fear. However, the approach to contemporary deterrence may 

also involve a range of activities in other spheres – political, diplomatic, economic, as well as 

military – independently or coherently. A modern strategy of deterrence, therefore, could 

encompass activities that can affect almost all kinds of foreign policy actions. Nevertheless, the 

potential or actual use of military force downgrades all other deterrence efforts within other spheres 

of foreign policy. 

Post-Cold War deterrence has become more complex, as the tactics referring to circumstances that 

demand deterrent actions may vary and must be more systematic and adaptive. The probability of 

involvement in warfare actions using conventional military capabilities that are initiated by states 

non-major political powers, in matters involving less than national survival, has increased, while 

the role of using nuclear weapons has decreased to be minimal (Nalebuff, 1988: 420). Such a 

drastic change puts more emphasis on efforts to block proliferation rather than the actual use of 

nuclear weapons. Therefore, conventional military capabilities are becoming gradually more 
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important for deterrence in the strategic aspect of avoiding proliferation. Moreover, other 

conventional military arsenals that can inflict mass casualties, such as chemical and biological 

weapons, are also posing concerns, since they could be acquired more easily than nuclear weapons, 

and therefore controlled by rogue states or terrorist organizations who do not obey to the 

international law. 

Considering the other major political power of the Cold War, the USSR suggests a reorientation 

towards minimal deterrence policy. This has resulted in the acceleration of ‘perestroika’ towards 

the end of the conflict in 1988-1989. According to this proposition, states can possess no more 

WMDs than necessary to deter adversaries from proportionally attacking (Kristensen et. al., 2009: 

21). However, other studies suggest that even though the Intermediate-Range Nuclear Forces 

Treaty (INF) agreement has initiated the disposal of some nuclear weapons, and the Strategic Arms 

Reduction Treaty (START), which eliminated nearly all Soviet anti-silo capabilities, there are still 

more than 20,000 nuclear weapons and 5,000 strategic missiles remaining, which does not match 

the concept of minimal deterrence (Gergorin, 1991: 4). The collapse of the Soviet bloc had a 

profound impact on the international environment, as it was not clear which direction would the 

former Union take. At the time, several scenarios were considered by Gergorin (1991), but the 

most accurate one seems to be predicting autocracy. He suggests that: “[…] economic crisis would, 

in the short or medium term, incur the downfall of the democratic forces and the imposition of a 

nationalist, authoritarian and autarkical group or person” (Gergorin, 1991: 7). Such prediction is 

close to the reality of the 21st century since the Russian autocratic regime has been able to rearm 

in two critically important areas, namely strategic nuclear arms, and conventional weapons. 

However, the international arms control treaties and regulations prevent some of the Cold War’s 

classical deterrence problems, like the risk of a surprise attack. 

The implications of such rapid geopolitical changes are also important regarding national interests 

since they are not as largely recognized as other kinds of threats. An appropriate example might 

be the situation in the Middle East. While some might assume that deterrence failed to prevent the 

Gulf war, due to the lack of international intervention, others anticipate that the following US 

invasion was crucial and prevented the further threat to the Western world's oil supply. (Stein, 

1992: 163). Thus, perceptions of national interest are dependent on the global political context, 

opened by the dynamics of rapidly changing events, such as wars. Deterrence strategies are unable 
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to be established on the principle of static international relations, in which a commonly accepted 

posture can endure indefinitely (National Research Council, 1997: 21). 

Ultimately, in the two decades after the Cold War, Western deterrence has been focused on three 

key types of threats. Firstly, the Soviet threat has essentially vanished, at least in the form of a 

surprise attack. Hence, there was a necessity to preserve the balance for the West, since the Russian 

potential has been increasing, and it might need to be deterred if it reshapes as a new potentially 

aggressive strategy. Secondly, the danger of non-state actors became evident in the form of terrorist 

organizations and rogue states. Such actors are hard to deter, as international law does not apply 

to them. Lastly, one of the primary risks refers to regional destabilization by countries or 

organizations which could potentially obtain dangerous ballistic, chemical, or nuclear weapons. 

Such is the case of the Middle East, where the combination of religious fundamentalism and the 

oil industry creates a potentially dangerous environment, which is also hard to deter. 

Contemporary deterrence is influenced by other perspectives as well. Humanity is at the dawn of 

a new digital era, which is changing everything, including the military. The technical revolution 

that is happening will essentially change the way of using military forces, partially based on 

advancing military technologies. Moreover, it develops on information-based extents of 

understanding the disposition and actions of both the opponent’s military arsenal and their critical 

command and control systems. This would include knowing their detailed location and possessing 

the capabilities to strike at them with great precision, from an extensive distance, and in a short 

timeframe.  Such technologies are rapidly integrating into new operational concepts for deterrence. 

Some of the more significant aspects of this digitalization may include information warfare, 

precision strike, and other military operations, which are inevitably going to all take place in the 

fifth warfare domain - cyber. The challenge for states is to be able to apply these new capabilities 

and concepts credibly, in prospect to specific situations that they wish to deter, like their opponents 

from deploying them, or at least mitigate their effects. 

 

1.3: Deterrence concepts and the cyber domain. 
 

According to Western military doctrine, including NATO and the US Department of Defence 

(DoD), there are four classical warfare domains, which consist of land, sea, air, and space. They 
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are all classified as conventional, having in common that they are naturally physical environments 

that are subject to the laws of nature and can be only partly modifiable by people. However, in 

recent years both the DoD and NATO have declared that ‘cyber’ is also an operational warfare 

domain, which is equal to the conventional domains. Dictionaries define ‘domain’ as a sphere of 

knowledge, influence, or activity (Definition of DOMAIN, n.d.). The DoD defines cyber as “A 

global domain within the information environment consisting of the interdependent network of 

information technology infrastructures and resident data, including the Internet, 

telecommunications networks, computer systems, and embedded processors and controllers.” 

(Department of Defence, 2017). From these definitions, it can be confirmed that ‘cyber’ is an 

autonomous operational warfare domain, in the same way as the other conventional domains. The 

layouts of all these conventional domains are being dynamically digitalized, although at a different 

rate. It is definite that a ‘cyber layer’ is being established into all conventional domains. Gian Piero 

Siroli (2018: 112) argues that the cyber domain is becoming a background that causes military 

infrastructures to integrate the modern battlefield and coordinate the inter and cross-domain 

operations. In other words, the conventional domains are all compatible with and connected by the 

newly emerged cyber domain. However, the key difference between the cyber and conventional 

domains remains the geography, or the location of cyberspace, which is completely human-made. 

The natural properties of this domain are exclusively in the hands of mankind, while land, sea, air, 

and space are subject to physical and natural laws of the environment. The layout of the cyber 

domain is very flexible and vulnerable. Cyberspace dimensions can both, appear or disappear with 

a single command or when they are under attack. Furthermore, ‘cyber’ is relatable to both weapons 

and targets, in the sense that the virtual space itself in which the weapons are situated can be 

affected by conventional or cyber weapons. If cyber weapons can be considered within their virtual 

domain, the mobility, calculation of speed, and manoeuvrability of their operations are very high 

(Siroli, 2018: 113).  In other words, the high range and ultra-speed of the cyber domain enable 

operations to be conducted across the globe in a matter of seconds. Thus, the striking power in 

terms of volume and range is also substantial. There is no clear explanation of what the cyber 

domain is, nor where militaries should be operating within cyberspace – as there is no clear concept 

on the exact missions they should be doing.  

Some authors argue that the military must limit its activities within cyberspace (Crowther, 2017: 

63). This is not meant as to restrict military action within the cyber domain, but rather to limit what 
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functions should the military cyber units execute. For instance, the same author argues that in the 

United States around 90% of all cyber activity is private, meaning that it is managed by private 

citizens or corporations (Crowther and Ghori, 2015: 81). Thus, the military should not be operating 

within this 90% unless it pertains to one of the missions appropriate for military participation. 

According to the DoD, there are three main cyber missions: (1) Defend DoD networks, systems, 

and information; (2) Defend the US homeland and US national interests against cyberattacks; (3) 

Provide support to military operational and contingency plans (Department of Defence, 2018: 3-

4). As an example of boundaries, Crowther (2018: 64) suggests that the military cyber units should 

not be involved with say, interactions between private corporations like Pay-Pal and Amazon 

unless the person initiating the payments are involved in activities that would make them the target 

of intelligence operations. In this respect, the military should not be operating within the private 

sector, but the question remains as to their role in the cyber domain. According to McGuffin and 

Mitchell (2014: 401-402), this role is explained in the four sets of activities that relate to the 

military; intelligence, information, crime, and military operations. All these activities can be 

carried out in the cyber domain, since militaries contribute to intelligence operations, conduct 

information operations, and sustain both, special and conventional military activities. Collectively, 

these four areas compose the military cyber domain, as shown in Figure 1 of appendices (Crowther, 

2017: 65).  

Regarding conventional and special military operations within the cyber domain, an instance of 

cyber-supported military operation could be the 2008 Russian actions against Georgia. Although 

one year earlier, Russia conducted operations entirely within the cyber domain against Estonia, the 

situation in Georgia was quite different. In this sense, the Russians conducted military cyber 

operations against targets in Georgia to damage their command and control systems, in 

combination with conventional military operations on the ground and air (AFCEA, 2012). This 

also serves to prove the argument that the cyber domain can connect the other four conventional 

military domains.  

The cyber domain is not restricted to the tactical and operational levels only. It covers the strategic 

framework as well. Deterrence is a strategic concept that inevitably exists within all four 

conventional domains of warfare. It is, however, much harder to set a clear framework of 

deterrence concepts that are feasible for the cyber domain, due to its fast-paced technological 
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development. Generally, cyber technologies are offence devoted, as it is often easier, as well as 

significantly cheaper to deploy an attack on network infrastructure, rather than defending it, 

assuming the higher costs of defence and the limited efficiency (Siroli, 2018: 114). In this respect, 

the above-studied deterrence concepts can be grouped into two main categories according to their 

functionality – deterrence ‘by denial’ and deterrence ‘by punishment’. Classical concepts are 

mostly clustered in the ‘by denial’ group. It has been debated whether the classical deterrence 

concepts of the nuclear age apply to cyber warfare or a new equivalent is needed (Richet, 2015: 

112). Most of the classical concepts are impracticable, like absolute deterrence, which states that 

it must not fail in any way, to preserve the peace. On the other hand, the technological dominance 

of the offensive function could also re-establish the strike first conceptual approach of classical 

deterrence. Clearly, due to the rationality and affordability of cyber-attacks, concepts like pre-

emptive strikes in the cyber domain are going to be the only viable option for the deterrence ‘by 

punishment’ cluster. In principle, the core concept of deterrence by retaliation is crucial for this 

group, however, it is complicated by the problem of attribution, which will be discussed further in 

the second chapter. In any case, the key nuclear-age classical deterrence concept of mutual assured 

destruction seems irrelevant to the cyber domain, even with respect to attacks on critical 

infrastructures that cause physical damage on industrial control systems. Still, other classical 

deterrence concepts might fit just in place for the cyber domain. For instance, the idea that less 

force may also possess significant deterrent value might be relevant for the ‘by denial’ group. This 

is because establishing cyber defence systems typically requires little effort, but it may provide 

some deterrence value in return. Another concept that could be considered relevant to the cyber 

domain, is the classical concept that forces which are clearly inferior to their rivals might have 

some deterrent value. Since the nature of cyber-attacks is relatively open-source, it means that 

anyone with enough technical knowledge might be able to deploy a simple attack with deterrence 

goals in cyberspace, including state-sponsored attacks by small but technically developed 

countries. An appropriate example for this is Estonia, which is one of these nations that are 

comparatively small both, geo-politically and by population, but also very active within the cyber 

domain. Lastly, the classical idea of deterrence based on fear of consequences might not only be a 

relevant concept but even a functional group on its own in cyberspace. This is because the cyber 

domain serves to connect all other conventional warfare domains. If a defender-nation possesses 

a very broad spectrum of cyber weapons and other interconnected capabilities, it guarantees at 
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least some deterrence value, since adversary states might not be so keen on attacking based on fear 

of such capabilities.  

As for contemporary deterrence concepts, they can also find a place in the ‘by denial’ and ‘by 

punishment’ groups. Most of them are applicable within the cyber domain since cyber-attacks have 

been deployed together with conventional military operations after the Cold War. For example, 

the ‘by punishment’ group can be considered relevant since the cyber domain provides a way to 

punish without raising too much international attention. The cyber domain is undoubtably the least 

regulated domain of warfare, both because it is the latest domain to occur, and also due to 

distinctive difficulties that further complicate the approach. Moreover, the concept of international 

collaboration in deterrence should also apply to cyberspace, since allied vital interests and security 

could be threatened there. On the other hand, the idea of minimal deterrence policy could be 

viewed both ways – indeed, the cyber domain ensures less need for deterrence in the other 

conventional domains, however, it provides yet another unregulated and potentially destructive 

battlefield. From a certain perspective, it might seem like there is a global arms race for cyber 

capabilities going on between both state and non-state actors (Buchanan, 2017: 110). In this 

respect, any legislative and regulative activities regarding the cyber domain appear to be very 

complicated. Additionally, the pace of modification in this field is very high and often critical. 

This is due to the fast-paced technological development, resulting in the frequent manufacturing 

and deployment of new cyber tools. Overall, the cyber domain is very dynamic, difficult to handle, 

and perhaps in need of an adaptive and resilient approach, especially in terms of national strategy, 

which will be examined in the next part. 

 

1.4: Deterrence and National Cybersecurity Strategies. 
 

Different countries all over the world are currently attempting to shape the process of digital 

transformation to obtain the benefits of this global change in their societies. However, the rapid 

development of digital technologies involves some risks as well. The digital infrastructure 

worldwide is still largely insecure due to technical and other factors, which makes this 

transformation prone to exploitation. It is therefore imperative to strategically deal with 

cybersecurity challenges if the digital transformation is to be successful. Consequently, most 
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technologically advanced states are constantly reviewing their national security strategies to ensure 

that they are always improved and prepared for the risks which are continuously emerging in a 

more closely networked and politicized world. This part examines the Western model, which will 

include examples from the European Union and the United States, although some states in the East 

like Russia and China are actively pursuing strategic cybersecurity measures as well. 

The European Union (EU), for instance, drafted a combined cybersecurity strategy in 2013 and 

upgraded it to a Network and Information Security directive in 2016, requiring all member states 

to develop their national cybersecurity strategies (Lord, 2016). As a result, Baezner and Cordey 

(2019) identify six common elements that have emerged from this directive through most of the 

member states. Firstly, the EU states have developed a detailed approach to cybersecurity, which 

consists of technical capabilities. Secondly, cybersecurity strategies are separate doctrines that are 

aligned with broader national security strategies. Third, most strategies are focusing on building 

defensive cyber capabilities, except the Netherlands, which is the only state that explicitly 

discloses the development of its offensive capabilities to rely on deterrence by punishment. In that 

sense, it does not mean that other EU states are not to developing such capabilities, however, they 

would rather not reveal such information. Fourth, all EU cybersecurity strategies emphasize the 

significance of international cooperation within the framework of regional and international 

organizations to improve collaboration in the cyber domain. Fifth, all member states underline the 

need for cooperation with the private sector in their strategies. For example, the Netherlands and 

Italy have adopted an approach that involves a distinct public-private partnership for cybersecurity, 

while Germany has only established a partnership with the operators of critical infrastructures. 

Other EU member states prefer to provide funding to industries involved in cybersecurity (Baezner 

and Cordey, 2019: 8). Lastly, all member states highlight the significance of raising cybersecurity 

awareness regarding issues at all levels of society, as well as the need for better education. As it 

comes to the military – each state has a cyber body, which is often directed by the commander-in-

chief of the armed forces of the member state (Baezner and Cordey, 2019: 7). This hierarchical 

method shows that member states are increasingly more aware of the importance of cybersecurity 

regarding all parts of the armed forces. The situation is similar further west in the United States, 

although their national cybersecurity strategy has evolved and transformed many times from 1988 

to contemporary days, especially after 9/11.  
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The George W. Bush administration proposed some new doctrines and passed legislation that 

shaped US policies in cyberspace (Soesanto, 2019: 9). Some of these include; (1) the Patriot Act, 

which extended the authority of the National Security Agency (US Congress, 2001); (2) the 

Homeland Security Act, which established the Department of Homeland Security (US Department 

of Homeland Security, 2002); (3) and perhaps most relevantly, the announcement of the National 

Strategy to Secure Cyberspace, which enabled defence and security agencies to strengthen their 

efforts, improve their capabilities, and proclaim that the US “reserves the right to respond in an 

appropriate manner” to state and non-state actors (The White House, 2003). Indeed, these 

legislative efforts provided additional power to the US security agencies, however, the strategic 

aspect was still lacking. This is evident since the Department of Defence announced its primary 

cybersecurity strategy three years after the National Strategy to Secure Cyberspace. The DoD 

strategy clearly stated the Pentagon’s intention to obtain “military strategic superiority in 

cyberspace” and to ensure that “adversaries are deterred from establishing or employing offensive 

capabilities against US interests in cyberspace” (Chairman of the Joint Chiefs of Staff, 2006: 13). 

The strategy also states that the DoD will:  

“[…] deter malicious adversary use of cyberspace while promoting freedom of action and trust 
and confidence in US cyberspace operations. Through deterrence, DoD seeks to influence the 
adversary's decision-making processes by imposing political, economic, or military costs” 
(Chairman of the Joint Chiefs of Staff, 2006: 14). 
 
This strategy undoubtedly illustrates the reality of the cyber domain. Eventually, it underlines that 

deterrence in cyberspace is not impossible, but on the contrary, it is an essential element to ensure 

stability and security. On a strategic level, the cybersecurity strategy continued to evolve during 

Obama’s presidency, which builds upon the efforts of the previous administration. Obama strived 

to develop a US cybersecurity strategy that is “designed to shape the international environment 

and bring like-minded nations together on a host of issues, including acceptable norms regarding 

territorial jurisdiction, sovereign responsibility, and use of force” (The President of the United 

States, 2009: 20, cited in Soesanto, 2019: 13). Obama also established a sort of hierarchy in his 

strategy through “anchoring and elevating leadership for cybersecurity-related policies” by 

appointing a cybersecurity policy coordinator at the White House, who was previously involved 

with the military (Soesanto, 2019: 14). President Obama signed five executive orders to realize the 

objectives of his strategy. Their main purpose was to authorize offensive and defensive actions in 

cyberspace. The most important of them was Presidential Policy Directive 20, which went into 
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effect in October 2012. The classified document entered the public sphere in 2013 when it was 

leaked by Edward Snowden and published by The Guardian (Greenwald and MacAskill, 2013). 

The directive basically provides a framework for the US offensive and defensive cyber operations. 

On its policy side, some authors like Segal (2016: 28-29) argue that this directive has slowed down 

US offensive operations in the cyber domain compared to previous operations like Stuxnet, which 

will be examined in the next chapter. This hampering was transpired by characterizing some 

comprehensive standards that would guide future cyber operations within its inter-agency planning 

process. This included norms on impact, risks, methods, geography and identity, transparency, 

authorities, and civil liberties - while ultimately placing final say in the hands of the President. In 

the context of deterrence, the Presidential Policy Directive 20 modified in response to the extensive 

criticism of other offensive cyber operations, which were carried out without adequately assessing 

their implications. These actions of President Obama emphasized on his idea to enforce deterrence 

by denial and deterrence by de-legitimization. Another vital policy that illustrates the US cyber 

deterrence strategy relevant for the previous decade is the Department of Defence Strategy for 

Operating in Cyberspace. It recognizes that the DoD is predominantly concerned with three main 

areas of potential enemy activities. These are as quoted: 

 “(1) theft or exploitation of data; (2) disruption or denial of access or service that affects the 
availability of networks, information, or network-enabled resources; and (3) destructive action 
including corruption, manipulation, or direct activity that threatens to destroy or degrade networks 
or connected systems” (Department of Defence, 2011: 3).  
 
The Department also highlights that the US will consider cyberspace as a warfare domain, 

maintaining capabilities to effectively operate in it. Such operations require establishing, training, 

and preparing military and civilian forces to conduct both offensive and defensive operations in 

the cyber domain. Consequently, maintaining an offensive cyber capability automatically becomes 

a priority. Their use as a potential penalty measures in effective deterrence strategy in response to, 

or in the prevention of, a cyber-attack must be credible. Such capabilities may include cyber 

weapons, which are defined as “digital objects that can be used to achieve military objectives by 

disabling key functions of computer systems and networks.” (Yannakogeorgos and Lowther, 2013: 

116). Corresponding to the changing policies in the White House and the DoD, the NSA also 

utilized and united their cyber operational efforts within the newly created US Cyber Command, 

with the mission is to:  



22 
 

“[…] direct the operations and defence of specified DoD information networks and; conduct full-

spectrum military cyberspace operations to enable actions in all domains, ensure US/Allied 

freedom of action in cyberspace and deny the same to our adversaries” (Department of Defence, 

2010).   

When President Trump was inaugurated at the beginning of 2017, his new administration faced 

great public pressure to deal with the alleged cyber interference in the 2016 elections by the 

Russian Federation. The President wobbled between agreeing with the intelligence community 

that Russia is, in fact, responsible, and at the same time arguing it “[…] could have been other 

people and other countries, nobody really knows for sure,” (Krishnadev, 2018). In this respect, any 

kind of retaliation within the cyber domain remains unknown, at least to the publicly available 

sources. On the other hand, the political debates in favour of a more aggressive cyber deterrence 

approach took more initiative in all three branches of political power in the face of the DoD, 

Congress, as well as the White House. This is evident from the DoD’s report on task force cyber 

deterrence (DoD - Defence Science Board, 2017). This report predicts that the concept of 

deterrence by denial could become inefficient in cyberspace, since “the unfortunate reality is that, 

for at least the coming five to ten years, the offensive cyber capabilities of our most capable 

potential adversaries are likely to far exceed the United States’ ability to defend and adequately 

strengthen the resilience of its critical infrastructures” (DoD – Defence Science Board, 2017: 4). 

Generally, the report proposes eight deterrence concepts to implement in favour of setting 

internationally recognized norms and rules of the cyber domain (DoD DSB, 2017: 7-8). Another 

interesting strategical concept was the idea that “responding to adversary cyber-attacks and costly 

cyber intrusions carry a risk of escalation, but not responding carries near certainty of suffering 

otherwise deterrable attacks in the future” (DoD DSB, 2017: 7). Indeed, it becomes clear from this 

report that the intentions of the US under the Trump administration are to advance and develop 

cyber deterrence concepts by relying on ideas, such as norms and rules, together with more 

aggressive approaches like deterrence based on fear of consequences. From a theoretical 

perspective, such an approach differs from the past US deterrence ‘by denial’ logic moving it into 

the more offensive area of ‘deterrence by punishment’ and ‘by fear of consequence’. Since the ‘by 

denial’ concept is shaped by past events, the expectation of future cyber actions between the US 

and other actors may require ‘proof’ of the US cyber capabilities to renew the desired deterrence 

strategy.  
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In 2018-19, President Trump advanced the concepts of the task force report by adopting a national 

cyber strategy. The Strategy envisioned the US cyber capabilities, as well as an initiative for cyber 

deterrence, through which the US will:    

“[…]work with like-minded states to coordinate and support each other’s responses to significant 
malicious cyber incidents, including through intelligence sharing, buttressing of attribution claims, 
public statements of support for responsive actions taken, and the joint imposition of consequences 
against malign actors” (The White House, 2018: 21).   
 
In this respect, the more diplomatic approach would be a deterrence strategy based on 

internationally accepted norms and regulations. This possibility will be examined in the next part 

of the thesis, along with some of the challenges regarding deterrence in the cyber domain. 

 

Chapter 2: Challenges to Cyber Deterrence. 
 

This chapter will be more practically oriented, providing an insight into some of the challenges to 

cyber deterrence. It will also demonstrate attempts to implement norms and regulations, 

determining if they were successful and if not - investigating where and why they failed. The part 

will offer a thorough case study examination of cyber-attacks to perceive the practical side of the 

already established deterrence concepts in the previous part. Other challenges, such as attribution 

in cyberspace and non-state actors will also be examined.  

Overall, cyber deterrence is not an easy strategy to achieve. Some authors argue that difficulties, 

such as those listed above, together with diminishing capability to retaliate, unnecessary escalation, 

as well as potential legal difficulties, make cyber deterrence an impracticable strategy (Lee, 2015: 

14). The problem with such statements, although correct in defining the issues of cyber deterrence, 

is that they are pursuing the absolute classical deterrence concept, which anticipates that deterrence 

must not fail in any way. In the cyber domain, this concept is not applicable, as it has been already 

established by the previous chapter. The circumstances involved in the cyber domain are such that 

it has not been easy to apply all concepts of classical deterrence to cyberspace. As such, cyber 

deterrence may imply complexity, as well as actions in a contemporary world, whose outcomes 

and purposes are much less absolute and more pragmatic than those of the nuclear age. The thesis 

supports the argument that views cyber deterrence as a separate branch in deterrence theory, which 

has been developing ever since the actions in Estonia (2007) and Georgia (2008) (Stevens, 2012: 
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148-149). This idea has largely failed to translate into concrete military doctrines and strategies, 

that are separate from the national security strategies of most states. Meanwhile, it is evident that 

cyber deterrence has yet to play a greater role in international security. The US, as it has been 

apparent from the last part, is developing another branch of cyber military strategy through 

policies, which strive to achieve preventive effects. The attempts to develop norms and rules has 

remained a focal point in the American geopolitical initiatives, despite the ‘America first’ approach 

of the current US administration and its ambition to develop more offensive cyber capabilities.  

These capabilities can be demonstrated by nation-state actions in cyberspace. Such actions might 

be defensive as well, although this part will emphasize on the offensive actions conducted by both, 

state and non-state actors. Such actions have been continuously deployed for sabotage and 

espionage purposes since 2003. Well-known examples that will be discussed in this chapter 

include the Russian attacks against Estonia (2007) and Georgia (2008), and perhaps most notably, 

operation Olympic games, also known as ‘Stuxnet’ (2006-2012). More recently, a wave of cyber-

attacks has been revealed to range from continuous Russian aggression against Ukraine power 

grids, (Zetter, 2016) to infiltration of US federal offices, (Lipton, et.al., 2016). This trend is very 

likely to continue, due to the relatively low cost of cyber-attacks and the higher chances of them 

being successful. Consequently, this ensures that countries will not only keep deploying cyber-

attacks but also that they will improve and develop them in the future. Artificial Intelligence (AI), 

for example, may drastically enhance cyber capabilities. Many authors support this statement 

claiming that introducing AI and Machine Learning systems will become an integral part of both 

cyber offence and defence, which indicates an escalation in frequency, impact, and sophistication 

(Yang et al., 2018). 

As it comes to non-state actors, they will be recognized as another challenge in cyberspace. They 

represent a form of interference and acknowledge that attacks and counterattacks may also come 

from third parties that are not state-related. This part will emphasize on the different groups that 

may include non-state actors in cyberspace (Sigholm, 2013). It will also assess their role, together 

with the benefits and drawbacks regarding deterrence. Nevertheless, this challenge further 

highlights that there is a wide ‘grey zone’ in the cyber domain, especially regarding disruptive 

activities by non-state actors. This draws the line between disturbance and real damage that could 
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eventually lead to the use of force, which could escalate and initiate a cyberwar without any state 

to state involvement.  

Lastly, the attribution challenge is often the most cited one regarding the practical unavailability 

of cyber deterrence as a strategy. This problem will be thoroughly examined in the last part aiming 

to establish how sure should a state be to attribute a cyber-attack. With attribution, the anonymity 

provided by cyberspace grants an opportunity for adversaries to commit attacks that exploit 

vulnerabilities without revealing their identity. Consequently, a state can deny responsibility even 

if the victim can pinpoint the origin of this attack to the accused state by employing forensic 

techniques. This denial is possible due to the infrastructure of cyberspace, and technology allowing 

attackers to mask their identity, thus making the recognition of any involved actor very difficult. 

This could be avoided if states manage to establish a set of internationally recognized rules and 

norms for cyberspace, which will be examined in the following part. 

 

 

2.1: International cyber deterrence initiatives. 
 

Going back to the Western model, there are some noticeable examples of international cyber 

deterrence initiatives. It was around the time of President Bush’s administration that the issue of 

internationally accepted rules and norms in cyberspace began to attract more attention. An 

appropriate example is provided by the Commission for the cybersecurity of the 44th President of 

the US. The report stated that:  

“The US willingness to cooperate with other governments on cybersecurity will be an important 

component of US advocacy. That cooperation should focus on establishing norms, which are 

expectations or models for behaviour… A normative approach to international cybersecurity 

focuses on how countries should behave” (Center for Strategic and International Studies, 2008: 

20-21). 

In the contemporary discourse of US cyber strategy, norms are considered as a strategic objective 

and are clearly understood as regulations for the international community in cyberspace. Still, this 

quote also indicates the ambitions of the US to play a leadership role in this field. It suggests that 
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the idea was combined with deterrence as a joint component of international strategy, involving 

advocacy, cooperation, and rules. The report even goes so far as to portray the US as an alternative 

to the United Nations (UN), which was deemed “politically incapable of enforcing a global 

cybersecurity treaty” (Center for Strategic and International Studies, 2008: 21). This proposed 

setup would let the US be the primary viable authority that deals with international agreements 

and promote rules and norms in cyberspace. Such an idea would not be easily accepted by nations, 

like China and Russia, and thus the US idea of internationally accepted rules and norms for the 

cyber domain remains unrealized. This leaves cyberspace as the least regulated warfare domain, 

allowing state-actors to launch attacks without any fear of sanctions and violating international 

laws. 

Nevertheless, the American efforts did not halt and in 2011, the US International Strategy for 

Cyberspace was signed by Barack Obama. It is the first US policy document to provide, “an 

approach that unifies our engagement with international partners on the full range of cyber issues” 

(The White House, 2011). Norms and rules are endorsed in the context of administering the 

broader prospects of peaceful and just interaction within the cyber domain. The document 

underlines the collaboration and cooperation, as well as confirming the right to self-defence under 

the UN Charter. The rules and norms in this policy cover technical issues of network functionality, 

as well as fundamental freedoms, like free speech and the right for privacy. A notable statement 

of this document is that “… adherence to such norms brings predictability to state conduct, helping 

prevent the misunderstandings that could lead to conflict’ (The White House, 2011: 9). This quote 

indicates the relation between norms and rules for the cyber domain and deterrence. Other similar 

connections, like in 2010, the US Deputy Secretary of Defence highlighted the problems inherent 

to cyber deterrence, concluding that deterrence by denial would be most beneficial to the United 

States, suggesting that if “there are to be international norms of behaviour in cyberspace, they may 

have to follow a different model that is not derived from nuclear deterrence” (Lynn, 2010: 100). 

Although this statement corresponds with the argument of the thesis, it is evident from the last 

chapter that President Trump’s administration is slowly replacing the concept of deterrence by 

denial with deterrence by punishment. Nonetheless, the primary role of authority in crafting 

internationally accepted rules and norms for the cyber domain remains an objective to the current 

US administration, as it has been established from the national cyber strategy of the United States 

(2018). Consequently, it may be concluded that the US anticipates some deterrent effect from the 
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creation of international cyberspace norms if they are aligned with their national interests. Cyber 

deterrence might not be guaranteed by rules and norms alone due to challenges, such as non-state 

actors who ignore international law. While it is a hard task to achieve, internationally accepted 

regulative norms could act as a deterrence approach that will certainly help regulate and keep track 

of actions in the cyber domain. Such initiatives are still in their earlier stages and no global or US-

supported framework of legislative norms and rules has been established and globally accepted, 

nor has a separate military doctrine or national strategy for cyber deterrence.  

Despite the US efforts to portray itself as a global leader in cyberspace, other world powers and 

organizations have also tried to initiate internationally accepted norms and rules for cyberspace. A 

global agreement is hard to achieve, mainly because different states have different interests, thus 

making it difficult for everyone to settle on a certain set of norms and rules. The UN is one of the 

organizations that attempts to prevent this challenge by hosting many initiatives and international 

groups working on the broad issues of cyberspace. One such international body is the UN Group 

of Governmental Experts (GGE) on Developments in the Field of Information and 

Telecommunications in the Context of International Security. They came up with a report, which 

repeatedly refers to the establishment of “norms pertaining to State use of ICTs, to reduce 

collective risk and protect critical national and international ICT infrastructure” (United Nations, 

2010: 7). On a military level, NATO is also an appropriate example for an organization advocating 

that globally accepted norms and rules for cyberspace will reduce the risks in this domain. 

(Stevens, 2012: 161). All NATO members have supported this initiative, going as far as the 

secretary-general making frequent reference to the deterrence potentials of collective action, by 

enforcing article 5 of NATO’s commitment clause to mutual defence against aggressive actions 

(Corera, 2019). These examples clearly illustrate the international efforts for norms and rules 

regarding the cyber domain. However, as it has been previously noted, it is not easy to attain global 

agreements, due to the difference in national interests.  

By contrast to international organizations, it could be argued that Russia views ‘cyber’ as a 

substance of internal security rather than foreign affairs. Their participation in global treaties has 

been based upon their desire to self-manage the risks within their own sovereign borders (Stevens, 

2012: 162). This indicates that the concept of normative based cyber deterrence, as proposed by 

the West, is largely unpopular in the East. Such a statement could be supported by the Shanghai 
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Cooperation Organization (SCO), where Russia together with China, Kazakhstan, Kyrgyzstan, 

Tajikistan, and Uzbekistan adopted their own accord which defined “information war” as 

“dissemination of information harmful to social and political, social and economic systems, as well 

as spiritual, moral and cultural spheres of other States” (Kanuck, 2012: 17). The interpretation 

itself demonstrates the difference between the eastern and the western models. The east defines 

the information spectre of the cyber domain, whereas the west defines the cyber aspect, which 

includes cyber-attacks that aim to disrupt or destroy systems or critical information infrastructure. 

Disregarding any difference, the main goal of the negotiations should be concentrated on creating 

an internationally accepted posture on global treaties, concentrated on endorsing norms and rules 

that can clarify jurisdictional responsibilities, and establish international institutions that strive to 

enable the exchange of information between countries and their security communities around the 

world.  

Perhaps the European Union best fits in these criteria through the Council of Europe. Going back 

to the beginning of the 21st century, the Council of Europe established the convention on 

cybercrime, which is the primary transnational treaty that seeks to focus on crimes in cyberspace, 

by adjusting national laws, improving investigative techniques, and increasing cooperation among 

nations (Convention on Cybercrime, 2001). More recently, the Council proposed another global 

internet treaty that would execute the abovementioned functions as well as aim at protecting the 

free use of cyberspace. In particular, the proposition consists of establishing an Organization for 

Security and Cooperation in Europe (OSCE), with the main purpose of sharing information on 

cyber deployments during military conflicts (Galbreath, 2008: 23). This initiative was supported 

by the main world powers, such as the US, Russia, and others, however, the actual executive power 

of this organization remains limited. 

Another attempt for establishing rules in the cyber domain is the Tallinn Manual. This is a 

theoretical, non-binding effort on establishing the proper way for international laws to be applied 

regarding warfare actions in cyberspace. It was supported by NATO and written by a group of 

international experts in the field. The Tallinn Manual was the first such attempt to comprehensively 

analyse the topic of rules and norms for cyberspace, bringing some degree of clarity regarding 

legal issues. The focal point of the manual is concentrated on those cyber actions that are 

comparable to ‘armed attacks’ in conventional military domains. Such cyber-attacks could 
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authorize states to self-defend, similarly to attacks transpiring during military conflicts. The better 

part of the Tallinn Manual has emphasized on solving these problems (Schmitt, 2017). The second 

version of the manual studies the international legal agenda that applies to such disruptive and 

destructive cyber actions. The applicable legalities include a law determining state responsibility, 

a law of the seas, international telecommunications, space, and diplomacy, with emphasis on 

individual human rights law. This second attempt also examines other general values of 

international law, such as sovereignty, jurisdiction, due diligence, and the prohibition of 

intervention, apply in the cyber domain. (Schmitt, 2017). 

Despite all international initiatives to regulate cyberspace, the effectiveness of the norms-based 

deterrence approach remains questionable, mainly because no global agreement has been reached 

yet. In fact, from the many unsuccessful initiatives, one may conclude that even if it was possible 

to get all nations to obey a set of rules and norms, established through negotiations and diplomatic 

efforts, there are no guarantees that all states would fully adhere to such rules. Although the norms-

based approach might not provide absolute deterrence to the cyber domain, it still needs to be 

regulated to avoid cyber actions that aim to exploit this lack of rules. This makes the norms and 

rules deterrence concept viable for a deterrence strategy in cyberspace if it is combined with the 

continued attempt to find other deterrence methods that provide solid effects in a domain that is 

unsuitable for applying conventional models. 

Overall, even if cyber deterrence could be made to fully function between states through normative 

agreements, there is a way more disturbing side on a non-state level, mainly because in contrast to 

traditional military domains, the tools and weapons deployed within the cyber domain are widely 

accessible to both, state and non-state actors who do not operate under similar normative values. 

 

2.2: Case studies of nation-state actions in the cyber domain. 
 

As it became clear in the first chapter, the concepts of deterrence by punishment and by denial are 

designed to alter the cost-benefit calculations of enemies. Most importantly, they need to be 

credible to function properly. Consequently, if a country wishes to deter or attack it must provide 

demonstrable signals for its cyber capabilities and that it can execute the threatened attack. These 

concepts are applicable in cyberspace, in the same way as they are relevant to the other four 
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conventional domains. This is because cyberspace spans three-domain layers, which are visualized 

by the US Strategic Cyberspace operation guide as physical, logical, and cyber-persona. The 

physical one consists of the physical network components. The logical layer is the digital 

connection between the physical layer and the cyber-persona. The last layer consists of the people 

that are operating behind the network (Leitzel and Allard, 2016: 7). Evidently, deterrence strategies 

can find their way in all these layers. This is essentially different from the deterrence concepts in 

the conventional domains since none of them spans through all layers. 

Consequently, to establish a relevant deterrence model in the cyber domain, it must be clear which 

actions need to be deterred. This constitutes the greatest difference between deterrence in the 

physical realms and the cyber domain. In conventional domains, deterrence is concentrated against 

physical attacks on individual resources or material targets that when attacked are not hard to 

attribute. On the other hand, deterrence in the cyber domain is focused on manipulating the 

elements within the domain, as well as the environment itself. This can be examined in three main 

approaches by grouping operations in the cyber domain into three categories - cyber-attacks, cyber 

espionage, and cyber theft. Cyber-attacks are clearly defined by their degrading, denying, and 

destructive acts. Espionage in cyberspace is what is known as stealing valuable information for 

intelligence gain. Lastly, theft is also a form of stealing valuable information, but mainly for 

financial purposes, sometimes without direct state participation. Attacks and espionage are mainly 

used by state actors, whereas theft is typically used by non-state actors.  

Today, cyber-attacks are very common, and they can include the denial, degradation, or even 

destruction of both military and civilian communications systems. The most widely used and 

accessible example of is distributed denial of service attacks (DDoS). While DDoS attacks are 

usually treated as one of the less harmful types of cyber-attacks, they remain dangerous and can 

still challenge less developed governments. Such attacks have already been used against state 

actors like the US and its government ICT infrastructure, Estonia in 2007 and Georgia in 2008 

(Klimburg, 2011: 49). So far, these attacks to the US or their critical digital infrastructure are not 

drawing enough debates on deterrence in the cyber domain. On the other hand, a grand jury in 

New York charged several Iranian hackers in absent for their alleged participation in DDoS attacks 

against US interests in the financial sector (Federal Bureau of Investigations, 2016). These 

indictments could not be considered as threats that needed to be denied by a deterrence strategy, 
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but more appropriately by relevant criminology policies. Since the Iranians were absent when they 

attacked, they cannot signal the attack or receiving deterrence signals. Such indictments enforce 

no real costs on Iran or the individuals who executed the attack since they are safe outside the US 

borders. These issues will be discussed further in the last part of the chapter, which will examine 

attribution in cyberspace. 

Beyond DDoS attacks, actions in the cyber domain get more serious. An appropriate example is 

the Russian attacks against Ukrainian electric infrastructure. The attack is often viewed as the first 

effective cyber-attack on an electrical power grid that was able to jeopardize the command and 

control systems of several power distribution companies and briefly interrupt their supply to the 

Ukrainian citizens. (Zetter, 2016). In this case, the fusion between layers and domains is evident, 

since the alleged state-actors involved used the cyber domain to deploy their actions and the result 

was present in one of the conventional domains – land since these actions had physical or material 

consequences. This supposedly Russian actions resulted in a weak response that offered no 

indication for deterrence in cyberspace (Rid, 2016).  

Another example involving non-material, but strategic consequences is the US 2016 elections, 

which again was blamed on the Russian Federation and defined as a mass-influence operation. The 

attack is largely considered as an information operation of the involved Internet Research Agency 

(Lapowsky, 2017). This agency created many social media accounts in different platforms 

claiming to be Americans that support radical political organizations, ultimately creating echo-

chambers. Furthermore, general disinformation was spread by government-controlled media in 

Russia, while also being advertised in different social media platforms. Additionally, non-state 

actors affiliated with Russian military intelligence service (GRU)allegedly infiltrated the 

information systems of the Democratic National Committee (DNC), the Democratic 

Congressional Campaign Committee (DCCC), and campaign managers, publicly releasing stolen 

files and emails through WikiLeaks during the election campaign (Shear and Sanger, 2017). On 

the Russian side, several government representatives have repeatedly denied any participation in 

this operation. In response to these massive influence campaign supposedly committed by the 

Russian Federation against one of the major political candidates of the 2016 US Presidential 

election, the White House expelled several suspected intelligence agents and placed sanctions on 
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Russia’s major intelligence agencies, the FSB and the GRU (Sanger, 2016). However, the costs 

imposed by the US were insignificant compared to the results accomplished by Russia. 

These examples of nation-state actions provide case studies, regarding the difficulty to achieve 

deterrence in the cyber domain. Although there were signals of Russian disinformation actions, 

identified by the FBI as early as, a year before the election no significant preventive measures were 

taken on the US side (Lipton, et.al., 2016). In this case, the alleged Russian interference should be 

classified not as an attack, but rather an espionage act or theft, which does not fit in the 

conventional deterrence frameworks. Still, the effect of this disinformation campaign was 

significant, which is highlighted as a declassified report by the Office of the Director of National 

Intelligence. It concludes that these actions were information warfare in the form of an espionage 

campaign, which considerably hampered the DNC and partially damaged the reliability of the US 

electoral system (Office of the Director of National Intelligence, 2017). This underlines that cyber 

deterrence has been fundamentally challenged by the fact that sensitive information can be turned 

into a cyber weapon and used against the defender. Even in examples where specific malicious 

code is executed to achieve physical damage, there are is no legitimate strategy to signal threats 

within the cyber domain other than referring responses to physical actions. Consequently, it is safe 

to assume that deterrence concepts are still unclear, due to the lack of coherent and separate 

national strategy for cyber deterrence. Efforts through the abovementioned international initiatives 

from the first part, as well as the Tallinn Manuals by NATO, have outlined the framework in which 

cyber deterrence could fit in its legal aspects, yet there is still no evident application at present. 

Operation Olympic Games is perhaps the most important case study in this part. This crown jewel 

of cyber-attacks, also known as Stuxnet, has demonstrated that a meticulous and well-designed 

cyber-attack can cause physical damage and circumvent a variety of protections, utilizing a 

precisely targeted point of interest and attack. Stuxnet is essentially a malicious worm, that can be 

separated into 3 distinct modules. The worm was responsible for executing the core commands of 

the attack, a file that is responsible for the spread of the malware, and a rootkit charged with 

avoiding detection by hiding any files and processes related to the malware (Veluz, 2010). It is 

designed very differently than other worms and malware in general. This is because it looks for a 

specific type of configuration boxes to be ticked to execute its primary function. If, however, this 

requirement is not met, it remains dormant in the system of the infected hardware and does not act 
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in any way. The primary target and condition of activating the malware is the presence of Siemens 

Step7 software used by Programmable logic controllers (PLCs). If that condition is met the worm 

executes the routines. The layered design that attacks multiple systems is also complex in another 

key element. It sends false sensor readings and imitates normal working conditions so to prevent 

any sort of termination due to the system detecting unusual readings suggesting a problem or 

abnormality (Broad, Markoff and Sanger, 2011). Stuxnet has allegedly been developed by the US 

and Israel and has been used to target Iranian facilities in order to prevent their nuclear program. 

It is revolutionary in the sense that it is the first and only known instance to date of a cyber-attack 

causing physical damages in the real world and arguably, achieving its goal. However successful 

in its purpose and widely believed to be revolutionary to what it means to cyberwarfare, J.R. 

Lindsay (2013: 392) argues that even though it was effective, it did not cause a severe effect and 

delay on Iran's nuclear program. Furthermore, he argues that contrary to initial beliefs, such well-

designed and articulate cyber-attacks involve a substantial financial commitment that does not 

necessarily translate to the same amount of damages. He also suggests that the defender state may 

have to spend and develop significantly less in order to achieve deterrence by denial, which would 

result in substantial advantages for them in the event of cyberwar. 

Overall, the concept of deterrence within the cyber domain is indeed difficult to achieve. That does 

not mean cyber-attacks are undeterrable. Most of them can function anonymously, which is 

another challenge for cyber deterrence (Brantly, 2016: 86). This anonymity hampers attribution 

and is often associated with the success of an attack, ensuring it bypasses deterrence by denial 

systems embedded in network infrastructures. On the other hand, deterrence by punishment could 

impact the cyber-persona layer as well, however, the next part will establish that other significant 

challenges are exceptional to cyberspace, which are coming from anonymity. 

 

2.3: Non-state actors in the Cyber Domain. 
 

Although nation-states seem to be the most logical actor to take cyberwarfare actions, recent 

accidents demonstrate that non-state actors may also play an important role, especially in low-

intensive cyber conflicts. There are several variations of non-state actors, and this part will focus 

on explaining their role and their impact on the cyber domain. The previously mentioned state-
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sponsored DDoS attacks in Estonia, were in fact partially conducted by non-state actors, since 

volunteers and mercenaries actively took part in the conflict. They represent a type of non-state 

actors for hire, that can act as a united cyber force, by joining efforts to purposely overload various 

network systems, including Estonian government services and commercial platforms (Ottis, 2010: 

100-101). A more appropriate example could be ‘Anonymous’, which is another type, often called 

hacktivists, that claimed accountability for a few widely publicized cyber-attacks, including, 

DDoS, sensitive information leaks, and other similar activities associated with international 

security (Deibert et al., 2011: 129). 

There are non-state actors that are primarily motivated by large economic gains. They can include 

malware writers and organized criminals in cyberspace, who have been relatively dynamic in 

recent years, according to Verizon (2012). Cyber-crimes, for example, can be various, including 

online harassment, identity theft, blackmailing, and extortion. Most of these crimes share the 

common goal of quick money advances and at least 80% of them are projected to originate in some 

sort of organized activity (Eshel, 2012). According to the same statistics, these organizations are 

mostly small in size, involving not more than 5 to 10 people, which are not structured strictly, as 

it is the case with organized crime gangs in the real world that are involved in illegal drugs for 

instance. 

There is also a type of non-state actors in cyberspace, which have nationalistic tendencies and are 

also known as patriot hackers. They often aim their actions against foreign countries that are 

adversaries to their home country in support of domestic governments. Such groups have been 

active lately in numerous instances throughout the continuous conflicts in Kosovo. An appropriate 

example can be an organization of Serbian patriots, known as Black Hand, who attacked a Kosovo-

Albanian website, threatening to jeopardize military computers of the involved NATO members 

(Denning, 2001: 241). The Kosovo conflict is categorized by Denning (2001:244), as the “the first 

Internet war”, although other conflicts have been categorized in the same way as well. Explicitly 

in the case of Kosovo, the label “Internet war” can be credited to the non-state actors involved in 

the conflict, given recognition to the wider role that is played by them. 

Terrorism is also another type of non-state activity in cyberspace, which consists of terrorist 

organizations that use computers to execute cyber-attacks that can spread public fear in the pursuit 

of their political or religious goals. This topic has been debated during the last few years, especially 
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concerning the rise of Islamic fundamentalism in the Middle East. It could also be considered a 

rather emotionally charged subject, in which academic points of view have been alienated. Some 

counter-terrorism specialists claim that terrorism in the cyber domain is one of the most disturbing 

dangers in the 21st century (Thibodeau, 2014) (Morrison, 2012). Others suggest that such 

statements are mostly overstated, at the expense of more relevant cyber issues (Schneier, 2010). 

All these types can be related in some way to what is generally known as hackers. Overall, non-

state actors in the cyber domain can be summarized as people or groups with deep knowledge 

about computer technology willing to use it in their own interests. They are also usually looking 

to exploit delicate vulnerabilities of network infrastructures, and operating-system configurations. 

These malicious groups may be driven by different interests, like simple curiosity, quick financial 

gains, politics, or even simple boredom. The current classification of hacker groups is often done 

by their motivations, which is usually done by hat colour. According to their motives, they are 

categorized into black, white, and grey hats. 

Black hats are the malicious category of people. They are the actors behind the exploitation of 

computer networks for their own advantage. These hackers are normally perceived as the most 

destructive non-state actors in the cyber domain, who act without any respect for the law or 

international regulations (Sigholm, 2013: 16). Such malicious individuals or groups may also act 

as mercenaries for states by carrying cyber-attacks on their behalf. This could further complicate 

the attribution problem for cyber deterrence since the victim state can easily attribute the attack to 

the non-state actor who conducted it, but it is almost impossible to attribute it to the state that 

ordered it. 

White hats, on the other hand, are also known as ‘ethical’ hackers. They must possess high moral 

values, relative to commonly accepted norms. Often, their specialization is concentrated in 

ensuring the security of commercial ICT infrastructures and systems. People in this category are 

also commonly employed by government security agencies or by information security private 

companies. It is common for them to warn or consult big corporations about the vulnerabilities 

that they discover so that they could be patched. 

Grey hats are people who often follow the narrative of their white hat colleagues. However, most 

of them may divert and occasionally break some of the rules. For instance, if people in this category 
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are targeted by a malicious cyber-attack, they might try to take the issue into their own hands, 

rather than report it to the relevant law-enforcing government bodies.  

Overall, non-state actors in the cyber domain can play an important role, but also hardly ever cause 

more damage than state actors. Moreover, they could be employed as mercenaries in conducting 

offensive cyber actions in the name of an attacking state against another country. However, if non-

state actors work on their own without government support, they could be easily identified and 

attributed guilt for their actions. Nonetheless, the next part will provide more clarity on the 

attribution process when it comes to state-actors in the cyber domain.  

 

2.4: Attribution - How sure should a state be to attribute a cyber-attack? 
 

Attribution is the act of identifying the source or cause of something. In other words, it is supposed 

to answer the questions of who did what. However, these questions present a huge problem, 

especially in the cyber domain. While anonymity has been one of the defining marks of the 

Internet, it is also the source of the issue with attribution in cyberspace. When attributing cyber-

attacks, this anonymity grants an opportunity for adversaries to commit attacks without revealing 

their identity. Consequently, a state can deny responsibility to any cyber-attack, even if the victim 

state can point out the origin of the attack to the accused state. This is often referred to as plausible 

deniability, which makes the recognition of any involved actor very difficult.  

Technology can aid victim states in attributing hostile cyber-attacks however, it is not enough to 

rely exclusively on it for credible attribution. This will be proven by examining the complex nature 

of the attribution process, by arguing that the threshold for attribution in cyberspace should involve 

not only the technology but also strategic and operational concepts.  

In the context of International law, there are conventional frameworks related to attributing crime 

to the responsible actor. However, they are hardly applicable to cyberspace, due to its nature. The 

question of responsibility in the cyber domain is rarely decided by a single form of evidence. 

Lawful decisions are often based on accumulating direct or circumstantial evidence that can prove 

the responsibility of the malicious actor behind such conduct (Tran, 2018: 380). However, as it has 

been established in the first part of this chapter, the current state of international rules does not 
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offer appropriate regulation regarding cyberspace. The international community continues to work 

towards applying existing international laws and principles to cyberspace. This is because there 

are modern terms related to cyber-attacks that need appropriate definitions. One such term is the 

attribution threshold required for retaliation. For instance, according to Hill, the current DoD 

definition for ‘cyber-attack’ does not meet the threshold of an armed attack, which corresponds to 

International law, although it recognizes the malicious nature cyber-attacks (Hill, 2019: 4). In other 

words, this does not allow states the right to self-defence in cyberspace. Defining cyber operations 

as serious attacks is crucial because of the threshold required to meet such a definition. Seemingly 

similar in their intrusive nature, espionage, and attacks in the cyber domain are unique in definition, 

as it has been already established. Due to definition gaps and the irrelevancy of International laws 

regarding the cyber domain, adopting a universally accepted threshold for attribution remains 

difficult. This keeps the plausible deniability factor effective for adversary operations in 

cyberspace. Even if an attack could be attributed to a certain computer or network, through 

employing all aspects of the attribution process, a state can still deny any involvement or 

knowledge of the incident (Rid and Buchanan, 2014: 5). This is mainly because there is no specific 

binding international law or common understanding that determines how sure should a state be to 

attribute a cyber-attack to an adversary. 

As the first part of this chapter concluded, International laws operate in cyberspace under 

previously established norms and principles, which are hardly transferable to the cyber domain. 

This alone hampers the process of attribution in many ways, especially in establishing a threshold. 

It also highlights the issue of applying the armed attack threshold principle in cyberspace when 

their definitions are ambiguous. For example, a cyber-attack that targets a certain power grid and 

manages to shut it down without causing any physical damage would not necessarily meet the 

established threshold for attribution. However, a bomb that accomplished the same would meet 

that threshold and provide the victim state with the ability to defend itself under International law 

(Hill, 2019: 13). Furthermore, the existing International laws do not address the non-physical 

effects that cyber-attacks may have and do not provide solutions to the effects that they may have 

over time (Dev, 2015: 386).  

Another limitation is associated with technology and its use regarding the attribution of 

responsibility. The technical aspect of attribution is mainly limited by the structure of cyberspace. 
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Because of this structure, actors committing cyber-attacks can conceal the original source of the 

attack, as well as their identity (Margulies, 2015: 495). Still, the use of cyber forensics technology 

may allow victim states to attribute. However, there are circumstances in which technical aspects 

alone are not enough to identify the responsible actor. Provided that the Internet infrastructure 

allows malicious actors to mask their identity and evade responsibility for their actions, it is 

reasonable to assume that all aspects of the attribution process are necessary in order to attribute a 

malicious cyber-attack. 

The attribution process embodies a distinct analytical challenge. Since there is a gap when relying 

solely on the technical aspects of attribution in cyberspace, it would be more plausible to rely on 

specific input data and expertise from not one, but three main fields – technological, strategic, and 

operational. Each of these analytical aspects needs to be communicated and approved by the other. 

There is no single methodology, since the operational and strategic teams may alarm the technical 

team, or vice-versa. The Stuxnet case is appropriate to showcase the amount of work required in 

such processes. This cyber-attack was so complex that several different companies were required 

to focus all their analytical teams on different aspects of the attack, such as the propagation 

mechanism, the command-and-control setup, or the payload targeting, to analyse the whole content 

of Stuxnet (Lindsay, 2013: 377). Moreover, analysing these aspects required different skills, which 

further complicated the process. Its goal often depends on the incurred damage. If a cyber-attack 

failed to cause any obvious damage, the victim state may choose to ignore it, or only partially 

investigate it, thus limiting the attribution process before it even begins.  

Nevertheless, in the case of serious cyber-attacks, there are three main goals in the attribution 

process. The technical goal is to comprehend the incident in its technological aspects. The 

operational goal is to understand the architecture behind the attack, as well as the profile of the 

attacker. Finally, the strategic goal is to determine who is responsible for the attack, assessing 

aspects such as, motives, political significance, and deciding if a counter-attack response is 

necessary. This three-goal framework is proposed by Rid and Buchanan (2014: 12) and supports 

the argument that attribution is possible by involving all three aspects of the process. In this respect, 

the technical aspect generates digital evidence by cyber forensic investigation techniques. 

Furthermore, the operational aspect processes this data and figure out the scale of the attack. Lastly, 

the strategic aspect finalizes attribution, determining the aim of the attack and the responsible actor. 
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To put it in another way, the quality of this process is likely to grow as the amount of resources 

increases. An appropriate example could be found in one of the first recorded series of cyber-

attacks called ‘Moonlight maze’ (Elkus, 2013: 152-163). The targets included several US 

governmental bodies. In response, the Joint Task Force Computer Network Defence (JTF-CND) 

was assigned to deal with the cyber-attack. The result of going beyond technical forensics was 

imminent. It allowed for the proper attribution of the cyber-attack to the Russian government with 

a high level of certainty. This example serves to indicate that effective attribution in the cyber 

domain is indeed possible. All three aspects of the attribution process – technical, operational, and 

strategic – should be utilized to a full extent, in order to achieve the desired assurance that meets 

the attribution threshold. 

Overall, attribution is fundamental when it comes to identifying responsible actors in the cyber 

domain. Regarding cyber deterrence, several obstructions are present for taking the next steps to 

more secure cyberspace. From the lack of laws and definitions to network infrastructures, nations 

need to solve such problems in their own way, since they mainly emerge from the lack of 

international cooperation. A purely technical routine is unable to carefully identify and validate 

attribution. It is clear that attribution cannot be limited solely to technical operations nor it can rely 

on international law. On the contrary, the larger the pool of resources and skills implemented 

within the attribution process, the better the chances of uncovering adversaries. All this makes 

attribution a very complex, multi-layered process, rather than a simple problem. Although the 

attribution process was characterized as possible, it remains difficult to achieve, which is crucial 

for the conceptual framework, which will be proposed in the next chapter. 

 

Chapter 3: Cyber Deterrence Strategy framework. 
 

The following parts of this final chapter will aim at establishing a framework for cyber deterrence 

strategies. This framework will consist of deterrence concepts suitable for the cyber domain, which 

were derived from the research. The framework will highlight these concepts by explaining why 

they are included and how they could prevent warfare actions in cyberspace.  
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In order to draft such a framework, it is important to define what actions in the cyber domain could 

be considered as an act of war. Generally, cyberwarfare is defined as: “the use of technology to 

attack a nation, causing comparable harm to actual warfare” (Collier and Friedman, 2014: 65). 

However, there is a substantial discussion between academics and experts concerning this 

definition, where some scholars even claim that the term does not exist (Gartzke, 2013: 43). One 

way of interpretation is that this definition is inaccurate because there have been no offensive cyber 

actions yet to be labelled as ‘war’.  Alternatively, it is argued that 'cyberwarfare' is an appropriate 

definition for attacks, which can cause physical damage objects in the real world, like Stuxnet. 

Since there are no publicly known examples of actions in cyberspace that have led to full-scale 

war, there is no single definition of cyber warfare. However, certain cyber-attacks could be 

considered an act of war by some states. Thus, it is up to those states crafting their cyber deterrence 

strategies to define in their own way, which cyber actions could be viewed as an act of war. 

Offensive cyber actions, such as those mentioned in the previous chapter have taken place in the 

context of IR, resulting in hesitant criticism and reciprocal plausible deniability by the involved 

malicious actor. This brings back the challenge of cyber attribution, which has been established as 

solvable. It is certain that while states rely on using cyber actions and combined conventional 

capabilities, the probability of escalation to physical confrontation occurring in the real world as a 

result of cyber actions is increasing. Still, reaching causing conventional war through cyberspace 

is unlikely, because of its lengthy nature, thus ambiguity remains (Green, 2016: 89). 

Considering more recent examples, the first example of conventional military forces deployed in 

retaliation to an offensive cyber action was observed in 2019, when the Israel Defence Forces 

responded to a cyber-attack from the terrorist organization Hamas (Liptak, 2019). The airstrike 

was directed towards destroying a building, which was related to a successful cyber-attack by 

Hamas. More importantly, the Israeli retaliation resulted in the loss of human life. Although Hamas 

is a non-state actor, which made attribution easier for the Israeli, it is clear how such offensive 

actions in cyberspace could escalate to a potential war. This example also provides some ground 

on what actions could be considered an act of war in cyberspace, since hypothetically if Hamas 

was a state actor in this case, there would almost certainly be a full-scale war between Israel and 

the ‘state’ of Hamas. Unfortunately, it is unclear what type of cyber-attack they used, as the Israel 

Defence Forces have not provided any further details about the nature of the alleged attack.  
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The first part of this chapter will focus on deterrence by denial concepts that can be implemented 

within the cyber domain. It will look at how states can use their military capabilities to deter 

warfare actions in cyberspace by acknowledging concepts from both, classical and contemporary 

deterrence theories.  

Strategies and concepts involving signalling to adversary state that the costs of successfully 

conducting a cyber-attack are high and the likelihood of success are low will be examined in this 

part. This will demonstrate how states can rely on preventive measures that can deny potential 

adversaries. This part will also claim that deterrence by denial is favourable and unique for the 

cyber domain. It will contrast denial opportunities in the other conventional military domains, 

where the ability to manipulate their natural aspects is evident, while the same is not true regarding 

cyberspace. 

The second part will look at concepts related to deterrence by threats and punishment, that are 

suitable for the cyber domain. It will examine how states use their assets to punish or threaten 

potential adversaries that are determined to conduct cyber warfare actions. This part will draw 

parallels between the classical concept of nuclear deterrence and contemporary concepts of 

deterrence by punishment to determine how they apply to cyberspace. This part will also claim 

that deterrence by punishment in the cyber domain is indeed possible, however, it is often not 

credible enough without having enough sustainable intelligence. It will also demonstrate how 

distinguishing the different types of cyber actions is difficult and regularly leads to 

miscalculations.  

If the ‘by punishment’ and ‘by denial’ conceptual clusters are incapable of solving the problem of 

cyber deterrence, there must be other relevant answers. Although the principal discussion remains 

and there is no simple resolution, the third part will go beyond traditional cyber deterrence concepts 

seeking to provide further clarity to the conceptual framework. It will propose a cumulative 

deterrence approach that will combine offensive and defensive deterrence aspects from the 

previous two parts, aiming to improve the proposed framework. This approach will claim that 

deterrence is not a simple tool to be used by states to deter adversary behaviour whenever they 

want to. Rather, deterrence has always been a combined complex of efforts that encompasses 

conventional concepts of deterrence and progresses beyond them. This might consist of various 
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global agreements and technical practices, such as rules and norm development, new policies and 

laws, liability structures for software and hardware, and more.  

The fourth part synthesizes the findings of the previous three parts, forming the conceptual 

framework for national cyber deterrence strategies. This will be the culmination part of the whole 

research, where the proposed framework will take its final shape. It will aim to implement the 

established concepts from the first chapter, considering the challenges from the second chapter 

and summarizing the results from the first three parts of the third chapter. It will indulge in each 

concept and explain how this framework would help to prevent warfare actions in the cyber 

domain. The final part of this chapter will provide limitations to this proposition. 

 

3.1: Cyber Deterrence - By Denial. 
 

Both deterrence concept groups established in the first chapter - by denial and by punishment - 

demand pre-attack costs by the defending state. The distribution of assets for deterrence by denial 

differs in direct proportion with the efficiency with which it can deter adversaries. As Riggs (2004: 

126) argues, the establishment of good and reliable deterrence by denial systems in cyberspace 

ultimately begins with the distribution of finances. This translates into purchasing technical and 

human resources that are enough to periodically update, enhance, audit, and manage complex 

network infrastructures. Such systems can be network or host-based defences. They can include 

intrusion detection and prevention systems, anti-virus products, and other parallel mechanisms. 

These are some of the overlapping measures that could be taken to gradually make the intrusion 

of adversaries into state networks more challenging. In the cyber domain, these costs are generally 

overlooked, however, they are deterrent in nature. Although they are not as sophisticated as other 

deterrence methods, they substantially increase the level of protection and decrease the probability 

of penetration to government networks. These measures are comparable to the physical world since 

the same kind of deterrence tactics can be employed by retail stores that place tracking chips on 

their products and detectors at doors. This denial strategy is designed to warn adversaries that the 

costs of a successful attack are high, and the probability of success is low, whether it refers to the 

cyber or the physical world. This highlights how the already established deterrence by denial 

concepts are, already as applicable in cyberspace as they are in the real world.  
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This is noticeable, especially since most cyber-attacks are in fact, unsuccessful due to the effective 

denial systems in place. The US Department of Defence absorbs millions of attack attempts per 

day, even though nearly 99.99% of them are unsuccessful (Howard and Cruz, 2017). Moreover, 

since the quantity of cyber-attacks is increasing exponentially, the United States has restructured 

and upgraded the better part of its network infrastructure to imply more sophisticated denial 

systems. This often allows the initial point of contact between the defending state and the 

adversaries to be chosen by the defending state. In military terms, it allows defenders to choose 

the terrain of battle. While this does not prevent the need for other deterrence concepts, it signals 

the increased cost imposition on adversaries and it allows for more efficient resource allocation 

and defence. 

Unlike in any other conventional military domain, the opportunities for deterrence by denial in the 

cyber domain can be described as substantial and exceptional. While denial in land, sea, air, and 

even space is based on the control of a certain geo-dimensions, states relying on deterrence by 

denial can only partially alter the nature of the domains themselves. However, this cannot be true 

within the cyber domain. This is because every aspect of cyberspace can be manipulated by both, 

the defending and the attacking state. Everything from the network structure, to the hardware, 

firmware, and software, as well as access control of individuals, can be attacked and defended at 

any time. Typically, at all stages of cyber-attacks, the adversary is always trying to control the 

defender’s network, over which it has limited perceptibility (Brantly, 2018: 48). This perfectly 

illustrates how cyberspace is indeed a battlefield with every aspect of the attacking and defending 

phases, which should be a subject of deterrence, no matter how complex it might be. 

For ‘by denial’ strategies, some of the classical concepts of deterrence theory remains relevant. 

Generally, the two stages emphasizing on rational game theory and cognitive modelling are 

foundational. While in contemporary deterrence concepts the focus is pointed towards deterrence 

by punishment strategies, some of the modelling methods find their place in the deterrence by 

denial group. Though the theories may be similar, there are differences, such as the payoffs in 

cyberspace, which can be manipulated and often favour the defender. In fact, there are only a few 

other applications of deterrence by denial strategies, where the payoff conditions are that 

favourable to the defender. However, the capability to manipulate the potential payoff for attackers 

remains difficult. Although it is evident that using deterrence by denial strategies in cyberspace 
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can decrease the likelihood of successful attacks, the possible consequences can remain large, 

depending on their scale.  

In this respect, some cyber-attacks are simply too costly and cannot be prevented by deterrence by 

denial strategies. For example, minimizing consequences from attacks on data sources entails the 

assimilation of this data. This kind of denial instruments introduces effectiveness for a large 

financial price. Consequently, although denial strategies offer a substantial capability for credible 

deterrence in the cyber domain, it does not solve the cyber deterrence problem singlehandedly. 

Denial systems can, in fact, reduce the prospect of successful attacks and are more likely to deal 

with low-class cyber-attacks by non-state or small state actors. Despite efforts to signal deterrence 

credibility through purchasing and implementing different denial systems, together with 

restructuring of network infrastructures, the cyber deterrence problem is still evident.  

Perhaps the strategy of deterrence by denial might be a way for smaller, less developed countries 

that are eager to defend themselves and deter attacks within the cyber domain. Although it might 

be a quite big investment to make for a smaller country, implementing denial systems within the 

most crucial government networks is a convenient option to deter at least some cyber-attacks. It 

could be argued that if Estonia in 2007 and Georgia in 2008 have implemented such systems, they 

would have been less vulnerable to cyber-attacks, especially less sophisticated ones, like DDoS. 

Then again, this deterrence by denial strategy would only deter the low-level cyber-attacks. For 

more complex attacks in the cyber domain, such as those sponsored or directly conducted by 

advanced state actors, like Stuxnet, this strategy is only the first layer of protection and does not 

guarantee deterrence.  

In this respect, it is evident how some of the classical deterrence concepts relevant to nuclear 

deterrence cannot be functional due to the nature of the cyber domain. One such unsuitable concept 

is that deterrence must not fail in any way in order to preserve peace. This can be observed in the 

Estonia case, where deterrence failed to prevent the allegedly Russian cyber-attacks, though these 

actions did not lead to a full-scale war between Russia and Estonia. Furthermore, other key 

classical deterrence concepts, like Mutual Assured Destruction also appear to be irrelevant to the 

cyber domain. This can be confirmed by the Stuxnet example, where deterrence by denial failed, 

and the attack on critical nuclear infrastructure did not lead to a devastating war between Iran and 

the United States, despite the physical damage that was caused. However, other classical concepts 
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can fit into a conceptual cyber deterrence framework. One example is the notion that less force 

may possess deterrent value. This is indeed relevant, since denial strategies, although expensive, 

typically require little effort. In return, they may provide enough deterrence value, especially 

against low-level threats, as it has been established in this part. Additionally, this also verifies 

another similar classical deterrence concept, which states that inferior forces to their rivals might 

have some deterrent value. This supports the argument that denial strategies in cyberspace may 

work on their own for smaller countries, having some deterrence value, although it might be 

limited to deal only with low-level cyber-attacks that are not hart to attribute.  

As it comes to contemporary deterrence, there are also some applicable concepts with the potential 

to fit in a potential cyber deterrence framework. Notions, such as minimal deterrence are reciprocal 

to deterrence by denial strategies that concentrate on defensive systems. It could also be argued 

that relying on the concept of minimal deterrence ensures less need for deterrence in the other four 

military warfare domains of land, air, water, and space. However, it also reinforces the cyber 

domain, which is the most unregulated and potentially dangerous of all military domains, thus 

mutual deterrence could only be effective based on international cooperation.  

Since cyberspace can serve to connect all other conventional domains of warfare, as it is man-

made and can play a role in all other types of military operations, it is safe to assume that some 

contemporary deterrence concepts have a place in the conceptual framework. Partial deterrence in 

cyberspace can be achieved not only in defensive ways, like denial strategies but also in offensive 

ways, such as deterrence by punishment or fear of consequences. An appropriate example might 

be if a defending nation holds an extensive range of cyber weapons and other interconnected 

capabilities. This can guarantee at least some deterrence value, since other adversary nations that 

want to attack might not be so keen on advancing, based on their fear of punishment from these 

capabilities. These strategies will be further examined in the following part.  

 

3.2: Cyber Deterrence – By Punishment 
 

Another way of potentially achieving deterrence in cyberspace can be by punishing an adversary 

action in a way that ensures the attack will not re-occur in the future. This notion was examined in 
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the first chapter, where it was demonstrated how contemporary deterrence strategies can rely on 

punishment. The second chapter established the challenges of how cyber-attacks work and how 

they could be used as punishment in examples of damage done to physical infrastructure as a result 

of a cyber-attack. If deterrence by punishment strategy is applied to the nuclear age deterrence, 

retaliating a nuclear attack on a major city, for example, the only proportional response would be 

a nuclear counterattack on an adversary city. In this case, both cities are physically static and 

immobile. The same type of punishment strategy through retaliation has mostly transferred to 

contemporary deterrence practices in the other four conventional warfare domains. This is because 

it is indeed plausible and technically achievable to apply deterrence by punishment using ballistic 

missiles or airstrikes, instead of nuclear weapons. However, the same logic does not hold in 

cyberspace. This sort of deterrence based on retaliation or other forms of punishment is not as 

simple when applied to the cyber domain, as when it is applied to land, sea, air, water, and even 

space, due to several reasons. 

Firstly, the state seeking to deter through punishment needs to have a solid proof that identifies the 

one who committed an adversary cyber action. The potential for deterrence by retaliation or other 

punishment always depends on credible attribution, as it was established in the second chapter. 

Although it was defined as achievable, retaliation that does not possess strong and attributing 

proofs is likely to misidentify the target and provoke redundant escalation. 

Secondly, if a state wants to apply deterrence by punishment strategy, it must retaliate within a 

proximate time-based frame. In case that the attacked state cannot rely on comprehensive 

intelligence on the assets it wishes to retaliate against, developing it, together with a cyber weapon 

deployable against the adversary, increases the timeframe of the punishment. This delay might be 

in several days, weeks, months, or even years away from the initial attack for which the attacked 

state wishes to retaliate. Due to this chronological disconnection, the threat of punishment in 

response to an adversary cyber action falls into a category of what Brantly (2018: 45) refers to as 

‘hyperbolic discounting’. This means the risk of applying punishment for a cyber-attack can be so 

chronologically distant, that the retaliation is reduced to the point of irrelevance. In such cases, the 

retaliation can be considered as a separate attack from the original one by the adversary who 

stroked first.  
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Thirdly, deterrence by punishment requires proportionality, which is one of the fundamental 

concepts of deterrence, examined in the first chapter. It is essential to have equivalent assets to 

punish in order to prevent unnecessary escalation or violation of international law, as per the 

Tallinn Manual (Schmitt, 2017), noted in the second chapter. Comparable assets are not inclined 

within the cyber domain and are often difficult to identify (Libicki, 2016: 262). To apply deterrence 

by punishment against an adversary asset within the cyber domain, a state would need pre-

established access or further information that goes beyond its geographical location. It is 

incomparable with deterrence by punishment in conventional military domains because a city, for 

example, cannot be moved and it is likely to be as vulnerable to conventional military attacks now, 

as it will be in the foreseeable future. As it comes to the cyber domain, however, a computer system 

that is recently compromised might be patched, upgraded, or taken offline in seconds, which would 

prevent accurate retaliation. 

Finally, the state wishing to rely on deterrence by punishment must have a cyber weapon, often 

personalized to retaliate against a specific target. If the attacked state warns its adversary that will 

strike to punish an attack or the same retaliator directly deploys a cyber weapon repeatedly to 

attack the adversary state’s systems, the whole operation could be ineffective. This is because 

deterrence by denial strategies of the adversary state might be credible enough to prevent the 

retaliator’s cyber-attacks. The longer the state wishing to punish deploys cyber-attacks, the more 

likely it is that the adversary state updates its denial defence systems. Hence, if the attacked state 

wishes to punish the adversary state successfully, it must have a prior deep understanding of its 

characteristics and intelligence of the assets it wishes to retaliate against. The retaliator state needs 

also to find new exploits in order to accomplish their desired outcome or be assured that the 

adversary has not updated or patched their previously known vulnerabilities. 

Altogether, some of the challenges regarding deterrence by punishment strategies in the cyber 

domain are related to signalling, whether the battle is limited within the domain or crosses over 

the other four conventional domains. Quick attribution is of foremost importance to credible 

punishment against an adversary, assuming the availability of proportional assets, as well as 

reliable intelligence about their features. As it was established in the second chapter, attribution in 

cyberspace is typically not a simple, fast-paced process, especially regarding state-actor cyber-

attacks. Moreover, this challenge does not refer only to retaliation in cyberspace. Since 
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proportional target selection might be slightly easier in cross-domain retaliation, the first three 

reasons addressed above are still applicable.  

As it seems that bot, deterrence by punishment, and by denial operate within the same time-based 

frames. Yet, attribution is only crucial for deterrence by punishment strategies, while on the other 

hand, it is generally not important for ‘by denial’ strategies. In their initial phases, both denial and 

punishment strategies emphasize on pre-attack means of deterrence, yet deterrence by punishment 

strategies essentially requires an after-attack attribution process as well. Based on the technical 

realities of the cyber domain and IR, deterrence by punishment is arguably more complex and 

harder to successfully achieve, than deterrence by denial. 

Furthermore, in the case of deterrence by punishment, it could be argued that it illustrates the 

classical concept of pre-emptive strike. Undeniably, the cyber domain remains under the 

technological dominance of its offensive aspects, which could also lead to reinstalling the strike 

first conceptual approach of classical deterrence. Evidently, due to the rationality and affordability 

of cyber-attacks, concepts like pre-emptive strikes in the cyber domain are the only feasible option 

for deterrence by punishment. It has been debated in the first chapter whether the classical 

deterrence concepts are appropriate for the cyber domain or a new equivalent is needed. In 

principle, the core classical concept of deterrence by retaliation is complicated by the problem of 

attribution, as it has been established. On the other hand, other classical deterrence by punishment 

concepts, like pre-emptive strike, given that it is supported by reliable intelligence, might as well 

work in cyberspace. 

Alternatively, the previously mentioned classical deterrence concept of ‘strike first’, which is self-

explanatory, could also be viable for the cyber domain. Of course, this concept hardly ever 

achieves any efficiency, although it could cause another form of deterrence strategy, which relies 

on the fear of further consequences. This strategy is fully dependable on offensive means and 

without appropriate reasons, it could violate international law. It mostly refers to cyber operations, 

when the state wishing to impose deterrence by fear of consequences strikes first against its 

adversary to showcase its cyber capabilities and that it would be unwise to retaliate against their 

power in the cyber domain. This strategy is highly dangerous because it could cause unnecessary 

escalations and breaking of international regulations. Stuxnet is a prime example of such kind of 

operations, where the cyber-attack was not retaliation against the previous attack, but an 
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undercover ‘strike first’ attempt to stop Iran from acquiring a nuclear weapon. As it was established 

in the second chapter, the attack failed to accomplish its purpose, no matter that it managed to 

cause physical damage. On the other hand, this will remain in history as the first recorded cyber-

attack that managed to inflict direct damage from the cyber domain to the real world. It might have 

some deterrence value since it could be considered as a showcase of cyber capabilities to the rest 

of the world with the intention to achieve deterrence by fear of consequences. The fact that cyber-

attacks against the main actors behind Stuxnet is increasing (Abdollah, 2019), indicates that 

deterrence by fear of consequences credibility remains debatable.  

Overall, using deterrence by punishment concepts in the cyber domain is indeed possible. 

However, it cannot be relied solely on this kind of deterrence strategy, since it is not a consistent 

or credible option under most circumstances, especially if states cannot rely on credible 

intelligence. This assessment is derived from analysing classical and contemporary deterrence 

concepts in the first chapter. It is also supported by many scholars, such as Valeriano and Maness 

(2015: 57-60), who argue that deterrence by punishment is mostly unproductive and often causes 

additional danger if used alone than other means of deterrence. Furthermore, having reliable 

intelligence about adversary systems can create its own separate issues, such as cyber espionage, 

which includes a security dilemma (Buchanan, 2017: 124). The more states engage in such highly 

offensive practices through the cyber domain, the more their actions are likely to be misunderstood 

and thus, cause unnecessary escalation and deterrence failures. The same refers to the deterrence 

by fear of consequences, since both are founded on the offensive nature of cyberspace.   

 

3.3: Cyber Deterrence: Cumulative. 
 

The cumulative approach to cyber deterrence can be considered a combination of deterrence by 

denial and punishment, with emphasis on fear of consequence. In other words, this strategy aims 

to combine concepts from the above-studied clusters, by underlining the offensive nature of the 

cyber domain. As it has been established in the first chapter, the western model of deterrence 

theory was created through methodical efforts by strategic scholars, which rendered strategy into 

a practical decision-making tool. The cumulative approach, however, is based on Israel’s view of 

deterrence, which has not been systematically developed as a theoretical framework. Instead, Israel 
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developed a deterrence posture that could be defined as “strategic common practice” (Bar‐Joseph, 

1998: 147-148). These common practices of deterrence oppose the widely accepted Western model 

of absolute deterrence, by advocating that building deterrence concept that can limit and shape the 

behaviour of adversaries is more efficient than to prevent all attacks.  

The Israeli context of deterrence is obviously offensive, based on their common practice from 

large-scale conventional wars in the 20th century, that prevented coordinated invasion from 

neighbouring countries, as well as a continuous risk posed by non-state actors (Tor, 2015: 102). 

Nevertheless, in the past two decades, the Israeli view of deterrence evolved to a clearer and more 

extensive theoretical foundation. One of the conceptual groups that could fit in the proposed 

framework was established in this context, namely the cumulative deterrence. According to Almog 

(2004), Israel achieved deterrence in the conventional military domains using threats and military 

force over an extended period of conflict. In his view, cumulative deterrence seeks to achieve its 

goal in two main ways. The first way is to rely on establishing military supremacy in cyberspace, 

and the second is to rely on high-class military retaliation assets against foreign threats. Following 

the logic of the cumulative deterrence, it needs to be recharged every now and again, in order to 

preserve the image of supremacy it aims to create. This could be achieved through a sequence of 

small triumphs, achieved over extended periods of conflict, which should provoke a more 

restrained behaviour of the adversary, hence achieving the goal of the strategy. 

This could be an appropriate concept to add to the cyber deterrence framework if it could be 

properly applied to cyberspace. For instance, the concept of replacing the classical deterrence 

perspective of absolute deterrence with the concept of cumulative deterrence is suitable, since it 

offers an alternative approach to the cyber deterrence problem. What is more, this approach often 

engages in brief showcases of power, in order to control the scope of a conflict, which according 

to Tor (2015) is more appropriate for cyberspace, due to its offensive nature. This corresponds 

with the aim of cumulative deterrence to limit and control the behaviour of adversaries, rather than 

relying on absolute deterrence that prevents all attacks, which makes the cumulative concept a 

suitable approach for deterrence in the cyber domain. 

Other concepts of the cumulative deterrence strategy could indeed be adapted to the conceptual 

framework for cyber deterrence if they are applied properly. For example, this strategy can help 

establish a clear and coherent strategic message regarding what is unacceptable behaviour in the 
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cyber domain. Due to its offensive approach, cumulative deterrence can be useful to create norms 

for the strategic environment of cyberspace. This would require a thorough consideration of the 

adversary’s strategic narrative, along with other factors, but if successful, it would provide a 

distinct way of sending deterrence signals and determining the ‘red lines’ in cyberspace. This alone 

could solve the ‘rules and norms’ problem in the cyber domain, which was established in the 

previous chapters. 

Another principle of cumulative deterrence suitable for cyberspace is the capability and 

willingness to carry out small-scale cyber-attacks against opponents, intending to establish a 

position that asserts the deterring nation’s national interests in the cyber domain. For this to be 

effective, these interests must be clearly defined and consistent. Other measures outside 

cyberspace, such as economic or diplomatic sanctions are also relevant. This would re-affirm 

deterrence credibility and demonstrate the deterring nation’s willingness to act over an extended 

period.  

Having established a credible posture through a cumulative deterrence strategy, the next step 

would be to achieve overwhelming supremacy in the cyber domain. One of the most important 

aspects of this strategy is to make the adversary believe that even if they try to carry out a cyber-

attack, winning is not a genuine option due to the overwhelming capabilities of the deterring state 

in the cyber domain. Attaining supremacy should always include maintaining credible intelligence, 

together with possessing cutting edge offensive cyber capabilities. By achieving such status, it 

would not be hard to realize the aim of cumulative deterrence to accumulate multiple victories, 

which should progressively produce more restrained behaviour of the adversary. On the other 

hand, although this concept is suitable for asymmetrical conflict against most state and non-state 

actors, it is unclear how efficient it would be against other supremacy states, such as Russia or 

China. 

Finally, making the attack difficult and more costly for the adversary is deterrence by denial 

concept, which is also a key part of the cumulative strategy. It defines building robust and well-

protected network infrastructure as essential for cyber deterrence. This should take place through 

monitoring the continuous advancements in technology and applying vanguard defence systems 

to achieve a successful cumulative deterrence. This concept unites punishment, and fear of 
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consequence strategies with denial components, making it seem like an appropriate combination 

for the cyber deterrence framework.  

As it comes to challenges, some of these studied in chapter 2 also apply to cumulative deterrence. 

In the case of deterrence by punishment and by denial, which are substantial parts of the cumulative 

strategy, most studies critique these concepts and some even claim that they are unsuitable for the 

cyber domain. They often point out the problem of attribution (Morgan, 2010: 65). Studies also 

suggest that cyber deterrence has limited value since the domain is unable to rely solely on 

deterrence by denial (Morgan, 2010: 67). The analysis of this research demonstrated how these 

two claims are not sustained, since although hard to achieve, the problem of attribution was 

established as solvable in the second chapter. What is more, cyber deterrence by denial is also 

considered possible, especially for smaller states and against non-state actors, as it has been shown 

in the second part of this chapter.  

Firm critics of the ‘by denial’ strategy go as far as claiming that deterrence by denial is not well 

established and does not, in fact, differentiate from simple defence measures. Contrary, scholars 

like Paul, Morgan, and Wirtz (2009: 2) provide a proper definition of deterrence by denial, which 

usually refers to denying the enemy the benefits of a certain aggressive act or strategy. At any rate, 

regardless of the provided solid definition of this deterrence concept, publications are claiming 

that the deterrence by denial in cyberspace remains limited. They point out that this is due to the 

fast-paced progress of weapons in the cyber domain, as well as the rapid expansion of operational 

knowledge through the open-source dimensions of the domain (Liff, 2012). Despite their logical 

appeal, these statements are often not maintained by credible empirical evidence and only serve to 

exaggerate the case against cyber deterrence in general and deterrence by denial in particular. This 

is accurate especially regarding the current context of high-value strategic targets. This is because 

they are limited in number and are also typically air-gapped or rely on highly encrypted digital 

gateways, which makes defence easier, more cost-effective, and thus more promising (Lindsay, 

2013: 373). Consequently, any deterrence strategy in the cyber domain is expected to benefit from 

integrating improved and robust denial systems, especially in combination with concepts from the 

deterrence by denial and by fear of consequence clusters. 

Overall, cumulative deterrence offers a unique approach that adds valuable concepts to the 

framework for cyber deterrence strategies. Undeniably, this chapter claimed that there is a strategic 
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insufficiency in the cyber domain, particularly regarding deterrence. It was established that cyber 

deterrence as a strategic instrument evolves slowly in theoretical and practical terms, mostly due 

to an outdated theoretical framework that has borrowed its basics from the classical concept of 

absolute deterrence, which was relevant for the nuclear age, but fails to suffice in the 21st century. 

The next part will propose a framework for national cyber deterrence strategies, based on classical, 

contemporary, and cumulative deterrence concepts, as well as the findings of the research, 

considering the above-studied challenges.  

 

3.4: Conceptual Framework for National Cyber Deterrence Strategies. 
 

Deterrence in its Cold War form was developed with the main purpose of regulating a type of 

international relations that has now been set aside and is irrelevant for the 21st century. In that 

respect, some of the key classical deterrence concepts, such as absolute deterrence, have little 

significance today. At present, the cyber deterrence issue is rather different, both in scale and in 

nature. Hence, most concepts from the nuclear age can only serve as negative lessons on why it 

cannot be applied or why it should be avoided. However, there is one crucial lesson from that 

period that must be implemented in future cyber deterrence strategies. That is the concept of 

cooperative security, which should be applied to an even greater extent today in pursuing 

internationally accepted rules and norms since the interdependence embodied in the cyber domain 

is much greater. Cyber-attacks do not represent the threat of overthrowing world order in a 

massively destructive war. They are rather a representation of advanced technology development 

to some central features of that order. Thus, they are a less obscure, and more penetrating danger. 

In order to prevent such threats from occurring, states must develop separate national cyber 

deterrence strategies that eventually consists of the following compulsory concepts: 

• Deterrence by denial: For detection and immediate response to cyber-intrusions.  

The thesis has already established that even a short delay in detecting an attack in the cyber domain 

can be fatal regarding an appropriate response to it. Hence, every cyber deterrence strategy must 

begin with acquiring denial defence systems that can immediately deliver detection, prevention, 

and possibly mitigation services on the damage done. This can be provided by Intrusion detection 

and prevention software (IDPS), security information and event management systems (SIEM), and 



54 
 

other measures studied in detail above. Such systems can be programmed with specific security 

policies and sets of rules, that must be crafted by the state wishing to implement them. Ensuring a 

credible defence system can deter an adversary by totally denying the possibility or at least 

increasing the cost of a successful cyber-attacking. Thus, deterrence by denial is a vital concept in 

this framework, since there are billions of attacks in the cyber domain happening every day. Most 

of these cyber-attacks are not much sophisticated and often originate from motivations of non-

state actors or states with low cyber capabilities, hence making them deniable by these systems. 

• Advanced denial systems: For robust defence and network infrastructure.  

Such systems on an advanced level are required if states want to improve their cyber deterrence 

strategies to undertake persistent cyber threats coming from state-actors with credible cyber 

capabilities. Such threats can be more serious, more intrusive, and more elaborately crafted cyber-

attacks, that could potentially cause physical damages to critical infrastructures. Such defences are 

vital for meaningful deterrence by denial against adversaries because they serve as the first point 

of contact between the defending state and the adversary. The main issue often resides in the fact 

that network infrastructures are outdated, which allows the attackers to keep on looking for 

vulnerabilities. This is often not costly, since morally old network infrastructures, do not provide 

major backup when a defence system is penetrated. Hence, restructuring and updating the state 

network infrastructure should solve this problem, or at least minimize the potential damage from 

cyber-attacks. Moreover, advanced denial systems should be applied to the new infrastructure 

further fortifying the state defences. Although this whole process is very expensive and hard to 

achieve by all states, it signals credibility to adversaries and often serves to deter even higher-class 

cyber-attacks from state-actors. While this does not prevent the need for other deterrence measures, 

it takes place as another necessary concept for states wishing to craft their national cyber deterrence 

strategy. 

• Offensive cyber capacities: For credible deterrence by punishment.  

Moving on from the defensive narrative, if states want to retaliate against an adversarial cyber-

attack, aiming to ensure that adversaries would not dare to attack again, they should include 

deterrence by punishment concepts in their cyber deterrence strategy. Such retaliation might 

include cross-domain operations that inflict several forms of damage in the cyber domain, as well 

as the other four conventional military domains. Moreover, economic, political, and diplomatic 
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sanctions might also be part of the retaliatory efforts, together with moves to provide public 

evidence that identifies the attackers, seeking international assistance and media pressure on them. 

Possessing evidence of who is behind the cyber-attack is a crucial characteristic of the deterrence 

by punishment concept. The credibility of this deterrence concept mostly depends on reliable 

attribution, which clarifies why the attack has occurred, who is behind it, and what type it is. 

Although attribution was defined as difficult but possible to achieve, retaliation that cannot rely 

on strong attribution is likely to cause a perplex and redundant escalation, possibly against the 

wrong target. Credible deterrence by punishment also requires states to have comprehensive 

intelligence, as well as proportionate cyber capabilities to retaliate against the adversary. Overall, 

retaliation should inflict as much damage as needed to deter another similar attack from 

reoccurring, which forces states that wish to implement this concept to their cyber deterrence 

strategy to depend on solid credibility for successful deterrence by punishment. 

• Advanced offensive cyber capabilities: For credible deterrence by fear of consequence.  

This concept is completely offensive in nature, as it aims to deter by aggression, relying on 

advanced cyber capabilities. States that wish to use this concept in their national cyber deterrence 

strategy should ensure their ability to execute high-end cyber-attacks that are similar to or better 

than Stuxnet in sophistication and level of competence. This concept typically requires the 

deterring state to strike first against its enemies, with the main purpose of demonstrating its 

powerful cyber capabilities. This aims to signal that it would be inappropriate for the attacked state 

or any other state-actor to retaliate against the deterring state’s cyber assets. This deterrence 

concept is highly dangerous, as it could cause unnecessary escalations, as well as the breaking of 

international rules. Hence, it can only be credible on its own if the state that wishes to implement 

it in its cyber deterrence strategy can afford the risk of suffering international sanctions and has 

the benefit of advanced offensive cyber capabilities. 

• Cumulative deterrence: For combining the above concepts, seeking cyber supremacy.  

This set of cumulative concepts should be perceived as a combination of relevant deterrence by 

denial and punishment conceptions, that emphasize on fear of consequence. Particularly, it aims 

to make use of concepts from the examined clusters by embracing the offensive nature of 

cyberspace. Any state that wishes to rely on the cumulative deterrence concept must know that it 

shapes the behaviour of adversaries by demonstrating advanced offensive capabilities. 
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Nevertheless, it also recognizes the significance of deterrence by denial systems, which are 

necessary for ensuring a credible cyber deterrence strategy. In other words, states that employ 

cumulative deterrence to their cyber deterrence strategies could achieve control over adversary 

behaviour through retaliatory cyber-attacks, only if they are always supported by credible denial 

capabilities. The next step of this concept resembles deterrence by fear of consequence. It is based 

on achieving cyber supremacy, since, cumulative deterrence aims to make the adversary believe 

that the deterring state is untouchable in the cyber domain. Following the offensive concepts, 

reaching the state of supremacy should include reliable intelligence, as well as high-end offensive 

and defensive cyber capabilities. By achieving the status of cyber supremacy, adversary behaviour 

towards the deterring state should become more moderate. As it seems, this concept can deal with 

asymmetrical cyberwarfare actions coming from both, state and non-state actors. Nevertheless, it 

is uncertain how effective it would be against other cyber supremacy states, such as Russia, China, 

or the US. Overall, cumulative deterrence unites most of the appropriate concepts of punishment 

and fear of consequence, with denial components, making it highly functional for national cyber 

deterrence strategies. 

• Active international collaboration: For establishing rules and norms in the cyber domain.  

This concept is the most difficult one to achieve since it depends mostly on international 

collaboration. It aims to establish internationally accepted rules and norms for the cyber domain, 

which would require long and hard work by the whole international community. Still, the 

universality of the cyber deterrence issue and its growing international significance must be 

addressed in future strategies. Establishing rules and norms would require global combined efforts 

to considerably reorder the cyber domain. These could include agreeing on regulations that work 

in favour of preserving the peace, as well as creating new international organizations and networks 

to oversee, manage, and supervise cyberspace. Having in mind the few failed attempts to draft 

globally accepted rules, national deterrence strategies should call for more cooperation, but also 

more control and less freedom of action, as well as less tolerance for reckless behaviour that could 

lead to an escalation of tension in the cyber domain. 

Clearly, the proposed framework for national cyber deterrence strategies consists of the most 

important classical and contemporary deterrence concepts established in the main body. Having a 

more abstract overview is also possible in the content tables, located in the appendices. It is evident 
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that fractions of both, classical and contemporary deterrence concepts found their way to remain 

relevant for the cyber deterrence conceptual framework.  

For deterrence by denial, these are predominantly concepts that emphasize on rational game-

theoretic and cognitive modelling, as noted in the first chapter, since deterrence by denial, requires 

little effort to implement. Furthermore, denial in cyberspace resembles the strategy of containment, 

as well as the concept that inferior forces to their rivals are also able to deter some attacks. The 

contemporary concept of minimal deterrence would also be feasible for the cyber domain, given 

that internationally accepted norms and rules are achieved. The same is also valid for concepts of 

deterrence by punishment and by fear of consequence in cyberspace. The framework can provide 

only guidelines for the establishment of a national cyber deterrence strategy and acknowledges 

that it is not universally applicable. This will be further demonstrated in the next part, which will 

provide limitations to the proposed conceptual framework. 

 

3.5: Limitations. 
 

The proposed framework for national cyber deterrence strategies is far from perfect, and it should 

be examined more broadly to further determine its applicability in the domain. This is because 

deterrence in cyberspace is inevitably incomplete, although success in limiting hostile adversary 

behaviour is achievable. In the projected form, the conceptual framework remains only one of the 

several alternatives for cyber deterrence solutions, which should be further developed as a model 

by the states that wish to craft their own national cyber deterrence strategies. Morgan (2010: 51) 

describes this seamlessly, stating that: “essentially, all models are wrong, but some are useful”. 

This relates to the proposed framework since it could not solve the cyber deterrence problem on 

its own, but it could help prevent warfare actions in the cyber domain.  

One way it could be useful is that the combined concepts can be applied together or separately, 

depending on the needs of the country that wants to use them. Ideally, the conceptual framework 

should work in the best way if it is applied as a whole, but in some cases, this could not be possible. 

For example, some less developed states could find it difficult to rely on advanced deterrence by 

denial systems, since developing the required defensive cyber capabilities could be very expensive. 

On the other hand, building offensive capabilities to rely on deterrence by punishment in 
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cyberspace could be technically challenging for some states to accomplish. What is more, 

cumulative deterrence is only relevant for advanced states, since it could be difficult to implement, 

provided it maintains aspects from both, deterrence by denial and by punishment.  

One other limitation of the proposed framework is that it does not deal with the dilemma of how 

to handle relations with rivals, as it focuses on deterring adversaries. In other words, it could be 

argued that the US, for example, will have a different approach to dealing with Iran’s undesirable 

behaviour in cyberspace, compared to unwanted actions conducted by China. 

Another important element that limits the proposed framework is that it does not consider how to 

behave towards attacks on the private sector. It proposes certain solutions and indulges in 

deterrence theory, acknowledging what is relevant for states. However, it does not reflect on the 

fact that it is possible to retaliate against an attack on critical national infrastructure, but it is very 

difficult for key private companies, such as banks, high-tech companies, or media corporations to 

defend themselves against attacks, due to their limited capabilities.  

This thesis offers an opening basis for a future discussion of these limitations. Without a doubt, 

the conceptual framework and the solid basis of how states should deter attacks in the cyber domain 

could be useful. For instance, it could be beneficial for forthcoming discussions on how to deter 

attacks on the private sector, or how to deal with unwanted rival behaviour in cyberspace. What is 

more, the proposed framework in this form could serve as a cornerstone for other, more advanced 

and detailed, conceptual frameworks for national cyber deterrence strategies. Overall, this part 

acknowledged some of the possible limitations of the thesis and proposed topics for some further 

discussion.  

 

Conclusion. 
 

The massive leap in technology marking the 21st century led not only to a revolution in everyday 

life and all aspects of public service but also created an entirely new military domain. With that 

emergence also comes the challenge of cyber deterrence and the role this domain will play 

regarding itself and the other conventional military domains. The role of cyberspace is crucial, not 

only for its individual narrative but also because of how interconnected it is with the rest of the 
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conventional domains. It is also challenging because of the constant innovation and advancements 

in the field of technology. This thesis offered a conceptual framework for national cyber deterrence 

strategies, to prevent warfare actions in cyberspace. 

In the first part, classical and contemporary deterrence concepts were examined and grouped by 

how they function. Furthermore, there was a focus on how they have changed from the nuclear 

age to their contemporary state. It was also established how those concepts differ from current 

ones and how they can be applied to the cyber domain. The efficiency of classical deterrence 

concepts, when incorporated into the conceptual framework for national cyber deterrence 

strategies, was proven to be limited, but possible. It was vital to draw a line between deterrence in 

general and cyber deterrence, as the cyber domain has substantial specifics that are unique and 

have no parallel in the other conventional domains. This is partly the reason Cold War deterrence 

concepts have failed to fully transition to the cyber domain. 

Cyber deterrence faces distinct challenges that are studied in the second chapter. Non-state actors 

are one such hurdle, as they do not abide by international laws. However, they are not seen as a 

significant threat, since they have fewer capabilities and larger budgetary restrictions, which in 

turn makes them easier to deter. Another important characteristic is that they are less challenging 

to identify, however, attribution in the cyber domain is generally more difficult, because of the 

anonymity embedded into cyberspace. Thus, very advanced and capable state-actors are very 

difficult to pinpoint and attribute guilt for their actions. Creating international initiatives has been 

a challenge on its own, since none so far have been successfully accepted by the international 

community, thus making these initiatives not valuable. The Tallinn manual is the only substantial 

international resource, which provides lawful guidelines on how to deal with cyber-attacks, but it 

is non-binding and so its efficiency cannot be fully estimated, nor does it serve as an international 

regulation. Another challenge examined in the second chapter is offensive cyber operations such 

as Stuxnet, which is the only known attack so far to cause physical damages, as well as the cyber-

attacks on the Ukrainian power grids, which destabilized the electrical network. This highlighted 

the necessity for a cyber deterrence national strategy to be developed since the threat from similar 

or even more advanced attacks that can cause cyber warfare in the future is growing. The goal of 

the thesis was establishing a conceptual framework, purposed with serving to formulate national 

cyber deterrence strategies. It has done so by determining which concepts, derived from both 



60 
 

classical and contemporary deterrence strategies that have been proven, and effective, are suitable 

for the cyber domain. The deterrence by denial cluster, consisting of both classical and 

contemporary concepts has been evaluated substantially and deemed applicable to the cyber 

domain, which is illustrated in the proposed conceptual framework. The deterrence by threats and 

punishment cluster has also been assessed and formed correspondingly and was assimilated into 

the framework where a viable link has been established. Consequently, classical deterrence 

concepts, like massive retaliation, pre-emptive war, strike first, and the threat of war found their 

way to the framework. Additionally, the contemporary deterrence concepts of cross-domain 

operations and the threat of credible punishment are also a significant part of the framework.  

Furthermore, the proposed framework incorporates cumulative deterrence concepts, which 

combine both offensive and defensive capabilities in order to achieve supremacy. It also eliminates 

irrelevant conceptions, such as absolute deterrence and preventive war. Altogether, the proposed 

conceptual framework offers a competent approach to the problem of cyber deterrence, by guiding 

and formulating national cyber deterrence strategies through already established and relevant 

deterrence concepts from the classical and contemporary theories. This could contribute towards 

preventing warfare actions in the cyber domain, only if states concentrate their efforts in creating 

such strategies, which are focused on preserving the peace, rather than indulging in reckless 

behavior in an unregulated military domain. The framework could only serve as guidance for 

creating cyber deterrence strategies, and this thesis recognizes that it may not apply to every 

country. Furthermore, there are certain limitations that the framework encounters, such as its lack 

of consideration towards the private sector. Moreover, the implementation of the entire conceptual 

framework might not be possible for some states. Although partial adoption will also be beneficial, 

it would be less effective than the complete implementation of the proposed framework for the 

national cyber deterrence strategy.  

The conceptual framework can be a great tool to guide states on how to initiate or further develop 

their own strategy in the cyber domain. Deploying and keeping up to date such a strategy has been 

established as crucial in this thesis. Therefore, implementing some, if not all, of the conceptual 

framework, is essential for states that wish to not only be more secure in the cyber domain but also 

have a way to fully utilize their cyber capabilities. 
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Appendices. 

 

Figure 1: 

  

 

 

 

 

Content tables: 

 

Deterrence 
Strategy 

Summary Suitable Situations Target Actors 

 
Defensive 
Deterrence 

Acquiring and developing denial defence 
systems in the form of IDPS, SIEM, as well as 
various other measures, is crucial in establishing 
a well-protected ecosystem that would be able 
to deny attacks. The level of advancements and 
investment is dependent on the state-actor and 
proportionately will measure the level of threat 
it can counter.  

• Cyber-attacks aiming to 
penetrate and damage 
network infrastructure 

• Ones that are purposed 
in causing physical 
damages. 

• Malware designed to 
disrupt services 

Highly efficient against 
non-state actors, but it 
might be less efficient if 
used on its own versus 
sophisticated state-
sponsored cyber-
attacks 
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Deterrence 
Strategy 

Summary Suitable Situations Target Actors 

 
Offensive 
Deterrence 

Deterrence by punishment and by fear 
of consequence both fall under the 
offensive deterrence strategy umbrella. 
Punishment requires retaliation actions 
that might involve the other military 
domains as well as sanctions and 
international assistance, with a stress 
on the importance of reliable 
attribution. ‘By fear’ relies on advanced 
cyber-attacking capabilities and the 
ability to strike first in an effective way 
and thus mark superiority that will 
deter retaliation as well as potential 
attack attempts. 

• Involvement of the other four 
military domains might be 
utilized  

• Reliant on a strong retaliation 
cyber capability 

• Sanctions on an economic and 
diplomatic level 

Effective when used 
against state-actors, 
however, might have a 
lesser effect and not 
deteriorate cyber-
attacks deployed by 
non-state individuals or 
organizations. 

    

 

Deterrence 
Strategy 

Summary Suitable Situations Target 
Actors 

 
Cumulative 
Deterrence 

The cumulative strategy combines 
defensive and offensive concepts aiming 
to achieve domain dominance. This is 
achieved by the development of 
advanced cyber weapons as well as 
establishing highly advanced denial 
systems. This combination creates the 
perception of total superiority that will 
result in relentless retaliation if tested. 

• Achieving cyber supremacy 
• Reliable against most cyber-attacks as 

it deploys a combination of offensive 
and defensive capabilities 

• Discourage attack attempts by creating 
a dominant personification 

Well-rounded 
and effective 
against both 
state and non-
state 
adversaries. 

    

 

Deterrence 
Strategy 

Summary Suitable Situations Target Actors 

 
Rules and 
Norms 

This concept requires the creation and 
establishment of rules and norms 
drafted and developed in an 
international agreement. The purpose 
of these regulations upon the cyber 
domain will be aimed at peace 
preservation on a global scale. It will 
also mean the establishment of 
international organizations as well as 
networks to monitor and manage the 
cyberspace 

• Internationally accepted rules 
and norms 

• Reliant upon the monitoring 
and supervision conducted by 
international organizations 

• Expects all parties to have a 
national cyber deterrence 
strategy. 

Limiting the threat of 
hostile actions by 
participating states and 
utilizes international 
organizations to 
manage breaches in 
established regulation. 
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