Abstract

This thesis aims to present policy recommendations in the area of public-private
cooperation to counter hybrid interference, especially cyber threats. Research of this
kind is unique in Czech academia. There has not been a single published paper that
would comprehensively tackle the issue of public-private cooperation as a tool to
achieve societal resilience towards hybrid threats. The first part of the research is
focused on the Norwegian cooperation model and identifies tools and mechanisms
thanks to which was societal resilience-building successful. The second part of the
thesis analyses the current situation in the Czech Republic and attempts to identify
shortcomings in hybrid threat resilience. The core of the research consists of eighteen
semi-structured interviews with the representatives of the Norwegian and Czech
public and private sectors. The result is policy recommendations for the Czech
government based on an open-source data analysis supplemented by information
from the interviews. These recommendations specify applying Norwegian
collaboration tools between the public and private sectors. The key suggestions are the
implementation of the “system of POCs”, preparation of crisis scenarios, which is to a
certain extent follow-up of the so-called “standard operating procedures” prepared by
the 1ZS CR or setting up the “National Cyber Security Forum”, which will enhance the

dialogue between the public and private sectors.



