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Abstrakt: Praca sa zaobera Coppersmithovym ulokoni na RSA a verejnym
kiueom 3 a krafkym paddingom. Jadro utoku spociva v probleme bl'a-
daiiia nialych koreiiov niodularnych pulyiioiuialnych roviiic s jedno\
ncxnarnoii. V tcorclickcj rasti pracc snu; popiaali a podrobuc dokazali
How^rave-Graluuuovu inctijclu rie.scnia tohto problcirni, ktora jo zalo-
/nrifi na trorii rnrinznk a algoritino TJJ;. V rxix'riincntaliK^ cast! sine;
skumali inaxiinahiu dl/kn iia.pa.dmitchi{'hi) paddiiign a i)rczentovali
nasc vyslodky. Tic uka/ujii, '/.(• tconit.icky doka/ana inaxiinahia dl/ka
paddin^u an. lisi od v praxi zistenoj rllzky Ion o niokoOiO bitov.

Kl'ucova slova: Coppcnuitliov utok na RSA, male korcuu inodularnych
polynoinialnyc'h rovin'c, mriozka. algoritmus LLL

Title: Experimental verification and extension of Coppersmith's attack
on RSA

Author: Ria Ruppeldtova

Department: D(^partiric int of Algebra,

Supervisor: Mgr. Martin Illavac

Supervisor's e-mail address: hlavinlam^iartax.karlin.mff.cuiii.c:/,

Abstract: The work flrals with Coppersmith's attack on RSA with the
public key equal to 3 and short, padding. The heart of this attack
lies in the problem of looking for small roots of univariatc modular
equations. In the theoretical part we have described and proved in de-
tail IIowgrave-Graham's method of solving the problem which is baaed
on the theory of lattices and the LLL algorithm. In the experimental
part we investigated the maximal length of attackable padding and we
presented our results. They show that, the theoretically proved maxi-
mal hmgth of padding differs from practically observed length only by
a few bits.
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