Nazov prace: Experimentdlne overenie a rozsirenie Coppersmithovho titoku

na RSA
Autor: Ria Ruppeldtova
Katedra: Katedra algebry
Vediici bakalarskej prace: Mgr. Martin Hlavidce
c-mail vediceho: hlavmlam@artax karlin. mff.cuni.ez

Abstrakt: Prdca sa zaoberd Coppersmithoviin dtokom na RSA s verejunym
kltcom 3 a kratkym paddingom. Jadro ttoku spociva v probléme hla-
dania malych korenov moduldarnych polynomidlnych rovuic s jednou
neznamon. 'V oteorctickej ¢asti prace sme popisali a podrobne dokdzali
Howgrave-Grahamovu netddn riesenia tohto problému, ktord je zalo-
zend na teorii mriezok a algoritime LLL. V experimentalne] éasti sme
skiimali maximdlnu dizku napadmitelného paddingn a prezentovali
nage vysledky. Tie vkazuji, 7e teoreticky dokdzand maximdna dizka
paddingu sa 15 od v praxi zistenej dlzky len o nickolko bitov.
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Abstract: The work deals with Coppersmith’s attack on RSA with the
public key equal to 3 and short padding. The heart of this attack
lies in the problem of looking for small roots of univariate modular
equations. In the theoretical part we have described and proved in de-
tail Howgrave-Graham’s method of solving the problem whicli is based
on the theory of lattices and the LLL algorithm. In the experimental
part we investigated the maximal length of attackable padding and we
presented our results. They show that the theoretically proved maxi-
mal length of padding differs from practically obscrved length only hy
a few bits.
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