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Abstract  

 

Over the last couple of years, the world has witnessed an intensifying competition over 

5G networks, triggered to a large extent but not exclusively by the geopolitical rivalry 

between the United States and China. To the backdrop of allegations that the Chinese 

government could force Chinese telecom company Huawei and ZTE to spy, sabotage or 

take other action’s on Beijing’s behalf, Washington ordered prompt restrictions on 

products from Huawei and pressured its allies to do the same. From a European 

perspective, Sweden stood out early as a country with a strong stance on 5G security by 

outright banning Chinese telecom providers Huawei and ZTE from taking part in 

Sweden’s 5G frequency auction. This thesis seeks to understand how the securitising 

process of Sweden’s 5G networks was initiated and evolved, through a comparative case 

study of the four main securitising actors’ official discourses. Derived from previous 

studies on cybersecurity and securitisation, this thesis constructed an analytical 

framework tailored for the securitisation of 5G networks. The thesis is carried out as an 

idea analysis, looking for articulated threats pertaining to three distinct threat dimensions: 

‘network security’, ‘data and information protection’ and ‘China’s assertiveness’. The 

analysis showed that all four securitising actors took part in the securitising process during 

different time periods and identified distinct security threats. In particular, the Swedish 

Security Service (SÄPO) took on the strongest role as a securitising actor and identified 

threats pertaining to all three threat dimensions.  

 

Title: 5G security – A case study on the securitisation of Sweden’s 5G networks  

 

Czech title: Bezpečnost 5G - Případová studie sekuritizace švédských 5G sítí 
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1 Introduction  

 

The fifth generation of mobile network technologies (5G) promises faster speed, increased 

connectivity and greater capacity for mobile devices and networks (Lewis 2018, p.1). In concrete 

terms, it is expected to change the way people live and work. 5G technology will enable 

everything from artificial intelligence, self-driving cars, telemedicine, virtual reality to the growth 

of IoT-enabled services (Finley & Pearlstein 2020). But new digital opportunities entail new 

security risks. Increasing levels of connectivity and networks that allow higher transmissions of 

data create new vulnerabilities as the attack surface for malicious actors expands and more 

software and codes increase the potential for security breaches. Additionally, 5G technology will 

have a global economic impact when large parts of the market economy will become 

progressively dependent on these networks. Therefore, decisions made about 5G today will affect 

national security and economic performance for the coming decades (Lewis 2018, pp.5-6).  

 

Over the last couple of years, the world has witnessed an intensifying competition over 5G 

networks, triggered to a large extent but not exclusively by the geopolitical rivalry between the 

United States and China. Washington perceives Beijing’s digital expansion, notably through the 

success of state-endorsed company Huawei, the world-leading provider of 5G mobile technology, 

as a security risk. The tone harshened in 2018, when six US intelligence chiefs, including the 

directors of the CIA and FBI cautioned Americans against using Huawei products, warning that 

the Chinese government could force Huawei to spy, sabotage or take other actions on Beijing’s 

behalf. Ever since, Washington has ordered prompt restrictions on Huawei products and is now 

pressuring its allies to do the same (Maizland & Chatzky 2020). Therefore, following the lead of 

the United States, Australia, New Zeeland and Japan among others have imposed restrictions on 

the use of Huawei 5G network technology asserting that the company threatens their national 

security (Kaska et al. 2019).  

 

Among European states, Sweden early stood out as one of the countries with the toughest stances 

on 5G security. In January 2020, Sweden updated its Electronic Communications Act, adding 

provisions that allowed the Swedish Post and Telecom Authority (PTS) to withhold the sale of 

radiocommunications licenses upon national security grounds. With a view to the upcoming 5G 

spectrum auction, the Swedish government also tasked PTS to conduct a joint risk assessment 

investigation, together with the Swedish Security Service (SÄPO) and the Armed forces, on the 
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IT-security of Sweden’s 5G networks (Nordin 2021, p.3). Ultimately, in October 2020, PTS took 

the decision to completely exclude Huawei and ZTE from taking part in Sweden’s 5G frequency 

auction. PTS also gave the Chinese telecom operators until 2025 to remove all their equipment 

from existing infrastructure for core functions (PTS 2020). This thesis will take a closer look at 

the 5G security debate in Sweden, how it emerged and evolved to the backdrop of growing 

security concerns posed by Beijing. Through the theoretical lens of securitisation, the aim is to 

identify security threats to Sweden’s 5G networks articulated by the Swedish government, PTS, 

SÄPO and the Armed Forces.   

 

1.1 Problem Definition and Research Question  

 

The main problem area that this thesis will explore is the securitisation of 5G networks. Security 

concerns over 5G originally stems, to large extent from concerned voices within the US 

intelligence community. Hence, the general 5G security debate in inherently US-centred 

(Duxbury et al. 2021). A closer look at the threat assessment from a Swedish perspective will 

contribute to a better understanding of the difficult situation Europe finds itself in, positioned 

between Washington and Beijing, facing pressure from both sides. European states have for long 

enjoyed a close security alliance with the US, including extensive intelligence cooperation, which 

is at stake if they do not take measures to ban or at least limit 5G technology by Chinese procurers. 

Meanwhile, China has emerged as the leading nation in 5G technology, already cooperating with 

many European states, offering 5G technology solutions to a very competitive price (Rühlig & 

Björk 2020). After years of rising Sino-Swedish tensions, Stockholm has taken a place at the 

front-line of the European Union’s tensions with China, culminating in the outright ban of Huawei 

and ZTE from Sweden’s 5G networks (Duxbury et al. 2021). Stockholm’s strong stance in the 

European 5G security debate, makes it an especially interesting case to study.  

 

Four authorities have the power to determine the future of 5G networks in Sweden: The Swedish 

Government, PTS, SÄPO and the Armed Forces. PTS is the agency in charge of examining all 

the applications for the participation in the 3.5 GHz and 2.3 GHz auctions and therefore takes the 

final decision on what mobile operators are approved to take part in the 5G spectrum auction (PTS 

2020). In Sweden, Ministerial rule is prohibited and therefore the Government has no authority 

to intervene in an agency’s decisions in specific matters related to the application of Sweden’s 

laws or the exercise of its authority, which clearly highlights the importance of PTS in the 

decision-making process1 (The Swedish Government 2015). In the midst of growing security 

 
1 However, if the Government is concerned that the agency might not apply the law correctly, they can 

seek to amend the relevant legislation (Swedish Government 2015). 

 



   11 

concerns over 5G, the Government updated Sweden’s Electronic Communications Act and issued 

an ordinance obliging PTS to consult with SÄPO and the Armed Forces in matters concerning 

permits to use radio transmitters for the upcoming 5G frequency auction. This led to a joint 

investigation which ultimately resulted in the decision to not include Chinese telecom companies 

in Sweden’s 5G frequency auction (Nordin 2021). All four authorities have issued statements 

commenting on the security of Sweden’s 5G networks and will be analysed respectively and 

thereafter be compared. It will be especially important to find out whether the securitisation of 

Sweden’s 5G networks is cohesive or if it differs on some points. Notably in regards to what 

authority takes on the politically sensitive burden of securitising China as a threat to the security 

of Sweden’s 5G networks.   

 

To the backdrop of this information, the aim of this thesis is twofold. Using the theory of 

securitisation, the main aim of this thesis is to analyse statements and reports issued by the 

Government and concerned authorities in order map the articulated threats to Sweden’s 5G 

networks. The second aim of this thesis is to investigate whether concerns over China’s 

technological- geopolitical ambitions and conduct in cyberspace have affected the securitisation 

process. Therefore, the two main research questions that this thesis seeks to answer are the 

following:  

 

How has the Swedish Government, PTS, the Armed Forces and SÄPO acted as securitising actors 

in the securitisation process of Sweden’s 5G Networks? 

 

How has China’s assertiveness (in terms of its quest for geo-technological dominance and 

conduct in cyberspace) affected the 5G security debate in Sweden? 

 

1.2  Organisation of the Thesis  

 

The 2nd Chapter of this thesis will provide an overview of the general 5G security debate. 

Geopolitical tensions between Beijing and Washington in the race to dominate 5G, the concerns 

from Western intelligence services over Huawei and ZTE’s ties to the Chinese government and 

the expected security risks entailed by increased levels of digitalisation will be discussed. A 

special section will also be dedicated to the 5G security debate in Europe and an overview of the 

situation in Sweden. The 3rd Chapter discusses the theory of securitisation as conceived by 

scholars from Copenhagen School. It focuses on the main aspects of the securitisation process, 

and more importantly how it has been applied to the field of cybersecurity and 5G security.  The 

4th Chapter addresses the methodology of the thesis, which takes the form of a comparative case 

study and an idea-analysis. The 5th Chapter is dedicated to the analytical strategy of the thesis 
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which involves a time frame and the construction of an analytical framework based on three threat 

dimensions: ‘network security’, ‘data and information protection’ and ‘China’s assertiveness’. 

The 6th Chapter represents the analysis of the thesis, which is based on the analytical read of 

official statements and reports issued by all four securitising actors: The Government, PTS, SÄPO 

and the Armed Forces. The analysis is divided into three distinct parts, looking at three different 

time periods. A section with concluding remarks will precede the analysis of material in all three 

parts of the analysis. The 7th Chapter addresses the theoretical and empirical findings from the 

analysis. The conclusion also provides answers to both research questions.  

 

2 The 5G Security Debate    

 

 

In order to better understand Sweden’s decision to ban Huawei and ZTE, it is necessary to first 

understand the risks associated with the rollout of 5G networks. Hence, this chapter will take a 

closer look at the geopolitical rivalry between the US and China that has fuelled the race to 

dominate 5G. Additionally, Western intelligence services have raised concerns over the 

increasing levels of digitalisation that 5G entails. Two main concerns can be drawn from 

assessments made by the Western intelligence community: 1) concerns over the Chinese state and 

its influences over Huawei which could be exploited by China to spy on Western states. This is 

especially worrying given Beijing’s history of public-private partnership and its revised 

Intelligence Law, and 2) the vulnerability of the new 5G networks and the inherent security risks 

entailed by a surge in levels of connectivity. The chapter will also discuss whether it is effective 

to ban Huawei from the rollout of 5G networks and the policies that European states have adopted 

to secure 5G networks.   

 

2.1 Geopolitical Rivalry  

 

Many scholars argue that issues related to the deployment of 5G technology must be understood 

in the context of broader geopolitical rivalry. The race to dominate 5G is part of a larger 

competition for influence and power based on diverging national approaches to investment and 

innovation (Kaska et al. 2019, Lewis 2018, Rühlig et al. 2019). 

 

Innovation and new technologies are an unprecedented source of strength and power, which the 

US has benefitted from for over a century. Thanks to the incorporation and use of new 

technologies, US industries and societies grew economically and the US military acquired a 

significant advantage over its opponents (Lewis 2018, p.8). Washington led the way with 4G 
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cellular technology but Beijing is determined to become the next digital technology superpower, 

moving full steam ahead on 5G. As a result of effective industrial policies, accompanied with 

funding instruments and large government subsidies, Chinese technology companies grew 

significantly, acquiring global market power, putting China ahead of everyone else in the race to 

dominate 5G. Today, Chinese telecom companies, mainly Huawei and ZTE, maintain a 

significant share of the 5G market and represent an important cornerstone to Beijing’s ambitions 

of becoming the next leading digital super power (Rühlig et al. 2019, p.1).  

 

The most prominent company in the race to dominate 5G is Huawei. The Chinese telecom 

company is currently the only company that can produce, at scale and cost, all elements of 5G 

networks (devices, radio towers and core technology) and has acquired a significant proportion 

of core patents for 5G (Kaska et al. 2019, p.7). Thanks to Beijing’s financial support, Huawei’s 

telecom networks cost between 20 to 30 percent less than competing products (for instance from 

Ericsson or Nokia) and offers foreign customers very generous terms for leasing and loans. For 

this reason, it will be challenging for the US to encourage undecided Western countries not to buy 

Huawei and to instead invest in a 5G security premium. The leverage that Huawei holds in terms 

of technology and affordable pricing gives China an important competitive advantage in the race 

for 5G leadership (Lewis 2018, p. 4). For the first time ever, China is in a comfortable position to 

lead the world in the rollout of a new game-changing technology, which the US perceives as a 

major threat to its power position (Rühlig et al 2019, p.1). The techno-geopolitical rivalry is 

putting a lot of strain on the global innovation environment where international research and 

business partnership between nations are usually the norm. The Huawei security debate highlights 

the competition between market-based and state-directed decision-making. Huawei has largely 

benefited from political connections and leverage, while US telecom companies have relied on 

market-based decision-making, which generally has also proven to be the most innovative and 

productive alternative (Lewis 2018, p. 4). However, there is now a desire to protect US industries 

from ‘unfair competition’ and to avoid overdependence on Chinese telecom companies. Hence, 

the US has adopted protectionist market measures in an attempt to protect its own telecom 

companies and as attempt to hinder Chinese telecom companies from acquiring a too large share 

of the global market for 5G technology (ibid 2018, p. 4).  

 

The stakes are high. As previously mentioned, the ability to create and use new technologies 

represents the most important source of economic strength and military security in today’s world. 

5G will be critical because it will enable unprecedented levels of connectivity by upgrading 4G 

networks with key functional drivers such as superfast broadband, ultra-reliable low latency 

communication and massive machine-type communication. The fifth generation of mobile 

technology has the potential to revolutionise all spheres of daily life and is expected to generate 
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unusual levels of change that one does not know the full potential impact of. 5G technology will 

constitute the backbone of the global digital economy and transform entire industries in a way 

that was previously not possible. As such, societies will become increasingly dependent on mobile 

networks and rely on them for some of its core functions, including services such as health care 

monitoring, autonomous vehicles or emergency service response (Rühlig & Björk 2020, p.6). 5G 

will also have an important spill-over effect to the military domain and will provide a significant 

military value the nation that is able to incorporate 5G technology to its military, including the 

area of robots, artificial intelligence (AI)  and a number of advanced sensing devices (Lewis 2018, 

p.6). Hence, who makes 5G technologies, who sets the standards and who owns the intellectual 

property (IP) have all major implications for innovation, security and economic growth (ibid, p.5). 

For these reasons, both China and the US are eager to secure a leading position in the race for 5G 

dominance.   

 

2.2 Security Concerns from Western Intelligence Services   

 

2.2.1 Beijing’s Ties to Huawei  

 

Huawei claims that it is a fully privately owned company and that they would not support any 

request from the Chinese authorities that would imply sabotage or spying on European 5G 

infrastructure. However, scholars and Western intelligence services contend that the owners do 

not have complete control over the Chinese telecom company (Rühlig 2020). Huawei is a 

company of strategic importance to Beijing and therefore receives preferential treatment including 

financial, political and diplomatic support. Besides, Beijing has a known practice of ‘public-

private partnership’ and numerous examples of using private companies for the purpose of 

economic espionage and influence operations in the interest of the Chinese state can be found. A 

report showed that 90% of all economic espionage cases handled by the US between 2011-2018 

involved China (US Department of Justice 2018, p.5). For instance, in December 2018, the UK 

and its allies publicly disclosed that a hacker-group known as APT210 acted on behalf of the 

Chinese Ministry of State Security to carry out a malicious cyber campaign targeting intellectual 

property and sensitive commercial data in Europe, Asia and the US. Therefore, Chinese cyber 

espionage is frequently raised as a key concern by Western and European national intelligence 

and cybersecurity agencies in their national security strategies and there are fears that Huawei 

makes no exception to this rule (Kaska et al 2019., p.19). The US Department of Justice has also 

highlighted that Huawei partially owes its success to corporate policy of espionage and IP theft 

 
2 Advanced Persistent Threat 
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(Rühlig et al. 2019, p.2), which provides yet another argument as to why Western Intelligence 

services do not entirely trust Huawei.  

 

The ownership structure of the Chinese telecom company is not entirely transparent either. The 

company’s founder, Ren Zhenghi, was a former Director of General Staff for the People’s 

Liberation Army (PLA), and a report studying the CVs of Huawei employees published in 2019, 

suggest that there are strong ties between Huawei personnel and the party-state’s security 

apparatus. Along with other Chinese tech-companies, Huawei is involved in the build-out of 

surveillance systems within China in so called ‘safe cities’, closely cooperating with the Ministry 

of State Security on new innovative technology. Huawei also exports these same technologies to 

third countries, a practice called ‘digital authoritarianism’ by Western government officials and 

scholars (Rühlig & Björk 2019, p.9). The governance structure within Huawei is therefore quite 

opaque and the company has been accused of multiple intellectual property thefts and of ignoring 

international sanctions against authoritarian states.  

 

The suspicions about the party-state’s control over the company rose significantly after China 

updated a couple of its legislations in 2017, in particular the National Intelligence Law and the 

Cyber Security Law. Chinese companies are now legally required to “support, provide assistance, 

and cooperate in national intelligence work, and guard the secrecy of any national intelligence 

work that they are aware of” (Hoffman & Kania 2018), not just domestically but also 

internationally. The Law also affirms that the Chinese state “shall protect individuals and 

organisations that support, cooperate with, and collaborate in national intelligence work” (Kaska 

et al 2019, p.4). Hence, there are strong concerns among Western intelligence services that the 

revised Cyber and Intelligence Law will provide the Chinese government with the legal authority 

to compel Huawei and other Chinese tech-companies, to cooperate with China’s military and state 

security services. The main concerns are that Huawei equipment could be used as a gateway for 

Chinese espionage, and that it would enable China to gain access and control over critical digital 

infrastructure and information that could be used against a country (Rühlig & Björk 2020, p.4). 

 

Furthermore, the Chinese state’s coercive diplomacy on foreign governments heightens 

awareness of perceived links between Huawei and Beijing. For instance, in 2019 the Chinese 

government threatened to cancel a trade deal with the Faroe Islands if the country did not agree 

to use internet networks supplied by the Chinese tech company. After Sweden decided to ban 

Huawei from its networks, the Chinese Foreign Ministry replicated with a series of threatening 

statements saying that Swedish Businesses operating in China will suffer ‘severe consequences’ 

as a result of the ban (Nordin 2020, pp.2-4).  
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2.2.2 5G and Network Vulnerabilities  

 

Previous generations of wireless technologies, from 1G to 4G, have all lead to improvements and 

new capabilities in cellular communication. However, the shift to 5G will bring unprecedented 

changes for consumers and completely transform entire industries. Societies will become 

increasingly dependent on mobile networks and rely on them for its most critical functions. This 

includes services such as health care monitoring and remote medical surgery, autonomous 

vehicles and emergency service response. Consequentially, higher levels of network dependency 

coupled with the rise of virtualisation and centralised software will entail new technological 

security risks. The crucial importance of software, and the transferring of functions from the core 

to edge computing, will create larger attack surfaces and enhanced opportunities to introduces 

vulnerabilities in the networks. This, in turn, will enable more methods to access and control data 

on the networks. Moreover, through the replacement of specialised hardware with virtual servers, 

the different parts of the 5G networks will no longer be physically isolated from each other. This 

implies that a vulnerability found in one part of the network, can easily be exploited to access 

other parts of the network, which in turn increases the vulnerability of the entire network (Rühlig 

& Björk 2020, p.6, 12).  

 

The discussions on whether to ban Huawei or other Chinese telecom companies from the build-

out of 5G infrastructure sheds light upon a number of security risks linked to the vulnerability of 

the networks. As previously mentioned, there are fears that the use of Chinese 5G equipment 

would allow the Chinese government to control critical domestic infrastructure and to gain access 

to the information that travels on it. Western policymakers fear that Huawei equipment, could 

come with built-in backdoors that would allow undetected Chinese access, facilitating economic 

and political espionage (Rühlig 2020, p.4). Another risk concerns the ability to shut down 

networks, the so-called ‘kill-switch’. Western intelligence services fear that a large-scale 

deployment of Huawei network equipment would provide Beijing with such a kill switch, which 

could lead to the shut-down of 5G infrastructure in times of war (Rühlig & Björk 2020, p.11). 

However, it is highly unlikely that China would damage Huawei’s reputation through such a move 

in times of peace.  

 

Moreover, the deployment of 5G has critical implications for both the civilian and the defence 

domain.  National security and defence organisations are extensive users of civilian infrastructure, 

and have a mandate to protect it in times of crises. Also, the increasing use of ‘smart’ and dual-

use technologies are finding their way into military operations. Thus, considering the critical 

implications of 5G for the civilians and the defence domain, both perspectives need to be carefully 

weighed. Decisions about the rollout of 5G networks stretches over a period of 20-25 years and 
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are therefore hard to reverse. It would be very costly and time consuming to roll back a decision 

to include a certain 5G provider, and from a security perspective it might even be too late (Kaska 

et al. 2019, p. 4-5).  

 

2.3 A Partial Ban on Huawei  

 

“We can think of 5G as a chain of technologies, starting with devices at the edge of the network 

(such as a phone, robot, or a car) which connect via specialised antenna to modems in advanced 

base stations and ultimately link to routers that form larger networks, allowing fast, reliable 

connections to other devices or data and processes stores in the “cloud” (Lewis 2018, p.6).  

 

A closer look at the 5G supply chain reveals a complex set of interconnections, which is illustrated 

in Figure 1. Chinese products cannot work without important American components and vice 

versa. There are complex commercial relationships between American, Japanese, Chinese and 

Korean companies. Only two companies, Huawei and Samsung, intend to become completely 

self-reliant. However, most companies rely on a broad and diverse supply chain to ensure full 

access to 5G technology and innovation (Lewis 2018, p. 6).  

 

Figure 1. 5G Networking Diagram (Lewis 2018)  

 

 

The complexity of 5G networks poses a new set of security challenges. A vast array of devices 

and multiple applications will be part of the future 5G networks. The increasing use of software-

defined virtualisation will increase the connectivity and shift sensitive operations from the core 
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network to the edge. Therefore, the attack surface for malicious actors broadens, but most 

importantly, the distinction between a sensitive core network technology and a less sensitive edge 

and its radio access network (RAN) no longer applies (Rühlig 2020). Derived from this analysis, 

a potential threat anywhere in the network could affect the whole network. Hence, the entire 

system is sensitive. Many scholars and experts share this assessment and argue that 5G blurs the 

line between core and fringe networks, making it therefore challenging to keep the two separate 

in a meaningful way. Accordingly, excessive technological dependency on a company or a foreign 

power entails yet another degree of unpredictability to the network system (Kaska et al. 2019, p. 

6, Nordin 2021, p.4, Lewis 2018). 

 

Rühlig and Björk (2019) question however, whether a ban on Huawei is efficient. Although 

concerns regarding Chinese party-state control over Huawei are valid, a ban on Huawei is more 

aimed at weakening China’s political and technological influence worldwide rather than 

effectively containing network security risks. They contend that Beijing would be able to shut 

down 5G networks regardless. For instance, a ban on Huawei is not likely to reduce Chinese 

espionage, which is mainly done through applications and phishing rather than through accessing 

digital infrastructure. Hence, Rühlig and Björk argue that the economic price to pay in relation to 

the poor security risk containment is not worth it. Instead, such a ban will increase political 

tensions and add to a technological divide between a western and a Chinese sphere. Instead, 

Rühlig and Björk argue that the most efficient measures for mitigating technological risks and 

societal dependency are encryption against espionage, along with redundancies coupled with 

vendor diversity against a kill switch (Rühlig & Björk 2020, pp.5-6, 18).  

 

2.4 A European Perspective on 5G Security  

 

Although there is no explicit proof that Huawei is collaborating with the Chinese state apparatus, 

Beijing’s history of cyber espionage and coercive diplomacy are reasons enough for European 

countries to feel concerned (Kaska et al 2019, p.4). However, many European telecommunication 

operators are already collaborating with Huawei. In fact, outside of China, Europe is Huawei’s 

second biggest market. For instance, Belgium and Czech Republic’s dependency on Huawei 

mobile infrastructure amounts to 80-90 % (Rühlig & Björk 2020, p. 5). 

 

Huawei holds a significant advantage through its capability to produce all the elements of the ICT 

(Information Communication Technology) supply chain for 5G networks at scale. No other firm 

is able to provide the same range of products as Huawei, expect for possibly Samsung (Rühlig & 

Björk 2020, p. 23). Telecom carriers with high levels of collaboration with Huawei, such as 

Deutsche Telecom, would see significant losses and year-long delays in their respective rollout 
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of 5G networks with a complete Huawei ban (Nordin 2021, p.3). Although Europe extensively 

depends on software from the US, most of Europe’s hardware comes from China. Currently, both 

China and the US are trying to win over third markets to their respective spheres of technological 

influence, putting EU member states in an uncomfortable position of having to choose side 

(Rühlig & Björk 2020, p. 20).  

 

In January 2020, the European Commission and the EU member states agreed upon a joint EU 

Toolbox on 5G Cybersecurity, striving towards a harmonisation of security standards throughout 

the EU. The EU 5G Toolbox provides the member states with guidance on how to mitigate the 

risks related to security and integrity. For instance, it is recommended that all 5G telecom 

providers are carefully assessed, and restricted access to the 5G networks if they are considered 

to be high-risk. Nevertheless, the toolbox is not a binding agreement and decisions on whether to 

ban or partially ban suppliers of 5G technology relies on the member states themselves (Nordin 

2021, p.1). EU nations are therefore progressing at different paces in terms of applying restrictions 

to telecom vendors considered to be high-risk, which has prompted the EU Commission to 

pressure members states to reduce risks to 5G telecommunications networks posed by certain 

high-risk suppliers (Stolton 2021).  

 

The discussion on whether to ban Huawei varies across Europe. Poland could be following 

Australia’s approach by introducing criteria on the political and legal backgrounds of vendors, 

with a view to ban Huawei. For instance, the Polish Prime Minister, Mateusz Morawiecki, and 

the then US Vice President, Mike Pence, have signed an agreement stating that any supplier of 

5G equipment must comply to an ‘independent judicial review’ and must be ‘subject to a legal 

regime that enforces transparent corporate practices’. Sweden and France have introduced laws 

that allow for the ban of suppliers upon ‘national security grounds’, after careful examination with 

the countries respective intelligence services. These approaches follow the geopolitical logic of 

technological decoupling, consciously reducing Europe’s reliance on Chinese technology (Rühlig 

& Björk 2020, pp.19- 22). Leading European states such as Germany and Italy have taken more 

cautious stances towards a Huawei ban. For instance, their independent investigations were 

unable to find any alarming backdoors in Huawei equipment (Nordin 2021, p.3). However, after 

years of wrangling, the German Bundestag recently approved a new IT Security Law 2.0, which 

restricts the role of ‘untrustworthy’ suppliers of 5G technology and requires German telecom 

operators to alert the government if they sign contracts for critical 5G components (German 

Bundestag 2021). The IT Security Law 2.0 also provides the Government, notably the Interior 

Ministry, with the power to block 5G contracts. Hence, Germany seems to be joining the line of 

London and Paris on regulating sensitive network technology. However, the politically sensitive 

decision to apply these standards essentially falls on Germany’s next Government (Cerulus 2021). 
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Denmark carefully signalled that they would prefer to use 5G equipment produced by countries 

considered ‘security allies’ but essentially the choice is up to the private telecom carriers. Norway 

also left this decision to the telecom carriers, only inserting restrictive measures for the core 

networks. Finland went one step further by setting security criteria for all telecom equipment 

providers, allowing for bans on national security grounds. However, such a ban is only applied to 

critical parts of the 5G networks and the Finish government is obliged to reimburse telecom 

providers for any equipment discarded as a result of the ban (Nordin 2021, p.4).   

 

2.5 Sweden’s Position in the 5G Debate  

 

The Swedish government intends to consolidate Sweden’s place as a forerunner of implementing 

new wireless communication standards and the rollout of 5G is a crucial step towards maintaining 

this place. In 2018 Sweden signed a letter of intent with the other Nordic countries to develop an 

integrated 5G region. However, in contrast to its Nordic neighbours, Sweden has taken a stronger 

stance on the security of 5G networks. In January 2020, the Government updated Sweden’s 

Electronic Communications Act, adding provisions that allow PTS to withhold the sale of 

radiocommunications licenses on national security grounds. The revised law also states that PTS 

must consult with SÄPO and the Armed Forces on these matters, which led to a joint investigation 

with a view to determine whether any Swedish Telecom provider’s 5G plans present a risk to 

national security. Interestingly, Minister of Digitalisation Anders Ygeman clarified that the 

revised law “would not be directed at any specific operator, provider, or nation”. Eventually, on 

October 2020 PTS announced the accepted applicants for the 5G-frequency auctions scheduled 

for early November. The announcement stated that all telecom providers were banned from using 

equipment from vendors Huawei and ZTE (Nordin 2021, p.2). PTS also gave telecom companies 

until the 1st of January 2025 to remove any Huawei and ZTE equipment from their existing 

infrastructure and core functions. Instead, PTS approved the participation of telecom vendors 

Tele2, Telenor, Telia Sweden and Teracom, for the planned spectrum auction for 3.5 GHz and 

2.3 GHz bands, crucial for the rollout of 5G networks. Hence, Sweden joined the ranks of the US 

and the UK by outright banning Huawei and ZTE (Mukherjee & Söderpalm 2020).  

 

Sweden is home to Ericsson, Europe’s leading telecom equipment supplier and Huawei’s biggest 

rival. The media has speculated on whether Sweden’s Ericsson and Finland’s Nokia would benefit 

from such a local ban, especially in a context where the US is favouring the two and even more 

so if more European countries follow in Sweden’s footsteps. In reality, Ericsson is currently the 

only non-Chinese company to have won 5G contracts with all three major telecom operators in 

China to supply radio equipment for 5G networks and is expected to grow its market share for the 

coming years. In comparison to the Chinese market, which accounts for approximately 13 percent 
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of Ericsson’s total revenue, the Swedish market accounts for a mere percent of Ericsson’s global 

operations (Nordin 2021, p.2). In the aftermath of the decision to ban Huawei, the Chinese 

Ministry for Foreign Affairs quickly came in support of Huawei, threatening Sweden with 

economic pressure with statements saying that there will be ‘severe’ consequences for Swedish 

businesses operating in China (Lau 2021). Hence, the alternative cost to the security premium of 

banning Huawei could hurt Swedish businesses and more importantly, Swedish telecom provider 

Ericsson.  

 

3 Theory  

 

3.1 Copenhagen School’s Securitisation Theory  

 

The end of the Cold War compelled scholars to rethink the concept of security moving beyond 

the dominant realists focus on state actors and military security, towards a broader security 

agenda. The ‘narrow’ view on security was challenged by security ‘wideners’, arguing that more 

actors and issues should be included in the field of security studies. Scholars of Copenhagen 

School have contributed to the ‘wide’ versus ‘narrow’ debate through their reconceptualization 

of security as an outcome of a social process, where an issue becomes a security issue through a 

speech act, hence putting a lot of emphasis on the power of language (Sjöstedt 2019). In 1998 

Waever, Buzan and de Wilde published the book “Security – A New Framework for Analysis” in 

which they provide a detailed description of the securitisation theory (Buzan et al. 1998). The 

book draws from earlier reflections, notably Buzan’s reconceptualization of security and the 

inclusion of other levels of analysis, which can be divided into five different sectors (military 

security, political security, economic security, societal security and environmental security); and 

Ole Weaver’s concept of securitisation and speech acts, which focuses on the power of language 

its implications for security policy (Sjöstedt 2019).  

 

Most importantly, securitisation theory implies that something becomes a security issue through 

discursive politics (Balzacq 2011, pp.1). Essentially, security is considered a self-referential 

practice, where an issue becomes a security problem first when it is presented as such. Security is 

not an objective phenomenon simply ‘out there’, but rather a social construction. Hence, there is 

a strong emphasis on the importance of language, indicating the theory’s social constructivist 

roots (Buzan et al. 1998, p. 24).  

 

3.2 Key Components of the Securitisation Theory  
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“Securitisation studies “who securitizes, on what issues (threats), for whom (referent objects), 

why, with what results, and […] under what conditions” (Buzan et al. 1998, p. 32). 

 

Securitisation is best understood as a process during which an issue is framed as a security 

problem through discursive politics. Essentially, the process of securitisation involves a speech 

act, during which a securitising actor frames an issue as a security issue by arguing that there is 

an existential threat towards a designated referent object. The audience that the speech-act is 

directed to, must then accept the framing of the issue as a security threat, which then legitimises 

the use of extreme measures in order to prevent the situation from deteriorating any further (Buzan 

et al. 1998, p. 4). 

 

At the heart of securitisation theory lies the speech act, the rhetorical structure that decision 

makers adopt in order to frame an issue as a security problem, while simultaneously trying to 

convince an audience that the issue should be lifted above the status of mere politics. The power 

of discourse is central for the concept of securitisations. Scholars of Copenhagen School argue 

that words do not merely describe reality but they constitute reality, in a sense that the way one 

talks about an issue and label it as a security matter, will generate a response in terms of how one 

deals with the security issue in concrete terms (Eroukhmanoff 2017, p. 106). During a speech act, 

a political issue becomes securitised through the representation of an existential threat towards a 

designated referent object. An issue is framed as a matter of survival, often by arguing that we are 

at the point of no return or by emphasising the seriousness of the situation. The referent object 

needs to be ‘defended’ or saved. This entails a sense of emergency and legitimises the use of 

extreme measures in order to prevent the situation from deteriorating any further (ibid, p.21).  

 

The securitising actor is the one performing the speech act and can be both an individual or a 

group but is typically thought of as someone who represents a broader collective. For instance, a 

government, a political party, media or lobbyists. The actor must also possess some degree of 

power in order to convey the importance of the threat construction and have the necessary 

platform and authority to mobilise the necessary means to deal with the security issue (Sjöstedt 

2019, Buzan et al. 1998, p.40). The securitising actor is highly dependent on the issue of the 

analysis. In some cases, the securitising actor can be both the referent object and the securitising 

actor. For instance, in the case of an authoritarian regime trying to secure the survival of the 

regime itself (Buzan et al. 1998, p.40). In some cases, the same issue can have multiple concurrent 

securitisation processes and securitising actors (Sjöstedt 2019).  

 

The referent object is the object that is being threatened. The mere existence of the referent object 

is at stake here. In more traditional theories of security studies, the referent object has always been 
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the state and its survival. However, securitisation theory moves beyond the traditional and realist 

focus on the state and argues that other units can be recognised as referent objects. In theory, the 

securitising actor can attempt to construct anything as a referent object by arguing that it’s 

existentially threatened, which legitimises the use of extreme measures needed for the survival of 

the referent object (Buzan et al 1998, 36 & 176). The nature of the referent object will determine 

the nature of the existential threat. Scholars of Copenhagen School have identified five different 

sectors: the political, military, societal, environmental and economic sector, and each sector 

highlights distinct types of interactions and threats. For instance, in the environmental sector, the 

stability of the climate could be the referent object and threats framed against it could be the use 

of fossil fuels, deforestation or intensive agriculture (Buzan et al. 1998, p.7).  

 

In order for an issue to become fully securitised, the relevant audience, the public that the speech 

act is aimed at, must accept the security framing of the issue. In such case, the securitisation 

process can be considered successfully completed. The issue is then elevated from the politicised 

level to the securitised level. However, if the issue is not accepted by the audience, the speech act 

is best understood as a mere securitisation-move, an attempt to securitise an issue (Buzan et al. 

1998, p.31). In a securitising-move, the securitising actor constructs an issue as a threat and 

commands action. The collective towards which the securitising- move is aimed at, must then 

accept this framing strategy and the security measures it entails. Although it is challenging to 

determine who the audience actually is and whether the threat construction is accepted, it is 

generally suggested that the concept of the audience is related to the securitising actor. For 

instance, if the government is represented as the securitising actor, the audience could either be 

the broader political elite and the opposition, or the general public. It could also be both (Sjöstedt 

2019). 

 

If an issue becomes successfully securitised, it will become prioritised above other politicised 

issues. Essentially, this means that once an issue is securitised, the options for how to deal with 

the issue widens considerably. In the context of an existential emergency, the securitising actor 

can claim the right to use extraordinary measures to deal with the security problem. For instance, 

to bypass or potentially break the rules of the ordinary political process (Buzan et al 1998, p.23-

24). Hence, securitisation can be used as a strategic tool by leaders to prompt for action and the 

mobilisation of resources (Buzan et al 1998, p.29, Waever 1995).  

 

Securitisation is best understood as a dynamic process and is therefore not a fix concept. An issue 

that has been securitised may also follow a process of de-securitisation if the securitising actor 

deems that the referent object is no longer existentially threatened. An issue could also resurface 

as a security issue and become re-securitised (Buzan et al: 1998: 21). It is also worth mentioning 
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that securitisation is viewed as something negative according to scholars from the Copenhagen 

School. Hence, they argue that securitisation should be seen as a failure to deal with issues of 

normal politics and argue in favour for de-securitisation (Waever 1995).  

 

3.3 Critiques to the Copenhagen School  

 

The original theory of securitisation as conceived by the Copenhagen School has received a 

substantial amount of critique throughout the years. The concept has been reworked and 

transformed by various critiques of a ‘second’ generation of securitisation scholarship. For 

instance, the Paris School with its strong roots in political theory and sociology in contrast to 

international theory, employs a more practice-oriented and behavioural approach. One of its 

strongest figures, Balzacq (2011) criticises the importance of speech acts and proposes a so-called 

‘sociological turn’ by stressing the importance of “practices, context, and power relations” 

(Balzacq 2011, p1). Hence, the Paris School calls for the study of socialised norms that guide 

behaviour and how they shape security and insecurity (Sjöstedt 2019). Another source of criticism 

stems from the Aberystwyth School with its roots in Critical Security Studies (CSS) and Marxism. 

Prominent figures such as Booth and Wyn Jones, strongly criticise the realist understanding of 

security as ‘power’ and ‘order’ and the absence of threats from external states. They also contend 

that the sovereign state is not the main provider of security, but should rather be understood as 

the main cause of insecurities.  Instead, Booth and Wyn Jones argue that security and 

emancipation “are two sides of the same coin” and that human emancipation produces true 

security. This normative approach seeks to disclose hierarchical structures, coercion and tyranny 

and argues that security issues are not dependent on the success of a speech act, as in the case of 

securitisation. Issues such as the powerlessness of the poor, oppression of minorities and violence 

against women, exist regardless if anyone talks about them or attempts to securitise them (Booth 

2007, pp. 167, Wyn Jones 2001). However, the Aberystwyth School has also received criticism 

for its interpretation of security as emancipation and how to apply this approach empirically 

(Sjöstedt 2019).  

 

In addition to the criticism raised by the Paris School and the Aberystwyth School on the 

importance attributed to the roles and discursive powers of the securitising actors, other scholars 

have criticised the Eurocentric nature of the theory. Critical voices argue that this European 

ethnocentrism, limits the analytical power of the securitisation theory in settings with different 

state-society dynamics (Sjöstedt 2019). A majority of critical voices, also argue that the theory is 

too underspecified and under-theorised. For instance, it does not provide a satisfactory 

explanation to what really constitutes a speech act or the relevant audience. Scholars also direct 

criticism towards the lack of requirements to assess whether a securitisation process is accepted 
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by the relevant audience (Balzacq 2005, p. 175; Strizel 2007, p.362). Additionally, there are also 

shortcomings related to the concept of de-securitisation. Scholars from the Copenhagen School 

refer to de-securitisation as a shift out of the emergency mode into normal politics, without further 

specifying how this could take place. Hansen (2012) attempts to address these shortcomings by 

arguing that de-securitisation can take different forms. For instance, replacement, re-articulation, 

fading or even silencing (Hansen 2012). Likewise, the concept of re-securitisation has also been 

reproached for being too underspecified and underexamined (Sjöstedt 2019).  

 

Indeed, Copenhagen school’s concept of securitisation has been criticised for its imprecision, 

however, Sjöstedt (2019) argues that the plasticity of the original theory of securitisation also 

holds a certain advantage. Thanks to its malleable character, securitisation theory is a well-suited 

theory for analysing a broad range of issues, contexts and actors with varying interpretations of 

what constitutes the securitising actor, the audience or the referent object (Sjöstedt 2019). 

Additionally, Balzacq et al. (2016) argue that empirical findings have contributed the most to the 

development of the securitisation theory, in contrast to the many theoretical re-conceptualisations 

(Balzacq et al., 2016, pp.14-15). Hence, in line with this reasoning, this thesis hopes to contribute 

to the development of the securitisation theory, through empirical findings from applying the 

theory of securitisation to the 5G security debate in Sweden.   

 

3.4 The Cybersecurity Sector  

 

In 1998, Scholars from the Copenhagen School dealt with cybersecurity as an example of an 

attempted securitisation process and argued that there is no need to theorise cybersecurity as a 

distinct sector in addition to the five main analytical sectors (the military, political, societal, 

environmental and economic sector). Much has changed since this assessment and cybersecurity 

is now considered a valid subject of investigation from a securitisation perspective and involves 

multiple discourse with their own unique constellations of referent objects, reaching across 

geographical and political boundaries (Hansen & Nissenbaum 2009, p.1158).  

 

One of the main contributions to the securitisation of cybers issues is offered by Hansen and 

Nissenbaum (2009) in their paper “Digital disaster, cybersecurity, and the Copenhagen School”. 

The authors find that ‘network security’ and ‘individual security’ are significant reoccurring 

referent objects and their political importance stems from their connections to the collective 

referent object of ‘the state’, ‘the society’, ‘the nation’ and ‘the economy’. These referent objects 

are then articulated as threatened through three distinguished patterns of securitisation: hyper-

securitisation, everyday security practices and technifications (Hansen & Nissenbaum 2009, 

p.1158). Hansen and Nissenbaum also argue that cybersecurity is a distinct sector where multiple 
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discourses and insecurities compete. The multiple discourses within the cybersecurity sector are 

best understood as constellations of connected referent objects where ‘the network’, ‘the 

individual’ are linked to national and state security. They also contend that the discourses vary 

depending on the securitising actor and what it defines as cybersecurity (Hansen & Nissenbaum 

2009, p.1172). Following this train of thought, Fichtner (2018) presents a constructivist approach 

to cybersecurity, outlining how issues can be constructed as cybersecurity issues, sometimes with 

opposite effects. In the article “What kind of cybersecurity? Theorising cybersecurity and 

mapping approaches”, Fichtner identifies four common approaches for analysing cybersecurity 

where cybersecurity is justified by different values such as privacy, economic order and national 

security. These four approaches encompass distinct structural components such as the threats they 

concern, the objects they protect, the responsibility they give to the securitising actors and the 

cybersecurity measures they utilise. Hence, with inspiration from the Copenhagen securitisation 

theory, each approach constructs a unique set of relationships between the actors involved 

(Fichtner 2018, p. 2 & 5).  

 

The first identified approach to cybersecurity, as conceived by Fichtner, focuses on the protection 

of sensitive and personal data and communications. Threats to data protection can be posed by 

criminal hackers who aim to break into information systems or by governments or corporations 

trying to spy on citizens and consumers. The kind of solutions applied, depends on the securitising 

agent and the distinguished threats. For instance, the EU’s General Data Protection Regulation 

can be seen as a securitising measure. By positing rules on how corporations should handle the 

data they collect on citizens, it is interpreted as measure to protect the citizens data. In a reverse 

logic, in the Apple vs FBI case in 2016, Apple acted as a securitising agent and declined a request 

that would enable the FBI to break into a suspect’s phone, arguing that they wanted to protect the 

privacy of Apple customers against governmental surveillance. The second identified approach 

by Fichtner focuses on the private sector and the protection of financial assets and commercial 

revenues from the potential threat of cybercriminals, blackmailers, other companies, political 

groups or activists among others. This differs from the third approach to cybersecurity, which 

focuses on the protection of public and political infrastructure such as communications systems, 

electric grids, hospitals and public transport. Within this third approach to cybersecurity, Fichtner 

illustrates how increasing levels of connectivity entail new risks and threats by lone hackers, 

activists, paramilitary groups, hostile states, their military and secret services. Consequently, the 

securitising actors within this approach are often military units, national law enforcement or 

intelligence agencies. The security measures adopted by these securitising actors ranges from 

tougher cybersecurity standards and policies to  political diplomacy. The final and fourth approach 

identified by Fichtner differs from the three other approaches in a sense that the securitising actor 

wants to control information and communication flows. Citizens’ use of communication systems 
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for the purpose of political activism, organising demonstrations and spreading political messages 

or propaganda, are perceived as threats in this category. This approach to cybersecurity is often 

motivated by values like national security, the rule of law, public stability or public safety 

(Fichtner 2018). Fichtner also concludes that the four approaches are not necessarily separated 

and can be entangled. For example, a cybersecurity policy can be aimed at protecting 

infrastructures against hacks that would compromise the functionality of the infrastructure, while 

simultaneously protecting personal data flowing through infrastructure (Fichtner 2018, p.9).  

 

What Fichtner’s article clearly identifies is the importance of defining cybersecurity. Scholars 

such as Hansen, Nissenbaum, Dunn Cavelty and Wolff have found that, similarly to how 

securitisation perceives security, cybersecurity is a contested concept and can therefore be 

constructed to be about different referent objects, threats and responses. The way securitising 

actors understand cybersecurity in terms of who or what to protect, will then have repercussions 

for internet governance and the type of cybersecurity responses they deem necessary in order to 

protect the referent object (Fichtner 2018, p.6). The nature of the referent object determines the 

nature of the existential threat(s) and the securitising actor (Buzan et al. 1998, p.7). For this reason, 

this thesis will attempt to construct a 5G approach to cybersecurity, as a sub-section to the wider 

cybersecurity sector. The aim is to outline the distinct structural components, such as the 

securitising actors, the referent objects, the threats and the security measures advocated for, that 

characterises the 5G security debate.  

 

3.5 The Securitisation of 5G networks  

 

This thesis argues that the securitisation of 5G networks pertains to the broader cybersecurity 

sector. 5G networks are crucial components of nations’ digital infrastructure and therefore run a 

high risk of becoming the object of incapacitating cyber-attacks or cyber-espionage. This 

viewpoint is also emphasised by the Swedish Government, one of the securitising actors of this 

thesis. In Sweden’s cybersecurity doctrine, the Government defines cybersecurity as “a set of 

security measures to preserve the confidentiality, authenticity and availability of information. 

Confidentiality means that unauthorised persons cannot access the information. Authenticity 

means that the information is not modified, manipulated or destroyed in an unauthorised manner. 

Availability means that authorised persons can access the information in the manner and at the 

time offered by the services”. Under the sub-section “What is to be protected”, the Government 

states that “both the information itself and the systems used to store and transfer that information 

must be protected”. Further contending that “Cybersecurity efforts are a necessary activity for 

safeguarding the quality and effectiveness of societal functions and a prerequisite for being able 

to harness the opportunities of digital transformation. Such opportunities involve everything from 
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developed digital public services to connected and automated vehicles and factories”. The 

Swedish Government also asserts that “digital transformation means that an increasing 

proportion of all activities in society is to varying degrees dependent on networks and information 

systems, and thereby on cybersecurity” (The Swedish Government 2016, p.4). Vulnerabilities in 

the new 5G networks can be used to attack the functionality of systems and digital infrastructure 

and can be used to influence or gain access to data and sensitive information. Therefore, the 

Swedish government and the Parliament made the assessment that communication networks such 

as 4G and 5G pertain to Sweden’s critical infrastructure and have a high protection value (Larsson 

2020). From an academic point of view, Nissenbaum, argues that ‘cybersecurity’ concerns threats 

“posed by the use of networked computers as a medium or staging ground for antisocial, 

disruptive, or dangerous organisations and communications (…) or threats of attack on critical 

societal infrastructures, including utilities, banking, government administration, education, 

healthcare, manufacturing and communications media” (Nissenbaum 2005, p. 64). Thus, 

networks, digital infrastructure as well as the data and information that travels through these 

networks are protected through cybersecurity measures. Derived from this theoretical and 

empirical evidence, 5G networks pertains to cyber space and the cybersecurity sector.  

 

The origins of cybersecurity can be traced back to the 1960s but the securitisation of 5G networks 

is a relatively new area of research, which accelerated since 2018. Washington’s growing 

concerns over Beijing’s geopolitical and technological aspirations of becoming the leading nation 

in 5G technology prompted the US Government to outright ban Chinese telecom companies from 

taking part in the rollout of 5G networks. The concerns quickly evolved into a global 5G security 

debate over issues regarding network security, the safety of data and information and Huawei’s 

ties to the Chinese Communist Party and the Chinese intelligence community. From an academic 

viewpoint, Campion (2020) explores the securitisation of China by the United States through two 

of its most controversial companies, the China National Offshore Oil Corporation (CNOOC) and 

Huawei. Findings show that the China Threat Discourse is inherently interlinked with the critical 

infrastructure security discourses of energy security and telecom networks: “The securitisation of 

critical infrastructure alongside that of China ensured that a potent distrust of Huawei positioned 

it as an existential threat to America” (Campion 2020, p.5, 13). Williams (2020) explores the 

securitisation of technology policy in US -China relations and illustrates how these concerns apply 

in the context of 5G telecommunications and artificial intelligence. The author summarises the 

multitude of concerns in two broad dimension: risks posed by the nature of the emerging 

technologies and risks related to the nature of China’s governing system (Williams 2020). This 

categorisation is shared by the NATO Cooperative Cyber Defence Centre of Excellence 

(CCDCOE) in their comparative analysis of national positions on 5G technology and security 

risks. The authors of the NATO analysis argue that the first category of concerns stems from 
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China’s broader geopolitical ambitions and its governing systems. Concerns in this category 

related to China’s legal and political environment, notably its revised Intelligence Law, Beijing’s 

practice of ‘public-private’ partnership in cyber-espionage, as well as China’s broader ambition 

of maintaining a leading position in the rollout of 5G networks. The second category of security 

concerns relates to the role of critical digital infrastructure for modern societies and how 

increasing levels of connectivity will entail new levels vulnerabilities. 5G discussions will have 

critical implications for both the civilian and the defence domain and therefore, it is essential to 

protect both the infrastructure as well as the information and data that travels through the 5G 

networks (Kaska et al. 2019).  

 

Building on the Copenhagen School’s understanding of security, Fichtner’s (2018) article “What 

Kind of Cybersecurity? Theorising Cybersecurity and Mapping Approaches” offers valuable 

insight to the structural components of cybersecurity in terms of referent objects, securitising 

actors, threats, responses and actors. With a view to outline the structural components of the 5G 

securitisation discourse, this work was inspired by Fichtner’s approach to cybersecurity as data 

protection and in particular the approach to cybersecurity as the protection of public and political 

infrastructures. The first approach focuses on the protection of sensitive and personal data and 

communications (Fichtners 2018, p.8). 5G will lead to increasing levels of virtualisation and the 

centralisation of software, which in turn will enable methods to access and control data on the 

networks. Further, more services will rely on 5G technology, which will only increase the amount 

of personal and sensitive data processed through the 5G networks, which could be exploited if 

accessed (Rühlig & Björk 2020, p12). Hence, an important security concern raised within the 

broader 5G security debate concerns data and information protection. Here, Fichtner notes that 

threats to data protection can be posed by criminal hackers but also governments or corporations, 

engaging in the surveillance of citizens and consumers respectively. Further, solutions to protect 

information against threats of unlawful or unwarranted access by other parties against surveillance 

or wiretapping can either be envisioned through technical means such as encryption, transmission 

and end-to-end messaging, but also data protection legislation. In general data protection is 

concerned with privacy issues and the protection of personal data but it can also concern cases 

where governments aim to protect employees or institutions (Fichtner 2018, pp.8-9).  

 

The rollout of 5G networks will also have important security implications for nations’ critical 

infrastructure. This is well described in Fichtners (2018) third approach to cybersecurity, 

identified as the protection of public and political infrastructures. In this approach, Fichtner 

explains how more public and vital infrastructures will be connected and operate in cyberspace 

as the result of technological advancements. If these infrastructures are compromised, they could 

slow down the country’s development, upset social order or result in injuries or casualties 
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(Fichtner 2018, p.11). 5G networks will provide the backbone for public services of future 

societies and economies, such as production, urban organisation and public security, which makes 

the whole network system more sensitive. Therefore, an attack to the 5G networks will be more 

complicated and more costly, which reiterates the vulnerability of these networks (Rühlig & Björk 

2020, p.29). According to Fichtner, threats to the network itself can be caused by lone hackers 

and script kiddies, however, the most severe threats are politically motivated and can be traced to 

political entities, paramilitary groups or hostile states and their military and secrete services. 

These actors have the intention of destabilising or harming another country. Therefore, the 

securitising actors within this category are often military units and international military alliance 

or national law enforcement as well as intelligence agencies. Essentially securitising actors that 

have some form of authority to develop cybersecurity standards and policies, as well as diplomatic 

responses (Fichtner 2018, pp.11-12).  

 

It is important to recall that securitisation is the product of social interaction and that the threat 

construction is highly dependent on the securitising actor. This work has constructed a broader 

Western and Euro-centric approach to the securitisation of 5G networks. Therefore, the 

securitisation of 5G networks will most probably not be perceived in a similar light outside of the 

Western sphere. For instance, in light of the authoritarian nature of the Chinese states, the 5G 

security debate in China will show other securitising discourses than those highlighted in this 

section.  

 

4 Methodology and Analytical Strategy  

 

4.1 A Comparative Case Study on the Securitisation of Sweden’s 5G Networks  

 

In January 2020, the European Commission presented the EU’s common approach to 

cybersecurity for 5G networks, which sets common standards and guidelines with a view to 

mitigate the risks associated with the rollout of 5G networks across the European Union. The 

same month, the Swedish Government updated Sweden’s Electronic Communications Act (2003: 

389), adding new provisions that allow PTS to withhold the sale of radiocommunications licenses 

upon national security grounds. PTS is the authority in charge of issuing permits to use radio 

transmitters and holds the final say in what telecom companies gets a share of the 5G-spectrum 

auctions. The recent modification to the Electronic Communications Act, compels PTS to consult 

with SÄPO and the Armed Forces in matters concerning permits to use radio transmitters. Hence, 

following the new provisions stated in Sweden’s updated Electronic Communications Act in 

February 2020, PTS together with SÄPO and the Armed Forces began a joint investigation of 
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Sweden’s telecom providers’ 5G plans, with a view to determine whether they present a risk to 

national security. On the 20th of October 2020, PTS announced the accepted applicants for the 

5G-frequency auctions scheduled for early November, stating that all telecom providers were 

blocked from using equipment from vendors Huawei and ZTE (Nordin 2021, p.2).  

 

Hence, four authorities played a decisive role in the securitisation of Sweden’s 5G networks. 

Which resonates well with Fichtner’s (2018) findings that nations’ digital infrastructures are 

mostly securitised by military units, national law enforcement or intelligence agencies (Fichtner 

2018, p.9). All four authorities have issued official statements and reports commenting on the 

security of Sweden’s 5G networks, acting as securitising agents respectively. These official 

statements and reports will be considered as speech acts. This thesis will take the form of a 

comparative analysis, investigating the official discourse of each authority, with a view to identify 

articulated threats to Sweden’s 5G networks and whether the discourses differ. Derived from the 

comparison and the conclusions, it will be of particular interest to find out which authority adopts 

the politically sensitive burden of securitising threats linked to China and Chinese telecom 

companies Huawei and ZTE. After all, the second aim of this thesis is to understand whether 

China’s assertiveness has influenced the securitisation process. Therefore, in addition to the 

analysis of material, it is also important to situate Sweden’s 5G policy in the context of the broader 

5G security debate to understand to what extent this has influenced the discourse. Therefore, this 

thesis will also compare how the securitising discourse has evolved over time. Three empirical 

time frames were chosen for the comparative analysis.  

 

4.2 Securitisation and the Study of Discourse  

 

Due to its comprehensive and malleable character, securitisation is a popular theoretical 

framework and has been applied to a wide range of issues and contexts. Most scholars contend 

themselves with providing the reader with a brief overview of the securitisation framework, 

following with a discourse analysis. However, a section dedicated to methodology is often 

missing. Despite an animated debate trying to reconceptualize and modify the theory and concept 

of securitisation, scholars have not clearly formulated a coherent methodology for applying the 

theoretical framework (Färber 2018). The theory of securitisation takes a clear constructivist 

position by stating that security arises from discourse and by labelling an issue as a security issue 

(Buzan & Waever 2003, p.17). However, one of the criticisms raised against securitisation is the 

lack of a framework that allows for “a systematic and comparative empirical analysis” (Strizel 

2007, p.358). A discourse analysis allows the author to draw conclusions on what political, 

ideological and social consequences, a certain discursive practice has. However, a broader 

discourse analysis will limit the comparative ambition of this thesis. The focal point of this thesis 
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is to search for elements of securitisation and distinct threats to Sweden’s 5G networks as 

articulated by the four securitising actors, the Swedish Government, PTS, the Armed Forces and 

SÄPO. Therefore, this thesis would benefit from a methodology that allows for a more systematic 

comparison. A content analysis could solve that problem but by locking the analytical structure 

into a coding and counting scheme, nuances and underlying messages in the speech acts would 

be overlooked. For the above-mentioned reasons, this thesis will take the form of an idea analysis. 

This text analysis method enables an easier comparison, both over time and between cases, and 

allows for a more flexible analytical read.  

 

4.3 Idea Analysis   

 

Generally, an idea analysis refers to the analytical study of political communication. The 

discourse is still of central importance but the social and historical context is only included in the 

analysis if the author deems it necessary. Hence, a discourse analysis will look for securitising 

discourses and their social and political consequences, while an idea analysis will look for ideas 

that are embedded within the securitisation discourse. The systematic search for already 

established ‘ideas’ makes an idea analysis especially well-suited for a comparative analysis 

(Beckman 2005, p.25), which is one of the aspirations of this thesis. The aim of this thesis is to 

look for ideas associated securitisation on the basis of fixed threat dimension. The discourse of 

all four securitising actors will be analysed in order to assess how each authority has acted as a 

securitising actor in the process of securitising Sweden’s 5G networks.    

 

An idea analysis is located at the intersection of content-oriented and descriptive analysis and is 

normally aimed at a synchronic investigation of the ideological content in a text from a certain 

person, an organisation, a public body or government. The analysis can also be diachronic and 

aspire to picture the ideational change of the agent (Linberg 2016). Further, the methodological 

structure can take different directions, depending on the aim of the research question. The analysis 

can be either descriptive, critical (to take a stand to the material) or explanatory. Nevertheless, 

this differentiation does not imply that a study can have multiple ambitions (Beckman 2005, pp.11 

& 14). The aspiration of this thesis is mainly descriptive, with the purpose of investigating ideas 

of securitisation expressed by the four securitising actors, with a view to compare them. However, 

this work will also take on a secondary explanatory purpose as it seeks to understand if China’s 

assertiveness, in terms of Beijing’s techno-geopolitical aspirations and conduct in cyberspace has 

affected the 5G securitisation debate in Sweden. A function-oriented or explanatory idea analysis 

goes one step further and can be defined as the systematic study of political ideas, their origin, as 

well as their consequences. This type of study raises questions of how certain ideas are derived 

from a certain environment and context. The political messages should be perceived as variables 



   33 

in a chain of occurrences. Hence, this kind of analysis is interested in the effect that a certain 

factors have on the production of ideas and the consequences of ideas (Beckman 2005, p.13). 

Therefore, a function-oriented analysis doesn’t seek reasons of justification but reasons of 

motivation as to why something is said (Vedung 1982, p.13). The context provides an important 

explanatory purpose to how the 5G security debate first emerged and then further developed in 

Sweden. Moreover, securitisation theory implies that the speech act is accepted by a ‘relevant 

audience’ and first then, the securitisation process can be considered successful. Therefore, the 

context is of importance to the securitisation theory.  

 

The use of an analytical instrument is imperative to structure the material chosen for the idea 

analysis and there are two main approaches: ideal types and dimensions (Beckman 2005, p.25). 

This thesis will rely on the later analytical strategy. By structuring the analysis through a few 

fixed dimensions, the purpose is to capture interesting aspects of the text and underlying 

messages. The advantage of using dimensions instead of ideal types is that dimensions are more 

loosely constructed and are therefore more suitable for text interpretations (Beckman 2005, p.28). 

However, two common critiques have been raised about this approach: the analytical framework 

could appear as being forced onto the material and the dimensions could appear as constructed 

upon the results of the study rather than independently constructed beforehand. Therefore, the 

author must provide the reader with a concluding discussion linking the analysis to the research 

question (Bergström and Boréus 2012, p.173). Further, an idea analysis is carried out through a 

specific theoretical lens and therefore the author must argue for the interpretation and the results 

that stems from the text analysis (Beckman 2005, pp.49-50). In this thesis, the theory of 

securitisation will guide the analytical structure of the thesis and the construction of idea 

dimensions. The focus of this thesis is to search for articulated threats to Sweden’s 5G networks, 

this involves threats to the network itself, threats to the safety of data and information passing 

through the network, and threats linked to China’s assertiveness.  

 

4.4 Material for Idea Analysis  

 

The material intended for the idea analysis should always hold a red line or a distinct theme 

(Bergström and Boréus 2012, p.88). Therefore, all primary sources intended for the analysis were 

chosen according to the following criteria: they had to contain key words such as 5G, digital 

infrastructure and security, they had to come from primary sources and express the opinion of the 

distinct authorities. Official statements issued by all four authorities commenting on the strategic 

planning of radio spectrum and the safety of 5G networks, will be analysed in the first sub-chapter 

of the analysis. In addition to this, the Military Intelligence and Security Service of the Armed 

Forces (MUST) and SÄPO each present a yearly report, giving an overview of the most central 
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threats to Sweden’s security and a forecast for the coming year. The yearbooks from 2018 to 2021 

will be considered speech acts by the two security authorities. In addition to this, official 

statements commenting on the security of Sweden’s 5G networks will also be analysed. 

Interviews and comments from representatives of the authorities (For instance the Minister for 

Digitalisation) will complement the analysis if a speech act during one of the three different time 

periods couldn’t be found. The vast majority of the material is in Swedish with a few exceptions 

in English that are issued by SÄPO. Hence, to enhance the reliability, translations of the most 

central parts of the material can be found in appendix 1. at the end of the thesis.  

 

5 Analytical Strategy  

 

5.1 Time Frame  

 

The material selected for the analysis was chosen in accordance to specific events that are believed 

to have had an impact on the securitisation process. Hence, the analysis is structured around three 

specific time frames. The first part of the analysis is dedicated to the analytical read of material 

issued before the Government updated Sweden’s Electronic Communications Act in January 

2020, adding new provisions allowing PTS to withhold the sale of radiocommunications licenses 

upon national security grounds. Therefore, the Government’s strategic planning for the allocation 

of frequencies to socially important actors, marks the beginning of the analysis. The aim is to 

investigate the initial stages of the securitisation process, how it started and evolved towards the 

specific legislative changes. The second part of the analysis focuses on statements and reports 

issued after the law amendments entered into force. Through the updated regulations in Sweden’s 

Electronic Communications Act,  PTS, the Armed Forces and SÄPO were assigned more power 

over decisions regarding the allocation of radiocommunication frequencies. Thus, it will be 

interesting to investigate whether a harsher tone can be detected in the discourse from these three 

authorities. The third part of the analysis is dedicated to the analytical read of speech acts issued 

in relation to and after PTS’s decision to ban Huawei and ZTE from taking part in Sweden’s 5G 

frequency auction. The decision was announced on the 20th of October 2020. All four authorities 

will be analysed separately within each time frame with a view to spot discursive differences and 

similarities. The analysis will then be followed by a comparative section, following up on 

rhetorical differences to understand each actors part in the securitisation process.  

 

5.2 Analytical Strategy  
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Figure 2: Analytical strategy and threat dimensions  

 

 

 

 

The analytical strategy of this thesis rests upon the logic of idea dimensions. The securitising 

actors of this thesis are the Swedish government, PTS, the Armed Forces and SÄPO and the 

referent object is Sweden’s 5G networks. Following the logic of securitisation, this work will be 

looking for threats to Sweden’s 5G networks. The threat dimensions were inspired from previous 

studies on cyber and 5G security, notably Fichtner’s two approaches to cybersecurity as 1) the 

protection of sensitive and personal data and communication 2) the protection of public and 

political infrastructure. Additionally, most studies on 5G security highlight threats linked to 

China’s assertiveness and therefore, a third threat dimension will be included in the analysis. This 

work will be looking for threats associated with three idea dimensions, with a view to spot 
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discursive differences and similarities between the securitising actors. The following threat 

dimensions will be analysed:  

1) Network security: more public functions and services will depend on 5G networks. 

Therefore, increased levels of connectivity and dependency on certain vendors could lead 

to vulnerabilities, and threats to the network itself. For instance, cyber-attacks3 or a kill-

switch.  

2) Data and information protection: 5G will entail higher levels of data and information 

transmissions, which could be compromised. This idea dimension refers to threats such 

as data theft, cyber-espionage and other intelligence activities. 

3) China’s assertiveness: the last idea dimension is political and refers to Beijing’s quest 

for geo-technological dominance and conduct in cyberspace (cyber-espionage through 

public-private partnership, intelligence gathering).  

 

The three threat dimensions will be analysed following the logic of securitisation, as illustrated in 

Figure 2. First by looking at how issues related to network security, data and communication 

protection, and China’s assertiveness can represent a security threat to Sweden’s 5G networks. 

Are the securitising actors arguing for the survival of the referent object and can a sense of urgency 

be detected in the discourse?  If the referent object is described as threatened, the next step will 

be to look for articulated security measures on how to deal with the security issue and whether 

they were carried out. It is challenging assess whether a speech act is accepted by a relevant 

audience, nevertheless Sjöstedt (2019) suggests that the concept of the audience is related to the 

securitising actor. Hence, in the case of the Government or other authorities, the audience could 

be represented by the Parliament and the opposition. For instance, if the Parliament votes in favour 

of the security measures initiated by the Government (Sjöstedt 2019). Additionally, where 

infrastructures are run by private companies or through public-private partnerships, as in the case 

with 5G networks, corporate financial interests could also represent the relevant audience 

(Fichtner 2018, p.11). In this work, the four securitising actors each play different roles in the 

process of securitising Sweden’s 5G networks. Therefore, following the logic of the relevant 

audience and the acceptance of the speech act, it is also possible that they use each other as a form 

of relevant audience to create the illusion that more parties are behind a tougher stance on 5G 

security. For instance, by welcoming tougher regulations.   

 

 
3 According to Nissenbaum, cyber-attacks refers to threats “posed by the use of networked computers as a 

medium or staging ground for antisocial, disruptive, or dangerous organisations and communications (…) 

or threats of attack on critical societal infrastructures, including utilities, banking, government 

administration, education, healthcare, manufacturing and communications media” (Nissenbaum 2005, p. 

64). 
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6 Analysis of the Securitisation Process    

 

The aim of this chapter is to investigate how each of the four authorities have acted as securitising 

actors in the process of securitising Sweden’s 5G networks. In addition to this, the aim of this 

thesis is also to investigate whether the securitisation process can be linked to fears over China’s 

assertiveness. The material selected for the analysis was chosen in accordance to specific events 

that are believed to have had an impact on the securitisation process. The first part of the analysis 

chapter is dedicated to the analysis of statements and reports issued before the Swedish 

Government updated Sweden’s Electronic Communications Act, which entered into force in 

January 2020. Many domestic and international newspapers concluded that the new security 

provisions were implemented with a view to ban Huawei from the upcoming 5G frequency 

auction (Nordin 2021, Duxbury et al., 2021). Thus, the first part of the analysis chapter seeks to 

understand how the securitising process was initiated and the driving forces behind it, both 

domestically and internationally. The second part of the analysis chapter focuses on statements 

and reports issued after the law amendments entered into force, investigating whether there are 

any changes to the four securitising actors discourse. The third part of the analysis chapter is 

dedicated to the analytical reading of statements issued by all four authorities in response to the 

official decision from PTS to ban Huawei and ZTE from partaking in Sweden’s 5G frequency 

auctions. Seeing how this thesis also seeks to explain whether geopolitical tensions over China’s 

assertiveness have contributed to the securitisation of 5G networks in Sweden, the idea analysis 

will be put into the context of important national and international developments on 5G security 

that could have impacted the discourse.  

 

6.1 Analysis Part 1: The Initial Phase of the Securitisation Process  

 

6.1.1 Sweden’s Digitalisation Policy to the Backdrop of Growing 5G Security Concerns  

 

As a part of Sweden’s digitalisation policy, the Swedish Government considers the development 

of 5G to be a crucial step for maintaining Sweden’s position as a leading nation in IT and 

digitalisation. Thus, the Government appointed an Inquiry in October 2017 to strategically plan 

the long-term use of radio spectrum and frequency, notably the allocation of frequencies to 

socially important actors for national security purpose (Dir. 2017:99). In 2018, Sweden signed a 

letter of intent with other Nordic countries to create an integrated 5G-region and was planning 

ahead for the anticipated 5G frequency auction, to be held in 2020 (Nordin 2021).  
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Tensions and security concerns over Chinese tech-companies Huawei and ZTE quickly surfaced 

in August 2018 after US President Trump signed a Defence Bill banning the US Government and 

Government contractors from using Huawei and ZTE technology (Kastrenakes 2018). The ban 

was followed by an Executive Order in May 2019 with a view to secure the Information and 

Communications Technology Supply Chain and provided authorities with tools to exclude 

technologies and transactions linked to ‘foreign adversaries’ (Kania 2019). The Trump 

administration then barred the sales of essential computer chips to Huawei without a specific 

license and initiated an extensive pressure campaign on countries considered ‘allies’ not to use 

Chinese components in their 5G infrastructure (Sacks 2021). To the backdrop of growing pressure 

from the US, the European Commission urged Member States on the 26th of March 2019 to 

conduct national risk assessments of 5G network infrastructures for the purpose of creating a 

concerted EU approach to the security of 5G networks. The Commission asked EU countries to 

complete their national risk assessments by June 30th with a view to reach a common EU risk 

assessment by October 2019. Based on this risk assessment, a group of key cybersecurity experts 

would then create a common EU 5G Toolbox that member states could use as a reference when 

planning for the rollout of 5G networks in their respective countries (Cerulus 2019). 

 

The first part of the analysis chapter is dedicated to the analytical read of statements and reports 

issued by all four authorities, commenting on the rollout of 5G and the upcoming allocation of 

radiocommunication frequencies in Sweden. The aim is to investigate how the securitisation 

process was initiated and to situate the debate in the international context of growing security 

concerns over 5G.  

 

6.1.2 Analysis of the Securitising Discourse    

6.1.2.1 The Swedish Government  

 

The Government Inquiry for the long-term planning of radio frequency use resulted in the 

publication of a report named “Frequencies in the service of society” (SOU 2018:92). In the 

report, the Inquiry’s Commission argues that radio spectrum will only increase in significance 

over time. Most importantly, the need for radio spectrum will increase among government 

agencies and for services that are ‘critical to the functioning of society’. The Inquiry’s 

Commission also asserts that radio spectrum is of ‘considerable’ economic value, however the 

Government should distribute this value in accordance with political goals and decisions (SOU 

2018:92, pp.25-26 & 28).  
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The Inquiry’s Commission also notes that the military security situation in Europe has 

deteriorated and how internal and external threats, are far more complex today. Notably, security 

threats to critical infrastructure are increasing, in particular the disturbance and loss of access to 

important support systems such as information and communication systems. Therefore, the 

Government Inquiry insists that “the protection of the Swedish public’s safety and security is 

closely connected to the protection of important public services and fundamental values” (SOU 

2018:92, p.31). With a view to securitisation, there is an emphasis on the ‘ever-increasing’ 

importance of frequencies, essential to the development of 5G. Government agencies and services 

that are ‘critical’ to the functioning of society will become more dependent on 5G and therefore, 

the protection of these networks is necessary for the sake of Sweden’s public safety and security.  

 

The issue is also elevated above other issues by arguing that the Government’s political goals 

should be prioritised over the economic gains from the radio spectrum auction. An alarming tone 

can also be detected in the discourse through the mentioning of the deteriorating security situation 

in Europe and how threats to critical infrastructure are on the rise. Regarding the nature of the 

threat, the Inquiry’s Commission mostly highlights security threats to the network itself. For 

instance, how all government agencies and services that are critical to society, will become 

increasingly dependent on radio spectrum and 5G networks. Thus, the loss of access or 

disturbance to important support systems such as information and communication systems could 

have devastating consequences for society as a whole. However, no threats linked to China’s 

assertiveness are mentioned in the report.  

 

Considering how the protection of Sweden’s 5G networks is crucial to Sweden’s security, the 

Inquiry’s Commission proposes a set of security measures “with the aim of strengthening national 

security interests for spectrum licensing”. Hence, in line with the securitisation theory, the 

securitising actor legitimises the use of extreme measures to prevent any attacks on 5G networks 

that could harm Sweden. For instance, the Inquiry’s Commissions insists that licenses should be 

revoked if the use of radio spectrum can be assumed to harm Sweden’s security – even if licenses 

have already been granted. Therefore, the inquiry proposes that legislative amendments to 

Sweden’s Electronic Communication’s Act (2003: 389) enters into force on the 1st January 2021 

latest. The Inquiry’s report was then circulated for consideration and input from concerned 

Government Agencies (39 different agencies).   

 

Based on the Inquiry’s report and the input received from multiple Government Agencies, the 

Government drafted a Government Bill with a view to amend Sweden’s Electronic 

Communications Act (2003: 389) and the Public Access to Information and Secrecy Act 

(2009:400). On the 19th of September 2019, the Government passed the Government Bill 
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“Protection of Sweden’s security with respect to radio usage” (Prop.2019/20:15) to the Parliament 

for voting. In the Bill, the Government reiterates the importance of 5G technology for the 

digitalisation of Swedish society. However, the Government asserts that “digitalisation also 

entails risks and threats of a partly unknown nature, which entails major security challenges that 

can be very complex”. Indeed, the Government reiterates that many critical services will depend 

on wireless digital infrastructure such as 5G networks and hence, an IT incident in one part of the 

system can have widespread consequences for society as a whole and have serious repercussions 

for Sweden’s security and sovereignty.  

 

Additionally, the Government contends that the security situation has ‘deteriorated’ and 

intelligence activities of foreign states have broadened to also target research and development in 

civilian areas, and information concerning socially and politically important systems. 

(Prop.2019/20:15, p.20 & p.26). Thus, in light of the reiterated deteriorating security situation in 

Europe, the Government also notes that the European Commission has adopted a set of 

recommendations for IT-security in 5G-networks and has urged member states to conduct 

national risk assessments with a view to reach a common European approach (Prop.2019/20:15, 

p.20). Nevertheless, it is not mentioned whether the US ban on Huawei and ZTE products affected 

the 5G security debate in Europe, and the creation of a common EU approach for IT-security in 

5G-networks.  

 

Regarding the nature of the threat, the Government mostly highlights how vulnerabilities in the 

network itself can lead to serious security breaches. On several occasions, the Government 

illustrates how critical services will become increasingly dependent on wireless infrastructure 

such as 5G networks. Therefore, IT incidents in financial systems, administrative and medical 

systems, control systems for electricity and water; and electronic communications systems can 

have extensive consequences for society as a whole. In addition to attacks on systems and wireless 

digital infrastructure, the Government also argues that vulnerabilities in 5G networks could be 

used to conduct intelligence and influence operations against Sweden. For example, information 

and communication systems worthy of protection could be compromised through “data intrusion, 

sabotage or espionage against the activities of the total defence, industrial activities, activities for 

electronic communication or other attacks on network or information systems” (Prop.2019/20:15, 

p.25). Hence, both threats to information and data passing through the 5G networks, as well as 

threat to the network itself are highlighted. Nevertheless, no threats linked to China’s 

assertiveness could be found from the analytical read.  

 

To the backdrop of these security threats, the Government deems that the rollout and functioning 

of 5G must be secured against any “technical, organisational and legal conditions that may 
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threaten security, integrity and accessibility, and thereby damage Sweden's security” 

(Prop.2019/20:15, p.24). With a view to securitisation theory, the Government argues for the 

necessity of stronger security measures and proposes amendments to the Electronic 

Communications Act (2003:389) and the Public Access to Information and Secrecy Act 

(2009:400) in order to better protect Sweden’s security when using radio transmitters. The new 

provisions state that “in order to obtain a permit to use radio transmitters, or to transfer or lease 

such permits, it must be a condition that it can be assumed that the use of the radio will not cause 

harm to Sweden's security”. In addition to this, “permits must be revoked and permit conditions 

changed immediately if the radio use has caused damage to Sweden's security or it can be assumed 

that the radio use will cause such damage”. The new provisions also ascertain that SÄPO and the 

Armed Forces will be able to appeal any decisions from PTS on permit issues that affect Sweden's 

security. In order to facilitate this assessment, the Government also proposes that secrecy-

breaking provisions are made possible to enable the necessary exchange of information between 

PTS, SÄPO and the Armed Forces on permit issues concerning Sweden's security 

(Prop.2019/20:15, p.1). In light of the security challenges that follow the expansion of wireless 

digital infrastructure, the Government considers that the proposed legislative amendments should 

enter into force before licenses are granted in the 3.4–3.8 GHz frequency band (Prop.2019/20:15, 

p.41). Thus, all applications for the anticipated frequency auction will carefully analysed by PTS, 

SÄPO and the Armed Forces with regards to the new security provisions.  

 

The Bill was later approved by the Parliament, which ultimately shows that the securitisation of 

radio frequencies, critical to Sweden’s future 5G networks was accepted by a ‘relevant audience’ 

and that the securitisation process can therefore be considered ‘successful’. Also, the fact that the 

Inquiry’s report was circulated for consideration and input from concerned Government Agencies 

and the fact that the Government follows the European Commission’s security recommendations 

for the procurement of 5G, enhances the impression that several prominent authorities support the 

Bill.  

 

6.1.2.2 PTS  

 

The Government report “Frequencies in the service of society” (SOU 2018:92) was first circulated 

for consultation before it was turned into the official Government Bill “Protection of Sweden’s 

security with respect to radio usage” (Prop.2019/20:15). PTS was one of the authorities that the 

report was passed to for consultation and published an official response to the proposed security 

measures.  
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In the consultation response, PTS notes that many socially critical services are becoming 

increasingly dependent on electronic communication networks and services and insists that 5G 

will further increase this dependency. Therefore, PTS ‘welcomes’ the elucidation of safety aspects 

in the Government report. Indeed, the Government states that radio use can pose a security threat 

to Sweden, for instance through measures taken by the licensee or through safety issues with the 

technical equipment (PTS 2019). Hence, threats to the network itself and unwarranted access by 

actors that could cause harm to Sweden’s security are highlighted. In the discourse, PTS 

continuously refers to assessments from the European Commission and the Government arguing 

in favour for stronger security measures to underpin a higher level of security in the 5G networks 

(PTS 2019). This could be interpreted as a way to legitimise the need for tougher security 

measures, following the logic of securitisation theory. Therefore, PTS ‘approves’ the Inquiry's 

proposal for changes in Sweden’s Electronic Communication Act so that radio use does not take 

place in a way that poses a danger to Sweden's security. Additionally, PTS deems that 

requirements for the use of radio transmitters must take place in a way that does not entail serious 

risks to system and network integrity in electronic communications networks that are important 

to society. PTS is also positive to the close collaboration with the Armed Forces and SÄPO and 

deems that the cooperation can be further strengthened (PTS 2019). 

 

The general tone in PTS’s discourse is more moderate than in the Government’s discourse. When 

PTS argues that the safety of Sweden’s 5G networks is under threat, PTS refers to assessments 

from the Government or the European Commission. Also, PTS rarely goes into detail about the 

nature of threat. Although PTS mentions in the consultation response that the Government has 

tasked PTS to conduct a risk analysis for IT security in Sweden’s 5G networks for the EU 

Commission, the risk assessment is not made public (PTS 2019).  

 

6.1.2.3 SÄPO  

 

SÄPO also published an official response to the proposed security measures in the Government’s 

report “Frequencies in the service of society” (SOU 2018:92). In the consultation response, SÄPO 

contends that’s technological developments such as 5G will increase Sweden’s risk exposure to 

national security threats. Hence, the seriousness of the situation is elevated in the discourse. With 

5G, ‘activities worthy of protection’ and services critical to society will become increasingly 

dependent on information systems and digital infrastructure (Swedish Security Service 2019a, 

p.3). Therefore, SÄPO contends that new vulnerabilities will arise and services will be more 

exposed to cyber-attacks.  
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SÄPO also asserts that foreign states such as China could take advantage of these vulnerabilities 

to exert pressure or influence Sweden. For instance, SÄPO ascertains that China engages in 

intelligence activities such as cyber-espionage and sabotage and the strategic acquisition of 

Swedish companies. These intelligence activities are expected to increase “if frequencies are 

allocated on the basis of commercial interests instead of national security interests” (Swedish 

Security Service 2019a, p.3). Hence several threats pertaining to all three threat dimensions could 

be found in the discourse: the safety of the network itself is threatened, the information of 

‘activities worthy of protection’ could be compromised and China could take advantage of 

vulnerabilities in the network to advance its intelligence activities.  

 

From a securitisation perspective, the issue is also elevated above other issues by arguing that 

national security should be prioritised over economic gains. This also legitimises the need for 

‘secure wireless mobile communication solutions’. Therefore, SÄPO highlights the need for new 

law amendments that will strengthen the role of SÄPO and the Armed Forces in the allocation of 

radiofrequencies (Swedish Security Service 2019a, p.3). In addition to this, SÄPO contributed 

with a set of guiding principles for how suppliers of vital electronic communication networks 

should design their networks to take into account the protection of Sweden’s security (Swedish 

Security Service 2019b).  

 

In addition to the consultation response, threats to Sweden’s digital infrastructure are also 

becoming more prominent in SÄPO’s Yearbooks. In the 2017 edition, SÄPO contends that “the 

digitalisation of Swedish society will lead to new kinds of vulnerabilities linked to information 

security”. SÄPO also warns that hostile states and actors might have the time to develop their 

ability to retrieve ‘information worthy of protection’ at a faster pace than protective measures are 

put in place (Swedish Security Service 2018a, p.46). Threats linked to China’s assertiveness are 

also gaining notice in the 2017 edition of SÄPO’s Yearbook. For instance, former head of SÄPO’ 

Security and Intelligence Department, Johan Olsson asserts that China engages in industrial 

espionage with the purpose of acquiring ‘state-of-the-art-technology’ (Swedish Security Service 

2018, p.25).  

 

The seriousness of the situation is reiterated in the 2018 edition of SÄPO’s Yearbook, which 

enhances the perception that threats to Sweden’s 5G networks is a growing security concern. In 

March 2019 SÄPO publishes its Yearbook for the year of 2018, in which 5G is mentioned for the 

first time. Klas Friberg, head of Sweden’s Security Service asserts that “Developments in, for 

example, artificial intelligence and 5G will bring with them new opportunities, but also 

vulnerabilities”, especially for authorities with activities worthy of protection. Therefore, Friberg 

argues that “we must continue to work intensively for a safer Sweden, a Sweden that is able to 
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uphold the principles of the rule of law even under external pressure”. Indeed, a surge of 

vulnerabilities linked to increased levels of digitalisation of socially important infrastructure in 

combination with significant shortcomings in information security is mentioned on multiple 

occasions (Swedish Security Service 2019, p.5). With a view to securitisation, a sense of urgency 

can be detected in the discourse. For instance, SÄPO argues that the danger is only increasing 

despite the fact that ‘security protection’ and ‘total defence’ are given high priority in society. To 

reiterate the gravity of the problem, SÄPO asserts that “the technological development will 

increase the opportunities for states and ideologically motivated actors to gather intelligence 

which could have consequences for Sweden’s security” (ibid 2019, p.5).  

 

Several threats linked to China’s assertiveness can also be found in the discourse. Indeed, SÄPO 

notes how China’s position as a global superpower is becoming increasingly established and how 

Beijing is trying to gain economic advantages through cyber-attacks and the acquisition of 

companies with cutting-edge technology. On several occasions, SÄPO ascertains that China 

engages in extensive intelligence gathering, notably through Chinese-owned companies that are 

obliged by law to share any technology and knowledge they have with the country's defence forces 

and intelligence authorities (Swedish Security Service 2019, pp.20-21 & p.33). According to 

SÄPO, these threats are occurring to such extent that it may have consequences for the security 

of Europe. On several occasions, SÄPO notes that hostile nations could take advantage of the 

vulnerabilities linked to increased levels of digitalisation. In light of China’s ‘extensive’ 

intelligence activities against Sweden, China could exploit these vulnerabilities to further 

Beijing’s political agenda. Therefore, SÄPO contends that keeping an eye on China “will cost 

money for authorities and companies that must improve security protection”. According to SÄPO 

this legitimises the need for tougher security measures starting with as an increased awareness 

among both companies and authorities and especially the revision of ‘legal conditions’ (ibid 2019, 

p.33). 

 

From the analytical reading of reports issued by SÄPO, vulnerabilities linked to increased levels 

of digitalisation are first mentioned in 2017 and gain in importance in the 2018 Yearbook. SÄPO 

mostly highlights threat linked to the safety of data and communication, notably intelligence 

activities such as cyber-espionage and sabotage, with the purpose of pressuring or influencing 

Sweden. Threats linked to China’s assertiveness are also mentioned more extensively in the 2018 

Yearbook, particularly how China is involved in ‘extensive’ intelligence gathering against 

Swedish interest. These assessments are taken into account in SÄPO’s consultation response to 

the Government’s report “Frequencies in the service of society”. Based on these threat 

assessments, SÄPO legitimises the need for tougher security measures for the use of radio 
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frequencies. For instance, by providing a list with standards for how the use of radio frequencies 

should be allocated to ensure that the Government adopts the necessary security measures.  

 

In the 2018 edition of the Yearbook, SÄPO also contends that more protective measures are 

needed to counter intelligence threats posed by China. Swedish companies need to become 

increasingly aware of the security threats posed by Beijing and ‘legal conditions’ need to be 

revised. Perhaps, SÄPO could be referring to the Inquiry’s proposal of adding new security 

provisions to Sweden’s Electronic Communications Act, making it possible to withhold the sale 

of radiocommunication licenses on national security grounds. After all, SÄPO mentions in its 

consultation response that China could take advantage of the vulnerabilities in Sweden’s future 

5G networks to advance its own intelligence activities. However, the link is too vague to assess 

whether the law amendments were partially directed against China.  

 

6.1.2.4 The Armed Forces / MUST  

 

In the Armed Forces consultation response to the proposed security measures in the Government’s 

report “Frequencies in the service of society” (SOU 2018:92), the Armed Forces state that national 

security should be attributed a clearer priority than what is proposed by the Inquiry. Many 

activities of the Armed Forces will become increasingly dependent on 5G and therefore, for the 

safety of Sweden, radio frequencies must be allocated with a higher priority to security. An attack 

on the network itself could compromise the activities of the Armed Forces, which could in turn 

harm Sweden’s security and territorial integrity (The Armed Forces 2019, p.5) 

 

The Armed Forces also refer to a threat assessment from SÄPO, contending that intelligence 

activities against Sweden are one the rise. No country is singled out as a threat, instead the Armed 

Forces argue that Sweden’s frequency plan is the result of ‘international agreements’ and ‘national 

considerations’ (The Armed Forces 2019, p.9). Following the logic of securitisation, the 

allocation of radio frequencies, crucial for the development of 5G, is attributed the highest priority 

in the Armed Forces discourse. This perception is enhanced through the argument that ‘national 

security interests’ should be emphasised over ‘socio-economic efficiency’. Therefore, the Armed 

Forces reiterate on several occasions that the security of the future 5G networks must be ensured 

from the very beginning. This implies that PTS must consult with the Armed Forces and SÄPO 

on matters concerning the allocation of radio frequencies. The Armed Forces also assert that 

together with SÄPO they should be able to appeal against any decisions made by PTS if the 

security of Sweden is at stake (ibid 2019, p.2).  
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Interestingly, neither 5G nor the digitalisation of Sweden are mentioned in any of  MUST’s 

Annual Reports during this time period.  However, in the Annual Report for the year of 2018, 

several threats linked to China’s assertiveness could be found. Distinctly, how China is seeking 

greater international influence, and how China's positions, priorities and economic activities are 

affecting the outside world and, in the long run, Sweden's security. MUST also asserts that the 

Chinese state has been conducting “extensive intelligence activities” for a longer time period, 

which are now also directed against Sweden and the Armed Forces. MUST also notes that China 

changed its Intelligence Law in 2017, which requires Chinese companies and citizens to cooperate 

with Chinese intelligence and security services (The Armed Forces 2019). Hence, several threats 

linked to Chinese assertiveness; including Beijing’s quest for greater influence, cyber-espionage 

and intelligence activities, are gaining notice. However, these threats could not be linked to 5G 

security and no signs of tougher security measures could be found in the discourse. Hence, in line 

with the securitisation theory, these activities remain mere observations in this report.  

 

6.1.2.5 Analysis Part 1. Concluding Remarks  

 

The long-term planning for radio frequencies and the development of 5G was initiated in 2017 

with an Inquiry that resulted in the report “Frequencies in the service of society” (SOU 2018:92). 

In the report, the Government focuses on threats to the network itself. For instance, how threats 

to critical infrastructure are increasing, in particular the disturbance and loss of access to important 

support systems such as information and communication systems. This in turn could have serious 

consequences for Sweden’s security.  

 

The report was then passed for consultation and PTS, The Armed Forces and SÄPO all 

contributed with consultation responses. PTS adopts a more moderate discourse, referring to 

assessments already made by the Government or the European Commission. SÄPO on the other 

hand, takes a strong stance to the Government’s report. In the discourse, several threats linked to 

all three threat dimensions could be identified. A special emphasis is put on threats to the 

protection of data and information in light of increasing levels of intelligence activities against 

Swedish interests. This focus could also explain why SÄPO, as the only authority, identifies China 

as a threat to the safety of Sweden’s future 5G networks. Almost all threats posed by China, are 

related to threats pertaining to the threat dimension data and information protection. For instance, 

it is highlighted that China engages in cyber-espionage and ‘extensive’ intelligence gathering, 

notably through the strategic acquisition of Swedish companies and how China’s revised 

Intelligence Law enhances China’s opportunities for intelligence activities.  
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The importance of securing Sweden’s 5G networks is also reiterated by the Armed Forces. 

Although, in contrast to SÄPO, the Armed Forces highlight threats to the networks itself. Seeing 

how the majority of public services and the activities of the Armed Forces will rely on the future 

5G networks, a vulnerability in the network itself could have devastating consequences for society 

as a whole. Therefore, both security authorities argue for the implementation of tougher security 

measures to ensure the protection of Sweden’s 5G networks, considered ‘critical’ to the safety of 

Sweden. In fact, both SÄPO and the Armed Forces deem that the law amendments proposed in 

the Inquiry’s report could be reinforced. For instance, the Armed Forces argue that ‘national 

security’ should be given a clearer priority in the law amendments and SÄPO contributed with a 

bullet-list that sets the standard for how the future 5G networks should be constructed to ensure 

the Sweden’s safety and security.   

 

These assessments were all taken into consideration for the drafting of the final Government Bill. 

Essentially, the Government Bill proposes a set of security provisions making it possible to 

exclude a supplier or an operator upon national security grounds. Before granting permits, PTS 

must also consult with the Armed Forces and SÄPO. Thus, the role of the security authorities is 

enhanced through their consular role and their right to appeal to any decision made by PTS. The 

Bill was then approved by the Parliament, which shows that the securitisation process was 

successful, as it was accepted by a relevant audience.  

 

From an international perspective, the European Commission initiated a process to reach a 

common EU risk assessment on 5G security by October 2019 so that the member states could 

have a set of requirements as a reference for the coming rollout of 5G networks across Europe. 

Nevertheless, Sweden’s Minister for Digitalisation Anders Ygeman argued that Sweden is 

expanding its 5G networks at a faster pace than other EU countries and therefore, waiting for a 

common line with the EU couldn’t solve Sweden’s concerns over 5G security in time for the 

anticipated 5G frequency auction. Thus, Sweden adopted tougher legislations for the use of 

radiofrequencies before the EU 5G toolbox was even presented. In fact, the Government Inquiry 

was already investigating security concerns back in 2017, before the European Commission urged 

all member states to conduct national risk assessments on IT security in 5G networks. At that 

time, the main focus was to ensure the security of the network itself from malicious attacks or 

unwarranted access. However, it is possible that the deteriorating security situation in Europe and 

the international 5G security debate accelerated the securitisation process. In fact, an additional 

threat dimension is added to the final Government Bill stating that information and 

communication systems worthy of protection could be compromised through “data intrusion, 

sabotage or espionage”. SÄPO also informed the Government that China could take advantage of 

vulnerabilities linked to information security to further Beijing’s intelligence activities.  



   48 

 

6.2 Analysis Part 2: The Continuum of the Securitisation Process  

 

6.2.1 Sweden’s Electronic Communications Act (2003: 389) enters into force  

 

On the 1st of January 2020, the new Electronic Communications Act (2003: 389) entered into 

force. A few months later, PTS issued a press release stating that the 5G frequency auctions would 

take place on the 10th of November 2020. Additionally, all applications to participate in the 

auctions had to be submitted to PTS no later than the 30th of June for approval. In line with the 

approval of applications, the Government tasked PTS to conduct a joint risk analysis of all 

applicants, in careful consultation with the Armed Forces and SÄPO. The second sub-chapter of 

the analysis is dedicated to the analysis of statements and official documents issued after the new 

law entered into force.  

 

6.2.2 Analysis of the Securitising Discourse  

 

6.2.2.1 The Swedish Government  

 

After the new Electronic Communication Act entered into force on the 1st of January 2020, the 

Swedish Government adopted a more moderate discourse, rarely commenting on the issue. On 

the 9th of April 2020, the Government issued as official statement, commissioning PTS to map 

the main threats and risks to Sweden’s electronic communication networks for the upcoming 

frequency auction. Minister of Energy and Digitalisation Anders Ygeman asserted that “Sweden 

has introduced the EU's sharpest security legislation for mobile networks” and therefore “ We 

(the Government) are now also giving the authorities a special task to map and propose measures 

to further reduce the risks”. Thus, the responsibility of implementing the new legislation was 

given to the competent authorities. In the statement the Government is also commissioning PTS 

to further develop Sweden’s national risk analysis that was drafted for the EU Commission’s joint 

report on 5G security (The Swedish Government 2020). During this time period, the Swedish 

Government took a step back from the securitisation process of Sweden’s 5G networks, assessing 

that the responsibility now lies on the competent authorities. Hence, no threats or alarming tone 

could be detected in the discourse for this time period.  

 

6.2.2.2 PTS  
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After the law amendments entered into force, PTS was tasked by the Government to conduct a 

couple of risk analyses, for national purposes and as a contribution for the EU’s common security 

approach to 5G security. However, no risks analyses were made public. Instead, PTS published a 

statement clarifying the requirements for the preliminary examination of applicants wishing to 

participate in the auction of licenses to use radio transmitters in the 3.5 GHz and 2.3 GHz bands. 

In the statement, PTS referred to a set of 16 guiding principles set by the two security authorities, 

considered ‘a guarantee for Sweden’s security’. The document lists 16 principles, of which the 

first 11 principles primarily concern technical and procedural requirements, while the other 5 

describe how operators must meet requirements for transparency, control and overall security 

solutions, including security protection measures. According to the two security authorities, if 

these 16 principles were not taken into account, radio use could be assumed to be causing damage 

to Sweden’s security (PTS 2020a, p.4-8).  

 

In general, the discourse is quite reserved. There is no alarming tone and threats to Sweden’s 5G 

networks are not articulated. Hence, PTS also takes a step back in the securitisation process for 

this time period.  

 

6.2.2.3 SÄPO  

 

In March 2020, SÄPO published its Yearbook accounting for the main threats to Sweden’s 

security in 2019. The Yearbook was published in both Swedish and English, which could be 

interpreted as a way to reach a broader audience. On the topic of 5G, Klas Friberg, Head of the 

Swedish Security Service emphasises that technological advancements such as the rollout of 5G 

and the development of IoT, “will have an impact on national security for a long time”. Indeed, 

the digital transformation coupled with more connected devices, poses an increased risk of 

disruption to essential services: “Digital technology presents brand new opportunities for 

unlawful intelligence activities, critical infrastructure sabotage and influence operations”. The 

Swedish Security Service further contends that “hostile states have both the intent and the 

capability to carry out cyber-attacks that could harm Sweden’s critical infrastructure” and could 

lead to “major financial losses that could affect employment rates and economic growth in 

Sweden” (Swedish Security Service 2020, p.7 & 22).   

 

Hence, threats to the security of the network infrastructure itself and the safety of data and 

information traveling through the network are articulated in the discourse. From a securitisation 

perspective, there is a sense of urgency attributed to the growing electronic intelligence threat and 

the disruption of critical infrastructure, which is only expected to increase along with the ‘rapid 
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technological advancement’. In addition to this, Klas Friberg insists that “we cannot afford not to 

prioritise the protection of our country”, hence the safety of Sweden’s 5G networks is presented 

as crucial to the general security of Sweden, which enhances the importance of the issue.  

 

Although China is not mentioned as an explicit threat to the safety of Sweden’s 5G networks, 

SÄPO asserts that 5G will increase Sweden’s risk exposure to intelligence activities and the 

disruption of critical infrastructure through cyber-attacks. On several occasions, SÄPO 

emphasises that China engages in ‘sophisticated cyber espionage’ aimed to benefit China’s 

economic development and military capacity. Among these activities, “larges-scales intelligence 

collection and theft of technology and R&D” are mentioned. Further, due to its innovative 

capabilities, Sweden is described as a country of interest to the Chinese Government. Indeed, “for 

China, the strategic objectives include obtaining technology and knowledge in Sweden, both 

through their intelligence services and Chinese-owned civilian companies that are obliged to share 

technology and knowledge with China’s military” Swedish Security Service 2020, p.25).  

 

Thus, 5G could increase Sweden’s risk exposure to Chinese cyber-espionage and extortion, which 

could have repercussions for Sweden’s security and economy. There is also a sense of urgency 

attributed to the threat posed by China’s assertiveness which has only become ‘broader and deeper 

in scope’. SÄPO asserts that the threat ranges from cyber espionage to the acquisition of strategic 

assets and pressuring Swedish political decision makers, researchers, public figures and others. It 

is also noted that China resorts to the threat or use of economic tools as a leverage if Sweden 

engages in activities that the Chinese Government does not approve of (Swedish Security Service 

2020, p.25 & 33).  

 

To the backdrop of these security threats, SÄPO legitimises the need for tougher security 

measures by arguing that there is a ‘growing demand for secure mobile and wireless 

communications’. The new Protective Security Act (2018:585) and the new provisions to the 

Electronic Communications Act (2003:389) are presented as necessary security measures for 

protecting Sweden’s national security when using radio frequencies. In particular, SÄPO 

highlights the importance of collaborating with PTS and the Armed Forces on reviewing 

applications for the upcoming sale of radiocommunication licenses: “the collaboration and 

cooperation between authorities and businesses is a key part of increasing resilience and dealing 

with threats and challenges that exist today” (The Swedish Security Service 2020, p.46).  

 

Hence, the security of Sweden’s 5G networks remains an important security issue in SÄPO’s 

discourse, which legitimises the need for the ‘safe allocation of radio frequencies’ to ensure the 

general safety of Sweden. Threats to the network itself and the safety of information are identified 
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and, notably, threats derived from China’s assertiveness are linked to SÄPO’s concerns over the 

potential increase of intelligence activities associated with higher levels of digitalisation. Hence, 

the securitisation of Sweden’s 5G networks is still prominent in SÄPO’s discourse. However, no 

applicant for the 5G frequency auction is singled out as posing a risk at this stage.  

 

6.2.2.4 MUST (The Armed Forces)  

 

In March 2020, MUST publishes their Annual Report for the year of 2019. MUST contends that 

2019 was marked by long discussions about the construction of the telecommunications 

infrastructure for 5G, both at the political level and between authorities and private actors. Indeed, 

MUST ascertains that “digitalisation offers fantastic opportunities for the development of society, 

but that it also entails increased levels of risk when society becomes increasingly dependent on 

telecommunications” (The Armed Forces 2020, p.32). Thus, MUST elevates 5G as an important 

issue for the safety of Sweden. Concerning the nature of the threat, MUST asserts that the 

disturbances to the network itself could cause harm to Sweden’s security. Through 5G, an 

increasing number of socially important functions in, for example healthcare, the transport sector, 

energy supply and industry’s control and regulation systems will become increasingly digitalised. 

This also entails new risks, making the whole system sensitive. Hence, a security breach in the 

system could affect the activities of the Armed Forces. Therefore, MUST asserts that the 

infrastructure for 5G networks must be built in a safe way from the very beginning (The Armed 

Forces 2020, p.56). Following the logic of securitisation, MUST deems that the amendments to 

the Electronic Communications Act are necessary pre-requisites to ensure the safety of the 

network, and legitimises therefore the use of extreme measures to ensure the safety of Sweden’s 

5G networks.  

 

MUST also asserts that 2019 is yet another year marked by high levels of intelligence activities 

in Sweden and against Swedish interests abroad. Notably, investments and access to technology 

and information are of interest to hostile states conducting intelligence operations. China is also 

identified as a nation conducting extensive intelligence operations against Swedish interest. Lena 

Hallin, Director of MUST ascertains that “China’s conduct and growing global influence is 

becoming increasingly important to Sweden and Europe, also in foreign, security and defence 

policy” (The Armed Forces 2020, p.32).  However, threats related to China could not be linked 

to the security of Sweden’s 5G networks in this report. Possibly because MUST identifies threats 

to the network itself in the discourse, however no threats targeting information or data are 

highlighted. In contrast, threats derived from China’s assertiveness are mostly related to 

intelligence, data and information security.  
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6.2.2.5 Analysis Part 2. Concluding Remarks  

 

In the second part of the analysis chapter, the Government and PTS both took a step back from 

the securitisation process. The two authorities rarely comment on issues related to 5G security 

and PTS remains very secretive about the risk assessments for the upcoming spectrum auction to 

be held in November 2020. Both PTS and the Government reiterate the importance of secure 5G 

networks for the safety of Sweden, however, no articulated security threats could be found in the 

discourse.  

 

Both SÄPO and MUST argue that the safety of 5G is of considerable importance for the safety of 

Sweden, and because of this, the allocation of frequencies and the buildout of 5G networks must 

meet a number of security requirements. Therefore, the two security authorities remain prominent 

securitising actors in the securitisation process. MUST identifies threats to the network itself, 

whilst SÄPO also identifies threats linked to the protection of data and information. For instance, 

how increasing levels of digitalisation will enhance Sweden’s risk exposure to intelligence 

activities. As a consequence, threats associated with China’s assertiveness are linked to the 

security of Sweden’s 5G networks in SÄPO’s discourse. Seeing how China is highly interested 

in acquiring advanced technology and knowledge in Sweden, mostly through cyber-espionage 

and public-private partnership, higher levels of digitalisation, increases Sweden’s exposure to 

Chinese intelligence threats. SÄPO is the only securitising actor that issued a Yearbook in 

English, which is also the only report where articulated threats posed by China’s assertiveness 

can be found. Hence, it would seem that SÄPO is trying to reach a broader audience and takes on 

the politically sensitive burden of securitising Sweden’s 5G networks from threats posed by 

China’s assertiveness and intelligence activities.  

 

During this time period, Swedish media highlights how the new law amendments were providing 

the Government and concerned authorities with the right tool to ban Chinese tech-companies from 

taking part in the frequency auction. Nevertheless, no companies are singled out as threats or even 

mentioned in any of the four securitising actors discourse.  

 

6.3 Analysis Part 3. The Exclusion of Huawei and ZTE from the Frequency 

Auction  

 

6.3.1 PTS’s Decision  
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On the 20th of October 2020, the Swedish Post and Telecom Authority (PTS) issued a press release 

approving the participation of four Swedish companies (Hi3G Access, Net4Mobility, Telia 

Sverige and Teracom) in the coming 5G spectrum auctions. After careful examination and 

consultation with the Swedish Armed Forces and SÄPO, PTS decided to ban Huawei and ZTE 

from new installations and gave the Chinese telecoms operators until 2025 to remove all 

equipment made by the companies from existing infrastructure for core functions (PTS 2020). 

The third part of the analysis chapter is dedicated to the analysis of statements and official 

documents issued along with this decision.  

 

6.3.1.1 The Swedish Government  

 

In contrast to PTS and the two security authorities, the Swedish Government did not issue an 

official statement commenting on the ban. The concerned Ministers only commented on the issue 

when they were asked to do so by the media.   

 

In response to the ban on Huawei and ZTE from taking part in Sweden’s 5G frequency auctions, 

Prime Minister Stefan Löfven insisted that “new 5G networks will hold more information and 

this requires tougher legislation”. In reference to the added security provisions to Sweden’s 

Electronic Communication Act, Löfven asserts that “The whole purpose of the legislation we 

have introduced is to ensure that it is safe here in Sweden. We must be able to do that. But we 

have never directed it at any country, at all”. Thus, his bottom line is that the decision concerns 

the protection of Swedish interests. The Prime Minister further insists that the ultimate decision 

and assessment lies on the government authorities and that “we (the Government) trust the 

authorities' assessment”. Löfven also emphasises that the Chinese government should not regard 

the decision from PTS as ‘directed’ against China (Stefan Löfven cited in Andersson 2020). 

Minister of Energy and Digitalisation, Anders Ygeman also ascertains that the decision from PTS 

should not be perceived as directed against China: “We are concerned about having good relations 

with China, but security in Swedish mobile networks is a matter for the Government and the 

Riksdag. We have decided on a security legislation that is sharp but does not point out a particular 

country or company”. The Minister further clarifies: “I naturally hope that China will not take any 

measures due to Sweden choosing to have high security requirements on the mobile network” 

(Ander Ygeman cited in Andersson 2020).  

 

Although the tone is much more reserved from the Government side, both Ministers reiterate that 

5G is important for Sweden’s security. From a securitisation perspective, it seems like the security 

of Sweden’s 5G networks is elevated above other issues, inter alia having good relations with 
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China. However, they do not go into detail about the specific threats to the safety of Sweden’s 5G 

networks. Instead, they refer to the decision made by PTS and ensure that they fully trust PTS’s 

judgement.  

 

6.3.1.2 PTS  

 

In reference to Sweden’s new Electronic Communication Act (2003:389), PTS insists on several 

occasions that permissions to use radio transmitters shall be granted if it can be assumed that the 

use of radio will not cause harm to Sweden’s security. All applications were therefore examined 

in consultation with the Swedish Armed Forces and SÄPO, which enhances the perception that 

the 5G frequency auction is treated as an issue of considerable importance for the security of 

Sweden. PTS ascertains that security breaches in any of the 5G networks core functions, including 

the use of radio spectrum, could lead to attacks from the outside. Derived from this assessment, 

PTS reiterates that all core parts of the 5G networks constitute ‘critical infrastructure’ and 

therefore has the highest protection value (PTS 2020, p.7). With a view to securitisation, the 

gravity of the situation is emphasised by arguing that security breaches to any of the 5G networks 

core functions, including the use of radio spectrum, could cause harm to Sweden’s security. The 

issue is also elevated above other issues by arguing that radio frequencies have the ‘highest 

protection value’ according to Swedish Law.  

 

As to the nature of the threat, PTS argues that “foreign power activities in Sweden and against 

Sweden have intensified”, notably China, the only country mentioned in PTS’s statement. In fact, 

all threats mentioned by PTS are explicitly linked to China’s assertiveness. For instance, China 

engages in cyber-espionage and intelligence gathering with a particular interest in acquiring 

advanced technology. Providers of electronic communication services are especially targeted. 

Seeing how dependencies between the electronic communications sector and other sectors of 

society will increase with 5G, PTS asserts that this sector could be exposed to antagonistic actions 

aimed at attacking or mapping targets in other sectors (PTS 2020, p.5).  

 

PTS also notes that China recently updated its Intelligence Law, which compels all Chinese 

organisations, companies and citizens to support and assist national intelligence work in any way 

they can. Therefore, PTS deems that the Chinese Party State and the Intelligence Service can 

influence and exert pressure on Chinese tech-companies Huawei and ZTE. Adding to the 

seriousness of the situation, PTS states that a careful look at the ownership structure of companies 

ZTE and Huawei proves links to the Chinese state, the Chinese Communist Party and the Chinese 

military. PTS further argues that the Chinese state has a strong influence over the country’s private 
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sector, which entails ‘strong incentives’ for privately owned companies to act in accordance with 

the Chinese Communist Party’s national goals (ibid 2020, p.6).  

 

Thus, awarding frequencies in the 3,5 GHz and 2,3 GHz bands to Huawei and ZTE could give 

Beijing “unwarranted access to any data and information that travels through Sweden’s 5G 

networks”. This is especially worrying considering China’s track-record of ever-increasing cyber-

espionage against Swedish targets and China’s particular interest in acquiring information on 

electronic communication services. Therefore, there is a fear that China could use Huawei and 

ZTE as tools in the interest of the Chinese Communist Party, which could cause harm to Sweden’s 

digital infrastructure or compromise sensitive information travelling through the networks.  

 

With a view to securitisation, PTS argues that extreme measures are necessary in order to ensure 

the safety of Sweden’s digital infrastructure and Sweden’s security. Seeing how products from 

Huawei and ZTE in key functions can damage Sweden's security, new installation and new 

implementation of central functions in the frequency bands 3.5 GHz and 2.3 GHz must not be 

carried out with products from the suppliers Huawei or ZTE. Also, “if existing infrastructure for 

central functions is to be used to provide services in the concerned frequency bands, products 

from Huawei and ZTE must be phased out 1 January 2025 at the latest” (PTS 2020, p.7).  

 

Hence, as the ultimate decision-maker, PTS took the final in securing Sweden’s 5G networks by 

outright banning products from both Chinese telecom companies. To increase support for this 

extreme measure, PTS argues on several occasion that the decision was based upon ‘close 

consultation’ with the Security Service and the Armed Forces. This enhances the perception that 

the decision was accepted by a ‘relevant’ audience. Interestingly, it is clear that this measure will 

contain security risks posed by intelligence and cyber-espionage, however it is not clear whether 

it will contain issues related to network security. In fact, there is a fear that Huawei and ZTE could 

be used as tools for Chinese intelligence activities, however, it is not mentioned that the two tech-

companies will increase Sweden’s risk exposure to cyber-attacks or the disruption of Sweden’s 

5G networks.  

 

6.3.1.3 SÄPO 

 

The 20th October 2020, SÄPO issued a press release commenting on PTS’s decision to ban 

Huawei and ZTE from the upcoming 5G spectrum auction. Unlike the other authorities, the 

statement was written in English, which could be interpreted as intended for a broader audience. 

In the press release, the seriousness of the situation is emphasised by referring to 5G networks as 
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‘critical’ infrastructure that needs to be protected and built in a safe manner from the very 

beginning. Indeed, SÄPO contends that the rollout of 5G networks will entail new vulnerabilities 

that can be exploited by hostile states for carrying out ‘security-threatening activities’. A sense of 

urgency can also be detected in the discourse with a view to the ‘intensifying’ intelligence 

activities against Swedish interests and how Sweden is the object of cyber-attacks on a daily basis. 

Also, the highest priority is attributed to the issue with the statement: “We cannot make 

compromises when it comes to Sweden's national security” (Swedish Security Service 2020a).  

 

Indeed, SÄPO insists that the development of 5G will increase Sweden’s risk exposure to threats 

such as intelligence, cyber-espionage and data-theft. In addition to threats pertaining to the threat 

dimension of data and information protection, the network itself is also at high risk of becoming 

the object of cyber-attacks. Klas Friberg, Head of SÄPO, is also explicitly referring to China as a 

threat to the safety of Sweden’s 5G networks: “China is one of the greatest threats to Sweden. 

The Chinese state carries out cyber espionage in order to promote its own economic development 

and to develop its military capability. It does so through comprehensive intelligence collection 

and theft of technology, research and development. This is something we have to take into account 

as the 5G network is being built. We cannot make compromises when it comes to Sweden's 

national security” (ibid 2020a). Once, more the nature of threats associated to China’s 

assertiveness are linked to the threat dimension of data and information protection. The 

vulnerabilities in the 5G networks could be exploited by China for cyber-espionage, intelligence 

gathering and the theft of technology, research and development.  

 

Based on this threat assessment, SÄPO deems that tougher security measures are needed to ensure 

the ‘secure’ rollout of 5G networks throughout Sweden. Most importantly, the 5G networks must 

be built “to prevent controlling, manipulation and unlawful collection of information, and to 

prevent hostile attacks”. Therefore, SÄPO deems that PTS’ decision to ban Huawei and ZTE, is 

in line with the security requirements set forth by the security authorities. This decision is 

presented as ‘beneficial to Sweden’s national security’.  Thus, following the logic of 

securitisation, the securitising actor legitimises the need for extreme security measures (Swedish 

Security Service 2020a). Although it isn’t within SÄPO’s jurisdiction to take the final decision, 

the information SÄPO provided, strongly influenced PTS’s decision. Therefore, SÄPO 

contributed to the ban on Huawei and ZTE. 

 

In SÄPO’s Yearbook for 2020, the importance of 5G networks for Sweden’s security is reiterated 

“Society will depend on 5G and we need to ensure that foreign powers cannot use the 5G network 

to influence, collect sensitive data or destroy”. Once more, the Yearbook is printed in both English 

and Swedish, and contains a more detailed assessment of threats to Sweden’s 5G networks. For 
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instance, SÄPO ascertains that both “security-sensitive operations and socially important services 

will be put into operation through 5G networks”. Therefore “vulnerabilities in the 5G networks 

can be exploited to affect or attack systems and wireless digital infrastructure”. Indeed, many 

critical services will depend on 5G and, as a consequence, “IT incidents in financial systems, 

command centres for traffic systems, administrative and medical systems in healthcare, digital 

control systems for electricity and water and electronic communications can have extensive 

consequences for society at large and individual citizens”. One individual cyber-attack could 

therefore, have far-reaching consequences for the economy and society as a whole (Swedish 

Security Service 2021, p.36).  

 

Hence, the safety of the network itself is threatened and several threats pertaining to the threat 

dimension ‘network security’ are highlighted. Notably how increasing levels of digitalisation and 

connectivity, increases the attack surface for cyber-attacks. The sensitivity of the future 5G 

networks is also highlighted. Consequentially, one cyber-attack could have severe repercussions 

for the economy and the operation of many critical services in society, and, consequentially, the 

safety of Sweden could be compromised.  

 

In addition to this, threats to the safety of information and data are also identified. 5G entails 

higher levels of digitalisation, which increases the opportunities for foreign powers to “covertly 

obtain information that could harm Sweden”. Information systems worthy of protection could be 

attacked through data intrusion, sabotage or espionage and the activities of the Swedish Armed 

Forces as well as industrial activities could be compromised (Swedish Security Service 2021, 

p.36). China is not named as an explicit threat to Sweden’s 5G networks in this report, however, 

SÄPO deems that Sweden is in Beijing’s sphere of interest in terms of China’s ‘long-term 

military, economic and political goals’. It is further assessed that China is actively seeking 

information and technology that exists and is developed in Sweden. For instance, through cyber-

espionage and through the strategic acquisition of Swedish energy and technology companies, 

that are required by law to share technology and knowledge with China’s civil and military 

intelligence services (Swedish Security Service 2021, p.31). Hence, the rollout of 5G networks 

could increase Sweden’s risk exposure to Chinese intelligence threats. However, no Chinese 

telecom providers are explicitly mentioned in the Yearbook.  

 

6.3.1.4 The Armed Forces / MUST   

 

In response to PTS’s decision to ban Huawei and ZTE from Sweden’s 5G spectrum auction, the 

Armed Forces issued a press release on the same day, commenting on the decision: “The Armed 
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Forces compromises neither on Sweden’s security nor on our fundamental freedoms and rights. 

Therefore, we welcome the decision from PTS”. Indeed, the Armed Forces argue that security is 

an absolutely ‘crucial’ component for the digitalisation of Swedish society. The Armed Forces 

further contend that any decisions made about the allocation of frequencies will have an impact 

for the next 25 years and therefore “we must take into account the risks that may arise in the 

future”. The Armed Forces further estimates that risks will increase gradually until around 2025, 

“when 5G is expected to make a serious impact”. In addition to this: “the (Swedish) Government 

has made the assessment that 5G should be treated as a security-sensitive activity of great 

importance for Sweden’s security” (The Armed Forces 2020). With a view to securitisation, an 

alarming tone and a sense of urgency can be detected in the discourse. There is a pressing need to 

act now before the security situation further deteriorates. Also, the security issue is elevated above 

other political issues, by emphasising that 5G should be treated as a security-sensitive activity of 

great importance to Sweden’s security.  

 

Indeed, the Armed Forces assert that 5G is positive and necessary, however a couple of risks need 

to be contained first. In terms of risks, the Armed Forces focus on risks associated to the idea 

dimension of data and information protection: “We must be able to trust that information in the 

5G network is not controlled, manipulated or misused by outsiders”. Hence, there is a risk that 

information flows in new 5G networks will become the target of threats such as cyber-espionage 

and intelligence theft. Foreign powers could take advantage of vulnerabilities in 5G networks to 

acquire information that could potentially harm Sweden’s security or Swedish citizens 

“fundamental freedoms and rights” (The Armed Forces 2020).  However, no foreign power is 

designated as a threat to Sweden’s 5G networks in this statement. Therefore, no threats linked to 

China’s assertiveness could be identified in the discourse. For instance, Huawei and ZTE are not 

named in the statement, instead, the Armed Forces refers to ‘the decision made by PTS’ (ibid 

2020a). 

 

In addition to the statement commenting on PTS’s decision to ban Huawei and ZTE, the issue of 

5G security is also elevated in MUST’s 2020 Annual Report. MUST argues that 5G will have a 

‘decisive impact’ for the entire development of society. In the next few years, “millions of 

business and devices will be connected to the internet, the so-called internet of things”. Although 

this development is positive, it also entails security risks. Here, the Armed Forces point to security 

threats both in terms of data and information protection as well as network security: “It must be 

possible to trust that information in the network - as well as the network itself - is not controlled, 

manipulated or misused by outsiders”. Indeed, MUST contends that "an actor with the wrong 

intentions and with control over the 5G network could cause great damage to Sweden's security". 

Accordingly, MUST reiterates that the rollout of 5G-networks will have an impact on security-
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sensitive activities of “great importance for Sweden’s security” (The Armed Forces 2021, p.47-

48). Hence, the seriousness of the issue is emphasised in the discourse.  

 

MUST also asserts that China is conducting antagonist activities against Swedish interests. 

Indeed, Beijing is striving towards becoming self-sufficient in ‘key technologies’ and has great 

ambitions of becoming a global technology power. For this reason, MUST emphasise that a high-

tech country like Sweden is of interest to China: “Beijing’s interest in Sweden is mainly about 

gaining access to critical infrastructure and high technology for civilian and military purposes”. 

This is either done through trade, acquisitions of companies or intelligence activities. Notably, 

China has a strong practice of public-private partnership and China’s revised Intelligence Law 

“obliges all citizens, companies and organizations to assist the intelligence and security 

authorities”. MUST also contends that China’s importance for European security is increasing 

and notes that there is a growing consensus among European states that economic and 

infrastructural dependence on China can lead to serious vulnerabilities (The Armed Forces 2021, 

p.26-28). Although China is not mentioned as an explicit threat to Sweden’s 5G network, MUST 

asserts that “an actor with the wrong intentions and with control over the 5G network could cause 

great damage to Sweden's security". On several occasions, MUST asserts that China engages in 

cyber-espionage and other intelligence activities against Swedish interests and, more importantly, 

China is especially interested in acquiring advanced technology that is developed in Sweden. 

Therefore, along with other European countries, MUST contends that economic and 

infrastructural dependence on China can lead to serious vulnerabilities.  

 

Following the logic of securitisation, MUST legitimises the need for security requirements to 

ensure that the allocation of radio frequencies cannot harm Sweden’s security. Together with 

SÄPO, MUST contributed to PTS’s decision with threat assessments on security-threatening 

activities and developed a set of principles to ensure the safety of Sweden’s 5G networks. For 

instance, “networks should be in working conditions even if connections to other countries are 

broken. The networks must also be designed so that unauthorised mapping of services, capacity, 

location and users is prevented” (The Armed Forces 2021, p.48). Therefore, through risk 

assessments and security requirements, MUST contributed to PTS’s decision to ban Huawei and 

ZTE.  

 

There is a sense of contradiction between the statement and the report. In the 2020 Annual Report 

MUST ascertains that “nothing affects global geopolitical and geo-economic developments more 

than how rivalry between China and the United States develops. The deteriorating relations entails 

increased levels of economic and technological separation, and a closer interconnection of 

security in Europe and Asia” (The Armed Forces 2021, p.48). MUST also mentions in the report 
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that China’s importance for European security is increasing and how there is a growing consensus 

among European states that economic and infrastructural dependence on China can lead to serious 

vulnerabilities (ibid, p.26-28). However, in the official statement commenting on PTS’s decision 

to ban Huawei and ZTE, the Armed Forces asserts that the security threats were assessed 

independently from any countries or actors  (The Armed Forces 2020). 

 

6.3.1.5 Part 3. Concluding Remarks  

 

In the beginning of the securitisation process, the Swedish Government was the main securitising 

actor, adding security provisions that essentially enables PTS, the Armed Forces and SÄPO to 

withhold the sales of radio communication licenses upon national security grounds. Consequently, 

SÄPO and the Armed Forces were the most prominent securitising actors in the second part of 

the analysis chapter. Finally, in the third part of the analysis chapter, PTS emerges as an important 

securitising actor together with SÄPO and the Armed Forces. PTS and the two security authorities 

issued press releases on the same day, 20th October 2020, commenting on PTS’s decision to ban 

Huawei and ZTE from taking part in Sweden’s frequency auction. In the press releases, all three 

authorities repeatedly refer to each other’s’ threat assessments and confirm that the decision was 

based upon close consultation. This gives the impression of a coordinated move and could thus 

be interpreted as a tactic to legitimise the securitising measures. Also, all three authorities argue 

that the security measures were taken in respect to the new security provisions that were added to 

Sweden’s Electronic Communications Act. Therefore, the ban is legitimised through Swedish 

Law, which is presented as yet another argument in favour of a ban. The Government, however, 

remains in the background of the securitisation process and did not issue a press release on the 

day of the ban.  

 

Since the beginning of the securitisation process in 2017, no 5G providers were singled out as 

threats to Sweden’s 5G networks in any of the four securitising actors’ discourses. On the 20th 

October 2020, when PTS decided to ban Huawei and ZTE from Sweden’s 5G networks, there 

was an important shift in the discourse as the Chinese telecom companies became articulated 

security threats. To the backdrop of rising intelligence threats posed by China, PTS and the two 

securitising authorities argue that Huawei and ZTE should be excluded from the rollout of 

Sweden’s 5G networks. PTS deems that China’s revised Intelligence Law enables Beijing to exert 

pressure on Huawei and ZTE, thus the companies could be used as tools to advance China’s 

intelligence activities. In particular, Chinese cyber-espionage and interest in acquiring state-of-

the-art technology are reoccurring and reiterated threats by all three securitising actors throughout 
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the third part of the securitising process. Thus, both Huawei and ZTE personify threats related to 

the idea dimension ‘data and information protection’ and ‘China’s assertiveness’.  

 

Both SÄPO and MUST identify threats pertaining to all three threat dimensions. In fact, there is 

a discursive change as MUST is putting more emphasis on threats to the security of data and 

information, in contrast to the first and second part of the analysis chapter, where MUST is 

focusing on threats related network security. Therefore, MUST joins SÄPO in the securitisation 

of threats posed by China’s assertiveness to Sweden’s 5G networks by stating that infrastructural 

dependence on China can lead to serious vulnerabilities. For instance, MUST identifies cyber-

espionage and private-public partnership enabled by China’s revised Intelligence Law, as 

prominent threats to the safety of information travelling through Sweden’s 5G networks. 

Therefore, relying on Chinese infrastructure could lead to shortcomings in information security, 

which can affect Sweden’s general safety. Nevertheless, it is not clear whether a ban on Chinese 

telecom providers is effective for reducing network security risks such as cyber-attacks and the 

shut-down of services and functions. Therefore, it seems that the extreme measures that the 

securitising actors are trying to legitimise, is mostly aimed at containing threats linked to ‘data 

and information protection’ and ‘China’s assertiveness’. 

 

6.4 The Aftermath of the Ban on Huawei & ZTE 

 

The day after PTS announced that Huawei and ZTE were banned from taking part in Sweden’s 

5G frequency auctions, both the Chinese Foreign Ministry and the Chinese ambassador to Sweden 

came to the defence of Huawei, pushing back any allegations that Huawei would be unsafe and 

commanding Sweden to correct the ‘mistake’ in order to avoid negative consequences for 

Swedish companies operating in China (Andersson 2020).  

 

On the 6th of November, Huawei appealed to PTS’s decision at the Administrative Court, 

demanding the suspension of Sweden’s 5G frequency auction scheduled for the 10th of November. 

The Administrative Court granted Huawei’s request to appeal against the decision and decided to 

suspend the auctions (Svahn 2021). Also, in light of the billions of investments (SEK) at stake, 

several prominent telecom providers came out to publicly defend Huawei and urged for the 

auction to be postponed. Ericsson, one of China’s main competitors became one of Huawei’s 

closest ally in this matter. In fact, Ericsson’s CEO Börje Ekholm personally lobbied Anna 

Hallberg, Minister for Foreign Trade and Nordic Affairs, asking her to reverse PTS’s decision. 

Ekholm argued a ban would further delay the rollout of 5G networks, which could undermine 

Sweden’s long-term competitiveness in the tech-sector, and Ericsson could face negative 

consequences in China. Indeed, the Chinese 5G-rollout is presented as a key driver in growing 
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sales for Ericsson, which could all come into question as a result of Sweden’s Huawei-ban (Nordin 

2021, p.2). Hence, from a securitising perspective, corporate interests are not accepting the 

extreme security measures that the Government, PTS, SÄPO and the Armed Forces lobbied for. 

Indeed, decisions made about 5G security shows a complex constellation of relations where 

national security clashes with corporate and industrial interests.  

 

Hence, the 5G frequency auction got postponed into 2021. However, the ruling grating Huawei’s 

request to postpone the frequency auction was overturned a month later by a superior 

Administrative Court, citing that Sweden’s public interest weighs more than Huawei as a 

corporate entity. Thus, PTS held its long anticipated frequency auction, worth 2,3 bn SEK, on the 

19th of January 2021 (Nordin 2021, p.3).  PTS announced that frequencies were awarded to the 

country’s main operators: Telia, Net4Mobility (a joint initiative by Tele2 and Telenor’s local 

units), Hi3G and the state-owned Teracom AB group (European 5G Observatory 2021). Neither 

Telia nor Teracom AB used Huawei equipment in the first place, however, Tele2 and Telenor 

decided to replace Huawei with Ericsson after the ban was announced. Hi3G was the only telecom 

provider still hoping to use Huawei in its networks and initially joined Huawei in appealing 

against PTS decision in November 2020 (Nordin 2021, p.3).  

 

Although PTS completed the frequency auction, Huawei decided to appeal once more against the 

ruling, rejecting any claims that Huawei is involved in espionage for the Chinese state. The 

Administrative Court highlights that threat assessments provided by SÄPO and the Armed Forces 

contributed heavily to PTS’s decision. Therefore, during the three days of the Administrative 

Court’s oral hearings, PTS asked Kennet Alexandersson, senior analytic and Kurt Alavaara, Head 

of Information Security at SÄPO to provide a testimony. Kurt Alavaraa argued that “the Chinese 

party state can influence and exert pressure on Huawei, partly through the company's connection 

to the Chinese state, partly with the support of the Chinese intelligence service”. Alavaraa further 

ascertained that suppliers inside the network, have a unique position and can affect the 

functionality and confidentiality of the network. Therefore, suppliers must be trusted, which 

cannot be said about Huawei. In response to the testimony, Huawei replicated that suppliers do 

not have the opportunity to install malicious code without being detected and therefore the spying 

allegations are fundamentally false. Thomas Helbo, Tele2’s technical manager also came to the 

defence of Huawei claiming that such spying programs would be discovered (Skogelin 2021). 

Hence, once more there is an interesting constellation of diverging interests, where the industry 

comes in support of Huawei, the identified threat.  

 

Ultimately, on the 22nd of June 2021, the Administrative Court ruled in favour of excluding 

Chinese company Huawei from the opportunity to participate in the building of the next 
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generation of mobile networks in Sweden. The decision was strongly based on information from 

SÄPO and the Armed Forces. Presiding judge, Ulrika Melin ascertained: "Sweden's security is of 

heavy importance and the administrative court has taken into account that only SÄPO and the 

Armed Forces together have an overall picture regarding the security situation and the threat to 

Sweden” (Svahn 2021).  

 

7 Conclusion  

 

This thesis has contributed to the emerging field of studies on 5G security through a case study 

on the securitisation process of Sweden’s 5G networks. In order to assess how the main four 

securitising actors contributed to the securitisation process, this thesis constructed its own 

analytical framework for studying the securitisation of 5G networks, resting upon two pillars. The 

methodological pillar rests upon the structure of an idea analysis and threat dimensions. An idea 

analysis is always carried out through a specific theoretical lens, thus the theoretical pillar of the 

analytical framework is based on Copenhagen school’s securitisation theory. The focus of this 

thesis was to identify threats to Sweden’s 5G networks as articulated by the four securitising 

actors in their respective discourses. Therefore, the construction of threat dimensions was inspired 

from previous studies on 5G security and the application of securitisation theory to cybersecurity 

issues. In particular, Fichtner’s two approaches to cybersecurity as the protection of sensitive data 

and communication, and the protection of public and political infrastructure, were important 

sources of inspiration. The second focus of this thesis was to investigate how the securitisation 

process evolved to the backdrop of growing security concerns over China. Hence, three threat 

dimensions were created: 1) network security 2) data and information protection 3) China’s 

assertiveness. The analytical framework enabled an easier comparison and was well-suited for 

analysing four securitising actors during three consecutive time frames. The analysis also 

contributed to the claim that the plasticity of the securitisation theory makes it possible to 

construct anything to be a referent as long as the discursive requirements are met. Thus, 5G 

networks can be identified as a referent object. The application of the theory also showed some 

flaws. For instance, the long-term analysis of speech acts proved difficult to assess the end of the 

securitisation process and confirmed earlier assessments that the securitisation theory is too 

underspecified.  

 

The analysis of official statements and reports resulted in the following empirical conclusions:  

 

How has the Swedish Government, PTS, the Armed Forces and SÄPO acted as securitising actors 

in the securitisation process of Sweden’s 5G Networks? 
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The Government initiated the securitising process with a Government Inquiry in 2017, which 

resulted in the Inquiry report “Frequencies in the service of society” (SOU 2018:92)” that was 

also passed on to 39 authorities for consultation responses. At first, the Inquiry report only 

identifies security threats to the network itself, by arguing that many critical services and functions 

will become increasingly dependent on radio spectrum. Thus, disturbances or attacks on one part 

of the networks could have devastating consequences for society as a whole. Interestingly, threats 

to the security of information and data that passes through the network, increases in importance 

along with the rise of threats posed by Chinese intelligence activities. In its consultation response 

to the Government, SÄPO is the first authority to identify threats to the confidentiality, 

authenticity and availability of information and most importantly how information from ‘activities 

worthy of protection’ could be compromised. SÄPO also contends that China could take 

advantage of vulnerabilities in the new 5G networks to further its own intelligence activities, 

which links China to growing security concerns about the protection of information and data. To 

the backdrop of SÄPO’s consultation response, The Government adds yet another threat 

dimension to the final Government Bill (Prop.2019/20:15) with a view to protect Sweden’s 

security with respect to radio usage. In the Bill, the Government contends that information and 

communication systems worthy of protection could be compromised through “data intrusion, 

sabotage or espionage”. In addition to this, IT incidents and cyber-attacks in one part of the system 

can have widespread consequences for society as a whole and have serious repercussions for 

Sweden’s security and sovereignty. To the backdrop of threats pertaining to the threat dimension 

‘network security’ and ‘data and information protection’ the Government legitimises the need for 

extreme measures to counter the security risks. Hence, the Government argues for the necessity 

of adding new security provisions to Sweden’s Electronic Communications Act (2003: 389) that 

essentially enables PTS to withhold the sale of radiocommunication licenses on national security 

grounds. The Riksdag then voted in favour of the Bill, which can be interpreted as a successful 

securitisation process as the speech act was accepted by a ‘relevant’ audience.  

 

After Sweden’s new Electronic Communications Act entered into force on the 1st of January 2020, 

the Government takes a step back from the securitisation process and adopts a moderate discourse. 

However, both SÄPO and MUST authorities remain prominent securitising actors in the 

securitisation process by reiterating how the safety of 5G is of considerable importance for the 

safety of Sweden. MUST identifies threats to the network itself, whilst SÄPO also identifies 

threats linked to the protection of data and information. For instance, how increasing levels of 

digitalisation will enhance Sweden’s risk exposure to intelligence activities, which could 

compromise the information and data that travels through the 5G networks. Here, SÄPO identifies 

several threats to the safety of information and data that are linked to China’s assertiveness. 
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Sweden is described as a country of considerable interest to China in light of its high-tech 

reputation. Over the last couple of years, SÄPO contends that Chinese intelligence activities such 

as cyber-espionage and the acquisition of Swedish companies to acquire valuable information on 

technology and research and development, has increased. As a consequence, Sweden’s risk 

exposure to these threats is expected to increase along with the digitalisation of Swedish society.  

 

In the third part of the analysis, PTS emerges as an important securitising actor after the decision 

to ban Huawei and ZTE from taking part in Sweden’s 5G frequency auction. To the backdrop of 

rising intelligence threats posed by China, PTS and the two security authorities argue that Huawei 

and ZTE should be excluded from the rollout of Sweden’s 5G networks. PTS deems that China’s 

revised Intelligence Law enables Beijing to exert pressure on Huawei and ZTE, thus the 

companies could be used as tools to advance China’s intelligence activities. In particular, Chinese 

cyber-espionage and interest in acquiring state-of-the-art technology are reiterated threats by all 

three securitising actors throughout the third part of the securitising process. Thus, both Huawei 

and ZTE personify threats related to the threat dimensions ‘data and information protection’ and 

‘China’s assertiveness’. The ban is considered ‘necessary’ for the protection of Sweden’s 5G 

networks and for the general safety of Sweden. The two security authorities and the Government 

‘welcome’ PTS’s decision which could be interpretated as a move towards accepting the speech 

act. Nevertheless, prominent Swedish telecom providers came out in support for Huawei, 

rejecting allegations that Huawei could be used as a tool for the Chinese state to collect 

intelligence. Hence, it is debatable whether, the securitisation can be considered ‘successful’ in 

this case.  

 

After analysing the discourses of all four securitising actors, this thesis concludes that SÄPO 

adopts the strongest position as a securitising actor. Firstly, SÄPO is the only authority that issued 

the majority of its statements in English, which could be interpreted as way to reach a broader 

audience. Secondly, SÄPO is the only authority that identifies security threats pertaining to all 

three threat dimensions at an early stage. Thirdly, in contrast to the Government and the Armed 

Forces, SÄPO also explicitly refers to Huawei and ZTE as security threats to Sweden’s 5G 

networks and therefore takes on the politically sensitive burden of securitising threats posed by 

China’s assertiveness.  

 

How has China’s assertiveness (in terms of its quest for geo-technological dominance and 

conduct in cyberspace) affected the 5G security debate in Sweden? 

 

The securitisation process of Sweden’s 5G networks was initiated by the Government in 2017 

regardless of security concerns over China’s increasing assertiveness. Nevertheless, it is possible 
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that these concerns accelerated the securitising process. In 2018, both SÄPO and the Government 

note that the general security of Europe is deteriorating and that there is an ever-growing extensive 

intelligence threat against Sweden. Also, In SÄPO’s Yearbook, China is identified as a security 

concern on the rise, notably through the surge of Chinese intelligence activities against Swedish 

interest. Interestingly, threats to the confidentiality, authenticity and availability of information 

are gaining importance in parallel to the rise of intelligence threats posed by Chinese intelligence 

activities. Ultimately, these threats contributed to PTS’s decision to ban Huawei and ZTE from 

Sweden’s frequency auctions as both Huawei and ZTE personify threats related to the threat 

dimensions ‘data and information protection’ and ‘China’s assertiveness’. Therefore, China’s 

assertiveness affected the securitisation process of Sweden’s 5G networks.  

 

Derived from the empirical findings from applying the theory of securitisation to Sweden’s stance 

on 5G security, this thesis has contributed to the emerging field of 5G securitisation. Therefore, 

this thesis calls for further examinations of countries that are adopting a tougher position on 5G 

security. Indeed, the securitisation of 5G reveals distinct patterns of interactions, securitising 

actors and threats, requiring more research on the topic. The rollout of 5G networks, reveals 

complex patterns of diverging interests between Government authorities, emphasising the 

importance of national security, and 5G telecom providers, driven by corporate interests. So far, 

the industry’s interests remain slightly overlooked and are worth more attention from an academic 

point of view.  
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https://data.riksdagen.se/fil/778AFF80-13C9-4F76-8384-77B99408179D
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https://www.regeringen.se/pressmeddelanden/2020/04/uppdrag-for-hog-sakerhet-i-5g-natet/ 

(accessed 2021-06-04). 

 

 

Appendix 1: Translated material for the idea analysis  

 

PART 1  

 

SÄPO  

 

2018 Yearbook of the Swedish Security Service (Säpo) IN SWEDISH –published march 2019 

https://www.sakerhetspolisen.se/download/18.6af3d1c916687131f1fae5/1552543607309/Arsbok-

2018.pdf  

“At the same time as we can see in a retrospective perspective that the world has changed, we are also 

facing a development that can have a major impact on the world, Sweden and the work of the Security 

Police. Developments in, for example, artificial intelligence and will 5G bring with them new opportunities, 

but also vulnerabilities in activities worthy of protection will continue to be large. This means that we must 

continue to work intensively for a safer Sweden, a Sweden that is able to uphold the principles of the rule 

of law even under external pressure”. – Klas Friberg  

 

“The vulnerabilities increase when important societal infrastructure becomes increasingly digitalised, 

combined with shortcomings in information security. And foreign intelligence gathering can have 

consequences for Sweden’s security.  

 

“The digitalisation of socially important infrastructure in combination with significant shortcomings in 

information security are considered to be the main vulnerability for authorities with activities worthy of 

protection. Technological development has also increased the opportunities for state and ideologically 

motivated actors to act in a covert and effective manner. Despite the fact that security protection and total 

defense are currently given high priority in society, new vulnerabilities are constantly being created as 

technological development progresses.” 

 

“Much of the gray area problem concerns Russia - but the country is not alone in working with these 

methods. The security police is aware that about 15 states conduct various forms of intelligence gathering 

in Sweden - All state actors who intend to weaken Sweden's power of action by using the tools mentioned 

can be included. Here, China is highly relevant, says Daniel Stenling. China's ambition to move from 

regional to global power means that their sphere of interest now extends further and further away. Thus, 

Sweden may be affected.” 

 

“We have started to see signs that China is coming into conflict with countries that are perceived as non-

compliant and do not act in the desired way, says Johan Olsson. That Sweden should be able to defend itself 

from a military attack is self-evident, both Daniel Stenling and Johan Olsson believe - but also that the 

focus must be shifted to the more probable. - Today, Russia is the main focus when it comes to gray area 

issues. Now we must also keep an eye on China, which has begun to go that way, even if we are not in 

China's geographical vicinity. And this will cost money for authorities and companies that must improve 

security protection, says Johan Olsson” 

 

“China's position as a global superpower is increasingly established. China conducts active intelligence 

gathering against economic interests, including through acquisitions of companies with coveted technology 

and cyber-attacks. This is happening to such an extent that it may have consequences for security in Europe. 

Preventive measures are required - companies and authorities need to become aware of the threat picture 

and reduce vulnerabilities.”  

 

“Today, China also conducts extensive and systematic intelligence gathering against other areas (besides 

political refugees and industrial espionage), both from the country's civilian and military intelligence 

services. This is also done through Chinese-owned civilian companies that must share the technology and 

knowledge they have with the country's defense forces. Chinese citizens are also required by law to assist 

the country's intelligence services, if required.” 

https://www.regeringen.se/pressmeddelanden/2020/04/uppdrag-for-hog-sakerhet-i-5g-natet/
https://www.sakerhetspolisen.se/download/18.6af3d1c916687131f1fae5/1552543607309/Arsbok-2018.pdf
https://www.sakerhetspolisen.se/download/18.6af3d1c916687131f1fae5/1552543607309/Arsbok-2018.pdf
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“Sweden is geographically far from China, but is clearly in the Chinese sphere of interest when it comes to 

strategic investments and acquisitions, business and academic collaborations and intelligence activities, for 

example through electronic attacks.” 

 

Consular response to Government report  

https://www.sakerhetspolisen.se/download/18.f2735ce171767402ba17/1587130634141/Remissvar%20Fr

ekvensutredningen%20Infrastrukturdepartementet.pdf  

 

“The security police have i.a. responsibility for preventing, deterring and investigating crimes concerning 

Sweden's security and for combating terrorism. Technological developments, exemplified by fifth-

generation mobile communications systems (5G), pose particular challenges in addressing internal and 

external threats to national security, terrorism and serious crime. It will also mean that more and more 

businesses worthy of protection are dependent on information systems and digital infrastructure. This in 

turn means that new vulnerabilities arise in relation to infrastructure, access points and information. It is 

likely that more socially critical services will also be deployed in 5G, which may attract more cyber attacks”  

 

“The security police see a future increased need for secure wireless and mobile communication solutions. 

Parts of these needs can continue to be met by commercial actors, while other parts should, with regard to 

high security and availability requirements, be handled by a state-controlled network. There will therefore 

be a need for several different types of solutions for wireless communication. Since 5G is not only a 

development of previous 4G networks but also constitutes a system that allows the development of 

completely new services, a security architecture is required that is from the very beginning a fully integrated 

part of the network's architecture. It will probably also mean a higher degree of outsourcing of services and 

network operation. The state must take into account changes in the security situation and ensure 

communication solutions that are not dependent on or can be influenced and controlled by foreign actors” 

 

The Armed Forces  

 

MUST Annual report 2018 – published 2019  

https://www.forsvarsmakten.se/siteassets/4-om-myndigheten/dokumentfiler/rapporter/must-

arsoversikt-2018f.pdf  

“MUST follows developments in China: Within the framework of MUST's external monitoring, MUST 

follows developments in China and China's actions. China is seeking greater international influence, and 

China's positions, priorities and economic activities are thus affecting the outside world and, in the long 

run, Sweden's security” 

 

“China's Communist Party, led by President Xi Jinping, has announced that it has entered a new era. China 

wants to develop into a player that is involved in designing the rules of the global arena. To get there, China 

is acting long-term and structured. China uses both diplomatic and economic means, and in the future the 

Chinese Armed Forces will also play an increasing role globally. The Chinese Communist Party has set a 

goal that the country will have a world-class military by 2049, and large financial resources are being 

invested in achieving this” 

 

“For a long time, the Chinese state has been conducting extensive intelligence activities, which are also 

directed at Sweden and the Armed Forces. In 2017, China enacted a security law that means that Chinese 

companies and citizens are required to cooperate with Chinese intelligence and security services. Similar 

legislation also exists in Russia” 

 

 

The Swedish Government  

 

2017/10/12 Commission of inquiry (set up by the Government) – “Efficient frequency use enables the 

mobile services of the future”   

 

“Radio frequencies (spectrum) form the basis for mobile telephony, mobile broadband and all other wireless 

communication. Radio frequencies are a limited resource that is becoming increasingly important in society. 

The Government sees a need for a long-term strategy for frequency use. Therefore, an inquiry is appointed 

to see how the frequency use can be planned in the long term, 2027–2047, in order to be able to meet 

society's needs as efficiently as possible.” 

https://www.sakerhetspolisen.se/download/18.f2735ce171767402ba17/1587130634141/Remissvar%20Frekvensutredningen%20Infrastrukturdepartementet.pdf
https://www.sakerhetspolisen.se/download/18.f2735ce171767402ba17/1587130634141/Remissvar%20Frekvensutredningen%20Infrastrukturdepartementet.pdf
https://www.forsvarsmakten.se/siteassets/4-om-myndigheten/dokumentfiler/rapporter/must-arsoversikt-2018f.pdf
https://www.forsvarsmakten.se/siteassets/4-om-myndigheten/dokumentfiler/rapporter/must-arsoversikt-2018f.pdf
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“The purpose of the inquiry is for Sweden to be able to maintain its position as a leader in the areas of IT, 

broadband and wireless communication. Mobile telephony and mobile broadband already play a very big 

role in the functioning of society.” 

 

“- In order to realize the government's vision of a fully connected Sweden, it is necessary that radio 

frequencies are used as efficiently as possible. The frequencies are needed to develop 5G and create new 

opportunities for, for example, self-driving cars and the Internet of Things, says Minister of Housing and 

Digitalisation Peter Eriksson” 

 

“In order for the use of radio spectrum to be used for the greatest benefit to society as much as possible, 

frequency planning needs to take place strategically and be prepared for a long time.The Government has 

therefore today decided that a special investigator, who will be appointed at a later time, be given the task 

of proposing how frequency use can be planned in the long term, 2027–2047, in order to meet society's 

needs as efficiently as possible. The assignment also includes investigating the conditions for allocating 

frequencies to socially important actors and national security purposes. The investigator shall propose 

constitutional amendments to meet these interests. The investigator must report the assignment to the 

Government Offices no later than 31 October 2018.”  

 

 

2019/05/19 Press release from the Ministry of Infrastructure: “Government assignment for more 

secure 5G networks” https://www.regeringen.se/pressmeddelanden/2020/04/uppdrag-for-hog-sakerhet-i-

5g-natet/  

 

“the Government has decided to give the Swedish Post and Telecom Agency (PTS) an assignment to carry 

out a risk analysis for IT security in Sweden’s 5G networks in accordance with the European Commission's 

recommendations on IT security in 5G networks. This is part of the government's ambition to address any 

security issues in the expansion of digital infrastructure such as. 5G network” 

 

“PTS shall carry out the risk analysis in consultation with the Security Police, the Swedish Armed Forces, 

the Swedish Armed Forces' radio station and the Swedish Civil Contingencies Agency, as well as after 

consultation with industry organizations and market participants” 

 

2019/09/19 Government Bill passed on to the Swedish Parliament (the Riksdag) – “Protection of 

Sweden’s security with respect to radio usage” (Prop.2019/20:15) 

https://data.riksdagen.se/fil/778AFF80-13C9-4F76-8384-77B99408179D  

 

“In order to obtain a permit to use radio transmitters and to obtain consent for the transfer or rental of such 

permits, it must be a condition that it can be assumed that the use of the radio will not cause harm to 

Sweden's security. Permits must be compatible with conditions regarding requirements that are important 

for Sweden's security. In addition, it will be possible to revoke a permit or change the permit conditions 

immediately if the radio use has caused damage to Sweden's security or it can be assumed that the radio use 

will cause such damage.” 

 

“The Security Police and the Armed Forces will be able to appeal decisions on permit issues that affect 

Sweden's security. It is also proposed that secrecy-breaking provisions are made possible to enable the 

necessary exchange of information between the Swedish Post and Telecom Agency, the Security Police 

and the Armed Forces on permit issues concerning Sweden's security. The amendments to the law are 

proposed to enter into force on 1 January 2020” 

 

Chapter 5 of the Bill “There is a need to protect Sweden's safety with respect to radio usage” 

 

“To a large extent, previously wired technology is being replaced by newer technology that is largely based 

on the use of radio frequencies. The introduction of e.g. 5G technology in mobile networks will increase 

frequency dependence. 5G technology is still under development and work on specifications and standards 

is ongoing. The technological development that i.a.5G means will enable mobile networks with 

significantly higher data transfer speeds, shorter network delays, lower costs, higher capacity and 

significantly higher density of devices than before” 

 

https://www.regeringen.se/pressmeddelanden/2020/04/uppdrag-for-hog-sakerhet-i-5g-natet/
https://www.regeringen.se/pressmeddelanden/2020/04/uppdrag-for-hog-sakerhet-i-5g-natet/
https://data.riksdagen.se/fil/778AFF80-13C9-4F76-8384-77B99408179D
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“Digitalisation means great benefits for society at large. With the great importance that e.g. 5G is expected 

to be few, especially for the Internet of Things, and the new applications this brings to the digitalisation of 

society as a whole, however, follow a reduced risk tolerance and partly new requirements for managing 

risks and vulnerabilities. It is clear that digitalisation also entails risks and threats of a partly unknown 

nature, which entail major security challenges that can be very complex. Threats become more difficult to 

detect, risks more difficult to assess and dependencies more difficult to overview. Vulnerabilities in e.g. 5G 

networks can be used to influence or attack systems and wireless digital infrastructure. It can e.g. These are 

attacks on information and communication systems worthy of protection, e.g. in the form of data intrusion, 

sabotage or espionage against the activities of the total defense, industrial activities, activities for electronic 

communication or other attacks on network or information systems. That many critical services will be 

dependent on wireless digital infrastructure, such as 5G network, means that system-wide and widespread 

IT incidents in e.g. Financial systems, control centers for traffic systems, administrative and medical 

systems in healthcare, digital control systems for electricity and water, and electronic communications can 

have extensive consequences for society as a whole and the integrity of individual residents. Attacks on 

wireless digital infrastructure can thus affect Sweden's security” 

 

“Against this background, the development of frequency-dependent digital technology must take place in 

controllable forms and with a sufficiently high level of security. The future digital infrastructure, such as 

5G networks, must be secured against technical, organizational and legal conditions that may threaten 

security, integrity and accessibility, and thereby damage Sweden's security. It is very important for the 

development of digitalisation to find a level of security that can meet the needs of today and the future. This 

will be crucial for the public administration, the business community and individuals. By introducing an 

adapted protection of e.g. 5G networks protect the infrastructure behind important social and economic 

functions better against tampering and other IT attacks that can cause damage to Sweden's security” 

 

“Many of the activities that are important for the functionality of Swedish society are no longer under direct 

state influence, but are conducted and managed to a large extent by individual actors. Foreign ownership 

or influence is now also a reality in socially important activities. Outsourcing of operations and conclusion 

of service agreements give rise to special challenges with regard to control over socially important 

infrastructure. An adapted protection needs to take into account how authorized access to and control over 

components, systems and infrastructure that arises through ownership or outsourcing and the like affects 

security and availability in infrastructure services and the impact this has on Sweden's security and 

sovereignty”  

 

“The intelligence activities of foreign states have been broadened towards research and development in 

civilian areas and towards political issues and information concerning socially important systems. Attacks 

on socially important systems and communication infrastructure by state or state-supported actors pose 

serious threats to society's functions and the assertion of our sovereignty and territorial integrity. There 

must therefore be conditions for the state to intervene in the event of a threat of an IT attack or other 

antagonistic activity that is important for Sweden's security.” 

 

“Technology development, such as 5G, may have significant relevance for the broader foreign and security 

policy, as well as for foreign trade policy. It requires strategic considerations where Sweden's collective 

and long-term interests and objectives are analyzed and assessed. Areas that may be directly or indirectly 

affected are trade and investment, export control, dealing with cyber and hybrid threats, international norms 

and a rules-based world order, human rights, relations and cooperation with other states as well as 

cooperation within the EU. The objective of ensuring a sufficiently high level of security in the digital 

infrastructure must therefore also take these aspects into account.” 

 

“The Government's proposal: In order to obtain a permit to use radio transmitters, or to transfer or lease 

such permits, it must be a condition that it can be assumed that the use of the radio will not cause harm to 

Sweden's security. In order to obtain consent to transfer or lease a permit, it must also be a condition that 

the acquirer has not previously had a permit revoked due to the fact that his radio use has been assumed to 

cause damage to Sweden's security. Permits must be able to be combined with conditions regarding 

requirements that are important for Sweden's security. Permits must be revoked and permit conditions 

changed immediately if the radio use has caused damage to Sweden's security or it can be assumed that the 

radio use will cause such damage. A permit may only be revoked if the purpose of the revocation cannot 

be met as well by changing the permit conditions. The provisions shall not apply to licenses to use radio 

transmitters for such broadcasts that require a license under any other law or under regulations issued 

pursuant to any other law.” 
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2019/08/29 The expansion of the 5G network is controlled by the Armed Forces and Säpo (SVT)  

 

 

Interview with digitalisation Minister Anders Ygeman: The Armed Forces and the Security Police will have 

influence over the expansion of the 5G network in Sweden. That is what the government is proposing today. 

- This legislation makes it possible for us to exclude a supplier or an operator who can be expected to cause 

damage to national security, says Minister for Digitalisation Anders Ygeman.At the end of the year, the 

Swedish Post and Telecom Agency will auction off licenses for the expansion of the new 5G network, and 

until then the government wants the new law in place. Telecom operators must then guarantee that mobile 

networks do not jeopardize national security. And before the permits are granted, the Swedish Post and 

Telecom Agency must consult with the Swedish Armed Forces and Säpo. The two authorities must also be 

able to appeal decisions to court. 

 

Within the EU, work has been underway since spring to develop a joint risk analysis and common safety 

requirements for the procurement of 5G technology. The background is the increasingly heated debate about 

the Chinese telecom giant Huawei in the US and within the EU. According to Anders Ygeman, the law 

should not be seen as a tool for shutting down Huawei, but even in Sweden, awareness has increased about 

potential security threats. - It is clear that the international discussion has also affected the Swedish 

discussion, says Anders Ygeman.  

 

Sweden now chooses not to wait for a common line within the EU. - The risk of waiting for the EU process 

is that the security rules would come after we have auctioned off the terms, says Anders Ygeman. So the 

EU is acting too slowly here?- Yes, or Sweden is expanding the fifth generation mobile phone network faster 

than many other EU countries. And I think that the type of legislation that the government is now 

introducing in Sweden, we will also see similar legislation at EU level. 

 

PTS  

 

2019/06/05 Consultation response regarding the report Frequencies in the service of society (SOU 

2018: 92) 

https://www.pts.se/contentassets/f6c0a66b43c0429fb18997e38ec642f1/pts_remissvar-frekvenser-i-

samhallets-tjanst.pdf  

 

“In Sweden, paradigm shifts are taking place regarding electronic communications and more is to be 

expected within the time frame the investigation deals with. The copper network is being shut down and 

modern technologies that are largely dependent on radio spectrum are replacing this. Furthermore, work 

has begun on the roll-out of fifth-generation mobile telephony (5G). At the same time, our entire society 

has begun a digital transformation. Important functions become digital and thus digital becomes more 

important. Central starting points and driving forces in investigating future radio spectrum use are, among 

other things, societal benefits, digitalisation, urbanization, the changed security policy situation, our 

country's demographic development and ensuring conditions and an ever-increasing pace for innovation 

and development”  

 

“PTS further welcomes the elucidation of safety aspects. Many socially critical services are becoming 

increasingly dependent on electronic communications networks and services, and 5G networks will further 

increase dependence. Both the European Commission and the Government have therefore stated that 

measures should be taken to underpin a high level of security in 5G networks. On 26 March, in its 5G 

network IT recommendation, the Commission called on Member States to carry out national risk 

assessments of 5G network infrastructure by 30 June 2019. PTS has been commissioned by the government 

(I2019 / 0414 / D) to produce a proposal for risk assessment for Swedish conditions. According to the 

recommendation, the Member States, the European Commission and the European Union Agency for 

Network and Information Security, ENISA, must have carried out a joint Union-wide risk assessment by 1 

October 2019. A toolbox with appropriate, effective and proportionate risk management measures to 

counteract the identified risks at national and Union level must be agreed by 31 December 2019. Basic 

protection of networks and services is achieved through the requirements imposed on operators by law 

(2003: 389) on electronic communications (LEK), PTS operational safety regulations (PTSFS 2015: 2) 

(including future amendments to these) and the new Security Protection Act (2018: 585). In addition to this, 

in Sweden in various contexts the need for regulation in connection with licensing for radio use has also 

been pointed out. The memorandum Supplementary proposal for the report Frequencies in the service of 

https://www.pts.se/contentassets/f6c0a66b43c0429fb18997e38ec642f1/pts_remissvar-frekvenser-i-samhallets-tjanst.pdf
https://www.pts.se/contentassets/f6c0a66b43c0429fb18997e38ec642f1/pts_remissvar-frekvenser-i-samhallets-tjanst.pdf
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society (SOU 2018: 92) states that radio use can pose a security threat to Sweden, e.g. through measures 

taken by the licensee or if there are safety issues with the technical equipment used. PTS views positively 

the current collaboration with the Armed Forces and the Security Police and sees that this can be further 

developed in more concrete measures”  

 

PART 2  

 

PTS  

 

2020/05/26 Clarifications regarding the examination prior to the auction of licenses to use radio 

transmitters in 3.5 GHz and 2.3 GHz bands  

https://www.pts.se/contentassets/fece6ffc9f9a45c09f862e865bff54ce/fortydliganden-

forhandsprovning-20200526.pdf  

 

“The preliminary examination aims to assess whether the radio use according to the permit application can 

be assumed to cause damage to Sweden's security. A decision on whether an applicant may participate in 

the auction is made by the Swedish Post and Telecom Agency (PTS) after consultation with the Security 

Police and the Armed Forces (hereinafter the consultation authorities). If PTS decides that an applicant's 

radio use according to the application can be assumed to cause damage to Sweden's security, PTS will reject 

the application to participate in the auction. The decision will be notified to the applicant and will be referred 

to the Administrative Court in Stockholm. At this stage, PTS cannot assess the consequences that an appeal 

of such a decision may have for the continuation of the auction. It can i.a. depend on how the appellate 

body takes a position on a possible request for inhibition or an interim decision”  

 

“At this stage, it is not possible to assess whether there could be reasons to combine a certain applicant's 

permit with special permit conditions in terms of requirements that are important for Sweden's security 

according to ch. § 11 first paragraph 10 LEK, and how such conditions can be formulated. If it turns out 

that there are special conditions for an individual licensee, it could justify the introduction of special 

conditions for that licensee, to ensure that certain measures are taken. PTS's focus, however, is that the 

same permit conditions as a main rule should apply to all permit holders. The starting point is that critical 

services can be data communication, voice calls and messaging services, if these services are provided to 

end customers, i.e. subscriber and user. Services beyond this do not necessarily form part of the critical 

infrastructure. Operating and maintenance networks that control accessibility can also be considered critical 

infrastructure. The assessment of what affects Sweden's security may change over time depending on how 

technology and services etc. develop. Any other services needed to provide central functions must also be 

presented.” 

 

“The consultation authorities see that consideration of the 16 principles is a guarantee for Sweden's security. 

If the principles are not taken into account, radio use can be assumed to cause damage to Sweden's security. 

The consultation authorities will make an overall assessment based on what is stated in the application. 

Non-technical vulnerabilities are also assessed. This refers to e.g. suppliers and subcontractors where the 

consultation authorities are aware of risks, e.g. exposure to the legal system of another state can be taken 

into account. The consultation authorities cannot comment on individual companies and suppliers. No 

information can be given in advance that certain companies or suppliers are unacceptable in advance. The 

consultation authorities make an overall assessment of applications received. At present, the consultation 

authorities have not excluded any equipment suppliers” 

 

The Swedish Government  

 

2020/04/09 Mission for high security in the 5G network 

https://www.regeringen.se/pressmeddelanden/2020/04/uppdrag-for-hog-sakerhet-i-5g-natet/  

 

“The Government has today decided to give the Swedish Post and Telecom Agency the task of mapping 

the main threats to and risks for the Swedish electronic communications networks, especially the upcoming 

5G networks. PTS shall also propose measures to reduce identified threats and risks.” - Sweden has 

introduced the EU's sharpest security legislation for mobile networks. We are now also giving the 

authorities a special task to map and propose measures to further reduce the risks, says Minister of Energy 

and Digitization Anders Ygeman. 

 

https://www.pts.se/contentassets/fece6ffc9f9a45c09f862e865bff54ce/fortydliganden-forhandsprovning-20200526.pdf
https://www.pts.se/contentassets/fece6ffc9f9a45c09f862e865bff54ce/fortydliganden-forhandsprovning-20200526.pdf
https://www.regeringen.se/pressmeddelanden/2020/04/uppdrag-for-hog-sakerhet-i-5g-natet/
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“PTS is commissioned by the Government to deepen and further develop the national risk analysis on 5G 

that Sweden submitted to the Commission on 2 July 2019. PTS will also review the measures described in 

the toolbox for 5G security that the Member States, the Commission and the European Cyber Security 

Agency have jointly taken. forward. The assignment must be reported to the Government Offices no later 

than 30 November 2020.” 

 

SÄPO 

 

2019 Yearbook of the Swedish Security Service Published March 2020 

  

“On the topic of ”Secure mobile and wireless communications”: There is a constant intelligence threat 

to Sweden that over time has become both deeper and broader in scope. We know 

that several countries are using electronic intelligence, which will likely increase along with the rapid 

technological advancements. In light of this, we assess that there is going to be a growing demand for secure 

mobile and wireless communications in the future. On 1 January 2020, new provisions of the Electronic 

Communications Act (2003:389) came into force with the purpose of protecting Sweden’s national security 

when radio transmitters are used. These provisions also impact on the attribution of the new 5G network 

frequencies. As of 1 February 2020, the Post and Telecom Authority, which is the government agency 

tasked with attributing 5G network frequencies, must consult with the Security Service and the Armed 

Forces as stipulated in the Electronic Communications Ordinance (2003:396) in assessing whether radio 

use in accordance with a license application can be assumed to cause harm to Sweden’s security, and 

whether it is necessary to attach certain conditions to such a licence. The Post and Telecom Authority 

gathers in- formation to be used by the Security Service and the Armed Forces in assessing this. The 

provisions regulating our efforts to protect the most critical assets are set forth in the Protective Security 

Act (2018:585).” 

 

“On the topic of 5G, AI and IoT “Incidents in other countries indicate that hostile states have both the 

intent and the capability to carry out cyber-attacks that could harm critical infrastructure in Sweden. Digital 

transformation, coupled with more devices being connected to the internet and unrectified major gaps in IT 

security, poses an increased risk of disruptions to essential services. Some of the challenges in relation to 

technological advancements and security in the coming years will include the fifth generation of mobile 

telecommunications technology (5G), artificial intelligence (AI) and the Internet of Things (IoT), by which 

everyday devices are connected to the internet. In these increasingly unpredictable times, hostile states are 

more confrontational but remain below the threshold of armed conflict. “Intelligence activities are carried 

out to such an extent that there are consequences for national security. For example, information and 

knowledge collected by a hostile state may be used instantly, or later, to influence political decisions and 

Sweden’s standpoints on various issues. These activities also lead to major financial losses that could affect 

employment rates and economic growth in Sweden”, says Johan Olsson. Those responsible for ensuring 

systematic and efficient protection of critical assets sometimes fall short when it comes to implementing 

adequate protective security measures. The Security Service has an important task to fulfil in this context, 

by providing advice and support to increase the capability of other public agencies to meet the challenges 

in this field. Fundamentally, this is about national security and protecting our country’s critical assets. 

Cooperation between public agencies and other stakeholders is a key factor for increasing resilience and 

responding to current threats and challenges. The term whole-of-government approach is used in some 

countries and refers to joint actions taken across society to achieve specific goals and respond to a broader 

threat”  

 

“Digital technology presents brand new opportunities for unlawful intelligence activities, critical 

infrastructure sabotage and influence operations. The development of protective security measures has not 

kept pace with these risks. This has led to a gap between protection and vulnerabilities, increasing the risk 

of hostile states accessing critical assets, which could have severe and costly implications for national 

security that could take a long time to repair.” 

 

“The cyber threat could do serious harm to critical infrastructure in Sweden. Digital transformation, coupled 

with more devices being connected to the internet and unrectified major gaps in IT security, poses an 

increased risk of disruptions to essential services. Cyber-attacks targeting other countries could also have 

serious consequences for Sweden” 

 

“Klas Friberg (Head of SÄPO): First thing mentioned in his statement to SÄPO’s yearbook: “There 

has been a fundamental shift in the threat to Sweden. Not only globalisation and digital transformation led 
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to increasing vulnerabilities, hostile states have also identified their efforts to weaken our country. 

Intelligence activities are rife, and in 2019 it became all the more evident that a wide range of stakeholders 

across society must give higher priority to Sweden’s national security (…) Technological advancements 

have generated numerous new methods by which hostile states collect information. Attacks also target an 

increasing number of areas, including individuals’ constitutional rights and freedoms, our country’s 

economic prosperity, and our political and territorial sovereignty (…) China engages in sophisticated cyber 

espionage aimed to benefit its own economic development and increase its military capacity. Its activities 

include large-scale intelligence collection and theft of technology and R&D.  

 

Today’s technological advancements bring significant challenges. We know, for instance, that the roll-

out of 5G and the development of the Internet of Things, by which everyday devices are connected to the 

internet, will have an impact on national security for a long time. The potential of this is yet to be fully 

understood. Looking ahead, this wider, deeper and more complex threat, coupled with increasing 

vulnerabilities, calls for a higher priority to be given to national security on the strategic political level, by 

public agencies and industry. Keeping Sweden safe requires resources, perseverance and a long- term 

approach. We cannot afford not to prioritise the protection of our country. The Security Service welcomes 

the new Protective Security Act, which came into force in 2019. This act, and how it is complied with, plays 

a key role in reducing vulnerabilities across society, and we have published guidelines in this area. There 

is also the building-up of a national cyber security centre to be staffed by experts from several government 

agencies, including the Security Service. Responding to the threat requires a team effort” 

 

The Swedish Armed Forces  

 

MUST annual report 2019 – published 2020 

https://www.forsvarsmakten.se/siteassets/4-om-myndigheten/dokumentfiler/rapporter/must-

arsoversikt-2019.pdf  

 

“Introductory words by Lena Hallin – Director of the Swedish Military Intelligence and Security 

Service: China’s conduct and growing global influence is becoming increasingly important to Sweden and 

Europe, also in foreign, security and defense policy. Moreover, we are directly and indirectly affected by 

the ongoing conflicts in the Middle East and Africa, the situation in the Swedish Armed Forces' areas of 

operation, as well as by cyber-attacks, influence operations and terrorism. It is also clear that trade, 

investments and access to technology and information are linked to security policy interests. We analyze 

and assess developments, intentions and capabilities continuously, in support of the government and the 

Supreme Commander.” 

 

“The new security protection law, which entered force in 2019, has given us a broader mandate and provides 

good support for developing the security service in the Armed Forces, and also for strengthening the 

security protection in other parts of the total defense and society at large. This is crucial, considering the 

extensive foreign intelligence activities aimed at Sweden and the Swedish Armed Forces.” 

 

“China's growing global influence has a strong impact on the international system and has security policy 

consequences, even in Sweden's immediate area. In a letter to the Riksdag in 2019, the Government defined 

its approach to China from a holistic perspective where the benefits for Swedish society are at the center, 

while at the same time ensuring Sweden's security in all areas.”  

China's growth and ambitions pose challenges to the current world order. The Chinese Communist Party is 

working to reshape the rules of the global arena in order to better suit its views, which China is purposefully 

working for in international organizations. 

 

China has the world's second largest defense spending and the country's defense force is modernizing at a 

rapid pace. The United States sees China as its main geopolitical competitor. The relationship between the 

two countries is of great importance for the development of the entire international system. China's relations 

with Russia are good, but there are underlying tensions. 

 

The infrastructure project "The New Silk Road" (Belt and Road Initiative, BRI) is one of the Chinese 

regime's main tools for its global ambitions. Chinese investments in major port projects around the world 

are an example of this. BRI is worldwide and thus also includes Europe and Sweden. Since 2018, the Arctic 

waterways have also been included in the project. Chinese investment in Europe has increased sharply, not 

least in high-tech sectors. Concerns have been raised about political dependencies, national security 

interests and the effects on the competitiveness of the countries concerned. 

https://www.forsvarsmakten.se/siteassets/4-om-myndigheten/dokumentfiler/rapporter/must-arsoversikt-2019.pdf
https://www.forsvarsmakten.se/siteassets/4-om-myndigheten/dokumentfiler/rapporter/must-arsoversikt-2019.pdf
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The position of the Communist Party in all parts of society has been further strengthened in recent years. 

The party's continued hold on power is largely based on the ability to continue to deliver strong economic 

growth and handle a number of internal challenges. China's economic and political weight means that the 

country's development has global consequences. 

 

2019 has been another year where the pressure on the military security service has been high. Foreign 

intelligence activities in Sweden and against Swedish interests abroad are at a continued high level. The 

acquisition of foreign power takes place both on a personal level and technically through signal intelligence 

and computer network operations. 

 

The new Security Protection Act, which came into force on 1 April 2019, has also focused on security work 

throughout society. The law now covers all security-sensitive activities in both the public and private 

sectors. Important elements in the new legislation are that information systems should not only be protected 

so that information cannot be obtained by unauthorized persons. There are also requirements for 

accessibility to the systems and that the information in the systems must not be affected by unauthorized 

persons. 

 

During the year, there were also discussions, both at the political level and between authorities and private 

actors, about the construction of the telecommunications infrastructure for 5G. Digitalisation offers 

fantastic opportunities for the development of society, but it also entails increased risks when society 

becomes increasingly dependent on telecommunications. 

 

An increasing number of socially important functions in, for example, healthcare, the transport sector, 

energy supply and industry's control and regulation systems are today connected to the Internet. This affects 

both the Armed Forces and the total defense in general. It is therefore important that the infrastructure is 

built in a safe way from the beginning. Amendments to the Electronic Communications Act were adopted 

in November 2019. These amendments mean, among other things, that permits for electronic 

communications may be combined with conditions on requirements that are important for Sweden's 

security. The changes in the law came into force on 1 January 2020. 

 

The foreign intelligence activities aimed at Sweden and the Armed Forces are extensive. In 2019, Must has 

taken a number of measures to make this more difficult and counteract.The past year's media coverage of 

Russian and Chinese intelligence activities has probably contributed to a general increased understanding 

that foreign intelligence activities are part of everyday life. Dissemination of knowledge is an effective way 

of counteracting foreign intelligence activities. The Armed Forces personnel and other active members of 

the total defense must have a good idea of what the threat picture looks like in order to be able to perceive 

and report suspicious activity. 

 

Foreign intelligence services carry out extensive signal reconnaissance and computer and network 

operations against Sweden and the Armed Forces. In addition, social media, such as LinkedIn, is used for 

contact. 

 

 

PART 3  

 

PTS (Swedish Post and Telecom Authority) monitoring the electronic communications and postal 

sectors in Sweden  

 

20/01/2020 “Four companies approved for participation in the 3.5 Ghz and 2.3 Ghz auctions” 

https://www.pts.se/en/news/press-releases/2020/four-companies-approved-for-participation-in-the-3.5-

ghz-and-2.3-ghz-auctions/  

 

January 2021 “The influence of the Chinese state over the country’s private sector provides strong 

incentives for companies to act in accordance with the goals of the Chinese Communist Party’s national 

strategies,” said Sweden’s Post and Telecom Authority, citing an assessment by Sweden’s Security 

Services, when it banned Huawei and ZTE from the 5G rollout last fall. "The Swedish Security Service 

judges that the Chinese state and security services can influence and exert pressure on Huawei," PTS said, 

before repeating the same point for ZTE. China's commerce ministry on January 21 vowed to take "all 

necessary measures" in response. 

https://www.pts.se/en/news/press-releases/2020/four-companies-approved-for-participation-in-the-3.5-ghz-and-2.3-ghz-auctions/
https://www.pts.se/en/news/press-releases/2020/four-companies-approved-for-participation-in-the-3.5-ghz-and-2.3-ghz-auctions/
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“Godkännande av sökande samt tillkommande villkor i auktion av frekvensbanden 3,5 GHz och 2,3 

GHz  

https://www.pts.se/globalassets/startpage/dokument/legala-dokument/beslut/2020/radio/godkannande-

35/beslut-godkanda-budgivare-och-tillkommande-villkor.pdf  

 

− New installation and new implementation of central functions for radio use in the frequency band 3400–

3720 MHz (3,5 GHz) must not be carried out with products from the suppliers Huawei or ZTE. 

 

− If existing infrastructure for central functions is to be used for the provision of services in the relevant 

frequency bands, a phase-out of products from Huawei and ZTE must be completed by 1 January 2025. 

 

Of ch. 3 § 6 first paragraph 7 LEK follows i.a. that permission to use radio transmitters shall be granted if 

it can be assumed that the use of the radio will not cause harm to Sweden's security. According to ch. § 11 

first paragraph 10 LEK receives permission to use radio transmitters combined with conditions on 

requirements that are important for Sweden's security. 

 

Section 12 a of the Ordinance (2003: 396) on electronic communications prescribes the following. PTS 

shall consult with the Security Police and the Armed Forces in matters concerning permission to use radio 

transmitters in accordance with Chapter 3. LEK. The consultation shall aim to clarify 1. whether radio use 

in accordance with a permit application or an application for consent to transfer or lease a permit can be 

assumed to cause damage to Sweden's security, and 2. the need to combine such a permit with the conditions 

and requirements of this significance for Sweden's security and, if there is such a need, the conditions with 

which the permit should be combined. 

 

In consultation with the security authorities, it has emerged that there is a need to combine the licenses to 

use radio transmitters with special license conditions on requirements that are important for Sweden's 

security, in addition to the generic license conditions described above and set out in Annexes A and B to 

the general invitation. to the application. The following describes the special conditions and the reasons 

why these conditions are needed. 

 

The safety authorities' opinion regarding certain suppliers In its comments to PTS, the Security Police have 

stated the following in summary. 

 

Foreign power activities in Sweden and against Sweden have intensified. At the same time, technological 

development, where vulnerabilities arise on an ongoing basis, has facilitated the security-threatening 

activities of foreign powers. Chinese cyber espionage targeting the service sector, including providers of 

electronic communications services, has increased. Gathering information about infrastructure for 

electronic communication can e.g. be done as part of a survey of a state's civilian infrastructure or to acquire 

or transfer civilian technology. As a result of major dependencies between the electronic communications 

sector and other sectors of society, the sector may also be exposed to antagonistic actions aimed at attacking 

or mapping targets in other sectors. 

 

China has adopted a national intelligence law that covers both civilian and military intelligence services. 

The law gives the intelligence services a broad mandate to conduct business with all the necessary means, 

methods and channels in and outside China. According to the law, organizations, companies and citizens 

must support and assist national intelligence work. 

 

The documents submitted by the applicants show that in at least some of the applicants' central functions 

there are products from the suppliers Huawei Technologies (Huawei) and ZTE, respectively. Huawei is a 

Chinese company. It was founded in 1987 as a private company by the company's employees. Ownership 

is limited to employees of Chinese descent. Ownership shares cannot be resold to non-employed persons. 

The ownership shares are managed by a function within Huawei that has a trade union role. The unions in 

China are under the control of the Chinese Communist Party (CCP). The influence of the Chinese one-party 

state over the country's private sector entails strong incentives for privately owned companies to act in 

accordance with state goals and the CCP's national strategies. Against the stated background, the Security 

Police assess that the Chinese party state and the intelligence service can influence and exert pressure on 

Huawei. 

 

https://www.pts.se/globalassets/startpage/dokument/legala-dokument/beslut/2020/radio/godkannande-35/beslut-godkanda-budgivare-och-tillkommande-villkor.pdf
https://www.pts.se/globalassets/startpage/dokument/legala-dokument/beslut/2020/radio/godkannande-35/beslut-godkanda-budgivare-och-tillkommande-villkor.pdf
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The US decision to impose further trade restrictions on Huawei is likely to have a negative impact on the 

company's ability to design and manufacture the necessary products for future 5G networks in the long run. 

The Security Police therefore assess that Huawei's ability to ensure delivery of critical products may be 

greatly reduced. 

 

ZTE is a Chinese technology company focusing on electronic communications. ZTE is listed on the Hong 

Kong and Shenzhen stock exchanges. The company has links to the Chinese state, the Chinese Communist 

Party and Chinese military activities through e.g. the ownership structure. For the same reasons as stated 

above in the case of Huawei, the Security Police assess that the Chinese party state and the intelligence 

service can influence and exert pressure on ZTE. 

 

According to the Security Police, the following applies in total. Use of products from Huawei or ZTE in 

key functions can damage Sweden's security. New installation and new implementation of central functions 

in the frequency bands 3.5 GHz and 2.3 GHz must therefore not be carried out with products from the 

suppliers Huawei or ZTE. Where existing infrastructure for central functions will be used for the provision 

of services in the requested frequency bands, the decommissioning of products from Huawei and ZTE must 

be completed by 1 January 2025. 

 

In statements to PTS, the Swedish Armed Forces has made essentially the same assessment as the Security 

Police has made in relation to Huawei. Requirements for exclusion of equipment from certain suppliers 

when expanding networks. Based on the assessment made by the security authorities, there is a need to 

combine the licenses to use radio transmitters with special license conditions on requirements that are 

important for Sweden's security. The conditions shall be such that the suppliers Huawei or ZTE may not be 

used for the expansion of 5G in the current frequency bands 3.5 GHz and 2.3 GHz. 

 

Expansion of 5G in the frequency bands 3.5 GHz and 2.3 GHz means the establishment of a radio access 

network. That network consists of i.a. of antennas and base station equipment, which can communicate 

with users' terminals to offer services. Through the transmission network, the traffic is transferred from the 

radio access network to the core network, where functions for service production, customer data and 

invoicing, etc. available. In an operation and maintenance network, the entire network's function is 

monitored and controlled. 

 

The described parts are central functions in a 5G network. The central functions maintain the functionality 

of the networks and enable licensees to provide electronic communication services. Security flaws in one 

of the key functions can lead to the network being attacked from the outside. Damage to Sweden's security 

through the radio use to which the allocation procedure relates can thus arise. Permit conditions regarding 

exclusion of suppliers must therefore apply to the central functions described above. 

 

The license conditions shall mean that new establishment or new installation of products from the suppliers 

Huawei or ZTE shall not take place within the framework of a license to use radio transmitters in the 

frequency bands 3.5 GHz and 2.3 GHz. In the event that a licensee intends to establish new central functions 

for 5G networks in these frequency bands in Sweden, products from the suppliers Huawei or ZTE shall be 

completely excluded from the expansion. 

Against the stated background, the licenses must be combined with conditions that existing equipment in 

central functions originating from Huawei or ZTE must be phased out by 1 January 2025. Before this date, 

a licensee must thus be able to use existing equipment in central functions to provide services in the 

frequency bands 3.5 GHz and 2.3 GHz, with the adaptations and upgrades that may be necessary of, for 

example, existing base stations in the radio access network. The conditions also do not prevent the 

acquisition of necessary spare parts or equipment for replacement. 

 

In order to protect Sweden's security, it is assumed that licensees who use equipment from Huawei or ZTE 

in the networks before the above-mentioned time continuously analyze risks and vulnerabilities as a result 

of the use. It also means that the licensees must be prepared to handle and take measures against the risks 

that may arise. 

 

SÄPO 

 

2020-10-20 Official Statement IN ENGLISH – The importance of a secure 5G network 

https://www.sakerhetspolisen.se/en/swedish-security-service/about-us/press-room/current-

events/news/2020-10-20-the-importance-of-a-secure-5g-network.html  

https://www.sakerhetspolisen.se/en/swedish-security-service/about-us/press-room/current-events/news/2020-10-20-the-importance-of-a-secure-5g-network.html
https://www.sakerhetspolisen.se/en/swedish-security-service/about-us/press-room/current-events/news/2020-10-20-the-importance-of-a-secure-5g-network.html


   85 

 

The conditions for granting permits for taking part in the auctioning out of radio frequencies in the 5G 

network that the Swedish Post and Telecom Authority has recently decided on are in line with the measures 

that the Swedish Security Service deems necessary to build the 5G network in a manner that is not harmful 

to Sweden's national security. 

 

The Government and the Riksdag (Swedish parliament) have assessed the future 5G network to be part of 

the critical infrastructure of Sweden. In other words, it will be considered a highly critical asset that must 

be protected. For this reason, the Riksdag has decided that permits will be granted only when it is assessed 

that the use of the radio frequencies would not risk harming Sweden's national security. To ensure this, the 

legislator has ordered the Post and Telecom Authority, which is the deciding body for granting permits for 

taking part in the auctioning out of radio frequencies, to consult with the Swedish Security Service and the 

Swedish Armed Forces concerning Sweden’s security before granting such a permit. 

 

“China is one of the greatest threats to Sweden. The Chinese state carries out cyber espionage in order to 

promote its own economic development and to develop its military capability. It does so through 

comprehensive intelligence collection and theft of technology, research and development. This is something 

we have to take into account as the 5G network is being built. We cannot make compromises when it comes 

to Sweden's national security,” says Klas Friberg (head of SÄPO)  

 

 

2020 Yearbook 

https://www.sakerhetspolisen.se/download/18.4ffee9b31787cb4eddc6/1617105074749/arsbok-2020.pdf  

 

In the coming years, both security-sensitive activities and other socially important services are expected to 

be connected in the planned 5G networks. This brings with it additional areas of attack as well as new 

vulnerabilities. Something the government and the Riksdag took into account when they decided that the 

future 5G network will be a critical infrastructure for Sweden. - It's about Sweden's future security. Society 

will depend on 5G and we need to ensure that foreign powers cannot use the 5G network to influence, 

collect sensitive data or destroy. 

 

What happens if Sweden does not secure secure 5G expansion? - The 5G expansion is important for Sweden 

and necessary for the development of society. At the same time, it means that both security-sensitive 

operations and socially important services will be put into operation in the 5G network. It provides great 

opportunities for foreign powers to covertly obtain information that could harm Sweden. It also means that 

an individual cyber-attack can have far-reaching consequences for, for example, critical infrastructure and 

our economy. 5G will be of great importance for society's digitalisation. At the same time, the risk increases 

that the information shared becomes more exposed to attack or influence when more devices and systems 

are connected. 

 

The development means great benefits for society as a whole, but also means that vulnerabilities increase. 

Vulnerabilities in the 5G network can be exploited to affect or attack systems and wireless digital 

infrastructure. This may, for example, be an attack on information systems worthy of protection in the form 

of data intrusion, sabotage or espionage against the activities of the Swedish Armed Forces, industrial 

activities, or other attacks on network or information systems. 

 

The fact that many critical services become dependent on 5G means that IT incidents in, for example, 

financial systems, command centers for traffic systems, administrative and medical systems in healthcare, 

digital control systems for electricity and water and electronic communications can have extensive 

consequences for society at large and individual citizens. integrity. Attacks on wireless digital infrastructure 

can thus affect Sweden's security and radio use can be assumed to cause damage to Sweden's security. In 

connection with this, it was emphasized that only the Security Police and the Armed Forces have the overall 

picture regarding the security situation and the threat to Sweden. The important parts of the digital 

infrastructure need to maintain a sufficiently high level of security to protect socially critical functions. The 

new regulation therefore contains an obligation for the responsible authority, the Swedish Post and Telecom 

Agency (PTS), to consult with the Security Police and the Armed Forces before a decision is made on a 

permit for radio use. 

 

PTS's invitation to participate in the frequency license auction expired in the spring of 2020. In connection 

with this, a joint assessment document was also published in which the Security Police and the Armed 

https://www.sakerhetspolisen.se/download/18.4ffee9b31787cb4eddc6/1617105074749/arsbok-2020.pdf
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Forces reported which security aspects would be taken into account in the assessment of the operators who 

submitted the application. The assessment documentation described, among other things, that the design of 

the network should take place so that control, manipulation or unauthorized mapping is prevented and that 

attacks should be prevented, but also that a risk assessment of operators, suppliers and subcontractors should 

be carried out. 

 

The overall basis that the Security Police has used in its assessment includes information that the authority, 

in its capacity as security and intelligence service, has access to and the work has been carried out by various 

parts of the business. The actors involved in the expansion of 5G will to a greater extent than before be able 

to influence the network's functionality and security over time. It has therefore been necessary from a 

security perspective to think about both how the networks are built and which actors are involved. 

 

The Chinese Communist Party permeates the Chinese state apparatus and society at large. China's declared 

ambition is to increase its global influence and reach a position as a great power; military, economic and 

political. As the Chinese economy grows, so does the Chinese government's need for intelligence to support 

these interests. 

China has both the intention and the ability to weaken and limit Sweden's power of action, in cases where 

Swedish action is perceived as a threat to Chinese interests. Sweden is geographically far from China, but 

clearly in the Chinese sphere of interest in terms of China's long-term military, economic and political goals. 

 

China's economic plans are clearly linked to the country's security policy goals. China is actively seeking 

information on technology and knowledge that exists and is developed in Sweden. This may, for example, 

be about industrial espionage and strategic acquisitions of Swedish energy and technology companies to 

achieve China's five-year plans. One example is that Chinese-owned companies are required by law to share 

technology and knowledge they have with the country's civil and military intelligence services. In order to 

achieve increased military capability, a merger between civilian and military activities is taking place in 

China, which means that civilian technology is being incorporated into military materiel development. 

China is investing large resources in growing as a space nation and developing space capabilities for civilian 

as well as military purposes. 

 

It happens that the Chinese state uses Chinese citizens at Swedish colleges and universities in order to 

acquire technology and knowledge that increases the Chinese military capability. There is also Chinese 

interest in other Swedish sectors, in addition to industrial espionage and strategic acquisitions. One such 

example is Swedish action on issues that the Chinese regime considers to be internal affairs. Swedish 

official support for Swedish citizens imprisoned in China can be mentioned here. Chinese intelligence 

services and other authorities strive to map Swedish action, and to spread messages that support the Chinese 

state's line through both covert and open influence operations. It can also be about refugee espionage against 

dissidents and people in the Tibetan and Uighur milieus in Sweden, as part of defending China's perceived 

threat to territorial integrity or protecting the Communist Party organization. In this sense, Sweden is a 

target for intelligence and influence for the Chinese state as part of ensuring the regime's survival. 

 

The security police have seen how the Chinese intelligence threat has been broadened and deepened and 

now also includes cyber espionage, strategic acquisitions and pressure or threats against, among others, 

Swedish political decision-makers, researchers and public figures. An example of Chinese pressure means 

is to warn of or implement economic measures if other countries carry out activities that China considers 

unpleasant. Like Russian intelligence officers, Chinese intelligence officers also act under diplomatic cover 

in Sweden. Journalistic cover is also used by Chinese intelligence. 

 

 

 

Swedish Armed forces  

 

21/10/2020 “We must be able to trust that the 5G network is not controlled by third-parties” 

https://www.forsvarsmakten.se/sv/aktuellt/2020/10/vi-maste-kunna-lita-pa-att-5g-natet-inte-styrs-

av-utomstaende/  

“The Government has made the assessment that 5G should be regarded as a security-sensitive activity of 

great importance for Sweden’s security”  

 

“We must be able to trust that information in the 5G network is not controlled, manipulated or misused by 

outsiders”  

https://www.forsvarsmakten.se/sv/aktuellt/2020/10/vi-maste-kunna-lita-pa-att-5g-natet-inte-styrs-av-utomstaende/
https://www.forsvarsmakten.se/sv/aktuellt/2020/10/vi-maste-kunna-lita-pa-att-5g-natet-inte-styrs-av-utomstaende/


   87 

 

“The Armed Forces compromises neither on Sweden’s security nor on our fundamental freedoms and 

rights. Therefore, we welcome the decision from PTS”  

 

- 5G development is positive and necessary, but there are risks that must be managed. We must be able to 

trust that information in the 5G network is not controlled, manipulated or misused by outsiders. The Armed 

Forces compromises neither on Sweden's security nor on our fundamental freedoms and rights. Therefore, 

we welcome the message from PTS, says Jan Kinnander, head of the Security Office at Must. For Sweden 

to be able to be digitalized, security is absolutely crucial. 

 

- The decisions that are made now will have an impact for the next 25 years and therefore we must take 

into account the risks that may arise in the future. We estimate that the risks will gradually increase until 

around 2025, when 5G is expected to make a serious impact, says Jan Kinnander 

 

MUST Year report 2020 (published in 2021) https://www.forsvarsmakten.se/siteassets/4-om-

myndigheten/dokumentfiler/rapporter/must-arsoversikt-2020.pdf  

 

The military means of power remain central. Economy and technology are increasingly used by the great 

powers (USA, China, Russia) as security policy tools and are seen as integral parts of national security (…) 

China has an increased strategic interest in the Arctic and in access to Swedish high technology for both 

civilian and military purposes (…) Nothing affects global geopolitical and geo-economic developments 

more than how rivalry between China and the United States develops. The countries' deteriorating relations 

seem to lead to increased economic and technological separation, and to a closer interconnection of security 

in Europe and Asia. 

 

“The actions of foreign powers (Russia and China) here and now can pose a serious threat to our freedom 

of action in crisis or war. For example, one seeks entry into digital or physically socially critical 

infrastructure that one wants to be able to paralyze if one were to consider it appropriate - for political 

pressure in peace, demoralizing social influence in a crisis or to damage our total defense in war” 

 

China's goal is to become self - sufficient by 2025 in key technologies and the entire defense industry. 

China's far-reaching civil-military integration and seamless relations between state, party and business are 

unique. Its legislation obliges all citizens, companies and organizations to assist the intelligence and security 

authorities. High technology is acquired through trade, acquisitions or intelligence activities. High-tech 

countries such as Sweden are of interest in this context. – 26  

 

“China's security policy interest in Sweden is mainly about gaining access to infrastructure and high 

technology for civilian and military purposes, through trade, acquisitions or intelligence activities.” 

 

“China's goal is to become self - sufficient by 2025 in key technologies and the entire defense industry. 

China's far-reaching civil-military integration and seamless relations between state, party and business are 

unique. Its legislation obliges all citizens, companies and organizations to assist the intelligence and security 

authorities. High technology is acquired through trade, acquisitions or intelligence activities. High-tech 

countries such as Sweden are of interest in this context.” 

 

“China's importance for European security is clearly increasing and its view of China has become more 

cohesive within the EU. This includes an increased consensus that economic and infrastructural dependence 

on China can also lead to serious vulnerabilities.” 

 

Other parts of the infrastructure highlighted by Must are, of course, the 5G issue, which has been intensively 

debated over the past year. Here it is written, among other things, that "An actor with the wrong intentions 

but with control over the 5G network could cause great damage to Sweden's security." 

 

“Foreign powers are purposely looking for entries in our digital and physical infrastructures. the purpose 

may be to use these for political influence in peace, to create unrest in a crisis situation or to complicate our 

defense efforts in war” 

 

“For Sweden to be able to digitalise, safety is absolutely crucial. It must be possible to trust that information 

in the network – as well as the network itself – is not controlled, manipulated or abused by outsiders. The 

https://www.forsvarsmakten.se/siteassets/4-om-myndigheten/dokumentfiler/rapporter/must-arsoversikt-2020.pdf
https://www.forsvarsmakten.se/siteassets/4-om-myndigheten/dokumentfiler/rapporter/must-arsoversikt-2020.pdf
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government has made the assessment that the 5G network should be considered as a security-sensitive 

activity with great importance for Sweden’s security.” 

 

5G will have a decisive impact on the entire development of society. In the next few years, millions of 

businesses and devices will be connected to the internet, the so-called internet of things. This development 

is positive, but there are risks that need to be addressed. For Sweden to be able to be digitized, security is 

absolutely crucial. It must be possible to trust that information in the network - as well as the network itself 

- is not controlled, manipulated or misused by outsiders. 

 

The Government has made the assessment that the 5G network should be regarded as a security-sensitive 

activity of great importance for Sweden's security. As a result, an amendment was introduced to the 

Electronic Communications Act (LEK) on 1 January 2020. It means that the Swedish Post and Telecom 

Agency (PTS) has an obligation to consult with the Armed Forces and the Security Police to assess whether 

radio use could cause harm. for Sweden's security. 

 

In order to clarify how electronic communications networks are to be designed so that they meet the 

protection that is necessary, Must and the Security Police contributed knowledge during the year about 

security-threatening activities. In addition, a number of principles have been developed. Among other 

things, they are about the network working even if connections to other countries are broken and that it 

must be designed so that unauthorized mapping of services, capacity, location and users is prevented. They 

are also about ensuring that information in the network cannot be controlled, manipulated or made 

inaccessible by outside actors. 

 

All in all, it is a matter of identifying and minimizing risks that may arise later when the 5G network is 

expanded. An actor with the wrong intentions but with control over the 5G network could cause great 

damage to Sweden's security. 

 

The discussion about the security of 5G networks is currently relevant in several countries. Must's 

assessment of the security threats against Sweden is, however, completely independent of other actors or 

the decisions made by other countries. It is Sweden's national security that is in focus. 

 

 

The Swedish government  

 

 

2020/10/20 Minister for energy and digitalisation Anders Ygeman, meeting the press amid decision 

to ban Huawei & ZTE https://www.svt.se/nyheter/ekonomi/ygeman-provningen-ger-sakrare-5g-nat  

 

Minister of Energy and Digitization Anders Ygeman (S) says that the decision to exclude Huawei from 

Swedish 5G networks is based on the new legislation that came into force at the turn of the year. He calls 

it "one of the world's toughest security laws". 

 

The law gives the Security Police and the Armed Forces the opportunity to comment on security 

requirements in consultation with the Swedish Post and Telecom Agency, which is auctioning off 5G 

licenses. That is what has now happened before the 5G auction in November. 

- Thus, we get a much more secure 5G network than would have been the case with the previous 

legislation, says Anders Ygeman to the news agency TT. 

Do you see Chinese companies as a threat to Sweden's security? 

- This is an assessment that our security authorities must make. They have stated in previous 

reports that there is espionage against Sweden, but that is the authorities' assessment, says Ygeman 

and continues: 

- The legislation that Sweden has does not aim at an individual country or any individual company. 

 

2020/10/21 https://www.dn.se/ekonomi/kina-hotar-med-motaktion-efter-5g-beslutet/  

 

Prime Minister Stefan Löfven has taken note of the threat of Chinese countermeasures. In his reply, he 

emphasizes that it is important that the Chinese government does not regard the PTS decision as directed 

against China. 

 

https://www.svt.se/nyheter/ekonomi/ygeman-provningen-ger-sakrare-5g-nat
https://www.dn.se/ekonomi/kina-hotar-med-motaktion-efter-5g-beslutet/
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- The whole purpose of the legislation we have introduced is to ensure that it is safe here in Sweden. We 

must be able to do that. But we have never directed it at any country, at all, he tells TT. 

 

- Then it is the case that it is the authorities who make the assessment of what is possible and not possible. 

And of course, we trust the authorities' assessment, he adds. 

 

According to Löfven, it is about protecting Swedish interests: - 5G technology is so important and will be 

different from 4G, because here it will hold so much information. So we need to tighten up our own 

legislation. 

 

Minister of Energy and Digitalisation Anders Ygeman also believes that the PTS decision should not be 

seen as directed at China. 

 

- We are concerned about having good relations with China, but security in Swedish mobile networks is a 

matter for the government and the Riksdag. We have decided on a security legislation that is sharp but does 

not point out a particular country or company, says Anders Ygeman to DN and continues. 

 

- I naturally hope that China will not take any measures due to Sweden choosing to have high security 

requirements on the mobile network, he says. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


