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Abstract: 

‘Disinformation’, false information disseminated with the intent to mislead or cause harm, is a 

difficult topic to study. To be used properly as an analytical category it is necessary to prove 

both falsity and intent – akin to proving a lie. Like its close counterpart “fake news”, it is also 

normatively charged and tends to be reduced to a label for inconvenient information. I argue 

that these normative and epistemological issues are not sufficiently dealt with in existing 

studies of disinformation. Furthermore, these studies make implicit positivist ontological 

assumptions about the objectivity of the information threat and hence fail to engage with the 

choices of how to specifically construct disinformation as a threat. By applying Copenhagen 

School Securitisation Theory to disinformation, this study joins a nascent literature applying 

similar constructivist frameworks to the issue. The objective of this dissertation is to explain 

the securitisation of disinformation (and information more broadly) within the strategic 

documents of the North Atlantic Treaty Organisation (NATO) and the Russian Federation. This 

study aims to uncover the overarching themes and ideas that shape the manner in which NATO 

and Russia securitise the issue of disinformation. How similar (or different) are these 

securitisation moves? What purposes do they serve? And how appropriate are they, especially 

in the context of the liberal-democratic societies of NATO member states? This study addresses 

these questions through a securitisation discourse analysis of the main strategic documents 

belonging to each actor. It finds that the overarching theme in Russian discourses, of an 

‘information war’ of fundamental values waged between civilisations, is not sufficiently 

mirrored in NATO discourses to offer an overall explanation. Instead, the alternative 

explanation of Russian disinformation-securitisation as a domestic political control mechanism 

puts NATO in an uncomfortable position regarding its own securitisation moves. NATO’s 

realisation of this problem has led to attempts at desecuritising the issue of disinformation. The 

demonstration of securitisation theory as a viable perspective on disinformation may lay the 

groundwork for future research into the process behind (dis)information-securitisation at a 

more granular level. It is also a call for vigilance and critical reflection on the attempts of any 

major power to designate information as a threat.  
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1 - Introduction 
 

Disinformation is a controversial yet fascinating subject. More insidious than its close relative 

misinformation, with which it is often confused, disinformation has connotations of intentional 

harm, of malicious bad-faith actors, and weaponised information. These implications make it 

a common derogatory label used to dismiss inconvenient information, reducing its meaning 

and evaporating its utility as an analytical concept. It is unsurprising, then, that disinformation 

is a notoriously difficult area of study. Properly defined as the spread of false or misleading 

information with the intention to harm (Nimmo, 2016: 1), in many contexts the term is little 

more than a synonym for ‘lies’, ‘forgery’, and ‘fakery’ (Nohrstetd et al., 2000; de Bens, 

Hauttekeete, and Ghent, 2002). Given the normative implications of the label, it is rare for an 

actor to ever admit to using disinformation. Normative implications then beget epistemological 

issues. Akin to proving a lie, the standard of evidence for classifying disinformation requires 

one to prove both the falsity of the information and the intention behind its spread. Those 

accused of disinformation will hardly be inclined to help in this regard. 

 Despite these difficulties, disinformation is still extensively studied. From its origin in 

Cold-War era propaganda studies, the concept has seen a significant increase in academic 

interest since 2014. However, the contemporary generation of research has largely been 

concerned with the strategic implications of disinformation, its content, and its reception 

among specific populations – particularly voters. Modern social media, digital 

communications, and rapidly advancing Artificial Intelligence technologies offer possibilities 

for disinformation campaigns at a scale and intensity previously unimaginable (Kertysova, 

2018). The worry that such campaigns can indirectly impact global politics by way of the ballot 

box has brought considerable academic, media, and political attention to disinformation 

studies. Furthermore, military-strategic thinkers have also begun to take notice of the potential 

implications of disinformation for operations and long-term strategy, forming another lucrative 
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area of study. What these research programs share is an implicit securitisation of the issue built 

into their design. Whether the referent object of the security move is electoral integrity, the 

success of military operations, or the connection of entire societies to objective reality 

(Pomerantsev, 2019), such studies do not problematise the construction of (dis)information as 

a security threat. 

 This study, however, joins a nascent literature breaking from these traditions by 

questioning the conceptualisation of disinformation as threat within strategic discourses. 

Through analysis of the main strategic documents of the North Atlantic Treaty Organisation 

and the Russian Federation, as well as the discourses surrounding these documents, this project 

aims to investigate how disinformation is securitised at the highest levels of strategic discourse 

within the context of the re-emerging Russia-NATO rivalry. This approach represents two 

important steps forward for the study of disinformation. It firstly demonstrates a way to study 

disinformation that avoids the normative and epistemological pitfalls as discussed. Secondly, 

it opens up a new avenue for exploring the ramifications of disinformation in international 

politics; abstracting entirely from the question of what disinformation narratives themselves 

might do, this study investigates how the designation of disinformation as a threat occurs in 

high-level strategic discourses and what consequences this may have. 

 The collections of high-level strategy documents published by the NATO Alliance and 

the Russian Federation, each supplemented by speech transcripts and other relevant discursive 

media, represent two rich and distinct repositories of claims, declarations, and other 

“illocutionary acts” which are intended to create and legitimise a security issue out of the 

concept of disinformation (Buzan, Wæver, and de Wilde, 1997). The first two decades of the 

21st Century have seen disinformation placed alongside more traditional military and non-

military threats in these discourses. Thus information, securitised narrowly in the form of 

disinformation or more broadly as ‘information warfare’, is contributing to the overall 

macrosecuritisation that is the re-emerging geopolitical confrontation between the old Cold 

War rivals (Buzan and Wæver, 2009). 

 Making use of Copenhagen School Securitisation theory (ST) as a framework, this 

study aims to interrogate the role that securitising (dis)information1 plays in the Russia-NATO 

relationship. In doing so, it aims to answer the following research questions: 

 
1 Note: I bracket the ‘dis-’ suffix in the word (dis)information in certain contexts where I intend to draw 

attention to the ambiguity of whether it is merely the threat of disinformation being securitised, or whether the 

security move is instead targeting information in general via the disinformation concept – hence 

‘(dis)information’. 
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1. What overarching themes and ideas shape the manner in which NATO and 

Russia securitise the issue of disinformation? 

2. How distinct, or similar, are these patterns of securitisation? How can we 

explain any major differences between the two sides’ securitisation patterns? 

3. What purpose does securitising (dis)information serve for each side? What 

impacts and knock-on effects does the securitisation of (dis)information have on 

other issues? 

4. Finally, how appropriate is (dis)information as the object of securitisation in the 

context of a democratic, open society?  

 

By answering these questions, I hope to lay the groundwork for future researchers to apply ST 

to the study of disinformation. While these questions are broad and may only scratch the surface 

of information-securitisation as a phenomenon, they may yet light the way for research to drill 

further into the sub-national and organisational-level securitisation processes by which 

information – and by extension our notions of truth and reality – become security issues. 

The aim of the first part of this study is to introduce disinformation as an academic 

field, to situate this study within that field, and to outline the methods I intend to use. It 

commences with a review of the state of the existing disinformation studies literature. I outline 

the current major strands of research which securitise the issue based on differing referent 

objects, before situating this study within the emerging critical studies strand. In Chapter 3 I 

discuss in detail the chosen methodology for analysing the strategic documents and discourses 

through the framework of ST. I show how this method allows this study to elucidate salient 

themes and features across tranches of documents and between actors which may not otherwise 

be commensurable. I also acknowledge the limitations of this research method stemming from 

the epistemological assumptions of the method itself, as well as the differences between the 

cases. 

 The second part of this study presents the findings of the securitisation discourse 

analysis. In Chapter 4 I introduce the documents under review and summarise the preliminary 

findings. In addition to outlining the basic features of the securitisation moves, this section also 

discusses the problems of audience participation for interpreting these securitisation moves 

under the Copenhagen School framework within each case (Buzan, Wæver, and de Wilde, 

1997). In Chapter 5 I begin the analysis by discussing the main theme by which Russia attempts 

to securitise (dis)information – the idea of a societal-level ‘information war’. I explore this 
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concept through the lens of ‘Netwar’, a paradigm of post-Cold War geopolitical conflict 

imagined by John Arquilla and David Ronfeltd (1993). However, contrasting this theme with 

NATO’s interpretation of the issue reveals an additional puzzle: while Russia implicitly 

legitimises information warfare as a de-facto legitimate tool of geopolitical competition, 

NATO does not follow suit. Chapter 6 then discusses an explanation of this puzzle in terms of 

value-relativism versus universalism, themes evident in Russian and NATO securitisations 

respectively. However, further analysis shows that NATO’s commitment to the universality of 

its own values proves too shaky to properly explain this difference. The subsequent chapter 

(Chapter 7) then turns to the purpose of (dis)information-securitisation, arguing that the balance 

of evidence shows that Russia makes information a security issue primarily to bolster 

authoritarian control over domestic politics. As well as offering a more solid basis for which 

to interpret the securitisation of (dis)information in Russia, this finding puts NATO in an 

awkward, uncomfortable position with regard to the alliance’s own securitising moves. This 

argument is concluded in the final analysis chapter (Chapter 8) where NATO’s securitisation 

of (dis)information is explored through the lens of the now-dominant ‘hybrid threat’ paradigm. 

This particular manner of securitisation is shown to pose problems for open societies such as 

those of NATO member states. The final part of this chapter discusses the steps the alliance 

has taken as part of a desecuritisation process, attempting to return the issue to ‘normal politics’ 

through civilian participation and the (defensive) focus on ‘resilience’. Finally, this study 

concludes with a discussion of ‘securitising truth’ which highlights the importance of 

criticising attempts by any actor to securitise information. 

 

  



 

8 

 

 

 

 

 

2 - Literature Review 
 

‘Disinformation’, false information disseminated with the intent to mislead or cause harm, has 

a long history of study within the wider propaganda studies genre.2 The concept itself 

originated as a transliteration of the Russian word ‘dezinformatsiya’: an operational term used 

by the security agencies of the Soviet Union to denote forgeries and other subversive 

information operations (Martin, 1982; Kux, 1985). Its emergence as an analytical concept in 

Western academia is largely owed to the work of Ladislav Bittman (1972, 1990), a former 

Czechoslovak intelligence officer who defected to the United States in 1968 (Sandomir, 2018). 

Following some stagnation of interest in the years after the end of the active Soviet 

disinformation threat, the study of disinformation has flourished in the past ten years. Much of 

this has come down to the attention drawn to the issue by a string of high-profile events in the 

mid-2010s coupled with the advent of long-term, organised disinformation campaigns carried 

out by state and non-state actors. The following section aims to provide an overview of the 

current state of this literature in its two main positivist strands: one which treats disinformation 

as a military-strategic threat, and another which treats it as a problem for communications, 

education, and political science to solve. This literature review then proceeds to a discussion 

of Securitisation Theory before showing its application in a third, critical strand of the 

disinformation studies wherein this dissertation is to be situated. 

Main strands of thought 

As Russia made its way back onto the security agenda after the 2014 annexation of the Crimean 

Peninsula, disinformation once again came into focus as a potential threat to the West. By then, 

 
2 The origin of disinformation in propaganda studies is a fascinating story which, owing unfortunately to space 

limitations, could not be fully told in this project. For more on the history of propaganda studies see: (Becker, 

1949; Martin, 1982; Kux, 1985; Jowett and O’Donnell, 2006). For late- and post-Cold War scholarly 

engagement with US and NATO (alleged) disinformation use see: (Bittman, 1990; Kieh, 1990; Parry-Giles, 

1994; Bens, Hauttekeete, and Ghent, 2002; Snow and Taylor, 2006; Carpenter 2011; Holmqvist, 2013) 
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disinformation was viewed as a conceptual dimension of what was referred to as ‘hybrid threat’ 

in Western strategic parlance. Stemming from military-doctrinal debates about the ‘new 

generation’ of warfare being witnessed in the conflicts of the early 21st Century, particularly 

the writings of Frank G. Hoffman (2007; 2010), hybrid threats referred to an adversary’s (or 

adversaries’) creative and unpredictable combination of conventional and unconventional 

means to achieve their objectives. Disinformation was considered a typical ‘unconventional 

tactic’ which could, along with irregular military formations, terrorist and criminal activities, 

or other subversive activities, create “synergistic effects'' when used in coordination with 

conventional military forces (Cullen and Reichborn-Kjennerud, 2017: 3). Since the crisis in 

Ukraine brought Russian activities into sharp focus in Western discourse, a sizable literature 

has been built around conceptualising disinformation or ‘information warfare’ as a strategic 

threat. Much of this literature comes in the form of reports and analysis conducted by non-

governmental organisations such as think-tanks writing for an audience of security 

professionals and policymakers (Nimmo, 2016; Hwang, 2017; Butcher, 2019; Gabriel, 2019; 

Teperik, 2020, etc.). It also includes official documents, declarations, and white papers such as 

the 2016 European Commission Joint Framework on Countering Hybrid Threats, which 

specifically identifies disinformation as a vehicle for hybrid threats and calls for “a sound 

strategic communications strategy” in response (European Commission, 2016: 4). In terms of 

academic literature, Bjola and Pamment (2016) assess the EU’s strategic communications 

efforts and recommend ‘digital containment’ of the Russian disinformation threat; using 

language which clearly recalls the discourse of strategic containment which shaped Western 

policy towards the communist world during the Cold War. Other studies such as Raman et al. 

(2020) and Waniek et al. (2021) show that disinformation can be used to create behaviour-

synchronisation effects, which may in turn overwhelm critical public infrastructure. What the 

works of this vibrant literature have in common is a military-like conception of disinformation 

as a tactic available to adversaries which can threaten European security architecture, either 

through standalone use or as a component of a broader hybrid attack. 

 The widespread dissemination of ‘fake news’ during both the 2016 Brexit referendum 

and the US presidential election that year created another academic conversation focused on 

the threat posed by targeted disinformation campaigns to election security and democracy in 

general (Freelon and Wells, 2020). This branch of disinformation studies is grounded in the 

political-psychology tradition which historically sought to understand the relationship between 

the voting public and objective fact. This tradition is exemplified by works such as Converse 

(1964) which, somewhat infamously, found many voters’ preferences to be based on little more 
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than a whim. Kuklinski et al. (2000) build on this tradition to probe whether voters are not just 

uninformed but misinformed. However, where they link the misinforming of the American 

public to deliberate agency, the authors only suppose that domestic political elites might have 

incentive to misrepresent the facts. Thus, the prospect of cross-border manipulation is left 

unexplored. Freelon and Wells (2020) present an overview of the contemporary state of this 

branch of the literature and divide the research on disinformation-as-political-communication 

into ‘content’ and ‘reception’ studies. Content studies look at the ‘supply side’ of 

disinformation and analyse how and why narratives are created (Bradshaw et al., 2019; Krafft 

and Donovan, 2020), while reception studies draw on quantitative analysis to study how 

exposure to disinformation affects behaviors, attitudes, and opinions (Garrett, Sude, & Riva, 

2019; Zimmerman and Kohring, 2020). While content studies such as Lukito (2019) deal with 

the state as a disinformation-generating actor, reception studies do not similarly analyse the 

state’s response to either disinformation narratives themselves or their existence as threats. 

Overall, this branch of the literature implicitly maintains the integrity of democratic choice as 

the referent object threatened by disinformation, with the protection of independent judgement 

as the major puzzle for researchers (Ördén, 2020).  

The ‘content’ and ‘reception’ distinction arguably extends to the military-strategic 

branch of disinformation studies3. However, I have divided the main strands of the literature 

here not on the basis of their method or approach but instead based on how they construct the 

threat from disinformation. The implication here is that the main positivist strands of the 

disinformation studies literature both share the notion of disinformation as an objective threat 

embedded in their research designs, differentiated only by which values disinformation 

purportedly threatens.  

Problematic by design 

The positivist scholarship on disinformation as outlined above fails to properly engage with the 

normative and epistemological implications embedded in their research designs. The key 

normative problem of studying disinformation is that the concept carries inherently negative 

connotations, and thus acquires the status of a derogatory label. The analytical value of 

disinformation as a concept is limited if its application only signals an author’s “normative 

objections to the messages in question” (Freelon and Wells, 2020: 152). The fact that many 

(but not all) studies dealing with disinformation have abandoned the term ‘fake news’, given 

 
3 For instance, Waniek et al. (2021) analyse the reception of certain experimentally-designed pieces of false 

information as a proxy for the vulnerability of critical infrastructure to disinformation. 
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its abuse in political discourses, is a recognition of this normativity (Freelon and Wells, 2020: 

146).  

Epistemologically speaking, the problem with disinformation has to do with the strict 

criteria of its definition. The standard of evidence for classifying disinformation requires one 

to prove both the falsity of the information and the intention behind its spread. Truth and fiction 

can be readily distinguished by anyone with sufficient information; the real problem is proving 

intent, which can always be denied by an adversary. Analysts may at least point to patterns 

which might suggest coordinated dissemination. However, the sort of in-depth analysis of 

personal connections and documentary evidence required to go further can begin to resemble 

a criminal investigation. Thus, it is unsurprising that most disinformation researchers instead 

rely on heuristics to classify disinformation. For instance, Lukito (2019) doesn’t determine 

whether each of the almost two million tweets analysed in her study fit the definition of 

disinformation, but rather infers this from the accounts’ affiliation with the Russian-based 

‘Internet Research Agency’, a known disinformation outlet (Bail et al., 2020). While such an 

inference might be seen as reasonable among analysts and scholars who regularly encounter 

Russian disinformation – especially given the monumental effort required to classify each and 

every tweet – the reliance on a heuristic like this makes an easy target for any critic who might 

wish to defend against being labeled a ‘disinformer’. Hence this practice detracts from the 

overall objectivity of a study. 

In outlining the state of the literature in the way I have, I aimed to draw attention to the 

ways in which different kinds of studies construct disinformation as a threat to various 

cherished values. I also sought to highlight the contingent choice evident in the variety of threat 

constructions available. What leads one group, organisation, or government to construct 

disinformation as a pervasive existential threat requiring censorship and strategic 

communications, while another group perceives the same thing as a problem of media literacy? 

(Ördén, 2019). This variety gives us examples of the lines along which disinformation can be 

constructed as a threat, lines which will inform the overall analysis of Russian-NATO 

discourses. Yet studies of disinformation must still honestly engage with these choices of how 

they construct the threat. For this reason, my study aims to sidestep this problem entirely by 

suspending judgement both on the objectivity of a disinformation claim and on any particular 

framing of the threat. This move is enabled by the constructivist approach outlined below. 
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Securitisation Theory 

Given the unique requirements of this study, which seeks to understand how and why 

disinformation becomes conceptualised as a threat, Securitisation Theory (ST) stands out as 

the ideal theoretical framework for analysis. ST is most commonly associated with the 

Copenhagen School of security studies and the work of Barry Buzan, Ole Wæver, and Jaap de 

Wilde (Buzan, Wæver, and de Wilde, 1997). The following section outlines the Copenhagen 

School approach, as well as certain theoretical developments which have shaped ST over the 

past 20 years, and which inform my own method for this study. 

The Copenhagen School, theoretical developments, and problems 

ST is fundamentally conceived of as an answer to the ‘widening and deepening’ discourse of 

contemporary security studies; a critique of the expansion of security-thinking into ever more 

domains of human life hitherto not considered relevant to security (Buzan and Hansen, 2009). 

‘Security’ as constructed is essentially about survival: when an issue is presented as posing an 

existential threat to a designated referent object. For the Copenhagen School, however, this act 

of ‘presenting’ the issue as an existential threat is more important than whether or not the issue 

objectively threatens the referent object. Drawing on speech-act theory, ST characterises such 

acts as ‘securitising moves’. A securitising move seeks to take an issue beyond normal politics 

by deeming them insufficient to deal with the threat, with the end goal of justifying emergency 

measures. Thus ‘security issues’ are the result of a process of convincing wider society (or any 

empowering audience) to treat an issue as a threat (Buzan, Wæver, and de Wilde, 1997: 25; 

Balzacq et.al., 2016). 

Balzacq et al. (2016) provide a landmark overview of the theoretical developments and 

use cases since the introduction of ST. As well as documenting a number of successful 

empirical studies making use of and pushing the boundaries of ST, the authors contribute a 

move beyond ‘speech-act theory’ as the focus of ST in order to enable other paths to 

securitisation such as institutional security practices, deconstructed through a so-called 

‘analytics of government’ (Balzacq et al., 2016: 497). This latter move is also the focus of the 

‘Paris School’ of security studies, which is distinguished by its engagement with the everyday 

security practices that inform construction and management of security threats. A landmark 

example of this approach is Skleparis (2016), who analyses how the focus on ‘risk’ and 

‘imminent danger’ in security discourses creates a tendency towards institutionalising illiberal 

practices, since ‘more securitisation’ is generally favoured in an ‘action versus inaction’ 



 

13 

dilemma for government policy (Skleparis, 2016: 108). A key outcome of such institutional 

security practices are strategy documents, which I will analyse in the course of this study. 

 Developments in ST have also included extensive critique. An oft-criticised element of 

the theory is its implicit disapproval of the securitisation of issues, arguing instead in favour of 

desecuritisation – the return of an issue to normal political debate (Wæver, 2007). The concept 

of ‘normal politics’ also appears suspiciously reminiscent of European liberal-democracy to 

many commentators. Coupled with the implied favourability of normal politics, some have 

charged the Copenhagen School with Eurocentrism and argued that the theory cannot validly 

be applied outside of the Western European context (Wilkinson, 2007). The applicability of ST 

in its original form outside the confines of the “Westphalian straitjacket” is still an open 

question (Wilkinson, 2007: 10-13). However, a number of authors have nevertheless sought to 

apply the theory in the ‘Non-West’, recommending minor tweaks and changes to make the 

theory work (Kapur and Mabon, 2018; Ezeokafor and Kaunert, 2018). A recent attempt to write 

the entire theory off as ‘racist’ has attracted much attention within the past year and a half 

(Howell and Richter-Montpetit, 2020). Unfortunately, while the accusations of methodological 

racism were themselves too flawed to pose any real danger to ST, the reaction by Wæver and 

Buzan (2020) said much more about the openness of the theory to critique. When well-

established academics can perceive criticism of their work so personally as to call it “libellous” 

(Wæver and Buzan, 2020: 386), one wonders whether there is much space left to criticise at all 

– even if done ‘properly’ (Hamilton, 2021). 

Audience and Collective Securitisation 

Many security scholars have also noted specific difficulties around how to operationalise the 

concept of ‘audience’ in ST. According to the Copenhagen School, a case of securitisation must 

exhibit an “empowering audience” who are successfully convinced by a securitising actor that 

the threat in question justifies a move from ‘normal’ to ‘exceptional’ politics – “the issue is 

securitized only if and when the audience accepts it as such” (Buzan, Wæver, and de Wilde, 

1997: 25; Balzacq et al., 2016). However, exactly who or what counts as an audience is left 

largely unexplored by ST beyond the self-referential definition of audience as, “those [whom] 

the securitizing act attempts to convince to accept exceptional procedures” (Buzan, Wæver, 

and de Wilde, 1997: 41). This vagueness has given rise to discussions around the politics of 

audience acceptance, the possibility of multiple audiences and ‘settings’, and indeed the 

feasibility of measuring securitisation at all if it is dependent on interactions with an amorphous 

under-defined audience. Buzan and Wæver (2009), in their treatment of ‘macrosecuritisations’ 
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– i.e., larger scale phenomena, such as the Cold War, which order and incorporate multiple 

lower-level securitisations – describe the difficulty of pinning down the specific audience in 

question when a securitisation can influence (intentionally or not) countless different settings 

and groups of people (Buzan and Wæver, 2009, Balzacq et al., 2016). In the course of this 

study, I note that there is potential for audience effects to offer some explanation for the 

variation observed between securitisations of disinformation in Russian and NATO documents. 

However, a thorough examination of these effects is beyond the scope of this study. 

As evident from both the original Copenhagen School framework and subsequent 

empirical examples of ST in action, the state – or those elites who wield state power – are 

portrayed as the archetypal securitising actors in the securitisation dynamic, with audiences 

usually left more vaguely defined. For an intergovernmental security organisation like NATO, 

it’s not immediately clear how to appropriately apply ST, given that NATO as an organisation 

does not occupy a similar role in relation to its member states as does the state to those citizens 

who (typically) comprise the audience of securitisation moves. Thus, while Schlag’s (2015) 

study of NATO through the ST lens provides an interesting account of the moves required to 

create such a unique alliance, the replacement of the securitising-state-actor with the NATO 

organisation is not entirely accurate. A more nuanced account can be found in Sperling and 

Webber’s (2016) use of the concept of ‘collective securitisation’, where member states of 

regional organisations are not merely passive recipients of securitising moves, but instead play 

a more active role in the construction of threats (Haacke and Williams, 2008; Sperling and 

Webber, 2016). Thus, NATO member states, along with the organisation itself, can alternately 

be seen as both securitising actors and audience members who both construct and judge the 

construction of threats4. This ‘recursive securitisation’ is an important step forward for ST. 

Buzan and other Copenhagen School proponents have rejected the charge of state-centrism 

against the theory itself, which they consider “not dogmatically state-centric in its premises, 

but . . . often state-centric in its findings”. It is merely for “contingent, empirical reasons” that 

securitisation is most easily and commonly studied in nations and states (Buzan and Wæver, 

2003: 17). Amendments to ST such as collective securitisation in effect clear the path for this 

study to examine how a specific issue – namely, disinformation – is collectively securitised by 

NATO and the Russian Federation. As with audience effects, however, the process of collective 

securitisation within NATO is a rich area of study which is unfortunately beyond the capacity 

of this study to fully explore. Equipped with an understanding of ST and the developments 

 
4 Sperling and Webber (2019) also show how this process works with regard to the European Union. 
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relevant to this study, though, we can complete the picture of the current state of disinformation 

studies with a discussion of how such critical perspectives have already been applied to the 

topic. 

 

 

Critical Disinformation Studies 

Abstracting from the level of specific disinformation narratives and responses, this dissertation 

will critically examine how disinformation itself is conceptualised as a threat by different state 

and organisational actors. In doing so, it will join a nascent body of literature applying elements 

of ST to the study of disinformation – a third strand of the field which contrasts with the 

positivist strands previously outlined. 

Desecuritising the field 

First it is worth mentioning that, following the period of feverish academic interest in the threat 

of disinformation after the annexation of Crimea, the past few years have seen cooler, more 

critical heads prevail. The 2019 European Parliament elections arrived at the height of this 

disinformation panic and were expected by many to feature widespread interference given the 

decentralised member-state-led nature of the electoral process (Plucinska, 2018; Bendiek and 

Schulze, 2019). This expectation seems to have been shared by scholars in the political-

communications branch of disinformation studies, given that the election period produced a 

number of studies assessing the extent of interference using a variety of qualitative and 

quantitative methods (Cinelli et al., 2020; Magdin, 2020; Pierri et al., 2020). Two studies of 

Twitter-based disinformation-sharing during the elections, Pierri et al. (2020) in the Italian 

context and Cinelli et al. (2020) more broadly, found that disinformation had a limited effect 

on the electoral process. While misleading and outright false stories were indeed shared in their 

thousands, in Italy this activity was largely confined to explicitly far-right and conservative 

political groups (Pierri et al., 2020: 20). Meanwhile the study of prominent twitter accounts by 

Cinelli et al. (2020) found that accounts associated with known disinformation outlets struggled 

to attract interest and recognition by the central actors in mainstream political debates. 

This air of critical reflection has also extended to the strategic-security branch of 

disinformation studies. In particular, Lanoszka (2019) circles back to established international 
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relations theory to explain why there are significant barriers to cross-border disinformation 

having a decisive effect on strategic decision-making. These barriers stem from the fact of 

international anarchy making foreign-origin narratives and information inherently 

untrustworthy, as well as the implicit biases and political cultures which would need to be 

overcome by the disinforming state to significantly affect a target state’s strategic decision-

making. These barriers are borne out in the evidence showing the minimal effects of intensive 

disinformation campaigns targeting Ukraine and the Baltic states (Lanoshka, 2019: 242-245). 

The underperformance of disinformation narratives is also noted by van Doorn and Brinkel 

(2021) in the case of Russian disinformation about the shooting down of Malaysian Airlines 

Flight 17 in 2014. The increasing realisation that disinformation may not represent an 

insurmountable existential threat has bolstered the ‘resilience’ stance taken by NATO and EU 

member states against the issue (van Doorn and Brinkel, 2021)5. However, a notable outlier 

here is the study by Ivan, Chiru, and Arcos (2021), who call for a ‘whole of society intelligence 

approach’ to the threat of disinformation. Notable because, despite situating their work in the 

Critical Security Studies tradition and making use of ST, the authors do not question the 

securitisation of disinformation but rather take as a given its objectively threatening character. 

If we don’t buy the authors’ proposed whole-of-society approach to intelligence, characterised 

by the consolidation of “psychological, social and cultural resilience to manipulation at the 

level of the general public”, “we as liberal societies are doomed to fail” (Ivan, Chiru, and Arcos, 

2021: 501). I do not aim to criticise out of hand the very notion of disinformation as a threat. 

However, the use of such language reminds us that the move away from treating disinformation 

as existential threat has not achieved acceptance in the wider field of study. 

These findings have shifted the spotlight to (and in a sense, vindicated) the 

constructivist and other post-positivist critical approaches to disinformation, whose proponents 

had worked in parallel to their positivist colleagues. It is easy to see how, in conjunction with 

empirical findings downplaying the ‘objective’ threat posed by state-sponsored disinformation, 

many of those working in the field would ask questions about how and why the spectre of 

information warfare has so gripped us in the years since Crimea. Yet early on as terms such as 

‘hybrid warfare’ began to be used to describe Russia’s actions in Ukraine, many scholars took 

issue with the characterisation of events as a new form of warfare. They argued instead that 

there was nothing new about what Russia had done and was doing (Galeotti, 2019; Fabian, 

 
5 The contribution of the resilience frame to the overall desecuritisation of disinformation in NATO discourses 

is further discussed in Chapter 8 of this study. 
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2019). Bettina Renz (2016) notably goes further by digging into what the implications of such 

language-use is for foreign policy with respect to Russia. For Renz, the characterisation of 

Russian foreign policy actions as a new and unknown form of warfare is not supported by 

strategic analysis and makes Russia and the Putin regime seem a lot more threatening than they 

may in fact be (Renz, 2016). As disinformation returns from its sojourn in the realm of 

emergency politics, disappointing many who claimed it to be an existential threat, we must 

commend and highlight those who had questioned its construction as a threat from the 

beginning. 

Values and patterns of securitisation 

The constructivist approach to studying disinformation and other ‘hybrid threats’ has already 

achieved success in understanding the meaning of these threat constructions. Much of this 

success has come from applying Copenhagen School ST or similar critical lenses such as 

Huysman’s (1998) concept of ontological security (Mälksoo, 2018; Kazharski, 2020; Taylor, 

2021). The major contribution of this treatment has been the discovery of certain patterns by 

which disinformation tends to be securitised in Western discourses. These patterns appear to 

form from value divides, with the specific characterisation of disinformation-as-threat 

depending on the cherished values of the speaker. These values are the ‘referent objects’ of 

security under ST.  

While not the primary theoretical lens used in her study, Mälksoo (2018) uses ST to 

show that different referent objects are threatened by hybrid warfare in EU discourses 

(democratic values) versus those of NATO (institutional security). This approach is echoed by 

Hedvig Ördén (2019) who finds, in a fractal-like manner, the same value distinction apparent 

between different policy communities within the EU. Drawing from both Copenhagen School 

ST and Paris School reflections on the role of security professionals and their threat-

conceptions, Ördén identifies two distinct sets of ‘security-related values’ which are adopted 

by different EU policy communities (Buzan, Wæver, and de Wilde, 1997; Skleparis, 2016). 

Security, Defence, and Internet policy communities tend to advocate for measures such as 

strategic communications and censorship, implying control of the information space as the 

referent object threatened by disinformation. On the other side, Media and Education policy 

communities instead place value on protecting the independence of democratic citizen-

judgement through policies enhancing media literacy and pluralism (Ördén, 2019: 427-430). 

Recent scholarship by Daniel and Eberle (2021) found this divide yet again in the narratives 

about hybrid warfare observed in Czech public debate, with defence-oriented narratives starkly 
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contrasting with those focused on education and media literacy. While these authors technically 

have a wider scope of analysis, covering not just disinformation but ‘hybrid threats’ as a whole, 

the explicit association of disinformation with hybrid warfare means that we see the same 

clusters of values referenced in disinformation-specific research such as Wagnsson (2020). 

 Constructivist research has already succeeded in breaking down the constructed threat 

of disinformation into its basic referent objects and characteristics. Furthermore, it can be seen 

that the referent objects identified by Ördén, Mälksoo, and others represent basic differences 

in how disinformation has been, and continues to be, characterised as a threat – differences 

which manifest themselves in all three branches of post-2014 disinformation research. While 

this study does not attempt to replicate these findings, it aims to identify similar value divides 

between the strategic discourses of Russia and NATO with the aim of building on this nascent 

literature. 

Questioning the purpose of securitising (dis)information 

Finally, another major benefit of constructivist approaches for studying disinformation, and 

particularly the securitisation framework, is the capacity to question the wider purpose of a 

threat construction. One of the basic assumptions of ST is that ‘security’ is spoken for a reason. 

The degree of choice afforded to the speaker when deciding whether or how to securitise an 

issue in turn gives the researcher scope to question these decisions. When dealing with the 

junction of power and knowledge we cannot naively assume that the security claims made by 

powerful actors are objective representations of threats. In many cases someone stands to 

benefit while others stand to lose out from a given case of securitisation. This dynamic is 

already present in the critical disinformation studies literature. For instance, Mälksoo (2018) 

identifies the survival of NATO as an institution as a significant referent object of the alliance’s 

hybrid warfare securitisation. Hence, when dealing with both illiberal states like Russia and 

military-political alliances such as NATO, we must constantly be skeptical of the reasons for 

securitisation. 

 This focus on the purpose of securitisation makes it necessary, when analysing a 

competitive authoritarian or hybrid regime such as Russia’s (Levitsky and Way, 2010), to make 

use of the extensive literature on authoritarian regimes and their information policies. In 

Russia’s case a link between disinformation-use and domestic information policy has already 

been noted by Lanozhka (2019). This dynamic is explored in much further detail in Chapter 7 

of this study, which makes particular use of the contributions of authors writing on the 

securitisation of information in contemporary Russia (Babayan, 2017; Nisbet et al., 2017; 
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Maréchal, 2017; Østbø, 2017). One might consider Nisbet et al. (2017) to be an interesting 

inclusion given that the authors do not actually make any use of ST. However, the results of 

the study of risk perceptions and threat promulgations in relation to online information clearly 

show the presence of securitisation. The authors find that reliance on Russian state television 

for news – i.e., exposure to Russian public figures claiming online information to be a security 

threat – predicted support for online censorship. While psychological mechanisms and effects 

are proposed to explain these findings, an alternative explanation would rest on the persuasive 

capacity of the Russian government to convince their audience (those who are listening 

anyway...) to agree that the threat of online information justifies extraordinary measures 

(censorship). This crossover between the authoritarianism literature and ST provides ample 

room for domestic political factors to be explored as potential explanations for disinformation 

securitisation. 

Conclusion 

Any theory-building exercise charting (relatively) new territory requires a broad understanding 

of where it has come from in order to tell where it is going. In this section I have sought to 

provide a full account of the current state of disinformation studies. The two main (positivist) 

strands of the current generation of disinformation studies show us the different ways in which 

the issue can be securitised. To some, it is a strategic threat of the highest order and a weapon 

in the battle for hearts and minds. To others, disinformation is a problem to be studied in the 

hope that societies can learn resilience to its effects. I have explained the basic principles of ST 

and noted its benefits as well as its problems. Finally, I have shown how ST and other 

constructivist approaches have led to the formation of a third branch of disinformation studies. 

This new branch, in which I have situated this dissertation, has already achieved success in 

helping us understand how and why the prospect of false information being purposely 

disseminated has become a major security issue necessitating emergency politics. 
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3 - Methodology 
 

The overarching goal of this study is to achieve a better understanding of how and why 

disinformation is securitised. This is to be an inductive theory-building project, charting 

unfamiliar ground and laying the way for further, more in-depth study. One of the ways it seeks 

to do this is by demonstrating a method of studying disinformation that avoids known issues in 

operationalising the concept. In order to achieve these goals, the following objectives are 

presented for this study to achieve.  

The study will firstly compile case files consisting of the primary government and 

organisational doctrines, strategic analysis documents, and national security strategies 

pertaining to disinformation and related concepts. If these documents are not sufficient to build 

a clear picture of the issue at hand, they will be supported by relevant examples from wider 

official discourses. Using this data, it will critically analyse the securitisation of disinformation 

in each actor’s case documents through the Copenhagen School ST framework (Buzan, Wæver, 

and de Wilde, 1997). Finally, it will compare how disinformation is securitised and responded 

to in each case, seeking to determine the source of any significant differences and similarities. 

Building on the puzzle outlined through the introduction of this study and literature 

review, I intend to answer the following research questions: 

 

1. What overarching themes and ideas shape the manner in which NATO and Russia 

securitise the issue of disinformation? 

2. How distinct, or similar, are these patterns of securitisation? How can we explain 

any major differences between the two sides’ securitisation patterns? 

3. What purpose does securitising (dis)information serve for each side? What 

impacts and knock-on effects does the securitisation of (dis)information have on 

other issues? 

4. Finally, how appropriate is disinformation as the object of securitisation in the context 

of a democratic, open society? 
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These questions coalesce into two broader questions. The first has to do with determining, 

describing, and explaining how disinformation is securitised by both sides, namely the major 

themes through which the issue is constructed as a threat. These questions are dealt with 

primarily in the first three findings chapters (Chapters 4-6). The second broad question makes 

use of ST’s ability to probe the ‘why’ of securitisation. Thus, the final two findings chapters 

(Chapters 7-8) discuss in detail the purposes behind each side’s securitisation of the issue. 

 

 

Research Strategy 

The strategy chosen to achieve these objectives combines a case-study approach with a 

discourse analysis, using Copenhagen School ST as a guide. This section aims to show how 

the primary elements of this strategy – case study and discourse analysis – are particularly well-

suited to conducting an analysis of securitisation. Balzacq (2010) remarks that, “[i]n the 

empirical literature of securitisation, case study constitutes the primary research strategy” 

(Balzacq, 2010: 32). By adopting a critical perspective on security, securitisation researchers 

are faced with a world where security has already been spoken; where constructed threats 

already exist and in turn affect how we perceive the world. Since ST is about investigating, 

deconstructing, and generally accounting for these expressions of security in our lives, ST 

primarily focuses on successful instances of securitisation constituting “the currently valid 

specific meaning of security” (Buzan, Wæver, and de Wilde, 1997: 39). Of course, failed and 

partially successful instances of securitisation also make for interesting study. However, the 

fact that ST lends itself primarily to analysing ‘instances’ of securitisation rather than aggregate 

trends means that the case study format is a natural fit for operationalising the theory. The main 

disadvantage of the case study approach is limited generalisability. By conducting deep 

analysis of empirical evidence relating only to one case the wider applicability of the results is 

curtailed. This problem can be alleviated to a limited extent by the inclusion of more than one 

case for comparison, as I have done in this study through the inclusion of both Russia and 

NATO.  

 Discourse analysis is also a staple feature in studies of securitisation (Balzacq, 2010: 

39). However, ‘discourse’ can be quite an amorphous term. Willig (2014) and Parker (1999) 

suggest a wide scope of potential data for discourse analysis including “all tissues of meaning” 
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(Parker, 1999 cited in Willig, 2014: 4). Generally, discourse entails language and the 

communication of meaning. Rather than being an analysis of a specific type of data, it is more 

useful to see discourse analysis as a specific approach to language which considers meaning in 

terms of what language is used for. This approach is primarily grounded in what is known as 

the ‘linguistic turn’ in philosophy, best exemplified by the work of Ludwig Wittgenstein 

(Wittgenstein, 1953; Biletzki and Matar, 2020; Willig, 2014). Discourse analysis treats the 

language used in texts as the product of specific choices and contexts, with specific intended 

uses, and determines to establish the meaning of texts as shaped by those choices, contexts, 

and uses (Balzacq, 2010: 40; Willig, 2014). Since ST borrows heavily from speech-act theory 

(Buzan, Wæver, and de Wilde, 1997: 33-35), it is especially well-suited to being 

operationalised through the discourse analysis method.  

As a final note: in this study I refer to ‘strategic discourses’, which include all the texts 

through which discussions, declarations, and claims about security strategy are recorded. This 

includes the various official strategy documents drafted and published by the Russian federal 

government and the leadership of the NATO alliance (both the governments of member states 

and the office of the Secretary-General), as well as records of speeches and conferences. These 

documents constitute the broad field from which I specifically draw out ‘discourses on 

disinformation’ as the objects of the analysis. 

Case Choice 

This approach was chosen primarily as a way of dealing with the normative and 

epistemological difficulties encountered when studying disinformation. In addition to these 

concerns, my research strategy also informed and enabled the choice of cases for this study. 

Russia and NATO may seem odd choices for a comparison, and I grant that this choice 

presents methodological challenges. On the surface, the fact that the Russian Federation is a 

nation state while NATO is an alliance of states immediately confounds any rigorous direct 

comparison between the cases. Additionally, that the process of collective securitisation by an 

alliance is a distinct mechanism to traditional securitisation (by nation state) also presents 

issues (Sperling and Webber, 2016). These distinctions likely contribute to some of the 

differences between how disinformation is securitised in each case.  

However, I argue that the prima facie differences between Russia and NATO do not 

preclude the possibility of the specific comparison this study aims to achieve. Despite the 

actors’ typological differences, in each case what emerges from the various strategic 

documents, speeches, and declarations is ‘discourse’ representing the securitisation of 
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disinformation at the highest possible level. NATO and Russia currently constitute two sides 

of an ongoing geopolitical confrontation in which both sides accuse the other of using 

disinformation. Russia in particular represents an interesting test-case for my methodology. 

Since Russia is so frequently associated with disinformation use, I found it interesting to 

examine how the Russians themselves view disinformation (supposedly) emanating from the 

West. Indeed, a better understanding of how Russia securitises disinformation can help us 

better understand how Western strategic communications are perceived. While a comparison 

between Russia and the United States (or the United Kingdom) might have been similarly 

appropriate, neither of the latter states can truly be said to represent ‘the West’ as labeled by 

Russia. Furthermore, previous analysis of potential nation-state cases (conducted in preparation 

for this dissertation) revealed NATO membership to be a potentially powerful variable for 

understanding how disinformation is securitised. Given the extent of overlap between NATO 

and EU membership, the choice of a nation-state to represent ‘the West’ would have run into 

the confounding effect of simultaneous participation in both EU and NATO discourses on 

disinformation. Furthermore, the input from European member state personnel and the Centres 

of Excellence (COEs) based in Riga and Helsinki lends NATO documents a certain European 

character which might otherwise be ignored in a comparison between Russian and American 

documents. Finally, Russia tends not to single out specific countries as sources of 

disinformation, preferring rather to speak of ‘the West’ or the NATO alliance itself. These 

reasons formed a compelling case to examine NATO and Russian securitisation of 

disinformation. 

Data Collection 

The differences between the cases meant that I had to approach data collection in different 

ways for each. For Russia, I determined the main document categories through references in 

secondary literature.6 I could then search for all existent iterations of each document type. 

Compiling the Russian case files was relatively simple, since the outsized impact which Russia 

has on international politics means that their published strategy documents attract plenty of 

academic attention. These documents also tended to come in discrete periodic series such as 

the Foriegn Policy Concepts (FPC). The main challenge was inevitably language, as I am not 

a fluent speaker of Russian. Where official translations of documents did not exist, I relied on 

 
6 As my main source both for determining the essential Russian strategy documents, as well as sourcing 

translations, I am immensely grateful to the Russia Matters project run by the Harvard Kennedy School’s Belfer 

Center for Science and International Affairs. See: https://www.russiamatters.org/ 
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comparison between unofficial translations, bearing in mind that while the general ‘gist’ of 

each paragraph is likely to be accurate, individual word-choice may differ significantly 

between translations. As a fallback I resorted to machine translation of the Russian passages, 

which was only required in the case of older documents which were outside the period where 

most references to disinformation occurred. 

In NATO’s case, I primarily relied on NATO’s own web publishing to source 

documents and to provide a list of available documents7. Choosing NATO documents was 

more challenging given that, as an alliance, there were few documents which could be 

considered direct parallels to the Russian document types. The closest analogues to national 

security strategy documents were the Strategic Concept series and the various political 

declarations compiled at annual alliance summits (see Appendices). These documents outline 

the alliance’s strategic priorities in much the same way as national strategy documents do. In 

choosing the supporting documents I limited my analysis to those containing at least some 

reference to disinformation or information warfare – reasoning that the complete absence of 

any mention of the concept would hardly be useful for a discourse analysis. I also categorised 

the different types of documents according to their source and the scope of their audience. 

After using keyword searches to roughly locate mentions of relevant concepts 

(information war; disinformation; strategic communications), I read through each document 

closely to determine the context in which each mention occurred. This was assisted through the 

use of the NVivo qualitative research software package (version 12). References were coded 

using the bespoke coding system outlined below in order to outline the major themes present 

and to assess similarities and differences. 

  

 
7 Available at: https://www.nato.int/cps/en/natohq/index.htm 
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Data Analysis Framework 

Using ST, I developed a framework for interpreting passages in each set of documents with 

regard to how they represented the relevant concepts. Taking each reference to information 

war, disinformation, or strategic communications as a potential securitisation move, I coded 

each utterance under the following headings: 

 

● Threat Descriptions: Sections which implicitly or explicitly described disinformation 

or associated concepts in terms of threat. These passages were often identified and 

grouped under explicitly-titled “threat” sections in the documents in ways that could be 

seen to evolve or remain static in subsequent iterations of each document. Threats were 

usually (but not always) framed in terms of the existential threat they posed to some 

value (referent object) and were sometimes ascribed to an actor although normally 

couched in ‘diplomatic’ vagueness.  

● Referent objects: The cherished value or other object to which the security move 

refers. These ranged from single words or phrases identified within larger threat-

description paragraphs, to full standalone paragraphs often listed in separate sections 

within the documents. What they have in common is a reference to some object or value 

which is constructed as existentially threatened by disinformation or related concepts.  

● Measures: The final category of statements identified measures or actions which the 

document authors argued or declared should be taken to mitigate or neutralise the threat 

posed by disinformation. These statements served to complete the triad of threat 

description, referent object, and (emergency) measures which allow us to identify an 

instance of securitisation.  

This coding system proved to be a satisfactory method of operationalising the ST framework, 

allowing me to make sense of the documents under review. Coding documents based on the 

referent objects of the threats described let me perceive thematic patterns both within and 

between the cases. After fully coding the primary documents under the above system, a second 

round of coding allowed me to group threat descriptions and their referent objects under theme 

headings. Although similarities were already evident between the cases, during this initial 

round of analysis I decided to uncover the themes within each case before comparing the main 

themes between the cases in order to avoid confusion. The main disadvantage of this system 

was that it took a lot of work to implement, and the same results could have perhaps been 
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achieved using a simpler method based on keyword searches. Indeed, given the large number 

of supporting documents which needed to be added to the NATO case, keyword searches 

proved to be the only feasible method of data collection. Overall, I feel this method was useful 

but cumbersome and could stand to be significantly streamlined with a more expert use of 

qualitative research software. 

 

 

Limitations 

The limitations of this study and method can be divided into practicality and validity issues. In 

terms of practicality, the onset of the COVID-19 pandemic shortly prior to the beginning of 

this project presented numerous access issues which impacted the research process to varying 

degrees. For one, the restriction of library facilities meant that this study was conducted from 

start to finish entirely without access to books or other physical resources, save for a pen and 

paper. However, I am immensely grateful to the staff of the libraries at each of the IMSISS 

consortium universities for providing online access to the resources I needed to complete this 

study. 

Translation and language barriers also presented access issues. While not a problem for 

analysing the NATO documents, my lack of fluency in the Russian language limited my ability 

to work with primary sources and forced my reliance on translations both official and 

unofficial. Unfortunately, I had to rely solely on machine translation for all Russian strategic 

documents published in the 1990s, since no English translations were available. Since I could 

not reasonably rely on these translations for discourse analysis, I only used them for reference 

and corroboration. 

 

My choice of method and cases also presented validity issues. In order to reduce the 

issues involved with comparing the two cases, I tried to minimise the extent to which my 

conclusions rest upon the direct comparison between the structural features of the actors 

involved, focusing instead on explaining the characteristics of each actors’ securitisation of 

disinformation as shown through their discourses. By drawing comparisons between 

discourses, I could be more confident that I was maintaining validity by only comparing ‘like 

with like’. 
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I made reasonable efforts to ensure that the source documents chosen appropriately 

represented the highest levels of (publicly available) strategic discourses about disinformation. 

As discussed, supporting documents were chosen based on whether they contained any 

references to disinformation, misinformation, propaganda, or information warfare – as 

determined by keyword searches. At some point in every discourse analysis, the process of data 

collection must stop (Balzacq, 2010: 42). I acknowledge that the exclusion of certain other 

documents, potentially published elsewhere than the official portals through which I obtained 

the copies for study, could have impacted the results. However, I feel that at the very least I 

have obtained a representative sample of the main strategic documents in each case pertaining 

to disinformation, and thus an overall picture of the main themes in each case has been 

achieved. 

Lastly, the timing of this study is somewhat unfortunate given that the first half of 2021 

saw quite a significant increase in official attention devoted to disinformation both in Russian 

and NATO discourses. Even as this study was being finalised in late June 2021 a large number 

of relevant documents were released by NATO which could well have been included in the 

analysis. Rather than restart the analysis in order to properly include these late releases I instead 

opted to limit the analysis entirely to pre-2020 documents and discourses. This also meant that 

recent discourses on COVID-19 disinformation would not dominate or skew the analysis. As I 

write, the intersection of disinformation and the pandemic – termed the ‘infodemic’ – has 

proven to be a topic of significant interest in disinformation studies. Given the timing of this 

study, and the aim to chart the securitisation of disinformation in general, I have chosen not to 

focus on the ‘infodemic’ topic. Nevertheless, the securitisation of disinformation specifically 

in the context of the pandemic would be an extremely welcome area of study, and I hope that 

my work may open the way for someone (perhaps this author) to pursue it.  
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4 - The Documents: Introduction and 

Findings Overview 
 

The goal of this chapter is to introduce the documents under review, and to briefly outline the 

findings of the discourse analysis. This study made use of 24 publicly available strategic 

documents in total, of which 11 were Russian and 13 were NATO publications. In addition to 

the main strategic documents, in order to get a clearer overall picture of the securitisation moves 

being made by each side, a considerable number of supporting documents – mostly press 

releases and transcribed speeches – were analysed where gaps were otherwise apparent. The 

following sections give an overview of the documents used as well as the preliminary findings 

of the discourse analysis within each case. Additionally, this section will touch on the issues of 

audience for interpreting these documents under the Copenhagen School ST framework, as it 

pertains to each case.  

Having covered the basic lie of the land for this study, the remaining chapters discuss 

in detail the major thematic findings of the discourse analysis and offer tentative explanations 

for how we should interpret the differences and similarities between the Russian and Euro-

Atlantic securitisation moves. Chapter 2 covers the main empirical finding of the case 

comparison. The Russian documents appear to frame disinformation in the context of a grand-

scale ‘information war’ being prosecuted by the West, on whose ‘de-facto-legitimate’ terms 

the Russians claim to fight back. NATO documents, however, do not portray a two-way 

information conflict and thus decline to acknowledge disinformation as a legitimate tool of 

geopolitical influence.  

The third chapter then introduces an ontological framework through which it may be 

possible to explain the observed differences using the concepts of value relativism and 

universalism. While Russian documents evidently securitise (dis)information along the lines 

of a value conflict between civilisations, accusing the West of imparting its values where they 
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don’t belong, NATO again does not appear to take the bait. While NATO’s values are 

conceptualised as universal in the context of the 1949 Washington Treaty, the alliance’s history 

shows an ambivalent attitude toward enforcing these values even among its members. 

Furthermore, discursive evidence suggests that modern NATO leaders are hesitant to 

universalise their values.  

Chapter 4 then situates the Russian securitisation of (dis)information within its 

domestic political context, arguing that we should view this primarily as a process aimed at 

increasing domestic control by ‘inoculating’ the population against dangerous foreign ideas. 

This is supported by an analysis of the extensive securitisation of spiritual-moral values and 

historical narratives. Finally, chapter 5 explores the consequences of NATO’s securitisation of 

(dis)information for open democratic society, especially under the ‘hybrid threat’ paradigm. It 

also shows how NATO attempts to mitigate these potential issues, contributing to what can be 

seen as a desecuritisation of (dis)information in NATO discourses. 

In sum, then, these findings contribute to a picture of disinformation securitisation as, 

in Russia’s case, primarily a domestic control strategy. This realisation leaves the justification 

for NATO’s own securitisation of the issue sorely lacking, and thus I conclude on a note of 

support for the desecuritisation of disinformation in NATO discourses.  

 

The Russian Documents 

This study analysed 15 documents published by the Russian Federal Government (generally 

referred to metonymically as ‘the Kremlin’ given its seat of power within Moscow’s 14th-

century Kremlin fortress). Of these documents, 11 could be considered Russia’s main publicly 

available strategic documents and included the National Security Strategy documents, Foreign 

Policy Concepts, Military Doctrines, and the standalone Information Security Doctrine (2016) 

(see Appendix A). A further 4 documents were included as supporting material and consisted 

of press reports and a number of presidential addresses to the Federal Assembly (see Appendix 

B). 

In the Russian context, when it came to the treatment of the (dis)information threat, this 

study found a relatively uniform distribution of references among the documents with some 

thematic variation evident between them. This is to say that references to threats from the 

information sphere, usually in the form of manipulation of information by hostile external 
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actors, were present in each type of document. Minor thematic differences were apparent 

between the main types of strategic document, and these tended to be explicable in terms of the 

overall purpose, audience, and authorship of each document type. For instance, while the 

National Security Strategies (NSC and NSS) tend to take a holistic approach to state security, 

the Military Doctrines focus (unsurprisingly) on the armed forces’ contribution to any 

securitised issue, and the Foreign Policy Concepts (FPC) appear to be written largely with an 

international audience in mind. However, the overarching theme analysed in this study – the 

idea of an ongoing information war between Russia and the West with civilisational and value-

relativist dimensions – is apparent throughout the documents and is especially clear in both the 

Information Security Doctrine and the Strategy for Countering Extremism which pertain 

directly to information threats (ISD, 2016; SCE, 2014). This unifying theme likely represents 

the views of the inner circle of Kremlin officials who sign off on national security documents, 

including President Vladimir Putin and the heads of various state-security bodies and “power 

ministries”, the ‘siloviki’ (Marten, 2015). 

 Regarding the success of these securitisation moves, the context of Russia’s political 

system presents some barriers to determining the extent of audience participation. As 

discussed, audience assent to the construction of security is a key factor in determining the 

success of a securitisation move for the Copenhagen School. However, in an authoritarian 

context such as Russia’s national security policy, where Putin’s siloviki have free reign to shape 

security policy, it is unclear whether the broad consent of the population is needed to make an 

issue take centre stage within national security strategy documents. In other words, the general 

population may not be the “empowering audience” of the securitisation move (Balzacq, 2010: 

48). Yet even non-democratic regimes must, to some extent, legitimise the construction of 

security threats (Vuori, 2008; Neo, 2020), just as they must legitimate policy in general 

(Babayan, 2017). Securitisation as an intersubjective process may take place between elites or 

between elites and the public (Buzan, Wæver, and de Wilde, 1997). To give one example, in 

order to determine public assent to the securitisation of spiritual-moral values in Russia, Østbø 

(2017) makes use of poll data by the Levada centre, an independent and generally well-

respected organisation whose conclusions are normally trusted as representative of the views 

of the Russian population (Balmforth, 2013). Yet an issue appearing in Russian national 

security strategy documents may have achieved a sufficient degree of assent by the audience 

of national security policymakers, but not the population at large. The specific dynamics of 

securitisation within the Russian political system are worthy of an extensive research project 

in themselves and are thus beyond the scope of this study. The major conclusions arrived at in 
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this study do not depend significantly on whether the securitisation moves made in the Russian 

strategic documents are successful or not, but rather whether the key thematic elements exist 

or not within these discourses and how they might indicate ongoing securitisation processes.  

 

The NATO Documents 

The study of the North Atlantic Treaty Organisation’s (NATO) strategic documents and 

discourses consists of a primary body of 12 publicly available high-level strategic documents. 

The main documents here were subdivided into 3 categories (see Appendix C). Political 

declarations outline the agreed NATO policy positions taken by leaders of the member states 

when they meet at annual summits, and tend to feature references to contemporary events, 

comments on progress toward goals, and specific messages directed at particular states or 

organisations. Strategic Concept documents represent an analog of national security strategy 

documents in the typical nation-state context, in that they outline the alliance’s overall 

geostrategic outlook and tend to have a relatively long gap between publications (roughly every 

ten years). The documents I have grouped under ‘Strategic Assessment Documents’ are not 

necessarily each as pivotal as the Strategic Concepts but have been included based on whether 

they contain significant reference to disinformation or information warfare. They tend to have 

been written by analysts or commissioned by specific NATO officials such as the Supreme 

Allied Commanders ‘Transformation’ and ‘Europe’ in the case of the Bi-SC input (Bi-SC, 

2010).  

The primary body of strategic documents was also supplemented by an extensive set of 

additional documents consisting of press releases, conference remarks, speech transcripts, and 

other official documents (see Appendix D). While the disparity between the absolute quantity 

of documents studied in this and the Russian case may seem a cause for concern, it actually 

highlights a noteworthy empirical finding in itself. A significant difficulty encountered in the 

course of this study was the surprising paucity of references to disinformation in NATO 

discourses. This necessitated broadening the scope of documents analysed by the inclusion of 

NATO press statements covering the same period as the main political declarations. In many 

cases descriptions of (dis)information threats amounted to less than 1% of the overall 

document’s content. Some of the political declarations in particular mention only the word 

‘disinformation’ in the context of describing Russian actions and without expanding the threat 
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description in any way. Some did not contain any reference whatsoever. This difficulty was not 

mirrored in the Russian case, where the main national security documents all contained at least 

some description of the (dis)information threat, and with the overall density of references 

allowing for conclusions to be reasonably drawn. As Balzacq (2010) puts it, given that 

“discourse analysis adheres to the logic of emerging theory. ...researchers should not be 

perturbed a priori by the quantity of data” (Balzacq, 2010: 42). In this case, rather than being 

an issue of absolute quantity, the low density of references in each document required more to 

be added to the analysis until the extent and density of threat descriptions between the cases 

was roughly equivalent. 

 Grappling with this problem led to the observation that while references to 

disinformation were most common in strategic analysis documents, and less common but still 

apparent in the supporting documents, they were exceedingly rarely found in political 

declarations. In the context of a collective security organisation, where the audience of 

securitisation moves is made up of the leaders of member states (Sperling and Webber, 2016), 

it appears that the issue of disinformation is not entirely successfully securitised. Since the 

member states’ leadership agree on the content of the political declarations, the absence of 

disinformation (or its mention only as a single passing word) suggest that it has not gained the 

required audience assent to truly be pronounced a securitised issue (Buzan, Wæver, and de 

Wilde, 1997). As with the Russian case, however, this conclusion is interesting but does not 

significantly affect the overall conclusions of this study, which is concerned more with the 

thematic comparison between how Russia and NATO each attempt to securitise the issue of 

(dis)information. The next chapter commences outlining this comparison through a discussion 

of how each side approaches the concept of ‘information warfare’. 
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5 - Securitising Information War in 

Strategic Discourses 
 

The following chapter demonstrates that Russian strategic documents implicitly legitimise the 

use of disinformation as a geopolitical tool of coercion. It then contrasts this position with 

NATO’s reluctance to do the same. This is evident in numerous passages where the creation of 

offensive information warfare capabilities is alluded to by Russian document authors. The 

apparent acceptance of the existence of an ongoing and undeclared information war, which 

Russia is prepared to fight in an offensive stance while NATO is not, requires explanation. 

Puzzling too is the apparent lack of acknowledgement on the part of NATO leaders and 

document writers of the potential for alliance strategic communications to be perceived as 

disinformation by adversaries. This chapter first touches on the idea that a problematic means 

of warfare can be de facto legitimised through securitisation as part of ‘the state of international 

affairs’, and argues that Russia legitimises disinformation as a tool of modern information 

warfare through her strategic discourses. The discourse analysis shows this legitimation in the 

form of preparation for offensive information warfare capability. The latter half of the chapter 

shows that while NATO avoids legitimising information warfare as a bilateral phenomenon in 

alliance public relations, the Strategic Assessment documents do allude to a form of strategic 

communications which, from the Russian perspective, would be considered offensive 

information warfare capability. 
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A ‘Legitimate’ Geopolitical Tool 

In 1993, analysts John Arquilla and David Ronfeltd sounded the alarm about a new kind of 

warfare on the post-Cold War horizon. Their monograph, titled ‘Cyberwar is Coming!’, 

contributed an important conceptual distinction to military-strategic thinking. ‘Cyberwar’, for 

Arquilla and Ronfeltd, referred to the military application of “information-related principles”, 

specifically the targeting of enemy information and communication systems in conflict. “It 

means trying to know everything about an adversary while keeping the adversary from 

knowing much about oneself.” (Arquilla and Ronfeldt, 1993: 146). Passages such as this 

naturally drew comparison to Sun Tzu’s writings (Zittrain, 2017: 300). However, the authors 

also distinguished cyberwar from what they called ‘Netwar’: the application of cyberwar 

principles in all international politics up to the point of military conflict. Netwars were 

represented as much further-reaching societal-level conflicts, as the following description 

explains: 

 

Netwar refers to information-related conflict at a grand level between nations or 

societies. It means trying to disrupt, damage, or modify what a target population 

‘knows’ or thinks it knows about itself and the world around it. A netwar may 

focus on public or elite opinion, or both. It may involve public diplomacy 

measures, propaganda and psychological campaigns, political and cultural 

subversion, deception of or interference with local media, infiltration of 

computer networks and databases, and efforts to promote dissident or opposition 

movements across computer networks (Arquilla and Ronfeldt, 1993: 144). 

 

In later publications (Arquilla and Ronfeltd, 1996; 1999; 2020), the authors modified and 

narrowed the ‘netwar’ concept to define the kind of complex warfare waged by networked 

actors like Al-Qaeda, while using the terms ‘Noosphere’ and ‘Noopolitik’ to describe activities 

aimed at shaping the global knowledge space and controlling narratives. 

The theme of ‘netwar’ (in its original formulation above) implies that disinformation is 

a tool of interstate coercion used in the pursuit of geopolitical goals. The evidence from analysis 

of Russian strategic discourses suggests that Russia has grasped this idea and conferred upon 

it a sense of legitimacy grounded in the principles of realpolitik (or Noopolitik) as a new fact 

of geopolitical competition (Arquilla and Ronfeltd, 2020). This interpretation of ‘information 

war’ is well-established in Russian geopolitical thinking in the work of authors such as Igor 

Panarin and Yuri Grigoryev (Fridman, 2020). It must be noted that ‘legitimacy’ here does not 

imply normative approval or even consistency with international law, but instead connotes a 

certain ‘Machiavellian’ acknowledgement between strategic actors of the existence of a certain 
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means of coercion. Following from this acknowledgement is an amoral willingness to use these 

means for desired ends; all without actually conferring moral approval. This ‘willingness to 

use’ essentially confers a de facto legitimacy on the practice. 

The outcome of this attitude is that a) the Russian Federation condemns the use of what 

they consider to be disinformation or information warfare as a means to achieve geopolitical 

goals, while b) simultaneously declaring the creation and expansion of their own means of 

information warfare. Russia’s rhetorical condemnation of information warfare use is clear in 

the first instance from its construction of the issue as a threat. Broader condemnation is evident 

in the references to ‘inconsistency under international law’, and the “threat to international 

peace, global and regional security” (ISD, 2016: §15). These passages form part of a trend in 

Russian strategic documents of invoking international law to legitimate Russian actions within 

the international community (Mälksoo, 2015: 148-153). They can be seen here as attempts to 

place the construction of the information threat on the broadest possible foundation as a 

problem not just of domestic, but of international concern.  

The evidence for (b) is more subtle. While Putin has dismissed allegations of 

disinformation use (Putin, 2016: 24; Putin, 2017), clues in the wording of the strategic 

documents in certain places point to the development of offensive means of information 

warfare. The ISD declares a key area of ‘military policy in ensuring information security in 

national defense’ to be:  

 

...countervailing information and psychological actions, including those aimed at 

undermining the historical foundations and patriotic traditions related to defending 

the homeland (ISD, 2016: §21e).  

 

The Russian word beginning this quotation, ‘neitralizatsiya’ (нейтрализация), could easily 

have been rendered ‘neutralising’ in English, which would imply a response not necessarily 

inclusive of one’s own information and psychological actions. A neutralising response could 

instead involve the kind of media literacy programs envisioned by certain EU policy 

communities (Ördén, 2019: 429-430). However, in compiling the Kremlin’s official English 

translation of this document, the authors chose to translate this word as ‘countervailing’ which, 

in British English, is defined as employing equal but opposing strength or force – with 

connotations of equality in the kind of action and response (HarperCollins, 2021). It is further 

implied that this countervailing force should include the promulgation of Russia’s traditional 
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interpretation of the Second World War (Bækken and Enstad, 2020)8. The military doctrines 

are more explicit, with the armed forces in 2010 resolving, “to develop forces and resources 

for information warfare” (MD, 2010: §17c), and in 2014, “to enhance capacity and means of 

information warfare” (MD, 2014: §46c). Forces, means, capacities, and resources for 

information warfare are all ambiguously phrased so as to accommodate the possibility of 

offensive capability. The FPC documents also contain similar statements to the effect that 

Russia “will develop its own effective means of information influence on public opinion 

abroad” (FPC, 2008: 19; FPC, 2013: §41; FPC, 2016: §47). Considering how the information 

influence of foreign states on Russian public opinion is securitised, it would make sense for 

outside observers to view such influence efforts as part of the overall ‘package’ of security 

measures in the information sphere which the Kremlin aims to implement. Thus, despite their 

condemnation of foreign information warfare, by adopting its means into the national security 

strategy of the Russian Federation, Russian strategists cannot avoid conferring some legitimacy 

on the practice. In the understanding of the Kremlin siloviki, Russia’s subjection to information 

influence from the West makes retaliation in kind simply ‘fair game’. 

 

 

The STRATCOM problem 

In contrast to their Russian counterparts, NATO strategists do not appear to legitimise these 

practices, although they do acknowledge their utility in the course of constructing them as a 

threat. In essence, throughout the studied NATO documents, disinformation and information 

warfare are framed as mono-directional phenomena targeting the Western alliance (and aligned 

states such as Ukraine and Georgia) rather than a de-facto legitimate means of geopolitical 

competition which NATO engages in. This primarily defensive frame is worth questioning. 

The treatment of the disinformation problem in the post-Crimea rhetoric of NATO 

leadership clearly demonstrates this dynamic. In at least 14 speaking engagements9 between 

March 2015 and July 2019 NATO Secretary General Jens Stoltenberg made statements to the 

effect that the alliance does not counter “propaganda with propaganda”, but “provides the truth” 

 
8 See Chapter 7 for further discussion of Russia’s securitisation of historical narrative 
9 Cited speeches are as follows: (Stoltenberg, 2015a; 2015c; 2015d; 2017a; 2017b; 2017d; 2018a; 2018c; 2018d; 

2018e; 2018f; 2019a; 2019c; 2019d) 
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instead (Stoltenberg, 2015a: 6; 2017c: 19). The talking point in question in these speeches 

generally follows the same form as shown in the example below from March 2017: 

 

I think it’s important to underscore that NATO’s response to propaganda is not 

propaganda. The way to counter propaganda is not by more propaganda. We 

strongly believe in providing facts, the truth, because in the long run the truth will 

prevail over propaganda. So what NATO is doing is that we provide facts, we help 

allies to be able to answer questions and to provide the truth, the facts to counter 

propaganda (Stoltenberg, 2017b: 4). 

 

The actual validity of the claims here – and what they say about the status of objective truth – 

will be discussed in the next chapter. Yet the basic claim, that ‘NATO’s response to propaganda 

is not propaganda’, makes it clear that NATO leaders do not consider the flow of 

disinformation to be bi-directional. While early publications might have described the new 

paradigm of ‘hybrid war’ involving disinformation10, modern NATO public communications11 

go to great lengths to avoid legitimising the idea of a bi-directional propaganda war. Instead, 

an inherently mono-directional phenomenon is described primarily from a victim’s perspective 

– “what ‘they’ did to ‘us’” (Gioe, Lovering, and Pachesny, 2020: 514).  

However, the approach to the topic taken in NATO strategic analysis documents 

undermines this view and provides clues as to why NATO’s adversaries would securitise the 

alliance’s ‘factual’ communications as offensive capability. These documents establish 

strategic communications (commonly referred to by the abbreviation ‘STRATCOM’ in the 

NATO lexicon) as the primary countermeasure to disinformation. It is not difficult for an 

external observer cognizant of the epistemological issues around disinformation to understand 

why an activity defined as, “developing, coordinating, and disseminating an Alliance narrative 

that sets the conditions for success”, might be considered disinformation by an adversary 

(FFAO, 2015: 6). In one of the many passages where the 2015 FFAO defines strategic 

communications, we get the following: 

 

Strategic Communications is the coordinated use of Public Diplomacy, Public 

Affairs, Military Public Affairs, Information Operations, and Psychological 

Operations coordinated across commands at all levels, which in concert with other 

military actions and following NATO political guidance, advances NATO’s aims 

and operations (FFAO, 2015: 22). 

 
10 A paradigmatic approach to hybrid warfare is particularly evident in the Bi-SC input (2010). 
11 Such as the above cited speeches by Secretary-General Stoltenberg and his deputy S-G. Alexander Vershbow 

(see Appendix D) 
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Note the inclusion of both ‘Information Operations’ and ‘Psychological Operations’ as 

elements of strategic communications. The use of these terms is reminiscent of similar passages 

found in the Russian strategic documents referring to, “intelligence services of certain 

States...increasingly using information and psychological tools” (ISD, 2016: §12). Given the 

time proximity in publication between the FFAO (2015) and the Russian ISD (2016), it is not 

impossible that Russian document writers may have had this exact passage in mind, a 

proposition tentatively supported by the matched word order of ‘information’ and 

‘psychological’ in both documents. The FFAO mentions these elements in two further places. 

Firstly: “Dedicated adversary psychological operations will exploit social and traditional media 

to win the battle of the narrative” (FFAO, 2015: 12). In this threat description, referring to mis- 

and disinformation and situated in the context of a broader hybrid threat description, we are 

told that adversaries use psychological operations to ‘exploit’ the media in the battle of the 

narrative. However, later in the document the same ‘psychological operations’ phrase is used 

in reference to NATO’s own strategic communications: 

 

Mission success depends to a large extent on how Alliance activities are perceived 

by different actors. Integrated and synchronised information activities create 

effects on perceptions, and thus shape opinions and decision making. Forces 

should gain and maintain public support by communicating timely and credible 

information to key audiences, while influencing approved audiences and 

adversaries and conducting counter propaganda activities. Forces need to better 

integrate all specialised communication functions (Strategic Communications, 

Public Diplomacy, Public Affairs, Military Public Affairs, Information 

Operations, and Psychological Operations) in order to maintain credibility, and to 

maximise the desired effects in the information environment (FFAO, 2015: 33). 

 

We should first note here the absence of any real commitment to explicitly truthful 

communication. The closest thing we get instead is the notion of ‘credible’ information. As 

NATO descriptions of the threat from disinformation point out12, highly emotive yet fictional 

narratives can be made ‘credible’ enough to have political or operational impact. What was 

labeled as ‘exploitation’ of social and traditional media by adversaries is here reversed and 

cautiously explained as a means for ‘mission success’ and ‘desired effects’ when performed by 

NATO forces in an operational context. Even within a single sentence of this paragraph we see 

 
12 The 2015 FFAO contains multiple future scenario descriptions where adversaries make innovative use of 

misinformation to strategic effect: See FFAO ‘Annex B’ (pages 54-72 in the document). 
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that “influencing approved audiences and adversaries” is analytically separated from the 

“propaganda” which is to be countered (FFAO, 2015: 33). It is hard to reconcile the lack of 

self-consciousness in these paragraphs. Strategic communications are envisioned overall as a 

means to combat mis- and disinformation. However, they seem to simultaneously involve the 

same techniques which the alliance would, if attributed to an adversary, label as propaganda or 

disinformation. The failure to acknowledge this symmetry sets the NATO documents apart 

from their Russian counterparts who, as shown in this chapter, do acknowledge the parity and 

implicit legitimacy in information warfare capabilities. NATO document writers seem far less 

willing to acknowledge this. 

Many references to strategic communications in the early 2010s were optimistic in 

describing their potential. For instance, the 2013 SFA notes that,  

 

...[t]he increasing use of the internet represents a soft-power opportunity for the 

Alliance and Nations to promote NATO’s narrative (SFA, 2013: 25). 

 

 A significant proportion of references to strategic communications in this period, 

particularly in the more public-facing documents like the political declarations, do not appear 

to overtly link strategic communications to disinformation and instead focus on the utility of 

STRATCOM for maintaining and expanding relevant stakeholder relationships. If 

disinformation is securitised in this time period, it is usually done so with reference to the 

potential for adversaries to damage these stakeholder relationships. Additionally, the prospect 

of adversaries conducting their own strategic communications for parallel purposes is also 

referenced in these passages (FFAO, 2015. 12). Yet these earlier references still show an 

ambivalent commitment to truthfulness in communicating NATO action. One stand-out 

passage from the 2010 Bi-SC input document reads: 

 

Hybrid threats may include multiple state and non-state actors with 

regional/international media access who may seek to discredit NATO’s role, 

legitimacy, credibility and conduct whilst undermining the position of members’ 

national governments. . .. The Alliance could be portrayed as a foreign 

intervention force with little or no regional or cultural understanding of what is 

important to the indigenous population, local leaders, and government. The speed 

at which the adversary uses media against forces and the extent to which 

misinformation will be used to de-legitimize NATO action may therefore be 

problematic to disrupt and to counter (NATO, 2010. §13b – my italics). 
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This is perhaps one of the most interesting securitising moves made about (dis)information in 

the entire examined corpus of NATO strategic literature. In almost every NATO operation 

since the end of the Cold War the alliance had essentially been a foreign intervention force 

operating outside of alliance territory (NATO, 2021). In some cases too, NATO forces had 

demonstrated a lack of cultural understanding which impacted the mission (Yalçinkaya and 

Özer, 2017). In mentioning these well-known issues, the document writers do not appear naive. 

Rather, the securitised issue here is that NATO’s (very real) faults could be exposed, amplified, 

and used against it through enemy information operations. Yet recommendations here don’t 

consist of better cultural awareness training, but rather those measures we see later in the 

document described as “communication of actions” (Bi-SC, 2010. §34). It appears that to the 

writers of NATO strategic analysis documents disinformation represented a public relations 

problem to be solved. Primacy is given here to being able to project a useful image and 

narrative, with faithfulness to reality a secondary concern. 

Reading these passages makes the extensive securitisation of NATO or ‘Western’ 

information pressure in the Russian documents seem much less conspiratorial than it first may 

have appeared. For both the NATO and Russia cases we can point to evidence from strategic 

documents to suggest that each side is developing measures for offensive information warfare. 

The difference, however, is the commitment of NATO leaders to portraying information as a 

monodirectional phenomenon in discourse which thus works against its legitimation as a form 

of warfare. The next chapter will seek to expand on and explain this asymmetrical securitisation 

of (dis)information.  
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6 - Relativist Dimensions in 

(Dis)information Securitisation 
 

Having posed the problem of how to interpret the contrasting securitisations of the 

disinformation threat in Russian and NATO strategic discourses, this chapter discusses one 

potential explanation drawing on how ‘value-laden information’ – communication which 

expresses ethical judgements, or which presupposes certain values – is dealt with in each case. 

The observed differences between how Russia and NATO approach information war and 

disinformation may be seen to represent different attitudes towards the universality of ethical 

values insofar as they inform geopolitical outlooks. Foundational NATO documents and 

contemporary discourses portray a commitment to the universal applicability of democratic 

values and human rights. Russia’s documents, on the other hand, express a relativistic outlook 

based on ‘civilisations’, where values don’t belong outside their cultural-contextual borders. 

This framework might explain the disconnect between both sides, where NATO leaders fail to 

understand that their value-laden strategic communications are perceived as disinformative 

attacks on Russian values – constructed in opposition to Western values. Yet, as shown here, 

NATO’s actual commitment to the universality of its values is shaky at best and insufficient to 

properly explain the differences between the securitisation styles observed. 

 For many of us, especially readers residing in Western liberal-democratic countries, the 

idea that human rights and basic democratic values are valid and morally good things might be 

seen as self-evident. Yet the fact of moral difference in the world has been apparent since 

antiquity (Lukes, 2003). While in the aftermath of the collapse of communism as a serious 

contender to liberal-democracy it was assumed that the latter would inevitably be the destiny 

of humankind (Fukuyama, 1992), the past twenty years have seen a slowing or even a reversal 

of the universalising process of liberal values (Arsel, Adaman, and Saad-Filho, 2021). This 

trend is clearly represented in the Russian strategic documents as well as Russian popular and 
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official discourses. Entire bodies of literature have been written on Russia’s retreat from the 

optimistic liberalism of the early-mid 1990s to the ‘managed democracy’ or ‘competitive 

authoritarian’ regime we see today (Levitsky and Way, 2010; Greene, 2014; Østbø, 2017; Etc.). 

The following brief section explores how the idea of ‘civilisationism’ is present throughout 

Russia’s strategic documents. It shows how a construction of state security informed by this 

idea leads to the values considered ‘essential’ to a civilisation becoming fundamental referent 

objects of state security. Insofar as (dis)information is constructed as a threat to these values, 

then (dis)information becomes a security threat of the highest order.  

 

 

Civilisationism, Values, and Threat 

The Russian strategic documents display an interpretation of international relations that is 

strikingly reminiscent of Samuel Huntington’s (1993) Clash of Civilizations thesis. Huntington 

advanced the argument that in the post-Cold War world the principal international conflicts 

will occur between nations and groups of different civilisations, defining a ‘civilisation’ as 

follows:  

 

A civilization is . . . the highest cultural grouping of people and the broadest 

level of cultural identity people have, short of that which distinguishes humans 

from other species. It is defined both by common objective elements, such as 

language, history, religion, customs, institutions, and by the subjective self-

identification of people (Huntington, 1993: 24).  

 

This thesis, soon termed ‘civilisationism’ (or sometimes ‘civilisationalism’) in academic 

circles, was (on Huntington’s own admission) not grounded in social-scientific research but 

was conceived as a sort of ‘Kuhnian’ paradigm through which to conceptualise international 

relations (Huntington, 1993; Haynes, 2019; Kuhn, 1970). It has gained notoriety since its 

publication, with a prominent critique by Edward Said (2014) highlighting its blatant 

oversimplification of global politics as well as its emboldening of racism and chauvinism. In 

Europe, civilisationist discourses have become deeply intertwined with those of anti-

immigration far right groups and political parties, unsurprising given how Huntington devotes 

considerable space to constructing the incompatibility of monolithic ‘Western’ and ‘Islamic’ 

civilisations (Haynes, 2019; Brubaker, 2017). 
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Aliaksei Kazharski (2020) explores the connection between Huntingtonian 

civilisationism, the concept of ontological security, and the Russian need for a unifying 

ideology after the demise of Marxist-Leninism. Kazharski points out that ‘civilisational 

nationalism’ and exceptionalism predate Huntington in Russian political thought, but that 

nonetheless civilisationism has been mobilised as an ideology by Russian elites to bolster the 

turn to authoritarianism, especially following the 2014 annexation of Crimea (Kazharski, 

2020). 

 The language in question is found mostly in the FPC documents, although it appears 

more widely in later documents. The 2008 FPC, in describing the Post-Cold War international 

environment, proclaims that:  

 

...for the first time in the contemporary history [sic] . . . global competition is 

acquiring a civilizational dimension which suggests competition between 

different value systems and development models within the framework of 

universal democratic and market economy principles. As the constraints of the 

bipolar confrontation are being overcome, the cultural and civilizational 

diversity of the modern world is increasingly in evidence (FPC, 2008: 5).  

 

The two claims, that global competition is acquiring a civilisational dimension and that 

civilisational diversity is increasingly evident, are found repeated in similar place and form in 

the subsequent 2013 and 2016 FPC documents.13 They have also been repeated by President 

Putin in speeches (Putin, 2018: 3). The idea of competing value systems and development 

models is shared among the FPC documents, but also appears in the 2014 MD and 2015 NSS. 

However, beginning with the 2013 FPC, Russian strategic document writers also began to use 

this rhetoric to explain ongoing conflicts: 

 

Desire to go back to one's civilizational roots can be clearly seen in recent events in 

the Middle East and North Africa where political and socioeconomic renewal of 

society has been frequently carried out under the banner of asserting Islamic values. 

. .. Imposing one's own hierarchy of values can only provoke a rise in xenophobia, 

intolerance and tensions in international relations leading eventually to chaos in 

world affair (FPC, 2013: 14).  

 

 
13 The mention of a ‘framework of universal democratic and market economy principles’ also appears in the 

2013 FPC, but is dropped in the 2016 FPC. While Russia reaffirms its commitment to universal democratic 

principles elsewhere in the 2016 FPC, dropping them from this particular context may suggest that they are no 

longer considered globally applicable values. 
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The 2016 FPC speaks of “dueling values”, and the instability caused by:  

 

...[t]he attempts made by western powers to maintain their positions in the world, 

including by imposing their point of view on global processes and conducting a 

policy to contain alternative centres of power (FPC, 2016: 5).  

 

In offering the Kremlin’s perspective on the conflicts in Western Asia and North Africa, the 

2016 FPC opines that:  

 

The ideological values and prescriptions imposed from outside these countries in 

an attempt to modernize their political systems have exacerbated the negative 

response of their societies to current challenges (FPC, 2016: 14).  

 

In tying value systems to civilisations, in implicitly constructing the Islamic world as a separate 

civilisational entity inherently unsuited to ‘Western’ democratic values, and in making value-

difference the root cause of international conflict; the rhetoric used here is explicitly 

Huntingtonian.  

The significance for this study of disinformation is that by portraying values as valid 

only within their civilisational context, and as a root cause of international conflict, the Russian 

documents thereby securitise value-laden information. Returning to our definition of 

disinformation we can clearly make out the logical structure of the securitisation move: if 

Western values aren’t valid in the Russian civilisational context, then information laden with 

such values should be considered false information; and if transplanting values across 

boundaries is a cause of conflict, then Western value-laden information is thus intended to 

harm. Finally, if values are constructed as fundamental to state security, then threats to these 

values from external information must be dealt with as top state-security priority. 

It’s worth noting that these passages need not be interpreted solely in support of the 

securitisation of (dis)information. Since they often occur in the context of describing the turn 

from bipolarity to multipolarity, they can also serve to express and justify Russian aspirations 

to become one of the newly emerging global power centers. They additionally serve to blame 

the West for global instability by criticising interventions in West Asia and North Africa, as 

well as for the policy of ‘containment’ seeking to deny Russia’s rightful place among the great 

powers of the world. Yet by securitising basic values in the context of a grand civilisational 

struggle, the Russian documents attempt to link them to state security so that any threat to these 
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values in the form of foreign-originating narratives and ideas is a threat to national security of 

the highest order. 

 

Gauging NATO’s commitment to universalism 

Understanding the Russian position as a cultural-relativist view of values, we can attempt to 

counterpose the NATO position on the same issue. The alliance has always been more than 

simply a collective security organisation; it is “a community of liberal democratic values and 

norms” (Sjursen, 2004: 687). NATO political declarations certainly espouse this view, with all 

the major summit declarations since 2014 namechecking, “our shared values of individual 

liberty, human rights, democracy, and the rule of law” in their opening paragraphs (NATO, 

2014 §2; 2016; 2019). They are also present in the preamble of the 1949 Washington Treaty 

upon which the alliance was founded (NATO, 1949; Böller, 2018). Whether NATO leaders and 

policy-writers see these values as universal/objective or relativist is a more difficult question to 

answer, and the evidence isn’t nearly as clear-cut as in the Russian strategic documents. To start 

we should return to Secretary General Stoltenberg’s oft-repeated declarations that NATO “is 

not in the propaganda business” (Stoltenberg, 2018d: 10), here reproduced in the form given in 

a February 2017 speech: 

 

Also when it comes to propaganda we can provide facts, we will never counter 

propaganda with propaganda, we will counter propaganda with facts because we 

believe strongly that in the long run the truth will prevail over propaganda 

(Stoltenberg, 2017a: 6). 

 

Stoltenberg’s speeches demonstrate a firm commitment to the existence of an objective truth 

which will ‘prevail over propaganda’ in the long run. This particular sentiment features in every 

one of the speeches and is clearly a message the alliance leadership wishes to push. These 

passages should be interpreted against the backdrop of the ‘fake news’ zeitgeist which gripped 

the world (and still does in 2021, to a certain extent) in the mid-to-late 2010s following the 

Brexit referendum and the election of Donald Trump to the US Presidency in 2016 (Freelon 

and Wells, 2020). Just a month before Stoltenberg made the above-quoted speech, the phrase 

‘alternative facts’ had entered the lexicon of world politics after White House officials 

attempted to defend President Trump’s misrepresentation of the size of his inauguration crowd 
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in January 2017 (Bradner, 2017). The validity of the claims here, that NATO’s response to 

propaganda is not itself propaganda and that it represents not just ‘a’ truth but the truth, rests in 

the first case on the assumption of objective or universal truth and an appeal to the authority of 

an alliance of democratic states to determine that truth. It is a view that many in the Western 

world, shocked by the rapid dissolution of a shared sense of reality in domestic politics and the 

resurgence of authoritarianism abroad, no doubt found comforting. 

Yet it is a narrative built upon unsound foundations. Even if we accept these premises, 

we also need to be able to trust that the ‘facts’ provided are not subject to the strategic 

considerations of NATO leaders as expressed through realpolitik. Given that STRATCOM is 

defined everywhere else in the documents as the dissemination of a strategically useful alliance 

narrative – something which necessarily stands in relation to the truth rather than representing 

the plain truth – this is difficult to believe. 

Further analysis of NATO discourses reveals nods to a more civilisationist outlook 

which suggests that there is doubt within the discourse about how universal NATO’s values 

are. The 2015 SFA contains a passage very similar to one published a year later in the 2016 

Russian FPC (FPC, 2016. §5), claiming: “Fault lines between civilisations have the potential to 

promote the growth of extremist, radicalized groups” (SFA, 2015: 1). Even speeches by NATO 

officials such as Stoltenberg tend to use possessives when referring to NATO values – “our 

values”, etc. Otherwise, value-statements are couched in terms of personal belief: 

 

Because I just believe in those values, democracy is better than authoritarian 

regimes [sic], freedom is better than oppression and I think we have proven that 

these values are very strong (Stoltenberg, 2019e: 14). 

 

Yet for all the talk of democracy being better than authoritarianism, NATO’s history 

emphasises a much more pragmatic approach to values. The alliance has had a strained 

relationship with values in the past, particularly in admitting members whose values were far 

from aligned with those of the founding members. The tension between strategic imperatives 

and foundational values is explored in an extensive study by Ruud van Dijk and Stanley Sloan 

(2020) focusing on Portugal, Greece, and Turkey. They note that the latter case still presents a 

problem for NATO’s portrayal of their values as universal today. 

 Phrases such as ‘alliance of shared values’, ‘our values’, and others all portray ethical 

judgements that are not claimed to transit beyond the boundaries of the member states. It 

appears that, for all the claims to democratic values inevitably winning out, the tendency in the 
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strategic documents (and especially the political declarations) is to use much softer language to 

avoid claims to universality. This makes sense from a diplomatic perspective, as a means to 

avoid alienating potential strategic partners. However, it also betrays a certain unease about 

proclaiming the universality implicit in the alliance’s foundational values.  

Thus, far from being a simple distinction between ‘Russian Civilisationism’ and ‘NATO 

Universalism’, the analysis of strategic documents and discourses from both sides shows that 

this is far from clearly demarcated. The comparisons so far between the Russia and NATO 

cases have essentially sought to ‘sense-check’ the Russian thematic framings of 

(dis)information threats by seeing how well NATO’s own securitisation of the issue matches 

the themes presented in Russian documents. The failure to legitimise disinformation as a tool 

of geopolitical confrontation, coupled with the ambivalent attitude to the universality of values, 

have both left these major thematic framings without explanation. In the remaining findings 

chapters, this study will seek answers to these questions in the context of domestic politics – 

namely, how Russia uses rhetoric about disinformation for the purposes of increasing political 

control. In doing so, I hope to open the discussion to ‘why’ disinformation is constructed as a 

security issue. 
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7 - Authoritarian use of disinformation 

rhetoric in Russia 
 

As we have already seen, the conflict of values and ideas between civilisations is a major theme 

of Russian discourses on disinformation. This theme gives insights both into how the 

securitisation of disinformation occurs and how it is used in international politics. However, 

making the case for a great power Russia to the world is not the only use of securitised 

disinformation-rhetoric. This chapter opens a discussion of how discourses on disinformation 

in Russian strategic documents can serve authoritarian control and legitimation purposes. The 

use of information-threat discourses for domestic political control can be seen in two key areas. 

First, the parallel securitisation of spiritual-moral and cultural-historical values results in 

national security concerns being directed towards the control of culture and knowledge. 

Second, the role of foreign information influence in Russian discourses on ‘extremism’ means 

that this label is frequently used to suppress opposition in Russian domestic politics. In 

conclusion, this chapter argues that maintenance of control over domestic politics is likely to 

be the main reason for the securitisation of disinformation in Russia.  

 

Controlling Culture 

The Russian national security strategy documents analysed in this study feature extensive 

securitisation of certain aspects of what Russian citizens think about themselves and their 

country. Three specific aspects featured consistently are spirituality, (traditional) morality, and 

historical interpretation. Securitisation moves amid the politics of memory and 

memorialisation have recently been explored in Critical Security Studies. This has led to 

perspectives emerging whereby recent securitisations of monuments in Europe and North 
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America, for example, might be seen as reactions to globalisation (Strukov and Apryshchenko, 

2018). In Russian strategic documents we find that barely ten years after the beginning of the 

post-communist Russian state these concepts began to take on their securitised character. 

 For context, it is useful to look at the early national security documents of the Russian 

Federation. Comparing the late Yeltsin and early Putin-era documents with more recent 

discourse presents evidence of a transitional period, in which attitudes towards certain cultural 

values were somewhat in flux prior to taking the shape in which we now see them. Both the 

1997 and 2000 National Security Strategy documents present spiritual-moral and cultural-

historical values in terms of their preservation. These are often framed in quite straightforward, 

material terms, for example:  

 

Russia needs to ensure the safety of its great cultural wealth, and specifically the 

museum and archive stocks, the main library collections, and historical and cultural 

monuments (NSC, 1997: 16). 

 

However, they are also frequently linked to the general social and economic decline 

experienced in Russia following the dissolution of the Soviet Union, characterised by 

worsening economic inequality as well as what is referred to in the documents as ‘the 

criminalisation of social relations’. The 2000 NSS implemented under President Vladimir Putin 

is more pessimistic in this regard, pointing to a “profound social crisis” culminating in “a 

lowering of the spiritual, moral and creative potential of the population” (NSC, 2000: 7; 

Godzimirski, 2000). 

 By the mid-2010s, and especially after the beginning of Putin’s third term in 2012 

(Bækken and Enstad, 2020), the semantic focus of references to these values had shifted 

entirely from the decline of Russian ‘spiritual-moral values’ (SMV) to the idea that they are 

resurgent despite being actively undermined by foreign-led information operations. Østbø 

(2017) notes that the experience of mass demonstrations against what were widely held to be 

fraudulent Duma elections in 2011 created a profound need among the Russian governing elite 

to protect themselves against a potential ‘colour revolution’ sparked by ideas of transparency 

and democratic reform. We see direct reference to this in the 2015 NSS where various actors 

are accused of: 

 

...destabilizing the domestic political and social situation—including through 

inciting ‘color revolutions’ [sic]—and destroying traditional Russian religious and 

moral values (NSS, 2015. §43).  

 



 

50 

Østbø argues that the Putin government’s response to the growing calls for reform was to 

rhetorically construct an existential threat to Russian SMV from abroad. In order for Russian 

traditional values (and by extension the Russian nation itself) to survive, social modernization 

processes needed to be arrested (Østbø, 2017). This gives us a new perspective on the purpose 

of securitising values through disinformation. 

 In addition to supporting Østbø’s (2017) already extensive work on the links between 

the securitisation of SMV and disinformation, this study has found a similar securitisation 

process evident in the strategic documents related to historical interpretation and narrative. 

Passages aiming to securitise historical interpretation appear in documents at least since the 

2008 FPC. These threats are usually phrased as attempts to “falsify”, “revise”, or “rewrite” 

Russian history, and they are considered a significant threat in the information sphere as 

evidenced by their consistent appearance in the documents. Bækken and Enstad (2020) note 

that in Russian discourses the national historic narrative appears to be a particularly common 

referent object when speaking about ‘information war’ and information threats from the West. 

Furthermore, the concept of ‘history as a national security issue’ has been explored in 

educational conferences in Russia (Bækken and Enstad, 2020; Zakharova, 2016) and is clearly 

present in the documents. Interestingly, earlier examples of this sentiment in the foreign policy 

documents include overtly pluralistic sentiments, such as calls for “establishing the historical 

truth and preventing historical issues from becoming an instrument of practical policy” (FPC, 

2008: 5) and “the depoliticization of historical discussions” (FPC, 2013: §39h). However, the 

2015 NSS treats the issue in much less compromising language, declaring that “[a] proper 

attitude toward Russia's history is being shaped in the rising generation” (NSS, 2015: §11). In 

most instances where history is securitised in these documents, explicit reference is made to 

the Second World War – with the contention that state enemies wish to ‘revise its outcome’ 

(implying, perhaps, the wide scale territorial changes forced on the defeated Axis powers) by 

challenging the accepted narrative. These findings are broadly in line with those of Bækken 

and Enstad (2020), who conclude that the Russian government selectively securitises narratives 

such as those around the ‘Great Patriotic War’ which project unity and strength, while leaving 

other historical topics (such as the Stalin regime) in the realm of normal political-historical 

debate. The need, as expressed in these documents, to control what people think and know 

about themselves, their country, and their past, appears to be an existential issue for Kremlin 

elites. 
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Disinformation and ‘Extremism’ 

The threat from foreign information influence is also frequently mentioned in connection with 

foreign-supported non-governmental organisations and associations. In addition to the explicit 

references to NGOs, developments in Russian domestic politics related to the treatment of the 

opposition movement suggest that we should also interpret the frequent references to 

‘extremism’ and ‘extremists’ in the strategic documents to denote opposition figures such as 

Alexei Navalny. The ‘extremism’ label has long been applied to minority religious 

communities in Russia (Baran, 2019). Anti-extremism laws have also frequently been used to 

criminalise public protest and the distribution of materials by opposition parties in Russia 

(Kravchenko, 2019). The frequency with which Russian strategic documents associate 

disinformation with the spread of ‘extremism’ is noteworthy. In a 2014 speech to the Kremlin 

Security Council, Putin explicitly linked extremism to foreign support for ‘colour revolutions’, 

stating that “extremism is often used as a geopolitical instrument to rearrange spheres of 

influence”, vowing to protect the country from “the irreversible consequences [of] the spread 

of extremist ideas” (Putin, 2014: 2). While parallels exist in NATO documents – the Russians 

themselves being accused of supporting “extremist parties in Europe” (Vershbow, 2016: 2) – 

the rhetorical use of this label by the Russian authorities to punish opposition movements forces 

us to consider its appearance and links with disinformation in the documents as a further device 

to increase authoritarian control. 

 The argument that the securitisation moves visible in Russian strategic documents serve 

to increase authoritarian control is supported by existing research into the Kremlin’s methods 

of controlling information flow in Russia. The idea of using disinformation or ‘active 

measures’ abroad primarily for domestic stability purposes is backed up by Soviet history, 

where disinformation use within the USSR’s Warsaw-Pact satellites was aimed at preventing 

challenges to the dominance of Marxist-Leninist ideology at home (Gioe, Lovering & 

Pachesny, 2020). At a more fundamental level, Babayan (2017) argues that direct (violent) 

repression of dissent is cost inefficient for authoritarian regimes compared to the rhetorical 

legitimation of policy. In an increasingly globalised and connected world, control of traditional 

media is no longer sufficient to stem the flow of unwanted ideas and values across borders. 

Thus, in order to legitimate policy the Russian government must also strive to contain and 

prevent negative depictions of its actions in the international sphere (Babayan, 2017: 1092).  

One such containment strategy would be to rhetorically construct outside information 

as inherently threatening, harmful, or generally untrustworthy. If successful, it would have the 
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effect of ‘inoculating’ the subject population to a certain extent against outside ideas which 

might challenge the regime. Empirical work by Nisbet et al. (2017) supports this assertion. 

Through an analysis of media consumption and risk perceptions among a sample of Russian 

citizens, the authors show that reliance on Russian state television for news coverage was 

associated with a heightened sense of threat perceived from the internet coupled with increased 

support for internet censorship. Given that the narratives promulgated in state media and in 

state-authored strategic documents are congruent, there is evidence that the moves to securitise 

disinformation have already been made successful through positive audience reception – 

although there is still debate on the extent that this is necessary in an authoritarian system 

(Babayan, 2017). 

Securitising (dis)information works as a tool of authoritarian control because it allows 

a regime to cut their population off from the shared global information space – and potential 

liberalising influences. Indeed, given that disinformation has not been shown to be an effective 

tool of influencing other states’ strategic decision-making, the domestic sphere is perhaps 

where state-sponsored disinformation is most effective (Lanozhka, 2019). Since there is 

considerable evidence that the primary usefulness of disinformation securitisation is for 

authoritarian control of the domestic political sphere, the following chapter explores where this 

leaves NATO in its own securitisation of the issue.  
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8 - NATO, Democracy, and the Hybrid 

Paradigm 
 

The study of Russian strategic discourses on disinformation has shown that securitising the 

issue can readily serve authoritarian purposes. In Russia’s case, given that Kremlin elites 

perceive a threat to their own positions of power from external information, this should be 

considered one of the primary uses of such rhetoric. 

 However, if this is the function of Russian disinformation rhetoric, then it begs the 

question of what use NATO has for its own securitisation of the issue. This chapter aims to 

problematise NATO’s rhetoric around the intersection of disinformation and democracy. It first 

discusses NATO’s securitisation of disinformation under the dominant paradigm of ‘hybrid 

threat’, before posing the central problem: that the way in which (dis)information is constructed 

as a threat by NATO in itself risks damaging democracy. This chapter demonstrates two 

consequences of viewing disinformation under this paradigm which can have the effect of 

reducing the space for open discussion of disinformation. In the final section I show that NATO 

officials appear cognizant of these issues and attempt to deal with them in two ways: through 

the partnership with the European Union, and through the focus on resilience. I then briefly 

discuss how these approaches mitigate the problems outlined and contribute to a potential 

desecuritisation of the issue in NATO discourses. 

 

Disinformation under the Hybrid Paradigm 

‘Hybrid warfare’ and ‘hybrid threat’ have nebulous meanings and connotations which have 

been extensively studied and critiqued in recent academic work (Renz, 2016; Mälksoo, 2018; 

Ördén, 2019; Fabian, 2019; Galeotti, 2019). As discussed in earlier sections, the ‘hybrid’ 
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moniker aims to capture the kind of multifarious adversary capable of employing a combination 

of different modes of coercion in warfare such as conventional, irregular, criminal, cyber, 

political, and economic forces (Hoffman, 2007). From 2010 onwards the NATO strategic 

documents are replete with references to hybrid threats, with disinformation consistently 

grouped under this heading. Take, for example, then-Secretary-General A.F. Rasmussen in July 

2014:  

 

What we are witnessing is maybe not entirely a new kind of warfare. But we call it 

hybrid warfare: a combination of traditional methods and more sophisticated covert 

military operations combined with sophisticated information and disinformation 

operations (Rasmussen, 2014: 11).  

 

Though it has been defined and re-defined in countless white papers and think-tank articles, 

and definitions have been fixed at the highest level of EU policy (European Commission, 

2016), the concept of a hybrid threat remains – perhaps intentionally – vague. Hybrid threats 

can come from any source, using any mode of coercion, with the only real determining criteria 

being the simultaneous use of multiple modes. Yet even this is caveated: since it can be difficult 

to determine whether distinct threats are connected, any singular (overtly non-hybrid) action 

can be seen as part of a wider hybrid attack. The radical open-endedness of the hybrid paradigm 

has been interpreted in a variety of ways. Renz (2016) suggested that ‘hybrid warfare’ was an 

oversimplified “quasi-theory” of Russian foreign policy through which Western commentators 

imbued Russian leadership with “an unrealistic degree of strategic prowess” (Renz, 2016: 294). 

Mälksoo (2018) further theorised that hybridity represented “ontological insecurity”: an 

incapacitating state of strategic uncertainty which “exposes collective actors”, like NATO, “to 

the fundamental existential questions about the continuity of their external environment as they 

know it and their own finitude” (Mälksoo, 2018: 378). 

 The prospect of (dis)information being securitised under such a vague and open-ended 

threat paradigm poses two distinct issues for the society in which these security moves take 

place. The first issue has to do with the expansion of consequences, and the second with 

reduced warning times. In order to illustrate these problems, the following section describes 

how the issues related to propaganda and disinformation were presented in NATO discourses 

prior to the introduction of the hybrid paradigm, in the case of the 1999 Kosovo intervention. 

The lessons drawn from Kosovo by NATO leadership can be seen as the inspiration for the 

current primacy of strategic communications. 
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NATO’s PR Problem in Kosovo 

The Kosovo crisis in many ways showcased the role of the media in modern war. NATO 

leaders were keenly aware that for the alliance to continue to undertake military operations in 

the territory of the former Yugoslavia the ongoing consent of member states (and their publics) 

had to be maintained (Campbell, 1999; Vickers, 2000). The legitimacy of NATO’s actions was 

already in question since it had failed to secure United Nations Security Council authorisation 

for intervention (O’Connell, 2000). Yugoslav leaders were cognizant of this fact, and since the 

military superiority of NATO forces was beyond doubt, Belgrade’s strategy revolved around 

trying to break the political consensus behind the operation in order to win the ‘battle of the 

narrative’. In the wake of the controversial NATO bombing of a refugee convoy in April 1999 

Alastair Campbell, Press Secretary to British Prime Minister Tony Blair, was dispatched to 

Brussels as “reinforcements” for the NATO press corps in the hope that a new media strategy 

could turn the tide in the propaganda battle against Slobodan Milosevic’s Serbian government 

(Garside, 1999; Pearlstein, 1999; Vickers, 2000). Campbell’s account of “fighting that Serb 

Lie Machine” exemplifies the sense of the narrative being a battlefield in itself, with NATO 

having the duty to win there too (Campbell, 1999: 33). Yet while Campbell reflected on 

‘fighting the good fight’ in the information space, others were more alarmed at the blatant 

intrusion of propaganda into the free press. Contemporary studies (Nohrstedt et al., 2000; de 

Bens, Hauttekeete, and Ghent, 2002) found that NATO’s coordinated media strategy skewed 

reporting on the conflict in national media and tended to sideline critical reflection on NATO’s 

actions in favour of a black-and-white narrative which served the alliance’s purposes14. In any 

case, this example of the early discourse around disinformation and the media among NATO 

officials focuses heavily on the ‘PR’ element and its intersection with operational integrity. 

Disinformation is constructed as a threat specifically to the domestic political support among 

alliance members for the continuation of NATO operations. Media coverage is no longer seen 

as something of an accessory to the operation, but instead is represented as an integral part – 

neglect of which threatens mission success. To rehash an old adage: the media narrative was 

now too important to be left to the journalists. 

 
14 It is interesting that both of these studies call NATO’s one-sided narratives ‘disinformation’ or ‘grey 

propaganda’ (showing the persistence of the latter term). However, they do not critically engage with 

disinformation as a concept – it can be seen here merely as a synonym for ‘lies’ or ‘half-truths’. 
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The scope of consequences 

Despite the reconstruction of the media space as a crucial battlefield, the potential 

consequences of failure in this domain were nevertheless limited. In fact, the information threat 

in Kosovo was still framed in such a way that the consequences of successful enemy 

disinformation and propaganda would be confined to the operational sphere. In the view of 

NATO officials and heads of government in 1999, the cost of failing to counter Serbian 

propaganda would be borne by those immediately affected by the conflict: the Albanian 

Kosovars whom the NATO mission was launched to protect. As Campbell put it, reporting a 

conversation he had with a Kosovar lawyer:  

 

...their biggest fear came during the furore over the convoy incident, when they 

thought NATO might bottle out [sic] of the bombing (Campbell, 1999. 36).  

 

NATO officials were undoubtedly personally driven to stop the ethnic cleansing, and thus 

willing to take extraordinary measures to counter Serbian propaganda. However, false 

information was not seen to ‘harm’, per se, the Western publics ingesting it as much as it 

harmed the operation. In the aftermath of the conflict, NATO analysis papers would note 

“subversion and deliberate disinformation” as destabilising factors for states – specifically 

post-conflict states in regions external to the alliance (NATO SEECAP, 2001). Those who were 

existentially threatened by disinformation lived in unstable places within NATO’s geostrategic 

orbit, but not within the alliance’s territory itself – eminently secure and without need of 

securitisation through strategic documents. 

 This attitude stands in sharp contrast with that of current discourses. The focus since 

2014 has very clearly shifted from the threat to the success of specific (and generally ‘out-of-

area’) operations to a threat directed towards NATO member states’ own societies. This can be 

seen as a facet of NATO’s pivot from out-of-area operations such as the intervention in 

Afghanistan back to the traditional collective-security orientation of the Cold War. However, 

despite the disinformation threat to out-of-area operations abating, the ‘existentiality’ of the 

new threat to member state societies reveals a more highly securitised issue. Deputy Secretary-

General Alexander Vershbow warned in a 2015 speech that Russia, “could exploit our open 

societies through disinformation” (Vershbow, 2015: 3). Secretary-General Stoltenberg made 

similar remarks in February 2018, observing that, 
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...many forces try to misuse and to undermine the open and transparent societies by 

different kinds of disinformation and interference activities” (Stoltenberg, 2018b: 

6).  

 

We then see the same sentiment emerge in the 2019 London declaration, which calls for,  

 

strengthening our ability to prepare for, deter, and defend against hybrid tactics that 

seek to undermine our security and societies (NATO, 2019: §6).  

 

The move from the ‘exploitation’ of open societies (for means unstated) to the direct 

undermining of those same societies not only speaks to a broadening of the consequences of 

disinformation, but also their increasing severity. Yet as they become further reaching and more 

damaging to core interests, the consequences of disinformation ironically become much vaguer 

in line with the overall hybrid paradigm which they now fall under. This appears to be 

characteristic of securitisation moves made about hybrid threats – where one lower-level threat 

is a potential indicator of a much larger hybrid attack. The calculus informing the 

proportionality of response is thrown out as the consequences of disinformation move from 

being merely frustrating to existentially threatening. 

Warning times 

In tandem with the expansion of consequences, another major implication of the hybrid 

paradigm can be found in the numerous references to shortened warning times. NATO 

documents (especially those written shortly after the Ukraine crisis) depict hybrid threats as 

fast-acting with little to no warning, necessitating quicker reaction times and fewer barriers to 

rapid response. These barriers can even come in the form of democratic accountability 

measures, which creates a certain tension between the threat posed by disinformation and the 

need to ensure oversight (Stoltenberg, 2015b. 4). The 2015 FFAO warns that a crisis,  

 

...could develop so swiftly that there would be insufficient time for traditional 

decision making processes to allow response in a timely manner (FFAO, 2015: 13).  

 

Speed was also the main theme of a speech given by Secretary-General Stoltenberg when 

opening the NATO Transformation Seminar in 2015:  
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Hybrid is about reduced warning time. It's about deception. It's about a mixture of 

military and non-military means. So therefore we have to be able to react quickly 

and swiftly (Stoltenberg, 2015b. 5).  

 

In the same speech, Stoltenberg acknowledges the aforementioned tension: “While political 

control and oversight is essential, it is crucial that we reconcile oversight with speed” 

(Stoltenberg, 2015b. 4). Taken together with the potential for disinformation to be seen as the 

prelude to something bigger, the prospect of reduced oversight to enable faster reaction is 

worrying given the potential for misfire. The issue of speed adds another dimension to the sense 

of ontological insecurity, working to ratchet up the intensity of the fear. This might be seen as 

a consequence of military thinking being applied to the age-old problem of truth and opinion 

in politics. Yet for a community of democratic nations, the prospect of information becoming 

a military problem is troubling. 

 

How NATO avoids over-securitising the issue 

When the threat from disinformation is mentioned in NATO discourses, it is usually framed as 

a threat to democratic systems. In fact, this study finds that democracy is the most common 

referent object of the disinformation threat, mentioned 34 times across 26 documents. The 

threat to democracy tended to be phrased in one of two ways. In most cases disinformation was 

described as ‘interference’ or ‘meddling’ in domestic issues or specifically in elections. In other 

cases, disinformation is said to ‘undermine’ democratic processes or specifically the trust in 

democracy (Stoltenberg, 2017c: 4). In a few rarer cases disinformation appears as a threat to 

democratic values or to “democracy itself” (Stoltenberg, 2019b: 8). These remarks make clear 

the conceptual link in the minds of NATO leaders between the ability of democracy to function 

and the connection to undistorted reality. Their frequency also supports the foregrounding of 

democracy in the debate over disinformation as a security threat.  

We know that democracy is a major referent object of NATO’s securitisation of 

(dis)information. Yet as this chapter has shown so far, this very move itself poses risks under 

the hybrid paradigm. Much to their credit, however, NATO officials and leaders do appear 

aware of these issues and take steps to mitigate the impact that the construction of the 

information threat has on the democratic systems it is intended to protect. 
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EU Partnership 

Following the Ukraine crisis and the need for cooperation on strategic communication, NATO 

resolved to coordinate with the European Union (EU) specifically on the issue of hybrid threats. 

The initial result of this partnership was the European Commission’s ‘Joint Framework on 

countering hybrid threats’ (European Commission, 2016). The two organisations have gone on 

to further deepen their coordination in tackling disinformation (NATO, 2019: §5; NATO, 2020; 

NATO 2021). 

 In the context of securitising disinformation, however, the partnership with the EU 

might serve a vital purpose. By involving a fundamentally civilian power such as the EU in the 

struggle against disinformation, NATO in effect desecuritises the issue and avoids legitimising 

a bilateral information war in the same manner as the Russians. Whether or not this solves the 

problems outlined above is uncertain. By keeping the task of information control away from 

NATO Generals, the EU-NATO partnership keeps the issue within the boundaries of normal 

politics and prevents its full securitisation as a military problem. This avoids the ‘warning time’ 

issue by committing to democratic oversight and allows NATO to focus on the aspects of 

hybrid warfare which are closer to its traditional conventional warfare remit. 

 However, the fact that (dis)information is still treated as a security problem means that 

the desecuritisation process is far from complete. While the European External Action 

Service’s East STRATCOM team has adopted a strategy of dealing with alleged Russian 

disinformation through monitoring, debunking, and attribution (EEAS, 2021), the strategy for 

dealing with extremist and terrorist content still revolves around censorship and removal. It 

still remains problematic under a democratic system for any kind of information control to exist 

as an official capacity, and for this reason (dis)information remains securitised to a certain 

extent.  

 

Resilience and the Media 

Lastly, the theme of societal resilience which has come to characterise much of the most recent 

NATO discourse on disinformation can be interpreted as a means of desecuritisation, framed 

as a potential long-term solution to the problem. However, its utility as a permanent solution is 

questionable.  

Manyena et al. (2019) note that, with 83 different recognised definitions, ‘resilience’ is 

a “fuzzy concept” that is difficult to operationalise. However, the authors find substantial links 

between the concept and the capacity to reduce the impact of destabilising events (Manyena et 
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al, 2019: 2). The core idea behind resilience is being able to ‘bounce back’ from disruption 

(Bourbeau, 2013: 6). NATO’s focus on fostering resilience in the face of the information threat 

is yet another means of delegitimising the idea of a bilateral Russia-NATO information war 

and permanently framing NATO’s stance as a defensive one. The primary means of fostering 

resilience to information threats according to NATO leaders appears to be the promotion of 

press freedom, although strategic communications are also framed as a resilience measure 

(Peach, 2019). The importance of the ‘third estate’ is consistently reiterated in the speeches of 

NATO leaders when discussing the disinformation threat. This first example comes from a 

speech by Stoltenberg in October 2017:  

 

I strongly believe in the importance of free, independent press. Because if we have 

journalists, if we have independent, critical media, they will ask the right questions. 

They will check the sources. They will be able to distinguish disinformation, 

propaganda from facts and the truth (Stoltenberg, 2017d: 19). 

 

In a September 2018 speech the link between the press and resilience is made more explicit: 

 

I also strongly believe that a free and independent media is extremely important in 

responding to any attempt to spread disinformation and propaganda. So, a free 

independent media that is able to ask the difficult questions, to be critical, to check 

their sources, is also extremely important to establish resilience against any outside 

attempt to meddle in our political processes (Stoltenberg, 2018e: 11). 

 

Press freedom, along with media literacy, are part of the set of ‘security-related values’ which 

Ördén (2019) identifies as salient among EU media and communications policy discourses. For 

these policy communities, safeguarding “citizens’ independent democratic judgement” is the 

priority for ensuring security from the disinformation threat (Ördén, 2019: 422). That NATO 

would eventually settle on resilience in contrast to what Ördén considered the more active 

approach of the EU’s ‘security/defence’ policy communities (comprising strategic 

communications and censorship) is an interesting turn of events (Ördén, 2019: 427). In placing 

the burden of the disinformation issue on the press, NATO places implicit trust in the ability 

of one of the fundamental assets of an open democracy to function as intended. By trusting the 

free press to deal with disinformation, NATO simultaneously trusts that democratic societies 

can weather the storm of information. In handing the issue back to the ‘normal politics’ of civil 

society, NATO is attempting what may be considered a desecuritisation of disinformation. 
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 Yet, as Bourbeau (2013) points out, resilience has a dark side. Disruption and change 

are not necessarily for the worst, especially in the context of society or culture where new 

information plays such an important role:  

 

...there might be good reasons for wanting to transform a social structure, a given 

situation, a regime, a norm, an economic system of exploitation, etc., and that being 

resilient to these changes could be considered as negative (Bourbeau, 2013: 8). 

 

 If what NATO has set out to accomplish through societal resilience is a desecuritisation of 

(dis)information, so that we no longer see a threat coming from hostile false information, then 

this might tentatively be welcomed. However, if the true meaning of societal resilience is 

simply the rejection of any narrative incongruent with NATO strategic communications, then 

we may be in trouble. Resilience, if it is to be a long-term solution, needs to be augmented with 

an understanding of the circumstances under which change might be positive (Bourbeau, 2013: 

8-9). At the very least, NATO steps in the right direction by championing the media’s role as 

the judge of those circumstances. The true test of resilience will be when NATO strategic 

communications are subjected to the same critical media gaze as Russian disinformation. The 

outcome could be resilience, or recalcitrance.  
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9 - Conclusion 
 

The findings of this study began with an overview of the main documents and some preliminary 

notes about the content and extent of references to disinformation in the documents. Among 

these were observations about the success of securitisation moves in Russian and NATO 

discourses. Given the importance of audience to the securitisation process, it was worth 

discussing its role in these cases. Yet, I maintain that a properly thorough exploration of the 

success of the securitisation would be to dwell on the question of ‘whether’ rather than ‘how’ 

securitisation of disinformation has occurred. With the latter being the focus of this study, I 

have chosen to stick to the exploration of the ‘how’ in the sense of what thematic ideas inform 

the securitisation process. However, the former question does itself represent an interesting 

avenue of research, particularly given the apparent incompleteness of the moves in NATO 

discourses. 

 Following this track, the chapter on securitising information war described how Russia 

and NATO seemingly disagree on whether disinformation is a legitimate tool of geopolitical 

confrontation. Through the framing of disinformation as a new form of warfare, to which 

Russia will respond, Kremlin strategists implicitly confer legitimacy on the practice. Yet while 

NATO documents avoid conferring this legitimacy, the chapter demonstrated that the manner 

in which some documents describe strategic communications could readily be interpreted as 

offensive information warfare capability. The apparent inability of NATO leaders to recognise 

this symmetry is problematised. In an attempt to explain this lack of understanding this study 

then dove deeper into the construction of the threat within the texts, showing how the Russian 

documents frame disinformation in terms of a civilisational battle of values wherein foreign 

value-laden information can threaten the foundations of a civilisation-state such as Russia 

perceives itself. I explored the prospect of a relativism-versus-universalism divide as a 

potentially useful explanation of NATO’s apparent refusal to see how its strategic 



 

63 

communications could be interpreted as disinformation. Yet NATO’s own commitment to the 

universality of its values is shaky at best and so as an explanation for the differences this 

framework isn’t sufficient.  

The study then turns to the ‘why’ of the issue; presenting an interpretation of Russia’s 

securitisation of (dis)information as a tool to further the project of authoritarian control. Since 

this is evidently a plausible explanation well-supported by the existing literature on Russian 

information politics, it is left for us to examine what role NATO’s own securitisation of this 

issue plays. The final chapter thus portrays an alliance which is fundamentally uneasy about its 

role as ‘guardian of truth’ (Böller, 2018). Just as this study and others have shown, NATO 

leaders experience a profound sense of responsibility to meet the threat from the information 

sphere and to protect open democracy. Yet just as the illocutionary act of securitising 

(dis)information in Russia can serve as a tool to cement autocratic control, NATO’s attempt to 

construct information as a threat under the broader ‘hybrid paradigm’ can be just as damaging 

to democracy. This fact undermines the legitimacy of NATO’s securitisation moves, thus 

affecting their success. Discursive evidence shows that NATO leaders and officials recognise 

this problem, and so we also see attempts at desecuritising the issue both through the 

involvement of the civilian-power European Union and through the focus on passive resilience 

rather than active retaliation in the face of the threat. The success and credibility of this new 

direction remains to be seen. 

 

This study has attempted to achieve a unique perspective on the issue of disinformation 

in global politics. Rather than focusing on the content or impact of specific narratives, with all 

the associated normative and epistemological pitfalls, this study has sought to demonstrate that 

stepping back and looking at the construction of the issue itself is a potentially fruitful area of 

research. How major international players construct (dis)information as a threat – the process 

and the securitisation moves involved – can have thematic content and potential impact above 

and beyond that of individual narratives or disinformation campaigns. Many issues can be 

securitised by influential actors. Yet disinformation is a unique issue to undergo this process, 

as it represents the removal of entire swathes of information about the world from the realm of 

normal politics. In this conclusion section I wish to touch on the idea of securitising ‘truth’ as 

a major theme throughout this study. 

 The paramount threat from disinformation is the implied severance of the connection 

to objective reality. Who is permitted to modify what we (think we) know about ourselves and 

the world around us? What about this is inherently threatening? The fear of being manipulated 
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– the assumption that adversaries wish to sever our connection to reality – appears as the 

impulse behind this move. When what we ‘think’ we know is not the case, such circumstances 

will inevitably be used against us to our disadvantage. This line of thought presents a number 

of problems when one attempts to apply it to a state-society context where liberty and political 

power exist in natural tension. When we make the public access to knowledge (and thus to 

reality) an issue of security, to be taken care of through the protective power of the state, this 

begs the question of whether states and those in power can be trusted with the provision, or 

maintenance, of such access. In other words, we cannot implicitly trust that the particular 

version of ‘reality’ which officialdom wants us to have access to constitutes the objective state 

of affairs rather than the version most convenient to the rulers. This study has demonstrated 

that NATO grapples with this problem continuously in official discourses. It is as if, for leaders 

such as Stoltenberg and Vershbow, the illocutionary act of declaring “we don’t fight 

propaganda with propaganda” will, through the magic of discursive construction, make it so. 

Regardless of how many times it is stated, we are still faced with the same epistemological 

problem of ‘whose truth’ is in fact propaganda. That we are dealing with ‘truth’ and 

‘knowledge’ as referent objects of security spells trouble for those disciplines for whom these 

goods are raw material – namely academia. When actors such as NATO securitise information, 

they are implicitly targeting only some information. These security moves create an atmosphere 

of distrust toward anything coming from the general direction of ‘known disinformers’ such as 

Russia or China. There are serious implications for academic freedom of thought if, with 

sweepingly successful securitising moves, actors can declare some cross-border flow of 

information as dangerous and subversive. Especially since this study, and others, have shown 

that Russia makes good use of this exact manoeuvre for authoritarian purposes, we are obliged 

to keep a watchful eye on any similar moves taking place in our own societies.  
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