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Abstract: 

Vladimir Putin once said ‘Whoever becomes the leader in AI [artificial 

intelligence] will become the ruler of the world’ (Kamphuis and Leijnen, 2021: 

para 1). The global arms race towards leveraging AI is already underway, with 

China and the US at the forefront. China is predicted to be the global leader in 

AI development by 2030, while the US has made substantial investment in the 

domain of AI as a global superpower (Kamphuis and Leijnen, 2021: para 3). 

Among the emerging technology relevant to AI, it is said that autonomous 

weapons, which can kill targets without any human involvement, could be the 

‘third revolution in warfare’ after gunpower and nuclear weapons (BBC, 2017: 

para 2). Proponents of autonomous weapons claim that their use can contribute 

to wars being conducted more humanely and can reduce civilian casualties by 

enhancing target identification and engagement of legal targets (i.e. combatants) 

codified by the International Humanitarian Law (IHL) (US Mission to 

International Organizations in Geneva, 2019: para 4). Certain questions 

frequently arise in relation to autonomous weapons: To what extent do 

autonomous weapons accurately discriminate between combatants and 

civilians? Supposing autonomous weapons can rigorously comply with the 

principle of distinction codified in IHL, how do autonomous weapons change 

the nature of war, including society’s regard for human life? This paper will 

examine the prospective emerging technology which could align with the 

principle of distinction of IHL and then discuss whether autonomous weapons 

can lead to more humane wars as outlined by the Martens Clause. 

 

Keywords: Autonomous Weapons, Autonomous Cars, Artificial Intelligence 

(AI), Brain-Computer Interface (BCI), Facial Recognition Technology, 

International Humanitarian Law (IHL), Machine Learning, Martens Clause, 

Principle of Distinction. 
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Introduction: 

Autonomous weapons, especially the capacity to target and attack 

without human involvement, are said to be the third military revolution which 

will change the nature of war after gunpowder and the nuclear bomb (Slijper, 

2019: 10). Though fully autonomous weapons have not yet actually been 

deployed on the battlefield, some states have already crossed the red line for 

developing autonomous weapons (Scharre, 2018: 103). This is particularly 

apparent in loitering munitions (Slijper, 2019: 4). Examples include Turkish 

Kargu-2 loitering unmanned combat aerial vehicles (UCAVs) which ‘can 

automatically fire-and-forget through the entry of target coordinates’ and 

Israel’s Harpy, another fire-and-forget autonomous weapon system (Slijper, 

2019: 5; Nieroda, 2016: para 2). In a more controversial case, South Korea’s 

SGR-A1 automatically fires at those crossing the demilitarised zone (DMZ) 

between North Korea and South Korea unless its manual ‘human in the loop’ 

mode is activated (Nieroda, 2016: para 3). Among those on this list, the Kargu-

2 is said to be most significant and will potentially open a new chapter in the 

history of autonomous weapons (Kallenborn, 2021: para 1). The Kargu-2, which 

has machine learning-based object recognition, can select and attack targets as 

well as having swarming capabilities to allow 20 other Kargu-2 loitering 

munitions to operate as a group (Kallenborn, 2021: para 1). According to the 

UN Panel of experts on Libya, the Kargu-2 has already used in an actual 

battlefield in Libya to hunt down retreating military soldiers who were loyal to 

the Libyan General, Khalifa Haftar (United Nations Security Council, 2021: 17). 

STM, the developer of Kargu-2, has demonstrated that Kargu-2 has ‘anti-

personnel capability’ and steeply dives towards manikins, suggesting it is likely 

that Kargu-2 will be the ‘historic first case of artificial intelligence-based 

autonomous weapons being used to kill’ (Kallenborn, 2021: para 2). The 

capability of distinction in autonomous weapons is very controversial among 

policy-makers, scholars, and technology and manufacturing companies. 

Proponents of autonomous weapons, notably Ronald C. Arkin, a US roboethist, 
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argues that autonomous weapons would practically reduce the risk of civilians 

casualties, compared to human-guided weapons systems, while some opponents, 

notably Robert Sparrow, Paul Scharre and N. Sharkey refute Arkin’s argument, 

claiming that autonomous weapons cannot distinguish between combatants and 

civilians (Arkin, 2011: 7; Sparrow, 2015: 708; Scharre, 2018: 259; N. Sharkey, 

2012a :117). Unfortunately, an international movement to ban autonomous 

weapons is fruitless because only 30 states denied the development of 

autonomous weapons in August 2020 (Human Rights Watch, 2020: para 10). 

Among these 30, none are major armed states, except China (i.e. claiming the 

ban of use only) and some even entirely lack a military, such as Costa Rica and 

the Holy See (Scharre, 2018: 103). While many states have covertly developed 

autonomous weapons, this military development has inspired a growing amount 

of literature relating to whether autonomous weapons could potentially comply 

with IHL. According to Scharre (2020: 14), the current literature suffers from 

two significant shortcomings: (1) most literature is ‘advocacy-based’ – written 

by international activists pushing for a ban on so-called killer robots, and (2) 

most literature focuses on the ethical, legal, and moral perspectives relevant to 

autonomous weapons. Additionally, in respect to relevancy to the IHL, this 

paper suggests that current literature rarely considers whether current state-of-

the-art technology could align with the principles of IHL, such as the principle 

of distinction (i.e. between combatants and civilians), and the principle of 

proportionality because most of the literature claims that none of the current 

technology could align with IHL principles, but without providing a 

comprehensive analysis to clarify why this is the case (ICRC, n.d. a: para 1). 

For example, the International Committee of the Red Cross (ICRC) (2014) says: 

 

Current technology, including heat sensors, visual sensors 

capable of detecting military uniforms or weapons, and sensors 

that detect incoming fire would not be capable of independently 

making the nuanced distinctions required by the principle of 
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distinction, including distinguishing persons that are hors de 

combat from combatants, and civilians from those who are 

directly participating in hostilities. It is clear that the 

development of software that would be capable of carrying out 

such qualitative judgments is not possible with current 

technology (Emphasis added by author, ICRC, 2014: 21). 

 

To fill the gap between current literature arguments and potential technology, 

this paper will analyse whether current technology could align with IHL 

principles. The central research question is: 

 

To what extent will future advancements in autonomous weapons 

comply with the IHL principles on technology development and 

with accountability for human dignity as described by the 

Martens Clause? 

 

The first part of this paper will address the disputed definition of autonomous 

weapons and the legal framework of IHL, and then discuss emerging state-of-

the-art technology which could possibly be applied to autonomous weapons for 

distinction, such as autonomous cars, facial recognition, and brain computer 

interface (BCI). Due to length limitations, this paper only assesses the principle 

of distinction in the following sections. Hence, the primary aim of this paper is 

to investigate whether current state-of-the-art technology can align with the 

principle of distinction of IHL and examine how human involvement is 

necessary to align with the principle of humanity. To achieve this aim, the 

objectives of this paper are: 

  

• To identify the key categories of autonomous weapons 

technologies and evaluate whether they can comply with the 

principle of distinction. 



 11 

• To discuss ethical constrains outlined by the Martens Clause in 

the attacking process using discourse analysis. 

 

This thesis benefits several readers. First, this paper contributes to the 

academic literature on the principle of distinction by conducting a 

comprehensive analysis of current state-of-the-art technology using the latest 

case studies. Second, until now, there has been no concrete agreement regarding 

in which phase human involvement is necessary in the use of autonomous 

weapons. The Group of Governmental Experts (GGE) argues that the real 

challenge of human-machine interaction is when attempting to reach a common 

understanding regarding the extent of the role of humans in practice (Group of 

Governmental Experts on Emerging Technologies in the area of lethal 

autonomous weapons system, 2020: 1-2). Therefore, this paper contributes to 

the argument that human involvement is necessary during times of war by citing 

many narrative discourses. While this paper is not policy-perspective in nature, 

this thesis generates policy-oriented analysis to help inform current debates 

surrounding autonomous weapons systems. This paper is relevant to security 

studies, as lack of human decision-making in the times of war would entirely 

change the nature of war while enhancing military utility (i.e. reducing civilian 

casualties) and strategic importance for major military states (Solovyeva and 

Hynek, 2020: 4). Therefore, this paper will assess how emerging technology 

contributes to align with the principle of distinction in autonomous weapons. 

Chapter 1: Definition of Autonomous Weapons and Legal Framework of 

International Humanitarian Law  

In 2014, the GGE started to discuss lethal autonomous weapons as part 

of the United Nations Convention on Certain Conventional Weapons (CCW); 

however, the meeting of the CCW is stalled as there is still no agreed universal 

definition of autonomous weapons (Sayler, 2020: 1). For example, according to 

the US Department of Defense Directive 3000.09, which outlines US policy on 
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the autonomy of weapons systems, autonomous weapons are defined as ‘a 

weapon system that, once activated, can select and engage targets without 

further intervention by a human operator’ (US Department of Defense, 2012: 

13). This US definition is categorised as the ‘loop model’ (Burt, 2018: 11) as it 

emphasises ‘the nature of the human-machine command-and-control 

relationship’ (Boulanin and Verbruggen, 2017: 8). This emphasis on lack of 

human oversight is also buttressed by Human Rights Watch, as it supports the 

definition of autonomous weapons in accordance with the degree of human 

involvement (Boulanin and Verbruggen, 2017: 8). Human Rights Watch 

distinguishes between weapon systems as follows: human-in-the-loop (targeting 

and attacking with human command), human-on-the-loop (targeting and 

attacking with oversight of human decision-making), and human-out-of-the-

loop (targeting and attacking without human input) which signifies fully 

autonomous weapons (Human Rights Watch, 2012: para 4). Besides this loop 

model, the UK has a dramatically different definition of autonomous weapons. 

According to the UK Ministry of Defence, unless a weapons system reaches 

‘human levels of situational understanding’, it is considered to be an ‘automated 

weapon’, but not an autonomous one (UK Ministry of Defence, 2011: 2-4). In 

other words, the UK does not admit to developing autonomous weapons unless 

the weapons system reaches human cognitive levels, such as artificial general 

intelligence (AGI), as described by former US Deputy Defence Secretary, Bob 

Work (Scharre, 2018: 110). This UK’s definition of autonomous weapons is 

categorised as the ‘spectrum model’ (Burt, 2018: 11), as it emphasises ‘capacity 

parameters’ to decide the desired course of action without depending on human 

oversight (Boulanin and Verbruggen, 2017: 8). The final existing definition is 

the ‘critical functions model’, which focuses on the critical function of 

autonomy in weapons systems, such as targeting and attacking (i.e. target 

detection, target recognition, tracking, weapon firing, and use of force) (Burt, 

2018: 12). This definition is supported by the ICRC (Boulanin and Verbruggen, 

2017: 8). This paper focuses on the ‘critical functions model’ rather than degree 
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of human involvement, which is not agreed upon by the international 

community, to determine in which situations humans should intervene (loop 

model) and human situational understanding which is still far from current 

technological prospects (spectrum model) (Burt, 2018: 11).  

IHL is the branch of international law which seeks to impose limits on 

unnecessary suffering during armed conflict  As a universal body of law, IHL 

is mostly contained in the four Geneva Conventions of 1949 which were 

supplemented by Additional Protocols of 1977 relating to the protection of 

victims of armed conflicts (ICRC, 2004: 1). Other agreements, such as the 1972 

Biological Weapons Convention and 1993 Chemical Weapons Convention, 

prohibit certain types of weapons and military technologies, and many 

provisions of IHL are regarded as ‘customary law’ which all states are legally 

bound to comply with (ICRC, 2004: 1). The fundamental principles of IHL are 

the principle of distinction, principle of proportionality, principle of military 

necessity, and principle of humanity (i.e. the Martens Clause) (ICRC, n.d. a: 

para 2). The principle of distinction denotes the distinction between civilians 

and combatants and between civilian and military objects (ICRC, n.d. b: para 

1). The principle of distinction is codified in Article 48 of Additional Protocol I 

1977 to the Geneva Conventions for the Protection of War Victims: 

 

In order to ensure respect for and protection of the civilian 

population and civilian objects, the Parties to the conflict shall at 

all times distinguish between the civilian population and 

combatants and between civilian objects and military objectives 

and accordingly shall direct their operations only against military 

objectives. (United Nations, 1977: 264).  

 

According to Article 49 (1) of the Additional Protocol I of 1977, ‘attack’ is 

defined as ‘acts of violence against the adversary, whether in offense or in 

defence’ (United Nations, 1977: 264). Hence, any acts involving violence 
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against the adversary, including not only massive air attacks and artillery 

barrages but also smaller-scale attacks (i.e. a sniper firing a single bullet) are 

strictly limited to military objects (Dinstein, 2002: 141). Article 51 (4) and (5) 

in Geneva Convention Protocol I of 1977 defines what is deemed as 

‘indiscriminate attack’; in particular, (1) not directing attacks at specific military 

objects, (2) employing methods or means of attack which are not directed 

towards specific military objects, or (3) employing methods or means which 

cannot be limited by the requirements of Protocol (United Nations, 1977: 265). 

In respect of this distinction, first, this paper should clarify the nature of 

both civil and military objects, which is mainly stipulated in Article 52 (2), 

specifying that military operations are strictly limited to military objects which 

‘by their nature, location, purpose, or use make an effective contribution to 

military action and whose total or partial destruction, capture or neutralization, 

in the circumstances ruling at the time, offers a definite military advantage’ 

(Emphasis added by author; United Nations, 1977: 266). The term ‘military 

objects’ was first used in the non-binding 1923 Rules of Air Warfare and also 

came into use at Geneva Conventions for the Protection of War Victims in 1949, 

the Hague Convention for the Protection of Cultural Property in the Event of 

Armed Conflict in 1954, and the Rome Statute of the International Criminal 

Court in 1998 (Dinstein, 2002: 140). As to the ‘nature’ of these objects, Article 

52 (2), Article 53, 54, and 56 detail which objects are specifically prohibited to 

attack: cultural objects (i.e. historic monuments, works of art, and places of 

worship), indispensable objects for civilian population (i.e. agricultural areas, 

drinking water installations, and production of foodstuffs), and installations 

which involve risk forces (i.e. dams and nuclear electrical generating stations) 

(United Nations, 1977: 268). Although no list of military objects has been 

complied in a legal binding manner, Dinstein (2002: 146) enumerates examples 

of military objects; fixed military fortifications, bases, barracks, temporary 

military camps, deployment positions, weapon systems, military airfields, 

missile launching sites, factories engaging the manufacture of arms, power 
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plants serving military purposes, intelligence-gathering sites, ministries of 

defence and any national, regional, and local operations contributing to 

command and control for running the war. The legitimacy of targeting national, 

regional, and local operations, is subject to change. For example, the White 

House in Washington D.C. constitutes a legitimate military target, as the 

American President is the Commander-in-Chief of all US armed forces; whereas 

Buckingham Palace in London does not (Dinstein, 2002: 158). Furthermore, as 

to the ‘locations’ being stipulated in Article 52(2), logic dictates that if civilian-

by-nature objects such as schools and religious buildings are located within ‘a 

sprawling military base’, it is extremely difficult to safeguard them from 

military attack (Dinstein, 2002: 158). In addition, a bridge is considered a 

legitimate military object, as a significant geophysical obstruction constitutes a 

possible military barrier (Dinstein, 2002: 151). Lastly, as to the ‘purposes’ in 

Article 52 (2), Article 52 (3) states that in cases where there is any doubt around 

whether civilian objects, such as dwellings and schools, contribute to a military 

operation, ‘it shall be presumed not to be so used [as military objects]’ (United 

Nations, 1977: 266). Therefore, unless there is certainty that civil objects are 

being used in military operations, such as combatants engaging in direct fire 

from a civilian building, civilian objects are presumed to be serving their 

‘original function’ (Dinstein, 2002: 158). Though Additional Protocol does not 

clearly indicate the degree of doubt which must exist to counter this presumption 

(Dinstein, 2002: 150), Article 52 (2) suggests that the primary consideration 

should be ‘the circumstances ruling at the time’ (United Nations, 1977: 266).  

Next, it is important to consider the legal definition of civilians (non-

combatants) to clarify the distinction between civilians and combatants. The 

legal definition of civilians was initially articulated in the fourth Geneva 

Convention of 1949, which says ‘persons protected by the Convention’ (i.e. 

civilians) are those; ‘who at a given moment and in any manner whatsoever, 

find themselves, in case of a conflict or occupation, in the hands of persons a 

Party to the conflict or Occupying Power of which they are not nationals’ 
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(United Nations, 1949a: 170). As the legal definition of civilians in the fourth 

Geneva Convention is not appropriately defined, Additional Protocol I 

supplements the definition of civilians. Article 50 in Additional Protocol I of 

1977 states that civilians are any persons who do not belong to: Article 4A (1), 

(2), (3), and (6) in the Third Convention and Article 43 in Additional Protocol 

to the Geneva Conventions of 1949 (NB: Article 43 substantially overlaps with 

that of Article 4A, so this paper omitted mention of Article 43) (United Nations, 

1977: 265). According to Article 4A in the Third Convention (United Nations, 

1949b: 92-93), civilians are not those who are: 

Article 4 A(1). Members of armed forces of a party to the conflict. 

(2). Members of voluntary corps and other militias in or outside 

of their own territory, and even if this territory is occupied, are 

considered combatants if they meet the following conditions: 

 (a). Being commanded by the person who is responsible 

for his subordinators. 

 (b). Having a ‘fixed distinctive sign’ which can be 

detected at a distance. 

 (c). Carrying weapons openly. 

 (d). Conducting operations in line with the customs of 

war and laws. 

(3). Members of regular armed forces in allegiance to the 

government or any authority which is not identified by the 

Detaining Power. 

(6). Inhabitants of non-occupied territory who approach enemy 

forces spontaneously, and take up arms to resist the invading 

forces. 

Walzer (1977: 182) suggests that both a ‘fixed distinctive sign’ and ‘carrying 

arms openly’ in 4A (2) (b) and (c) mean that combatants are prohibited from 

wearing civilian clothes as a disguise; however, concurrently, the US Field 

Manual admits there is no ‘established indication’ that other combatants are 
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wearing a ‘fixed distinctive sign’ (Bovarnick et al., 2011: 79). This disguise 

makes situational understanding difficult for human combatants, as there is no 

concrete distinctive sign (i.e. military uniforms) to distinguish between civilians 

or combatants. To protect civilians, Article 51 (3) in Geneva Convention 

Protocol I of 1977 stipulates non-combatant immunity: that civilians are entitled 

to protection against any dangers arising from military operations ‘unless and 

for such time as they take a direct part in hostilities’ (United Nations, 1977: 265). 

However, in the case of a legal conflict of distinction, such as the presence of 

civilians in military objects, the US Field Manual admits that although the 

principle of distinction should be protected, it still does not alter the status of a 

military object, meaning military objects are still legitimate targets despite the 

presence of civilians (Rawcliffe and Smith, 2006: 23). Collateral damage to 

civilians and civilian objects is not a violation of international law itself, which 

is contingent to the principle of proportionality. This is because the doctrine of 

double effect permits attacks on military objects, which causes collateral 

damage to both civilians and civilian buildings (Rawcliffe and Smith, 2006: 21).  

In addition to civilians, Article 41 in Additional Protocol I of 1977 

specifies that persons who are deemed hors de combat should be protected from 

military attack (United Nations, 1977: 259). According to Article 41, hors de 

combat includes those who: (1) are in the power of an enemy party, (2) 

demonstrate clear intention to surrender, or (3) have been rendered 

unconsciousness or incapacitated by sickness or wounds and demonstrate an 

incapacity to defend themselves (United Nations, 1977: 259). The codified Law 

of War (LoW) stipulates that intention to surrender is anything which shows the 

intention to give up, though no clear clues have been legally established as to 

‘what constitutes [intention] to surrender’ (Bovarnick et al., 2011: 144). 

Historically, surrender is shown by ceasing resistance against the enemy 

combatants and placing themselves at the captor’s discretion (Bovarnick et al., 

2011: 144). Declaring no quarter against hors de combat is forbidden, according 

to Article 40 in Additional Protocol 1977, as it would result in the killing of hors 
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de combat (United Nations, 1977: 259). Thus, once combatants surrender from 

participating in the war, their status as hors de combat is respected under the 

auspices of Article 40, and they are exempted from attack.  

 On the other hand, some advocate the banning of autonomous weapons 

from the perspective of the principle of humanity, known as the Martens Clause. 

The Martens Clause first appeared in the preamble of the Hague Convention 

1899 with respect to the customs of the war on the land (Ticehurst, 1997: para 

1). The Clause took its name from Professor F.F. de Martens, the Russian 

delegate at the Hague Peace Conferences 1899, who originally aimed to provide 

humanitarian rights for the population of occupied territories, particularly armed 

resistors (Meron, 2006: 18). According to Article 1 in Additional Protocol I 

1977, the Martens Clause is codified as: 

 

In cases not covered by this Protocol or by other international 

agreements, civilians and combatants remain under the 

protection and authority of the principles of international law 

derived from established custom, from the principles of 

humanity and from the dictates of public conscience (United 

Nations, 1977: 240). 

 

However, there is not yet a universally accepted interpretation of the Martens 

Clause, as it is subject to each state’s legal position to adopt either a narrow or 

expansive interpretation of the Martens Clause (Ticehurst, 1997: para 4). For 

example, some international human rights organizations have adopted an 

expansive interpretation of the Martens Clause, using it as an as ‘independent 

source of law’ (Sparrow, 2017: para 4). They interpret the Martens Clause as 

the basis of the argument that certain military practices are forbidden by IHL, 

even when this is not specifically codified in the treaty documents (Sparrow, 

2017: para 3). Conversely, a narrow interpretation of the Martens Clause is often 

used by major military states, such as Russia and the UK (Ticehurst, 1997: para 
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6). For instance, in the case of the legality of threat or use of nuclear weapons 

discussed by the Advisory Opinion of the International Court of Justice (ICJ) in 

1996, Russian delegates called the Martens Clause ‘redundant’, as a series of 

LoW (i.e. Geneva Conventions of 1949 and two Additional Protocols of 1977) 

have already been codified (Ticehurst, 1997: para 6). The UK, on the other hand, 

claimed that a lack of specific treaty prohibition on the use of nuclear weapons 

does not mean that such weapons are lawful per se (Ticehurst, 1997: para 7). 

However, UK delegate argue that the Martens Clause does not itself establish 

illegality – they maintain that certain rules of customary international laws are 

necessary for the prohibition of weapons and technology (Ticehurst, 1997: para 

7). In this submission, ICJ merely stated that the Martens Clause’s ‘continuing 

existence and applicability is not to be doubled’, and that the Martens Clause 

has proved to be an ‘effective means of addressing the rapid evolution of 

military technology’ (International Court of Justice, n.d.: para 78 and para 87). 

Though experts disagree over the Martens Clause’s legal significance, and there 

is still controversy among scholars regarding how the Martens Clause has been 

interpreted, it emphasises the importance of customary norms of both the 

principle of humanity and dictates of the public conscience (Ticehurst, 1997: 

para 13). The principle of humanity, according to the ICRC, prohibits the 

infliction of all suffering, including injuries and destruction, which is not 

necessary to achieve the legitimate purposes of the conflict (ICRC, 2015: para 

2). According to Human Rights Watch (2018: 18), the actors are required: (1) 

to treat others humanely and (2) to show respect for human life and dignity. In 

respect of (1), actors must demonstrate ‘compassion’ while making legal and 

ethical judgements (Human Rights Watch, 2018: 20). ICRC defines compassion 

as the ‘stirring of the soul which makes one responsive to the distress of others’ 

(Pictet, 1979: 14). Pictet (1985: 62) defined what it means to act with 

compassion:  
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Capture is preferable to wounding an enemy, and wounding him 

better than killing him; that non-combatants shall be spared as far 

as possible; that wounds inflicted be as light as possible, so that 

the injured can be treated and cured; that the wounds cause the 

least possible pain; that captivity be made as endurable as 

possible (Pictet, 1985: 62). 

 

Thus, actors should strive to make decisions which will minimise harm to others. 

In addition, in terms of (2), actors should respect human life while minimising 

the number of deaths and avoiding arbitrary and unjustified death (Human 

Rights Watch, 2018: 24). For example, Human Rights Watch (2018: 2) defines 

respect for human dignity as ‘appreciation of the gravity of a decision to kill’. 

According to the ICRC (2018: 2), respect for human dignity includes ‘not just 

if a person is killed or injured but how they are killed or injured, including the 

process by which these decisions are made’. Before taking a life, the actor 

should scrutinise the value of human life and significance of the loss, and 

humans should not be treated similarly to objects having little or no value at all 

(Heyns, 2017: 63; Human Rights Watch, 2018: 24). References to the principle 

of humanity bring broader currency to debates on both the moral and legal 

foundations of the IHL (Sparrow, 2017: para 17). The next section will review 

the existing literature relating to how autonomous weapons would comply with 

the principles of IHL. 

Literature Review: 

Autonomous weapons raise various concerns, including ethical, moral, 

and legal concerns, and these issues are the focus of the bulk of literature on 

autonomous weapons. There is a wealth of literature available concerning the 

relevancy of the principle of distinction and autonomous weapons. Notable 

works include Human Rights Watch (2012), Sparrow (2015), Scharre (2018), 

N. Sharkey (2012a; 2012b; 2017), Schmitt (2013), Canning (2006; 2009) and 
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Arkin (2011). In respect of the principle of discrimination, although it is agreed 

that there is no technology which can reliably distinguish between combatants 

and civilians in accordance with the IHL, GGE has not yet reached an agreement 

on how to address this issue (ICRC, 2014: 7). Human Rights Watch’s (2012) 

Losing Humanity is a well-known piece of literature among scholars 

surrounding the legal constraints of autonomous weapons. Human Rights 

Watch (2012: 30), the major opponent to the introduction of autonomous 

weapons, postulates that autonomous weapons are incapable of distinguishing 

between combatants and civilians in the asymmetric conflicts of urban battles 

due to the lack of so-called ‘attribution of intention’. They claim that it is 

technically possible that autonomous weapons systems could respond to binary 

questions, such as ‘is an individual a combatant?’ (Human Rights Watch, 2012: 

30). However, because combatants rarely wear uniforms or military insignia 

under current warfare, they argue that autonomous weapons cannot distinguish 

between civilians and combatants without ‘physical markings’ (Human Rights 

Watch, 2012: 31). This is because, according to Human Rights Watch (2012: 

31), autonomous weapons cannot comprehend the attribution of intention, 

which is the capacity to understand one’s emotional state. For example, Human 

Rights Watch (2012: 32) gives an example that human combatants can 

distinguish two children playing with toy guns as ‘harmless civilians’; however, 

autonomous weapons may identify them as two ‘armed individuals’ because of 

the lack of attribution of intention. They conclude that it is beyond the 

technological reach of autonomous weapons to comprehend such ‘subtle cues’ 

to distinguish between combatants and civilians without apparent physical 

markings (Human Rights Watch, 2012: 32). In convergence with Human Rights 

Watch (2012), Sparrow (2015: 703) and Scharre (2018: 259) assert that 

distinguishing between combatants and hors de combat is also difficult because 

autonomous weapons cannot recognise the ‘intuition of surrender’. As 

previously mentioned, hors de combat is defined as (1) being in the power of an 

enemy party, (2) demonstrating clear intention to surrender, or (3) having been 
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rendered unconsciousness or incapacitated by either wounds or sickness which 

means combatants cannot participate in the war, stipulated on Additional 

Protocol I of 1977 (United Nations, 1977: 259). Scharre (2018: 259) asserts that 

(1) is easily determined by autonomous weapons. However, as to (2) and (3), 

both Sparrow (2015: 708) and Scharre (2018: 259) state that it is difficult for 

autonomous weapons to distinguish between real and feigned intentions of 

surrender. In both naval and air forces, recognition of surrender is usually easily 

interpreted, such as a vessel hauling down its flag and relevant conducting radio 

communications (Dinstein, 2016: 194). Sparrow (2015: 708) argues that, unlike 

such intentions of surrender where the attribution of intention is not necessarily 

scrutinised, recognising humans’ acts of surrender in land warfare is still 

challenging for autonomous weapons. In land warfare, there is no codified 

‘established means of surrender’ (Bovarnick et al., 2011: 144), but conventional 

indicators of surrender were historically carried out by either relinquishing 

weapons, raising white flags, or putting their hands up (Scharre, 2018: 259; 

Sparrow, 2015: 706). Human beings have a sophisticated capacity to interpret 

the actions of others to identify their intentions; however, current technology 

has not yet reached the capacity to interpret the intentions of human beings, 

especially in cases of ‘feigned surrender’ which is known as perfidy (Sparrow, 

2015: 707-708). Perfidy is defined as ‘feigning of protected status in order to 

kill or injure the enemy’ and is the attempt to manipulate codified LoW to one’s 

own military advantage while undermining respect for those laws (Schmitt, 

2009, 66; Sparrow, 2015: 708). If it is genuine surrender, Sparrow (2015: 708-

709) argues that it is illegitimate to attack hors de combat under international 

law as combatants’ status changes to hors de combat immediately after 

declaring surrender. On the other hand, if an act of surrender is feigned, there is 

a possibility that autonomous weapons are spoofed by other combatants to 

recommence the hostilities after the autonomous weapons move away (Sparrow, 

2015: 708-709).  
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Scharre (2018: 260) agrees with Sparrow (2015), that not only (2), 

current technology surrounding the autonomous weapons also lacks the capacity 

to interpret those incapacitated combatants’ intentions which are mentioned in 

(3). Scharre (2018: 260) promulgates that simple programming, such as 

categorising motionless combatants as hors de combat, is still not adequate to 

distinguish between combatants and those who have acquired the status of hors 

de combat, because wounded combatants are probably not entirely motionless 

but still unable to fight. As autonomous weapons cannot distinguish the 

intention to surrender in incapacitated combatants, Scharre (2018: 260) raises 

the possibility that active combatants could ‘play possum’, such as laying down 

on the ground to avoid being targeted by autonomous weapons. To avoid such 

feigned surrenders, Sparrow (2015: 716) suggests the activation of ‘surrender 

beacons’ in electronic devices to convey the intention of surrender. Sparrow 

(2015: 716) posits that this suggestion is worth consideration because emitting 

surrender signals is actually conducted by both air and naval forces; however, 

such surrender beacons may not work on irregular militias and insurgents. Lack 

of situational awareness as indicated by Human Rights Watch (2012), Sparrow 

(2015) and Scharre (2018) literature is not logically consistent with ICRC’s 

definition, which emphasizes the ‘critical functions’ of autonomous weapons. 

Rather, this paper posits that their arguments rely on ‘anthropomorphism’ to 

discuss the principle of distinction, describing a ‘humanoid’ situational 

awareness (N. Sharkey, 2012a: 121;N. Sharkey, 2012b: 788). Unquestionably, 

a lack of situational awareness is one of the main reasons why autonomous 

weapons cannot align with the principle of distinction; however, terms such as 

attribution of intention used by (Human Rights Watch, 2012: 30) and intuition 

of surrender used by (Sparrow, 2015: 703) are more anthropomorphic views. 

Sharkey contends that anthropomorphism is human beings’ natural tendency to 

attribute the nature of human beings, including mental states, to inanimate 

objects in animal-like ways (A. Sharkey and N. Sharkey, 2006: 14). Karppi et 

al., (2018: 111) similarly argue that current anthropomorphic views surrounding 
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autonomous weapons are evident among international non-governmental 

organizations (NGOs), notably The Campaign to Stop Killer Robots, as they use 

the term ‘killer robots’ instead of the more accurate definition, ‘autonomous 

weapon systems’, which contributes to the cultural representations of AI-

controlled societies, as seen in The Terminator (1984) and I, Robot (2004).  

Noel Sharkey, the prominent AI and robotic scientist, agrees with the 

aforementioned scholars that autonomous weapons cannot align with the 

principle of distinction from a technological perspective. First, as to 

distinguishing between civilians and combatants, as  explained previously, there 

is no clear-cut definition of civilians in the Additional Protocol I of 1977, other 

than the rather vague definition of ‘someone who is not a combatant’ (N. 

Sharkey, 2012a: 117). This lack of specification of ‘civilianness’ precludes 

programming code into autonomous weapons to differentiate the civilians and 

combatants (N. Sharkey, 2012a: 117). It is theoretically possible to programme 

code, such as ‘if civilian, do not shoot’ to autonomous weapons; however, N. 

Sharkey (2012a: 117) concludes that this is only feasible if there is concrete 

definition of civilians. Furthermore, N. Sharkey (2012a: 118) alleges that no 

current state-of-the-art technology has the capacity of distinction between 

combatants, civilians, and hors de combat. The critical components of 

autonomous weapons are sensors, in particular, infrared sensors, sonars, 

temperature sensors, lasers, and radars; however, N. Sharkey (2012b: 788) states 

that all critical components only contribute nascent technology to distinguish 

whether a prospective target is human or not. Moreover, target recognition is 

more nebulous in uncluttered environments, such as deserts and sea, or even 

urban environments in the fog of war (N. Sharkey, 2017: 179). Moreover, 

regarding distinguishing between military and civilian objects, N. Sharkey 

(2012b: 788) exemplifies the Israeli Harpy, an autonomous loitering munition 

which detects radar signals, as an example of current technological limitations 

on the principle of distinction. The Israeli Harpy is known as the ‘most 

operational anti-radiation loitering munition system’ with a fully autonomous 
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system (Israel Aerospace Industries, n.d.: para 1). Even though it has achieved 

such a high profile, the Israeli Harpy can only distinguish between friendly and 

unfriendly radar signals, but it does not have the technological capacity to 

determine whether the radar is located on an anti-aircraft station (military 

object) or the roof of a school (civilian object), demonstrating that it cannot align 

with the principle of distinction (N. Sharkey, 2012b: 788). Though N. Sharkey’s 

(2012a: 2012b) points about these technological limitations seem correct, such 

as the infeasibility of programming to recognise ‘civilianness’ and current 

technological limits of distinction, his analysis does not include current state-

of-the-art technology such as facial recognition and brain communication which 

are both underway for military research. Therefore, this paper aims to fill this 

gap by comprehensively analysing all ongoing state-of-the-art technologies 

which may advance the feasibility of distinction.  

Critics, notably Schmitt (2013), Canning (2006; 2009) and Arkin (2011), 

challenge the above scholars’ views. Schmitt, a professor at the United States 

Naval War College, criticised the Human Rights Watch’s (2012) 

aforementioned literature, asserting ‘unfortunately, [Human Rights Watch’s 

(2012)] Losing Humanity obfuscates the on-going legal debate over 

autonomous weapon systems’ (Schmitt, 2013: 2). Schmitt claims the 

shortcoming of Human Rights Watch (2012) is that they blur the differences 

between IHL’s prohibitions on weapons per se and other unlawful uses of lawful 

weapons (Schmitt, 2013: 2). For example, a rifle is a lawful weapon per se; 

however, it is unlawful if it used to shoot civilians (Schmitt, 2013: 3). On the 

other hand, biological weapons are unlawful per se under any conditions, even 

targeting enemy combatants under the current international law (Schmitt, 2013: 

3). Following this difference, Schmitt justifies the use of autonomous weapons 

per se unless the battlefield has few civilians and civilian objects, in which case 

alignment with the principle of distinction is irreverent (Schmitt, 2013: 11). 

Schmitt (2013: 11) enumerates battlefields with few civilians, such as remote 

desert areas and high seas far from normal maritime navigational operations. 
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However, this paper argues that such specific use of autonomous weapons is not 

plausible, as historical cases prove how weapons are proliferated once entering 

into military arsenals. For instance, before adopting the Convention on Cluster 

Munitions, proponents of the use of cluster munitions postulated that use of 

cluster munitions was justified only in uninhabited areas, such as deserts 

(Human Rights Watch, 2016: para 19). However, history attests that once cluster 

munitions have entered military arsenals, such restrictions against being used in 

populated areas are rarely complied with, as was the case in Iraq in 2003 and 

Lebanon in 2006 (Human Rights Watch, 2016: para 19). Thus, Schmitt’s 

proposal that the principle of distinction can be surmounted by use only in 

certain scenarios, such as deserts and high seas is not a satisfactory proposal. 

Similarly, Canning’s (2006; 2009) literature is well-known among roboethist 

scholars and has been frequently cited in discussions on the principle of 

distinction in autonomous weapons. According to Canning (2006: 15; 2009: 14), 

the former US chief engineer at the Naval Surface Warfare Centre, the principle 

of distinction can be overcome by ‘let[ting] the machines target other machines’ 

and ‘let[ting] the men target men’ which can surmount the political objections 

and legal ramifications surrounding autonomous weapons (Canning, 2006: 14). 

This ‘let[ting]  arms only target other arms’ proposal is the reason why some 

autonomous systems, such as PHALANX, are not concerning, as they are 

programmed only to target missiles which are headed towards military ships 

(Grut, 2013: 12). In practice, Canning suggests that autonomous weapons 

should only target arms, such as rifles, pistols, and grenades, and use non-lethal 

technology before disarming other combatants (Canning, 2009: 14). In cases 

where it is necessary to target human combatants, such as disabling a command 

structure, Canning (2006: 14; 2009: 15) posits using ‘human in the loop’ models 

of autonomous weapons to target human combatants, which is called ‘dial-a-

level of autonomy’. Canning (2009: 15) justifies his proposal as the final 

military objects is not conquering and killing enemies, but ending the war as 

quickly as possible with lasting peace. His philosophy, ‘let[ting] the machines 
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target other machines’, seems more ethical than killing combatants, and could 

potentially overcome the vexing issue of the distinction between civilians and 

combatants (Canning, 2006: 14). Though Canning’s (2006; 2009) proposal 

seems to satisfy the principle of distinction, a major shortcoming of his proposal 

is that the technology to target only the weapons of combatants is not ‘practical’ 

due to the degree of accuracy that would be required to target weapons alone 

(Scharre, 2018: 261). Sharkey (2012a: 120) also contends that although 

‘let[ting] the machine target other machines’ seems like an excellent ethical 

solution, the reality is that this is a form of ‘mythical artificial intelligence’ as it 

is impossible to pinpoint weapons alone without damaging the persons holding 

them. To overcome the principle of distinction, Anderson and Waxman (2012: 

10) introduce some roboticists pioneers who begin the initial creation of the 

algorithms for the principle of distinction. One of the world’s most renowned 

roboticists is Ronald C. Arkin (2011). Arkin proposes that autonomous robots 

with an ‘artificial conscience’ can overcome ethical constraints (Arkin, 2009: 

xvi). Arkin’s (2011: 7) primary conclusion is that although they are still 

imperfect, robots can perform better than human combatants, and it is 

technically possible to create autonomous weapons which comply with the 

principle of IHL. The advantages of introducing autonomous weapons are: (1) 

acting conservatively by autonomous weapons due to the lack of self-

preservation as a foremost drive unlike humans, (2) technical development and 

sensors which robots have are better equipped than human senses for battlefield 

observations, (3) robots are not clouded by emotions, such as fear and hysteria, 

in critical judgement on the battlefield, and (4) robots can avoid so-called 

‘scenario fulfillment’, a human psychological issue which is the tendency to fit 

new information to prior knowledge and belief patterns, as seen in the downing 

of an Iranian commercial airliner by the USS Vincennes in 1988 (Arkin, 2011: 

6-7). Arkin argues ‘we put way too much faith in human warfighters’ (Scharre, 

2018: 283). In terms of ethical governor architecture, Arkin (2011: 57) 

enumerates requirements for appropriate factors contributing to target 
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discrimination: target intelligence, distance to target, target winds and weather, 

planning time, effects of previous strike, equipment failure, and enemy defences. 

Arkin’s (2011: 53;59) proposal, an ethical governor to comply with IHL 

principles is the following architectural procedure: (1) Responsibility – granting 

the use of autonomous lethal force in given military missions, (2) Military 

necessity – establishing the standard for targeting, (3) Discrimination – 

identifying the legitimate targets (active combatants), (4) Principle of double 

intention – military tactics to engage target approach, and (5) Proportionality – 

selecting the firing pattern of weapons, using anytime algorithms as a ‘recourse 

of confirmed obligation’ (See Figure 1 for Arkin’s (2011) ethical autonomous 

autonomous weapon systems architecture).  

 

(Figure 1: An Ethical Autonomous Weapon Systems Architecture (Arkin, 2011: 62)). 

Succinctly, Arkin’s (2011) ethical governor is a ‘constraint-driven system’ 

based on predicate logic to evaluate actions which are based on previous steps 

proposed by reasoning in the subsystems of the machine (Matthias, 2011: 281). 

Although Arkin’s ethical architecture is compelling, a major shortcoming of his 

research is that he leaves open questions unsolved, such as the use of tactics to 

enhance target discrimination and recognition of wounded and surrendered 

individuals for target discrimination (Arkin, 2011: 61-62). Matthias (2011: 285) 

claims that although Arkin’s (2011) literature has been greatly influential on 

both public discourse and engineering in robot ethics, the proposal nevertheless 
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does not acknowledge ‘naïve symbolic representations’ (i.e. active combatants, 

civilians, and hors de combat) in machine data structures.  

Consequently, the current literature about the theoretical positions of 

each scholar and the literature gap is as follows. Firstly, some literature, notably 

Human Rights Watch (2012), Sparrow (2015), and Scharre (2018) take an 

anthropomorphic view in discussing the principle of distinction, such as the lack 

of attribution of intention (Human Rights Watch, 2012), intuition of surrender 

(Sparrow, 2015), and lack of situational awareness (Scharre, 2018). N. Sharkey 

(2012a; 2012b; 2017) takes the position that autonomous weapons cannot align 

with the principle of distinction due to the infeasibility of encoding ‘civilianness’ 

in autonomous weapons to distinguish between civilians and combatants, and 

that the current technology, such as automatic target recognition, struggles to 

identify even humans themselves in uncluttered environments. Critics, like 

Schmitt (2013) and Canning (2006; 2009) postulate their arguments, suggesting 

restricted use of autonomous weapons in uncivilised areas, such as high seas 

and deserts (Schmitt, 2013) and ‘let[ting] arms only target other arms’ with high 

accuracy (Canning, 2006; 2009) to surmount the distinction issue. Arkin is a 

robotistic pioneer who tried to align the principles of IHL with autonomous 

weapons; however, his proposal, ethical governor, still left the issue of the 

principle of distinction unsolved. To fill the current gap in the literature, this 

paper will discuss current state-of-the-art technology and whether it is feasible 

to develop autonomous weapons which can possibly adhere to the principle of 

distinction, codified in the IHL.  

Some advocates claim that autonomous weapons would violate the 

Martens Clause as they undermine the principle of humanity: treating others 

humanely and showing respect for human dignity and life (Human Rights 

Watch, 2018: 19). The objection that autonomous weapons would violate 

human dignity and life was first raised by Christof Heyns, the UN Special 

Rapporteur on extrajudicial, summary or arbitrary executions (Rosert and Sauer, 

2019: 372). According to Heyns (United Nations Human Rights Council, 2013: 
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10), decisions over life and death made by algorithms diminish the compassion 

and intuition which humans possess. In the CCW presentation, Heyns claims 

that allowing autonomous weapons to kill is to reduce the human being to a 

‘mere object’, meaning that human beings are treated as 0’s and 1’s in the digital 

scope of autonomous weapons with pre-programmed systems to use force 

(ICRC, 2018: 10). Heyns (2017: 62) assumes that the concern surrounding 

autonomous weapons is not simply killing itself, but relates to society’s 

distinction between ‘continuation of biological existence’ and ‘dignified life’. 

Heyns (2017: 64) claims that human life ended by other humans can be 

considered ‘good death’ (unlike a ‘bad death’ caused by algorithms) and 

concludes that ‘war without reflection is mechanical slaughter’ (Scharre, 2018: 

288).  

Some would refute Heyns’ argument from the utilitarian perspective that 

autonomous weapons already exhibit compassion and human dignity compared 

to human beings (Scharre, 2018: 285). Arkin (2011: 7) claims that, compared to 

the prospective battlefield behavior of autonomous weapons, the trends in 

human behavior in the battlefield in terms of both ethical and legal requirements 

are at best ‘questionable’. For instance, Arkin (2011: 7) cites the report of the 

Office of the Surgeon Multinational Force-Iraq and the Surgeon General United 

States Army Medical Command (2006) (N.B.: the U.S military stopped asking 

ethical behavior of soldiers after 2007 due to lack of interest in addressing this 

ethical issue (Scharre, 2018: 280)) which assessed war ethics of soldiers and 

marines deployed in the Operation Iraqi Freedom. According to the report, 10 

percent of soldiers and marines reported mistreating non-combatants, such as 

hitting and kicking, to obtain information and seek revenge due to their anger 

over the loss of their fellow soldiers (Office of the Surgeon Multinational Force-

Iraq and the Surgeon General United States Army Medical Command, 2006: 4). 

However, this rate could be higher, considering that less than half of soldiers 

and marines report their unethical behavior to team members (Arkin, 2011: 6). 

Based on this survey result, Arkin (2009: 11) contends that because of such 
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unethical acts by human beings, autonomous weapons are better suited to 

exhibiting compassion in adherence to the principles of IHL which legislates it 

to a significant degree. Scharre (2018) takes a middle ground between Heyns 

(2017; United Nations Human Council, 2013) and Arkin (2011) and argues that 

we should firstly differentiate between the critique of war itself and that of 

autonomous weapons (Scharre, 2018: 288). Scharre poses the thoughtful 

question: ‘what about autonomous weapons is different, and does that difference 

diminish human dignity in a meaningful way?’ (Scharre, 2018: 288). In contrast 

with Heyns who argues that using autonomous weapons is ‘mechanical 

slaughter’ (Scharre, 2018: 288), Scharre (2018: 289) admits that from the 

perspective of a combatant being killed in the battlefield, this question is a 

‘bizarre critique of autonomous weapons’. According to Scharre (2018: 288), 

there is nothing dignified about being slaughtered either by a machine gun, 

blasted to bits by a bomb, or drowning in a sinking ship, and much of war is 

actually ‘mechanical slaughter’ (Scharre, 2018: 288). Thus, he argues that 

Heyns’ argument that ‘war without reflection is mechanical slaughter’ is ‘a 

critique of war itself’ (Scharre, 2018: 288). Nonetheless, Scharre (2018: 289) 

argues that giving algorithms the authority to decide between life or death may 

make war less of moral burden on society, and that granting algorithms the 

power to kill is wrong, not because algorithms would make a mistake in killing, 

but because it would suggest that society no longer values life (Scharre, 2018: 

289-290). While Arkin (2011) argues that human behavior on the battlefield is 

questionable at best, this paper argues along the lines of Heyns (2017; Human 

Rights Council, 2013) and Scharre (2018) that the prospective lack of human 

involvement in autonomous weapons impairs the principle of humanity.  

Methodology: 

This thesis will address the following research question: ‘To what extent 

will future advancements in autonomous weapons comply with the IHL 

principles on technology development and with accountability for human 
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dignity as described by the Martens Clause?’. To answer this research question, 

which bridges the current literature gap, this paper uses document analysis of 

current state-or-the-art technology related to the principle of distinction: object 

distinction in autonomous cars, facial recognition systems, and lastly BCI in 

target recognition, which is still part of military research, such as at the Defense 

Advanced Research Projects Agency (DARPA) (Lentroz and Botorac, 2020: 

para 14). In respect to selection of civil technologies, such as autonomous cars 

and facial recognition systems, both civil technology and military technology 

innovations are closely intertwined as there is no fundamental end-use-oriented 

Research and Development (R&D) in the initial stage of research (Boulanin and 

Verbruggen, 2017: 88). The nature of dual use is more apparent in emerging 

technology domains, such as computer programming, electronics, and advanced 

materials (Boulanin and Verbruggen, 2017: 88). Defence companies, which are 

dominant on the monopsony market (i.e. state), are reluctant to invest in new 

military technology R&D as it is not confirmed to meet government demand 

(Boulanin and Verbruggen, 2017: 87). Hence, private companies replace the 

lacunae of the demand for new technology with their own R&D to remain the 

competitive edge in the market, and new technology has been synthesised by 

both civil and military R&D over the past 20 years, especially in the domain of 

electronics and ICT for the design of military systems (Boulanin and 

Verbruggen, 2017: 88). Consequently, as most contemporary military 

technology has been used primarily in civil technology, it is justified to discuss 

how civil technologies, such as autonomous cars and facial recognition systems, 

could be adopted for military use. Boulanin and Verbruggen (2017: 86) state 

that leading innovations generally originate in three types of institutions: (1) 

university research laboratories, predominantly in the US and China, such as 

Massachusetts Institute of Technology (MIT), Stanford University, and 

University of California, Berkeley; (2) government-funded laboratories, such as 

the US Army’s corporate research laboratory and US Army Research 

Laboratory (ARL) and (3) private companies, such as Google and Facebook 
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which invest heavily in R&D for autonomous related technology (i.e. 

autonomous cars and BCI). Therefore, this paper’s document analysis uses a 

range of information on ongoing research and development of related 

technology from these institutions, such as books, journals, corporate reports 

and videos, and PhD theses from nominated authors as secondary and tertiary 

documents. It should be acknowledged that this methodology has certain 

limitations: (1) open source information on R&D related to the national military 

is often scarce (especially BCI, as research into this technology is still 

underway), and (2) science and technology foundations of autonomous 

technology are very diffuse (Boulanin and Verbruggen, 2017: 94). Nonetheless, 

this paper postulates that document analysis of state-of-the-art technology is the 

best approach to answering the research question.  

On the other hand, in terms of whether autonomous weapons could align 

with the principle of humanity, this paper uses qualitative-oriented discourse 

analysis and document analysis of both secondary and tertiary sources, mainly 

books and journals, notably Michael Walzer’s ‘Just and Unjust Wars’ (1977) 

and Dave Grossman’s ‘On Killing: The Psychological Cost of Learning to Kill 

in War and Society’ (1996). From an ontological perspective, this methodology 

is oriented to the relativist, which argues that reality is constituted by each 

individual’s unique reality via ascribing emotions, experience, and social norms 

to the discussion of the principle of humanity (Moon and Blackman, 2014: 

1171). To investigate the extent to which human involvement is necessary, this 

paper will address how active combatants express mercy and compassion to 

other combatants via narrative discourses. From an epistemological perspective, 

this methodology is oriented towards subjectivist epistemology, as what 

constitutes knowledge depends on how people understand reality (Moon and 

Blackman, 2014: 1172). In particular, although GGE reached the consensus that 

human involvement is necessary to some degree, there is no universal consensus 

on which stage meaningful human involvement is necessary in operational 

contexts (Boulanin et al., 2020: 1-2). Thus, this paper examines narrative 



 34 

discourses about situations in which combatants have expressed compassion 

and mercy, and the factors which can deter combatants from killing in the 

battlefield. It also explores how autonomous weapons are designed to overcome 

such constraints to make killing easier, which violates the principle of humanity. 

This narrative methodology is appropriate as it links phenomenology of events 

with the process of meaning-making, in which language plays a critical role 

(Homolar and Rodríguez-Merino, 2019: 561). The phenomenology of human 

involvement is necessary to reduce the complexity of the issue while 

constructing and symbolising its sense-making (Homolar and Rodríguez-

Merino, 2019: 563). The terminology of ‘human involvement’ is conceptualised 

once narrative discourse exemplifies situations in which humans express 

compassion and mercy which autonomous weapons could not. Therefore, this 

paper collects narrative discourses exploring human reluctance to attack other 

combatants, which aligns with the principle of humanity.  

Chapter 2: Current Technologies and the Feasibility of their 

Distinguishing Civilians and Combatants 

Chapter 2.1: Convolutional Neural Network in Autonomous Cars 

The first section will analyse the object distinction capabilities of 

autonomous cars and whether their technology has the potential to align with 

the principle of distinction codified by the IHL on autonomous weapons. 

Although the core activities of autonomous cars and autonomous weapons are 

different, the analysis underlying the object distinction of autonomous cars in 

respect to autonomous weapons is very useful. This is because there are 

common challenges related to both engineering and human control, including 

predicting other humans’ behavior (i.e. pedestrians and cyclists) and degree of 

meaningful human control (Boulanin and Verbruggen, 2017: 108). This 

complexity with respect to autonomous cars is also reflected in the soft code, as 

the code of autonomous cars has 100s of millions of lines, compared to 6.5 

million and 1.7 million in the Boeing 787 and F-22 US Air Force jet fighter 

respectively, incurred from frequent interactions with unpredictable objects 
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(Litman, 2021: 24). Considering these challenges and their shared 

characteristics, it is justified to discuss how autonomous cars’ object recognition 

technology applies to that of autonomous weapons. This paper uses the case 

study of Waymo, Google’s self-driving cars’ project since 2009 (Waymo, 2021: 

para 1). This is because the other most notable autonomous car company, Tesla, 

only provides statistics reports about the distance per accident to the public and 

not a comprehensive analysis of safety (Templeton, 2020: para 1).  

In line with the Society of Automotive Engineers (SAE)’s autonomous 

capabilities, current autonomous cars, including the Waymo, have reached 

capability level 4, which means no human interaction is required in the vast 

majority of situations, besides cases in which manual driving is required in 

complex circumstances (Dyble, 2020: para 10). Thus, level 4 of autonomous 

driving is called ‘high automation’, whereas level 5, the highest level of 

automation, is called ‘full automation’, which does not require human 

intervention under any conditions (Litman, 2021: 8). The most significant 

component in the object identification of autonomous cars is camera systems, 

and a range of sensors, notably long range radio detection and ranging 

(RADAR) and light detection and ranging (LiDAR) (Hirz and Walzel, 2018: 3; 

Burke, 2019: para 4). Although some scholars (Kocić et al., 2018: 1; Janai et al., 

2021: 23) discuss other systems such as wheel odometry, global positioning 

system (GPS), and ultrasonic sensors (SONAR) supplement these critical 

functions, this paper only deliberates the core critical systems contributing to 

object recognition in line with ICRC’s ‘critical functions model’. The camera 

system provides a 360 degree view of the car’s surroundings, using 

discriminative statistical classifications, such as people, traffic signs, and cars 

(Hirz and Walzel, 2018: 3; Burke, 2019: para 7). However, the shortcoming of 

these cameras is that although they can distinguish objects with colors, meaning 

the camera system can read signs and traffic lights, they do not have the capacity 

of localization of objects and face severe limitations in low visibility conditions, 

such as fog and heavy rains, due to relying on visible light (Burke, 2019, para 
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8; Domke, 2020: para 2). Specifically, 2D camera systems require computing 

effort, such as Convolutional Neural Network (CNN), to gauge an estimation of 

distance; however, it is vulnerable against malicious attacks, such as spoofing 

(i.e. sending false image data) and hacking (See Figure 2 as an example which 

detects the stop sign as a flower pot via adversarial attack) (Domke, 2020: para 

4; Scharre, 2016: 14). 3D camera systems are used to generate in-depth images 

of the geometry of objects; however, 3D images are susceptible to light 

reflections (see Figure 3), and both 2D and 3D camera systems lack the 

robustness to analyse data in severe weather conditions (Hirz and Walzel, 2018: 

5-7).  

To supplement the camera systems, RADAR can measure both 

localization and velocity of objects with a high accuracy rate by emitting radio 

waves in pulses, which enable buttressing the camera’s vision in cases of low 

visibility (Kocić et al., 2018: 2; Burke, 2019: para 11). The combined systems 

of camera and RADAR are used for pedestrian recognition, traffic sign 

identification, and traffic line cognition (Hirz and Walzel, 2018: 6). Nonetheless, 

it is difficult to have fully autonomous driving (NB: level 5 (highest) on SAE 

criteria) without the LiDAR system, which makes an unparalleled 3D 

environment mapper for object recognition with accurate in-depth perception 

(Domke, 2020: para 1). LiDAR measures distance by transmitting an infrared 

laser between the sensor and objects up to 60 meters away to create 3D mapping, 

called ‘point clouds’, to represent the vehicle’s surroundings to contribute to 

both the safety and diversity of the data (Burke, 2019: para 19; Domke, 2020: 

para 2). To sum up, the list of strengths and weaknesses of each critical function 

of autonomous cars is below. 

     

(Figure 2: Example of Adversarial Attack (Wu et al., 2020: 2)  (Figure 3: Example of Light Reflection (Cohen, 2020: 

para 9). 
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 Strengths Weaknesses 

Camera systems 

(2D and 3D) 

• Maintains high resolutions across the 

complete view (360 degree) (Hirz and 

Walzel, 2018: 3). 

• 2D camera reads traffic lights and signs 

with colours (Mohammed et al., 2020: 12). 

• 3D camera provides the geometry of objects 

with in-depth analysis (Mohammed et al., 

2020: 12). 

 

• 2D camera system: it is susceptible to 

adversarial attack as it requires computational 

effort to analyse data (i.e. CNN) (Mohammed et 

al., 2020: 12). 

• 3D camera systems: it is susceptible to light 

reflection when analysing data (Mohammed et 

al., 2020: 12). 

 

RADAR system • RADAR has the capacity to detect both 

localisation and velocity of the targeted 

object (Mohammed et al., 2020: 12). 

 

• The sensor cannot give a 360 degree 

measurement of the surrounding conditions 

(Mohammed et al., 2020: 12). 

LiDAR system • The LiDAR enables seeing long distance 

(approximately 60m away) (Burke, 2019: para 

19). 

• The images have good accuracy and 

resolution with 3D mapping, including the 

topology of buildings and objects beside the 

road (Hirz and Walzel, 2018: 6). 

 

• Like camera systems and RADAR systems, it is 

affected by severe weather conditions, such as 

fog and heavy rain (Mohammed et al., 2020: 

12). 

• LiDAR system is much more expensive than 

camera and RADAR systems (i.e. costs are 

approximately under 1000 US dollars in 2017 in 

case of Waymo which was cheaper than first 

LiDAR prototype, which was 70,000 US dollars 

in 2012 (Domke, 2020: para 4)). 
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Consequently, major technical limitations surrounding sensor fusion between 

the camera system, RADAR and LiDAR systems are the robustness of the 

weather conditions and distinction of objects. This is because while the current 

technology of autonomous cars has the capacity to detect objects or people, it 

cannot distinguish between children and dogs or children and elderly people, 

but recognises them only as living beings (Hirz and Walzel, 2018: 4). These 

vexing issues are why the technology surrounding autonomous cars cannot be 

applied to autonomous weapons. For example, the ICRC emulates the 

technological limitations of autonomous cars to apply to autonomous weapons, 

such as having limited capacity to perceive environments unless they are simple 

and predictable and little adaptability to ‘unexpected changes’ in the 

environment (ICRC, 2014: 12). These technical limitations of autonomous cars, 

such as lack of robustness in weather conditions and requiring calm streets to 

drive safely, inherently restrict applicability to the principle of distinction in 

autonomous weapons, a point with which many academic scholars agree (The 

New York Times, 2019: 5:59).  

This paper contends that unlike the current discussion surrounding the 

technical limitations of autonomous cars, especially their applicability to 

autonomous weapons, the current state-of-the-art technology, especially 

Waymo, surmounts these vexing issues surrounding object distinction in 

autonomous cars by identifying the types of vehicles and people, such as 

pedestrians, cyclists, and passengers in cars even without clear weather (i.e. 

robustness) (Waymo, n.d.: para 6). In terms of critical functions, Waymo has 

camera systems with a high resolution, RADAR with robustness in severe 

weather situations, and a LiDAR system with both short, mid, and long-range 

high-resolution (Waymo, 2018: 14). With these critical functions, Waymo’s 

autonomous car technology is based on perception, behavior prediction, and 

planner (Waymo, 2018: 15). In terms of perception, traditional object distinction 

is only available to identify vehicles as ‘vehicles’, or can only identify SUV, 

sedan, and small cars using the CNN (Mukherjee, 2018: para 6). However, 
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Waymo enables object distinction, categorising vehicles as regular vehicles, 

ambulances, fire trucks, school buses, and police vehicles including the states 

of obstacles (i.e. moving and parked), being active or not, and the detection of 

sirens and lights (Cohen, 2020: para 8). This is also applicable to the distinction 

of persons: whether they are pedestrians, including the distinction of children 

and visually-impaired persons with canes, cyclists, and motorcyclists, and even 

people riding on horseback including their state or position (see Figure 4 as an 

example of object distinction) (Fridman, 2019: 10:48).  

 

(Figure 4: Object Distinction by Waymo (Cohen, 2020: para 7)).        

 

(Figure 5: Pedestrian Detection by Waymo (Fridman, 2018: 44:31)). 

This high accuracy of object detection is attributed to the semi-supervised 

machine learning Waymo uses (Cohen, n.d.: para 6). Conventionally, CNN is 

mostly conducted by supervised machine learning, which is mainly used for the 

classification or regression of object recognitions (Cohen, n.d. para 6; Guerin et 

al., 2018: 1). However, this classification of image, relying on extensive 

supervised training in the CNN, is highly labour-intensive and complex, from 
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converting raw data to optimising input data (Roychowdhury et al., 2018: 336). 

This means that CNN, using supervised learning, takes time to tune unlabeled 

data because training samples, especially those using millions of segmented data, 

are extracted after driving tests by humans. To optimise the quality of and time 

taken to extract segmented data, Waymo uses ‘active learning’, which is 

categorised as semi-supervised machine learning (Cohen, n.d.: para 5). For 

instance, when there is high-confidence data segmentation, the model 

automatically transfers the unlabeled data into a labelled dataset, while humans 

manually label its unlabeled data and retrain the model to reflect the complex 

data model if there is low confidence of object identification (Cohen, n.d.: para 

11). In particular, detection of pedestrians who are in unusual poses and 

occluded behind cars (see Figure 5) are a good example of using active learning 

to categorise unlabeled data by humans where it is difficult to label by 

algorithms, raising the accuracy of object recognition (Fridman, 2018: 44:31). 

As a result, along with the high volume of training data which comes from over 

20 million self-driven miles, this active learning allows programmers to review 

the best training data immediately into the process of validating and testing for 

new releases which increases robustness (Waymo, 2020: 4). Moreover, in terms 

of behavior prediction, the algorithms can predict and truly understand the 

‘intent of each object on the road’ (Waymo, 2018: 5). Drago Anguelov, a 

Principal Scientist at Waymo, states that the factors contributing to the behavior 

prediction of Waymo are based on past behavior, behavior of other agents, high-

level scene semantics, and attribution of objects with appearance cues (Fridman, 

2019: 13:01). For example, Waymo successfully predicts how cyclists will 

avoid parked cars, using a simulation model (See simulation model with red line 

on Figure 6) (Fridman, 2019: 13:11). Lastly, both perception (i.e. detection of 

kinds of vehicles and persons) and behavior prediction lead to a ‘planner phase’ 

to plot out paths with the goal of safe, comfortable journeys and sending the 

correct signals to other traffic participants (Fridman, 2019: 14:17; Waymo, 

2018: 15). Therefore, the current state-of-the-art technology surrounding 
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autonomous cars can practically distinguish not only objects but also types of 

pedestrians, whether impaired, children, or adults, cyclists, and passengers, with 

robustness against weather and light conditions, and even determine the intent 

of each object on the road, such as making a simulation model of cyclists 

avoiding parked cars. How this state-of-the-art technology can apply to 

autonomous weapons for target discrimination will be further discussed at the 

end of this section. 

 

(Figure 6: Behavior Prediction Model of Cyclists Avoiding Parked Car by Waymo (Fridman, 2019: 13:11)). 

Chapter 2.2: Facial Recognition Systems 

The second case study is more relevant to autonomous weapons, as facial 

recognition systems are already used in the military domain in some states, such 

as Rafael Advanced Defense Systems, Israel’s defence company, which as 

integrated facial recognition technology into UCAVs for military use (Pivcevic, 

2021: para 1). Facial recognition is most commonly used by law enforcement 

agencies, having been used in 64 states by 2019 (Feldstein, 2019: 18). The 

primary aim of facial recognition is to determine whether a person’s face 

matches one in a database by detecting facial patterns via AI-based surveillance 

cameras and biometric identifications (Slijper et al., 2019: 35). The method of 

facial recognition is based on each facial component, such as pose, expression, 

orientation and position, presence of glasses, facial hair, and skin colour 

(Dwivedi, 2018: para 1). There are two types of facial recognition; facial 

verification, which is described as ‘one-to-one mapping’ of the given faces 

against known identities (Brownlee, 2020: para 8). This method does not usually 
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cause conflicts of interest, as this technology is widely used, such as for 

unlocking smartphones and travelling through passport gates (Castelvecchi, 

2019: para 10). The other is called facial identification/classification, which is 

described as ‘one-to-many mapping’ of given faces against a database 

(Brownlee, 2020: para 8). As this paper’s primary aim is to discuss the principle 

of distinction in relation to autonomous weapons, this section only focuses on 

the latter, facial identification/classification with ‘one-to-many mapping’.  

Facial identification is used in situations such as scanning a crowd to find a 

suspect by matching the person of interest against a database captured via AI 

surveillance cameras (Castelvecchi, 2019: para 10). Unlike facial verification, 

facial identification is claimed to be more controversial, as it lacks the consent 

of subjects to being used in training data for facial feature extraction and invades 

the privacy of those being monitored (Feldstein, 2019: 12; Noorden, 2020: para 

8). For example, Clearview AI, a US-based facial recognition company, which 

had hundreds of US law enforcement agencies as clients, ranging from local 

police in Florida, the Federal Bureau of Investigation (FBI), and the Department 

of Homeland Security, covertly collected data on three billion faces for its 

database by extracting its data from YouTube, Facebook, Venmo, and millions 

of other websites without general agreement from users (Hill, 2020: para 3). 

Moreover, in relation to the erosion of privacy, subjects used in training data are 

monitored without their consent via AI surveillance cameras in public places, 

meaning that the facial recognition app did not only identify the stranger on the 

subway, but also revealed where they live, what they do, and whom they know 

(Hill, 2020: para 6). Besides these privacy concerns, some scholars from the 

University of Stanford (Wang and Kosinski, 2018: 246; Kosinski, 2021: 1) 

discussed how facial recognition algorithms disclose sexual orientation (i.e. 

heterosexual or homosexual), political orientation (i.e. conservative or liberal), 

personality (i.e. degree of honesty), and even the possibility of committing 

crime (i.e. the possibility of being a terrorist or pedophile) across different 

cultural and ethnic backgrounds with a higher accuracy rate compared to mere 
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human judgment. Because of such intrusions of privacy, some cities and 

regional organizations, notably the European Union (EU) has proposed limiting 

the police use of facial recognition systems and banning some AI systems such 

as social credit score (Schechner and Olson, 2021: para 1; Vincent, 2021: para 

1 and 4).  

In relation to the technical deliberation of a facial recognition system, the 

process of a facial recognition algorithm can be categorised as having detection, 

analysis, and recognition stages (Klosowski, 2020: para 3). Facial recognition 

systems have the following technical procedure: (1) capturing facial images via 

AI surveillance cameras, (2) extracting facial features from the images, (3) 

aligning a front and well-lit view with the extracted geometrical features, (4) 

identifying and classifying faces, such as scanning crowds to find those on a 

watch list (i.e. facial identification), and lastly (5) assessing age, gender, and 

even emotional state (i.e. facial classification) (Castelvecchi, 2020: para 10). 

Similarly to autonomous cars, facial recognition software uses a CNN to extract 

facial features from input images in image recognition and classification duties, 

such as distance between the eyes, width of nose, and length of jaw line 

(Maksymenko, 2019: para 12; Cronj, 2018: para 14; Kaur et al., 2020: 136). 

According to a facial recognition vendor test conducted by National Institute of 

Standards and Technology (NIST), there are 189 software algorithms for facial 

recognition systems (NIST, 2019: para 5); however, a detailed of each of these 

algorithms is out of the scope of this paper.  

This facial identification and classification system is controversially used in 

the military domain, as many AI researchers warn that facial recognition is used 

by swarms of ‘explosive-carrying micro-drones’ which autonomously kill 

humans (Russell et al., 2018: para 1). In 2017, the Campaign to Stop Killer 

Robots, the international coalition group seeking a ban on autonomous weapons, 

released the video, ‘Slaughterbots’ (2017), in which swarms of AI-controlled 

UCAVs, released from an air craft, carry out massive strikes killing thousands 

of citizens (Nield, 2017: para 2). According to this video, the components and 
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technology used in these AI-based UCAVs are wide-field cameras, tactical 

sensors, and shaped explosives which makes it possible to destroy human brains 

with facial recognition technology (Stop Autonomous Weapons, 2017: 1:13). In 

this video, Stuart Russell, a pioneering AI researcher and professor of computer 

science at the University of California, Berkeley, warns that these AI-based 

swarms carrying the function of facial recognition are technically able to attack 

people specifically on the basis of age, sex, fitness, uniform, and ethnicity, such 

as all males between 12 and 60 or all males wearing a yarmulke in Israel (Stop 

Autonomous Weapons, 2017: 4:18). Unfortunately, there is evidence that facial 

recognition systems are used for ethnicity distinction. For instance, the Chinese 

government used a facial recognition app, the so-called ‘Integrated Joint 

Operations Platform’ (IJOP) to aggregate a huge amount of data from multiple 

mass surveillance sources, mainly CCTV cameras, to identify 13 million 

Uyghurs and other Turkic Muslims in the Xinjiang region for the sake of 

counter-terrorism operations (Dholakia and Wang, 2019: para 2). In relation to 

this ethnic identification in Uyghurs, Wang et al.’s (2018) controversial paper 

successfully distinguishes ethnicity between Chinese Uyghur, Tibetan, and 

Korean, using sparce representation in machine learning to identify each race’s 

facial features, based on eyebrows, eyes, nose, and mouth, as shown in Figure 

7 (Wang et al., 2018: 1).  

 

(Figure 7: Facial Classification of Uyghur, Tibetan, and Korean Ethnicities (Wang et al., 2018: 13)). 
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This paper contends that facial recognition with high accuracy rates could 

possibly be used to distinguish between civilians and combatants, as ethnicity 

can be distinguished in practice (Winter, 2020: 864).  

The most notable case for facial recognition in the military domain is 

AnyVision, an Israel-based facial recognition company (Brewster, 2021: para 

1). AnyVision’s facial recognition algorithm ranks top 10 in tests conducted by 

NIST on the basis of speed, accuracy, storage, resilience and memory 

consumption (Alexander, 2021: para 1). Rafael, the Israeli defence company, 

developed four-legged robots, nano UCAVs, and heavier multirotor UCAVs 

using AnyVision’s facial recognition technology to autonomously identify 

hostile targets in urban warfare scenarios, especially house-to-house warfare 

(The Defense Post, 2020: para 5; Etsion, 2020: para 1). These robots and 

UCAVs are fully autonomous with the capability to carry out surveillance and 

lethal missions, as they carry a payload up to 0.4kg and 9kg respectively with 

advanced automatic target recognition (Eshel, 2020: para 4). According to 

AnyVision’s patent application, this technology, called ‘adaptive positioning of 

drones for enhanced face recognition’, works as follows: (1) receiving images 

of target person captured by UCAVs with image sensors, (2) analysing the 

images to identify positioning properties of the target person, (3) instructing the 

UCAVs to adjust their positioning with respect to the target person, based on 

identified positioning properties, (4) receiving facial images of the target person 

captured by UCAVs with image sensors, (5) providing these facial images to 

the machine learning model, and lastly (6) classifying the target person’s faces, 

coupled with a probability score which can result in identifying the target person 

(US Patent and Trademark Office, 2020: para 2). The technical details of how 

these UCAVs with facial recognition work are shown in Figure 8 (Brewster, 

2021: para 3).  
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(Figure 8: How UCAVs with AnyVision’s Facial Recognition Works from the Air (Brewster, 2021: para 3)). 

The data captured by the robots and UCAVs, is immediately transmitted 

to the control system to identify the suspect objects and persons (Eshel, 2020: 

para 7). According to Rafael’s website, this technology can achieve not only the 

primary objects of minimising human involvement in war, but can also 

contribute to ethical warfare by distinguishing between combatants and civilians, 

using AnyVision’s state-of-the-art facial recognition technology (Etsion, 2020: 

para 3; Pivcevic, 2021: para 2). The promotional video released by Rafael shows 

that the four-legged robots can identify the combatants in the room and non-

combatants (i.e. hors de combat) laying on a bed (Defense Update, 2020: 1:11). 

Currently, these robots and UCAVs’ distinction between combatants and non-

combatants is based on physical appearance; specifically, whether prospective 

targets are armed or not. However, there is a possibility that UCAVs and robotic 

technology augmented with facial recognition technology may enhance ethical 

targeting with a more accurate level of distinction between combatants and non-

combatants based on facial databases when training facial data is assessed in the 

future.  

Concurrently, US military agencies are also developing similar solutions 

with facial recognition technology, notably from the Intelligence Advanced 

Research Projects Agency (IARPA) and US Special Operations Command 

(SOCOM) (IARPA, n.d.: para 1; US Department of Defense, 2016: para 1). For 
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example, IARPA, which focuses on research into high-risk research programs 

contributing to the intelligence community, invests in ‘biometric identification 

technology’, using software algorithm systems to extend computers’ facial 

recognition capabilities to whole-body identification, such as body shape and 

gait, to both identify and verify a person at long range (Boyd, 2020: para 4). 

This project, called the Biometric Recognition and Identification and Altitude 

and Range (BRIAR) program surmounts traditional vexing issues for 

identifying targets with confidence, such as at long range (i.e. over 300m), in 

atmospheric turbulence, and aerial sensor platforms scanned from UCAVs (US 

General Services Administration Federal Government, 2020: para 3). Moreover, 

another US state-initiated aspect of the project is that SOCOM plans to develop 

portable camera devices with facial recognition technology to identify faces 

from a kilometre away, which is called ‘Advanced Tactical Facial Recognition 

at a Distance Technology’ (Beebom, 2020: para 1). The objective of this project 

is to assess hostile targets only using facial recognition from 1km away, mainly 

in land-based tactical operations in communication-disadvantaged locations 

(US Department of Defense, 2016: para 2). Although Secure Planet, the US tech 

company, has committed to this project, it has not declassified the technical 

details about the project (Dormehl, 2020: para 5). An alternative product 

released by Secure Planet confirms that it may be able to identify faces to judge 

whether the subjects’ faces match the millions of individuals who have been 

extracted from streaming videos, even images where faces are concealed, such 

as those wearing hats and glasses, and those covered by hair (Secure Planet, 

2020: 1). However, because this project is working to overcome technical 

constraints such as poor long-range facial recognition performance, both 

SOCOM and Secure Planet have not disclosed when this project will be 

officially released in actual battlefields and how it will maintain high-accuracy 

facial recognition systems in the fog of war, which is much more difficult than 

the common civil cases used in the streets (Dormehl, 2020: para 3 and 5).  
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This section discusses case studies where the use of facial recognition 

has presumably been applied to autonomous weapons, notably from the private 

Israel defence company with facial recognition technology and US military 

agencies, IARPA and SOCOM. However, the technologies in all case studies 

are still under research, as AnyVision filed a patent application in the US in 

2020, and IARPA and SOCOM have not disclosed when these systems will be 

available, nor have they released detailed technical reports about how these 

facial recognition systems will improve the situations of war by determining 

legitimate targets based on facial databases (IARPA, n.d.: para 1; US 

Department of Defense, 2016: para 2; US Patent and Trademark Office, 2020: 

para 2). Additional details relating to how facial recognition systems contribute 

to the development of autonomous weapons will be discussed in the final section. 

Chapter 2.3: Future-Oriented Approach: Brain-Computer Interface (BCI) 

 

The last case study relating to target discrimination is BCI, which the RAND 

Corporation says is beginning to move from the laboratory to operational 

military applications (Hitchens, 2020: para 1). Some other related terms, such 

as neural-control interface (NCI), mind-machine interface (MMI), direct neural 

interface (DNI), and brain-machine interface (BMI) are also used in the 

literature to discuss similar capabilities (Binnendijk et al., 2020: 7). However, 

as of 2021, detailed case studies in regards to algorithms of BCI being applied 

to autonomous weapons are publicly unavailable (Evans, 2021: 206). Therefore, 

this section is rather speculative in its discussion of targeting automation due to 

inaccessible technical details. BCI is defined as a ‘complete system including 

the software and hardware that manipulate human signals to control computers 

and different communication’ (Ramadan and Vasilakos, 2017: 26). Hence, BCI 

enables a ‘bidirectional communication pathway’ between the brain and 

external devices, such as IoT devices and computers to acquire, translate, and 

analyse brain signals for specific actions (Vahle, 2020: 2). BCI is very distinct 

from the past two case studies in respect to considering target discrimination in 

autonomous weapons. This is because, while the last two case studies fully rely 
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on machine learning to identify and distinguish people, BCI is the combination 

of human cognitive skills and technology (i.e. neurotechnology) to augment 

perception, which could be more powerful than AI (Valeriani, 2017: para 4). 

Similarly, RAND upholds that unlike CNN alone, which is used in both 

autonomous cars and facial recognition technology, BCI provides a competitive 

advantage in future warfare in human-machine teaming during combat 

(Binnendijk et al., 2020: 15). Therefore, it is justified to assess how BCI 

technology could improve the target discrimination of autonomous weapons as 

a case study. By 2015, there were more than 75 companies engaging in the 

development of BCI, notably in the US (Ramadan and Vasilakos, 2017: 27). 

The most famous civilian cases are Facebook and Neuralink, founded by Elon 

Musk (Vahle, 2020: 5). In particular, Facebook develops BCI technology to 

reflect thoughts directly from neurons and translate these ideas into words, 

which allows typing three times faster than by hand, according to Regina Dugan, 

Vice President of Engineering at Facebook (Metz, 2017: para 7). Currently, 

Facebook’s engineering team creates algorithms to decode words from 

neuroactivity in real time via wearable and non-invasive sensors (Samuel, 2019: 

para 3; Facebook, 2017: para 18). Moreover, Neuralink also aims to synthesise 

between AI and human brains, using N1, 4mm chips in brains, which are placed 

on brains to make a ‘direct cortical interface’ (Hackl, 2020: para 22; Vahle, 

2020: 6). This invasive chip enables synchronisation of brains with AI to control 

machines, prosthetic limbs, and computers using only thoughts (Waltz, 2020: 

para 3).  

BCI is also applicable to military domains, such as medical treatment for 

traumatic brain injury, major limb amputation, and Post-Traumatic Stress 

Disorder (PTSD), with which soldiers were commonly diagnosed after military 

duties in Afghanistan, Syria and Iraq (Vahle, 2020: 3). There are some DARPA-

led initiatives in prosthetics, such as the Revolutionizing Prosthetics Program, 

while succeeded in enabling a woman who was paralysed due to a 

neurodegenerative condition to operate an F-35 fighter in a simulator using only 
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her mind (Phillip, 2015: para 7). Recently, BCI technology has also been used 

in able-bodied subjects to enhance their cognitive skills (Vahle, 2020: 4). 

According to the RAND, BCI in military domains can be briefly categorised as 

follows: (1) human-machine decision making, which increases the speed and 

accuracy of targeting, (2) human-machine direct system control, which transfers 

basic commands to systems, (3) human-to-human communication and 

management, which transfers basic commands between individuals, (4) 

monitoring performance, which oversees individuals’ cognitive stress and 

workload, (5) enhancing cognitive performance, such as regulating emotional 

state, and (6) enhancing physical performance, such as boosting strength and 

sensory capabilities (Binnendijk et al., 2020: 17). Although recent BCI military 

research, including the NATO 2020-2040 combat forecast report (Reding and 

Eaton, 2020: 96), focuses on direct neural enhancement of humans’ brains with 

‘augmented sensory capabilities with self-learning algorithms’ (Nørgaard and 

Linden-Vørnle, 2021: 100), this section focuses on how brainwaves of human 

brains could contribute to target discrimination of autonomous weapons. BCI 

combines technology with biology, engineering, computer science, and 

mathematics, and many neurologists and engineers have tried to enhance the 

neural nets which are capable of generalising across all objects, even without 

strong data sets, by imitating human cognitive capability (Evans, 2021: 206). In 

regards to technological deliberation in BCI, current technology underlying the 

BCI-based applications, such as robots, are a combination of BCI and CNN 

(Gonfalonieri, 2018: para 33). There are three types of BCI: invasive, semi-

invasive, and non-invasive (Gonfalonieri, 2018: 34). Invasive BCI involves 

inserting special devices to capture data (i.e. brain signals) via critical surgery, 

while semi-invasive BCI involves inserting the special devices through the skull 

onto the brain (Gonfalonieri, 2018: 34). However, there are major technical 

shortcomings of both invasive and semi-invasive BCIs: (1) comprehensive 

understanding of brains is still underway as there are nearly 100 billion neurons 

and 100 trillion connectors, called axons and dendrites, which remain a great 



 51 

scientific mystery, (2) serious concern for brains’ immune response against 

invasive devices, (3) achieving high resolution in decoding brain signals is a 

challenging issue for engineering along with confirming the safety of invasive 

methods to overcome removing noise from brain data, such as grinding of the 

teeth and eye movements (Gonfalonieri, 2018: para 26; Ray, 2018: para 12; 

BRAIN Initiative, n.d.: para 1; Vahle, 2020: 8). In respect to such medical and 

technical concerns, the non-invasive BCI method is preferable for use in able-

bodied combatants, especially electroencephalography (EEG) to both process 

and decode brain signals to computers or any BCI-based applications 

(Gonfalonieri, 2018: para 28). This is because the alternative non-invasive 

technology, functional magnetic resonance imaging (fMRI) which detects brain 

signals via changes in blood flow, requires huge devices, while EEG requires 

only headsets which are more portable and economically viable (see Figure 9 as 

an example of non-invasive BCI technology) (Thomas et al., 2017: 234; 

Gonfalonieri, 2018: para 13). 

Consequently, the augmentation of BCI and CNN is as follows: (1) signal 

production, in which special devices read the brainwave signals of subjects (i.e. 

able-bodied combatants), (2) signal detection, in which actual brain signals (i.e. 

P300 brainwaves which will be discussed in the BCI case study) are detected 

after filtering out noise, (3) signal transduction, in which brain signals are 

transformed into readable data via feature extraction and classification, and 

lastly (4) signal output, in which decoded brain signals are used for BCI 

applications (Gonfalonieri, 2018: para 21). In the process of (3), unlike 

collecting and teaching the training system about each subjects’ brain data, 

which is impractical and expensive, CNN is used to decode EEG signals to 

control commands of BCI applications, as CNN has superior accuracy 

compared to other supervised learning (i.e. support vector machine) (Thomas et 

al., 2017: 234; Solon et al., 2019: 4). After the features of brain signals are 

extracted, CNN classifies EEG data while automatically learning the 

appropriate features from the input data, which integrates its feature extraction 
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and classification of EEG data to a single structure (Gonfalonieri, 2018: para 

38). The below chart (Figure 10) details the entire process of BCI technology, 

from detecting EEG signals, decoding the EEG signals via feature extraction, 

classifying features via CNN, and applying the output data into the BCI based 

applications (Gonfalonieri, 2018: para 20). 

 

(Figure 9: Example of Non-invasive BCI to Control the Devices by US Army (Lentzos and Butorac, 2020: para 1)). 

 

(Figure 10: Entire Technological Process of BCI (Gonfalonieri, 2018: para 20)). 

For the sake of target discrimination in BCI, both the US Army’s corporate 

research laboratory and the US Army Research Laboratory (ARL) have 

explored so-called ‘P300 brainwaves’ to build a neural network for effective 

reconnaissance and situational monitoring, including target discrimination 

(Powers, 2017: para 3; Gordon et al., 2017: 28). The P300 (brainwaves) 

response, one of the bursts of electronic activities in the brain, is elicited in an 

‘oddball paradigm’ when subjects are actively engaged in the task of detecting 

targets (Picton, 1992: 456). The P300 stimuli is not formally acknowledged as 

the ‘indicator of interest’; however, the P300 brainwave is known as one of the 
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strongest neural signatures, in particular when targets are shown infrequently 

(Gordon et al., 2017: 25; Lawhern et al., 2018: 4). The P300 responses are 

emitted when humans must find infrequent targets to apply BCI (Tucker, 2017: 

para 1). This project, led by the US Army, which researches how the P300 brain 

stimuli is effective for building neural networks for target recognition, is known 

as the ‘Cognition and Neuroergonomics Collaborative Technology Alliance’ 

(Center for Agent-Soldier Teaming, n.d.: para 1). As of 2021, there is no 

accessible public data for this project which would enable discussing the 

feasibility of target recognition using the P-300 brain stimuli in autonomous 

weapons (Evans, 2021: 207). However, the most notable publicly-available 

research was conducted by Gordon et al., (2017) and Solon et al., (2019) from 

US Army’s corporate research laboratory and US Army research laboratory 

respectively. Gordon et al., (2017) investigated how BCI applications affect 

target discrimination when human subjects are virtually placed in urban 

landscapes where the legal targets (i.e. combatants) appear in various locations, 

and the authors discuss how effective BCI would be in discriminating between 

targets using the presence of P300 brain stimuli (Gordon et al., 2017: 25). The 

subjects discriminate between the legal targets (i.e. a man with weapons and a 

table with explosive devices) and illegal targets (i.e. a man without weapons and 

a table without any explosive devices) (Gordon et al., 2017: 25). Another study 

by Solon et al., (2019: 4) conducted a similar experiment, but added low 

visibility scenes, such as fog, to investigate how BCI can be applied to effective 

target discrimination. Figure 11 shows Solon et al.’s (2019: 4) experimental 

paradigm for target discrimination using both BCI and CNN. 
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(Figure 11: Experimental Paradigm for Target Discrimination on BCI Application (Solon et al., 2019: 4)). 

However, neither study concluded how effective BCI technology would be for 

target discrimination, only briefly summarising that it was a ‘viable approach 

for developing real-world BCIs’ to achieve effective target discrimination 

(Emphasis added by author; Gordon et al., 2017: 28), and CNN provides more 

accurate estimates of workload without additional training data in BCI (Solon 

et al., 2019: 9). Consequently, as further future research is required, these 

studies cannot adequately prove that BCI enhances target discrimination in BCI-

loaded robots. As more research is undertaken to accumulate training data for 

BCI for target discrimination, future work may come to the conclusion that 

using the human brain is a more effective way for autonomous weapons to 

discriminate between combatants and civilians more accurately. The last section 

discusses the feasibility of target discrimination in each case study.  

Chapter 3: The Analysis of Feasibility of Target Discrimination in Each 

Case Study 

Chapter 3.1: Assessing Target Discrimination in Autonomous Cars  

The last section in this chapter discusses the feasibility of target 

discrimination based on the technology in each of the previous case studies; 

autonomous cars, facial recognition, and BCI. In the autonomous cars section, 

this paper will discuss each object recognition system, notably cameras and a 

range of sensors, such as RADAR and LiDAR. These object recognition 

systems enable perception, including monitoring the surrounding environment, 
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identifying locations, classifying objects, and calculating velocity (Cunneen et 

al., 2020: 64). Most academic literature mentions that current technological 

development has only reached the initial stage of distinction of objects, such as 

trees, road signs, and pedestrians, with severe limitations in robustness, such as 

being adversely affected by severe weather (i.e. mist and fog), but has not 

reached the stage where it can distinguish between adults, children, or animals, 

but can only detect them as a pedestrian (Hirz and Walzel, 2018: 4). This paper 

successfully disproves the conventional perspective that autonomous cars have 

severe limitations in both robustness and target distinction via discussing the 

case study of Waymo. To discuss the feasibility of target distinction in 

autonomous weapons, it is helpful to discuss the ethical aspects of a thought 

experiment, the so-called ‘trolley problem’ (Holstein and Dodig-Crnkovic, 

2018: 1). This paper argues that the trolley problem is highly relevant to the 

target distinction of autonomous weapons. The algorithms embedded in 

autonomous cars may be programmed to target certain entities over others in 

case of a crash, as autonomous car companies have already discussed ethical 

constraints in the case of an unavoidable car crash. Conversely, this paper argues 

that because of the prospective public backlash in discussing who will be 

sacrificed in an unavoidable car crash, the autonomous car industry will retain 

a minimum degree of target distinction, such as distinguishing between 

pedestrians, especially children and visually-impaired people with canes, and 

reducing speed when they are nearby; meaning that high accuracy of target 

distinction is unnecessary for ensuring the safety of autonomous cars. Hence, 

this paper potentially concludes that the case study of autonomous cars is 

unlikely to be applicable to the target discrimination of autonomous weapons to 

distinguish between combatants, hors de combat, and civilians.  

The most common approach of the trolley dilemma is a situation where a 

trolley is heading towards a group of five people, and the only way to save this 

group is to divert the trolley on to a different track, resulting in killing one 

person or killing five people (Sütfeld et al., 2017: 2). This dilemma facilitates 
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discussion of both utilitarian and deontological ethical constraints (Sütfeld et al., 

2017: 2). Adapting this trolley problem to autonomous cars, it is expected that 

if a pedestrian falls on to the road in front of a fast-moving autonomous car, the 

car has two options: (1) swerving into a traffic barrier, meaning potentially 

killing the passenger in the autonomous car, or (2) going straight, meaning 

potentially killing the pedestrian on the road (Lubin, 2016: para 3). In regards 

to target discrimination of autonomous cars, a so-called ‘moral machine 

experiment’ was held by MIT (Awad et al., 2018: 59). Awad et al. (2018: 59) 

conducted the survey from 39.61 millions respondents from 233 countries, 

territories, or dependencies based on gender, age, education, and income to 

assess both the cultural and demographic ethical preferences of the trolley 

problem surrounding autonomous cars. According to their findings, the most 

concrete moral preferences are (1) sparing the lives of humans over animals, 

such as cats and dogs, (2) sparing more lives in line with the utilitarian view, 

and (3) sparing young lives over elderly ones (Awad et al., 2018: 60). In regards 

to (3), the most spared characteristics are babies in strollers, children, pregnant 

women, and doctors; while the least spared are the homeless, elderly people, 

criminals, and animals (see Figure 12 for detail result) (Awad et al., 2018: 61). 

 

(Figure 12: Global Preferences of Sparing Characters (Awad et al., 2018: 61)). 

However, Awad et al. (2018: 61) found that even with the global tendency to 

save younger ages, the clustering of moral preferences are distinct across all 

regions, such as (1) North America and European countries of Protestant, 

Catholic, and Orthodox Christian cultural groups (i.e. Western regional cluster), 
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(2) far Eastern counties such as Taiwan and Japan with Confucianist cultural 

groups (i.e. Eastern regional cluster), and lastly (3) Central and Southern 

American groups (i.e. Southern regional cluster) (Awad et al., 2018: 61). They 

found that because of systematic cultural differences of individualistic and 

collective cultures, the participants, especially from the Eastern regional cluster 

(i.e. Taiwan and Japan) are less inclined to save young people than elderly 

people compared to other regional clusters (see Figure 13 and 14), Awad et al. 

(2018) argue that this tendency for morality to vary by region may prove to be 

an obstacle to establishing ‘universal’ moral principles of machine ethics for 

both autonomous car industries and policymakers (Awad et al., 2018: 62). 

 

(Figure 13: Example of Moral Machine Experiment to Save Either Elderly Woman or a Little Girl (Rahwan et al., 

n.d: para 1)). 

 

(Figure 14: Differences in Moral Preferences of Each Regional Cluster (Awad et al., 2018: 62)). 

The autonomous car industry has so far kept tight-lipped about who would 

be sacrificed in the case of an unavoidable car crash when the algorithms of the 

hardware decide to handle moral tradeoffs (Lubin, 2016: para 14). For instance, 

Sebastian Thrun, the founder of X Development (NB: former name was Google 
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X) claimed that if an autonomous car cannot escape, it would choose the 

‘smaller of two objects’ (Lubin, 2016: para 19). Google’s patent application is 

in line with this statement, as in discussing lateral lane positioning it says it is 

safer to collide with ‘smaller objects’ when the autonomous car has to move 

away from a truck in one lane to another (Lubin, 2016: para 19). Unfortunately, 

the ‘smaller objects’ in Google’s patent application is vague, as it might mean a 

stroller or small children as Patrick Lin, professor at California Polytechnic 

State University, warned (Lubin, 2016: para 20). Additionally, in 2016 and 2018, 

Chris Urmson, former CTO of Google’s self-driving project, said that Waymo 

tries its hardest to protect unprotected road users, such as pedestrians and 

cyclists, and to avoid colliding with ‘moving things’ (i.e. objects); he is 

confident that this strategy makes the ethical dilemma ‘tractable, solvable, and 

implementable’ (Los Angeles Times, 2016: 31:39). Although the National 

Highway Traffic Safety Administration urged the manufacturers of autonomous 

cars to address the ethical judgements and decisions surrounding the trolley 

problem, most manufacturers do not disclose their ethical customs (US 

Department of Transportation, 2016: 26). In particular, some autonomous car 

companies, such as Apple, call for the thoughtful reflection with industrial 

leaders; Ford tries to address the issue with good engineering rather than 

unrealistic hypotheticals with safety, and Mercedes-Benz said that they will 

focus on avoiding such dilemmas by executing a risk-averting strategy (Lubin, 

2016: para 29; Orlove, 2016: para 7; US National Highway Traffic Safety 

Administration, 2016: 2). This paper agrees with their points, arguing that a 

situation in which cars have to choose who will be sacrificed is very rare, instead 

of choosing to maintain an appropriate speed to guarantee safe driving. 

Consequently, this paper concludes that detailed object identification, besides 

those who need special attention, such as elderly people, children, visually-

impaired people (people distinction) and school buses, police vehicles and 

ambulances (objects distinction), is not necessary to avoid the prospective 

backlash of moral tradeoff. This means that the technology retains only the 
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minimum level of discrimination, which would be unlikely to apply to 

autonomous weapons for target discrimination. As detailed discrimination is 

unnecessary but would be expected to bring a controversial response from the 

public, this autonomous car technology does not have to explore into IHL’s 

target discrimination. 

Chapter 3.2: Assessing Target Discrimination on Facial Recognition 

  The next analysis of the feasibility of target discrimination is that of 

facial recognition systems. In the facial recognition section, this paper discussed 

three case studies: Rafael’s four-legged robots, nano UCAVs, and multirotor 

UCAVs with AnyVision’s facial recognition system; IARPA’s BRIAR program 

with the robustness to identify a person from long range which is scanned from 

UCAVs, and SOCOM’s Advanced Tactical Facial Recognition at a Distance 

Technology’ which enables identification of the faces of combatants by judging 

whether the subjects match any of the millions of individuals on a database 

(Beebom, 2020: para 1; US General Services Administration Federal 

Government, 2020; Brewster, 2021: para 1). Although none of these case studies 

disclose how to train algorithms to tell apart combatants from civilians with 

challenges to accumulate more facial images, this paper makes some proposals 

to identify practical limitations for future research. 

This paper proposes that facial recognition systems as relevant to target 

distinction have some practical limitations in distinguishing legal targets, such 

as: (1) challenges of programming both distinct facial and physical features of 

combatants to distinguish them from civilians, (2) the complexity of 

distinguishing between active combatants and hors de combat, and lastly (3) the 

difficulty of identifying militias who often hide their identities with civilian 

clothes in inhospitable terrains. In respect of Rafael’s facial recognition 

technology which AnyVision, the system enables the facial recognition of 

combatants by classifying the legal targets’ faces via image-sensors of UCAVs 

(US Patent and Trademark Office, 2020: para 2). Major challenges still remain 

surrounding how to program the facial features of combatants into facial 
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recognition algorithms. Intriguingly, some psychologists and anthropologists 

argue that the width of men’s faces are linked to their fighting ability (British 

Psychological Society, 2014: para 1; Robson, 2015: para 4). For example, 

Windhager et al., (2011: 811) discussed that zygomatic arches are a potential 

indication of men’s formidability and fighting ability due to its ‘testosterone-

linked biometric index’, measured between the zygion width and distance 

between nasion and prosthion (see Figure 15 for a comparison) (Zilioli et al., 

2015: 323). Zilioli et al.,’s (2015) study confirms that this link between the cue 

of formidability (hence success rate of fighting) and men’s facial width remains, 

even controlling body size (British Psychological Society, 2014: para 3). As yet, 

there is no concrete biological theory to prove the relevancy of width of faces 

and formidability; however, many psychologists speculate that one causal 

mechanism is due to a higher basal testosterone level (British Psychological 

Society, 2014: para 6). Carrier and Morgan (2015: 335) supplement this 

speculation, positing that facial width to length ratio evolved for resistance to 

punches from a survival perspective.  

 

(Figure 15: Composite of Wide-faced and Narrow-faced Men (Zilioli, et al., 2015: 325)). 

This paper proposes that there is a possibility that this facial width could be used 

to find combatants via facial recognition databases, as discussed in 

‘Slaughterbots’, such as killing based on age, gender, or ethnicity (Stop 

Autonomous Weapons, 2017: 1:13). However, this relationship between facial 

width and degree of fighting ability is biologically not applicable to females (so 

impossible to apply a distinction between female combatants and female 
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civilians) (Brown et al., 2021: 3). Moreover, some scholars (Kordsmeyer et al., 

2019: 117) attest that facial width is not linked to testosterone levels. For these 

reasons, this paper concludes that there are still practical limitations in applying 

this facial recognition technology (i.e. facial width of men) to target 

discrimination of combatants in autonomous weapons.  

Additionally, even when research into facial recognition has succeeded 

in establishing concrete biological evidence of facial features of combatants, 

challenges remain surrounding how to distinguish active combatants and hors 

de combat. As discussed earlier, the codified LoW stipulates means of surrender 

as anything relevant to show the ‘intention of surrender’ (Bovarnick et al., 2011: 

144). However, there are still technological challenges in establishing a 

distinction between hors de combat and active combatants using only a facial 

analysis database. One study (Quintero-Zea et al., 2017: 205) has yielded results 

which may help to differentiate the hors de combat from civilians, based on the 

EEG and behavioral data. Nonetheless, no publicly accessible research 

discusses the prospective technical limitations of facial recognition technology 

in distinguishing between the combatants and hors de combat, so this paper 

anticipates future research will address this practical limitation. Lastly, there is 

a technological problem around how to identify non-regular army combatants 

(i.e. guerilla warfare insurgents) who disguise their identities with civilian 

clothes and usually camp in inhospitable terrain, such as mountains, deserts, and 

forests to hide, train, and organise their activities (Central Intelligence Agency, 

2012: 6). For example, Paul Scharre, who served as a US special military 

operations and reconnaissance team leader in Iraq and Afghanistan, discusses 

how insurgents in Afghanistan often disguise themselves with civilian clothes 

and police uniforms, which it makes difficult to distinguish the combatants 

(legal targets) or merely off-duty police officers (illegal targets) (Scharre, 2018: 

255; Center for a New American Security, n.d.: para 3). To make matters worse, 

these guerilla warfare insurgents often use inhospitable terrain as hide-outs and 

havens for running their training camps (Baweja, 2013: para 4). The current 
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facial recognition software relevant to target recognition systems of autonomous 

weapons rarely faces this issue; but focuses only on adverse weather conditions 

and distance (if there are no terrain obstacles), as the earlier IARPA and 

SOCOM case studies address. Consequently, applying facial recognition 

systems to autonomous weapons has some practical issues, such as 

programming the facial features of combatants, distinction of combatants and 

hors de combat, and identification of non-regular army combatants. This paper 

does not conclude that facial recognition technology is completely inapplicable, 

but acknowledges that it still has some technological limitations to overcome 

before being fully applicable to target distinction in autonomous weapons. 

Chapter 3.3: Assessing Target Discrimination on BCI 

 

The last analysis of target discrimination is BCI. In the previous section, this 

paper explored case studies exemplifying how BCI can be used in target 

discrimination, using case studies from Gordon et al. (2017) from the US 

Army’s corporate research laboratory and Solon et al. (2019) from the US Army 

research laboratory. Gordon et al.’s (2017: 25) research analysed how P300 

brainwave stimuli can be applied in target discrimination between legal targets 

(i.e. a man holding a weapon and a table with explosive devices) and illegal 

targets (i.e. a man without weapons and a table without any explosive devices). 

In addition, Solon et al. (2019: 4) investigate how low visibility scenarios, such 

as fog, affects the target discrimination of BCI applications. Although research 

is still underway into the applications of BCI technology in target discrimination 

in urban warfare and further conclusive research is needed, this paper posits that 

BCI applications still face limitations in their applicability to target distinction 

in autonomous weapons. This is because humans’ cognitive skills cannot always 

reliably distinguish between combatants and civilians, as many narrative cases 

confirm (Scharre, 2018: 253).  

For example, as the aforementioned Paul Scharre said of his time serving as 

the civil affairs team leader embedded with the US advisors to Iraq: ‘In fact, 

during that entire year I was in Iraq I was never once in a situation where I could 
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look down my rifle and say for certain that the person I was looking at was an 

insurgent’ (Scharre, 2018: 255). For example, it is much easier to distinguish 

between military and civil objects, like military bases and schools; however, this 

paper argues that BCI (hence relying on human cognitive skills) has limitations 

in distinguishing dual-use objects (i.e. trucks for military or civilian use) and 

humans (Scharre, 2018: 253). Unlike object recognition, distinguishing humans, 

whether they are combatants or civilians, is much more difficult as it often 

depends on their behavior on the battlefield (Scharre, 2018: 253). Scharre (2018: 

253) recalls that he often encountered farmers and woodcutters who wielded 

guns for self-defence. In respect to judging by behavior, however, it is still 

fraught with ambiguity to decide whether people are combatants or civilians by 

their behavior alone (Scharre, 2018: 253). Scharre (2018: 253) contends that the 

idea ‘if someone shoots you, then they’re hostile [combatants]’, does not 

contribute effective target distinction. In particular, Scharre encountered a 

situation where a gun battle was held between the Iraqi police and al-Qaeda in 

the volatile Diyala province at night (Scharre, 2018: 254). When he arrived the 

location, bullets were flying all around from people who were behind cover, and 

both sides were wearing civilian clothes, making it difficult to identify legal 

targets (Scharre, 2018: 255). Scharre shot down the people on the rooftop who 

shot one of his team members, and then US. Apache called off the attack, as the 

people they believed to be ‘enemy combatants’ on the rooftop were actually 

allies (Iraqi police) (Scharre, 2018: 254). From their vantage point, it was 

merely friendly fire engagement (Scharre, 2018: 254).  

This narrative perfectly exemplifies human cognitive limitations in 

accurately distinguishing between combatants, including allies and foes, and 

civilians. Scharre (2018: 255) maintains that autonomous weapons should reach 

at least human-level intelligence to be able to understand the intentions of others. 

However, this paper alleges that human cognitive skills are still superior to 

machine learning alone, but insufficient for target discrimination. In the 

aforementioned case, no one, in such a chaotic battlefield situation, where 
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everyone is shooting from behind cover, could effectively comprehend not only 

the distinction between combatants and civilians, but even what happened under 

such fog of war. Hence, this paper asserts that human cognitive skills are 

unsatisfactory to distinguish legal targets, meaning BCI technology still has 

practical limitations to overcome. In Gordon et al. (2017) and Solon et al.’s  

(2019) experiments, human cognitive skills (i.e. emitting P300 brainwave) were 

measured in binary options – an armed man or a man without weapons and a 

table with explosive weapons or a table without - in a clear-cut situation where 

a man is standing up without hiding behind any cover, carrying arms openly in 

broad daylight (See Figure 11 for review). In reality, however, target recognition 

does not take place under such clear-cut and binary options, but is surrounded 

by ambiguity as mentioned Scharre’s (2018) narrative. Additionally, BCI 

presents new military operational vulnerabilities which are more complex than 

adversarial attacks on the image recognition of autonomous cars (See Figure 2 

for review). For example, RAND raises potential cyber concerns of BCI, such 

as adversary access to new information and new exposure to harm or influence 

of the serviced members (Binnendijk et al., 2020: 3). As both neurological and 

AI scholars have recently started to discuss cyber security for our biological 

brains, further research is needed into the implications of exposure to new cyber 

vulnerabilities. Hence, this paper concludes that, due to the cognitive limitations 

in discerning targets in a practical scene and cyber vulnerabilities in brains, BCI 

has limitations that must be overcome before it can be applied to the target 

discrimination in autonomous weapons.  

In conclusion, this chapter has discussed prospective technology in regards 

to target discrimination. This paper concludes that the software of autonomous 

cars is unlikely to be used for target discrimination in autonomous weapons due 

to the expected public backlash about the trolley issue, and both facial 

recognition and BCI have still some technological limitations to overcome 

which necessitate further research. The next chapter discusses the Martens 

Clause in regards to autonomous weapons. 
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Chapter 4: Narrative Inquiry and Analysis of Killology into the Principle 

of Humanity in Relation to the Martens Clause 

“The starting point for the understanding of war is the understanding of 

human nature” 

S.L.A. Marshall, Men Against Fire (1947) (Lander, 2011: 35) 

 

In the previous section, this paper argued that current state-of-the-art 

technology such as autonomous cars, facial recognition, and BCI still face 

technological limitations preventing them from meeting the standards required 

for application to autonomous weapons. Although further research is required 

into target recognition codified by IHL, this chapter will address human 

combatants’ experiences during a war to discuss how a lack of human 

involvement in autonomous weapons leads to the undermining of the principle 

of humanity: treating others humanely and showing respect for human’s dignity 

and life (Human Rights Watch, 2018: 19). As ‘treating others humanely’ is 

vague, the Cambridge Dictionary suggests that ‘humanely’ means ‘in a way that 

is humane, [such as] showing kindness, care, and sympathy’ (Cambridge 

University Press, 2021: para 1). As mentioned in the literature review, Arkin 

(2009: 11) suggests that autonomous weapons are more compassionate than 

humans because autonomous weapons would rigorously comply with IHL 

principles including target discrimination. To discuss the principle of humanity, 

it is worth considering the question which was discussed in the literature review: 

‘What about autonomous weapons is different, and does that difference 

diminish human dignity in a meaningful way?’ (Scharre, 2018: 288).  

To discuss treating others humanely, it is important to consider the 

human judgements made during war. Michael Walzer, philosopher of war and 

the author of Just and Unjust Wars (1977), refers to many historical examples 

where combatants have hesitated to kill other combatants because of their 
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humanity (Walzer, 1977: 139). Walzer states that such moments of resistance 

come when combatants witness the humanity of other combatants, which 

Walzer called ‘naked soldiers’ (Walzer, 1977: 143). As Walzer cites: 

 

It is not against the rules of war as we currently understand them 

to kill soldiers who look funny, who are taking the bath, holding 

up their pants, reveling in the sun, smoking a cigarette. The 

refusal of these men [to kill], nevertheless, seems to go to the 

heart of the war convention. For what does it mean to say that 

someone has a right to life? (Walzer, 1977: 142). 

 

Human combatants often have a moment of resistance to killing when 

the enemy does not pose an immediate threat, as explained above. Robert 

Graves, the author of Goodbye to All That (1929) and UK Army officer who 

fought against German troops during WWI, described in his personal story that 

he had only one experience of resisting killing a German combatant (Graves, 

1967: 112). According to his autobiography, Graves usually had no qualms 

about killing German combatants and was a seasoned killer of German troop 

members as a high-minded and honorable UK Army officer (Graves, 1967: 112). 

However, when he saw a German who was taking a bath in the German third 

line through a telescopic lens about 700 yards away, he resisted killing the naked 

man and handed over the rifle to another allied combatant to ask him to shoot 

the German on his behalf (Graves, 1967: 112). Walzer interpreted Graves’ 

resistance to killing because ‘my enemy is changed,…. into a man’, and they 

shared ‘common humanity’ (Walzer, 1977: 142, cited in Deakin, 2014: 320). 

Unlike a typical war situation, such as wearing military uniform, the German 

combatant was naked and absented from fighting in the battlefield. The target 

in the rifle’s cross hairs was no longer an enemy, but another person with hopes, 

dreams, and desires, exactly the same as the would-be shooter (Scharre, 2018: 

273). Walzer (1977: 140) concludes that it is reasonable to assume that humans 
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have an intuitive resistance to killing humans who are not presented in a war-

like manner, such as reveling in the sun, enjoying morning coffee, or swimming 

in the river in between fighting. They encounter a morally important recognition 

as they intuitively know that enemies in these cases should be immune from 

killing (Walzer, 1977: 140). Unlike humans, who can express compassion and 

empathy towards other combatants, autonomous weapons never hesitate to kill 

other combatants, regardless of their circumstances. Autonomous weapons 

crudely comply with IHL principles, and once they target legal targets on the 

basis of pre-programmed code, they never hesitate to fire, regardless of what 

enemy combatants are doing (Scharre, 2018: 274).  

Dave Grossman, the author of On Killing: The Psychological Cost of 

Learning to Kill in War and Society (1996), and former Army psychologist 

Lieutenant Colonel during WWII, further explores the case of naked soldiers 

and claims that distance from the victims influences humans’ motivation for 

killing (Grossman, 1996: 97). Grossman carried out many interviews with 

former active combatants in WWI and II and discussed the motivation of killing 

from a psychological perspective. Based on many narrative interviews from 

former active combatants, Grossman found that humans have ‘an innate 

biological resistance to killing’ (Scharre, 2018: 275). There are various key 

which influence motivation to kill others, such as cultural distance (i.e. 

American and Japanese), moral distance (i.e. legitimising oneself and cause to 

kill others, such as Remember Pearl Harbor for the US combatants against 

Japanese), mechanical distance (i.e. technological form of psychological 

distance) (Grossman, 1996: 157-169). However, according to Grossman (1996: 

97), the most striking feature influencing resistance to kill is the ‘physical 

proximity of the victim’ (physical distance) (See Figure 16).  



 68 

 

(Figure 16: Spectrum between the Resistance to Killing and Physical Distance from Targets (Grossman, 1996: 98, 

cited in Cummings, 2004: 30)). 

As Figure 16 shows, at the farthest distance, such as killing via bombers and 

artillery, causes the least resistance to killing humans, and it increases to long 

range (i.e. snipers, anti-armors, and missiles), mid-range (i.e. rifles), hand 

grenade range, close range (i.e. pistols and rifles), bayonet range, knife range, 

hand-to-hand combat range (i.e. crushing blow to the throat), and sexual range 

(NB: Grossman likens killing a very close range to having sex at such close 

personal distance) (Grossman, 1996: 97-137). Even though there are an 

increasing number of emerging military developments, such as using UCAVs 

and launching missiles, most land warfare is still carried out at close range via 

conventional small arms, like grenades, machine guns, sharpshooter rifles, 

pistols, and carbine rifles (British Army, 2020: para 3; Government of Canada, 

2021: para 2-3). The experiences which land warfare combatants undergo are 

more psychologically taxing compared to those of naval and air crews, who can 

pretend not to have killed human beings (Grossman, 1996: 107). In one of 

narrative, a 17 year-old British veteran during WWI recollected his first 

achievement of killing a German combatant (Grossman, 1996: 112).  

 

This was the first time I had killed anybody and when things 

quieted down I went and looked at a German I knew I had shot. 
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I remember thinking that he looked old enough to have a family, 

and I felt very sorry (Grossman, 1996: 112). 

 

Contrary to the naval and air forces, land warfare combatants at close range 

usually hear the screams and cries of the enemies, and witness the victims’ eyes 

bulging out like ‘prawns’ and blood shooting out from their mouth (Grossman, 

1996: 128). Grossman contends that combatants usually comfort the victims in 

their last moments (Grossman, 1996: 116). For instance, Harry Stewart, US 

Army master sergeant in 1968, recalled that he fired at a Viet Cong with his rifle, 

and he knew that the Viet Cong he shot would soon die as he gazed at Stewart 

in hatred (Grossman, 1996: 116). A few minutes later when Stewart came back 

to him, he was still staring at Stewart with hatred, and flies started to crawl all 

over his body (Grossman, 1996: 116). Stewart decided to put a blanket over him, 

rub some water onto his lips, put a cigarette to his lips after taking a few puffs, 

and lastly they took a few drugs (Grossman, 1996: 117). The hatred in his eyes 

as he looked at Stewart was eventually gone before he died (Grossman, 1996: 

117). If Grossman’s argument, which claims humans have an innate biological 

resistance to killing is correct, what is the ultimate motivation to kill for human 

beings?  

One survey investigated the psychological motivation for killing with 

in-depth analysis. According to Ben Shalit, an Israeli military psychologist, 

what causes fear in Israeli active combatants is not simply ‘loss of life’ and 

‘injury and abandonment in the field’ as what is generally expected of them 

(Shalit, 1988: 10). Surprisingly, the majority of active Israeli combatants 

responded that what causes them the most stress is “letting others down” (42 

percent), a much higher percentage than those who fear loss of limbs (14.5 

percent) and death (10.1 percent) (Shalit, 1988: 11). To make a comparative 

analysis, Shalit also conducted a similar survey with the Swedish UN 

peacekeeping forces who had no experience of actual combat yet, and the 

majority cited ‘death and injury’ (47 percent) as the most frightening factor of 
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actual combat (Shalit, 1988: 11). Shalit’s surveys (1988) are sufficiently 

compelling evidence that humans have other motivations to kill than more 

instinctive motivations, such as fear of being killed and hatred. Grossman (1996: 

90) suggests they rather force themselves to kill others due to so-called peer 

pressure, such as (1) the opinions of other combatants, (2) respect for military 

leaders, (3) concern about their own reputation, and (4) the desire to contribute 

to the success of military units. In respect of (1), opinions of other combatants, 

many sociological and psychological studies confirm that the bonds between 

active combat veterans are much stronger than other kinds of relationship 

(Grossman, 1996: 90). As John Early, the former Vietnam veteran described, 

‘There’s a love relationship that is nurtured in combat because the man next to 

you - you’re depending on him for the most important thing you have, your life, 

and if he lets you down you’re either maimed or killed’ (Grossman, 1996: 90). 

Moreover, in terms of (2), respect for military leaders, according to the study by 

Krauss et al. (1974: 103), the most critical factor in firing at enemies is ‘being 

told to fire’ by military leaders for military veterans, despite those who do not 

have active combat experiences assuming ‘being fired upon’ is the most critical 

factor in opening fire. In addition, another study confirms that once military 

commanders leave the combat situation, the firing rate drops by 15 to 20 percent, 

compared to circumstances where military commanders encourage the 

combatants to fire at enemies (Grossman, 1996: 144). Therefore, among the 

various motivations to kill, Grossman (1996: 90) concludes (1) opinions of other 

combatants due to strong bonds formed during war and (2) respect for military 

leaders are the strongest determinants in motivating humans to kill their enemies. 

Besides these motivations, humans’ biological resistance to killing can 

be overcome by some notable factors: (1) psychological conditioning, (2) 

increased psychological distance from killing, (3) diffused responsibility for 

killing targets, and (4) dehumanising enemies (Scharre, 2018: 275). In respect 

to psychological conditioning, drug use by the armed forces can be said to 

improve the combatants’ strength, recovery, sleep deprivation, fatigue, trauma, 
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and mental capacity (Goodley, 2020: 2). Some states, notably the UK and US, 

have historically used pharmacological applications to enhance the combatants’ 

capabilities (Goodley, 2020: 7). For instance, the UK Royal Air Force (RAF) 

and UK Army have used amphetamines, which boosts physical strength and 

energy to encourage wakefulness, especially when sleep deprivation is a real 

threat to performance in combat, and to enhance courage and uplift the mood to 

fight harder (Goodley, 2020: 7). Furthermore, according to a professor at the 

University of Pennsylvania, he suggests modafinil which blocks the causes (i.e. 

norepinephrine which helps to encode the memory) of PTSD and natural 

oxytocin in a spray, which could be artificially administered, to encourage 

cooperation and trust between combatants for physical and mental improvement 

for military duties (Moreno, 2014: 28-30). However, psychological 

conditioning will not be discussed in detail as they are not relevant to treating 

humans lives with respect and dignity in war. 

This paper rather argues that usage of autonomous weapons may change 

how humans treat other humans’ lives, by fulfilling the above three elements; 

(2) increased psychological distance from killing, (3) diffused responsibility for 

killing targets and (4) dehumanising humans (enemies). In respect of (2), this 

paper has already argued the relevancy between the resistance to killing and 

physical distance, as it is still possible to identify ‘humans’ within 10 meters; 

however, when one is simply looking at ‘multi-colored infrared shapes and 

grainy figures of people gathering’ from 300 meters away, it creates 

psychological distance from the act of killing itself (Rae, 2014: 2; Scharre, 2018: 

275). That physical distance of killing results in detachment from the awful 

consequences of killing compared to close physical distances at which 

combatants can identify humans. It is expected that delegating the decision to 

kill from human combatants to autonomous weapons will further increase the 

psychological distance of killing, as human involvement is over once they have 

set up the pre-programmed code to decide the legal targets on the battlefield. As 

to automation bias, for instance, Bloomfield et al. (2020: 5) from University of 
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York discuss humans’ maladaptation to autonomous cars, notably over-

estimating autonomous cars’ capabilities (i.e. autonomous bias) which leads to 

reckless behavior by pedestrians and human drivers. In particular, pedestrians 

over-trust automated systems compared to human drivers, and pedestrians tend 

to walk recklessly in front of automated cars on the assumption that automated 

cars will stop (Scharre, 2018: 277). This human maladaptation to autonomous 

cars is also applicable when humans interact with autonomous weapons. 

Cummings (2004: 33) claims that enabling a system which can fire at their will 

would diminish the sense of accountability in humans, who can offload the 

responsibility to inanimate computer systems when there is a mistake.  

Besides increased psychological distance, in respect to (3), Grossman 

argues that diffused responsibility for killing targets facilitates the humans to 

kill (Grossman, 1996: 151). For instance, the above narrative cases (i.e. Graves, 

the 17 year-old British veteran during WWI, and Harry Stewart) where active 

combatants showed compassion and empathy towards enemies are all one-on-

one cases at the scene of killing. However, Grossman (1996: 151) argues that 

killing in groups makes active combatants develop a sense of anonymity, which 

contributes to further brutal violence. This paper posits that the use of 

autonomous weapons would surely remove the moral responsibility in acts of 

killing for humans, as anonymity in the millions of autonomous weapons 

together when killing helps to further reduce one’s sense of personal 

responsibility for killing (Scharre, 2018: 277). For example, historical evidence 

attests that despite the rate of fire being only 15 to 20 percent in the rifleman, in 

the case of crew-served weapons, such as machine guns, cannons, artillery, and 

even the chariot (See Figure 17), the rate of fire was nearly 100 percent, which 

can be attributed to anonymity of who killed the enemies (Grossman, 1996: 153; 

Scharre, 2018: 277). This significance of anonymity in killing attests that once 

humans launching autonomous weapons, it further lessens the moral 

responsibility of killing (Scharre, 2018: 277).  
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(Figure 17: Example of Chariot (The archer (right) benefits the group absolution during shooting) (Weapons and 

Warfare, 2018: para 1)). 

Lastly, in respect to (4), dehumanising humans, as Arkin (2011: 7) 

claims humans behavior in war is far from perfect, with torture and murder of 

civilians being common. Unlike autonomous weapons, which have no means of 

being driven by emotion, such as fear and hate, many historical records attest 

that humans have been driven to kill other humans by hate because of race, 

ethnicity, and nationality, such as the two million Cambodian deaths in 1970s 

committed by Khmer Rouge which was driven by his personal motivations and 

the 800,000 people were killed in Rwanda in only 100 days in 1994  (BBC, 

2018: para 1; BBC, 2019: para 1). If those civilians killed are hypothesised as 

active combatants, did they have a dignified death? Scharre (2018: 289) 

rephrases this question by asking: 

 

Is it better to know that you loved one was killed by someone 

who hated him because of his race, ethnicity, or nationality – 

because they believed he was subhuman and not worthy of life – 

or because a machine made an objective calculation that killing 

him would end the war sooner, saving more lives overall? 

(Scharre, 2018: 289). 

 

For the person being killed, the difference is minuscule between 

being killed by the algorithms in autonomous weapons in accordance 

with the objective calculation or by humans being driven by hate and 
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fear. However, if autonomous weapons are used in the actual battlefield, 

it could be expected that society will cease to value life (Scharre, 2018: 

290). From the utilitarian perspective – the position moral decisions 

should be calculated on the basis of maximising positive outcomes, such 

as numbers of lives saved - the use of autonomous weapons seems to be 

better, as military veterans suffer less from PTSD and fewer civilians 

and hors de combat would be injured and killed mistakenly (Charters, 

2020: para 3). Nonetheless, this paper contends that unlike autonomous 

weapons, which calculate the human lives on the basis of utilitarian 

position, humans are ‘moral beings’ who generally do not take the 

decision to kill lightly. For instance, Scharre (2018: 286) makes the 

analogy that algorithms have the authority to determine whether to 

unplug a person in a ‘vegetable’ state on life support based on various 

factors, such as the possibility of the patient’s recovering, the 

psychological effect on family members, the cost of continuing medical 

care, and the value of human life itself. This analogy seems to be 

accepted by everyone, as algorithms would simply suggest which 

decisions the patient’s family and doctors might take. However, Scharre 

expands this point to consider the scenario, if super-sophisticated 

algorithms embedded in a patient’s body could determine turning on or 

off life support on the basis of all these factors on net utilitarian benefits 

(Scharre, 2018: 286). According to Scharre (2018: 287), everyone who 

attended the workshop, including Scharre himself, recoiled at this notion, 

as they feel it wrong to hand over such an important decision to a mere 

machine. Scharre (2018: 287) assumes that we, human beings, want to 

know that someone has weighed the value of a human life. We are not 

merely happiness-maximising agents; rather, we are moral beings who 

ponder how decisions would affect other humans’ lives, even through 

we are far from perfect in terms of moral responsibility. Consequently, 

this paper posits that autonomous weapons are against the principle of 
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humanity, as they cannot treat human lives with respect and dignity in 

practice, and only humans have the moral responsibility to estimate the 

value of human life. 

Conclusion: 

As discussed in the introduction, the current academic literature 

does not discuss in-depth how state-of-the-art technology could possibly 

align with IHL principles. To fill this gap in the literature, throughout 

this paper, this paper discussed how current technology, such as 

autonomous cars, facial recognition, and BCI could be aligned with the 

principle of distinction between combatants and non-combatants (i.e. 

civilians) including hors de combat, addressing the research question: 

 

To what extent will future advancements in autonomous 

weapons comply with the IHL principles on technology 

development and with accountability for human dignity as 

described by the Martens Clause? 

 

To answer this research question, this paper used document analysis of 

each potential technology which could be aligned with the principle of 

discrimination in IHL. In regards to autonomous cars, for example, there 

are technological limits in sensor fusion (i.e. camera, RADAR, and 

LiDAR systems), such as lack of robustness in harsh weather conditions 

and detection of various objects (i.e. buses and cars (objects distinction)) 

and older people and children (people distinction)). These conventional 

shortcomings lead to the conclusion by academics that technology in 

autonomous cars cannot be applied into the autonomous weapons for 

target discrimination because autonomous cars can only function as 

intended in simple environments (ICRC, 2014: 12). To analyse 

autonomous cars’ technology, this paper used document analysis of 
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Waymo, Google’s self-driving project since 2009 (Waymo, 2021, para 

1). Unlike conventional views taken by academic scholars, the current 

state-of-the-art technology of Waymo’s autonomous cars has the 

capability to detect not only whether targets are mere objects or people, 

but also to identify pedestrians and determine whether they are children, 

adults, visually-impaired people with canes (Fridman, 2019: 10:48). It 

also has the capacity to identify pedestrians in occluded and unusual 

positions (Fridman, 2019, 10:48). Nonetheless, this paper posits that the 

technology used in autonomous cars is unlikely to be applied to the 

principle of distinction in autonomous weapons. This is because, as 

exemplified by the moral machine experiment conducted by MIT, Awad 

et al., (2018: 59) discussed that there is a global tendency to prioritise 

certain lives, such as babies in strollers, children, pregnant women, and 

doctors, in contrast to the homeless, elderly people, criminals, and 

animals, in cases where cars cannot avoid crashing into something (see 

Figure 12 for review) (Awad et al., 2018: 61). As most car 

manufacturing companies have avoided openly discussing the trolley 

dilemma due to the expected public backlash about who to prioritise in 

this scenario, this paper concluded that object detection in detail is 

unnecessary for autonomous cars, besides essential objects distinction, 

such as police vehicles, ambulance, and school buses (objects) and 

elderly people, children and visually-impaired people (people). In other 

words, this paper concludes that target discrimination in autonomous 

cars retains only minimum discrimination, which is unlikely to be 

adequate for target discrimination in autonomous weapons.  

On the other hand, unlike autonomous cars, both facial 

recognition and BCI are more relevant to target discrimination of 

autonomous weapons as both have been researched and tested for 

practical use. For instance, in respect to facial recognition, as discussed 

in Slaughterbots (2017), many AI researchers are concerned that facial 
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recognition would be used for discriminative target recognition in 

autonomous weapons, such as targeting all males who wear a yarmulke 

in Israel (Stop Autonomous Weapons, 2017, 4:18). This target 

discrimination has been practically used by the Chinese government for 

ethical discrimination against Chinese Uyghurs in counter-terrorism. In 

an earlier section, this paper raised the case studies of AnyVision, an 

Israel-based facial recognition software company which is helping to 

build fully autonomous robots and UCAVs which can identify between 

combatants and civilians alongside Rafael Advanced Defence Systems, 

Israel’s defence company (The Defense Post, 2020: para 5; Etsion, 2020: 

para 1). Moreover, this paper also used case studies from IARPA and 

SOCOM, which focus on research projects called BRIAR and Advanced 

Tactical Facial Recognition at a Distance Technology respectively 

(IARPA, n.d., para 1; US Department of Defense, 2016, para 1). 

However, as discussed previously, because all of the case studies 

discussed in this paper need further research and analysis to train their 

algorithms to identify combatants, facial recognition has some practical 

challenges, mainly (1) programming facial and physical features of 

combatants to distinguish them from civilians, (2) the complexity of 

identifying active combatants from hors de combat, and (3) the difficulty 

of identifying militias in inhospitable terrain. To surmount such 

challenges, especially (1), this paper suggested that facial length could 

be one of the contributors to assess formidability of a target, which could 

be used to discern the combatants from civilians (See Figure 15 for 

review). As facial recognition is still under research to determine how it 

can be used to identify combatants and civilians, further research and 

analysis will be needed to apply this technology to a target 

discrimination in autonomous weapons.  

Lastly, this paper analysed the BCI, which has recently moved 

to operational military applications (Hitchens, 2020: para 1). As 



 78 

discussed before, BCI is very distinct from the other two case studies as 

it has used both neurotechnology (analysis of humans’ brains) and 

machine learning (Valeriani, 2017: para 4). As a case study, this paper 

discussed the US Army’s corporate research laboratory and ARL about 

how the P-300 brainwave generated by the human brain when finding 

infrequent targets could affect target discrimination in autonomous 

weapons (Gordon et al., 2017: 25; Solon et al., 2019: 4). Both Gordon 

et al. (2017) and Solon et al. (2019) examined human cognitive skills by 

analysing P-300 brainwaves when comparing legal targets (i.e. a man 

holding weapons and a table with explosive devices) and illegal targets 

(i.e. a man without weapons and a table without explosive devices) with 

the additional factor of low visibility in the case of Solon et al. (2019: 

4). However, similarly to facial recognition, BCI has still some 

technological shortcomings that prevent it from being able to adhere to 

the principle of discrimination in autonomous weapons. For example, 

Scharre (2018: 253-255) exemplifies the limitations of human cognitive 

skills, as the humans in the scenario could not discriminate between 

allies and foes, or even comprehend what happened in the actual fog of 

war. Consequently, this paper reaches the conclusion that technology in 

autonomous cars would be unlikely to align with the principle of 

distinction in IHL, while both facial recognition and BCI have still 

technical shortcomings to overcome before they can fully align with the 

principle of distinction. 

  This paper also discussed whether autonomous weapons can 

align with the principle of humanity codified by the IHL by citing both 

Walzer’s (1977) naked soldier case and Grossman’s (1996) relevancy 

between physical distance and humans’ innate biological resistance to 

killing (Walzer, 1977: 143; Grossman, 1996: 97). Besides an increased 

distance from killing, Grossman argued that our biological resistance to 

killing can be surmounted by diffused responsibility for the killing itself 
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and by dehumanising enemies, both of which are relevant to autonomous 

weapons (Scharre, 2018: 275). As Arkin (2011: 7) discussed, humans in 

the battlefield are not always known for treating other combatants 

humanely, as humans are driven to kill by personal emotions such as 

fear and hate, as demonstrated in the Cambodian Genocide in the 1970s 

and the Rwanda Genocide in 1994 (BBC, 2018: para 1;BBC, 2019: para 

1). Nonetheless, this paper argues that human involvement is necessary 

in the process of killing to align with the principle of humanity, and not 

autonomous weapons which kill targets based on pre-programmed code. 

This is because humans are moral beings capable of carefully 

considering how our decisions could affect other human beings. 

Therefore, this paper concludes that autonomous weapons are against 

the principle of humanity, which relates to treating humans with dignity 

and respect, because only human beings, even though still far from 

perfect, can weigh the value of human life. 
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