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Abstract 
 

This study examines the role and utility of low-severity cyber operations in one 

state’s policy toward another within the context of a long-term hostile feud. This 

study has fulfilled this task through an explanatory qualitative analysis with cyber 

operations as an embedded unit of study. The subject of research is the policy of 

the Islamic Republic of Iran toward the United States in the time spanning from 

the historic agreement of the Joint Comprehensive Plan of Action (JCPOA), also 

known as the Nuclear Deal, in July 2015 through 2020. The role of the cyber 

operations in Iran’s policy is examined by juxtaposing the pattern of escalations 

and de-escalations occurring in the context, and in the political and military 

domains conducted by the Islamic Republic with their deployment of cyber 

operations. Through this pattern matching, this study identified a visible relative 

restraint in the cyber domain during the first years following the conclusion of the 

JCPOA, as the Islamic Republic had obtained its top strategic goal, defined as 

eliminating all sanctions burdening its economy. Iran’s cyber operations towards 

the United States re-emerged when Washington exited the Nuclear Deal in 2018 

and began re-instating sanctions, and the operations were intensified when Tehran 

began steadily escalating in the political domain the following year. The utility of 

the operations was determined by examining the pattern detailed and the direct 

and indirect implications of the operations seemingly benefiting the Islamic 

Republic. 

The identified pattern suggests that the operations fulfill the function of signaling 

broad policy stances and are generally not used as a precision tool. The cyber 

operations appear to be deployed as a supplementary measure of signaling tied to 

the moves in the political domain. Meanwhile, the military moves are dual in aim 

and appear to follow a parallel rationale. Although the direct effects of the Iranian 

cyber operations were almost absent, the indirect and communicative effects were 

positive for Tehran. The psychological aspect of cyber operations prove a central 

part of their effectiveness for the Islamic Republic, making resistance visible, yet 

with vanishingly little escalation risk. The findings of this study strengthen the 
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scholarship on policy in cyberspace that holds that cyber operations of low-

severity can have a positive effect on a state’s stance in an adversarial 

relationship. This research indicates that the entrance of cyber operations in a 

dynamic feud does not have to increase the escalation risk in the relationship 

because the wielder of the operations can obtain a needed effect through low-

severity operations. Thus, the presence of cyber operations can be seen as 

stabilizing because they provide an option for signaling discontent with low 

escalatory risk. The study further provides evidence on how low severity cyber 

operations can function as conscious signaling tools despite their covert nature, 

supporting their status as ‘open secrets’ alluded to in segments of relevant 

literature.  
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Chapter 1 - Introduction 

 

Visitors of several news websites with ties to the Islamic Republic of Iran woke 

up to a surprise in late June 2021. Upon entering the sites of Press TV, Al-Alam 

and others, they were met with the seals of the United States’ Federal Bureau of 

Investigation (FBI) and Bureau of Industry and Security. The websites showed a 

notice stating that the domains had been seized in a law enforcement operation. 

The United States Department of Justice (USDJ) cited the spreading of 

disinformation and breach of sanctions rules as reasons for the takedowns (USDJ, 

2021). The US sanctions regime details that entities with ties to the Islamic 

Revolutionary Guard Corps (IRGC) are prohibited from obtaining services in the 

United States without special licensing, services such as domain hosting on US 

infrastructure (Talmazan and Arouzi, 2021; United States Department of Justice, 

2021). An official Iranian news outlet deemed the takedowns illegal and a 

“terroristic policy” against the independent media (IRNA, 2021).  

The digital domain has become an important arena for state interaction, power 

politics and competition. The June takedowns are an example of the utility of 

cyberspace for advancing policy in the context of the longstanding standoff 

between the US and Iran. Much ink has already been spilled on developing an 

understanding of how the differences between conventional policy arenas and 

cyberspace are playing into the opportunities and vulnerabilities of states. This 

study aims at contributing to a segment of this debate through presenting an 

alternative approach for understanding the usefulness of cyber operations in a 

dynamic interaction over time.  

There is a disconnect between the type of activity emphasized by the academic 

literature on strategy in cyberspace and the activity that constitutes the largest 

component in the domain. The focus in the literature has been on the highest 

echelons of conflict. Scholars have pointed out the oddity that the language of 

military strategy has gained such deep roots in this field when most of the activity 

that occurs in cyberspace has little to do with the use of force (Rovner, 2019). 
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This position is backed by large empirical studies that have revealed how the vast 

majority of state activity in cyberspace cannot be explained by the logic of 

coercive strategies. Nevertheless, the scholarship attempting to explain this 

activity remains preoccupied with this segment of international relations theory. 

This author holds that there is a need for further research advancing a better 

understanding of the utility of policy through cyberspace that is non-coercive and 

occurring in a strategic space short of war.  

Another tendency in the literature on this topic is to examine cyber operations in 

isolation from other tools of statecraft. This classical approach fails to absorb a 

key issue for understanding the utility and importance of a segment of policy, 

namely its role vis-à-vis a state’s remaining policy tools. Cyber operations are one 

group of tools a state may employ to advance its interests and one that can fulfill a 

plethora of functions. This author would hold that this approach is missing in the 

study of policy in cyberspace. In order to advance the understanding of the nature 

of cyber operations as policy tools in the strategic space short of war, they should 

be examined from the point of view of what role they have in relation to 

conventional tools of statecraft and under which circumstances they are deployed.  

1.2 The research question  

The aim of this study is to contribute to a better understanding of the role and 

utility of non-coercive cyber operations in the strategic space short of war. This is 

important because it will direct much needed attention to the segment of state 

activity in cyberspace that constitutes the largest part of the total activity in the 

domain. A key assumption of this study is that the wielder of cyber operations is 

likely to use them in a way that helps to advance their interests, but in a non-

coercive manner and avoiding escalations of significance. This author holds that 

understanding this utility should be done by examining the role of cyber 

operations vis-à-vis the state’s use of conventional policy tools in relation to the 

development in the context. What can the timing, target choices and pattern of 

behavior vis-à-vis conventional tools of statecraft reveal about the role and utility 

of this type of cyber operations? This author holds that establishing a pattern of 
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behavior that reveals when a state chooses to use cyber operations within a 

dynamic relationship should advance an understanding of the role of cyber 

operations in this state’s policy. 

The research question guiding this study is “what is the role of cyber operations in 

Iran’s policy toward the United States?” This will be answered through a 

qualitative analysis of the case study of the feud between the Islamic Republic of 

Iran and the United States. The analysis will examine Iran’s use of cyber 

operations as an embedded unit of study and view its utility in relation to the 

Islamic Republic’s usage of conventional policy tools and the development in the 

context. Iran has been chosen as a unit of study because it is an eager user of 

cyber operations to advance its interests. Iran has steadily invested in its cyber 

capabilities in the last decade and is now commonly placed fourth or fifth in 

offensive capability worldwide, with the United States leading (O’Flaherty, 

2020). This study is choosing an unambiguously uneven dyad in terms of power 

because the weaker party is more likely to remain in the strategic space short of 

war. Additionally, cyber operations have come to be understood as a tool favored 

by weaker states as an asymmetric tool. Therefore, it should be expected that the 

weaker party make the fullest use of this class of policy tools.  

Two levels of analysis will be conducted to answer the research question guiding 

this study. The first level examines the pattern of behavior of Iranian cyber 

operations seen in relation to the development in the context and Iranian use of 

conventional policy tools between July 2015 through 2020. The conventional 

policy tools will be understood as a divide between political and military moves, 

along a horizontal-vertical escalation model. This first level of analysis will test 

the hypothesis “the cyber operations will follow the escalation dynamic in the 

other domains.”  

The second level of analysis will take a step back and examine how the cyber 

operations are useful for Iran. This should include both the direct and indirect 

effects of the operations in question, as well as the pattern identified in the first 

level of analysis. According to the theoretical framework guiding this study, states 
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may engage in the steps associated with the moves of escalation in order to gain 

an advantage in the strategic space of non-coercive strategies (Kahn, 2017, p. 7). 

This entails that an actor may make moves that correspond to vertical or 

horizontal escalation that are of low severity and do not escalate the overall 

temperature in the feud, but are aimed at increasing the actor’s power or chipping 

away at the opponent’s sources of national power (Fischerkeller and Harknett, 

2019a, pp. 274–5).  

The empirical analysis of this study concludes that the pattern of behavior of 

Iranian cyber operations reveal a strategy of conscious signaling. The hypothesis 

is confirmed in light of the escalation dynamic at a broad level, but only in a few 

instances do the operations appear to be direct responses to developments in the 

relationship. This indicates that the operations fulfill the function of tools 

signaling broad policy stances and are overall not used as a precision tool. Part of 

the utility of the operations for the Islamic republic lies in exposing vulnerabilities 

in the Unites States and make visible their own resistance to advancements of US 

policy without risking escalating the hostilities in the relationship significantly.  

The following chapter will outline relevant literature on the topic and situate the 

contribution of this study within the academic field. The review of the literature 

will further suggest expectations of what may be found through the empirical 

analysis. Chapter 3 will fulfill the research design and methodology component of 

this study and map out the strategy for data collection and analysis, before 

pointing to some limitations of the research. The empirical analysis conducted in 

chapter 4 will be fulfilled through qualitatively analyzing the pattern of behavior 

in the timeframe chosen, before critically interpreting and analyzing the pattern 

and its meaning. Chapter 5 will discuss the findings of the empirical analysis in 

relation to the academic field and conclude by presenting criticisms of the 

analysis and suggestions for future research. 
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Chapter 2 – Review of the literature 

2.1 Introduction 

Over the last decade, scholars examining the potential for destruction through 

cyber operations have nuanced the earliest alarmist views on the matter. 1 This has 

contributed to a better understanding of the actual room to maneuver that states 

and other cyber actors enjoy in the cyber domain. However, there are still gaps in 

the literature regarding how to understand how cyber operations function as tools 

for policy in a non-coercive manner. Coercive strategies remain central in the 

literature on states’ activities in cyberspace, but non-coercive interaction is more 

in line with the empirical record. Non-coercive cyber operations tend to be 

classified as espionage and then ignored for further examination. The dynamics, 

aims and indirect effects of this class of cyber operations are not well understood, 

and have been sparsely treated in the literature. This chapter will outline relevant 

debates on how cyber operations are understood as a tool for policy and strategy. 

It will begin by mapping out approaches to cyber operations and escalation. It will 

then discuss research on the empirical record of cyber activity before debating 

approaches to understanding the non-coercive interaction in cyberspace, including 

what gains are achievable and of strategic significance short of war. The final 

section will expand on understandings on the role of cyber operations in a state’s 

arsenal of policy tools.  

2.2 Cyberspace and escalation 

Escalation theory has been a central pillar of the debate on the impact of 

cyberspace on international relations. Deliberate escalation is an important tool 

for states to communicate resolve, intentions, capabilities, and red lines (Libicki 

and Tkacheva, 2020, p. 60). How it is understood has varied somewhat. The 

seminal work On Escalation: Metaphors and Scenarios of Herman Kahn (2017, 

                                                           
1 For a comprehensive overview of the early literature on cyberwar, see (Healey and Grindal, 

2013). Denning (2009) and Cavelty (2008) discuss the debate on threat inflation of the topic. 

McConnell (2009) is a good example of an alarmist approach to the impact of cyberspace on 

international relations.  



14 
 

p. 3) describes escalation as “an increase in the level of conflict in international 

crisis situations.” Thresholds are central to Kahn’s escalation concept, and he 

established a ladder of 44 rungs of escalation signifying gradual increase in 

severity.2 Libicki and Tkacheva (2020, p. 64) hold that escalation does not have to 

involve thresholds, but an alteration of the efforts, either in degree or type. 

Morgan et al. (2008, p. 8) view an escalation having taken place when “at least 

one of the parties involved believes there has been a significant qualitative change 

in the conflict as a result of the new development.” Others have developed Kahn’s 

escalation theory further by altering slightly the ‘ways’ a state may escalate 

(Morgan et al., 2008; Libicki, 2012; Cavaiola, Gompert and Libicki, 2015). The 

classical core remains a vertical - horizontal escalation model where the former 

signifies increasing intensity within one domain and the latter entails beginning 

activity in a new domain.  

Voluntary escalation is covered by one segment of the literature, but it is the 

conditions for and implications of accidental and inadvertent escalation that have 

been most idly examined by scholars. Seminal works have evidenced how 

escalation may happen as a result of bureaucratic bargaining processes or 

standardized programs for policy (Allison and Zelikow, 1999), misrepresenting 

risk (Schelling, 1967, chap. 3), or through the security dilemma (Jervis, 1978). 

The reason for escalation theory being so commonly used as a theoretical lens for 

studying state interaction in cyberspace that “[t]here is a widespread view among 

practitioners and scholars that cyberspace is defined by an inherent potential for 

dangerous escalation dynamics between rivals.” (Borghard and Lonergan, 2019, 

p. 122). According to this view, what might begin as a low-severity operation 

within a strategic space short of war could trigger a spiraling escalation leading 

the actors to cross a threshold into the strategic space of armed confrontation. 

Cyberspace has from early on been viewed as being offense dominant because of 

relative anonymity, challenges for swift attribution and the lack of established 

thresholds  (Lynn, 2010; Libicki, 2012; Lin, 2012a; Cavaiola, Gompert and 

                                                           
2 See Kostyuk et al (2018) for a take on defining an escalation ladder of cyber operations. 
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Libicki, 2015; Rid and Buchanan, 2015; Healey, 2019). The offense-defense 

theory states that the balance3 between the offensive and the defensive stances 

will determine the efficacies of security strategies. When the offense has the 

advantage, either from relative costs or technological attributes, an offensive 

strategy is the most advantageous, triggering a spiraling armament dynamic which 

increases the probability for war (Lynn-Jones, 1995, p. 661). According to this 

view, the technical attributes of cyberspace incentivizes behavior that risks 

inadvertent escalation. The qualities of the ‘ways’ states can cause effect through 

cyberspace also plays into the implications of the domain. The transitory nature of 

cyber ‘weapons4’ has been expanded on in recent scholarship, underscoring the 

fact that cyber capabilities are temporary in nature, have uncertain effects and can 

be reversed (Smeets, 2018a; Borghard and Lonergan, 2019). What kind of 

behavior this transitory nature incentivizes is a topic for debate. Libicki (2007, p. 

87) argues that it makes actors practice restraint and save their capability for the 

right moment. Krepinevich (2012) disagrees with this view and makes the case 

that the limited window of opportunity for effect might encourage an actor to use 

the capability sooner rather than later. The implications of this debate rely on the 

level of severity of the effects of the capabilities in question. However, if 

cyberspace is indeed inherently escalatory, this begs the question of why we have 

not yet seen large escalations from this domain.  

Gartzke and Lindsay (2015) answered this question by disputing the root 

assumptions about the offense-dominance in cyberspace. They argued that the 

qualities of cyberspace giving advantage to offensive postures only apply to 

‘nuisance attacks’ of low severity (2015, pp. 324–5). Destructive attacks of 

significant severity require funds, time and skill of a completely different scale 

                                                           
3 “The offense-defense balance is the amount of resources that a state must invest in offense to 

offset an adversary’s investment in defense.” (Lynn-Jones, 1995, p. 665) 

4 There is a division in the scholarship regarding whether to use the term ‘cyber weapons’ or 

‘cyber capabilities’. Lucas Kello (2017) is a well-known proponent for the ‘weapons’ term. Van 

Puyvelde and Brantly (2019, p. 74) argue that ‘capabilities’ are most fitting because “one cyber 

capability does not necessarily equate to another in the same way that one bullet is similar to other 

bullets.”  
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(Watling, 2020). They further hold that the qualities traditionally attributed to the 

dominance of offense are to a larger degree giving advantage to deception, 

defined as a covert “strategy designed to improve one’s prospects in competition” 

(2015, p. 327). They argue that the internet’s capacity for deception has laid the 

groundwork for the potential for all malicious activity conducted through the 

domain. The deceptive qualities can facilitate manipulation of data or secret 

observation of activity, but it can also be used to defend against an intruder by 

‘allowing’ for the intrusion to happen and manipulate the information retrieved. 

This would result in either harming or confusing the intruder (2015, pp. 336–7).  

Meanwhile, Borghard et al. (2019) argue that the reason why we have not yet 

witnessed any of the alarmist scenarios of the cyber escalation literature is 

because cyber operations are unsuited as escalatory tools. This is due to four 

mechanisms: Firstly, the retaliatory capacity may not be available when needed 

because they take time to make and are transitory in nature. Secondly, their effects 

are uncertain, often limited and reversible. Thirdly, deploying offensive cyber 

operations demand tradeoffs for policy makers, which sparks hesitancy. Finally, 

escalating out of domain to a kinetic attack is unlikely to be chosen as an option 

because of the “limited cost-generation potential of offensive cyber operations” 

(Borghard and Lonergan, 2019, p. 122). The authors argue that the fear of a 

preemptive strike, often highlighted among some policy practitioners5 and 

scholars, is unwarranted for these reasons and point to the empirical record of 

activity in cyberspace remains predominantly at the ‘nuisance level’ and tends to 

be responded to in a tit-for-tat fashion (p.123).  

Fischerkeller and Harknett (2019a) answer the same question by pointing to the 

strategic value of cyberspace being dependent on it remaining a peaceful domain. 

The authors argue that states can obtain strategic effects through cyber campaigns, 

defined as coordinated cyber operations deployed in sequence over time that 

create strategic advantage through “cumulatively enhance one’s own power or 

degrade and destabilize others’ sources of national power” (2019a, p.274). Since 

                                                           
5 See Clapper et al. (2017) for an example. 
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advantage can be gained short of war, the authors hold that using cyberspace for 

attacks comparable to kinetic violent attacks in effect “overshoots the strategic 

utility of cyber operations” (2019a p.274-5). This would entail that states are 

incentivized to keep their activity within a space that will not risk outcomes that 

may jeopardize the peacefulness of the domain. Launching an operation that 

escalates out of domain may prompt cross-domain retaliation and see a new 

dynamic  emerge and alter estimates of interests, risks, cost and challenges 

(Fischerkeller and Harknett, 2019a, p. 274). Harknett and Smeets (2020) support 

the view of strategic effects cumulating through low severity cyber operations. 

They also hold that states are incentivized to keep their cyber operations at low 

intensity and severity because such activities are more difficult to detect and 

sanction due to immature international norms and often unclear national 

legislation on the area (Harknett and Smeets, 2020, p. 12).  

A central bias that fueled the view of cyber operations being inherently escalatory 

was the emphasis on theoretical possibilities over the empirical record. Another 

bias has been connected to what should be considered a strategic effect of 

importance. Much of the literature on strategy in cyberspace has been overtly 

focusing on the coercive value of cyber operations because this has been seen as 

the towering strategic aim obtainable through the domain. The following section 

will examine the empirical record on the coercive value of states’ cyber 

operations.  

2.3 The empirical record on coercive value 

It has been pointed out earlier in this study how the debate on the importance of 

cyberspace has been preoccupied with the coercive value of cyber operations 

(Lindsay and Gartzke, 2016; Whyte, 2016; Hodgson et al., 2019). Several of these 

studies focus on single high profile cases, such as the Stuxnet worm targeting the 

Iranian nuclear plant in Natanz (Langner, 2013; Lindsay, 2013; Zetter, 2015) and 

the North Korean Sony Pictures attack in 2014 (Whyte, 2016; Sharp, 2017). Yet, 

if one considers the totality of the cyber operations deployed by states, there have 

been comparatively few publicly known instances of cyber operations as effective 
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coercive tools. The function of studies of single high profile cases tend to be 

advancing an understanding the extremities of the potential in cyberspace, with 

the aim of determining the outer edges of the room to maneuver. This 

overemphasis on the theoretical potential in the domain distracts us from 

advancing an understanding of the different forms of utility of the operations that 

make up the majority of the inter-state activity in the cyberspace.  

Recent empirical studies have cast a wider net for understanding how cyber 

operations are actually used between dyads of adversarial states. They have 

looked at the total of the cyber operations deployed by adversaries in dyads 

sampled form a variety of contexts and regions. These studies have created fertile 

ground for advancing the scholarship from an emphasis on exceptional cases and 

theoretical potential to a more thorough understanding of the actual empirical 

record. Valeriano and Maness (2014) examined the dynamics in cyberspace 

between adversaries between 2001 and 2011 and found that the activity was 

restrained in nature and rare in occurrence (p.359). Valeriano et al. (2018) tested 

the coercive value of cyber operations by examining 192 episodes of cyber 

operations between rival states from 2000 to 2014 and their effectiveness in 

obtaining concessions. With the starting point of the three cyber propositions 

detailed by Rid (2012) of subversion, sabotage and espionage, they found that 

cyber operations in general have little coercive value, with only 5.7% of the cyber 

operations they studied producing an observable concession (2018 p.17). In 

addition, all the 5.7% were deployed by the United States, which begs the 

question of whether the same operations would have had equal coercive effects if 

deployed by a state not towering most measurements of conventional power. 

Valeriano et al. (2018) found identified three propositions in their analysis – 

disruption, espionage and degradation – of which only degradation6 was deemed 

coercive in nature, while the two remaining strategies were overall used to “shape 

future interactions and limit escalation more than they do to seek concession in 

                                                           
6 Defined as “high-cost, high-pain efforts that seek to degrade or destroy critical capabilities 

through computer networks” (Valeriano et al. 2018, p.41). 
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the present” (2018 p.78-83, 3). The tit-for-tat dynamic of retaliation within 

domain is commonly accepted in the scholarship, and was also confirmed by 

Valeriano et al. (2018). Their research found that the vast majority of their dataset 

consisted of low-severity operations that sparked a single response within the 

same domain. This response did not escalate the tension in the relationship of the 

adversaries in question. They concluded that the cyber operations therefore may 

be seen as a stabilizing dynamic that aids the parties in avoiding escalations in 

other domains instead of as a coercive tool (2018, pp. 76, 88).   

A question that emerges from the scholarship discussed above is why the study of 

non-coercive cyber operations is so absent from the literature. This can be 

answered by looking toward the general view of what is considered an outcome of 

strategic importance for policy. This author holds that coercion is emphasized in 

the literature on this topic because it is viewed as the chief way to achieve 

outcomes of strategic value. This may be tied to the fact that it has often been the 

military branches of states that developed the offensive capability of deploying 

cyber operations. This, in turn, may explain the bias as described by Harknett and 

Smeets (2020, p. 1) as “to consider ‘war’ as the only critical concern and thus the 

debate over whether a cyber operation on its own can constitute war appeared as 

the key issue to resolve”. The following section will discuss approaches to 

understanding non-coercive cyber operations in a strategic space short of war and 

elaborate on approaches to understanding the potential strategic effects or 

strategic usage of this activity. 

2.4 Non-coercive cyber operations in the strategic 

space short of war 

The strategic space short of war, broadly defined, encompasses all state 

interaction short of open military confrontation. This includes coercive strategies 

such as compellence and deterrence. Coercion strategy "relies on the threat of 

future military force to influence an adversary's decision making but may also 

include limited uses of actual force" (Byman and Waxman, 2002, chap. 1). A 
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synonym to this term is sub-threshold activity, which is often found in the 

literature on hybrid warfare to describe coercive action that remains at a distance 

from a threshold, the crossing of which would merit a clear response from the 

adversary (Takahashi, 2018, p. 795). Grey zone strategies, in turn, exploit the 

spaces in between established thresholds to make it politically difficult or even 

irrational for an adversary to counter the activity (Takahashi, 2018, p. 795). Cyber 

operations fall neatly within the group of well-suited tools for grey zone strategies 

by virtue of their relative anonymity and lack of violent first-order effects. For the 

purpose of this study, the strategic space short of war for cyber operations will be 

understood as “inclusive of an above operational restraint (i.e. inactivity) and 

exclusive of an below operations generating armed-attack equivalent effects” 

(Fischerkeller and Harknett, 2019a, p. 273).  

One entry point for understanding non-coercive use of cyber operations within 

this strategic space is the debate on whether this activity is best understood as an 

intelligence contest.7 Rovner (2019) defines the intelligence contest in cyberspace 

as consisting of five elements:  

“First, it is a race among adversaries to collect more and better information. 

Second, it is a race to exploit that information to improve one’s relative position. 

Third, it is a reciprocal effort to covertly undermine adversary morale, 

institutions, and alliances. Fourth, it is a contest to disable adversary capabilities 

through sabotage. Fifth, it is a campaign to preposition assets for intelligence 

collection in the event of a conflict” (Rovner, 2019). 

Rovner’s definition illustrates how core activities of intelligence organizations 

overlap the central functions of cyber operations. A central question in this debate 

is whether the deceptive practice of intelligence can work at scale. Fischerkeller et 

al. (2020) argue that deception loses its effectiveness when scaled, and 

consequently that the intelligence contest-thesis falls. Lindsay (2020) is more split 

in the question and points out that covert action8 typically is used on the margins 

                                                           
7 The participants in this debate recognize that there is no agreed upon definition of intelligence. 

See Warner (2002) for a debate on the issue.  

8 Covert action is defined as “the effort of one government to influence politics, opinions, and 

events in another state through means [that] are not attributable to the sponsoring state” 

(Anderson, 1998, p. 423) 
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to tip events in one or another direction, and not at scale for larger strategic 

impacts. However, he points out that discreet surveillance, dissimulation and 

tactical surprise conducted in or through cyberspace overlaps with classical 

intelligence activity. Warner (2019) argues that although covert action has 

traditionally been applied ‘on the margins’, the ability of conducting them at scale 

through cyberspace opens the door for accumulated strategic gains. Warner’s 

conclusion is supported by Harknett and Goldman (2016).  

Harknett and Smeets (2020) are not approaching the topic as an intelligence 

contest but argue that non-coercive cyber operations can result in strategic effects. 

They argue that the use of cyber operations over time is strategic in its intention 

because it is consciously aimed at creating a shift in the relative power between 

states (2020, p.19). Cyber campaigns may, in their view, “turn two initially 

symmetric relations to asymmetric relations - and vice versa - due to loss of 

innovation and productive capacity” (Harknett and Smeets, 2020, p. 10).  

Other scholars support this claim. Fischerkeller and Harknett (2019a) argue that 

the interconnected nature of cyberspace opens the door for states to compete 

robustly short of war over relative gains, and that this creates an incentive to 

remain in this space and avoid escalation. They refer to the US strategy 

documents of 2018 for support, which state that US adversaries are working to 

gain advantages militarily, politically and economically thought strategically 

deployed cyber operations (The White House, 2017a, p. 3; Mattis, 2018, p. 2; 

United States Department of Defense, 2018, p. 1). Fischerkeller and Harknett 

(2019b, 2019a) argue that this entails that persistent campaigns conducted in 

cyberspace below a threshold for an armed attack can create cumulative strategic 

advantage. Gartzke and Lindsay’s (2015) deception strategy  connects to this 

stance as well. The strategic effect of cyber operations would in their view not be 

tied to the direct effects of cumulative effect over time, but a successful deception 

strategy would over time increase the competitive strength of its wielder, resulting 

in strategic advantage.   
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The above discussions of strategic effects of cyber operations focuse on the long 

lines of state competition. This does not necessarily overlap with the utility of the 

operations in the short-term dynamic of adversarial relationship. The following 

section will discuss key debates regarding a central function of cyber operations 

in the strategic space discussed; namely their signaling value.  

2.4.1 Ambiguous communication 

In their large empirical analysis of a decade of cyber operations between 

adversaries, Valeriano et al (2018) found that the operations often were used as 

signaling tools. However, the message communicated by a cyber operation can be 

a challenging thing to dissect. Borghard (2018) points out that there appears to be 

no common understanding among major cyber powers as to what cyber operations 

signal to the victim state. With cyber operations being dependent on stealth in 

order to be effective, the question arises if the operation is meant to remain secret, 

which would suggest that no signal was intended.9 Borghard (2018) uses the 

example of Russian penetration into critical infrastructures of the US. This 

penetration may be a signal of capacity but meant to advance a deterrent strategy. 

It could alternatively signal an intent to actually disrupt critical infrastructure in 

the event of a conflict. Not knowing what part of the state structure is behind the 

operation also obscures the real meaning of the signal. Whether the intrusion was 

carried out by the military branch, civil intelligence or private companies 

communicates a great deal of the potential aim of the operation, and consequently, 

how the victim state should read the incident.  

There is a debate on whether one should look to the effects of an attack or to the 

effort or means deployed when designing a response. Proponents of the effects-

school generally hold that in the cases where the effects are comparable to that of 

the conventional domains, the policy responses should be equally alike (Rid, 

2012; Gartzke, 2013). Proponents of the opposite camp argue that since there are 

qualitative differences to cyber ‘weapons’ and conventional weapons, the two 

                                                           
9 Recent scholarship has disputed the claim the covert operations, by virtue of being intended to be 

secret, do not hold signaling value. This will be expanded on later in this chapter. 
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classes would have different policy responses (Farrell and Glaser, 2016). This 

camp points specifically to the behavioral and psychological effects of different 

weapons. “The virtual nature of the domain, the high uncertainty of attack, and 

the machine-centered focus of cyberspace operations may mean that human 

beings respond qualitatively differently to cyberspace operations than operations 

in physical domains” (Kreps and Schneider, 2018, p. 12). Whereas a nuclear 

attack would spark a fight or flight response, cyber operations would likely create 

anxiety and confusion.10 Smeets (2018b) expands on how the psychological effect 

“could be both the main purpose and side effect of using an offensive cyber 

capability” (p. 102). Smeets (2018b) discusses further how the most prominent 

psychological effects of offensive cyber operations tend to fall into the subtle 

category of humiliation and confidence degradation, as opposed to the more 

explicit conventional effects of fear. “It is also less about threatening escalation 

and more about exposing vulnerability for offensive cyber operations” (Smeets 

2018b, p.101, emphasis added).  

Libicki and Tkacheva (2020) continue down the same track when discussing how 

a core challenge of using cyber operations in armed conflict is the ambiguity of 

how it is to be read. Interpreting intent into an action can often prove difficult, but 

is especially so in the realm of cyber (Lin, 2012b, p. 53). Libicki and Tkacheva 

(2020) point to how the one and same operation can be understood as preserving 

the status-quo according to one rationale, but escalatory according to another. The 

non-lethal outcomes of a high impact cyber operation launched at the homeland of 

a state in limited conflict with another may be de-escalatory because of the non-

lethal outcome, compared to the potentially lethal effects of a continued military 

advancement. The same operation could also be seen as escalatory since it moved 

the impact to the national territory of the state (2020, p.62-4). The authors further 

point to the challenge that cyber ‘war’ is understood and experienced very 

                                                           
10 Kreps and Schneider (2018) reveal that the states falling victim to cyber operations from 

adversaries are surprisingly tolerant of these attacks. The authors find that states seem to refrain 

from escalating the level of conflict as a result of a cyber attack, even when the effects are 

comparable to those of conventional or nuclear attack.  
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differently by various parties. One side can frame a cyber operation as launching 

havoc on the adversary, whereas:  

“[t]o war fighters, the disruption of cyber war is often just something else 

that could go wrong in an environment where things go wrong all the time. 

This disjunction allows a narrative in which one side’s leaders trumpet 

their unsheathing of a bold new weapon as an indicator that they are still 

in the fire, but on the other side, cyber war adds complication but not 

necessary catastrophe.” (Libicki and Tkacheva, 2020, p. 67) 

The same action can therefore communicate different messages to different 

audiences, depending on the framing of the sender.  

Covert nature is a central quality of cyber operations that has only been lightly 

touched upon so far in this chapter. This complicates the communicative value of 

cyber operations. However, the scholarship on covert action offers valuable 

insight into this aspect of cyber operations as tools for policy. Carson (2018) has 

documented how the use of covert action facilitates a space for tacit bargaining 

between the parties engaging in war, particularly by mitigating the pressures from 

domestic hawks on both sides, therefore limiting escalation. Additionally, he 

found that working covertly facilitated the wish to ‘preserve diplomatic 

legitimacy’, a crucial part to building international coalitions in support of a war. 

Warner (2019) described the rationale in the following way:  

“In short, given modern strictures [sic] on aggressive war, a state gains 

more allies for its preferred policies and allies [sic] if its behavior is 

viewed as following international law and norms—and if the behavior of 

its opponents is seen as violating them“ (Warner, 2019, p. 34). 

Brantly (2016) plays along the same lines when he divides overall policy into 

three groups; “(1) non hostile overt bargaining, (2) hostile overt bargaining, and 

(3) hostile covert action” (2016, p.18). He argues that the last group is the one that 

is the least discussed in the International Relations literature, and the one that is 

the most used in cyberspace. Hostile covert action is also a class of policy that 

does not include the open sacrifice of political capital, as opposed to the former 

two groups (2016, p.18). This aspect is interesting because it may incentivize 

resolving to this segment of policy, if the aim is obtainable through covert means. 

Carson and Yarhi-Milo (2017) have greatly advanced the understanding on the 
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signaling power of covert tools of statecraft. In this work, the authors show how 

the perpetrators’ involvements are more ‘open secrets’ to the victims of covert 

operations since states typically signal their preferred outcomes and communicate 

their red lines well. Cormac and Aldrich (2018) presented the needed presence of 

implausible deniability on claims of involvement. The eventual deterrent value of 

the operation would be dependent of the perpetrators denials of involvement being 

implausible. There is a striking parallel to cyber operations on this point, which 

counters the claim by Borghard (2018) that secret policy tools carry no intended 

signaling power.  

2.5 The role of cyber operations vis-a-vis conventional 

policy tools 

The use and usefulness of cyber operations have traditionally been studied in 

isolation from the other tools of statecraft available to a state. However, some 

scholars have alluded that cyber is most likely used in concert with other tools of 

policy to obtain the desired result (Byman and Waxman, 2002; Gartzke and 

Lindsay, 2015; Valeriano, Jensen and Maness, 2018, chap. 3). Valeriano et al. 

(2018, p. 99) point to how combined strategies, where cyber operations are 

combined with conventional foreign policy tools, are likely what states practice in 

reality when attempting to obtain a desired outcome. However, the authors here 

refer to coercive effect of the operations. Valeriano et al. (2018) have also pointed 

out that cyber operations seldom have a significant impact on their own, and most 

often “act as additive measures that amplifies existing signals” (2018, p.23). Some 

have also pointed to the role of cyber in modifying other conflict processes, while 

still emphasizing the coercive effect, and with the object of study being one large 

cyber operation (Lindsay, 2013; Lindsay and Gartzke, 2016; Whyte, 2016). 

However, it is assumed that states use their arsenal of policy tools in a strategic 

manner to obtain the desired results, also in situations when they do not want to 

coerce. Jensen (2017) argues that cyber operations are useful tools of sub-crisis 

maneuvering because they offer an option for policy when other tools appear 

unfitting. Jensen and Valeriano (2019) see cyber operations as fruitful escalation 
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offramps, detailing that “[e]ven states with more escalatory attitudes tend not to 

respond militarily to disputes when they have the option of imposing costs and 

signaling through cyberspace” (2019, p.2). This gives them a specific role in the 

arsenal of policy tools a state posits.  

This author aims to fill a gap at the intersection of three central critiques of the 

literature on the utility of cyber operations and their impact on state interaction. 

The first point is the emphasis on cyber operations as eventual instigators of 

escalation. This study expects to see how cyber operations are used as a response 

to escalatory moves by an adversary, although not leading to escalations 

themselves. The second point is the implicitly held claim that coercive effect of 

cyber operations is the only strategic importance for states. This study expects to 

see that non-coercive cyber operations are aiding states in advancing their 

strategic goal. Thirdly, that cyber operations are too often studied in isolation 

from the remaining policy tools of the state. This author believes this approach is 

missing in the study of cyber operations as tools for policy. In order to get a better 

understanding of the usefulness of cyber operations, one must examine what role 

it is given in relation to conventional policy tools.  

Chapter 3 - Research design and methodology  

3.1 Introduction 

This chapter will outline the research methods component of this study. This 

author adopts a research strategy of a case study of one state’s comportment 

toward another within the context of a long-term hostile feud. Within the case of 

this feud, the use of cyber operations will be analyzed as an embedded subunit of 

study for an explanatory qualitative analysis. The empirical research component 

of this study will create a foundation for the following analysis, which is needed 

to provide validity for the study. Furthermore, the data collected include the 

parameters, targets and effects of offensive cyber operations conducted by Iran 

against the United States in the timeframe July 2015 through 2020 and will be 

compared to Iranian usage of conventional policy tools. Finally, information 
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about the development in the context of relevance to the case and Tehran’s top 

strategic goal also needs to be collected.  

These three components – use of cyber operations, conventional policy tools and 

the development in the relationship – are needed to show if there is a pattern of 

behavior that may shed light on the role of Iran’s cyber operations vis-a-vis the 

conventional tools at its disposal.  

This chapter will set out by outlining the research strategy of this study and 

present the rationale for methodological choices. It will then continue to explain 

and define the case to be examined, then map out the process of data collection, 

before presenting the theoretical framework for analysis. At its close, the chapter 

will detail limitations of this study and potential problems that the author may 

encounter in the prospect of its completion.  

3.2 Research strategy 

The objective of this study is to nuance how cyber operations are used vis-a-vis 

conventional policy tools in a non-coercive manner in the strategic space short of 

war, applying an explanatory case study with Iranian cyber operations as an 

embedded unit of study.  

The research question of ‘what is the role of cyber operations in Iran’s policy 

toward the United States?’ will be answered through a two-step analysis. The first 

step will test the hypothesis “the cyber operations will follow the escalation 

dynamic in the other domains” to be answered through a simple pattern-matching 

of the Iranian activity in the political and military domains and the development in 

the context. This step should help indicate if the activity in the cyber domain 

changes quantitatively or qualitatively is in accordance with the development in 

the context and the Iranian activity in the political or military domains. It should 

also shed light on under which circumstances Iran uses its cyber operations. Since 

the relevant literature fails to detail how this pattern should manifest itself, this 

author works under the assumption that when a state sees a top strategic interest 

being challenged, it would use all the available tools at its disposal to secure its 
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most vital interest. As it has been explained in the preceding chapter,  the study 

wants to test the assumption that Iran deploys cyber operations to advance its 

strategic aim in a non-coercive way and do not lead to significant escalation in the 

other domains (Valeriano, Jensen and Maness, 2018; Fischerkeller and Harknett, 

2019a).  

While identifying an eventual pattern of behavior may help shed light on how 

cyber operations fit into a state’s arsenal of tools of statecraft and the utility of 

cyber operations for advancing a state’s interests in a non-coercive manner, the 

absence of a pattern is also of interest. It may indicate that the state did not 

consider cyber operations useful for advancing its strategic aim as defined in this 

study. The second step of the analysis will discuss how the cyber operations are 

useful for the Islamic Republic. It will take a step back and analyze and explain 

the pattern of behavior detailed above and examine if and how the use of cyber 

operations would be effective in advancing Iran’s power or destabilizing the US’ 

sources of national power. This author assumes that the cyber operations offer 

some kind of desired effect for the Islamic Republic and aims to shed light on this 

desired effect from the pattern of behavior detailed in level one of the analysis. By 

combining the pattern of cyber operations, Iranian conventional policy use and the 

context within which they occur, this study will advance the understanding of the 

role of cyber operations in a state’s arsenal of policy tools.  

According to Yin (2003), “[t]he case study is preferred in examining 

contemporary events, but when the relevant behaviors cannot be manipulated 

[...]” (p.7). The approach makes it a good choice for the study of international 

relations and state interaction, and works as a practical approach to operationalize 

the study of cyber use by facilitating an in-depth qualitative analysis of the 

empirical record within one dyad of adversarial states. Denzin and Lincoln (1994) 

describe qualitative analysis as studying “things in their natural settings, 

attempting to make sense of, or interpret, phenomena in terms of the meanings 

people bring to them” (p.2). The way in which states conduct their policy cannot 

be understood without reflecting on the context in which they emerge. It is 
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therefore pivotal to study this subject through a framework that allows for 

understanding policy in light of their context to see how they are used and what 

they produce. Furthermore, embedded case studies allow examining a subunit of 

analysis within a wider context of a case (Yin, 2003, p. 43). This approach is 

therefore best suited to obtain the objective of understanding the role of cyber 

operations in Iranian policy within the feud with the US. Yin (2003) identifies a 

pitfall when conducting embedded case studies if the researcher “focuses only on 

the subunit level and fails to return to the larger unit of analysis” (p.45). This 

analysis therefore will return to the case in question by examining how the cyber 

operations aid Iran in advancing toward its strategic aim.  

A recurrent criticism of case studies is that they lack generalizability (Yin, 2003, 

p. 10). This means that the results of the analysis may not be valid outside of the 

context of the case in question. However, Yin (2003) disputes this claim by 

pointing to how research designs that aim for analytical generalization are able to 

“expand and generalize theories”, citing case studies and experiments as examples 

of such (Yin, 2003, p. 10). This study will aim at theoretical generalization by 

building the research design on a sound theoretical footing derived from relevant 

literature on strategy and policy in cyberspace.  

3.2.1 Defining the case study 

The case study for this research project has been selected on the basis of its ability 

to examine the role of non-coercive, non-escalatory cyber operations in a long-

term and eventful feud. Iran is an eager user of cyber operations to advance their 

interests, has steadily invested in its cyber capabilities in the last decade, and is 

now commonly placed fourth or fifth in offensive capability worldwide, with the 

United States leading (O’Flaherty, 2020). Since the landmark Stuxnet cyber 

operation targeting the Iranian nuclear facility at Natanz in the early 2010s, 

Tehran has conducted several high profile cyber operations against the US and 

regional adversaries. It is therefore likely that the data collection component of 

this research will reveal a meaningful number of incidents, facilitating a thorough 

analysis of the activity. This author’s assumption is that Iran will refrain from 
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launching cyber operations of high severity that could lead to a significant 

escalation in the relationship with the United States. In addition, Iran is expected 

to make the best use of its cyber operations to advance its position in the feud. 

Examining Iranian use of cyber operations is relevant for the objectives of this 

research because Iran is the weaker party in the dyad and its activity in this 

domain is more likely to be representative than that of the outlier topping the 

sophistication and capability-pyramid in the international system. Cyber 

operations have become accepted as a tool favored by weaker states, seeing that 

developing capabilities in this domain demands less resources than conventional 

military power. Iran is well aware of its inferiority to the United States in 

conventional military might, and should thus be an illustrative case of states using 

all tools available short of armed conflict to advance its strategic goals.  

The Islamic Republic’s feud with the United States is rooted in a long history of 

geopolitics and Cold War dynamics. The US was close ally of the Shah, which 

made it a natural ideological foe of the revolutionary movement toppling the 

Pahlavi dynasty in 1979. According to the narrative of the revolutionaries, the 

Islamic Revolution eliminated the corruption and immorality of US imperialism 

imposed on Iran by ousting the Shah. Additionally, the Revolution’s role as a 

liberator from oppression form the imperialist West is rooted in a divine mandate. 

The ideological foundation of the feud between Tehran and Washington remains 

static Yet, in a practical sense, the central strategic aim for the Islamic Republic is 

to exit the economic isolation upheld by Washington by virtue of being the 

world’s largest economy and a super power in the contemporary world order.  

For the purpose of this study, the towering strategic goal for the Islamic Republic 

is being defined as eliminating the sanctions pressure on its economy. This is not 

just because it would entail economic prosperity and markets for the country’s 

vast oil production and industrial commodities industries, but also because it is 

tied to the viability of the regime. The sanctions have immense impact on the 

fluctuations on the national currency and Iranians’ freedom to travel. The 

economic hardship of the sanctions regime has increased the hostility toward the 
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regime and its policies in many segments of Iranian society, sparking cyclical 

protests and calls for change.11 Iran has a strong tradition for popular uprisings for 

voicing dissent and toppling existing regimes. The current regime in the Islamic 

Republic is painfully aware that itself is the result of such a revolution and 

harvests much of its legitimacy from this origin. Eliminating an important cause 

for the population’s economic grievances is therefore both a move to ensure 

increased security for the regime and a means to boost economic prosperity for 

the state.  

3.3 Data collection 

This study relies on open-source data when examining the role of Iranian cyber 

operations toward the United States. Cyber operations are defined as “operations 

that employ capabilities aimed at achieving objectives in and through cyberspace” 

(Dinstein and Dahl, 2020, p. 19). This definition includes cyber exploitation and 

cyber-attack (Lin, 2012b, pp. 51–2; Brantly, 2016, p. 16). The former class is 

defined as “[a]ctions taken in cyberspace to exploit information, digital 

espionage”, whereas the latter entail an active payload which has an effect on the 

target (p.16). Capabilities are understood as efforts targeting the CIA-triad, 

referring to the confidentiality, integrity and availability of networks, their in-

house data or data transfer (Van Puyvelde and Brantly, 2019, p. 57). These 

capabilities can include different tactics for gaining access and create an effect. 

Examples include efforts using software to gain access, often through types of 

malware, such as exploits, worms and backdoors. Other efforts are centered on 

exploiting the human link through spear phishing campaigns or gaining access to 

systems through password spraying tactics.  

To understand the role of cyber operations three sets of information are important. 

Firstly, available data and parameters of specific cyber operations conducted by 

Iran targeting the United States; secondly, the parameters of the conventional 

                                                           
11 Recent examples include the widespread strikes and manifestations in the fall of 2018 (Aziz, 

2018), and the vast uprisings in the fall of 2019 against rising fuel prices and general discontent 

(Fassihi and Gladstone, 2019).  
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foreign policy tools deployed against the United States; and thirdly, the context 

within which this occurs. Meanwhile, two variables are relevant to determine the 

context of the feud: the Iran policy of the United States, and the diplomatic 

development relating to the Nuclear Deal,12 including the positions of the other 

parties to the Deal when this plays into Iran’s top strategic aim of relieving 

sanctions. The last variable group is important because the enactment of the Deal 

entailed achievement of Iran’s central strategic aim, and the decline or eventual 

collapse of the Deal would reverse the sanctions relief provided by the agreement. 

Since the activity in the cyber domain is the primary unit of study in this research 

project, it will be treated as the dependent variable, whereas the context and 

conventional foreign policy tool-use as independent variables. Again, determining 

the role of cyber operations includes identifying when a state chooses to use it to 

advance its interests. This study builds on the assumption that the use of cyber 

operations will be deployed as a supplement to policy in the political and military 

domains, which are seen as superior modes of policy.  

A list of Iranian cyber operations targeting the United States will be compiled by 

cross-referencing the open source data repositories on publicly reported cyber 

incidents monitored by think tanks (Center for Strategic and International Studies, 

2021; Council of Foreign Affairs, 2021; Kaspersky Lab, 2021). The data 

identified will be complemented by further research through examining reports 

from cyber security companies and news reports. The following criteria are 

imposed on the data: They must be attributed to Iranian state by either a state 

body, a cybersecurity company or a news report citing sources with direct 

knowledge of the matter as a function of their position. The operations must show 

some relevance to the feud with the United States, either by their direct target, 

their symbolic nature or strategic importance. This excludes espionage efforts 

against Iranians living in the United States, the civil sector, and intellectual 

property thefts from universities and operations conducted by criminal standalone 

                                                           
12 The official name of the Nuclear Deal is Joint Comprehensive Plan of Action. JCPOA, the Deal, 

the Nuclear Deal or the agreement will be used interchangeably throughout this study.   
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actors in Iran.13 Espionage campaigns spanning across several years will be 

excluded because they are long-term strategic intelligence gathering efforts and 

not tied to developments in the relationship.   

The parameters of the conventional foreign policy tools usage and information on 

the context for the timeframe studied will be collected through investigating a 

wide cross section of secondary literature, news reports, analysis pieces and 

timelines compiled by interest groups and research institutions. Iranian 

conventional policy tools will be limited to political and military activity as a 

simplifying measure. Attempts of political escalation on the part of Iran are 

altering their policy regarding the nuclear program, while attempts of military 

escalatory moves are defined as kinetic strikes, military exercises, and tests of 

ballistic missiles or satellite launch vehicles. The Iranian space program is 

officially civilian in nature, but the dual use nature of launch vehicles to propel 

satellites into orbit causes it to be perceived as ballistic missile tests (Pražák, 

2021). For the purpose of this study, satellite launches will be classified as a 

military activity because it is perceived as such by the United States (Schmerler, 

2019).   

3.4 Framework for data analysis 

This study approaches the use of cyber operations in state policy through an 

escalation-theory lens because it brings with it an empirically suitable 

conceptualization of the dynamic of action-response between two adversarial 

states. For the purpose of this study, the relationship between Iran and the United 

States will be understood as an agreed battle, as defined by Herman Kahn (2017). 

Such a situation emerges between two adversarial states when both sides have a 

strategic interest not to escalate tensions in the relationship into a military 

confrontation. An agreed battle implies a tacitly agreed upon range of conflict, as 

well as an understanding of what behaviors are acceptable and unacceptable 

                                                           
13 An example of this is the 2018 ransomware attack against the City of Atlanta’s information 

systems, which was conducted by two Iranian citizens not tied to the Iranian government (State of 

Georgia, USA, 2018). 



34 
 

within this space (2017, p. xiii). Kahn argues that two ‘classes’ of strategies could 

be deployed by the parties to an agreed battle. “One class makes use of the factors 

relating to particular levels of escalation in order to gain an advantage. The other 

uses the risk or threat of escalation or eruption from the agreed battle” (p.7). The 

latter class is where coercive strategies such as deterrence, compellence and 

coercive diplomacy are deployed. The former is where non-coercive interactions 

occur and describes the strategic space where this study expects Iranian use of 

cyber operations will occur. However, this author expects that coercive strategies 

will be deployed by the US against Iran, and possibly by Iran in the political and 

military domains.  

Escalation will be understood as an alteration of a state’s efforts, either in degree 

(intensity/verticality) or type (scope/horizontality) (Libicki and Tkacheva, 2020, 

p. 64). A significant escalation will be considered as having taken place when “at 

least one of the parties involved believes there has been a significant qualitative 

change in the conflict as a result of the new development” (Morgan et al., 2008, p. 

8). Escalations can happen in small steps, steadily contributing to the level of 

tension remaining at a certain point.14 This would entail that the response to a 

move by one state is equal in severity, reciprocal and is not understood as 

escalatory to the relationship by the other party. A significant escalation occurs 

when one party responds to the move of the other party with a move that is higher 

in severity than the preceding move. This can be done by increasing intensity 

significantly within one domain, or expand to another domain, as detailed above. 

According to the theoretical framework at the base of this study, these steps of 

escalation can be deployed within two different strategic space. In the first, the 

escalatory moves are used to gain an advantage, while in the other, escalatory 

moves are used in coercive strategies to threat to erupt from the agreed battle into 

military confrontation. The division of the strategic spaces therefore indicates a 

                                                           
14 Libicki and Takacheva (2020) described this as a horizontal horizontal escalation, which 

responds in a tit-for-tat-fashion but remains at the same level of intensity.  
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move from competitive interaction into coercive interaction (Fischerkeller and 

Harknett, 2019b, 2019a).  

In order to answer the research question of “what is the role of cyber operations in 

Iran’s policy toward the United States?”, two analyses need to be conducted. The 

first entails examining the pattern of behavior of Iranian cyber operations 

targeting the United States seen in relation to (1) the development in the context 

(2) and Iranian use of conventional policy tools. It follows logically from the 

understanding of cyber operations as a tool of policy available to a state that they 

should be deployed in some form of pattern reflecting the context and 

conventional policy use. The literature does not offer a detailed prediction of how 

this pattern should look, but it follows logically that the cyber operations should 

follow the dynamic of escalation in the conventional policy use. This shall be 

answered by testing the hypothesis of “the cyber operations will follow the 

escalation dynamic in the other domains.” This hypothesis will be tested through a 

chronology-design, which allows for a simple pattern matching of the dynamic of 

escalation and de-escalation in the context, the conventional domains and the 

activity in the cyber domain. The pattern identified should help shed light on 

under which conditions Iran chooses to deploy cyber operations. The timespan of 

study chosen is from the signing of the JCPOA in the summer of 2015 until the 

end of 2020.  

Five separate context blocks have been defined within this timeframe, partitioned 

by important milestones or escalation peaks in the relationship. Some context 

blocks contain several peaks or increases in tensions. The context blocks will 

facilitate the analysis by dividing the timeframe studied into manageable sizes. 

The analysis in each context block will be structured as an analysis of the 

development in the context which details the moves by the United States or the 

remaining parties to the JCPOA endangering or advancing Iran’s strategic goal. 

This includes introducing sanctions, enacting clauses in the JCPOA and military 

deployments. Then Iranian policy within this context will be analyzed, divided 

between political and military moves. The final part of each context block will 
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analyze the Iranian cyber operations targeting the US within the timeframe 

studied, while placing them within the context and contrast the development to the 

preceding context block. The Islamic Republic will be analyzed as one coherent 

actor. The Iranian political structure is complex and embossed by corruption. 

Additionally, the Islamic republic is an eager user of proxy actors. This makes it 

challenging to form a comprehensive image of which political factions are 

steering the policy of different branches of the military, civilian and religious 

institutions. As a simplifying measure, Iranian policy will be treated as one entity 

steered by national interests.  

In the second analysis, the insights from the preceding analytical work will help 

examining how the cyber operations contribute to advancing Iran’s position in the 

feud in the timeframe studied. This will be done by taking a step back from the 

detailed approach of the context-block analysis and look at the empirical structure 

of context and Iranian policy responses in the entire timeframe studied. The 

theoretical framework underpinning this analysis posits that states “makes use of 

the factors relating to particular levels of escalation in order to gain an 

advantage.” (Kahn, 2017, p. 7) Fischerkeller and Harknett (2019a, pp. 274–5) 

elaborated this framework further by defining ‘gaining an advantage’ as 

“increasing one’s own power or destabilizing the opponent’s sources of national 

power.” This latter definition will be used in this study. Power will be understood 

as a function of actors’ relative placement in the international system (Wendt, 

1999). Broadly understood, sources of national power entail the structures 

underpinnings a state’s position in the international system. For a democracy, this 

would include the integrity of its democratic processes, legal system and political 

structures, but also its reliability as a diplomatic actor and prestige on the 

international stage.  

If a cyber operation of Iranian origin creates a significant escalation in the 

relationship or appears to be coercive in nature, the assumptions underpinning this 

study are not valid for this case. If there is no visible pattern of the deployment of 

cyber operations seen in relation to the escalation dynamic in the context and 
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Iranian conventional policy tools, the hypothesis will be considered falsified. This 

would indicate that Iran does not use its cyber power to advance its interest 

directly vis-à-vis the United States. This may be because it does not consider 

cyber operations a tool of policy that is fitting for the aim in question, or that it 

chooses to prioritize its efforts differently. Regardless of the motivation for non-

deployment, it may suggest that cyber operations play no active role in advancing 

Iran’s position in the feud with the United States.  

3.5 Methodological reflections  

Several methodological limitations have been identified to this research. First, this 

study examines only one state’s cyber operations and does not systematically look 

at counter-operations by the United States or its allies. Second, this research will 

lean primarily on English language sources. Access to Persian sources would have 

provided a more complete image of the dynamic from Tehran’s point of view. 

This challenge is mediated by making use of English language Iranian scholarship 

and Iranian news outlets with English language.15   

Furthermore, reliability will be ensured through a replicable and transparent 

research structure and thorough referencing. Certain limitations follow from 

studying cyber operations in particular. Yin (2003) points out that a research 

project will have to “[d]emonstrate that the selected measures of these changes 

[being studied] do indeed reflect the specific type of change that have been 

selected” (p. 35). This is challenging to establish with high certainty when the 

subject of study is cyber operations because of the covert nature of the activity, 

the relative anonymity afforded to the actors and the way in which they are 

reported and attributed. This issue has been discussed at length in the literature 

(Lindsay, 2015; Rid and Buchanan, 2015; Edwards et al., 2017; Egloff and 

Smeets, 2021). Intelligence organizations and cybersecurity companies 

undoubtedly have a more complete image of the scope of activity but are 

unwilling to share this information due to national security or private industry 

                                                           
15 Examples include Islamic Republic News Agency (IRNA.ir), Tasnim News Agency 

(tasnimnews.com) and The Tehran Times (tehrantimes.com). 
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interests. However, as with all studies of cyber operations, this project will have 

to rely on publicly available data.  

There is also a temporal challenge with studying cyber operations. It follows 

logically that a move from one actor will be a response to a move by the other 

actor when it follows it closely in time. Cyber operations are somewhat 

complicating this due to different temporal parameters than other policy tools. 

The time required to prepare an operation varies greatly with the sophistication of 

the operation and its design. Therefore, the decision to engage an operation may 

have been made months before it is deployed, which complicates attaching an 

operation to a specific context and escalatory move. This challenge is mediated by 

the use of context blocks spanning between seven and 18 months in time, 

established after the most significant milestones in the relationship. This move 

helps overcoming the temporal issue by examining large timeframes. Also, when 

available, the information on the start time of the operation will be included, 

which facilitates tying it to an eventual specific move or development.  

Chapter 4 - Data analysis 

This chapter will undertake the empirical analysis of this study, in which the first 

part will analyze the state dynamic in the relationship, Iranian policy responses in 

the political and military domain and Iranian cyber operations targeting the United 

States. Three major escalation milestones emerge during the timeframe studied, as 

well as several of relatively less severity. In level two of the analysis, this author 

will put forth empirical findings from the pattern matching in level one before 

analyzing and discussing the wider correlations shedding light on the role and 

utility of the cyber operations for Tehran.  
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4.1 Pattern matching and hypothesis testing 

4.1.1 July 2015 to November 2016: The JCPOA – US 

presidential elections  

The long diplomatic effort to reach a diplomatic agreement that would dismantle 

much of the Iranian nuclear program and open its nuclear facilities to international 

inspections in exchange for inclusion into the global economy was concluded in 

the summer of 2015. The Joint Comprehensive Plan of Action (JCPOA) was 

developed and upheld by Iran, the United States, France, the United Kingdom, 

Germany, China, Russia and the EU. This introduced a historic level of goodwill 

in the relationship between Iran and the United States. Through the summer and 

early fall, the JCPOA was passed by the US and Iranian legislators, while 

resolution 2231 endorsing the Deal was passed unanimously in the UN Security 

Council. The United States followed the steps detailed in the Deal, gradually 

relieving sanctions. This resulted in lifting restrictions on sales of aircrafts to Iran, 

as well as sanctions on the oil and financial sectors, and releasing frozen assets in 

foreign banks belonging to the Iranian state (Jaffe and Mufson, 2016; Sanger, 

2016). 

In this first time period, Tehran was steadily de-escalating in the political domain 

through gradual compliance with the requirements of the JCPOA. Iran met every 

deadline to comply with the obligations from the Deal, testified to in all IAEA’s 

reports (Director General IAEA, 2016a, 2016b, 2016c, 2016d). The only 

inconsistency was two instances of small breaches of the cap on the allowed 

stockpile of heavy water. In ratifying the JCPOA, Iran agreed to implement the 

Additional Protocol of the Non-proliferation Treaty, which assured IAEA 

inspectors access to Iranian facilities for inspection (Director General IAEA, 

2015). This was a period of diplomatic and reputational success for Tehran, 

advancing steadily toward the desired outcome: relief of all sanctions. Tehran 

additionally enjoyed a position it had seldom held in previous decades. By 

entering into the JCPOA, Tehran was in the diplomatic company of the major 

powers in the international system.  
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Meanwhile, Iran conducted a parallel increase of activity in the military domain, 

notably tests of three types of ballistic missiles. On October 11, 2015, Iran tested 

the Emad long-range precision missile (Hume, 2015; Wilkin, 2015), while one 

Ghadr-1 medium-range ballistic missile was tested in November 2015 

(Charbonneau and Nichols, 2015). The US criticized the first launch in the UNSC 

in October 2015, claiming they were in breach with UNSC resolution 192916 

because Washington considered the missile capable of carrying a nuclear warhead 

(Charbonneau, 2015). The US proceeded by issuing sanctions on 11 individuals 

and entities connected to the ballistic missile program in January 2016 (BBC, 

2016). Resolution 1929 is widely interpreted by Western powers to contain a 

prohibition on all ballistic missile tests for Iran (United Nations Security Council, 

2010; Davenport, 2017c). The same applies for resolution 2231. The official 

Iranian response does not recognize any restrictive measures on its ballistic 

missile program, which it holds is essential for its self-defense. Tehran further 

holds that the wording of resolution 2231 does not constitute a ban, as it is 

“calling on” Iran to refrain from ballistic missile activity that includes a capability 

to deliver nuclear warheads (United Nations Security Council, 2015, p. 99; 

Davenport, 2017c). Moreover, Iran’s largest military escalation in the first year 

following the Deal was the early March 2016 test of two short-range ballistic 

missiles of the types Simorgh 1 and 2, as well as two Ghadr-1 medium-range 

ballistic missiles (Mostaghim and McDonnell, 2016). The US response was 

measured, with the Obama administration deeming them ‘provocative’, though 

not  a breach of the JCPOA (Mostaghim and McDonnell, 2016). Iran also tested 

its then largest satellite launch vehicle on April 19, 2016, although the success of 

this test is uncertain. The Simorgh launch vehicle was developed for propelling 

satellites into orbit, while it is considered by the Pentagon to be central to the 

development of long-range ballistic missiles. The Simorgh also has enough lift 

power to carry a nuclear warhead, according to US officials (Eshel, 2016). Two 

                                                           
16 Resolution 2231 replaced the 1929 resolution when it entered into force on January 16th 2016 

(Davenport, 2016). This is why the October launch was seen as a breach to 1929, whereas the later 

launches were considered a breach of resolution 2231.  
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more missiles were tested, one in July and one in September that same year 

(Times of Israel and Associted Press, 2016; Mizokami, 2017; Iran Watch, 2020).  

The Iranian missile tests and the US diplomatic responses were, nevertheless, a 

parallel to the continued advancement of the implementation of the JCPOA, and it 

did not appear to be severe enough to prompt escalation of importance in the 

relationship. The US was aware that Tehran did not consider itself bound by any 

restrictions on its ballistic missile program. The ballistic missile tests occurred 

with a steady interval and did not appear to be connected to any particular move 

by the Unites States.  

4.1.1.1 Iranian cyber operations 

During this period, Iranian cyber operations were almost absent from the 

interaction in the relationship. Only one incident was included in the dataset for 

this study, of a total of 15 entries. In November 2015, several government 

officials at the US State Department (USSD) working on Iran-related issues had 

their social media and email accounts hacked (Sanger and Perlroth, 2015; 

Solomon, 2015). The aim of the operation seemed to be reconnaissance on 

persons of interest, with media accounts alluding to the reluctance of some 

factions of Iranian political power centers, the IRGC17 in particular, to the 

opening of the economy to foreign investments and economic activity (Solomon 

and Fassihi, 2015). This would make this cyber operation in question an outlier in 

regard to the core of the feud as defined for this study, since it opposes the overall 

aim of economic inclusion for the Islamic Republic.  

4.1.2 November 2016 to May 2018: Presidential elections – 

The US JCPOA exit 

With the entry of a new administration came a shift in tone from Washington. 

President elect Donald Trump had been a vocal opponent of the JCPOA through 

his candidacy and pushed for a new and more far-reaching deal that would restrict 

                                                           
17 The Islamic Revolutionary Guard Corps is a military branch under the authority of the Supreme 

Leader. IRGC will be used interchangeably with Revolutionary Guard.  
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the nuclear program further, have a longer timeframe and include the Iran’s 

ballistic missile program and regional activities. Efforts quickly emerged from 

Congress aimed at ramping up the pressure on Iran. In December 2016, Congress 

renewed the Iran Sanctions Act (ISA) and in March 2017 a new and more far-

reaching sanctions bill, dubbed the Countering Iran’s Destabilizing Act, was 

presented to Congress by Senator Corker. The Corker bill was passed by the 

Senate in June and incorporated in the Countering America’s Adversaries through 

Sanctions Act that was signed into law in August 2017 (Corker, 2017; Royce, 

2017). The text of these bills had been adjusted not to be in breach with the US 

obligations in the JCPOA, but it would nonetheless increase the sanctions 

pressure on Tehran. The European parties to the JCPOA urged the US to refrain 

from actions that would endanger the Deal and spoke out on several occasions in 

support of it.  

Parallel to the new legislation, the Trump administration upheld the JCPOA on 

paper but took steps to counteract its implementation in informal ways. During the 

G20 Summit in the summer of 2017, President Trump encouraged foreign leaders 

not to increase their business dealings with Iranian companies, a core component 

of the JCPOA (The White House, 2017b). The administration delayed the 

certification of Iran’s compliance with the Deal in July and paired this with 

announcements of new sanctions on the ballistic missile program and 

procurement of materials for missile production (United States Department of 

State, 2017). These sanctions were tied to an alleged purchase of materials for 

ballistic missile production by the Iranian military, revealed in June 2017, though 

it may have taken place in October 2016. 18 The United States argued on the base 

of this event in favor of the JCPOA being replaced with a more comprehensive 

deal. The administration issued additional sanctions on the IRGC for support of 

terrorism the same month (United States Department of State, 2017). In a shift of 

official stance, President Trump announced a new strategy on Iran in October 

                                                           
18 Such a purchase falls under the arms embargo on Iran established in Resolution 2231, which 

holds that a the UNSC shall be informed and give a green light in the case of Iranian import of 

materials that may be used for ballistic missile production. (Davenport, 2017b). 
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2017. The administration would stop certifying Iran’s compliance with the deal, 

which opened for Congress to re-introduce sanctions within a 60-day window. 

The administration then put pressure on Congress to take steps to mediate its 

concerns regarding the timeframe of the JCPOA and Iran’s ballistic missile 

program. Through the spring of 2018, the Trump administration conducted a 

diplomatic push for a supplemental deal on Iran but was met with resistance from 

the remaining parties to the JCPOA.19  

4.1.2.1 Iranian policy 

In this period of increasing pressures, Iran continued a strategy of overall de-

escalation in the political domain through compliance with obligations from the 

JCPOA. IAEA certified compliance in all quarterly reports (Director General 

IAEA, 2016e, 2016f, 2017a, 2017b, 2017c, 2017d, 2018d). In the wake of the 

announcements of new sanctions legislation from Congress, Iran signaled its 

discontent in different ways, but did not take steps that countered the JCPOA. 

After the renewal of the ISA in December 2016, President Rouhani announced a 

research and development program on nuclear propulsion for marine vessels 

(Fitch and Eqbali, 2016). It is unclear whether this project entailed enriching 

uranium at high purity-rates, as some designs of such vessels require 90% purity 

and others 10%. Nevertheless, the announcement was scarce in detail on the 

development track, and little information about the project was shared in the 

following year. Only in February 2018 did the IAEA confirm that Tehran had 

informed them of the intent to pursue such projects in the future (Director General 

IAEA, 2018d, p. 5). The announcement of the Countering Iran’s Destabilizing 

Activities Act in March 2017 and the bill it became a part of and signed into law 

the following August were met with verbal condemnation by Iranian authorities. 

The latter was described by President Rouhani as a ‘clear hostile act’ (SBS, 2018). 

Meanwhile, Iran increased tensions in parallel through marginal escalatory 

                                                           
19 There was a slight split in the European stance. The EU’s then High Representative for Foreign 

Affairs and Security, Federica Mogherini, stated that the EU was not considering sanctions on 

Iran’s ballistic missile program, while French President Macron stated that he agreed to work with 

the Trump Administration towards this aim (BBC News, 2018b). 
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actions in the military domain. The case of alleged imports of materials that 

would be in breach of the arms embargo of resolution 2231 illustrates a marginal 

escalation in the relationship. Resolution 2231 holds that the UNSC shall be 

informed and approve Iranian import of materials that may be used for ballistic 

missile production. This point was re-iterated by the UN Secretary-General 

Antonio Guterres in his June 2017 report, where he raised concerns over the 

imports that were confirmed to be of Iranian origin (United Nations Secretary-

General, 2017).  

During this timeframe, Iran also increased tensions militarily by conducting six 

ballistic missile tests and one attempted satellite launch.20 A launch in January 

2017 caused the US to designate entities as a response and for the then National 

Security Advisor Michael Flynn to put Iran “on notice” (Davenport, 2017a; 

Sanger, 2017). Two more tests were conducted in early March 2017 at the Strait 

of Hormuz in the Persian Gulf (Chabba, 2017). In late July, Iran conducted a 

failed launch of a satellite into orbit using the Simorgh launch vehicle. These tests 

sparked condemnation from the European parties to the JCPOA and the US, with 

the latter issuing new sanctions targeting entities with central function in the 

ballistic missile production (Al Jazeera, 2017; Joint Statement of France, 

Germany, UK and US, 2017). A joint statement by France, Germany, UK and US 

confirmed that an additional ballistic missile test was conducted on July 4, 2017, 

while they also condemned six ballistic missiles fired into Syrian territory in June 

of the same year (Joint Statement of France, Germany, UK and US, 2017). In 

May 2018, Israel sent a letter to the UN reporting alleged missile tests in January 

of the same year. Iran rejected the accusations in a subsequent letter (Danon, 

2018; Helmhold and Roth, 2018).  

4.1.2.2 Iranian cyber operations 

Iran appeared to continue its restrained strategy in cyberspace. The dataset 

displays only one entry in this timeframe. In April 2017, an Iranian hacking group 

                                                           
20 In the summer of 2017, Iran launched six ballistic missiles into Syrian territory as part of the 

military engagement against the Islamic State. These are exempt from this study.  
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attempted to gain access to the network of a US military contractor. The threat 

group in question, named APT 34 or OilRig after its history of targeting Saudi oil 

infrastructure, used capabilities likely obtained from Russian hackers (Perlroth, 

2017). Oilrig is best known for deploying wiper malware on the targeted systems, 

with the Saudi Aramco operation in 2012 being the most high-profile example. 

The operation broadly coincided with the advancement of sanctions legislation in 

Congress and came a month after the ballistic missile tests in March. However, 

the operation was not particularly significant judged by its target. It was also 

averted and neither produced known direct effects, nor prompted any response by 

the US.  

4.1.3 May 2018 to May 2019: US JCPOA exit – Iran’s 

decrease in compliance 

May 8, 2018, marked the first significant escalation in the relationship between 

Iran and the United States in the timeframe for this study. President Trump’s 

decision to exit the Nuclear Deal introduced a gradual re-introduction of the pre-

2015-sanctions after a ‘wind-down’ period of 90 days for some sanctions, and 180 

for others (United States Department of State, 2018a; United States Department of 

the Treasury, 2018). The US exit introduced the Maximum Pressure campaign, a 

coercive campaign aimed at changing regime behavior in Tehran, particularly in 

regard to engagement in the region and the ballistic missile program. US 

Secretary of State Michael Pompeo issued 12 demands to Iran that had to be met 

before negotiations over a new deal could take place (Annan, 2018). The official 

US stance sought to establish a more comprehensive deal to replace the JCPOA, 

which would include the above-mentioned concerns. The first wave of re-

introduced sanctions came in the beginning of August 2018, targeting purchases 

of US dollars and certain metals and commodities. In November, the second 

round of sanctions followed, targeting Iranian banking, oil, shipping, and 

shipbuilding. Sanctions waivers were issued to certain countries allowing 

continued import of reduced levels of Iranian oil and for cooperation on non-
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proliferation projects within Iran (United States Department of State, 2018c, 

2018b). 

Shortly after President Trump exited the JCPOA, European parties to the Deal 

began intense diplomatic efforts aimed at upholding the agreement and making it 

economically beneficial for Tehran. This included activating legislation to 

facilitate European companies’ continued dealings with Iran, working on a 

mechanism for bank transfers outside of the US SWIFT system and issuing 

economic aid packages (EU Commission, 2018b, 2018a). These efforts continued 

through 2018 and into 2019. The US Maximum Pressure campaign was coupled 

with a diplomatic effort to rally support for a more comprehensive deal. On the 

sidelines of the UN General Assembly in September 2018, the US held a summit 

dubbed United Against a Nuclear Iran, attended mainly by allies in the Gulf and 

Israel (United Against a Nuclear Iran, 2018). Attempts to muster support for a 

new arrangement in the Security Council were countered with statements of 

support of the JCPOA. The US and Israel also attempted to put pressure on the 

IAEA to inspect sites they argued housed nuclear material, though without 

success.  

The United States increased the pressure on Iran during the spring of 2019 

culminating in a peak in April and May. Firstly, the United States designated the 

IRGC as a terrorist organization in mid-April (Wroughton and Hafezi, 2019). 

Then, Washington terminated all sanctions waivers for Iranian oil imports on 

April 22 2019 and key waivers on nuclear cooperation on May 3 2019. This 

included the scheme to transfer heavy weather stockpiles and enriched uranium 

from Iran to Oman and Russia, respectively (United States Department of State, 

2019f, 2019a). This move entailed that Iran was unable to continue civil nuclear 

activity without breaking its obligation under the JCPOA through exceeding the 

stockpiles allowed by the agreement (Davenport, 2019). National Security advisor 

John Bolton announced in early May 2019 that the Aircraft Carrier USS Abraham 

Lincoln would be sent to the Persian Gulf, acting on intelligence that Tehran was 

planning to engage proxy actors to target US forces in the region (Swan and 
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Rawnsley, 2019). On the one-year mark of the US exit from the Nuclear Deal, 

Iran announced that it would gradually step back its compliance with the JCPOA 

and no longer be limited by the caps on stockpiles of enriched uranium and heavy 

water detailed in the agreement. A few hours after this announcement, the US 

issued sanctions on Iranian industrial metals exports, the second largest source of 

national revenue for Tehran preceded only by oil (Macias, 2019). This was a 

major blow to the Iranian economy already struggling from the gradual decrease 

in oil revenues and the corresponding devaluations of the national currency since 

2018.  

4.1.3.1 Iranian policy 

Iran seemingly met the shift in US policy on May 8, 2018, with small escalatory 

steps within the legal boundaries of the JCPOA throughout the summer of 2018. 

All the while the regime openly stated that nuclear activities would be restarted if 

the JCPOA were to collapse (PressTV, 2018). The IAEA continued to testify to 

Tehran’s compliance with the JCPOA in all quarterly reports throughout this 

period (Director General IAEA, 2018a, 2018b, 2018c, 2019a). Supreme Leader 

Ali Khamene’i issued seven demands for remaining in the Nuclear Deal shortly 

after Washington’s exit in May 2018. All demands were directed at the European 

parties to the JCPAO, calling on them to put pressure on the US to cease 

introducing sanctions, and making an effort to counter the economic losses for 

Iran that would follow (Tehran Times, 2018). This remained the position of the 

Islamic Republic throughout the period studied. Iran announced in June 2018 the 

opening of a centrifuge producing facility in preparation of a ‘possible scenario’ 

of the JCPOA collapsing (PressTV, 2018). The Supreme Leader had ordered the 

preceding day that agencies should be ready to increase uranium enrichment 

activities. A few weeks later, the Iranian Atomic Energy Organization (IAEO) 

Chief announced that Iran had built a new facility with capacity to produce up to 

60 IR-6 centrifuge-rotors daily (Reuters, 2018). Both moves were technically not 

in breach of the JCPOA, but were viewed as hostile by the US, although with 

moderate severity. Tehran also attempted to pressure the US by bringing the 

withdrawal from the JCPOA to the International Court of Justice in August. Since 
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the US did not recognize its jurisdiction, its ruling in Iran’s favor had little effect 

(BBC News, 2018a; Van der Berg and Sterling, 2018). Apart from these moves, 

Tehran remained restrained in the political domain until late spring 2019, and it 

appeared to concentrate its efforts on prompting the European parties of the 

JCPOA to put diplomatic pressure on the United States to halt re-instating 

sanctions.  

Iran increased the severity of its political escalations significantly in the spring of 

2019 through two moves. Firstly, Iran’s Supreme National Council quickly 

followed the US designation of the IRGC as a terrorist organization and 

designated United States Central Command (CENTCOM) a terrorist organization, 

effectively deeming the US a “supporter of terrorism” (AP, 2019). In a smaller 

complimentary move, President Rouhani announced the installment of IR-6 

centrifuges at Natanz the following day (Xinhua, 2019). Secondly, the 

announcement of the gradual decrease of compliance with the JCPOA announced 

on May 8 was an escalatory move that marked an inflection point of Iran’s stance. 

Up until then, Tehran had painstakingly complied with the provisions of the Deal, 

which provided the regime political and diplomatic legitimacy. Tehran’s 

statement on May 8, 2018, announced five steps of gradual decreased compliance 

of the limitations on nuclear activities detailed in the Deal, all of which would be 

separated by 60 days and would be reversed if the US resumed compliance. The 

first step was that the stockpile limitations on low-enriched uranium (up to 3.67%) 

to 300 kg, and of 180 tons heavy water would no longer be respected. 

Iran continued cyclical tests of ballistic missiles and satellite launches, provoking 

condemnations from the US and Europe. In October 2018, Iran fired eight 

missiles into Syria in retaliation for a terrorist attack against a Revolutionary 

Guard military parade in the region of Ahvaz that killed 25 and injured 70 one 

month earlier.21 In December 2018, Iran launched a medium-range ballistic 

missile test, which was condemned by the US and the European parties to the 

                                                           
21 The separatist movement ASMLA (Arab Struggle Movement for the Liberation of Ahvaz) 

conducted the terrorist attack. The missile strikes targeted militants allegedly supporting the group 

(Khoshnood, 2021). 
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Deal (Wintour, 2018). The US and European states continued to hold that Iran 

breached resolution 2231, which Tehran opposed. On January 15, 2019, the 

Simorgh space launch vehicle was tested once more in a failed satellite launch. 

The US continued to protest each launch and advocated for a wider Deal 

(Schmerler, 2019). On the 40th anniversary of the Islamic Revolution in early 

February 2019, Iran conducted the first known test of a new type of long-range 

cruise missile (Al Jazeera, 2019a; The Defense Post, 2019). A few days later, Iran 

silently conducted another satellite launch attempt with the Simorgh vehicle, 

which appeared to be a failure (Clark, 2019). Although the diplomatic and 

political responses to the tests and launches were starker than before, the pattern 

remained the same as earlier, with cyclical tests at steady intervals. However, the 

number of tests were fewer now than in the few preceding years, potentially to 

avoid giving the US additional reasons to escalate further.  

4.1.3.2 Iranian cyber operations 

This period showed four instances of Iranian cyber operations against the US, 

signifying a change in what until then had been a restrained strategy. In July 2018, 

the cybersecurity company Dragos reported of a global campaign of login 

credentials theft targeting electric companies (Murdock, 2018). US officials 

confirmed the operation, which they read as ‘laying the groundwork’ for an 

extensive disruption of the electric grid, according to media accounts (Kube et al., 

2018). The operation appeared to be probing or attempting to gain access to 

systems, but with no reports of access obtained to critical systems. US officials 

stated that nothing suggested a disruptive operation was imminent (Kube et al., 

2018). The operation coincided with the first marginal political escalations of 

Tehran in the summer of 2018. However, news reports noted that several 

countries in Europe, East Asia and the Middle East were also among the victims 

(Kube et al., 2018).  

In October 2018, individuals in the US government charged with re-instating 

sanctions on the Islamic Republic were targeted in a spear phishing operation. 

This coincided with the second wave of re-instating sanctions, but no reports were 
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issued of the degree of success. A wider group of civil society actors, journalists 

and human rights activists were also among the targets (Certfa Lab, 2018). The 

private company Citrix, which delivered services to Government bodies and the 

US military, was breached in December 2018 and March 2019. Six terabytes of 

data were stolen, but no evidence was found that the operation had led to a breach 

in US government systems (De Luce and Kube, 2019; Nichols, 2019). In January 

2019, a wave of hacking attempts occurred, targeting over half a dozen US federal 

agencies and several private companies (Perlroth, 2019). These came in the form 

of intercepting traffic from domain name registrars and using this position to steal 

login information (Perlroth, 2019). This type of DNS hijacking had been the 

preferred tool of intrusion in operations targeting 12 countries in Europe, as well 

as in North Africa and the Middle East (Hirani, Jones and Read, 2019; Perlroth, 

2019). There were no reports of breaches or disruptions, but the Department of 

Homeland Security (DHS) issued an emergency order for entities at risk sometime 

between late December 2018 and late January 2019, which testifies to its scope. 

Cyber security company Fire Eye had identified activity of this kind tracing back 

to 2017, but with a surge in late 2018 and early 2019 (Perlroth, 2019). 

The data reveals a pairing of restraint in the political domain with an ending of the 

restraint in the cyber domain. All the while retaining the diplomatic ‘high ground’ 

on the official stage, Iran appears to resume probing activities in cyberspace. Two 

of the operations appear to have been global campaigns, and only two targeted 

directly US governing structures. Only one showed a degree of success, although 

the operation managed to steal data from private companies and not official US 

systems.  

4.1.4 May 2019 to January 2020: Iran’s decrease in 

compliance – Soleimani assassination 

The late spring and summer of 2019 was a time of sustained high tensions and 

several high severity moves by both the United States and Iran. The Iranian 

announcement of gradual decrease in compliance with the JCPOA set of a series 

of escalations through the summer and early fall. The United States increased the 
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severity and number of sanctions in this period. Supreme Leader Ali Khamene’i 

and his office were put on the sanctions list in late June, followed by Foreign 

Minister Mohammad Zarif one month later. The US accused Iran of attacking two 

tankers in the Gulf in early June 2019, an accusation the regime denied. The 

events in the Persian Gulf were severe and created a banding around the shipping 

traffic in the area. Some states began providing military escort for tankers flying 

their flag (Axe, 2019). On September 3, 2019, President Trump sanctioned by 

executive order the Iranian Space Agency and two connected research institutions 

on accusations of assisting the proliferation of weapons of mass destruction 

(United States Department of State, 2019c). The following day, a push to curb the 

financial underpinnings of the IRGC began with a mandate in the designation of 

the group as a terrorist organization. This effort began by sanctioning several 

persons and entities participatory in the IRGC’s oil export business. Also, the US 

Treasury issued a Reward for Justice statement offering a bounty for information 

that could aid in disrupting the Revolutionary Guard’s cash flow (USDS, 2019e, 

2019d; USDT, 2019). Additionally, sanctions were issued two weeks later on 

entities suspected for supporting the IRGC financially, including the Iranian 

Central Bank and National Development Fund (USDS, 2019g). This trend 

continued in October 2019 when Iran’s construction sector was sanctioned due to 

its economic ties to the Revolutionary Guard (USDS, 2019b).  

4.1.4.1 Iranian policy 

During this period, the Islamic Republic pursued a strategy of five-step escalation. 

Every step was announced in advance, at 60-day- intervals and documented by the 

IAEA, who continued to be granted access to observe and report on Iran’s nuclear 

activities through Tehran’s continued implementation of the Additional Protocol. 

From early June into the early fall of 2019, Iran announced installments of 

additional centrifuges at Natanz in accordance with the decreased non-compliance 

with the limitations set out in the JCPOA (IAEA, 2019; Director General IAEA, 

2019b, 2019c; Azer News, 2019). Iran breached the stockpile limitation on 

uranium enriched to 3.67% on July 1, 2019, and the heavy water limit on 

November 17, 2019.  
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The second step of the gradual decrease of compliance announced was on July 7, 

2019 and consisted of increasing the enrichment degree from the 3.67% cap set by 

the JCPOA to 4.5% purity (Director General IAEA, 2019d). The third step was 

set on September 5, 2019, when Iran re-commenced the research and development 

of advanced centrifuges (Director General IAEA, 2019b; Office of the President 

of Iran, 2019). Step four took place on November 5, 2019. It entailed enriching 

activities up to 4.5% at the Fordow facility.22 This step was of additional 

significance because the status of the facility was a central point of contention 

during the drafting of the JCPOA. The security installment of the facility had led 

the US to suspect it carrying military significance for Tehran. The facility was 

situated deeply within the mountains and circled by anti-aircraft installments 

(Gambrell, 2020). As a compromise, the JCPOA prohibited enriching activities at 

the Fordow facility over a 15-year period. The European parties to the Deal 

announced that pursuing this fourth step would prompt them to enact the Special 

Dispute Mechanism in the JCPOA. This would entail an implicit message that 

Iran was acting in breach with the deal, a red line for Tehran. Tehran went 

forward with the fourth step despite these threats (Director General IAEA, 2019c).  

The steady political escalation of this period was paralleled by a short de-

escalation through a rapprochement in October 2019. French President Emmanuel 

Macron mediated a four-point framework for entering negotiations that had been 

accepted by both President Trump and President Rouhani. Yet, the attempt to de-

escalate collapsed as the Iranians backed out last minute after the US declined a 

public announcement of lifting sanctions before the dialogue began (Dadouch, 

2019; Momtaz, 2019).  

On June 20, 2019, Iran engaged in a stern military escalation when the 

Revolutionary Guard downed a US surveillance drone in the Persian Gulf. This 

event had a significant effect on the relationship, which up until that point had 

been centered around political, diplomatic and economic tools. Tehran claimed 

                                                           
22 Iran announced in the same that it had reached a stockpile of low-enriched uranium at 500 kg, 

well above the 300kg cap in the Deal (Al Jazeera, 2019b). 
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that the drone had crossed into Iranian airspace above its territorial waters when it 

was shot down. This event nearly provoked a military retaliation by the US. 

Media reports highlighted that President Trump decided to call off a response 

through limited strikes on IRCG bases shortly before the forces were in position 

to engage (Abdollah, 2019; Barnes and Gibbons-Neff, 2019; Diamond et al., 

2019; McLaughlin, Dorfman and Naylor, 2019). The US retaliated on June 22, 

2019 through a large cyber operation, wiping out IRGC databases used for 

targeting tankers in the Gulf (Nakashima, 2019).23  

Iran tested a medium-range ballistic missile on July 25 in what appeared to be a 

calibrated escalation. The missile was launched northward from an undisclosed 

launch site in the south as to unambiguously not directly challenge US presence in 

the Gulf (Burns and Reichmann, 2019; Schmitt and Sanger, 2019). A failed 

satellite launch was conducted on August 29, prompting no open reaction of note 

(Brumfiel, 2019). On September 14, a second important military escalation took 

place as the Saudi Arabian Aramco oil-processing facilities in Abqaiq were 

damaged in a drone attack. The United States, Saudi Arabia and the European 

parties condemned Iran for the attack which had used the Houthi militia in Yemen 

as a proxy actor. Iranian officials denied the allegations. However, the results of a 

UN investigation the summer of 2020 evidenced that components of the hard-

ware used in the attack were tied to Iran (United Nations Secretary-General, 

2020). The US deployed troops to Saudi Arabia as a response to the event and 

deemed the attack an “act of war”. Washington additionally suspended Iranian 

officials from entering the US, which in practice excluded Iranian leaders from 

meeting in the UN in New York. Finally, a second cyber operation targeting 

Iran’s ability to spread propaganda was conducted by the United States in late 

September 2019 in retaliation for the Aramco attack (Ali and Stewart, 2019).  

                                                           
23 Initial reports defined the target being the control systems of Iranian missile launchers. This was 

later corrected to be IRGC databases (Nakashima, 2019).  
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4.1.4.2 Iranian cyber operations 

Iran appeared to have increased its efforts in cyberspace in this period, with more 

targeted operations against US official structures and private companies in the 

supply chain of industrial control systems. The type of victims are still similar to 

the preceding context block, but the operations appear to be more focused on 

strategic targets within the United States and happening more frequently. Over the 

seven months studied in this context bloc, three cyber operations were deployed. 

In contrast, the preceding 12 months saw four operations.  

Within a few days of the downing of the US surveillance drone and the retaliation 

by cyber operation, the Director of the US Cybersecurity and Infrastructure 

Security Agency (CISA) released an alert warning that government networks 

were being targeted by a spear phishing operations attributed to the Iranian state 

(DHS, 2019). US Cyber Command issued a warning regarding the specific 

vulnerability being leveraged in the operation (Vavra, 2019). The CISA statement 

pointed to the history of the believed perpetrators using wiper malware, hinting at 

data destruction as a possible aim of the ongoing operation. There were no reports 

of successful intrusion attempts, nor of any payload deployment and direct effects 

stemming from the operation. This is the first time in the timeframe studied that a 

US federal agency openly attributes an ongoing operation.  

From August through September 2019, Iranian actors attempted to breach the 

email accounts of current and former US government officials, as well as people 

tied to the Trump presidential campaign (Perlroth and Sanger, 2019). Microsoft 

issued a warning of these attempts in October and attributed the activity to the 

Iranian-linked group Phosphorous. Microsoft registered 2,700 attempts at 

identifying accounts of specific people, and 241 attempts at gaining access to 

these accounts. Only four instances were successful, none of these were tied to 

official US functions or the Trump presidential campaign (Burt, 2019). This 

operation was rather unsophisticated and appeared to attempt to guess people’s 

passwords based on publicly available information (Perlroth and Sanger, 2019).  
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Between October and November 2019, an Iranian group named APT33 or Elfin 

focused its year-long password spraying operation targeting about 2,000 

organizations and increasing the number of accounts within these tenfold, 

according to Microsoft. Half of the top 25 victims were in the supply chain of 

industrial control systems (Greenberg, 2019; O’Flaherty, 2019). The intention of 

the operation is not clear, but sources at Microsoft told reporters that the group 

may be “laying the groundwork” for a physical attack, although no direct 

evidence pointed in that direction (O’Flaherty, 2019). 

 

4.1.5 January 2020 to December 2020: Soleimani 

assassination - end 2020 

The next peak in the relationship occurred on January 2, 2020, when General 

Qassem Soleimani of the IRGC’s Quds Force was assassinated in a US drone 

strike during a visit in Iraq. Iran responded through political and militarily 

escalatory moves. First, President Rouhani’s Cabinet declared on January 5 that 

Iran would conduct the fifth and final step in the gradual decrease in compliance 

with the JCPOA. This entailed eliminating all imposed restrictions on nuclear 

activities, including volume of enriched material, enrichment degree, further 

research on nuclear related issues and enrichment capabilities (IRNA, 2020b). On 

January 7, the Iranian parliament designated all US military forces as terrorists 

(Al Jazeera English, 2020).  

Iran responded militarily to the Soleimani assassination on January 8 by firing 11 

missiles at the Ain Al-Asad base in western Iraq where US and allied troops were 

stationed, and two missiles at a base near Erbil further north. Two missiles had 

unknown impact sites. The attacks caused 11 injured US troops and material 

damage (Baron, 2020; Dehghanpisheh, Hafezi and Aboulenin, 2020; Karimi, 

Vahdat and Gambrell, 2020; Martinez and McLaughlin, 2020). This incident was 

a clear and significant escalation of the situation. However, none of the parties 

seemed to wish to escalate the situation any further. The United States did not 
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issue a response of a similar severity, which eased the fears of war. Foreign 

Minister Zarif said the strikes “concluded” the Iranian response, although some 

military leaders appeared to hint at further action. US intelligence alluded to Iran 

standing down (Dehghanpisheh, Hafezi and Aboulenin, 2020). Additionally, Iran 

had taken steps that seemed to limit the escalation hazard while portraying the 

attack to domestic audiences as more severe than it was. Tehran warned about the 

strike beforehand, giving the targets time to prepare. Iranian news media reported 

that the attack had caused 80 deaths among US troops, a falsity aimed at 

satisfying the domestic anti-American sentiment to retaliate with significant 

severity without provoking a response they could not sustain (Mehr News 

Agency, 2020).  

Iran’s political escalation toward the United States in January 2020 was coupled 

with a continuation of the post May-2018 strategy of attempting to pressure the 

US allies to side with Tehran and persuade the US to decrease tensions. The 

European parties, meanwhile, activated the Special Dispute Mechanism in the 

Deal on January 14, 2020 on the basis of Iran’s decision to begin enriching 

activities at the Fordow facility (Irish and Faulconbridge, 2020). This was met 

with harsh criticism in Moscow and Beijing and seen as an escalation of 

importance form Tehran’s point of view, as it entailed a formal accusation of 

breaching the agreement and opened for re-imposing additional sanctions. Iran’s 

Foreign Minister Zarif warned that it would withdraw from the Non-Proliferation 

Treaty if asked to meet in the UN Security Council as a result of the Mechanism 

being enacted.  

The spring of 2020 showed further cracks in the diplomatic ‘high-ground’ that 

Iran guarded since the US exit from the JCPOA. In March, the IAEA stated that 

their requests to gain access to certain locations had been ignored. In June, IAEA 

reported suspected non-disclosed facilities dating back to before 2003 (IAEA, 

2020b). On June 11, the IAEA issued a list of suspected Iranian nuclear 

proliferation activities, which resulted in a resolution from the IAEA Board of 

Governors on June 19 (Davenport and Masterson, 2020a). This sparked strong 
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discontent in Tehran, prompting the Iranian Parliament to pass a statement to halt 

implementation of the Additional Protocol which ensured the IAEA access to 

Iranian infrastructure for investigative purposes (Tehran Times, 2020). This 

statement was signed by 240 lawmakers but not enforced by the government. 

President Rouhani warned of a “stern response" to the resolution by the IAEA 

Board of Governors (Karimi, 2020b). On July 3, Iran triggered a dispute 

mechanism in the JCPOA, citing the European parties’ failed implementation. 

The dispute was defused in August when Iran granted the IAEA access to the sites 

requested (IAEA, 2020a). A September report from the IAEA stated that  

stockpiles continued to increase, while the Additional Protocol was still 

implemented (Director General IAEA, 2020).  

Washington introduced sanctions on different entities throughout this period, 

while engaging in a diplomatic push to put pressure on Tehran. The president of 

Iran’s Atomic Energy Organization, Ali Akbar Salehi, was sanctioned in late 

January, followed by entities accused of facilitating the IRGC’s economic activity 

and construction companies later in the spring (Pamuk and Irish, 2020; USDS, 

2020a). In late April 2020, the United States began the last diplomatic push to 

escalate politically toward Tehran. A clause in the 2231 resolution, prohibiting 

sales of arms to Iran, was set to expire in October 2020. The US presented a draft 

resolution in the UN Security Council in June 2020,   which would re-instate the 

pre-2015 UN-sanctions on Tehran. The resolution was defeated, however. 

Washington announced in August 2020 that that it would introduce the snapback 

sanctions unilaterally on September 20 (USDS, 2020b). The JCPOA Joint 

Commission issued a statement underlining that the US was not considered a 

party to the Deal and that the European parties would not honor any unilateral 

snapback sanctions (Chair of the JCPOA Joint Commission, 2020). UN Secretary-

General Guterres also issued a statement saying that he would take no steps to 

implement the US unilateral sanctions (Nichols, 2020). The last escalatory 

attempt from the US failed to create momentum in pressuring Iran. Consequently, 

the UN embargo on arms sales to Tehran expired on October 18. In late 

September and October 2020, Washington issued the last two rounds of sanctions 
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against Iran’s Ministry of Defense and the army’s logistics branch, as well as 

banks and the oil sector, for terrorism-related activities (USDS, 2020; USDT, 

2020b).  

In February and April 2020, Iran attempted two satellite launches using the 

Simorgh and Qased launch vehicles, respectively (Fars News Agency, 2020). 

Only the April launch was successful in launching a satellite into orbit and 

marked a turning point in three ways: It was the first successful space launch 

since 2015, the first using Qased as a launch vehicle, and the first to be conducted 

by the IRGC, and not the civilian Iranian Space Agency (Hafezi and Stewart, 

2020; Hinz, 2020; Wall, 2020). This is significant because up until then only the 

civilian Space Agency had conducted such launches. Hence, the April launch 

revealed a parallel military satellite program for the first time (Hinz, 2020). On 

June 18, 2020, Iran tested a cruise missile during a naval exercise in the Gulf (AP, 

2020). Later in July, the IRGC launched ballistic missiles from an underground 

launch site during a military exercise near the Persian Gulf (IRNA, 2020a; Vahdat 

and Gambrell, 2020). This exercise was among the larger operations completed by 

Iran, sending a stern signal in the tense atmosphere of the summer 2020 where the 

last diplomatic push of the US for re-instating sanctions coincided with the 

tensions between Tehran and the remaining parties to the Deal.  

In the fall of 2020, Iran continued the gradual political escalation seen the 

preceding year by expanding its nuclear activity. Several explosions and fires of 

unclear origin occurred on different industrial sites across Iran, including nuclear 

facilities of Natanz, in the summer (Gol, 2020; Radio Farda, 2020). This 

prompted Iran to open a new centrifuge manufacturing factory in September 

2020, which replaced the lost enrichment capability (Reuters, 2020; Rising, 

2020). Iran’s energy minister announced that the output from the Bushehr nuclear 

power plant would be increased threefold, to 3 gigawatts (PressTV, 2020). 

Meanwhile, Iran began using advanced IR-2 centrifuges for enriching uranium 

gas, another breach of the JCPOA (Murphy, 2020). An IAEA report stated in 
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November 2020 that the stockpile of uranium enriched at 4.5% had reached 2,443 

kg (Davenport and Masterson, 2020b).  

A final significant political escalation took place on November 3, when the newly 

elected Iranian parliament dominated by hardline candidates passed a bill 

including several significant increases in the enriching activity and degree 

(Karimi, 2020a). Among the most controversial proposals related to the Fordow 

facility, allowing it to begin enriching uranium to 20% purity, which entailed it 

could become usable for producing a nuclear weapon. Additionally, the bill called 

on the government to decrease access for international observers and to halt the 

voluntary implementation of the Additional Protocol if banking relations and oil 

sales to Europe did not return to normal (Middle East Monitor, 2020). This 

political escalation was seen by some as an attempt to give Iran leverage before 

entering negotiations with the new US administration the following year and to 

pressure the remaining parties to the deal to provide relief from the sanctions.24 

President Rouhani attempted to mediate the political escalation resulting from the 

new legislation, deeming it harmful to negotiations. He refrained from signing it 

into law and stated on several occasions that every nuclear activity could be halted 

and reversed (Motamedi, 2020). Construction works at Fordow were revealed on 

December 18, although with few details available (Gambrell, 2020).  

4.1.5.1 Iranian cyber operations 

During this period, the intensity of cyber operations of the preceding seven 

months continued, with six entries in the dataset. The CISA issued warnings of 

feared increase in cyber operations in the wake of Soleimani’s assassination 

(Cybersecurity and Infrastructure Security Agency, 2020b). Two operations took 

place in January 2020. The first was revealed by cyber security firm Dragos, 

identifying increased efforts by two Iran-linked groups that attempted in concert 

to gain access to US electric utilities and oil and gas firms through password-

                                                           
24 In contrast, some observers viewed the bill as deliberate sabotage of the JCPOA, attempting to 

make it more politically difficult for the Biden Administration to re-enter the Deal (Hafezi, 2020). 

Some factions in parliament suspected that the IAEA inspectors had been a source of intelligence 

in preparations for the assassination of nuclear scientist Fakhirzadeh (Karimi, 2020a). 
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spraying and vulnerabilities in VPN software (Dragos, Inc, 2020; Greenberg, 

2020). The campaign had been active throughout 2019 but increased in intensity 

in early 2020. The report did not indicate whether the efforts had been successful 

in creating breaches but stated that the operation had not reached the industrial 

control systems. Toward the end of January of 2020, an operation was revealed 

where Westat, a US firm, had been impersonated in a spear phishing operation for 

infiltration efforts against several private companies and federal agencies. The 

group responsible was APT34 or OilRig. According to media reports, the spear 

phishing campaign was successful in installing two sets of malware on the target 

computers of an unknown number of federal systems. One created a backdoor 

while the other a program to intercept passwords (Cimpanu, 2020b; Litvak and 

Kajiloti, 2020). No information on wider implications of the operation has been 

disclosed.  

Between May and June 2020, the Iranian group Phosphorous attempted to access 

the email accounts of officials in the Trump Administration and the Trump 

election campaign (Burt, 2020; McMillan, 2020). The attempts came in the form 

of a spear phishing operation but were unsuccessful, according to Microsoft (Burt, 

2020). The FBI issued an alert to private industry actors in early August 2020 

regarding attempts by an Iranian group exploiting recently disclosed 

vulnerabilities in software widely used by large private companies and 

government bodies. The group was disclosed by sources as Fox Kitten or Parasite, 

well known for the tactic of providing access for other Iranian groups to exploit 

(Cimpanu, 2020a). The campaign focused on a particular vulnerability in a 

popular product ‘BIG-IP’ of the US company F5 Networks. The product is widely 

used by large corporations and government agencies. Only two instances of 

successful breaches were reported, both on private companies (Cimpanu, 2020a).  

In September 2020, the CISA issued an alert of Iranian hacker activity targeting a 

wide cross section of federal government, telecommunication, IT, healthcare and 

financial entities through exploiting vulnerabilities in VPN software 

(Cybersecurity and Infrastructure Security Agency, 2020a). The CISA alert 
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pointed out that the actor appeared to be focusing on maintaining a foothold in the 

systems and exfiltration of data, and was known to have sold access on hacker 

forums for financial gain. The actor was viewed by CISA as a contractor of the 

Iranian government. FBI concluded that the actor had the capability and likely 

intent to unleash ransomware in the systems breached (Cybersecurity and 

Infrastructure Security Agency, 2020a).  

In October 2020, CISA and the FBI revealed that Iranian groups had probed an 

unknown number of websites connected to the election process in 10 US states. 

The operation  used open-source tools and appeared to be looking for obtaining 

voter data (Lyngaas, 2020a). In one instance, the groups were successful. This 

operation emerged in the context of a wider voter intimidation campaign 

attributed to Iran, which appeared to have been the end goal of the probing 

operations. Although not part of the cyber operations studied in this study, the 

voter intimidation efforts are crucial as they shaped the context within which the 

operation in October took place, and colored the perception of the severity of the 

operation. In the week prior to the revelations, a wave of illicit emails 

impersonating the militant group Proud Boys,25 containing threatening content 

urging the recipient to vote for the incumbent presidential candidate, were issued 

to some Democratic voters in Florida, a key swing state in the 2020 presidential 

election (Owen and Francheschi-Bicchieria, 2020). The voter intimidation effort 

was swiftly attributed to Iran by the Director of National Intelligence and Director 

of the FBI (Vavra and Lyngaas, 2020). The day following the attribution, the 

Treasury Department issued sanctions on several Iranian entities, including the 

IRGC, for election interference through influence operations (Lyngaas, 2020b; 

USDT, 2020a). Both events appeared to have been conducted by using data 

openly available. Although the operation was only successful in obtaining access 

to one voter registration database, the wider impression of vulnerability of foreign 

influence on the US democratic process remained.  

                                                           
25 The Proud Boys are a violent white supremacist militia group that were vocal supporters of 

President Trump, and especially visible in the run-up to the 2020 presidential election (Wendling, 

2020).  
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4.2 The role and utility of cyber operations  

This second level of analysis will first conclude the hypothesis test conducted by 

the preceding analysis and confirm the validity of the two expectations based on 

the data and literature underpinning this study. It will continue to outline the 

conditions under which cyber operations were used and examine the role of cyber 

operations in Iranian policy from the pattern described in the preceding sub-

chapter. At its close, a discussion on the utility of the operations will follow, 

expanding on how the cyber operations can be seen as advancing Iran’s position 

in the feud through increasing the power of the Islamic Republic or degrading the 

US sources of power.  

4.2.1 Result of empirical test  

The preceding analysis has tested the hypothesis “the cyber operations will follow 

the escalation dynamic in the other domains”. Its results are affirmative. The use 

of cyber operations broadly followed the escalation dynamic in the context and in 

the conventional policy domains of the Islamic Republic. In the three major 

escalation milestones presented – the US exit from the JCPOA, Iran’s 

announcement of its decreasing compliance with the JCPOA, and finally the 

assassination of General Soleimani – the analysis showed that Iran remained 

restrained until the United States formally exited the Nuclear Deal and increased 

the targeting of its operations after May 2019. The intensity between May 2019 

and the assassination of Qassem Soleimani in January 2020 continued after this 

date. The operations continued at a similar intensity throughout 2020, although 

one qualitative change occurred in the fall of 2020.  

When approaching the dynamic escalation at a more granular level, the pattern of 

cyber operations does not consistently overlap with the escalatory moves by the 

United States or the development in the context. Only three of the 15 operations 

studied seemed tied to a specific event by virtue of their timing or target. The 

targeting of US officials charged with re-instating sanctions on the Islamic 

Republic in the early fall of 2018 coincided with a significant wave of sanctions. 

The June 2019 probing operations of government systems began quickly after the 
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Iranian downing of the US drone and Washington’s cyber operation retaliation. 

Exceptionally, the operation in the fall of 2015 targeting US officials appeared to 

be tied to the opening of the Iranian economy resulting from the JCPOA. This 

example suggests the presence of conflicting interests of power centers within 

Iran and that cyber operations in some circumstances do not act in tandem with a 

governing state’s policy.  

Nine out of the 15 operations studied in this project were not successful in gaining 

access to their targets. Out of the six that were successful, only three were 

successful in breaching structures connected to US government structures or US 

officials. One of these operations produced an observable outcome, namely the 

voter intimidation campaign in the run-up to the 2020 presidential election. 

Similar to the Russian meddling in the 2016 presidential election, this operation 

proved to contribute to a perception of the US democratic process being 

compromised. As far as the available data shows, none of the operations against 

critical infrastructure or industrial control systems appeared to be successful. In 

the instances where the operations were successful in breaching private 

companies, no information on the wider implications was unveiled.  

None of the operations studied had degradation as an outcome, confirming the 

expectation of the operations being non-coercive defined from the outset of this 

study. Four of the operations were openly attributed to the Iranian state during 

their activity. The voter intimidation campaign in October 2020 was among them 

and, issued direct response in the form of sanctions on Iranian bodies. None of 

these direct reactions were of significant magnitude to be considered escalatory in 

the sense defined by this study when “at least one of the parties involved believes 

there has been a significant qualitative change in the conflict as a result of the new 

development” (Morgan et al., 2008, p. 8). The Iranian political escalations in 

November and December 2020 were tied to the new hardline parliament’s 

strategy regarding the future of the JCPOA, and they were not direct responses to 

the new sanctions. The expectation of Iranian cyber operations not being 

escalatory is therefore also empirically confirmed by this study.  
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This study set out to assess what the qualitative or quantitative alterations in 

operations revealed about the role of cyber operations in Iranian policy. The 

quantitative alterations have been expanded on earlier in this chapter. From the 

US exit of the JCPOA until the summer of 2020, the targets of Iranian cyber 

operations had been primarily critical infrastructure, private companies in the 

supply chain of critical infrastructure, public agencies and individuals connected 

to the Trump administration or election campaign. Prior to the US exit, the targets 

were individuals in the State Department and one military contractor. These 

targets fall neatly within classical targets for espionage, subversion and potentially 

preparatory moves for a disruptive degradation attack. There was no systematic 

alteration in the type of targets that would indicate a conscious strategy akin to 

that revealed by the quantitative alteration.  

However, the study found one qualitative alteration of note when Iran targeted the 

election infrastructure in several US states in October 2020. After completing its 

fifth and final step of decreasing compliance with the JCPOA in January 2020, 

Iran had few political tools left that it could leverage against the US or the 

remaining parties to the Deal. Iran continued to enrich uranium throughout 2020 

and did not escalate noticeably politically in regard to the nuclear program until 

November 2020. The cyber operation prior to the US election in November may 

have altered the trend of activity in the cyber domain aimed at either increasing 

pressure on the US slightly more through harming or giving an impression of 

interference with the democratic process. This qualitative change may also simply 

reflect the timing, with Tehran merely taking advantage of an opportunity created 

by the election. Overall, the quantitative alterations revealed the most about Iran’s 

role in the cyber operations, while the qualitative alterations contribute less to the 

topic studied.  

4.2.2 Conditions under which cyber operations were used 

The empirical analysis brought some insight into the conditions under which Iran 

appeared to opt for using cyber operations. The entries displayed a visible 

restraint when Iran had achieved its top strategic goal, between 2015 and May 
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2018. When the sanctions were gradually re-introduced by the United States from 

May 2018, Iran began deploying cyber operations again, which intensified from 

May 2019 when Iran began rolling back its compliance to the Nuclear Deal. This 

indicates that Tehran began deploying cyber operations when its top strategic aim 

was being actively challenged.  

However, three points emerge in this broad pattern. Firstly, several alterations in 

the Iran policy of the United States after President Trump took office challenged 

Iran’s top strategic aim. With new sanctions legislation passed, the new strategy 

on Iran was unveiled in October 2017 and the trust in the credibility of the JCPOA 

eroded gradually from its outset. Tehran continued its relative restraint in cyber 

space in this period, assessing whether the signs were a clear shift in tone in 

Washington. This restraint testifies to the consciousness of the signaling effect of 

cyber operations, despite their secret nature. It is likely that the diplomatic ‘high 

ground’ held by Tehran in this period played a role and that it wished to appear as 

playing by the rules. Following May 2018, amid the US exit from the JCPOA, 

Tehran re-iterated Washington’s disregard for international law and lack of 

credibility in diplomatic affairs. It is in line with this strategy that Tehran tried to 

appear respectful of international law and norms as long as it felt that these played 

a part in safeguarding its primary goal.  

Secondly, between May 2018 and May 2019, Iran was relatively restrained in the 

political domain, yet began activity in the cyber domain. This indicates that Iran 

chose to escalate marginally horizontally through cyber operations, while 

remaining politically restrained. Iran took steps politically to threaten escalation in 

this period, but none were in breach of the JCPOA, and the sum was restrained 

compared to the escalation conducted by the United States by exiting the Deal. 

This may indicate that choosing cyber operations over political or military moves 

made discontent visible during this time.  

The third and final point regards Iranian activity after the third peak in escalations 

in 2020. After the assassination of general Soleimani, cyber operations conducted 

by Iran appeared to continue in a similar form and intensity as in the preceding 
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seven months. Prior to the assassination, Iran had few possible means of political 

escalation left after having capitalized on the decreased compliance to the JCPOA 

through five steps. In order to express visible discontent, one could assume that 

Iran would favor an increase in use of cyber operations. This did not happen. This 

is noteworthy because it suggests a threshold of what Iran was willing to do in this 

domain. In half of the operations that occurred in this period, US authorities 

openly attributed the operations to Tehran. This only happened on one occasion 

before in the timespan studied. From the data available in this study, the 

operations in 2020 did not appear to be of either higher severity or degree of 

success than the preceding operations. This author suggests that this may indicate 

an attempt on the part of the United States to deter an eventual escalation from 

Tehran using cyber operations.  

4.2.3 Cyber operations vis-à-vis conventional policy tools 

This study set out to determine the role of cyber operations in Iranian policy 

towards the United States seen vis-à-vis the use of conventional foreign policy 

tools. Overall, the cyber operations appeared to follow the escalatory patterns in 

the political domain and not in the military domain. This is made visible on three 

points in the dynamic. Firstly, the low activity in the cyber domain between July 

2015 and May 2018, when Iranian political escalation was absent but ballistic 

missile tests were conducted at a steady pace. Secondly, in the emergence of the 

cyber operations after the US exit, when Iran escalated marginally within the legal 

boundaries of the JCPOA. And thirdly, in the increase of intensity in the cyber 

domain after May 2019, when Iran began its steady political escalation through 

decreasing compliance with the Nuclear Deal. It is worth noting, however, that 

between the US exit and Iran’s decrease in compliance with the Deal, Iran was 

more active in the cyber domain than in the political domain, where it remained 

overall restrained. The pattern of behavior in the political domain and in the cyber 

operations coincides to a larger degree compared to the military moves, although 

at a granular level the dynamic in the political and cyber domains do not overlap 

perfectly.  
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The pattern of behavior suggests that Iran used the political escalation moves in 

an attempted coercive manner. Iran was explicitly threatening escalatory steps in 

regard to the nuclear program following May 2018 when the situation moved in 

the opposite direction of their desired aim. The coercive strategy appears to have 

had a dual target: the United States and the remaining parties to the Nuclear Deal, 

particularly the European parties. Iran’s diplomatic strategy attempted to coax the 

parties to make more efforts to compensate the economic implications for Tehran 

and to direct their diplomatic pressures toward Washington to save the JCPOA.  

Meanwhile, the military moves seem to operate more independently of the 

diplomatic efforts to save the Deal. The ballistic missile tests and satellite 

launches appear to be deployed in a cyclical manner and not directly connected to 

the development of the context. A small decrease in military tests when the 

tensions between the US and Iran escalated, mainly in the two last context blocks 

studied, suggests there were some exceptions. One satellite launch is an outlier in 

this pattern. The successful April 2020 satellite launch, conducted by the IRGC 

and not the civilian Iranian Space Agency, communicated a military capability 

with dual use value as a ballistic missile with significant reach. This launch casts 

doubt on Tehran’s claim that it was not developing technologies for 

intercontinental ballistic missiles capable of carrying a nuclear warhead.  

The evidence of kinetic military engagements were stern and unambiguous 

escalations or retaliations of escalatory moves in the three instances in June and 

September 2019 and in January 2020. However, the pattern of cyber operations 

did not reveal a visible qualitative or quantitative alteration in close temporal 

proximity to the kinetic military engagements. The only exception to this pattern 

can be seen in two cyber operations in January 2020. Yet both operations had an 

activity frame that preceded the military retaliation to the Soleimani assassination.  

Overall, a clear lack of correlation between military and cyber activities suggests 

is that cyber operations appear to be given a role of additive measures of signaling 

tied to the moves in the political domain. The military moves, by comparison, are 

dual in aim and appear to follow a parallel rationale, namely the underlining the 
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freedom of the ballistic missile and space programs from the provisions of the 

Nuclear Deal, and the kinetic engagements directly tied to peaks in escalations 

from the adversary.  

4.2.4 The role and utility of cyber operations  

This study set out to determine the role and utility of the cyber operations for Iran. 

The only operation in the dataset that succeeded in creating observable outcomes 

was the targeting of state election sites in October 2020. The operation 

contributed to undermining the trust in the security of the democratic process, a 

key component of the identity of the United States. The US was not foreign to 

adversaries attempting to influence voter behavior ahead of elections. Still, the 

operation could be seen as an attempt to destabilize the sources of national power 

of the United States. While the actual impact appears to be marginal since the 

campaign was revealed, attributed and openly sanctioned by US authorities, the 

perceived insecurity had a positive impact on Iran’s relative stance in the feud by 

virtue of subverting a core value of the US.  

The data set shows that cyber operations had indirect and communicative effects 

that may have benefited Iran. When Iran increased its cyber operations from May 

2018 and further intensified them from May 2019, it engaged in a horizontal 

escalation of low severity that increased their own power marginally by making 

visible their resistance to the developments and the continued campaign of the 

United States. As such, the resistance was directed toward the United States, but 

also its own population, hence solidifying an image of fighting tooth and nail for 

its citizens. This can be seen as bolstering the Iranian state’s power and legitimacy 

as the protector from perceived unjust aggressions from outside powers. The 

image of Iran as a recurrent victim of aggression of foreign powers is deeply 

rooted in the national narrative. This stems from the long lines of Iranian history 

traversing empires and dynasties, but also specifically to the Shia identity of the 

Islamic Republic, which has been a minority branch of Islam of the oppressed.26 

                                                           
26 See Tabatabai (2020) for a comprehensive overview of Iranian perceptions of national security. 
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The Islamic Republic has capitalized on this history and has engulfed it in its 

ideological footing. As earlier defined in chapter 3 of this study, a key motivation 

for relieving the sanctions is the regime security component. Making resistance 

visible through low-severity cyber operations is therefore an effective and low-

risk way of increasing the security of the regime.  

The horizontal escalation of increasing the cyber operations from May 2018 and 

intensifying them from May 2019 can be seen as destabilizing the US sources of 

power by exposing a vulnerability to intrusions by a foreign actor. The targeting 

of the Trump administration and the President’s electoral campaign, as well as the 

government bodies and federal systems, could promote a perceived vulnerability 

in the United States. The operations do not need to be successful in order to have 

the effect of revealing an ability to touch or target structures of value. The secrecy 

surrounding cyber operations can spark fears of the outcome being more severe 

than in reality. The targeting of critical infrastructure plays along the same lines. 

Three of the Iranian operations were targeting critical infrastructure such as 

electric grids and companies in the supply chain of industrial control systems. One 

operation was part of a wider global campaign, while and two others more 

directly targeting the United States. The mere attempt to breach said systems can 

have a desired effect of communicating vigor in the intruder and vulnerability of 

the target. The incapacitation of critical infrastructure is a widely used alarmist 

scenario of the destructive potential of cyber operations. Targeting entities in this 

sector exploits this fear and plays to the portrayal of Iranian efforts nearing 

dangerous outcomes. 

This author derives from the empirical analysis that the low-severity cyber 

operations for Iran function as a low-risk communicative tool that can nourish an 

image of persistence to the United States and the Iranian population, without a 

significant risk of escalating the relationship out of the agreed battle into a kinetic 

confrontation. Cyber operations function as ambiguous signaling tools and can be 

read differently by different audiences. In the wake of the diplomatic failures to 

save the Nuclear Deal, the Iranian regime may have sensed a need to signal 
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resistance, both to the US and its own population, with low-severity cyber 

operations as a compelling option. Assuming that US media outlets would report 

on such matters, Iran could be certain that its resistance through cyber operations, 

however qualitatively insignificant they were, could be perceived as a response of 

importance. The psychological aspect of cyber operations may therefore 

constitute a large part of their effectiveness for Iran.  

Chapter 5 – Discussion of findings and 

conclusion 

This study set out to answer the research question “what is the role of cyber 

operations in Iran’s policy toward the United States.” This study concludes that 

the role of cyber operations in Iranian policy toward the United States is as a 

communicative tool signaling broad political stances. This was evidenced by the 

relative tranquility in the cyber domain from 2015 until May 2018 and the 

emergence of activity from this point onward. The restraint implies that Tehran 

was conscious of the signaling effect of the activity and refrained from deploying 

cyber operations in this period. Had this not been the case, Tehran may have 

deployed a steady number of cyber operations regardless of the development in 

the context. The relative tranquility in the first three years further evidences that 

Tehran do not consider the cyber operations truly covert.  

The pattern of the cyber operations studied indicates that the operations do not 

appear to be rigorous tools of either pressure or communication, although a few 

instances of cyber operations act as direct responses to specific events. It is 

evidenced through the affirmation of the hypothesis that the cyber operations do 

broadly follow the escalation in other domains. However, at a more granular level 

the activity does not overlap the escalatory moves by the United States, nor the 

political or military pattern of activity of Iran. The pattern of activity of cyber 

operations corresponded to a larger degree with the political moves by the Islamic 
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Republic than to the policy of military nature. This indicates that the operations 

have a role of additive signaling to the political moves.  

From the outset of this study, three expectations to the object of study were 

presented. Two from the literature on state-sponsored cyber operations and one 

derived from logic. These suggested that cyber operations deployed by Iran would 

be non-coercive in nature, and not escalatory, while they would advance Iran’s 

stance in the feud in some way. All these expectations were confirmed by the 

empirical analysis. In this respect, this study has evidenced that cyber operations 

of low severity can have a positive effect on a state’s contemporary policy within 

a dynamic feud, that coercion is not the only outcome of strategic value from 

activity in cyber space, and finally that this can be obtained without notable risk 

of unwanted escalation.  

5.1 Implications for the academic field and policy 

The findings of this study have implications for several branches of the literature. 

Firstly, they offer some moderate support to the branch of literature on strategy 

and cyberspace that holds that states can advance strategic goals short of war in 

the fifth domain (Fischerkeller and Harknett, 2019b; Harknett and Smeets, 2020). 

Strategic effects are defined differently in the literature treated in this study, 

focusing mainly on  material underpinnings of national power and the relative 

placing of states in the international system (Fischerkeller and Harknett, 2019b; 

Harknett and Smeets, 2020). The strategic component of the findings of this study 

was overall more indirect in nature through strategic signaling, and only on one 

occasion with observable outcomes.  

Secondly, the findings of this study support the view that the entrance of cyber 

operation in the dynamic of a feud does not have to increase the risk of significant 

escalations in other domains (Gartzke and Lindsay, 2015; Borghard and 

Lonergan, 2019; Fischerkeller and Harknett, 2019a; Jensen and Valeriano, 2019). 

The reasons for this not being the case are portrayed differently by various 

scholars. What this study shows is that the conscious use of cyber operations did 

not create escalations, and yet had a positive indirect impact on the stance of the 
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object of study. The positive impact also occurred without the cyber operations 

being coercive, understood in this study as having degradation as an outcome 

(Valeriano et al 2018, pp.78-83). Further, these findings indicate that even when 

Iran had a top strategic aim challenged, it did not attempt to coerce or escalate the 

feud through cyber operations. Yet it ameliorated its own position marginally 

through the use of cyber operations.  

The character of cyber operations as ‘open secrets’ that carry signaling value is 

supported by the empirical analysis of this study. As pointed to in chapter 2 of this 

study, some authors hold that state activities that are exercised covertly hold no 

conscious signal because they are not intended to be revealed (Borghard, 2018). 

Had this been the case for Iran, one could argue that the relative restraint seen 

between July 2015 and May 2018 would not have taken place. This indicates that 

Tehran is conscious of its operations’ possible impact on the mutual de-escalation 

in the period when the JCPOA was being gradually implemented and Iran’s 

strategic aim was obtained. This would provide empirical validity to the 

understanding of the branch of the literature that claims that covert statecraft do 

carry signaling value (Carson and Yarhi-Milo, 2017; Cormac and Aldrich, 2018; 

Valeriano, Jensen and Maness, 2018). However, the relative restraint from 2015 

until May 2018 directly contradicts one claim made in the literature cited in this 

study. Brantly (2016, p. 18) stated that hostile covert action, to which he placed 

cyber operations, did not demand an open sacrifice of political capital. The results 

of this study contradict this statement. Had cyber operations not entailed any 

political cost for Tehran, it would have few incentives to hold on to relative 

restraint when the situation was in Tehran’s favor.  

This study has illustrated how the ambiguity of the signaling power of cyber 

operations is a double-edged sword. On the one hand, threat inflation of cyber 

operations may cause undue fear. But they can also create an option for retaliation 

or policy that is relatively harmless, and be perceived as a sterner response by the 

general public than it is (Libicki and Tkacheva, 2020). In cases like Iran’s, whose 

legitimacy is based on resistance to external powers, this can be useful and 
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decreases the escalation risk in the feud. In this respect, the result of this study 

supports the branch of scholarship that views the usefulness of cyber operations as 

an escalatory offramp stabilizing the feud, as it offers a less severe policy option 

to impose signaling compared to other means available (Jensen, 2017; Jensen and 

Valeriano, 2019). The findings also support the conclusion of Valeriano et al. 

(2018, p.88) that low-severity cyber operations between adversaries are more of a 

stabilizing dynamic that aids the parties in avoiding escalations in other domains 

than an effective coercive tool. The same authors have deemed cyber operations 

as ‘additive measures’ that amplify existing signals (Valeriano, Jensen and 

Maness, 2018, p. 23). This study supports this claim, evidenced by the broadly 

corresponding pattern of behavior between the political moves and the cyber 

operations.  

The findings of this study strengthen the scholarship on policy in cyberspace that 

holds that cyber operations of low-severity can have a positive effect on state’s 

stance in an adversarial relationship. Although the direct effects of the operations 

were almost absent, the indirect and communicative effects were positive for 

Tehran. This study indicates that the entrance of cyber operations in a dynamic 

feud does not have to increase the escalation risk in the relationship if the wielder 

of the operations can obtain a needed effect through low-severity operations. 

Thus, the presence of cyber operations is seen as stabilizing as an alternative 

option for signaling discontent with low escalatory risk.  

5.2 Limitations and suggestions for further research 

There are limitations to this study that affect the level of confidence in the 

different findings from the empirical analysis and the conclusions drawn. Firstly, 

the covert nature of cyber operations opens for the possibility that the dataset does 

not reflect the actual activity. Often, cyber operations are revealed some time after 

they have been conducted. The temporal window studied until the end of 2020 

increases the chances of some cyber operations are yet to revealed. However, the 

expectations of the operations being non-coercive and non-escalatory would likely 

remain affirmative. A coercive or escalatory cyber operation would likely have 



74 
 

been observable in the dynamic of the relationship. Also, the key finding of this 

study was the presence of the relative restraint between 2015 and May 2018, and 

the emergence of activity after this point. These findings are less likely to be 

altered by new revelations of cyber operations because of the time passed.  

The level of detail available on the exact parameters of the operations, their 

targets, timing of emergence and actual implications were not available in the 

majority of the entry points in the dataset. This lack of precise information made it 

difficult to establish with certainty the level of precision of the cyber operations 

seen in relation to the development on the feud. This decreases the level of 

confidence in this specific conclusion. Considering how detailed information 

about cyber operations tend to emerge as time passes, it would be beneficial to re-

visit the dynamic studied in this research project at a later stage to account for the 

eventual presence of other operations with features that counter this author’s 

escalation hypothesis.  

This study treated the Iranian state as a single actor and did overall not consider 

the conflicting interests and power centers within the state. The political system of 

the Islamic Republic is a mixture of elected and appointed bodies, and of civil and 

religious authority. A complex governing structure is overlapped by opaque 

power structures and widespread corruption. The military structure is split and 

arranged under different authorities in the governing structure. On top of this 

come the Iranian proxy actors, which are also active in cyberspace (Maurer, 2018, 

chap. 5). This complex system suggests a possible disconnect between the 

deployment of cyber operations and the remaining policy at large. This decreases 

somewhat the level of confidence in the conscious aspect of the deploying cyber 

operations at specific times. Including such aspects in further research on Iranian 

cyber operations is recommended.  

Iran’s top strategic goal and the core of the feud with the United States has been 

defined as relieving the sanctions pressure. As shown in chapter 4, Tehran 

attempted to pressure the remaining parties to the JCPOA on several occasions to 

invest more political capital in pressuring the United States and salvage the 
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Nuclear Deal. Examining the pattern of Iranian cyber operations targeting the 

other diplomatic parties with influence on the fate of the JCPOA may have helped 

advance the understanding of the utility of cyber operations as tools for obtaining 

the top strategic goal. 

This study has only examined two groups of conventional policy tools. Future 

examination of case studies where states have wider arsenal of conventional 

policy tools at their disposal should increase the understanding of the place of 

cyber operations vis-à-vis conventional tools. Such studies would benefit from 

both granular examinations over short time periods and larger studies spanning 

across years. Approaches examining synergies between the use of cyber 

operations and other tools of policy would greatly benefit the field. There are 

indeed some approaches considering this field of study (Reichborn-Kjennerud and 

Cullen, 2016; Cullen and Reichborn-Kjennerud, 2017). However, these 

approaches are focusing on the place of cyber operations in armed conflict and not 

in the strategic space discussed in this study. Examining how cyber operations 

may work as additive measures to other tools of policy than the ones treated in 

this study, as well as how such measures obtain other types of strategic aims, may 

also bring more value to the field.  

The assumption underpinning this study of the cyber operations being non-

coercive in nature was confirmed by the empirical analysis. However, the 

definition of what constituted a coercive operation (degradation as an outcome) 

was building on an understanding of coercion closely tied with classical 

approaches to force and punishment. Other scholarship is seeking to re-define 

what a coercive strategy in cyberspace would entail and explore new 

understandings of coercion that distance themselves from how coercion looks in 

conventional domains. Jensen (2017) is one example that views the coercive 

effect of cyber operations as the additive measures evidenced through this study. 

This study has showed that low-severity cyber operations can be of use for states 

in a dynamic feud. Future scholarship may examine further how to conceptually 

re-define the abilities of states in this domain.  
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A key entry point for this study was to examine when a state chooses cyber 

operations to advance its interests. The case of Iran was selected on the basis of an 

assumption that the state would chose to remain within the strategic space short of 

war. However, the low severity of operations examined in the study may result 

from the lack of ability, not of will. As put forward in chapter 2 of this study, a 

cyber intrusion can communicate a wider array of messages (Borghard, 2019). An 

attempt to penetrate critical system may then be an explicit threat and display of 

heart-felt will to disrupt or degrade key functions of a state’s public or private 

infrastructure. Without intimate knowledge of the inner workings of the Iranian 

offensive cyber power apparatus, open sources will always come short of the 

clear-cut answers.  

This chapter has pointed to some contributions of this study and some 

recommendations for further research. However, much work remains for 

conceptually grasping the implications of the emergence of the fifth domain on 

international relations. We are still only observing the first waves of approaches to 

making use of the cyber domain for advancing policy, and much remains to be 

revealed about the impact and wider ramifications of this field.   

 

(Majd, 2008; Axworthy, 2016; Guarnieri and Anderson, 2016; Anderson and 

Sadjadpour, 2018; Tabatabai, 2018; Baezner, 2019; Chesney and Smeets, 2020) 
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Appendix A - Data set of cyber operations  
 

Month-

year 

Description  Target 

country, 

sector 

Assumed aim Success Context 

block 

Oct. 

2020 

 

Targeting US 

State election 

sites (Lyngaas, 

2020a; Managan, 

Breuninger and 

Kimball, 2020; 

Turak, 2020) 

United 

States, 

Public 

sector 

Espionage, 

election 

interference 

through voter 

intimidation 

One reported 

breach and an 

attributed 

voter 

intimidation 

campaign, 

likely 

building on 

data obtained 

through such 

breaches 

No.5 

Sept. 

2020 

Probing public 

and private 

networks through 

VPN 

vulnerabilities 

(Cybersecurity 

and 

Infrastructure 

Security Agency, 

2020a; Maksh, 

2020) 

United 

States, 

Public 

and 

Private 

sectors 

Espionage, 

potentially 

planning 

ransomware 

attack 

No reports of 

success 

No.5 

Aug. 

2020 

Fox Kitten 

campaign - 

Probing major 

companies and 

government 

agencies 

(Cimpanu, 

2020a; Priyanka 

R, 2020) 

United 

States, 

Public 

and 

Private 

sectors 

Espionage Partial 

success, but 

only breached 

private 

companies 

No.5 

May-

Jun. 

2020 

Targeting the 

personal 

accounts of 

people in the 

Trump campaign 

(Burt, 2020; 

McMillan, 2020)  

United 

States, 

Public 

sector 

Espionage, 

election 

interference 

No reports of 

success 

No.5 

Jan. 

2020 

Password 

spraying attacks 

against the U.S. 

electric grid 

(Dragos, Inc, 

United 

States, 

public 

sector 

Espionage, 

possibly 

preparing 

physical attack 

No reports of 

success 

No.5 
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2020; Greenberg, 

2020) 

Jan. 

2020 

Spear phishing 

campaign 

impersonating 

Westat, a client 

of the Federal 

Government 

(Cimpanu, 

2020b; Litvak 

and Kajiloti, 

2020) 

United 

States, 

private 

and 

public 

sectors 

Espionage 

against private 

company and 

possibly public 

clients 

Partial 

success, with 

an unknown 

number of 

federal 

systems 

compromised. 

No reports of 

further 

implications. 

No.5 

Nov. 

2019 

Password 

spraying attacks 

against 2000 

organizations, 

focusing since 

October 2019 on 

200 companies, 

half of the top 25 

of which were in 

the supply chain 

of industrial 

control systems 

(Greenberg, 

2019; 

O’Flaherty, 

2019) 

United 

States, 

private 

sector 

Espionage, 

possible 

preparing 

supply chain 

attacks 

No reports of 

success 

No.4 

Aug.-

Sept. 

2019 

Attempts to 

breach the email 

accounts of 

current and 

former 

government 

officials, civil 

society actors 

and people in the 

Trump 

presidential 

campaign (Burt, 

2019; Perlroth 

and Sanger, 

2019) 

United 

States, 

public 

and civil 

sectors 

Espionage, 

democratic 

process 

Successful in  

breaching 

four accounts, 

none of 

which tied to 

US 

government 

or Trump 

campaign 

No.4 

Jun. 

2019  

A spear phishing 

campaign against 

companies and 

government 

officials 

(Abdollah, 2019; 

Barnes and 

Gibbons-Neff, 

United 

States, 

public 

and 

private 

sectors 

 

Espionage, 

CISA says 

possibly to 

deploy wiper 

malware 

No reports of 

success  

 

No.4 
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2019; 

Department of 

Homeland 

Security, 2019; 

O’Donnell, 2019; 

Vavra, 2019) 

Jan. 

2019 

A wave of 

hackingefforts 

against over half 

a dozen US 

federal agencies 

and several 

private 

companies 

(Hirani, Jones 

and Read, 2019; 

Perlroth, 2019) 

United 

States, 

public 

and 

private 

Espionage – no 

data stolen or 

disruption in 

activities 

No reports of 

success 

No.3 

 

Dec. 

2018 & 

Mar. 

2019 

US company 

Citrix was 

breached twice, 

leading to 6TB of 

data being stolen. 

Citrix had 

customers in the 

US military, and 

government 

sectors (De Luce 

and Kube, 2019; 

Nichols, 2019). 

United 

States, 

public 

and 

private 

Data theft Partial 

success, but 

no reports of 

breaching 

government 

systems 

No.3 

 

Oct. 

2018 

Iranian APT 

target US 

employees tasked 

with re-instating 

sanctions in 

phishing 

campaign, 

including civil 

society actors 

globally (Certfa 

Lab, 2018) 

United 

States 

and 

others, 

public 

and civil 

sectors 

Espionage No reports of 

success 

No.3 

 

Jul. 

2018 

Global campaign 

targeting electric 

companies by 

stealing login 

information 

(Kube et al., 

2018; Murdock, 

2018) 

United 

States, 

Europe, 

East Asia 

and 

Middle 

East, 

private 

sector 

Espionage, 

possibly to 

prepare 

sabotage 

No reports of 

success 

No.3 

 

 

Apr. 

2017 

Attempted hack 

of a military 

United 

States, 

Espionage No reports of 

success 

No.2 
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contractor 

(Perlroth, 2017) 

private 

sector 

Nov. 

2015 

Hack of social 

media and email 

accounts of 

government 

officials working 

on Iran issues 

(Sanger and 

Perlroth, 2015; 

Solomon, 2015) 

United 

States, 

public 

sector 

Espionage, 

personnel 

reconnaissance, 

potentially 

sabotage of 

deal 

Succeeded in 

gaining 

access 

No.1  

 

 


