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• Appropriate word count Yes 

 
ADDITIONAL WRITTEN COMMENTS 

Reviewer 1 

The thesis covers a hot and very complex topic of cybersecurity with an emphasis on policing of 

cybercrime. While much has already been written on the general topic of cybersecurity, the 

author correctly notes, many gaps remain in the existing knowledge and research. This in 

particular concerns the complex relationships between the public and private sector. 

 

The thesis, however, attempts to cover too many of the existing knowledge gaps without doing 

justice to any of them. This is apparent from the long introduction which posits several loosely 

interconnected research aims (“Hence, this research aims to assess the challenges that law 

enforcement agencies face when policing cybercrime and if their role has been undermined by the 

growing numbers of online vigilantism and private corporations who seek independent 

consultants to investigate cybercrimes”), research objectives (“This paper’s main objective is to 

determine how the private sector and online vigilantism have affected the role of the police when 

dealing with cybercrimes.”), and policy questions (“Additionally, the paper also looks at 

assessing how the deterrence of cybercrimes can be improved whether this is through improving 

the cooperation between the police and online vigilantes or through the clear definition of the 

new role that the police have to play when it comes to monitoring cyberspace and policing 

cybercrimes”).  

 

The author then proceeds to state three research questions (“1.) Develop understanding on 

whether private sector policing and online vigilantism are undermining the police? 2. Evaluate 

the police’s new role in cyberspace – determining if it has changed at all? 3. Contemplate how the 

three nodes of governance can be implemented to improve the overall deterrence of 

cybercrimes?”), several “hypotheses” (“This paper hypothesises that the main reason for the 

increase in cybercrime lies within the role of the police; that is the police are not taking a more 

prominent and active role in policing lower-level cybercrimes therefore there is no true authority 

behind punishments being delivered in response to cybercrime.”), and “arguments” (“This 

research further argues that punishment from the private sector policing and online vigilantes are 

not consistent, severe, or proportionate enough to cause any real fear or deterrence that would 

generally otherwise put criminals off of committing cybercrimes.” (p 12) This is simply too much 

ground to cover for an M.A. thesis.  

 

As a consequence, there is a similar variety and confusion regarding theory, concepts and 

methods. It is first argued that “the certainty of punishment will be the main concept of concern 

analysed and considered within this study.” Later, Global Deterrence Theory (GDT) from 

classical criminology is introduced as the theoretical framework. However, GDT is not really 

suitable for answering the many stated research questions. This is ultimately recognized by the 

author as well. As noted on p. 17: “The reason for using the GDT in this dissertation is to offer an 

explanation as they why cybercrimes are not deterred by the existence of laws alone.” Yet, the 

author focuses on actors, at least in the formally stated research questions. As such, it is not 

surprising that GTD is not really applied in the case studies chapters and it is picked up again 

briefly only in the conclusions. 
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When it comes to methods, the author mistakenly considers nodal governance as a research 

method: “This research employed nodal governance to identify the main governing bodies that 

hold some form of authority or influence over the deterrence of cybercrimes.” (p. 19). Nodal 

governance could have been a plausible conceptual framework for the thesis but it is not a 

method.  

 

There is also a lack of justification for the selection of cases. While all of them are certainly 

interesting, they are only loosely connected and they do not fit the GDT theoretical framework. 

They also cover different research questions/aims/hypothesis discussed above. It would have 

been better if the author tackled just one of the cases in greater detail.  

 

Moreover, the case studies in several parts heavily relying on, if not re-writing, a single source. 

Their content is interesting, with many insights, but only loosely structured. The many typos also 

indicate that thesis was written in a hurry, without proper proofreading. 

 

As the thesis supervisor, I must also declare that except for an initial consultation regarding the 

topic, the author has not discussed with me any aspects of this thesis, despite several reminders to 

do so. It is a pity, given the importance and novelty of the topic and several interesting insights, 

which are present in the thesis.  

 

Overall, the author has still sufficiently demonstrated his/her ability to write in a formal academic 

manner. 
   
Reviewer 2 

This dissertation seeks to engage with the role of the state and non-state in governing cyberspace, 

focusing specifically on understanding the roles of the public police, private security and 

vigilante groups online. The dissertation seeks to apply General Deterrence Theory to 

cybercrimes and seeks to explore the particular role of the public police in relation to other 

providers. The topic is an important one in terms of the exploration of the plurality of providers 

engaged in governing cyberspace, and in this regard, there are sections of the dissertation which 

provide a good engagement with the literature on this. 

 

However, the dissertation is attempting to take on far too much and cannot, in the end, do justice 

to three questions posed at the outset. The paper is also premised on a number of false/inaccurate 

assumptions:  

 

For instance, at the outset it is stated that “in the broadest sense cybercrimes are largely just, in 

most ways an evolved version of traditional crimes being conducted in what is perceived to be a 

different environment or platform commonly…” According to the literature, this is not the case 

and this assumption and lack of differentiation between different forms of cyber crimes and cyber 

harms leads to a number of misassumptions later on in the dissertation where in-person and 

cyberharms are assumed to be comparable. It would have been better if the dissertation focused 

on a particular type of cybercrime.  

 

Furthermore, it is also assumed that “despite their more prominent role, they [the private sector] 

do not have the authority or capabilities of the police (Gillin 1971) to enforce proportionate 

punishments which in the physical world vastly work to deter criminals from committing crimes.’ 
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This is not true, as the dissertation later shows, therefore constituting a contradiction in the 

assumption made and the evidence provided later on in the dissertation. 

 

The parameters laid out in the introduction are also problematic: “The scope of this paper focuses 

more on crimes that affect society at a lower tier, generally not having a large impact on society 

or a state as a whole generally only having a significant impact on a small group or individual.” It 

is very difficult to make this subjective assessment and the dissertation also fails, as mentioned. 

to make a distinction between cyber crimes (those criminalised harms) and cyber harms, which in 

many respects may be far more damaging than cyber crimes. The challenge is determining what 

is meant by ‘impact’. Later on in the dissertation discussions focus on both cyber crime and harm, 

this distinction is an important one in the literature and therefore this conceptual engagement 

needs to be addressed in the dissertation.  

 

Furthermore, the dissertation also seems to buy-into a deterrence and punishment model as the 

best means to engage with cybercrime – however, this has largely been debunked in the literature. 

It is not appropriate to use Beccaria from the 1700s and General Deterrence Theory (GDT) to 

engage with a 21st Century issue like this, as this theory was developed to engage with 

criminality in a different era, so too the criminal justice system. GDT, in particular, is misplaced 

here as it assumes that punishment is the best way to deal with cybercrime, the literature has 

again shown that this is not the case. There are a wide range of ways to regulate cyberspace 

besides a punishment model, e.g. coding, incentives, trust, shared norms/rules or ideologies, self-

regulation, service level agreements/contracts etc.  This assumption – refuted by the literature – 

undermines the dissertation’s whole premise. Furthermore, the hypothesis underlining this 

assumption is problematic, stating that: “this paper hypothesises that the main reason for the 

increase in cybercrime lies within the role of the police; that is the police are not taking a more 

prominent and active role in policing lower-level cybercrimes therefore there is no true authority 

behind punishments being delivered in response to cybercrime…” Furthermore, that “when 

actually implemented, punishment from the police is much more effective and can in turn deter 

cybercrime (Gilling 2004).” This is not true and has been thoroughly debunked in the literature. 

However, the dissertation acknowledges this and in fact identifies the problem with making this 

assumption through a review of the literature in this regard, thereby contradicting the argument of 

the dissertation.  A contributing factor to this inaccurate assumption is possibly due to a complete 

misreading of Button (2019) The “new” private security industry. For instance, the dissertation 

claims that Button (2019) has stated that: “…the public police are still the driving force of 

punishment as they are a requirement in the creation and prosecution of criminal cases and 

investigations (Button 2019; Haufler 1975). Hence his justification that they are still the central 

node of governance in policing cybercrimes is situated in his belief that they are main body that 

can facilitate a punishment severe enough to effectively deter and decrease the number of 

cybercrimes committed globally (Button 2019).” This is completely incorrect, as this is not what 

Button is saying at all. What he is saying is that the police may well be the central node in 

policing traditional crimes but that: “In the cyberworld they are much more clearly minor (but 

important) players…” (Button, 2019, p. 3). He then demonstrates the dominant role of the private 

sector and calls for better regulation of this sector – his article in no way states that the police 

should be at the centre of governing cybercrimes.  In fact, as acknowledged previously, due to the 

nature of cybercrime, scholars have long recognised that the public police are not the appropriate 

entity to engage in governing cyberspace, the dissertation thus begins with an assumption that has 

already been debunked and is based on an argument that is false – that deterrence and punishment 

are the best ways to deal with cybercrimes/harms. The dissertation this ends up contradicting 
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itself throughout.  There seems to be a misreading of sources in other parts of the dissertation too 

and/or the incorrect use of citations/sources for claims made.  

 

The methodology needs a clearer account of nodal governance which was originally developed as 

an analytical tool of engagement which promotes certain types of methods to engage with nodal 

environments. In other words, the main premise of nodal governance is that it is based on an 

empirical analysis of a nodal environment and does not give any conceptual priority to any single 

node (including the state/public police). This analytical use of nodal governance and the way it is 

presented does not seem appropriate to the focus and method of this dissertation and it is not 

applied properly to the rest of the dissertation. It is also not clear/motivated whether a desktop-

based case study approach is appropriate to engage with the three research questions and the use 

of a nodal governance approach, since it was explicitly stated that there was a lack of knowledge 

in the literature on the topic (the literature is then relied on to address these gaps). The 

dissertation up to this point, has been set up for an empirical method, as mentioned. The 

dissertation (questions, framing and analytical lens) should have been reformulated to take into 

account the reliance on a desktop-based review. 

 

The dissertation demonstrates poor scholarship in places, as evidenced by the misreading of 

Button and incorrect citation, but also a number of sweeping claims and generalisations made 

without proper substantiation (largely due to the lack of choosing a single jurisdiction to review) 

as well as some structural issues, and the lack of a sustained and logical argument. 

 

Overall the dissertation tends to overstate the novelty of its focus and the contribution to the 

literature and furthermore, the research questions are promoted as a means of addressing gaps in 

the literature through what seems to need an empirical engagement. However, the dissertation 

relies on this very literature – the dissertation could have benefitted from an engagement with a 

specific jurisdiction (such as the UK for instance), and a focus on policy documents as well as the 

identification of original examples/case studies sourced by the candidate, rather than the use of 

secondary sources citing these examples/case studies. This could have provided some originality 

to the dissertation. There is a disjuncture between the hypotheses and premises in the first part of 

the dissertation and the acknowledgement of the complexity of the problem in later chapters – 

leading as mentioned, to a contradictory argument throughout.      

 
 

 
 
 


