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Abstract  

 

Cybercrimes  and  the  evolution  of  new  technologies  have  brought  with  them  an 

expansion and change within the policing structures that govern cyberspace. Thus, 

the different nodes of governance in the virtual environment were broken down and 

identified; as per the scope of this research the key categories explored were law 

enforcement agencies, private industries, and online vigilantes. Questions 

pertaining to the regulatory scope and capabilities of these groups in cyberspace 

where  then  analysed,  focusing  on  some  clear  links  and  connections  that  have 

previously been largely ignored by scholars, policy makers and other researching 

bodies.  

 

The purpose of this research study was to demonstrate how the different nodes of 

governance  work  to  achieve  the  deterrence  what  are  considered  of  lower-tier 

cybercrimes.  Different  case  studied  were  critically  analysed  to  measure  and 

develop understanding on why these different governance nodes are not 

successfully achieving the deterrence of cybercrime, identifying wherein changes 

need to be made to improve the future capabilities and capacity pertaining to the 

policing of cybercrimes. This study was grounded in the use of qualitative research 

methods used to examine the relationship between all these nodes of governance 

and their failings in deterring and policing cybercrimes.  

 

The aim was to link general deterrence theory; which develops an understanding 

on the general requirements needed to ensure successful crime deterrence such 

as  consistent,  proportionate  punishments  to  ensure  that  the  risk  of  a  crime 

outweighs the rewards; with the techniques, practices and processes of the police, 

the private sector, and online vigilantes.  

 

Overall, the paper argues that to successfully deter cybercrimes these nodes of 

governance need to increase their cooperative measures to successfully achieve 

the technical knowledge and capacity to complete investigations and the 

authoritative power that can ensure the certainty of punishment. Clear 

recommendations  were  made  to  improve  the  deterrence  capabilities  of  these 

different nodes of governance. 
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Key Definitions:  

 

Cybercrimes =   

“The use of computer technology to commit or facilitate the commission of 

unlawful acts, or crimes” 

(Brenner 2004, p115) 

 

 

 

Abbreviations:  

 

CERT    Computer Emergency Response Teams  

CID   Criminal Investigation Department  

CISO   Chief Information Security Officer  

ENISA   European Union Agency for Cybersecurity 

FAQ   Frequently Asked Questions 

GDT   General Deterrence Theory  

IT   Information Technology  

ML   Machine Learning 

NCA   National Cybersecurity Authority  

NCSC    National Cyber Security Centre 

NGO   Non-Governmental Organisation 

OSINT   Open-Source Intelligence 

SCP   Situational Crime Prevention 

UK    United Kingdom 

US    United States  
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Chapter One: Introduction 
 

With the with the emergence of the digital age computer technologies have 

exponentially amplified the rate of information processing, which in turn has 

radically  transformed,  evolved,  and  improved  many  different  sectors  and 

aspects within society (Lavorgna 2020). These sectors include communication, 

education,  business,  private  and  public  services  etc.  Nonetheless,  these 

developments are a double-edged sword as such advancements have also led 

an increase and improvement in many different cybercrimes (Lavorgna 2020). 

Thomas and Loader 2000, defines these developments as computer-mediated 

acts, considered to be criminal or deviant that can be conducted through global 

electronic  networks.  On  the  other  hand,  Brenner  2004  defines the  illicit 

progressions as the use of computer technology or networks to carry out or 

facilitate unlawful actions that can commonly be defined or classified as crimes.  

 

Certainly, the relationship found between crime and technology is by no means 

new, however, computer technologies, as well as the internet, have added to 

the efficiency of the already existing ‘terrestrial’ crimes and criminal activities, 

whilst also establishing new cyber-dependant crimes (Yar & Steinmetz 2019). 

Before  moving  any  further,  we  need  to  first  establish  what  encompasses 

cybercrime for the purpose of this research. Notably oftentimes when speaking 

of  cybercrime,  it  is  used  interchangeably  with  computer  crimes  to  refer  to 

crimes committed through the use of computers and/or networks (Lavorgna 

2020).  

 

Moreover, we have to remember and also consider cyber dependant and cyber 

facilitated crimes which for this dissertation will not be treated as different types 

of cybercrime (McQuade 2006). They will be broadly categorised under the 

term cybercrime as they are interconnected in terms of how technology evolves 

and becomes more advanced (McQuade 2006). This is because the viewpoint 

of this paper is that in the broadest sense cybercrimes are largely just, in most 

ways  an  evolved  version  of  traditional  crimes  being  conducted  in  what  is 

perceived to be a different environment or platform commonly called 
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cyberspace. Thus, the definition of cybercrimes being used in this paper is the 

conducting of criminal activities carried out through the means of a computer 

or the internet (Brenner 2004).  

 

However, as the current definitions relating to cybercrimes are so broad in the 

requirements  and  parameters  it  needs  to  be  made  clear  that  this  research 

paper  is  looking  into  what  is  to  be  considered  more  ‘standard’,  ‘generic’ or 

‘lower profile’ crimes. Cyber terrorism, warfare and organised crimes are not 

what is meant when cybercrimes are being considered in this paper. The scope 

of this paper focuses more on crimes that affect society at a lower tier, generally 

not having a large impact on society or a state as a whole generally only having 

a significant impact on a small group or individual.  Therefore, due to the limited 

scope of this research cybercrime is the term that will be used throughout the 

paper when referring to computer-related offences.  

 

Ultimately, the internet along with new and more advanced technologies have 

increasingly  made  it  possible  for  an  offender    to  remain  anonymous  while 

carrying out illicit activities without breaking a sweat (Yar 2013). As a result, 

cybercrime  has  become  a  priority  for  national  and  international  police  and 

security agencies (Eggenschwiler 2017). The changing nature of crime and 

technological advancement has made it more difficult and challenging for law 

enforcement agencies to police cybercrimes thus to a certain extent 

undermining their role in society (Eggenschwiler 2017). 

 

Interestingly, with the rise in the developments of computer technologies and 

networks,  business  and  governmental  sectors  have  progressively  become 

more dependent on these technologies (Eggenschwiler 2017). It has become 

increasingly clear in society that sectors that fail to acclimatise their 

organizational structures accordingly face the very real danger of becoming 

outdated  and  obsolete.  Although  these  technologies  have  revolutionized  all 

aspects of society, they have exasperated many of civilisation's problems as 

well (Eggenschwiler 2017).  
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Moreover,  over  the  years  research  studies  considering  cybercrime  have  a 

tendency to emphasis the ever-increasing number of complexities associated 

with  effectively  deterring,  preventing  and  responding  to  cybercrimes.  Such 

complexities include the intricate dynamics of cybercrime networks (Décary-

Hétu & Dupont 2012; Yip, Webber & Shadbolt 2013) and the growing need for 

effective, cooperative transnational security networks to respond to cybercrime 

(Levi & Wall 2011; Wall 2011; Dupont & Whelan 2021). However, despite the 

mounting economic and social expenditures of cybercrime, it seems evident 

that the principal recipients of increased public sector funding in an effort to 

promote  cybersecurity  have  been  private  policing  organisations  rather  than 

local police organisations (Dupont 2016).  

 

Button 2019 argues that over recent years there has been significant changes 

in  policing.  He  coins  this  as  being  the  ‘second  quiet  revolution’.  A  further 

advancement on the ‘first quiet revolution’ identified by Shearing and Stenning 

in the 1970s and 80s. Button 2019 postulates that this new transformation is 

indubitably linked to the technological revolution which has enabled crimes and 

created  the  means  for  the new  structures of  policing  that  have emerged  in 

response to deal with cybercrimes.  

 

With  cybercrimes  quickly  becoming  one  of  the  fastest  growing  and  popular 

types of  crime  in  the  world  it  comes  as no  shock  that  it  has  caused  public 

tensions, shaking their beliefs in law enforcement agencies capabilities (Yar 

2019). Common trends seen within cybercrime reports and statistics work to 

reinforce  ideas  that  law  enforcement  agencies  are  working  with  ineffective 

policing techniques, that have not evolved to meet the new standard of crime 

(Bandler  &  Merzon  2020).  As  many  cybercrimes have no borders,  this  can 

oftentimes result in jurisdictional issues and difficulties in identifying 

perpetrators  which  then  creates  the  illusion  of  total  anonymity  online,  thus, 

enabling a wider portion of society to act in more deviant ways online than they 

otherwise would in the physical world due to constraints of public image and 

identity (Aiken 2016). This leaves Button 2019, Yar & Steinmetz 2019, Bayley 

and Shearing 1996 to conclude that the police are no longer the primary relied 
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upon  organisation  for  a  presence  of  cybercrime  deterrence  in  society,  they 

have been replaced by numerous private security providers. 

The private  sector  and  online  vigilantism are  heavily  relied upon  to provide 

proactive  and  reactive  security  measures  to  protect  against  and  prevent 

cybercrimes, track offenders and stop enterprise (Bayley & Shearing 1996). 

Given how complicated cybercrime is, police departments tend to steer away 

from policing even lower-level cybercrimes (Eggenschwiler 2017). As a result, 

local  police  departments  rely  heavily  on  the  other  nodes  of  governance  to 

investigate and put in place preventative measures against cybercrimes such 

as cyber-related ID theft, child pornography, revenge porn, spam, phishing, 

malware, cyberbullying, and compromised local business networks.  

Cybercrimes pose considerable challenges in terms of creating societal order, 

maintenance, and law enforcement because crimes conducted though 

computers or networks often take place within a global context while as per the 

terrestrial grounded offences, lower-level crimes tend to be nationally defined 

(Wall 2011). Policing cybercrime is made all the more complex by the very 

nature of policing and security being networked and nodal as per the theory of 

nodal governance. Within this conceptual framework the public police play only 

a small part in the policing of the cybercrimes (Wall 2011).  

Hence,  this  research  aims  to  assess  the  challenges  that  law  enforcement 

agencies face when policing cybercrime and if their role has been undermined 

by the growing numbers of online vigilantism and private corporations who seek 

independent  consultants  to  investigate  cybercrimes.  Although  there  is  an 

extensive amount of literature and research on private security, private policing, 

vigilantism,  and  the  need  for  special  regulatory  and  governance  structures 

there  is  a  lack  of  knowledge  in  how  these  organisations  and  groups  have 

impacted the police and their success in managing cybercrimes. Bossler and 

Holt (2012, p166) argue much of the knowledge in the area of policing cyber-

crime  has  been  generalised,  signifying  there  is  a  clear  empirical  need  ‘for 

research exploring local law enforcement awareness, perceptions, and 
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preparation for dealing with cybercrimes from the vantage point of the officers 

who are being asked to be the first responders to cybercrime’.  

This paper’s main objective is to determine how the private sector and online 

vigilantism have affected the role of the police when dealing with cybercrimes. 

Considering  if  the  police  have been  undermined  by  these  bodies  as  it  is  a 

common factor in policing that they  are  lacking the resources, namely 

knowledge,  time  and  funding  that  is  often  easily  accessible  and  provided 

through  the  private  sector  or  online  vigilantism.  Additionally,  the paper  also 

looks  at  assessing  how  the  deterrence  of  cybercrimes  can  be  improved 

whether  this  is  through  improving  the  cooperation  between  the  police  and 

online vigilantes or through the clear definition of the new role that the police 

have to play when it comes to monitoring cyberspace and policing cybercrimes.  

 

1.1 Statement of a Problem 
 

Undoubtedly, in modern society the internet has vastly added to the efficiency 

of  the  criminal  world  (Yar  2013).  Furthermore,  it  has  also  created  a  new 

dimension of crime such as hacking that is solely dependent on the internet, 

networks, and cyberspace (Yar 2013). The changing nature of crimes through 

these technological advancements have thus made it much more difficult for 

law  enforcement  agencies  to  police  cybercrimes,  which  to  a  certain  extent 

makes you question the role of the police in society today when it comes to 

policing cybercrimes.  

 

This  study,  therefore,  attempts  to  fill  the  research  gap  by  adding  a  new 

perspective – that is founded on the basis that the private sector and online 

vigilantism have largely placed themselves at the forefront of internet security, 

policing and monitoring of cybercrimes. However, despite their more prominent 

role, they do not have the authority or capabilities of the police (Gillin 1971) to 

enforce proportionate punishments which in the physical world vastly work to 

deter criminals from committing crimes.  
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Hence why in cyberspace crimes appear to be increasing, becoming one of the 

most common avenues of criminality today. This research then aims to critically 

assess  the  challenges  that  law  enforcement  agencies  face  when  policing 

cybercrimes.  Determining  whether  their  role  has  been  undermined  by  the 

growing number of online vigilante groups and private corporation’s that seek 

out their own independent security consultants to investigate such crimes and 

develop the measures to prevent such attacks. Specifically, this study asks the 

following distinct but interconnected questions:  

 

1. Develop understanding on whether private sector policing and online 

vigilantism are undermining the police? 

2. Evaluate  the police’s new  role  in  cyberspace  –  determining  if  it  has 

changed at all? 

3. Contemplate how the three nodes of governance can be implemented 

to improve the overall deterrence of cybercrimes?  
 

By answering the above questions this project will develop an understanding 

of how the police are impacted by the methods being used by private security 

consultants and online vigilantes thus allowing the following objectives to be 

achieved: 

 

 Development of a new perspective on our understanding of how the 

police’s role in cyberspace has been impacted by the different nodes 

governance i.e., the private sector and online vigilantes. 

 Critically develop understanding on how cybercrimes are being dealt 

with, identifying where the police’s role fits in with this new structure of 

nodal governance.  

 Identify and raise awareness to the concerns regarding the gap in the 

literature regarding the effective policing of cybercrimes. 
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1.2 Chapter Overview 
 

This research consists of six chapters which all work to build and expand upon 

the  preceding  one,  connecting  the  dots  between  the  different  governance 

nodes  identified  (law  enforcement  agencies;  private  industries  and  online 

vigilantes). After chapter one this paper is organised as follows: chapter two 

explores  the  theoretical  framework  and  methodology  used  throughout  this 

paper to conduct an effective analysis of the situation.  

 

Chapter three looks at the history of the police and the evolution of cybercrimes, 

considering how their tactics have changed with the internet and how the police 

role itself has evolved over the years. This then leads us into a section on cyber-

specialist police units and the specific challenges they face when it comes to 

dealing with cybercrimes.  

 

Chapter four considers the private sector and their purpose of hiring their own 

security  consultants,  considering  their  role  and  impact  on  cyberspace  and 

crimes. Specific organisations such as social media companies will be focused 

upon with the case study of Bianca Devin’s being used to determine details on 

exactly what impact their governance can have over certain crimes such as 

defamation, slander and the unlawful sharing of private content. 

 

Chapter five will delve into the rise of online vigilantism looking into what they 

are, how they began and the role they have in society today. Case studies on 

paedophile hunters will be used to show the exact purpose and effectiveness 

of their perceived role in defending against cybercrimes.  

 

Finally, chapter six will discuss the overall findings of the dissertation, asserting 

the conclusions and recommendations that have been determined from the 

research conducted.  
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Chapter Two: Research Hypothesis  

This research study employs General Deterrence Theory (GDT) as the main 

theoretical framework as it best helps demonstrate why cybercrime continues 

to rise despite efforts from the police, the private sector, and online vigilantes. 

GDT generally blends and combines with rational choice theory as under the 

basic  assumptions  of  rationally  most  ‘sane’  people  can  be  deterred  from 

choosing  to  commit  a  crime  based  on  three  key  factors  (Ball  1955).    GDT 

heavily  relies  upon  the  severity,  speed  of  dispatch,  and  the  certainty  of 

punishment, to effectively promote the deterrence of criminal acts (Ball 1955). 

This theory stipulates those stiffer fines and harsher penalties are what deter 

most  rational  people  from  committing  a  crime  in  the  first  place  or  at  least 

encourage them to commit what may be seen as lesser crimes (Ball 1955).  

A key component of GDT is the publication of potential and actual punishments 

being used as a form of deterrence (Ball 1955; McQuade 2006). Using GDT as 

a theoretical framework, this paper hypothesises that the main reason for the 

increase in cybercrime lies within the role of the police; that is the police are not 

taking  a  more  prominent and active role  in policing  lower-level  cybercrimes 

therefore  there  is  no  true  authority  behind  punishments  being  delivered  in 

response to cybercrime, but this is due to several factors which will be explored 

later in this research study.  

This research further argues that punishment from the private sector policing 

and online vigilantes are not consistent, severe, or proportionate enough to 

cause any real fear or deterrence that would generally otherwise put criminals 

off of committing cybercrimes. Whereas, when actually implemented, 

punishment  from  the  police  is  much  more  effective  and  can  in  turn  deter 

cybercrime (Gilling 2004). The private sector and vigilantes work on a much 

more localised level, meaning they have the potential to deter a criminal from 

attacking a particular target, however, the crime itself will still be committed 

when a more susceptible target is found. Thus, it is not a crime or even the 

severity of the crime that is being deterred but instead just the mere choice of 

a target. As a result, therefore, this research aims to identify how the police can 
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be brought back into the fold allowing more judicial measures to be taken in 

deterring cybercrimes.  

2.1 General Deterrence Theory  
 

Central  to  this  dissertation  is  the  General  Deterrence  Theory.  GDT’s  roots 

originate from within Beccaria’s 1764, classic work ‘Crime and Punishment’. 

Beccaria 1764 is known as the founder of the Classical School of Criminology, 

the first scientific endeavour to tackle the challenge of explaining crime. In this 

book he asserts that crime is effectively an active choice that the rational brains 

of human beings will make in their quest to try and to maximize their pleasure 

and/or curtail their pain (Beccaria 1764). Hence, in the pursuit of these self-

serving  interests’  people  may  commit  a  crime  if  the  pleasure  or  perceived 

benefit of said crime outweighs the pain or risks associated with the punishment 

(Burke 2014). Beccaria 1764, thus, proposes that in order to for any form of 

punishment  to  be  a deterrent,    it  must  be  implemented  swiftly,  in  a  certain 

manner with loophole or discrepancies, and appropriately severe relative to the 

crime committed.   

 

Furthermore, Bentham (1748–1832) provided a theory of criminal deterrence 

grounded in the use of human conduct as a model. He developed a “notion of 

utility,” which conveys the perceived weighted balance between two conflicting 

decisions  or  reflexions.  Again,  this  notion  pushes  the  fine  line  balancing 

between the warring feelings of pleasure (benefits) and pain (risks) 

(Paternoster 2010).  Bentham  explains  this balance  in  the  first  paragraph of 

chapter  one  in  his  book  An  Introduction  to  the  Principles  of  Morals  and 

Legislation,  which  was  published  in  1780. It  is  there  that  Bentham  1780, 

observes the propensity for an offender to commit a crime was intrinsically tied 

into and contingent upon the offender’s capability to achieve pleasure which 

would also motivate them avoid the pain of punishment. These are then further 

described  by  Bentham  as  “simple  pleasures”  such  as,  logic,  wealth,  talent, 

reputation, power, control, virtue etc. and “simple pains” such as, logic, poverty, 
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embarrassment,  reputation,  reverence,  and  altruism  (Bentham  &  McHugh 

2009).  

 

However, Bentham illustrates that pain and pleasure are hormones produced 

and  released  within  the  human  mind,  by  the  actioning  of  certain  triggers 

(Bentham 1780; Bentham & McHugh 2009). Yet, the extent of pleasure and 

pain runs unequally in proportion to the cause. Or in other words, pain and 

pleasure are not felt proportionately to the extent of potency exercised by an 

instigator cause such as crime (Bentham & McHugh 2009).  This means that 

Bentham’s “notion of utility,” is essentially the balance between the benefits and 

risks that drive behaviour are solely based upon an individual’s perception and 

interpretation  of  their  own  self-interest  and  thus  is  difficult  to  quantifiably 

measure as it can differ from person to person (Bentham & McHugh 2009). 

Becker, an economist, and Gibbs, a sociologist, advanced the importance and 

groundwork  of  empirically  testing  hypotheses  of GDT,  while  Foucault,  a 

philosopher, afforded an explanation of the practical capacity authorities have 

to facilitate the punishment of offenders considering the role of prisons in this 

process (Paternoster 2010).  

 

Becker 1974 was the first to implement an economic approach when setting 

the parameters at which to study GDT. Becker 1974 established a model on 

defining how to identify what the optimal response to crime should be. This 

model  factors  inn  accounts  such  as  the  social  costs  of  crime,  the  cost  of 

punishment and the overall social benefits from increasing deterrence (Becker 

1974).  Whereas,  in  contrast  to  this  Gibbs  1975  pursued  a  more  empirical 

approach to develop an understanding on whether actual, physical 

punishments  truly  had  a  deterrence  effect  on  crimes.  The  timeless  idea 

originally fostered in the roots of GDT that in certain settings, some people will 

be deterred from committing particular crimes by selected punishments was 

inadequate to push for the advancement of  GDT without solidified proof (Gibbs 

1975). Thus, Gibbs 1975 describes absolute GDT as transpiring when a person 

actively abstains from a criminal act  due to an apparent, observable risk of 

punishment (Gibbs 1975). 
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Unlike absolute GDT, restrictive general deterrence transpires when an 

offender  moderates  their  tendency  to  conduct  criminal  actions  for  a  select 

period of time because the offender believes that these self-imposed 

restrictions will ultimately reduce their risk of punishment (Gibbs 1975).  Gibbs 

1979, therefore concluded that there is no systemic or universal evidence of 

specific deterrence; however, his findings regarding GDT are more conclusive 

in  providing  answers.  Gibbs  1979  empirical  research  established  that  it  is 

feasible  that  punishment  is  effective  in  promoting and  generating  a  form of 

generalised  compliance  with  the  law.  This  is  evidenced  in  his  study  on 

decreasing  homicide  rates.  The  doctrine  of  GDT  is  valid  because  a  state’s 

homicide  rates  decreased  where  there  was  certainty  of  a  proportionate 

punishment being imposed on the offender when such acts were committed 

(Paternoster 2010). Gibbs’ 1979 empirical study not only confirmed the validity 

of GDT but also worked to inspire and encourage a generation of scholars.  

 

Foucault  joined  Becker  and  Gibbs  in  fostering  debates  on  the  value  of 

punishment. In his classic book, Discipline and Punish: The Birth of the Prison, 

1977 Foucault analyses the history of punishment dating back to the eighteenth 

century.  He  focuses  on  the  detailed  treatment  and  behaviours  pushing  the 

evolution of  various  techniques,  tools, means  and methods  used  to  torture, 

punish, and  discipline deviant and  criminal  individuals  that did  not  fit  in  the 

conform to the confines of ‘polite society (Foucault 1977). Foucault argued that 

for  effective  deterrence  criminal  justice  should  simply  be  afforded  through 

punish rather than fostered in revenge (Foucault 1977).  He noted that it is the 

act  of  punishment  that  “robs  forever  the  idea  of  a  crime  of  any  attraction 

(Foucault 1977, p 104).” The means, methods and practices used from the time 

at which Foucault conducted his research changed significantly in the modern, 

digital age; however, the central research idea that punishment or the threat of 

punishment deters potential offenders remains unchanged throughout history.  

 

Thus, GDT is concerned with the threat of sanctions as a method of crime 

control (Burke 2014). In that respect, other informal means of implementing 

social control such as personal attachments, labels, and relationships, which 
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are  generally  studied  through  applications  of  social  control  and  labelling 

theories  of  crime,  are  out  of  the  scope  of  the  deterrence  studies.  GDT 

deterrence is not concerned with the effects of how being caught committing 

criminal actions may impact on oneself or social status (Burke 2014). 

Therefore,  the  probability  (punishment  certainty)  and  severity  (punishment 

severity)  imposed  sanctions or penalties  in  response  to  crimes are  the  key 

issues in deterrence studies (Cook, 1980). 

 

There are a vast majority of such studies that are in agreement that higher 

levels of the apparent risks of punishments are related with lower levels of self-

reported criminality (Burke 2014). As for the usefulness of deterrence theories, 

some believe that the overall existence of a criminal justice system alone has 

a sizeable deterrent effect on society (Nagin, 1998). Pratt & Cullen 2005 on the 

other contest this position, instead arguing that founded on a meta-analysis of 

macro-level  criminological  theories  pertaining  to  their  relative  strength  in 

calculating crime that the deterrence theory is grounded in a weak empirical 

status.  

 

In all deterrence studies, regardless of what form of research design is chosen 

and conducted, there are three concepts: certainty (probability), severity, and 

speed of punishment, of which at least one is always analysed when studying 

crime rates for self-reported criminality (Burke 2014). These three conceptions 

are used depending on the level of analysis conducted, either macro or micro 

level (Burke 2014). Studies in the field of psychology have shown that despite 

the fact that immediate punishment is more effective in deterring animals from 

carrying out certain actions, this is not necessarily always applicable to humans 

(Cullen & Agnew 2003). For this reason, the study did not measure the speed 

of  punishment  implementation.  It  is  clear  throughout  many  different  studies 

conducted  in  the  past  using  GDT  that  most  have  shown  that  certainty  of 

punishment is more important than both swiftness and severity, which these 

often having minimal impact on many crimes (Cullen & Agnew 2003). 
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Therefore,  the  certainty  of  punishment  will be  the main  concept  of  concern 

analysed and considered within this study. Overall, certainty is can be defined 

within the parameters surrounding the probability of detection, apprehension, 

or arrest (Becker 1974). Punishment certainty is used in this research study to 

develop understanding on why there does not appear to be much deterrence 

in the way of lower-tier cybercrimes. The capabilities of private policing sectors 

and  online  vigilantism  are  analysed  in  regards  to  punishment  certainty  to 

demonstrate how  the  lack  of  consistency  in  punishments  impacts  upon  the 

deterrence  of  cybercrimes.  Without  the  grounding  of  laws  and  a  police 

presence and governance there is no uniformity or stability in the punishments 

or risks that are perceived with conducting crimes online (Ajayi 2016).  

 

Therefore, in accordance with GDT it is expected that if a standardised level on 

online  governance  can  be  confirmed.  The  probability  of  apprehension  or 

punishment for cybercrimes will rise creating an increased risk. This should 

then link with the frequency of crimes being committed, creating a decrease in 

certain cybercrimes as the risk begins to outweigh the reward.  

 

The reason for using the GDT in this dissertation is to offer an explanation as 

they why cybercrimes are not deterred by the existence of laws alone.  It will 

ultimately aid in answering the research questions as it provides an explicit 

measure for testing the effect of police, private policing and online vigilantes on 

deterring computer crimes. The second justification is rooted in the examination 

of early computer crime studies, particularly in relation to information security 

studies. In the past they have place significant explanatory power on the GDT  

in their theoretical frameworks and proposed policies, thus it makes sense to 

expand upon this past research and further apply GDT to aid in explaining the 

success and power held by the different nodes of governance (police, private 

sector, and online vigilantes) in cyberspace (Mishra & Dhillon, 2006). It should 

also be noted that commonly most westernised legal systems such as the UK 

and the US are based upon assumptions of rationality founded in the validity, 

basis,  and  assumptions  of  deterrence  (Cullen  &  Agnew,  2003).  Thus,  this 

design  and  model  of analysis will work  best  at a generalised  level to 
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conceptualise the effects different nodes of governance have on the localised 

and global phenomena of cybercrimes. 

Despite the overwhelming success and overall applicability of GDT in research 

studies pertaining to cybercrimes there are some caveats and issues that can 

arise in  its successful application. One challenge in cyberspace in the 

overwhelming anonymity that can be offered to its users, and the main element 

that attracts and motivates cybercriminals in their actions. Some may argue 

that this may impact on the use of GDT as the anonymous nature of the internet 

and  the  lack  of  apparent  police  presence  online  renders  deterrence  theory 

useless  and  irrelevant  in  the  virtual  space  (Burke  2014).  However,  it  is 

important to understand that the presence of the police themselves while useful 

are not what GDT implies. Deterrence can come from any source; a 

punishment  or  risk  can  be  derived  from  any  node  of  governance.  The 

deterrence comes from the perceived risk of detection, punishment, 

apprehension, the higher the likelihood of these concepts the greater chance 

of deterrence (Burke 2014).  

Mulhall (1997) reports an interview he conducted with an ex-hacker ultimately 

about  the  main  reason  he  was  deterred  from  committing  further  hacking 

offences.  The  ex-hacker  stated  that  he  originally  believed  detection  and 

apprehension  impossible  (Mulhall  1997).  Only  once  this  assumption  was 

proven incorrect through his arrest did he realise that hacking was a serious 

offence and deemed the risk of punishment to outweigh the reward (Mulhall 

1997). 

 

Thus, it becomes clear that seeing police presence is not the only factor that 

can  affect  the  certainty  of  a  punishment.  What  might  be  more  important, 

regarding cases of cybercrimes, is what efforts are put in place by the police 

increase the awareness and certainty of some form of punishment. Increasing 

this certainty will be explored  throughout this paper as it could be rooted in 

many different functions such as increasing crime detection, fostering further 

cooperation with other nodes of governance etc.   
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2.2 Methodology  
 

Finding the most suitable methodology for this research study was a challenge. 

This was largely due to the impact Covid-19 had on networking opportunities 

that would have afforded the connections to conduct interviews with industry 

professionals in the sectors being studied. As well as this most companies were 

adjusting to government requirements which would have means they might not 

have  agreed  to  participate  in  the  study  due  to  the  lack  of  time.  However, 

interviews with police officers, private sector employees and online vigilantes 

would  have  been  ideal  for  this  research  to  aid  in  understanding  how  the 

different  industries  themselves  view  their  role  and  impact  on  dealing  with 

cybercrimes and policing ‘cyberspace’. Interviews would have been an ideal 

method of  collecting  primary data,  mitigating  the needs  and  risks of  relying 

solely upon secondary sources (Flick 2014).  

 

Nonetheless,  this  study  employs  a  qualitative  research  method,  primarily 

through the analysis of secondary sources (Flick 2014). This research 

employed nodal governance to identify the main governing bodies that hold 

some form of authority or influence over the deterrence of cybercrimes. This 

allowed the appropriate themes or nodes to be identified thus, narrowing down 

the focus of the research. Nodal governance aided in clearly defined and laid 

out the different bodies that impact cybercrimes and policing. Nodal 

governance postulates part of an account, defining the  parameters of how 

governing  or  leading  bodies  develop  and  arise  from  the  operation of  highly 

complex systems (Burris, Shearing & Drahos 2004). It is an adaptive response 

that enables the defining some structural  order within  new  or different 

environments (Burris, Shearing & Drahos 2004), in the case of this research 

cyberspace. All nodes are not created equal, thus, can have varying impacts 

on  the  governance  of  cyberspace  which  will  then  directly  correlate  to  their 

impact on deterring cybercrimes (Burris, Shearing & Drahos 2004).  

 

Nodes fluctuate in their accessibility and effectiveness in their impact on  other 

nodes (Burris, Shearing & Drahos 2004). They can positively and negatively 
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influence the perceived governance of other nodes (Burris, Shearing & Drahos 

2004). Technologies, approaches, attitudes, and resources will differ in ways 

that can have a potent impact on the perceived prominence, significance, and 

efficiency of the nodes (Burris, Shearing & Drahos 2004). Individual nodes may 

in some cases be, rather narrow in their scope of knowledge and capacity, 

again this can change over time with  societal impacts grounded in technical 

advancement or even social issues (Burris, Shearing & Drahos 2004). Broader 

nodes  can  become  narrowed  down  and  more  limited,  restricted  nodes  can 

expand and grow (Burris, Shearing & Drahos 2004).   

The nodal governance architecture recognised in this research work to form a 

reductionist system or network to aid in the explanation of bodies that can aid 

in the deterrence of cybercrime. The identified avenues were “the government 

(including international and national criminal justice, non-criminal justice and 

local);  law  enforcement  (Police  from  international  to  the  local); private 

industry (across all sectors, large, medium, small, and micro) and the general 

public (civil society groupings both on and offline)” and online vigilantism (Levi 

& Williams 2013; Huey, Nhan & Broll 2012). For the narrower scope of this 

research, the network was narrowed down to focus mainly on Law 

Enforcement, Private Industries and Online Vigilantism.  

Governments were excluded from this study as it is not within the scope of this 

research to look at cyber terrorism, warfare, and organised crimes. The main 

focus  of  this  paper  lies  within  cybercrimes  that  tend  to  affect  the  everyday 

person rather than the high-level crimes that are perceived to have a greater 

impact on society or a state as a whole. The general public while briefly touched 

in this paper were also not selected as a body of focus as it was determined 

that they do not have a large enough impact (when compared with the chosen 

nodes) on the police’s role in cyberspace to fall into the scope of this research.  

This study then researched and examined different secondary sources such as 

books, peer-review journal articles, official documents, other research studies 

from  various  organisations  and  some  media  platforms  (Flick  2014).  Mark 

Button’s 2019 article ‘The “New” Private Security Industry, the Private Policing 
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of Cyberspace and the Regulatory Questions’ was the main academic source 

used to inspire and set the foundations of this research. It was central to the 

identification of the key nodes of governance chosen to be looked at in this 

study. Buttons past studies showed a gap in cyber governance research and 

was  thus,  central  to  the  parameters  and  scope  of  this  research  study. 

Furthermore, from the various other academic readings and nodes chosen the 

following case studies were then selected to allow for a deeper exploration into 

how the private sector and online vigilantes control and monitor cyberspace, 

allowing this study to further show how the police do or may fit into this process 

in the future.  

 

The first case study looks at how Instagram and YouTube failed to effectively 

control  the dissemination of a  murder  victim  Bianca  Devin’s  explicit images 

relating  to  her  homicide.  This  study  considers  how  the  current  rules  and 

guidelines of social media organisation’s do appear to be a consistent enough 

measure of deterrence in relation to cybercrimes. Thus, it is then pondered how 

consistency of  punishment  can  be  strengthened, potentially  through deeper 

cooperation with the police.  

 

The  second  case  study  consider  online  vigilantes  working  as  ‘paedophile 

hunters’ in an effort to prevent paedophiles from targeting children online. This 

study then considers why online vigilantism appears to be on the rise which 

can be speculated to be largely to due to a perceived failing on the part of the 

police  in  deterring  cybercrimes.  Further  analysis  is  then  provided  on  online 

vigilantism’s impact on deterring crimes of cyber paedophilia, revenge porn etc. 

Critical analysis is also conducted on the relationship between the police and 

these online vigilante groups.  

 

Though the approach of using case studies remains a controversial topic when 

considering different  approaches to data collection process, they are widely 

recognised as a legitimate and effective choice in many social science studies, 

especially when in-depth rationalisations of social conduct and behaviours are 

pursued (Yin 1984). Case study research allows for the deeper exploration and 



 22 

understanding of complex issues, when limited resources are available to the 

researcher.  Acknowledged  as  a  tool  in  a  variety  of  different  social  science 

studies,  the  role of  a  case  study  becomes  more  obvious  when  considering 

issues regarding sociology (Grassel & Schirmer, 2006) and community-based 

problems (Johnson, 2006), such as cybercrimes.  

 

Yin 1984 defines the research method of case studies as an empirical  

examination that investigates a modern, present-day experience within its real-

life, genuine context; when the restrictions between phenomenon and 

contextual  circumstance  are  not  apparent;  and  in  events  whereby  multiple 

sources of evidence are used. Therefore, a case study is a distinctive way of 

observing any natural phenomenon that has been catalogued within a set of 

data (Yin, 1984).  

 

There are several different types of case studies, McDonough and McDonough 

1997 classifications of evaluative case studies aligned with the form or research 

conducted in this study. An evaluative method was used in the exploration of 

case studies as it allows the researcher to go a step further in the analysis 

process, providing opportunity to add judgements and theories to the 

occurrences found in the data studied (Flick 2014). These detailed qualitative 

accounts  that  are  often  produced  through  the  analysis  of  case  studies  go 

further  than  just  adding  a  judgement  of  opinion  developed  based  on  the 

account being looked at. The help to further explore and delve in the intricate 

complexities  of  real-life  situations  that  may  otherwise  be  missed  through 

experimental or survey-based research (Zainal 2007). 

 

Further building on this a multiple-case design approach was be adopted in this 

paper to provide evidence through numerous sources. According to Yin 1994, 

the interpretation of results from case studies, stems from the application of 

theory to the situation rather than on changing populations themselves. The 

technique  of  patter-matching  can  be  used  throughout  the  analysis  of  case 

studies to effectively link information found to theoretical analysis (Campbell 

1975),  the  multiple-case  design  then  works  to  enhance  and  supports  the 



 23 

results, connecting the case studies together. Arguably this then aids in the 

legitimisation of the use of case studies as a method, as it increases confidence 

in the findings derived from the analysis of these studies. Thus, careful design 

of a case study is essential and must be able to prove the following key factors 

(Flick 2014):   

 It  is  the  only  possible  method  to  extract  implicit  and  explicit 

information from the subject matter. 

 It must be applicable to the research questions being studied. 

 It follows best practices meaning the scientific agreements used 

in social sciences are rigorously followed. 

 

2.3 Methodological Restrictions 
 

The main limitation that lies within the chosen qualitative research method of 

secondary analysis is the risk of misinterpretation of the data and bias (Flick 

2014). With interviews, it would have been possible to develop the research 

from first-hand knowledge that was derived from questions specifically tailored 

to  the  research  questions  and  goals  (Flick  2014).  However,  the  qualitative 

nature of the data aided in the combating of the issues that arose with the lack 

of uniquely collected data (Flick 2014). When choosing sources for exploration 

and  analysis  the  circumstances  surround  the  research’s  publication  were 

examined to ensure that any preconceived biases within the research were 

accounted for (Flick 2014). It also identified any gaps within the research, the 

social context of publications and any other issues that may have arisen with 

the works being looked at (Flick 2014).  

Case studies stipulate some different limitations to those mentioned above. Yin 

1984 reviewed the following two types of disputes against case study research. 

First, oftentimes case studies are accused of lacking foundations to set the 

parameters in which they will be conducted. Yin  argues that “too many times, 

the  case  study  investigator  has  been  sloppy,  and  has  allowed  equivocal 

evidence  or  biased  views  to  influence  the  direction  of  the  findings  and 

conclusions” (Yin 1984, p21). As discussed previously, every effort has been 
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made in this research to ensure that the use of case studies is legitimate with 

any conclusions drawn being grounded in GDT theory. Secondly, case studies 

are  sometimes  considered  to  be  a  poor  method  in  generating scientific 

generalisations largely due to the small number of subjects, with some only 

being conducted with one subject. This commonly raises questions of how a 

generalisation on a subject can be made from a small sample pool? (Yin, 1984).  

To Hamel et al, 1993 and Yin 1994, however they combat this argument in 

stating that establishing clear guidelines and objectives of a case study are far 

more important than sample size. 

The research methods chosen have been identified as the most appropriate 

given the restrictions of time, scope and costs regarding this research paper. 

GDT will provide the parameters of analysis that will be conducted regarding 

the different nodes of governance identified that will be discussed in 

subsequent chapters. 
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Chapter Three: Policing Cybercrime  
 
To develop an understanding of how the role of the police has been impacted 

by other nodes of governance in the policing and deterrence of cybercrimes, 

an understanding first needs to be reached on the current situation of the police 

regarding cybercrimes and cyberspace. This chapter considers the evolution 

of the police with the advent to technological advancements and the 

introduction of the cyber realm. Illustrating the reasonings as to why the police 

are not at the forefront of governing and regulating cyberspace, considering the 

reasons why they are not acting as a deterrent in the name of the law as is 

generally seen in physical realm. This chapter aims not to provide a 

comprehensive analysis of police infrastructures online but rather an overview, 

for a detailed analysis of the challenges and emerging issues that have arisen 

for the police in the digital age.  

 

3.1 Impacts of Cyberspace  

Crimes  committed  online  started  to  receive  considerable  attention  around 

2004, this is when cybercrimes began to be classified as a serious problem. 

Prior to that, much of the online deviance and crime were from either workplace 

scammers or amateur hackers writing malicious software and defacing 

websites in pursuit of bragging rights and increased social reputation (Levy 

2010).  Unfortunately,  due  to  carless  security  procedures  and  the  obstruse 

nature of initial information system networks, it is nearly impossible to quantify 

and define when the first internet crime (cybercrime) occurred (Levy 2010). 

Nonetheless,  it  is  clear  beyond  dispute  that  since  2004  cybercrimes  have 

grown exponentially with the rapid advancement and evolution of new 

technologies (Levy 2010). Furthermore, the internet has resulted in businesses 

both large and  small  to move  their operations  online,  this has been  further 

exasperated in light of the 2019 Covid-19 pandemic. There are now very few 

businesses that can successfully exist without a platform online.  Moreover, the 

internet  has  created  avenues  that  both  legitimate  companies  and  criminal 

organisations  can  access  with  ease  to  develop  their  operations,  potentially 

magnifying  their  impact  globally  (Brenner  2004).  Thus,  law  enforcement 
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agencies are presented with numerous challenges when it comes to policing 

cyberspace because it often surpasses national jurisdictions.  

The Internet and computer networks facilitate an enormous arrangement of 

services and resources at the click of a button (Yar 2013). It has transcended 

life  as  we  know  it  allowing  for  greater  flexibility  in  working  hours,  location, 

enriched  globalization,  afforded  easy  access  to  educational  material  at  all 

levels, developed new avenues for social fulfilment, and improved collaborative 

working  dramatically  through  the  instant  access  to  information  and  shared 

ideas (Bandler & Merzon 2020). Computers have proven to be highly  lucrative 

targets.  They  are  essential  for  the  normal  standardised  running  of  almost 

everything in society today (Yar 2013). The internet has dictated an 

amendment to societies understanding of security, risks, and threats (Singhal, 

Tandan,  &  Miri,  2013).  Not  only  does  the  vaster  connectivity  expand  the 

number of possible victims of cybercrime, but it has also increased the number 

of probable offenders due to the anonymity afforded online (Grabosky 2016). 

Although overall the internet is considered to be positive advancement within 

society, making immense  improvements to the ease at human beings’ lives. 

However, it has also acted as a new conduit for the expansion of existing crimes 

and the development of new ones online (Bandler & Merzon 2020).  

3.2 Governance of Cyberspace  

The increasing number of cybercrimes has brought about many investigative 

complications and concerns (Singer & Friedman 2014). Many scholars argue 

that  it  is  apparent  that  law  enforcement  agencies  are  ill-equipped  to  tackle 

cybercrimes because of their perceived superiority grounded in their advanced 

use of technology, a main resource that appears to be lacking amongst the 

police  (Bandler  &  Merzon  2020).  For  instance,  an  offender  can  be  located 

anywhere in the world and depending on the type of cybercrime conducted, 

their financial means and technical knowledge it is feasible that more 

perpetrators have access to the most advanced up-to-date software, firewalls, 

and encryption facilities to ensure they remain anonymous while conducting 
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illicit  activities  online  (Bandler  &  Merzon  2020;  Cockcroft,  Shan-A-Khuda, 

Schreuders & Trevorrow 2018).  

This is then further exasperated by the vast number of policies pertaining to the 

internet.  The  internet  has  no  clearly  defined,  centralised  body  in  charge  of 

governance over any avenue of cyberspace (Bandler & Merzon 2020). Each 

constituent online is in charge of setting their own standards and regulations. 

There are no geographical or political boundaries making cyberspace 

accessible  to  anyone,  anywhere  at  any  time  from  a  multitude  of  different 

devices or networks (Gillespie 2019). Hence, one of the most prominent issues 

when it comes to effectively governing and securing cyberspace against cyber 

criminals is the absence of a centralised and coordinated regulatory authority 

within the virtual environment (Yar & Steinmetz 2019 ). As posited within GDT 

this  then  means  that  there  is  a  lot  of  uncertainty  when  it  comes  to  the 

punishment of cybercrimes. Who will carry out the punishment? What will it be? 

Where will it occur? There are too many questions surrounding the certainty of 

punishment for the police or governing bodies to successfully deter people from 

committing cybercrimes.  

Nouh, Nurse, Webb & Goldsmith 2019 conducted semi-structured interviews 

with experts from the government and private sector to develop understanding 

of  the  generalised  challenges  faced  by  governing  bodies  in  dealing  with 

cybercrimes.  It  was  concluded  that  poor  coordination  between  departments 

and different institutions is one of the biggest hurdles preventing the successful 

deterrence of cybercrimes.  

Furthermore, existing intergovernmental organisation (CERT, ENISA, NCSC, 

NCA) created for the purpose of fostering international public-private 

cooperation at the police or state level are often designed to deal with more 

‘serious’ threats such as cyberterrorism, cyberwarfare and organised crime. 

Thus,  it  should be  noted  that  these  corporations will  for  the  most part  face 

largely different challenges in their role of deterring these high-level 

cybercrimes that they have different resources to that of the general policing 

agencies (Bandler & Merzon 2020). In line with the parameters set, this study 
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then only focuses on the police and the deterrence of what are considered to 

be lower tier cybercrimes committed on both an industrial and global scale. 

Existing mechanisms currently in place to foster international police 

cooperation  are  time-consuming,  ill-conceived,  expensive  and are  often  not 

designed  for  the  explicit  purpose  of  deterring  and  preventing  cybercrimes 

(Awan  &  Blackmore  2016).  Laws  vary  from  country  to  country  which  could 

arguably be considered the main reason that there is no consensus when it 

comes to developing a concrete definition of what cybercrimes actually are (Yar 

& Steinmetz 2019 ). This also means that a lot of underreporting of some crimes 

occurs  due  to  uncertainty  from  both  the  police  and  the  public  of  what  acts 

actually constitute  as cybercrimes (Ajayi 2016). The Council  of Europe 

Budapest Convention on Cybercrime 2001 is currently the most 

comprehensive  international  treaty  and  legal  framework  in  place  with  the 

purpose  of  trying  foster  international  relations  to  aid  in  the  prevention  and 

prosecution of  cybercrime. Overall, it has proven highly inadequate in ensuring 

that cyberspace is free of criminal activity (Ajayi 2016; Tosoni 2018; Weber 

2003).  

The provisions drawn in the Convention are often found by academics, policy 

makers  and  law  enforcement  officials  to  be  outdated,  overly  complex  and 

lengthy (Ajayi 2016; Tosoni 2018; Weber 2003). This then oftentimes serves in 

making the outlined objectives and procedural laws difficult to understand and 

apply to modern investigations of cybercrimes (Ajayi 2016; Tosoni 2018; Weber 

2003). This subsequently mean that its reach is limited by the select number 

countries that even signed the treaty in the first place (Ajayi 2016; Tosoni 2018; 

Weber 2003). Limitations and agreement difficulties are to be expected to a 

certain degree when attempting to garner international cooperation, however 

the Convention is often accused of imposing on a state’s sovereignty which 

only serves to further alienate the fostering of international relationships and 

the  cooperation  required  to  enable  such  a  treaty  even  a  small  chance  at 

success (Ajayi 2016; Tosoni 2018; Weber 2003). Thus, the treaty itself does 

not aid in the setting the parameters of legality and punishment certainty online, 
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thus within GDT the Convention it not a strong, reliable enough threat source 

to begin inspiring the deterrence of cybercrimes.  

Thus, it is becoming apparent that some fundamental legalities of cybercrimes 

need to be established on an international scale to allow for the successful 

policing and prosecution of cybercrimes on a global level; across borders (Ajayi 

2016; Grabosky & Stohl 2003). Police agencies have stumbled from shortages 

of experience in the technical understanding and underpinnings of cybercrimes 

(Awan  &  Blackmore  2016).  Weaknesses  in  the  discrepancies  of  current 

cybercrime legislation across countries act as constraints preventing the police 

from sharing resources and cooperating on cross-jurisdictional boundaries that 

can often be found when investigating some cybercrimes due to the inherent 

globalised nature of the internet and cyberspace (Ajayi 2016). There are tens 

of thousands of law enforcement agencies globally and many of them appear 

to be uninformed about cybercrime, especially those deemed to be of a lower 

level and priority (Awan & Blackmore 2016).  

3.3 Reterritorializing Policing 

Willits and Nowacki 2016 argue that popular opinion of the police suggest that 

they are not organised or equipped to address cybercrimes. “Dozens of articles 

are published in major newspapers and magazines each year with titles like 

‘Police clueless on web crime, says chief’ and ‘Local-level police ill-equipped 

for cybercrimes, cyber threats’” (Willits  & Nowacki 2016, p107). Citizens are 

then largely lacking faith in the police, believing that they are not a reliable 

resource capable of successfully dealing with cybercrime (Awan & Blackmore 

2016). Hence, individuals often rely on other nodes of governance such as the 

private sector to improve their computer safety and security (Awan & 

Blackmore 2016). This lack of police assurance can even cause some people 

to  turn  to  online  vigilantism,  taking  it  upon  themselves  to  address  certain 

cybercrimes with the aim of preventing victimisation and shaming offenders.  

Due to the factors mentioned above cybercrimes thus often go unreported, not 

investigated, or unsolved. The lack of local police involvement and apparent 
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interest  in  cybercrime  leads  the  public  to  underestimate  their  capabilities 

(Bandler & Merzon 2020). This often leads to the general public participating in 

riskier  behaviour  online  as  they  can  easily  be  tricked  in  their  search  for 

information into going to unsecure malicious sites or be scammed into giving 

away  their  sensitive  details  which  only  further  leads  to  people  becoming 

compromised  online by  cybercrimes  (Bandler  &  Merzon  2020).  In  turn,  this 

serves in causing more moral outrage from the public when the police are seen 

to be  unhelpful and  unable to  handle the large number  of cybercrime 

investigations (Forouzan, Jahankhani & McCarthy 2018). 

The  present-day  inadequacy  of  local  police  roles  in  responding  to and 

investigating cybercrime is generally rationalised through the practical 

restrictions and confines inflicted by the apparent global and immaterial nature 

of cyberspace (Wall 2011), and the cultural construction of cybercrimes. Where 

singular  damages  are  considered  minor,  and  resources  are  overextended, 

queries are raised within local police forces about whether it is in the public’s 

best interests for them to allocate more resources to expensive multi-national 

investigations (Bandler & Merzon 2020).  

On the one hand, police occupational cultures rooted concepts and perception 

of  threats  and  concern  with  ‘crime  prevention’  and  ‘emergency  response’ 

(Gilling 2004) meaning that many common types of cybercrime do not fit into 

those confines, despite evidence of the observed seriousness of the 

cybercrime  problem  (Bossler  &  Berenblum  2019).  On  the  other  hand,  low 

reporting levels contribute to restricted police directives in addressing 

cybercrime  (Bossler  &  Berenblum  2019).  Explanations  of  this  are  provided 

through the public's awareness of common cybercrimes as a distinct problem 

that  clears  the  threshold  of  permitted  police  action  in  limited  amounts  of 

requests (Yar 2013).  

Past research conducted on police officers revealed that most often cybercrime 

cases  that  occur,  particularly  in  large  cities  are  unable  to  be  prosecuted 

(Bossler  &  Holt  2012;  Davis  2012;  Gogolin  &  Jones  2010;  Holt,  Belvins  & 

Burrus 2012). Thus, investigations into cybercrimes and research on the topic 
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largely focus on high-level cases that receive large amounts of public attention 

or result in massive amounts of financial harm (Bossler & Berenblum 2019). 

Wall 2011 argues that most financial loss can be characterised as  “de minimis”, 

meaning that offenders steal lower quantities of money (i.e., £10,000 or under) 

to escape prosecution as the police are not legally obligated to investigate such 

offences. Oftentimes in such circumstances banks will deal with repayments 

themselves waiving an investigation as the cost will generally be higher than 

the repayments made (Button & Cross 2017). Consequently, from a criminal 

standpoint stealing more money in cyberspace does not balance the concept 

of  risk  and  reward  (Garland  2011).  Stealing  lower  sum  values  work  to  the 

benefit of the offender and as demonstrated through ideas of GDT a lack of 

punishment for stealing less money means that offenders are only deterred 

from stealing one large lump sum, they will instead most likely steal multiple 

lower amounts of money across different banks to increase their overall bounty 

(Button  &  Cross  2017).  This  strategic  form  of  criminality  online    serves  to 

increase the workload of law enforcement agencies, which in turn only further 

exasperates  the  situation,  leading    to  more  cybercrimes  being  missed  or 

ignored by the police (Akdemir, Basaranel & Sungur 2020).  

It is important to understand that the information revealed in this section is not 

in an effort to suggest that police forces can or should be the only or primarily 

accountable  body  responsibile  for  responding  to  all  cybercrimes.  Grabosky 

2001 contends that in cyberspace the first line of defence is grounded in a good 

self-defence  as  it  is  important  to  remember  that  not  all  policing  is  solely 

conducted by a police force (Newman & Bach 2004). Hence from this point, the 

research took the position of  nodal governance to derive that cyberspace is 

policed by many different organisational structures. Government facilities and 

law enforcement agencies (the police) are just two different nodes in a larger 

network (Bandler & Merzon 2020). From here it becomes clear that the private 

sector’s security consultants and online vigilantes also play a large role in the 

governance  and  policing  of  cybercrimes  (Grabosky  2016).  Each  node  has 

different capabilities and methods when it comes to dealing with such crimes.  
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3.4 Cyber Policing Challenges 

Cybercrimes present unique challenges to police bodies some of which have 

already been touched upon throughout this chapter. There is a risk that over-

regulation  of  cyberspace  may  supress  technological  advancement  so  it  is 

essential that any legislation developed in regards to cyberspace and 

technology  must  be  fashioned  in  such  a  way  to  counteract  crimes  without 

blocking technological progression (Button 2019).  

Grabosky 2000 argues that depending on situational context, it is likely that the 

marketplace may be able to deliver more effective solutions to the problems of 

cybercrimes than law enforcement agencies. This will be looked deeper into in 

chapter four; however, it is agreed upon within governments and law 

enforcement agencies that that private industries have the most 

comprehensive research and development capabilities to offer guidance, tools 

and action plans in critical infrastructure to improve regulations and 

cybersecurity (Grabosky 2000).  

As previously mentioned, it is abundantly obvious throughout past research that 

the  police  face  massive  issues  of  inadequate  training  on  how  to  effectively 

investigate cybercrimes (Cockcroft, Shan-A-Khuda, Schreuders & Trevorrow 

2018). Moreover, retaining already trained officers can prove difficult as these 

staff  member  are  often  seeking  other  advanced  opportunities  elsewhere, 

namely  within  the  private  sector as  they  tend  to  offer  the  most  competitive 

salaries (Harkin, Whelan & Chang  2018; Harkin & Whelan 2019). While an 

increasing number of authors are beginning to explore the new and innovative 

ways police are attempting to respond to some cybercrimes (Dupont 2016), it 

is clear that at the level of local policing focus has been on its limitations rather 

than its capabilities and possible futures.  

Additional challenges the police face, are constantly changing public opinions; 

from lack of faith and demands that they police become better educated and 

equipped in cyberspace too concerns regarding over-surveillance pushing the 

world into what is deemed a ‘surveillance society’ (Wall 2011). Fears arise that 
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technology facilitates authoritative bodies to surveil society 24/7, like a real-life 

variant and adaptation of the panopticon designed by Bentham in the late 18 th 

century  (Foucault  1991).  A  balance  needs  to  be  established  between  the 

necessity of order and the enforcement of laws to keep the law objective and 

government control from becoming domineering (Wall 2011).  

Holt, Bossler, and Fitzgerald 2010 conducted survey-based research 

investigating local law enforcement agencies knowledge and understanding of 

the  perceptions  and  attentiveness  considered  to  be  required  in  policing 

cybercrime. This study proposes that a vast majority of police officers are aware 

of their lacking awareness and expertise in dealing with cybercrimes, hence 

their heavy  reliance  on specialist help from  other sectors such as the 

government and private industries (Holt, Bossler & Fitzgerald 2010). Limited 

capacity and  assets emerged as another serious failing in law enforcement 

agencies cyber policing capabilities (Holt, Bossler & Fitzgerald 2010). Nouh, 

Nurse, Webb and Goldsmith 2019 correspondingly revealed from their study 

that  numerous  information  technology  budget  cuts  within  law  enforcement 

agencies pose significant challenges. 

Likewise, Bossler and Holt 2012 assessed local police officers’ views regarding 

their role and responsibility in responding to cybercrime. The results of their 

survey further the narrative that local police officers lack knowledge relating to 

carry  out  an  appropriate  response  to  reported  cybercrimes  (Bossler  &  Holt 

2012). The vast majority of officers revealed in the survey that there is a general 

reluctance within the police to becoming involved in cybercrime cases (Bossler 

& Holt 2012). It was also acknowledged however that a lack of police response 

to such crimes was due to underreporting from the public (Bossler & Holt 2012).  

Bond and Tyrrell 2018 reaffirm in their analysis of national police 

understandings  of  revenge  porn  in  the  UK  that  there  were  gaps  in  their 

knowledge pertaining to familiarity with legislation, data and evidence 

collection.  
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The findings of Hadlington, Lumsden, Black & Ferra 2018 further affirm and 

suggest training inadequacies stem from poor outdated training and uncertainty 

around the very rudimentary, abstract definition of cybercrimes. Furthermore 

Holt et al., 2019 investigated police views regarding the seriousness of online 

harassment.  The  study  illustrated  that  the majority  of  police officers  viewed 

online  harassment  as  a  low  priority  crime  (Holt  et  al,.  2019).  The  negative 

perceptions the police hold relating to such crimes appeared to have a direct 

correlation with their willingness to investigate online interpersonal crimes.  

3.5 Specialised Cyber Policing Units  
 

In response to these challenges police organisations worldwide have reacted 

to the threat of cybercrimes by developing their own specialised policing units 

(Bandler & Merzon 2020). However, despite these developments, there still 

appears to be overwhelming evidence throughout society that these units have 

had  no  impact  on  the  deterrence  of  cybercrimes  (Giles  &  Hartmann  2015; 

Harkin & Whelan 2019).  

 

The is a huge gap in research pertaining to the research of specialist cyber 

policing  units.  Only  one  comprehensive  study  could  be  found  on  the  topic. 

Harkin, Chang and Whelan 2018 conducted empirical research on specialist 

cybercrime units in Australia in an effort to develop deeper understanding of 

the problems faced by officers at the frontline of policing cybercrimes. Thus, in 

order to develop a more comprehensive analysis the cases investigating local 

police officers and cybercrimes discussed above (Bond & Tyrrell 2018; Bossler 

& Holt 2012; Davis 2012; Forouzan, Jahankhani & McCarthy 2018; Grabosky 

2000;  Hadlington,  Lumsden,  Black  &  feral  2018;  Holt,  Bossler  &  Fitzgerlad 

2010; Holt et al., 2019; Lee, Holt, Burrus & Bossler 2019; Nouh, Nurse, Webb 

& Goldsmith 2019) will be used as a baseline, to provide a comparison and 

deeper analysis on how the specialised units may functions and they 

challenges they may face.  
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While it was previously identified that local police agencies are generally not 

interested in investigating cybercrimes Harkin, Chang and Whelan 2018 found 

that  contrastingly  cybercrimes  are  commonly  not  passed  along  to  these 

specialised  units  as  they  do  not  meet  the  correct  criteria.  Hence  it  can  be 

derived that many of these crimes will not be investigated at all (Bossler & Holt 

2012; McDonald 2019).  

 

Despite there still being a vast number of  reported cyber  cases that do not 

reach  these  specialised  units  Harkin,  Chang  and Whelan  2018,  reveal  that 

these  specialist  units  are  struggling  with  a  lack  of  resources  and  an  ever-

increasing workload. This is largely due to the level of demand in society, with 

almost every aspect of the world today being connected in some way shape or 

form to the internet or computer networks there is a constant demand from the 

public and businesses seeking updated aid in computer security and safety 

advice from an official body (Harkin & Whelan 2019; Harkin, Whelan & Chang 

2018).  In  a  study  conducted  by  Lee,  Holt,  Burrus  and  Bossler  2019,  they 

demonstrate the failings of police officers with the appropriate skills in dealing 

with  cybercrime  investigations  (i.e.,  specialist  cyber  units)  stem  from  the 

challenges and restrictions they face, not a lack of willingness to investigate the 

incidents.  These  police  ‘experts’  tend  to  understand  and  acknowledge  the 

severity of cybercrimes, recognising the impact that the lack of cyber 

deterrence is having on society (Lee, Holt, Burrus & Bossler 2019).  

 

Moreover, Harkin, Chang and Whelan 2018 expose a more serious issue than 

poor training within these specialist cyber units. There appears to be a high 

level of turnover in these units. This lack of stability is shown through a high 

level of staff being rotated out of cyber units after completing a specified term, 

opportunities of promotion arise elsewhere (Harkin, Whelan & Chang 2018). A 

lack of advancement opportunities within the specialist cyber units push staff 

with critical, technical experience elsewhere. IT specialists are in high demand 

throughout all sectors today and “the Government is never going to pay what 

the private sector pays” (Harkin, Chang & Whelan 2018, p14). Their promotion 

tracks are limited because these cyber specialists are largely viewed as ‘admin’ 
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staff  by  other  divisions  and  departments  within  law  enforcement  agencies, 

despite their key value and expertise in cyber policing (Gillespie 2019; Harkin 

& Whelan 2019). 

 

Examination of this ideology reflects a larger issue of the harmful views placed 

upon cybercrime and intelligence analysts within the police, which are 

ultimately  diminishing  their  value  to  the  organisation  (Burcher  &  Whelan 

20192019; Sheptycki 2017). Ultimately, institutional failures in law enforcement 

agencies failing to acknowledge the unique strains and demands of cybercrime, 

results in staffing conditions that fail  align with the required standard that would 

make  effective  preventative  and  deterrent  policing  of  cybercrimes  possible 

(Brenner 2004). As a result, it can be argued that the police are undermining 

their own progress. These highly skilled staff members often resort to working 

in the private sector or even sometimes becoming online vigilantes. However, 

it is the lack of advancement and opportunity in law enforcement agencies that 

are causing this destabilisation within the cyber policing units; skilled personnel 

often  move  out  with  the  field of  policing  to  expand  their  skills  set  in  a  less 

restrictive and more lucrative sector (Harkin & Whelan 2019).  

Thus,  it  follows  that  the  existing  hierarchy  of  those  in  charge  of  these 

specialised policing units have questionable experience and technical 

knowledge of dealing with the nature of cybercrimes. In the Harkin, Chang and 

Whelan 2018 study officers from these specialised units confirm an increasing 

lack of intimate knowledge of technology and cyberspace the higher up  the 

police rankings you go. “(Our) commanders, they are not technically minded ... 

I do not think that many of our bosses have much technical experience at all. It 

just gets really hard to explain certain concepts to them when they just, they 

are either looking at you like there is something wrong with you or they are just 

focused on a particular outcome” (Harkin, Chang & Whelan 2018, p9).  

This can subsequently create a negative atmosphere in the workplace that may 

also contribute to the higher rates of turn over. Some of the officers interviewed 

revealed that due to the disconnect between themselves and their superiors it 
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is  causing  feelings  of  discontent,  distance,  disregard,  under-valued,  career 

dissatisfaction etc (Harkin, Whelan & Chang 2018). These emotions could be 

further promoted through the classification that their work on cybercrimes is 

considered a low priority as this can ultimately promote ideas that the skilled 

and difficult work being conducted by these specialists is not recognised as 

important (Harkin, Whelan & Chang 2018). Consequently, it is apparent that 

the escalating significance of most cybercrimes in not understood by most law 

enforcement professionals (Bossler & Berenblum 2019).  

The general consensus from the past studies examined in this chapter is that 

specialised  policing  units  would  directly  benefit  from  frontline  local  police 

officers and superiors within the hierarchy receiving some form of advanced or 

detailed training on cybercrimes. These feelings are reciprocated by some local 

police officers maintain  that  receiving  even basic education on  cybercrimes 

would make it “much easier to navigate technical requests and deal with the 

similar technical crimes that come our way” (McDonald 2019, p39). This could 

ease the burden currently placed upon specialist cyber officers and centralised 

units whilst enabling these cyber units to potentially provide more support to 

frontline officers.  

However as defined by Bossler and Holt 2012 local law enforcement officers 

can  be  sceptical  about  their  responsibility  to  cybercrimes  thus,  some  are 

doubtful about the recommendations of scholars that upskilling is required. This 

then accentuates the difficulties and reluctance that may arise in some officer’s 

regarding training (Bossler & Holt 2012). Ensuring everyone understands the 

defined parameters of the role and capabilities of the cyber unit will increase 

efficiency internally and may also foster external cooperation (Harkin, Whelan 

&  Chang  2018).  Past  literature  identifies  that  cybercrimes  are  increasingly 

affecting all elements and sectors of policing and so it is crucial to promote 

information sharing and understanding amongst the different units such as the 

criminal investigations department (CID), traffic department, fraud units, 

identity crimes, hate crimes, economic crime etc. (Awan & Blakemore 2016; 

Cross & Blackshaw 2014; Levi et al 2017; Wall 2011).   
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Developing a clearer idea of the role of specialist cyber units could also lead to 

increased  deterrence  online.  If  these  units  are  seen  to  be  a  strong  force, 

effective and respected force in dealing with cybercrimes it could improve their 

efficiency making the risk of punishment more likely (Harkin & Whelan 2019). 

This could foster deterrence online, sometimes even the idea of an official, 

strong governing body will be enough, however without the internal respect 

from their peers specialised units will not be been seen as a threat by offenders.  

Solutions to some of these challenges may be rooted in the development of 

new  work  avenues,  fostering  increased  cooperation  in  the  field  of  cyber 

policing.  Offering direct pathways into the cyber unit might see more highly 

skilled staff take up the role straight from university, meaning they will already 

have  the  skills  required  to  effectively  investigate  different  cybercrimes.  By 

placing them through a direct training pathway these applicants will receive the 

practical  experience  they  need  to  be  successful  at  the  job.  Many  skilled 

applicants will be put off applying to the police as people may be reluctant to 

serve a minimum number of years as a ‘beat cop’ as this does not relate to their 

degree of interest of study.  

Programmes like this are not commonplace amongst policing agencies 

worldwide, however, it is becoming more common to see direct pathways into 

specialised policing  such as the CID. Some examples of policing organisations 

that successfully offer such schemes are the Metropolitan police, South-Wales 

police,  Northumbria  Police,  Kent  Police  and  so  on.  While  most  of  these 

programmes are based in the UK, they are proving largely successful, thus it is 

not  unrealistic  to  consider  the  possibilitity  of  introducing  these  schemes 

worldwide,  expanding  their  range  into  other  specialised  police  departments 

such as the specialised cyber unit.  

Another  way  to  potentially  reduce  the  workload  would  be  for  the  police  to 

collaborate  more  with  universities  in  hiring  students  as  interns  or  on  a 

placement (similar to the opportunities available to student within the private 

security sector). This will allow for the effective dissemination of work within the 

unit, easing up the workload on officers for more serious crimes. Students can 
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be  quickly  trained  under  a  mentor  to  work  through  petty  crime  reports, 

conducting the often-time-consuming OSINT research that is often needed to 

build an appropriate case on petty criminals. Most students already use such 

skills to conduct their university research and are actively looking for practical 

opportunities to further their CV and future career prospects. This also opens 

avenues of potentially upskilling these students to retain as full-time staff in the 

cyber unit once they have completed their studies.  

3.6 Who Primarily Polices Cybercrime?  
 
Considering everything discussed in this chapter as a whole the question arises 

of who is the primary body policing cybercrimes today? Past debates 

considering law enforcement agencies and private security have often focused 

upon the development and expansions happening within private sector security 

(Dupont 2016; Johnston & Shearing, 2003). The growth of the private sector 

and security industries are undeniable, with these bodies in the vast majority of 

countries surpassing the public police in terms of size, skills and resources 

(Eggenschwiler 2017).  

 

Thus, it is clear that cyberspace is policed by a variety of different 

organisations,  internet  users,  online  virtual  environment  managers,  security 

consultants, network infrastructure providers, corporate security, NGOs, 

governmental organisations and law enforcement agencies (Bayley & Shearing 

1996). Through the application of nodal governance this study identified the 

main categories that police cyberspace today as governmental institutions, law 

enforcement  agencies,  private  industries,  online  vigilantes,  and  the  general 

public, each taking a varying role in the process. As previously stated as per 

the  scope  of  this  research  law  enforcement  agencies,  private  industry  and 

online vigilantism were the nodes identified with the most policing impact on 

trying to deter lower tier cybercrimes and thus are the focus of this dissertation.  

Button 2019 proposes that the growth on the internet, networks and cyberspace 

have led to the development of new forms of private policing. This is a reactive 

response  from  the private  sector  as  these organisation  attempt  to  find  new 
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ways of preventing and deterring the deviance that occurs online (Button 2019). 

Social media platforms establishing their own ‘Community Operations Teams’ 

demonstrate how these private industries are taking an active role in monitoring 

their section of cyberspace by having a select team investigate complaints and 

moderate the content posted throughout their platforms (Button 2019; 

DeNardis & Hackl 2015). Private security and policing is often supported by 

various machine learning (ML) technical tools that provide automated 

identification and responses to breaches of their regulatory rules (Wang 2019). 

These  technologies  are  being  developed  to  aid  in  easing  the  workload  of 

human staff. 

Furthermore Button 2019 suggest the implication that cyberspace has 

facilitated the production of a new type of vigilantism. Poor police control of the 

internet  and  the  ease  at  which  action  can  be  taken  by  individuals  with  the 

knowledge and tools have seen a form of organised online vigilantism rise to 

take action in cyber governance (Button 2019). As positioned in GDT the lack 

of certainty of punishment will not deter crimes and thus, it can be seen that 

this  lack  of  deterrence  can  push  people  to  take  the  laws  and  punishing  of 

offender into their own hands.  

Within the ideas conceptualised above by Button 2019 the centre of his literary 

argument hypothesises that the public police are still intrinsically tied at the 

centre of this web of policing. His argument is grounded within the criminal 

justice system where it is postulated that the public police are still the driving 

force of punishment as they are a requirement in the creation and prosecution 

of criminal cases and investigations (Button 2019; Haufler 1975). Hence his 

justification  that  they  are  still  the  central  node  of  governance  in  policing 

cybercrimes is situated in his belief that they are main body that can facilitate 

a punishment severe enough to effectively deter and decrease the number of 

cybercrimes committed globally (Button 2019).  

Thus,  Button’s  2019  past  research  is  central  to  the  research  question  in 

identifying how the role of the police may have changed in the tackling of lower-

level cybercrimes. Before conclusions can be  drawn regarding Button’s 
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hypothesis that the police are still the main body in policing cybercrimes an 

investigation into the private sector and online vigilantism must be conducted 

before the position of this research paper can be defined. They are essential to 

most criminal investigations that go to court, thus, are should still be considered 

the  main  body  that  can  provide  the  level  of  deterrence  needed  online  to 

effectively decrease the number of cybercrimes committed worldwide (Button 

2019). Therefore, this research is important in identifying how the role of the 

police may have changed in tackling lower-tier cybercrimes.  
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Chapter Four: The Private Sector  

Chapter three demonstrated why the police are currently failing to be the lead 

authoritative body in setting a standard of cybercrime regulation and 

deterrence.  This  then  chapter  examines  the private  sector’s  role  in policing 

cybercrimes, aiming to provide a detailed analysis of private policing’s role in 

cyberspace and its impact upon cybercrime rates.  

4.1 Private Policing 

Private cybersecurity companies are viewed as holding vast degrees of power 

in  setting  a  baseline  standard  of  safety  and  security  across  cyberspace 

(Brammer,  Jackson  &  Matten  2011).  The  majority  of  these  organisational 

powers maintain their own power over guardianship and control online, when 

relating this to the powers of private industries in the terrestrial world the level 

of  authority  they  maintain  would  be  unimaginable  in  pre-internet  societies 

(Leukfeldt  and  Yar 2016).  The  governing  state  has  no  direct  authority  over 

these bodies to stipulate changes or mandates over the different platforms of 

creation by the private sector in the virtual environment (Hoffman & Nykios 

2018; Tropina 2015). Thus, the state and law enforcement agencies do not 

have  the  capacity  to  manage  private  industries  that  may  be  conducting 

practices and processes that unintentionally incite  or generate openings for 

cyber criminals to commit crimes (Hoffman & Nykios 2018; Tropina 2015). The 

private sector is largely responsible for outlining their own rules and regulations 

pertaining  to  their  services  (Watkins  2014).  Most  of  the  foundations  set  in 

cyberspace are owned and sustained by different subdivisions found within the 

private sector (Brammer, Jackson & Matten 2011). Some scholars argue that 

it is inevitable that private organisation will take the leading role of protection in 

the online space against cybercrimes (Tilley & Sidebottom 2017; Tropina 2015; 

Watkins 2014).  

The reason the private sector is so heavily invested in securing their platforms 

and space against cybercrimes is due to the substantial loss they may face if 

victimised.  Thus,  private  organisations  use  a  variety  of  different  means  to 

protect  their  assets  from  cybercrimes  (Brammer,  Jackson  &  Matten  2011). 
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They often develop their own cybersecurity structures and hire their own cyber 

specialists in what Button 2019, deems the “new” form of private security and 

policing.  

The cybersecurity structures run by most large organisations are led by a chief 

information security officer (CISO) (Karanja 2017). CISOs run security 

departments with the main aim of preventing and dealing with any cybercrimes 

that may be committed (or attempted) against the company (Karanja 2017). 

This  then  suggests  that  the  main  goal  of  cyber  deterrence  from  a  private 

policing perspective is not to reduce overall crime rates instead just aiming to 

deter a cyber criminal from attacking organisations at an industry level (Karanja 

2017). It runs in a similar fashion as survival of the fittest, those with the best 

defence will often be safer from attack than those without (Giles & Hartmann 

2015).  In  relation  to  crimes  of  hacking  it  has  been  generalised  by  ethical 

hackers that “hackers are lazy. If the system is well protected, got all the right 

defences up, they’re going to move on to a softer target” (McDonald 2019, p42).  

Underneath CISOs a wide range of new cybersecurity specialist roles in the 

private  sector  have  been  developed.  The  rapid  pace  at  which  cybercrimes 

advance  has  brought  with  it  a  necessity  in  the  private  sector  to  advance 

cybersecurity  measures  in  accordance  or  fall  victim  to  crimes  (Brammer, 

Jackson  &  Matten  2011).  In  light  of  this  growing  need  traditional  security 

companies  can  also  be  seen  inserting  themselves  into  this  newer  area  of 

security offering a full and vast range of different services (Brammer, Jackson 

&  Matten  2011).  Of  course,  there  have  also  been  many  new  organisations 

being developed and entering the field with rapid rates of growth.  

An example of how these cybersecurity experts are improving online safety can 

be viewed in the development of Microsoft’s ‘Xbox Live Enforcement” 

community (Button 2019). This team was developed to provide private policing 

on their Xbox Live platform (Button 2019). The team works as Microsoft’s own 

justice system, monitoring Xbox gamers and suspending their accounts when 

the  platforms  terms  and  conditions  are  breached  (Button  2019).  In  2009  it 

showed that over one million users were banned for pirating games (Button 
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2019). Thus, this system works to police crime and prevent offending, however 

its success in deterrence is difficult to measure. It can be assumed that most 

of these suspended accounts will most likely just create new ones when this 

‘punishment’ is inflicted.  Hence it is questionable whether there  is any 

deterrence at all in the creation of this private policing authority. However, it is 

important  to  note  that  while  achieving  deterrence  will  make  such  forms  of 

policing  more  effective,  the  success  of  achieving  this  does  not  negate  the 

importance of having private policing structures.  

As mentioned previously there are currently no state impose regulatory tools or 

measures in place for these new private security industries. The 

implementation of such regulations may be an important area of consideration 

in  the  future  to  uphold  a  standard  amongst  these  cybersecurity  personnel 

members  (Palmer  &  Button 2011).  These  regulations  would  aim  to  prevent 

criminals from accessing certain tools that may facilitate criminal acts, raise 

security  standards  online  and  place  a  level  of  accountability  on  the  private 

security sector (Palmer & Button 2011; Button 2019). These suggestions are 

grounded in the rationale imposed on traditional private security companies 

running in the terrestrial world (Palmer & Button 2011).   

When  considering  the  new  forms  of  private  policing  developed  to  prevent 

deviance in cyberspace this research paper will focus on social media platforms 

and their development of content moderation roles to aid in ensure the rules 

and  regulations  of  their  platforms  are  being  upheld.  Facebook  created  a 

community  operations  team  to  investigate  complaints  and  moderate  the 

content  published  throughout  their  platform  (Button  2019;  Vaidhyanathan 

2020).  Google  also  followed  suit  hiring  content  moderators  to  ensure  their 

community guidelines are being upheld on platforms such as YouTube. Their 

work is sustained by technology via automated tools of ML which both facilitate 

automatic actions and underscore riskier areas for in need of human attention 

and decision making (Vaidhyanathan 2020).  
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4.2 Content Moderators  

The role of the content moderator is lacking research in the field of academia, 

it is often overlooked and disregarded within cybersecurity literature. Their job 

is most similar to that of a security guard or the police as their function is to 

monitor content for deviant or criminal actions (Wall 2011). Similarly, they also 

share other commonalities such as low pay, high working hours and excessive 

turnover rates (Button 2019; Logan 2017; Vanheule & Declerq 2009).  

Moderators are employed to monitor and regulate the content being posted on 

social  media  sites  (DeNardis  &  Hackl 2015).  This involves  removing  posts, 

images, and videos that often contain deviant or criminal content that may be 

disturbing,  inappropriate  or  offensive  to other users  on  the  platform  (Wright 

2009).  Such  content  can  be  reported  or  flagged  for  attention  however  the 

moderator should conduct their own searches as well (DeNardis & Hackl 2015). 

The moderator is monitoring content on a global scale as there are no borders 

or  boundaries  separating  states,  organisations,  or  people  on  social  media 

platforms (DeNardis & Hackl 2015). A moderator judges’ content in accordance 

with the social media platforms rules and regulations, guidelines of their role is 

given upon employment however very little in depth training is given (van der 

Berg & Verhoeven 2017). Due to the nature of some content online and broad 

meaning behind rules and regulations some decisions must be made at the 

discrepancy  of  the  moderator  (DeNardis  &  Hackl  2015).  Some  of  the  role 

involves  making  judgment  calls  that  may  vary  from  worker  to  worker,  thus 

creating some potential inconsistencies in the serving of punishments as some 

moderators may hold prejudices and biases on social matters that others do 

not.  

Due to the apparent research gap in literature on the role of the moderator and 

the impact of their work, it is difficult to quantify their success in policing social 

media. In 2012 the Guardian released an article discussing the working life of 

a  website  moderator  (Snowdon  2012).  The  article,  looking  at  the  life  of  a 

moderator explained that tools are provided that highlight certain keywords to 

alert suspicious posts that need to be reviewed for deletion (Snowdon 2012). 
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Criteria for content removal ranged from hate crimes to personal attacks aimed 

towards the presents on the program (Snowdon 2012). Other posts that hold 

sensitive content relating to self-harm or suicide require the moderator to report 

the  user  to  their  client  or  boss  who  will  then  try  and  get  the  poster  the 

appropriate help (Snowdon 2012).  

There have been other news reports relating to moderators and the difficulties 

faced  within  their  job  (Logan  2017).  The  psychological  impact of  constantly 

monitoring criminal, graphic or sensitive content including beheadings, torture, 

child pornography, terrorism, animal abuse, self-harm etc (Logan 2017). There 

are then major concerns that there are not adequate support avenues for these 

moderators despite the horrific content they have to monitor (Newton 2019). 

Further research should be conducted considering the psychological impacts 

content moderation may have on employees.  

4.3 Case Study: YouTube and Instagram 

The following segment of this chapter will critically analyse the case study of 

Bianca  Devins  pertaining  to  the  breach  of  community  guidelines  on  the 

platforms of social media services YouTube and Instagram. The policy breach 

discussed in the case study can also arguably be considered criminal as well 

in  light  of  laws  pertaining  to  revenge  porn,  extreme  pornography  and  child 

pornography (ReputationDefender 2017).  

Bianca Devins  

On July 14 th, 2019, 17-year-old Bianca Devin’s was murdered by close family 

friend Brandon Andrew Clark, in a failed murder suicide (Cooper 2019). Clark’s 

suicide  attempt  failed  so  he  was  charged  with  second-degree  murder  and 

sentenced to 25 years to life in prison (Cooper 2019). After Clark murdered 

Bianca, he took photographs and posted the extremely graphic images of her 

lifeless body and nearly decapitated head to different social media platforms 

(Cooper 2019). From there, once the photos were uploaded, they began to be 

disseminated  throughout  the  internet  by  different  online  users  sharing  the 
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images across the platforms, Facebook, Instagram, Twitter, Snapchat, 

YouTube and Discord (Cooper 2019). 

For the purposes of this research this study focuses on YouTube and Instagram 

when considering their policing of the graphic images of Bianca being spread 

and  researched  across  their  platforms.  Unfortunately,  the  images  remained 

highly visible across these platforms for over a week, and now two years later 

they can still be found being used and shared on these platforms by a select 

few users. This demonstrates a failure in policing and a lack of enforcement of 

community guidelines. 

Now regardless of the community guidelines of these social media platforms it 

is the opinion of many that the sharing and spread of these images should be 

classed as a criminal act (Lewis 2016). The use of graphic images is highly 

contested in journalism reports, thus even further ethical concerns are raised 

when considering the lack of context afforded to such images on social media 

(Lewis 2016). Debates surrounding the effects of the sharing of these graphic 

images  tend  to  focus  upon  those  upset  or  offended  by  them  rather  than 

considering the harms being done by people that are seeking out these images 

to facilitate other illicit acts (Lewis 2016). There are huge concerns that these 

images sensationalise violence and potentially encourage or inspire criminals 

to commit even more dramatized murders to gain vast media coverage (Lewis 

2016). Guidelines and restrictions need to be put in place to try and prevent the 

publishing  of  such  images  from  contribution  to  killers  self-mythologisation 

(Lewis 2016).  

However, when considering the sharing of images of Bianca’s murder online 

the arguments can be posed slightly differently than if it was a journalist taking 

a photo on the job. Bianca’s picture was shared through malice by her murderer 

which arguably makes it fall under (depending on the country) laws of child 

pornography due to her age, extreme pornography due to the nature of the 

content and finally revenge porn due to the distress these images caused to 

her family and the defamation it causes to Bianca’s character. While Clark was 

punished for his crimes against Bianca, the continuous dissemination of her 
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image online led to others participating to a degree in illicit behaviour pertaining 

to  her  case  as  it  is  clear  that  these  images  were  posted  without  consent. 

Bianca’s mother reportedly released a plea statement begging online users to 

stop sharing and spreading the images further (Cooper 2019).  

Upon  examination  of  YouTube  and  Instagram’s  community  guidelines  it 

becomes  clear  that  these  images  clearly  breach  the  platforms  rules  and 

guidelines (Instagram 2021; YouTube 2021). YouTube’s guidelines explicitly 

state that it is against their rules to post graphic content involving “physical 

attacks;  corpses,  bodily  fluids  such  as  blood  (YouTube  2021).”  Similarly, 

Instagram has rules 1 on owning the intellectual property rights, and  policies 

against “sharing graphic images for sadistic pleasure or to glorify violence is 

never allowed (Instagram Community Guidelines)” (Instagram 2021). Hence 

the  question  remains,  with  the  posting  of  images  of  Bianca  Devin’s  violent 

death being a breach of each platforms policies why did it take so long for her 

images to be taken down, and why can some still be found today?  

When the situation is analysed at a deeper level it was revealed from multiple 

accounts  that  when  users  reported  the  images  for  violating  the  platforms 

guidelines,  they commonly received an automated response, particularly on 

Instagram,  stating  that  the  images  did  not  violate  the  platforms  community 

guidelines or that the images would remain up with a sensitive cover (Cooper 

2019). The failure of Instagram to quickly take down the images sparked an 

online spamming war  where a level of community policing arose with those 

against the exploitation of Bianca’s murder case flooding the trending hashtags 

being used to share the graphic photos with images of pink clouds (Cooper 

 
1 Instagram recently updated their safeguarding measures, introducing a new sensitivity content 
control function that affords users the possibility of limiting the spread of content that could be 
deemed upsetting of offensive. The function is automatically set to limit this content, so users 
have to change the settings themselves if they want to view sensitive data.  
As  this  update  occurred  after  the  research  had  been  conducted  and  completed  for  this 
dissertation it is unclear exactly how it will affect the findings of this paper. However, a small 
investigation was carried out on a few different devices, and it appears that sensitive content 
(guns, sexual images, etc.) is still available for a lot of people to view despite the new function 
(even when it is turned on). Though, there have be a select few reports that content such as 
women in bikinis is being removed and censored for some users when this function is enabled. 
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2019). This largely worked in making it more difficult for others to gain access 

to the images online (Cooper 2019).  

When  contemplating  why  so  many  sought  to  share  the  explicit  images  of 

Bianca it becomes clear that most were attempting to capitalise on her murder. 

The opportunity to gain followers was huge with reports of people spamming 

related content with comments such as “FOLLOW ME!!!& DM !! me for full video 

and picture" (Cooper 2019). Thousands of Instagram users promised 

uncensored images for a follow or tried to trick people into seeing cruel memes, 

malicious content, or even online shops (Cooper 2019).  

 

While  it  is  abhorrent  to  think  about  how  Bianca’s  death  was  treated  on 

Instagram the narrative identified on YouTube on large appear just as negative. 

While it is important to acknowledge that many videos on the platform were 

dutiful in the reporting of Bianca’s death, treating it as news. These channels 

were respectful in the fact the left all graphic images of the case out of their 

video,  due  to  the  insensitivity  and  exploitation  tied  within  their  existence. 

However, there were some channels on YouTube that sought to capitalise on 

Bianca’s situation by using these graphic images in thumbnails and titles to 

entice viewers to watch their monetised videos. Again, while a large percentage 

of these images have been removed and videos taken down, there are still 

some available on the platform today. Other than the removal of these images 

from  videos  there  is  no  evidence  that  these  channels  received  any  other 

repercussions  for  their  actions  such  as  their  videos  being  demonetised  or 

removed all together.  

 

Thus, Instagram and YouTubes failings in upholding their community guideline 

policies demonstrate how individuals were allowed to profit or benefit in other 

ways off of the unauthorised sharing of graphic murder photos. Hence, from 

the analysis derived in this study it can be concluded that there is no true form 

deterrence in the form of content moderation to prevent people from posting 

explicit or graphic content that go against the platform rules and regulations, or 

even breach criminal laws.  
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It is clear that the algorithms and moderators employed to monitor the content 

available  on  these  platforms  are  not  ample  enough  to  create  far-reaching 

impacts. While ML has come a long  way, it is still not advanced enough to 

provide  fully  reliable  comprehensive  algorithms  that  can  deliver  complete 

detection capabilities of the content being posted on these platforms (Wang 

2019).  ML  cannot  successfully  measure  all  content  in  accordance  with  the 

community guidelines in place (Wang 2019). So, the human moderator plays a 

huge, essential role in ensuring that they offer the necessary judgement calls 

needed when the ML algorithm fails connect the issues with the reports of a 

breach  being  made.  From  here  it  can  be  determined  that  the  potential 

reasoning for the failing of fast community guideline enforcement, stems, not 

only  from  the  failings  of  ML  algorithms  but  the  potential  lack  of  training, 

understanding of the human content moderators.  

 

Furthermore, it could be determined that  the quantity of moderation needed 

was too high for the moderators to keep up with. Indicating that there are not 

enough staffing resources  to cover the demands of the role on these large 

social media sites. Further research would need to be conducted on the matter 

to gain a more comprehensive insight on the true issues that potentially arise 

in the successful employment of content moderators.  

 

4.4 Social Media and Deterrence  
 

From the analysis conducted on the Bianca Devins case, it is clear that the risk 

of  having  content  removed  or  losing  access  to  one’s  social  media  account 

whether temporarily or permanently is not enough of a deterrent to prevent 

these crimes or breaches of regulation from occurring. The risk does not appear 

to  outweigh  the  potential  rewards that  could  lead  to   profit,  popularity, 

reputational acceptance, influence etc. The level of governance being carried 

out  in  these  instances  by  social  media  companies  is  neither  impactful  nor 

consistent  enough  to  deter  online  users  from  posting  what  they  want.  The 
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biggest risk they take is potentially having to make a new account if theirs gets 

taken down.  

 

An interesting avenue of online governance that is currently being pushed for 

by some members of the general public is the development of a law to make it 

a legal requirement that when opening a new social media, a verified form of 

ID must be provided (Marshall 2021; Price 2021; Stringer 2021). Where an 

account belongs to a minor it must be verified with the ID of a parent/guardian 

(Marshall 2021; Price 2021; Stringer 2021). This petition was created by Katie 

Price in an effort to bring official governmental regulatory methods to social 

media in an attempt to prevent anonymised harmful activities that are currently 

for the most part considered by many to be untraceable (Marshall 2021; Price 

2021; Stringer 2021).  

 

The  introduction  of  such  a  law  could  allow  for  more  effective  cooperation 

between the police and social media companies when it comes to dealing with 

serial offenders on their platforms. ID would make it easy to identify users that 

are  continuously  using  their  social  media  platforms  to  perform  anonymised 

deviant or criminal acts. This would then allow social media content moderators 

to build a case against such individuals continuously using their social media 

presence to spread facilitate their criminality. Evidence can then be provided to 

the  police  to  ensure  a  harsher  more  consistent  punishment  than  account 

banning, or removal is actioned should case require it. The police can work with 

social media companies to develop a standardised framework explaining what 

constitutes as a criminal offence and setting the parameters on how evidence 

should  be  gathered  to  ensure  successful  prosecution.  The  case  would  be 

passed from the social media content moderators to the police so that harsher 

more proportionate punishments relative to the crime committed can be given 

out;  fines,  community  service  or  prison  time –  this  would  be  relative  to  the 

offence/offences  committed.  This  could  then  provide  stronger  risks  would 

potentially as per GDT result in the reduction of cybercrimes carried out on 

social media.  

 



 52 

4.5 Ethical Considerations  

Responses  to  Price’s  petition  requesting  the  valid identification of  all  social 

media  personnel  in  their  accounts  has  brought  about  many  concerns  and 

ethical considerations on the matter. While it may make it easier to monitor, 

control and prosecute certain cybercrimes it also runs the risk of opening new 

doors  for  crimes  of  hacking  and  identity  theft.  These  crimes  are  arguably 

considered more severe than that of posting negative or harmful content online.  

The UK Government also posit that such legislation runs the risk of hampering 

social media users that may rely on anonymity to protect their identity (Price 

2021). These users include criminal informants, journalists, security analysts, 

victims  of  abuse  etc.  Arguably,  the  risks  here  could  be  mitigated  if  public 

anonymity was allowed to be maintained. ID verification should only need to be 

confirmed  by  the  social  media  platform  behind  the  public  elements  of  an 

account. Verification details would then be stored privately with only limited 

staffing personnel working at the social media platform - or in cases of criminal 

offence  the  police  -  having  access  to  the  details  for  regulation  purposes. 

However, this solution does not account for the fact that a large percentage of 

the world do not have a valid ID (Desai, Diofasi & Lu 2018), so such legislation 

would become a serious restriction of the freedom of expression and rights.  

Further ethical consideration arises when looking at concerns pertaining to the 

private  policing  in  general.  Regarding  social  media  moderators,  their  role 

provides them authorised access to illegal content such as child pornography, 

revenge porn, and other sensitive information or graphic images that should 

not be accessible on the public domain (DeNardis & Hackl 2015). On top of this 

CISO’s  working  in  other  avenues  of  policing  the  private  industry  may  have 

access to malicious code, exploits and the tools used to conduct these offences 

(Holt 2018; Holt 2020). Thus, without proper regulation their work can easily to 

the line between criminal and legal (Holt 2020).  

The  variety  of  issues  touched  upon  here  illustrate  a  potential  need  for  the 

implementation  of  greater  controls  in  society  to  ensure  accountability  for 
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decisions  that  are  taken  by  such  workers  pertaining  to  the  data  they  have 

access to. Some forms of licensing may need to be required when it comes to 

working with certain tools, networks, or data online. This is a similar idea to the 

licenses that are currently used for security workers in the terrestrial realm.  

Overall, this chapter successfully defines why private policing is considered to 

be such an important node of governance when it comes to policing 

cybercrimes.  However,  it  becomes  clear  upon  further  analysis  that  Buttons 

theory that the police still need to be a central body in the governance structure 

for  successful  policing  to  occur  is  largely  accurate  (Button  2019).  Private 

industries lack the capabilities to guarantee punishment of offences committed, 

thus as posited in GDT deterrence cannot be achieved as there is no definite 

punishment to criminal or deviant actions. This paper then argues that these 

nodes of governance (law enforcement and private police) need to share equal 

responsibility over policing cybercrime, working in partnership to ensure that 

deterrence can be achieved. One node has the expertise to investigate crimes 

and  the  other  has  the  capacity  and  authority  to  prosecute  offences  should 

appropriate evidence be provided.  
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Chapter Five: Online Vigilantism  
 
This chapter explores the actions of online vigilantes in policing cyberspace in 

an effort to punish offenders. This chapter analyses the connections between 

online vigilante actions and GDT factoring in reasons as to why they may not 

be able to foster the deterrence of cybercrimes.  

 

5.1 The Rise of Online Vigilantism  

Button  2019  pushes  the  narrative  that  technological  advancements  have 

created  new  opportunities  for  any  individuals  within  society  to  voluntarily 

participate in acts of policing (Huey, Nhan & Broll 2012). These opportunities 

span across a wide range of potential activities such as OSINT investigative 

research  (Huey,  Nhan  &  Broll  2012).  Thus,  introducing  the  relatively  new 

concept of online vigilantism.  

There are  many different  labels  used  to describe online  vigilantism  (Wall  & 

Williams  2013)  such  as  digital  vigilantism  (Trottier  2016),  digilantism  (Prins 

2010) or cyber vigilantism (Marx 2013). All these labels share the common 

belief that the phenomena of vigilantism stems from feelings of moral outrage 

and the desire for justice from the general public in reaction to some form of 

turbulent  event  (Wall  &  Williams  2013;  Trottier  2016;  Marx  2013;  Johnston 

1996; Prins 2010). For the purpose of this research paper online vigilantism will 

be label used to define the digital form of vigilantism. In its core nature online 

vigilantism relies heavily on technology, social media being one of the most 

common platforms used. Thus, it is important to study the effect the use of such 

technologies may have  on  ethical  and societal issues such  as privacy 

infringement.  

Preece 2004 positions that the norms of society are reflected in the actions, 

behaviours and values conducted by the vast majority of society (Morton 2003). 

Social norms are the most common beliefs held throughout a society regarding 

what  constitutes  as  acceptable  behaviour  (Postmes,  Spears,  &  Lea,  2006). 

Thus,  the  technological  implications  of  online  vigilantism  reflect  the  active 



 55 

choices  and  selected  norms  being  followed  by  the  vigilante  (Morton  2003; 

Postmes, Spears & Lea 2006).  

 

5.2 Vigilantism  
 

Vigilantism occurs when the norms and perceived order of society come under 

threat from acts of deviance or criminality (Johnston, 1996). It was first derived 

from the medieval practice of charivari between 13th – 14th century France (Wills 

2020). Charivari  was the practice of public humiliation through the mockery 

deviant individuals (Wills 2020). In a similar strain online vigilantes often punish 

offenders through public shaming on social media (Wall & Williams, 2013).  

 

Hence,  vigilantism  is  a  largely  emotional  response  to  real  or  perceived 

deviance or criminality that does not appear to be prevented or punished by the 

official governing bodies of  authority throughout society  (Bateson  2020; 

Johnston  1996).  Johnston  1996  posits  that  acts  of  vigilantism  have  the 

following characteristics: 

 

 Any actions taken must be premeditated.  

 Participants are voluntary private citizens. 

 It’s a form of self-directed policing of deviant social actions.  

 It threatens or employs the use of force.  

 It arises when social order is threatened. 

 It  aims  to  control  and  prevent  crime  and  deviance  through  acts  if 

security. 

 

5.3 Defining Online Vigilantism  

As  mentioned  earlier,  online  vigilantism  is  “a  process  where  citizens  are 

collectively offended by other citizen activity, and respond through coordinated 

retaliation on digital media, including mobile devices and social media 

platforms” (Trottier 2016, p60). Online vigilantism works as a node of informal 

governance within online communities.  
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Online vigilantes use a variety of different techniques to retain a semblance of 

social control when the order is threatened (Solove 2007). Most types of online 

vigilantism rely upon individuals taking governance into their own hands to try 

and  maintain  the  security  and  safety  of  cyberspace  (Solove  2007).  Social 

control is intertwined with the perceived norms of society (Black 1983). It largely 

refers to most human practices, ideals and engagements that contribute to the 

overall social order, influencing citizens to conform to an acceptable standard 

(Black 1983). This control can be intentional or unintentional narrowly focusing 

in on public response to deviance (Black 1983). Hence, it also covers all forms 

of punishment as they are always a means of control, revenge, reimbursement, 

gossip,  and  disapproval  (Black  1983).  It  can  also  incorporate  numerous 

different types of intervention by third parties, such as mediation, arbitration, 

and adjudication (Black 1983). It includes instructions, prohibitions, and other 

kinds of counsels and proclamations that outline how civilised people in society 

should  behave  (Black  1983).  Further  expanding  on  this  it  also  involves  all 

methods and preparations that aid in the management of people with 

complaints, social deviants and or criminals (Black, 1983).  

In  other  words,  online  vigilantes  attack  people  perceived  to  be  deviant  or 

criminal in the belief that confrontation along with some method of punishment 

will reinstate social order and deter future cybercrimes and online deviance 

(Solove 2007). Without the threat of punishment, often public shaming, online 

vigilantism conceptualises that chaos will ensure destroying the social controls 

that set the norms and orderly governance of society (Solove 2007).  

5.4 Psychology Behind Online Vigilantism  

Online vigilantism is becoming an increasingly popular phenomena through the 

anonymity that is often afforded to these actors (Solove 2007). It offers  them 

an extra shield of safety from any repercussion that could occur as a direct 

result of their actions. The anonymity that can be achieved online creates a 

relative freedom amongst the users, it acts as a conduit for an almost altered 

state  of  reality,  which  enables  a  form  of  disassociation  from  one’s  actions, 

hence the rise in deviant and criminal acts (Aiken 2016). This altered stated 
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can create a mob-like mentality with users seeking punish moral wrongdoers, 

in an effort to avenge those victimised by the perceived wrongs (Aiken 2016). 

Thus, oftentimes the people partaking in online vigilantism only do so because 

the  fear  of  repercussion  has  been  removed;  they  would  not  act  in  such  a 

manner in the terrestrial world (Aiken 2016). 

Solove  (2007)  argues  the  current  laws  established  to  try  and  regulate  the 

internet and cyberspace often aid in protecting deviant or criminal users in their 

irresponsible and illicit acts. As previously mentioned, the right to anonymity is 

enforced online in an effort to ensure privacy however some argue that it is 

within these laws and those similar that the protection of privacy is decreasing 

online as harassment increases (Holt 2019; Holt 2020).  

Many academics studying cyberpsychology have documented many different 

cases how the cyber culture has served to bring out new or different sides of 

someone’s  personality  (Aiken  2016;  Benson  &  Mcalaney  2019;  Greenfield 

1999; Solove 2007; Whitty & Young 2016). Functioning like an entirely different 

person online people seemingly adopt self-serving, antisocial and occasionally 

offensive or sadistic behaviours online, a complete contrast to their personality 

and  mannerisms  in  the  real  world  (Aiken  2016;  Benson  &  Mcalaney  2019; 

Solove 2007; Whitty & Young 2016). 

Regarding the anonymity afforded online it presents the same benefits to cyber 

criminals that it does online vigilantes. The more opportunity people have to 

invade privacy and spread misinformation without concerns of attribution, there 

is the increased likelihood they will do so (Aiken 2016; Solove 2007). As per 

GDT  you  cannot  with  certainty,  prescribe  a  punishment  to  an  anonymous 

offender. Attribution aids in perceptions of risk and these notions of risk are root 

cause  of  most  deterrence.  Rationally,  online  vigilantes  and  cyber  criminals 

know their actions are wrong, however unless their identity is revealed they feel 

safe from risks and punishment.  

The bravery and arrogance that come as an effect anonymity online can spark 

harmful  speech  and  a  stigmatised  reputational  damage  to  the  individuals 
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targeted  (Aiken  2016).  “Anonymity,  therefore,  hobbles  the  pursuit  of  legal 

remedies for privacy violations and defamation,” (Solove 2007, p146). 

Anonymity reduces the control in cyberspace, opening up more opportunity to 

offend and widening access to potential victims.  

Thus, the control that is lacking in the virtual environment is the missing piece 

that, if control was reinstated online then there would be civility and 

accountability  to  actions.  Removing  someone’s  anonymity  would  in  most 

instances prevent this perceived dissociation between reality and the illusion 

cyberspace (Aiken 2016). It is impossible to fully police and control who has 

access to cyberspace, however implementing means, tools or laws that can 

ease the attribution of people’s actions online would be just one mechanism of 

many that could communicate control, regulation and provide the appropriate 

risk of punishment online.  

Conversely, though it is also argued that anonymity can aid in the preservation 

of privacy through the promotion of freedom of expression and speech (Solove 

2007). Hence, it is a double-edged sword, one the one had anonymity allows 

people to easily invade the privacy of others, however it can also work to allow 

people to honestly express their opinions publicly without being identified and 

condemned  for  sharing  controversial  views  (Solove  2007).  What  is  now 

classified as the ‘information age’  allows for a new, modernised version of 

vigilantism (Solove 2007). Easy access to the tools and resources to function 

anonymously online are free and open to everyone. So, it is then arguable that 

restrictions to such tools and applications in the form of payment etc. would 

serve to deter such actions online. People are willing to accept such actions 

when they are free but will in most instances shy away for paying for the right 

in induct punishment and control over others online (Trottier 2016).  

5.5 Types of Online Vigilantism  

Vigilantes tend to focus on policing deviant behaviours that are both dependant 

on  the  internet  (solely  occur  in  the  virtual  environment)  or a  form  of  hybrid 

actions that host components of both the virtual and terrestrial environments. 
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(Trottier 2016). Depending on the acts the vigilante is policing their behaviours, 

punishments will change and in some instances be carried out in the physical 

world  and  not  exclusively  online  (Smallridge  &  Wagner  2020;  Tuovinen  & 

Roning 2007). The punishments inflicted by online vigilantes can take a variety 

of shapes and forms ranging from website/account removal, shaming, 

humiliation, release of private data, threats of harm both virtual and physical 

etc. (Smallridge & Wagner 2020; Tuovinen & Roning 2007).  

However, there are many different debates surrounding the different types of 

online vigilantism, as with most methods pertaining to cyberspace, 

cybercrimes,  and  cyber  policing  there  is  no  true  consensus  to  its  definition 

(Smallridge & Wagner 2020). Therefore, the phenomenon of online vigilantism 

is mainly studied on a case-to-case basis. The following section of this chapter 

will discuss the subsequent different types of online vigilantism, scam baiting, 

identity theft activism, public shaming, and anti-paedophile activism. 

Hacktivism and some forms of counter-terrorism also fall within the category of 

online vigilantism, however they are out with the scope of this research as these 

crimes are considered to be higher-level than what are considered in this paper.  

Scam Baiting 

Scam  baiting  is  used  by  online  vigilantes  as  a  retaliation  against  offenders 

aiming  to  steal  or  scam  money  from  vulnerable,  susceptible  people  online 

(Smallridge  &  Wagner  2020).  The  scammers  often  operate  under  a  guise, 

pretending to be people of authority (banks, government officials etc.) sending 

unlawful  fines  to  people  in  the  hopes  they  will  pay.  These  scammers  also 

request  people  to  act  as  a  conduit  for  money  transfers,  promising  a  large 

reward  or  commission  (that  will  never  come)  for  their  help  with  solving  a 

challenge  affecting  ‘official’  business  (Smallridge  &  Wagner  2020).  In  the 

process  of  these  communications  victims  are  tricked  into  exposing  their 

sensitive information such as back details or any other forms of confidential 

financial  information  (Smallridge  &  Wagner  2020).  Hence,  online  vigilantes 

employ  the  use  of  scam  baiting  against  these  offences.  The  vigilante  will 

converse with the scammer to waste their time and resources in an effort to (in 
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the short term) prevent them from targeting other more vulnerable computer 

user (Smallridge & Wagner 2020).   

Identity Theft Activism 

Similarly, to scam baiting online vigilantes use similar tools and methods in 

identity theft activism. The same time-wasting tools and method are employed 

to try and prevent further harm being done to the victim of the identity theft 

(Smallridge & Wagner 2020). Oftentimes if the vigilante is skilled enough, they 

will open an investigation into the identity theft to try and trace the thief and 

provide  the  evidence  to  the  victim  so  the  police  can  prosecute  the  crimes 

(Smallridge & Wagner 2020). The very nature of identity theft is difficult to prove 

as  is  for  the  most  part  not  investigated  by  legitimate  bodies  (Smallridge  & 

Wagner 2020).  

Public Shaming 

Public shaming is likely the most common form of online vigilantism as it can 

be seen almost everywhere online to varying degrees (Smallridge & Wagner 

2020). Online vigilantes might just see their chosen target by chance through 

OSINT research or idle browsing (Smallridge & Wagner 2020). However, in 

some instances they may use big data to aid in tracking and tracing of alleged 

or suspected offenders (Balkin 2017). Big data allows for users to conduct a 

form of historical analysis of any content online (Balkin 2017; Constine, 2012). 

This data is used by the police, offenders, and online vigilantes alike (Trottier, 

2014; Andrejevic & Gates, 2014). When a vigilante identifies an offender, they 

publicly identify that person and shame them for their actions often through the 

use of social media sites or blogs.  

A Russian online vigilante group known as StopXam specialise in reporting and 

shaming those that commit road-traffic and parking violations (Gabdhulhavov 

2019).  The  shaming  element  is  introduced  as  the  vigilante  records  these 

interactions  and  then  edits  and  share  the  videos  on  different  social  media 

platforms  such  as  YouTube,  Facebook,  and  Instagram  where  they  then 

proceed to receive millions of views (Gabdulhakov 2019).  
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Anti-Paedophile Activism 

Anti-paedophile activism is  one of  the most  commonly recognised  forms or 

online  vigilantisms.  This  largely  stems  from  the  exposure  is  in  different 

television programmes such as Dateline: To Catch a Predator, whereby similar 

or the sane means were used in an attempt to catch these predators. These 

self-proclaimed ‘paedophile hunters’, are also one of the most controversial and 

contested to have emerged in the internet age (Smallridge & Wagner 2020).  

Most of these groups use different social media sites or online chat forums to 

pose as children with the aim of exposing these paedophiles that take the bait 

and reveal their ‘true’ nature (Smallridge & Wagner 2020). Some of the most 

prominent  groups  known  across  the  world  are  “Letzgo  Hunting,”  “Creep 

Catchers,” “Daemon Hunter,”  “Dark Justice,” “Hunters 24/7,”  “Perverted-

Justice”  and the “Jewish Community Watch”. It is important to note that this is 

not an exhaustive list, there are many more of these groups out there and often 

times  these  groups  shut  down  or  change  names  due  to  increasingly  bad 

publicity if any of their operations go wrong.  

These groups often justify their actions through means of self-idolisation and 

generating a kind of ‘hero complex’ as they truly believe that the exposing of 

these  paedophiles  is  righteousness  and  often  cannot  seem  to  grasp  the 

consequences of their actions should mistakes be made (Smallridge & Wagner 

2020).  

5.6 Misconceptions of Online Vigilantism  

From the different types and definitions of online vigilantism provided above it 

is important to clarify the distinction between online vigilantism and community 

policing as the two are often confused (Johnston, 1996). Community policing 

often  comes  in  the  form  of  local  community pages  being  created  on online 

different  forums  or  on  social  media  platforms  where  different  community 

members will update on any deviance or criminal activities ongoing in the area 

(Holt  &  Bossler  2020).  They  report  things  such  as  increased  break  ins 

(potentially describing the offender), new tactics used by offenders to mark and 
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scope  out  properties,  reveal  petty  vandalism,  missing  pets, or  persons, 

revealing  new  online  or  even  in  person  money  scams,  reveal  malicious 

websites etc. These pages work to ensure that everyone in the area is updated 

on what’s happening and can take the or even extra precautionary measure to 

limit their chances of being victimised (Rahman 2018). Often time allegations 

are  not  made  against  a  particular  person  claiming  their  guilt  in  an  offence 

(description are more commonly given) however, when someone is called out 

specifically for a crime this can in some cases see community policing devolve 

into  online  vigilantism  in  the  form  of  naming  and  shaming  these  potentially 

criminal individuals (Rahman 2018). 

In the terrestrial world there and lots of standardised are laws and regulations 

that  are  enforced  on  large  by  the  police,  however,  official  policing  of  the 

cyberspace as mentioned throughout this paper is often much more complex 

and challenging (Ajayi 2016). The online space vastly facilitates and expedites 

the number and capabilities of criminal actions, even just the act of checking 

on someone’s social media page can in some situations lead to spying as a for 

reconnaissance or even cyberstalking (Rahman 2018). The use of social media 

to aid in the reconnaissance process can for example see hackers or even 

home thieves profiling their victims finding updates on their lives looking for the 

easiest access point or time whereby the desired crime can be committed (Levy 

2010). Hacking can often see someone’s computer or bank accounts becoming 

compromised through phishing scams or other various forms of malware that 

work to retrieve personal data off of ones computer providing cyber criminals 

the  necessary  details  to  steal  money  or  create  fake  documents  such  as 

passports (Yar 2013; Levy 2010).  

Thus,  the  ineffectiveness  of  these  laws  and  their  enforcement  online  in  an 

attempt to contain and prevent cybercrimes often fail leaving it largely down to 

community policing to warn others and ensure citizens are as a safe as possible 

online and within their communities (Wall & Williams 2013). Online 

communities therefore tend to try and control their own populations to prevent 

cybercriminal  activities,  most  of  these  methods  are  legal  however  in  some 
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cases  can  turn  into  forms  of  online  vigilantism  hence,  it  is  important  to 

understand the distinction between the two forms of online policing (Wall & 

Williams 2013).  

5.7 Are Online Vigilantes Successful at Policing Cybercrime? 

There are many different ongoing debates between academics, the public and 

even the police or other official governmental bodies evaluating the perceived 

usefulness  of  online  vigilantes  in  the  aid  of  cybercrime  prevention  and 

prosecution (Prins 2010; Marx 2013). Should they be considered a police asset 

or a nuisance?  

Prins 2010 argues that there should be specific law and regulations made to 

restrict and control to initiatives of online vigilantism. The aim here would be to 

try and limit the possibility of having so many false accusations not only go 

public but ‘viral’ online as they can be extremely harmful to the alleged offender 

(Prins 2010). Altheide 2013 further this argument by considering the 

background  of  most  vigilantes,  he  then  posits  that  most  civilians  lack  the 

knowledge or training required to effectively track, identify, and confront alleged 

offenders in a safe and operational manner.   

However,  in  contrast,  as  touched  upon  earlier  Trottier  2016  enforces  the 

position  that  big  data  provides  online  vigilantes  the  tools  for  tracking  down 

potential  offenders  online  giving  the  opportunity  for  increased  information 

sharing  with  the  police.  Someone’s  digital  identity  that  they  create  online 

through social media and other sites aids in an online vigilantes’ capabilities in 

profiling and understanding alleged offenders, it can even be used to track them 

down and identify their location (Balkin 2017). These same tools also expand 

the reach of law enforcement but due to internal restrictions of lack of staff time 

to conduct such large-scale research, Schaefer and Steinmetz 2014, further 

argue that the services of online vigilantes can then further extend the reach of 

the police. 
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However, Marx 2013 identifies that there is a conflict in interest when the police 

ask  for  help  from  online  vigilantes.  One  the  one  hand  it  can  increase  the 

transparency of police world through the active, intentional inclusion of civilians 

in  aiding  in  case  research  and  identification  processes  (Marx  2013).  Yet, 

conversely in an attempt to prevent false allegations which can lead to a form 

a mob mentality which may see the alleged offender be harassed and attacked 

by the public the police try and maintain a level of confidentiality when trying to 

identify criminal actors (Marx, 2013).   

5.8 Case Study: Paedophile Hunters  

In order to explore online vigilantism legitimacy and measure its success, this 

research compares and analyses a two different well known anti-paedophile 

activists; ‘Creep Catchers’ and ‘Dark Justice’.  

This  analysis  focuses  on  how  vigilantes  who  conduct    status  degradation 

ceremonies impact upon crime rates and the deterrence of online paedophilia. 

It  is  the  main  consensus  that  functioning  as  they  are  these  groups  do  not 

appear  to  successfully  act  as  a  large  deterrent  to  these  offenders.  The 

developing  role  of  these  ‘amateur  law  enforcers’  is  causing  an  increasingly 

public debate concerning the ethical repercussions of putting vigilantes on the 

frontline when dealing with sensitive issues such as child sex abuse.  

Supporters view anti-paedophile activists as a valuable resource to be 

harnessed by police, this support and guidance from the authorities can only 

make these online vigilantes more effective in the perceived role to society (e 

Silva 2017). Those against anti-paedophile activists often include many child 

safeguarding  professionals  that  focus  upon  the  detrimental  effects  these 

groups  can  have on  society  (e  Silva  2017.  Critics0  largely  claim  that  these 

vigilantes impede on police investigations with their amateur stings potentially 

tipping off paedophiles affording them the time to cover up their actions by 

destroying crucial evidence (e Silva 2017). 
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Creep Catchers  

Creep Catchers Canada was created in August of 2016. They are currently 

running a website and Facebook page where they appear to post all the alleged 

paedophiles, they have caught in an effort to name and shame them for their 

crimes. The organisation is most active in Western Canada, particularly around 

Calgary, Kelowna, and Surrey, however it has since spread across the country 

with approximately forty different chapters active at the start of this research 

project (Grant, 2017; Krishnan, 2017). Creep Catchers’ vigilantism transpires 

within the context of their instigation of and involvement in illegal, or semi-legal, 

sting operations.  

The  careless,  haphazard,  unorganised  techniques  of  Creep  Catchers  are 

increasingly being scrutinised by different experts in the criminal justice system 

and  even  from  some  ex-members  from  the  movement  itself.  The  Creep 

Catchers have  posted  dozens  of videos  live  online, revealing  mistaken 

identities, sometimes of individuals who are mentally challenged (Henderson 

2017).  Their  website  clearly  states  that  not  all  of  the  offenders  they  make 

allegations against are prosecuted by the police.  They always appear to be 

confrontational, shaming, bullying, even resorting to physical assault in some 

cases. The methods of these so-called “paedophile hunters” are simple. They 

create fake profiles of 18-year-olds on websites like Craigslist or Grindr, then 

when someone begins chatting with them, the bait is switched, and the age 

becomes  15,  14  or  even  12.  Then  they  arrange  a  meeting,  confront  the 

individual  with  live  videos  streamed  online.  Many people  are  viewing  these 

groups  entertainment-driven  law  enforcement  by  people  who  have  no  idea 

what the law is. Often these groups are posting these videos, ruining people’s 

reputations without the police having conducted an official investigation into the 

allegations (Henderson 2017). Despite claims on their website stating 

otherwise  this  group  also  appears  to  conduct  investigations  into  specific 

individuals upon the request and allegations of others. 

 

In July 2017 a creep catcher was arrested after falsely accusing an innocent 

man  of  soliciting  a  young  boy  (Soloducha 2017). The  vigilante  mistook  this 
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mans identity and began recording, following, and harassing him which resulted 

in a small car collision (Soloducha 2017). This case resulted in the vigilante 

being  charged  with  common  nuisance,  criminal  harassment  and  mischief 

(Soloducha 2017).  

There have also been accusations released that the Creep Catchers 

themselves are sharing images that could be classified as child pornography, 

thus committing, and further perpetuating the criminal act they are trying to stop 

in the first place (Henderson 2017). These vigilantes have vowed never to stop 

regardless  of  fines  received  or  prison  sentences  (Henderson  2017).  This 

attitude and work ethic appears to be a commonplace amongst other know 

paedophile hunting groups (Henderson 2017). However, there are a select few 

that appear to be conducting their operations in alignment with the law and in 

cooperation with police officers (Henderson 2017).  

Dark Justice  

A group known as Dark Justice were founded in 2014, predominantly based in 

Newcastle  upon  Tyne,  England.  They  make  it  clear  on  their  website  and 

Facebook page that when conducting operations, they never approach people 

first. Their profiles are set up and lie waiting for an unprompted message to be 

received to avoid leading the investigation. Their first protocol discloses that 

they  are  underage,  and  they  do  not  try  to  prompt  or  encourage  sexual 

conversations  or  behaviour.  When  meeting  with  the  alleged  offenders  the 

police  are  always  called  upon  sight.  Interactions  are  then  recorded  to  gain 

further evidence for the police and protect  the vigilante should the situation 

escalate. All evidence is then provided to the police and witness statements 

are taken from the vigilantes involved. Even if the alleged perpetrator does not 

show up for the meet all evidence collected on the computer is still passed onto 

the police.  

This group works closely with the police to ensure that they do not compromise 

any ongoing investigations. From the research conducted it also appears that 

the  videos  taken  by  the  vigilante  are  never  released  on  their  website  or 
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Facebook page until a successful arrest and conviction have been made. By 

this point the media has normally also already picked up on the story, thus the 

information would be shared regardless.  

Another group that operates like this are the “Black Guardians” an anonymous 

group that works solely through the police, they do not release their success 

stories online or advertise their services through a website or Facebook page 

(Henderson 2017).  

5.9 Online Vigilantism Police Impacts  

From the case studies above, it can be derived that vigilantism on its own works 

at a detriment to the police. The inconsistencies within these groups and the 

inability  to  ensure  conviction  mean  that  there  is  not  much  of  a  serious 

governance structure in place that would work to deter future online 

paedophiles from attempting to solicit children in such a manner.  

However, when considering the groups that work closely with the police, under 

their guidance and in accordance with their rules, regulations, and the law it is 

clear there is potential in the idea of deterring crime through such means. Thus, 

it  is  recommended  that  those  groups  that  work  with  the  police,  are  given 

guidelines and parameters at which they can operate, allowing them to work in 

full cooperation with the police in full adherence to the law.  

This legitimisation of the service from the police allows the ‘vigilantes’ to instead 

operate as consulting bodies or NGO’s giving them more authority and standing 

within society. This will then make it easier for successful cooperation between 

these  groups  and  police  which  will  aim  to  deter  vigilantes  from  operating 

outside  of  the  law  when  there  is  proven  success  within  these  groups.  The 

naming and shaming element conducted within such vigilantism is not the most 

important  factor,  arguably  it  is  not  needed  at  all  in  order  to  create  crime 

deterrence or ensure a conviction.  

The development and legitimisation of such groups may also ensure that all 

evidence will be collected in a legal manner making it easier for more of these 
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paedophilia cases to be prosecuted. Should there be an increase in successful 

prosecutions and a clearly defined body or organisation that is working in such 

a manner to decrease child-pornography crimes online the application of GDT 

should be possible with the result of increased deterrence and prevention of 

such  crimes.  An  active  police  instated  authoritative  body  should  work  to 

increase the risk of being caught to offenders, deterring them from using such 

methods to commit child pornography offences.  

The legitimisation of these vigilante groups that actively focus on cooperating 

with the police is also important to ensure that the public know that vigilantism 

in viewed as deviant and sometimes criminal, meaning that the police cannot 

be seen to support their efforts in any way. Even if is only in the case of select 

groups.  Creating  a  solid  foundation  of  legitimate anti-paedophile  hunting 

organisation will remove the stigma of vigilantism from their operations (all long 

as they work in accordance with laws and regulations).  

Hence, this chapter then argues that despite some actions of online vigilantes 

benefiting the police, this appears to only be a select few with most becoming 

a hinderance to police capabilities. Online vigilantism remains to be a 

widespread  phenomenon  through  a  lack  of  faith  in  police  capabilities  in 

securing cyberspace. As GDT posits the lack of deterrence of crime is a result 

of  the  absence  of  certainty  of  punishment,  showing  an  instability  in  the 

governance system(s) regulating virtual environments. 
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Chapter Six: Discussion and Recommendations  

Overall, this paper has considered the implications of the different nodes of 

governance  seen  that  are  seen  to  take  a  front-line  role in  the  regulation  of 

cyberspace. This paper has argued that no one node of governance on their 

own  appears  to  be  successful  in  policing  and  deterring  the  occurrence  of 

cybercrimes. All of the different sectors looked at; the police; private institutions; 

and online vigilantes; appear to be missing one or more key element which 

impedes on their capacity to successfully inflict proportionate punishments on 

cyber criminals to aid in the future deterrence of cybercrimes.  

The research conducted that in some regards the private sector and online 

vigilantism do undermine police capabilities in successfully policing the 

cyberspace.  The  private  sector  appears  to  be  a  driving  factor  in  the  high 

turnover rate in specialised policing units, however this is arguably a failing 

regarding  the  funding  of  the  police.  The  lack  of  regulation  and  increasing 

innovations in technology within the private sector make it difficult for the police 

to  remain  updated  and  in  control  of  the  different  avenues  that  open  up  for 

criminality. The (sometimes) poor cooperation between the private sector and 

the police with regards to confidentiality  clauses etc. can often result in the 

impeding and an almost standstill being brought to some police investigations. 

Online  vigilantism  undermines  the  police  not  only  in  the  regard  that  their 

methods  are  often  illegal  in  themselves,  but  they  have  often  been  seen  to 

impede on police investigations, alerting cyber criminals to delete vital evidence 

when they realise, they are being investigated.   

Thus, this research paper deems that the police serve a new role in cyberspace 

where they may still be considered the main regulatory body when it comes to 

enforcing the punishment of crimes. However, as they lack the capacity and 

capabilities to conduct the investigations into such crimes it is the argument of 

this paper that they need to work in cooperation with the private sector  and 

online vigilantes to successfully investigate and prosecute cybercrimes. 

Nevertheless, it is important to recognise that the current structural system of 

these groups policing the online space does not foster such cooperative efforts, 
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thus there should be the introduction of new bodies specifically designed to 

work with the police to conduct such investigations. These bodies should be 

privately funded, but grounded in the authority of police developed guidelines 

to  regulate  the  investigation  into  cybercrimes,  ensuring  that  all  evidence  is 

collected in an ethical manner to ensure the best chances of prosecution in the 

court of law. The police should be updated and involved in the  process, but 

they do not need to be the leading body conducting the investigation.  

Furthermore,  the  various  tools  used  online  and  the  authority  to  investigate 

criminal allegations should be regulated, potentially through the introduction of 

licences. This could work to prevent access of the currently open source and 

free tools used by many to commit crimes of hacking. It could also aid in the 

prevention of unauthorised bodies such as vigilantes from trying to investigate 

alleged criminals. However, it is important to consider the ethical implications 

of such licenses and regulations, thus, it is important to use security licenses 

seen in the terrestrial world as basic outline or structure to potentially follow. 

Implementing  some  of  the  recommendations  provided  above  could  see  the 

successful cooperation and uniformity of all the nodes of governance 

investigated in this paper to allow for the successful deterrence of cybercrimes. 

Currently these nodes are all lacking elements posited in GDT to successfully 

create the circumstances in which crime can be prevented. Together, all these 

nodes can work in harmony with the private sector and (legitimised forms of) 

online vigilantes providing the investigative capabilities, resources,  capacity, 

and time to successfully collect evidence to use against and confirm attribution 

of some crimes against cyber criminals. Their cooperation with the police then 

covers  the  certainty  of  a  proportionate  punishment.  The  police  have  the 

authority  and  capacity  to  take  these  investigations  (as  long  as  they  were 

conducted legally) to court to ensure that a successful prosecution is  made, 

and a cybercriminal is successfully punished for their crimes. This will enable 

more defined parameters to be achieved on what the punishment is for these 

low-level  more  localised  crimes,  more  consistency  will  also be achieved as 

these bodies collectively working together will have the focus of what is being 
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looked  for,  investigated  and  a  standardised  procedure  that  allows  a  firm 

confidence in the punishments that will be carried out. Thus, in alignment with 

GDT if a punishment can be ensured and applied consistently to a crime it 

should result in deterrence and the decrease of overall cybercrime rates.  

6.1 Conclusions 

Cyberspace and the constant evolution and expansions in developing 

technologies bring increasing challenges to the successful policing, deterrence, 

prevention, and prosecution of cybercrimes (Gilling 2004). Furthermore, the 

definitional  issues  and  lack  of  cooperation  between  different  institutes  and 

nodes  of  governance  online  make  it  difficult  to  investigate  and  successful 

attribute  cybercrimes  to  cybercriminals.  Thus,  as  stated  in  GDT  deterrence 

cannot be achieved without certainty of crimes which can then be consistently 

punished in a proportionate manner to the crime committed. This paper then 

argues that there is no consistency in online policing (in any manner) to bring 

the successful deterrence of what are considered to be low level cybercrimes. 

Without the introduction of new institutions or avenues that could foster the 

successful  cooperation  between  the  police  and  other  nodes  of  governance 

there can never be success achieved in the online space of garnering true 

deterrence of cybercrimes. The police are needed to provide the authority and 

certainty of punishment however outside cooperation of the private sector and 

vigilantes  are  needed  to  provide  the  capabilities,  funding,  expertise,  time, 

capacity etc. to ensure that a successful investigation into reported crimes and 

alleged offenders can be conducted.  

6.2 Future Research  

It is recommended for an expansion of this research paper to be conducted out 

with the restrictions that Covid-19 placed upon the parameters of the 

methodology. Conducting interviews or focus groups with personnel from the 

different nodes of governments could provide further insights into the failings 

and successes in cybercrime prevention and deterrence. The application of the 

interdisciplinary approach of situational crime prevention (SCP) to such 

research would be recommended as it provides a more comprehensive insight 
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into many different criminological theories on how to appropriately with crime. 

This  would  further  expand  on  the  findings  of  GDT  by  fulling  incorporating 

elements  of  rational  choice  theory,  routine  activity  theory,  crime  pattern 

analysis etc with deterrence theory to create a more comprehensive picture on 

the prevention of cybercrimes. Unfortunately, it was out with the scope of this 

research to enable the successful application of SCP to the research 

conducted.  

Hence, from the determinations and recommendations made within this paper 

it is clear that two key areas for future research lie in the logistics of potentially 

creating a new hybrid organisation funded by the private sector but regulated 

by the police to conduct investigations into cybercrimes. What are the ethical 

implications in bringing in civilians to investigating such crimes? What training 

would  be  required?  How  could  this  cooperation  be  successfully  fostered? 

Would this new organisation increase the faith of the public online leading to 

the decrease of the number of online vigilantes as their efforts could be used 

legitimately by joining these organisations? Or these vigilantes may feel they 

are not needed as these institutions provide the security required to feel safe 

online.  

Ethical and logistical considerations also need to be looked at considering the 

implementation  of  licensing  of  certain  computer  tools  and  security  access. 

There needs to be more research on how this could be implemented without 

imposing authoritarian standards on the internet which could foster resentment 

and potentially further promote people fears of living in a ‘surveillance society’. 

While the immediate benefits are obvious it also needs to be considered how 

this  could  exasperate  some  crimes  as  the  more  sophisticated  criminals are 

often more technically literate that those working to deter cybercrimes.  
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