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Abstract: Low-level programming requires careful management of system re-
sources, most notably memory. In C++ programmers are encouraged to follow
idioms like RAII and smart pointers to handle resources correctly as violating
them leads to unsafe code.

Typed functional programming languages guarantee safe automatic memory
management, but are often sub-optimal in handling system resources. A nice,
formal solution to handling resources naturally is linear types. Unfortunately,
existing languages that support linearity are cumbersome and require explicit,
complicated annotations from the programmer.

We bridge the two worlds by exploring a novel combination of C++ and linear
types. We describe a new type system with linearity for C++ by using constrained
qualified types, while requiring no additional input from the programmer. The
applied result of our work is called Lily, a static analysis tool for C++ using the
Clang compiler infrastructure. Lily can statically detect large, general classes of
issues, some of which are not detected by common state-of-the-art tools for C++.
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Introduction

C++ is a very complicated language, as witnessed by the over 1500 pages in the
2017 version of the C++ standard [ISO17]]. It is reasonable to assume that the av-
erage C++ programmer has a mental model of the language which corresponds to
a mere subset of the actual standard. This in turn leads to sub-optimal decisions
by the programmer, especially with regards to managing resources manually.
Mismanagement of resources is both common and costly [Sze+13].

To ease this burden, a rule of thumb called ‘Resource Acquisition Is Initial-
ization” (RAII) [Str13] is commonly used. The intention is to pair resource al-
location and object initialization together. Similarly, resource deallocation and
object deinitialization are also paired together. This results in resource manage-
ment being tied to a lifetime of an object.

Going even further, the C++ community adopted the concept of ownership
via smart pointers — each object is owned either uniquely by an another object,
or together by a group of objects. When an object is destroyed, all its owned
objects and therefore resources are destroyed as well. This is a valuable low-
level compromise between automatic and manual memory management.

On the other end of the spectrum of resource management, there are highly
sophisticated functional programming languages which are very high-level and
thus quite safe, especially with regards to handling resources. The behavior of
such programs is heavily determined by their types, but since the programs are
very high-level, one cannot tweak their low-level behavior much. Therefore such
languages often rely on complex automatic memory management which is often
sub-optimal.

Our contribution is an attempt to bridge together the two worlds, taking the
safety in types approach from functional programming and pairing it with the
low-level control of C++. The aim is to take a valid, unmodified C++ source file,
extract type constraints, infer advanced linear types and interpret the results
back in the realm of C++. Note that our goal is to do this while requiring no
additional input from the user except for the source file.

In this thesis, we present all the necessary details to achieve said goal in a
significant subset of C++. We also present Lily, a proof-of-concept linter for



C++ based on linear types, which can detect several kinds of issues in resource
mismanagement statically, i.e. without actually running the code. Although a
large subset of these issues is detected by other state-of-the-art C++ linters, we
also found several general classes of programs with gross resource mishandling,
which are detected by Lily and not by other linters.

In order to do achieve that, we build upon Girard’s linear logic [Gir87;Wad93]]
and Wadler’s linear types [Wad90|] to model precise types of single-use functions
and arguments which must be used exactly once. We also use Morris’s linear
qualified types [Mor16|] to give linear types an accessible fagade.

Thesis layout

In the first chapter, we first describe lambda calculus — a simple, yet Turing com-
plete computation model based on functions. After that, type systems are intro-
duced to provide static guarantees about code. We show simply typed lambda
calculus, Hindley-Milner type system, then move to an algorithmic interpreta-
tion of type systems through constraints based systems and end with qualified
types.

The second chapter is about linear types which provide more static guaran-
tees for resources. We introduce general theory about similar substructural type
systems, show how we can change the world by using linear types. In the end, we
show a type system supporting linearity which is expressible in the previously
established model of constrained qualified types.

Lily, a proof-of-concept linter implementation, which uses linear types to
describe C++ programs is introduced in the third chapter. We show the design
of the linter and note some implementation details and the issues encountered
when creating the program. The chapter also describes how linear types are used
to statically analyze C++.

The fourth and final chapter focuses on achieved results, comparing it to the
state-of-the-art in C++ linters. It also contains a comparison of Lily to similar,
related work and points to potential future work.

Appendix of the thesis provides brief instructions on compiling and using the
Lily linter.



Chapter 1

Lambda calculus & type systems

1.1 Lambda calculus

We start by defining a small, yet universal, model of computation centered
around function abstraction and application called lambda calculus. It was orig-
inally introduced by Alonzo Church in 1932 [Chu32]]. The following description
is a summary of [Roj15|] and of [Bar+84].

1.1.1 Syntax

Given an expression F depending on z, the abstraction Ax. F/ denotes a function
x +— FE. For example, the identity function (x + x) is denoted as A\z. z in
lambda calculus. This corresponds to the concept of anonymous functions in
programming languages since our abstractions are also not bound to an identifier.

The syntax of lambda calculus is described in BNF in figure Every ex-
pression is either a variable, an application of two expressions or an abstraction.
We also apply the following notational conventions:

« Parentheses are used to disambiguate expressions — (FE) is the same ex-
pression as F.

« Function application associates from the left — the expression £} Es Fs is
the same expression as (F Fs) Fs.

+ Our definition of lambda calculus as stated supports only unary abstrac-
tions. However, every multi-argument abstraction can be represented as a
chain of unary abstractions via a process called currying.

Given a function f : (X X Y) — Z, currying creates a function h : X —
(Y — Z), such that f(x,y) = h(z)(y) for all choicesof x € X andy € Y.
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Variable Vo= zlyl|z| -

Expression £ 1= V (variable)
| EFE (application)
| ANV E (abstraction)

Figure 1.1 Syntax of (untyped) lambda calculus

This means that we are justified to use multi-argument abstractions as we
can always ‘translate’ them into unary abstractions.

Therefore we use short-hand notation for multi-argument abstractions,
meaning that Axy. F is the same expression as Az. \y. E.

« Inorder to disambiguate the possible meaning of Az. F F,, we say thatitis
the same as Az. (F; E5) and not (Az. ) F», meaning that the abstraction
body extends as far to the right as possible.

1.1.2 Semantics

Semantically, an abstraction Ax. E/ binds the variable x in the abstraction body E.
All variables that are not bound in an expression are considered free. Formally:

Definition 1 (Free variables). Given a lambda calculus expression E, we define
the set of free variables fv(E) inductively as:

fv(z) = {=}
fv(\x. E) = fv(E) \ {z}
fv(Ey Ey) = fv(Ey) U fv(Es)

For example:

fv(A\x. x)

=
fv(Az. zy) = {y}
fv(dz. z (M\y.y)) =0

Next, we would like to define when two expressions are equivalent, i.e. the
same programs up to isomorphism via renaming, formally:

Definition 2 (Equivalence). Lambda calculus expressions F, and F are equiva-
lent, notation Fy = s, if any of the following conditions hold:

« E) and E, are the same expression

6



« One can be obtained from the other by renaming its bound variables

For example:

(Ax. Ey) By = (\x. Ey) Es
ez = Au. u
(Me.x) E=(M\y.y) E
MNe.x) E#£ (\x.y) E
AL XY ZE AL T 2

In order to actually work with expressions in lambda calculus, we need to
introduce the concept of capture-avoiding substitution. This is a principled form
of substitution which can rename bound variables on name collision, formally:

Definition 3 (Substitution). Given lambda calculus expressions M, N and vari-
able x, we define substituting N for the free occurrences of x in M, notationally
[z := N|M as:

o _ N, ifr=y
v= Ny = {y, otherwise
[z := N|(Er E) = ([z := N]EL) ([z := N]Ey)
[z := N](Ay. M) = Xy. ([x := NIM) if v # y andy & v(N)

The last case in the definition is seemingly not well defined for any possible
substitution in an abstraction. For example [z := y|(\y. y =) violates the condi-
tion that y shall not be free in y, the right-hand side of the substitution. However,
we can first rename the bound variable y to a fresh variable u in the abstraction
producing [z := y](Au. u ) which is equivalent according to definition[2]to the
original expression. Now u is free in the right side and we can finally substitute
to get Au. u y.

Computation in lambda calculus uses a single rule known as [f}reduction.
Applying an abstraction Azx. E; to an expression F, results in the abstraction
body FE;, where the variable x is substituted for £}.

v, By By ~ [x:= By B, )

1.1.3 Recursion

Since Turing completeness is equivalent to unbounded recursion, we may show
that lambda calculus is Turing complete if we can show that it has unbounded
recursion.



We can define recursive functions using a special function called the Y com-
binator which calls some function (expression) £ and then creates itself again.
The Y combinator is defined as:

Y =M. (. f (z2) Az f (2 2)))

Notice that applying Y to some expression E using[J]yields:

Y E=(\z. E(xx)) (A\z. E (xx)))
which can be further reduced by using[J] yielding:

Therefore it holds that VE : E (Y E) =Y E, which means that we can use
Y to create boundless recursion.

1.2 Type systems

After the introduction of lambda calculus, Alonzo Church realized that his
lambda calculus is logically paradoxical. To fix that oversight, he added sim-
ple types to his creation [[Chu40], in order to restrict the use of inconsistent
expressions.

A type is assigned to every lambda calculus expression. Expressions that
are unable to be typed are declared invalid. We may observe similar behavior
for types in modern strongly-typed programming languages. Such languages
may for example ban the addition of a number of type Int and a string of type
String which would otherwise likely lead to doing something the programmer
might not have expected.

1.2.1 Formalism

In order to present actual type systems, we first need to introduce a specific
formal notation [Car96| that is used to describe said type systems.

A typing judgment is an assertion that an expression E has type 7 in the
context I', denoted as I' = F : 7. For example we can say that @ + 1 : Int,
that is 1 has type Int or &,z : Int F 2 4+ 1 : Int, z + 1 has type Int if
has type Int. We distinguish between valid and invalid typing judgments, e.g.
& F1:Intand @ F 1: String respectively.

A context I is just a collection of bindings. Each binding = : 7 is a pair of a
variable x and its type 7. We write @ to denote an empty context and I',z : 7
to denote a context I' being extended with a binding where x has type 7. For
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example I' = &, x : Bool,y : Int is a valid context. We denote the domain of a
context I" as dom(I"), defined as set of all variables in bindings of context I, that
isdom(T") ={z | (x:7) eT}.

Inference rules assert the validity of some assertions based on other assertions
that are known to be valid. Each inference rule has a name to the right of the
line, premises above the line and a single conclusion below the line. When all
the premises are valid, the conclusion is valid as well.

Premise; --- Premise,

- [RULE NAME]
Conclusion

For example, given A, B as first-order logic variables, we can write the modus
ponens rule (also known as the implication elimination rule), summarized as
‘assuming A is true and A implies B, deduce B is true’ as:

A A—-B
7

When the inference rule is used to assign a type to an expression, it is called
a type rule, a collection of such type rules is called a type system.

A derivation tree for a judgment J is a tree of judgments with J at the root at
the bottom and some leaves at the top. Each judgment follows from those imme-
diately above it by using some inference rule of the system. A valid judgment is
one that can be obtained as the root of a derivation tree in a given type system.

The problem of finding a type 7 for a given expression F in a given context I
and a type system so that there exists a derivation tree with I' - E : I' is called
type inference. The problem of just verifying if there exists a valid judgment for
a given type 7, expression F, context I and a type system is called type checking.

1.3 Simply typed lambda calculus

Knowing some basic type theory, we can finally extend untyped lambda calculus
with the most elementary form of types creating simply typed lambda calculus,
also known as STLC. The syntax of STLC is described in figure

We add a set C' of type constants of the language — for a real programming
language, this would mean its most basic types like Int or Bool. We also add
syntax for types: a type is either a type constant or a function from one type
to another. Furthermore, we explicitly annotate abstraction variables with their
types.

As a convention, the function type arrow (—) is right-associative, meaning
that 7y — 7 — 73 stands for 7y — (72 — 73). Especially note that the difference
between the following types: 7 — 7o — 73 and (71 — 72) — 73. Whereas the

9



Variable Vo= zlylz]| -
Expression FE % (variable)
EFE (application)

ANV T FE (abstraction)

Type constant C' == a|b|c]| ---
Type T = C (type constant)
‘ T—T (function type)

Figure 1.2 Syntax of simply typed lambda calculus

x:7 €T var]
'ktaz:7 -
Ne:m FE:m (Ass]
F'FXx:m. E):m —>m o
F|_E1271—>7'2 Fl_EQZTl
[APP]
r l_(ElEQ):TQ

Rule set 1 Typing rules for simply typed lambda calculus

former type can be viewed via currying as a function of two arguments of types
71 and 7 returning a value of type 73, the latter type is of a function taking itself
a function of type 7 — 7, as an argument.

Let us go over the typing rules of STLC described in rule set

o The first rule [VAR] states that in order to infer a type 7 for a variable x
given context I', we need to have the binding x : 7 in I'. Essentially, we
can use any bindings from the context at any time.

« The rule [Arp] tells us that to infer a type 7» for an application F; Es,
we first need to infer that the type of F; is a function from 7y to 75 and
the type of Fj is 71. Notice that this rule is strikingly similar to modus po-
nens, which is no coincidence as STLC corresponds to a variant of minimal
propositional logic [SU06].

« The last rule [ABs] says that to infer a type for an abstraction like Az :
71. E, we can assume that the type of x is 7. In order to infer the type
of E/, we’ll need to add our assumption that x : 71 into the context I' in
which we infer the type of £. This is necessary since the abstraction body

10



[FIX}

L Hfix,:(r—>7)—>71

Rule set 2 Typing rules for fix, in the simply typed lambda calculus

E might use x. The whole abstraction will then have a type 7, — 75 given
the context I'.

It is straightforward to devise an algorithm using the typing rules in rule
set[1] because the rules are syntax-directed. We can simply read the rules bottom
to top and act accordingly.

Given type constants C' = {a, b}, a derivation tree for Az : a. z (the identity
function) is:

r:a € 9,7 :a
[VAR]

J,x:akx:a
g FM:ax):a—a

[ABS]

Given type constants C' = {a, b}, a derivation tree for Az : a. (\y : b. x)
(known as the K combinator) is:

r:a € Syxr:a,y:b

V.
g,x:a,y:bFx:a [var]

gx:atAy:bx):b—>a
GFM:a.(Ay:b.z):a—>b—a

[ABS]

[ABS]

Notice that we cannot produce a derivation tree for any type for the expres-
sion Az : a. z x. Such an expression does not have a valid type in STLC even
though it is a perfectly valid expression in the untyped lambda calculus from sec-
tion

Another expression which we cannot type is the Y combinator from sec-
tion or any of its functional equivalents, that would allow boundless recur-
sion. Specifically, this means that STLC does not support boundless recursion
and is not Turing complete. It can even be shown that all STLC programs halt!

However, we might be inclined to re-add recursion to the system, to keep
Turing completeness. In order to do that, we introduce a new operator in the
syntax called fix,. Notice that the operator requires an explicit type annotation.

The semantics of fix, are the same as the semantics of the Y combinator —
for all expressions F, fix, E = E (fix, E). We also add a new simple typing rule
into our type system rules, thus producing rule set [2, which simply states that
the type of fix, is (1 — 7) — 7.

11



1.4 Hindley-Milner

Simply typed lambda calculus helped us to express some basic types but not in
a reusable way. For example there have many different types for the identity
function in STLC!

Consider functions Az : a. x and Az : b. x. These functions have very differ-
ent types: @ — a and b — b in STLC but we can certainly see a common pattern
— the types always take the form 7 — 7 for some type 7.

Our goal is to modify our syntax and typing rules in order to express a more
general type of the form ‘for every type 7, this function has type 7 — 7°. In
addition to that, it is desired that the programmer does not have to specify any
explicit type annotations and that the system is algorithmically decidable.

A type system that nicely balances our needs is called Hindley-Milner (short-
ened as HM) as it was independently discovered by Hindley [Hin69] and by Mil-
ner [Mil78]] and formalized and proven correct by Damas and Milner [DM82].
This system generalizes types only at specific points determined by the program-
mer, by convention on top-level declarations. Unlike more powerful systems like
System F by Girard [Gir71], which are undecidable [Wel99], Hindley-Milner is
algorithmically decidable (specifically EXPTIME-complete [Mai89]).

A new expression called a let expression is added to our syntax as depicted
in figure Its purpose is to be merely a point where a type is generalized; it
has no semantical meaning on its own. In fact, let x = M in N is semantically
equivalent to (Ax. N') M. As per our requirements, an explicit annotation on an
abstraction’s argument is no longer necessary.

In order to express more general types, we add type variables into the syntax
of types. We also distinguish two kinds of types:

« Monotypes (monomorphic types) are simple types without any quantifiers,
such as Bool, Int — Bool or «

« Polytypes (polymorphic types, also sometimes called type schemes) are
types with universal quantifiers at the beginning, that is in prenex form,
eg. Va.a = aorVa. Vp. (« — a) — [ — Bool

An important detail is that type variables are monotypes and stand only for
monotypes, i.e. some type variable o can not itself stand for a polytype like
V3. 8 — p.

Note that all quantifiers used are universal (V) and they appear only at the
very beginning of the type. We therefore write Vo 3. 7 instead of V.. V3. 7 as a
syntactic convention. Especially notice that this system does not support more
general types such as (Va. @« — «) — Int — a type which is very different from
Va. (¢ — ) — Int. Whereas the former requires a function of type Va.. « — «

12



Variable V o= zlylz| -
Expression E =V (variable)
| FE (application)
‘ ANV B (abstraction)
| letV=FinE (et
Type variable X == «a|f|~vy]| -
Type constant C' == a|bl|c]| ---
Monotype T = X (type variable)
‘ C (type constant)
‘ T—T (function type)
Polytype o =T (monotype)
| Va.o (quantifier)

Figure 1.3 Syntax of HM

as an argument, the other requires a function of type @ — « for some specified
a, not for every «.. Hindley-Milner system can be extended to support inference
of such types at the potential cost of requiring some explicit type annotations,
see [Jon+07].

In order to present the type rules for Hindley-Milner, we first need to define
a few useful concepts. First off, we introduce free type variables in definition
similarly to free variables in untyped lambda calculus in definition

Definition 4 (Free type variables). For a type o, the set of free type variables,
notation ftv(c), is defined inductively as:

ftv(a) = {a}
ftv(Va. o) = ftv(o) \ {a}
ftv(m — 1) = ftv(m) U ftv(m)
ftv(a) =0

Additionally, we also need to define a concept of a substitution for type vari-
ables. We write S = [o; 1= 71,...,q, := T,] to express a substitution S which
replaces every mention of a type variable a; by a type 7;. An empty substitution
is denoted as [|]. By convention, ST denotes applying a substitution .S in a type
7. The composition of two substitutions, S; and S is denoted as (S3 0 .S7).

We assume that all substitutions have the following property: S(S7) = ST,
i.e. applying a substitution multiple times is equivalent to applying it once.
For example, the property does not hold for the following substitution: [y :=
Bool, oy := ay], therefore we consider it invalid. However, we can often rewrite

13



a substitution to have the aforementioned property, for example the substitu-
tion above can be rewritten as [a; := Bool, s := Bool]. The property can be
rewritten in this way if it passes an occurs check.

We use mgu(7y, 72) as a function which returns the most general unifier of 7
and 75 — a substitution S such that STy = S7,. This function can be implemented
using Robinson’s unification algorithm [Rob65] or similar algorithms.

A consequence of the generality provided by the Hindley-Milner system, a
single expression may have multiple valid types. For example with type con-
stants C' = {Bool, Int}, identity function Az. x may have type Bool — Bool
or Int — Int, or even Va. (@ = ) — (a — ).

Fortunately, there is a way out of this in HM as there is exactly one most
general type to give to identity — Va. @« — «. This most general type is known
as the principal type of an expression. Notice that every other valid type for the
identity function can be obtained by substituting for a.

We introduce a partial order C on types, where 0; C 0, means that oy is
more general than o5, or equivalently o5 is more specific than (instance of) o;.
Formally:

Definition 5 (Type ordering). For two types 01 = Vaj...qp,. 7y and 03 =
V01 ...Bm. T2, we say that oy is more general than o4, notation o1 T o9, if the
following rule holds:

T =lag:=7{,...,q, =TT Bi & ftv(Voy . .. ap. 1)
VOél...Oén.Tl EVﬁl...ﬁm.Tz

[OrDER|

In the HM type system, if an expression £ has a valid type, then there exists
a principal type for E (see [DM82] for a proof). This property is called principal
type property. This property is quite desirable for a type system since all possible
types are comparable — for every two possible types o1, 05 for an expression F
either 01 C 0y or 09 C 0y. It is also desired that an algorithm for type inference
in a type system with principal type property is able to returns the principal type
for an expression.

We finally present a syntax-directed formulation of type rules for HM in rule
set 3l Notice that the context I' is modified so that it now contains bindings
(x : o) — pairing a variable to its polytype.

+ Rule [VAR]: Since the context I now holds polytypes, we need to instanti-
ate the polytype o into a monotype 7 such that 0 C 7. Otherwise the rule
stays the same.

« Rules [ABs] and [App] are the same as in type rules of STLC (rule set|[1) —
they both work only with monotypes.

14



rz:o€e€l' oCr1 [V]
'tax:7 AR
Ne:m FE:n [ABs]
I'F(A\z. E):m —m
F}_EllTl—>TQ Fl_Engl [A]
I l_(El EQ)ZTQ PP
'FEy:n Tyx:0 FEy:m o= Genp(n) e
I' Fletx = E,in By : T o

Rule set 3 Typing rules for HM

« We have anew rule — [LET], which is like a combination of [ABs] and [App]
as by its semantic definition ((let x = F; in Ey) = ((Az. Ey) E1)). How-
ever, unlike in the aforementioned rules, after inferring a type 71, we gen-
eralize it into o and add (z : o) to the context I". Generalization Genr(7)
is just a closure of 7 with respect to I', that is Vo, . . . cv,. 7 where the type
variables {a, ..., a,} are exactly ftv(7) \ ftv(I).

There exists an efficient algorithm called YV [DM82] for inferring types in
the Hindley-Milner type system that always infers a principal type. However,
we choose to present a different, more general algorithm that is more easily ex-
tensible in section [L5

Example of a derivation tree for the expression let x = (\y. y) in z x accord-
ing to rule set[3]is shown in figure

1.5 Type constraints

In this section, we simplify the type inference process by splitting it into two
phases: First, we generate all constraints that describe relations between types
from the expression. Then we take all of the acquired constraints, carefully re-
solve them and produce the desired output — the inferred type.

This approach has many advantages. Not only is it simpler than doing every-
thing at once, it is also more extensible and can provide a more general view into
the type inference process. We can employ that to produce clear error messages
for programmers, since by having a more general view of the process, we remove
the left-to-right bias inherent in traditional algorithms like WV.
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Figure 1.4 Example derivation trees for let =

set[3| (left) and rule set[4] (right).
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Constraint C' 1= 73 ~ 7y  (equality)
| TO (explicit instance)

T1 <M T2 (implicit instance)

Figure 1.5 Syntax of constraints

There are many different approaches to type constraint systems, such as the
well-known HM(X) system by Odersky, Sulzmann, and Wehr [OSW99]]. We fol-
low the more recent approach by Heeren, Hage, and Swierstra [HHS02] since it
can represent even more relations between types as constraints.

Unlike the previous systems, the context " is absent. Instead an assumption
set A is used which tracks type variables assigned to the occurrences of free
variables. Note that contrary to HM, there can be multiple different assumptions
for a given variable.

A constraint set, denoted as C is a multiset of constraints. Note that unlike
HM(X) [OSW99], our system does not build a tree out of constraints, rather keep-
ing them in a multiset. There are three kinds of constraints (figure [1.5):

« An equality constraint (77 ~ 73) is used to express that 71 and 75 should
be equal.

« An explicit instance constraint (7 < o) expresses that 7 is an instance of
0, 1i.e. 0 C 7 according to definition |5/ This constraint is useful when the
polytype of an expression is known in advance.

« An implicit instance constraint (77 =< 72) is used when the polytype
in advance is not known, however it is known that 7; is an instance of 7
generalized with respect to the set of type variables M, i.e. Genys(72) C 7.

With that out of the way, we can finally present the constraint generation
rules in rule set 4] for type inference:

« Rule [VAR]: A new fresh type variable [ is created and inserted into the
assumption set A. We implicitly assume that we have access to a generator
of new fresh variables.

+ Rule [ABs]: A new fresh type variable 3 is created to represent the type
of the argument z. New equality constraints are generated for each type
variable in the assumption set .4 assigned to the argument x, thus ensuring
that their types are equal.

On encountering an abstraction, we locally add /3 into the set of monomor-
phic type variables M when inferring the type for its whole subexpression.
Note that this instruction is not explicitly expressed in the rule set.
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[ fresh
{z:p} Fx:pB|@

AFE:7|C C=CU{r ~f|(x:7)e A} [ fresh

A\x F(Az. E):—=71]|C

Al |_E11T1|Cl AQ "EQZTQ’CQ
A:A1UA2 Bfresh
6261UCQU{T1NTQ—>ﬁ}
AF(ELE):B|C

./41 |_E11T1|C1 ./42 I_E'2:7_2|C2
A:A1UA2\$
C=CUCU{T Iyn|(x:7)e A}
A I—letx:ElinE227'2|C

[Vag]

[ABS]

[APP}

[LET]

Rule set 4 Typing rules for HM with constraints

« Rule [App]: Again, a new fresh type variable 3 is created, this time to
represent the result of the type application. A new constraint is generated
expressing that the types are compatible — that the type of the function 7,
must be equal to a function type from the type of the argument 7, to the

type of the result /.

« Rule [LET]: The new constraint here ensures that each use of z in the body
of the let expression (F3) has a type which is an implicit instance of the
type 7 inferred from F;. If any uses of  were seen, then they have an
entry in A by [VAR]. As stated above, this needs to be an implicit instance

constraint since we have not generalized the type 7 yet.

An example derivation using rule set[4is depicted in figure It produces
the following set of constraints:

{B1 ~ B2, B3~ (Bs— B5), B3 <z (B2 = B1), Ba <o (B2 = P1)}
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Notice that all of the implicit constraints in this set are not limited by any
monomorphic variables. If the whole example expression £ was wrapped in
some abstraction, e.g. Az. E, the resulting implicit constraints would be limited
by the set {z}.
After constraint generation, our goal is to resolve the generated constraints,
specifically to produce a substitution S that satisfies every constraint in the re-
sulting set C:




Definition 6 (Constraint satisfaction). For a given substitution S and a constraint

C, satisfaction of C' by S is defined as follows:

S satisfies (11 ~ T2) iff St =57
S satisfies (11 <y 72)  iff Gengp(STe) C Sy
S satisfies (T < 0) iff So C St

Note that in general Geng/(S7) # S(Geny (7)), which means that not all
implicit instance constraints are outright solvable. We want to solve an implicit
constraint (11 <5s 72) by converting it to a constraint (7 < Geny,(72)). However
we need to ensure that no other constraints are affected, i.e. we want applying a
substitution after generalizing have the same result as first generalizing and then
applying a substitution.

Fortunately, Heeren, Hage, and Swierstra [HHS02] found that the equality
holds in some cases:

(ftv(7) \ M) Ndom(S) =0 = Gengp (S7) = S(Geny, (7))
Next, we present a definition of active type variables in a constraint set:

Definition 7 (Active type variables). For a constraint C, the set of active type
variables, notation atv(C), is defined as:

atv(m ~ 72) = ftv(m) U ftv(m)
atv(m v 72) = ftv(m) U (fev(M) N ftv(7s))
atv(T < o) = ftv(7) U ftv(o)

For a constraint set C, the set of active type variables atv(C) is defined as:

atv(C) = | atv(C)

cecC

In order to present an algorithm, we need to define Geny,(7) and Inst(o)
as implementable functions. Generalization can be simply implemented by its
definition: Geny/(7) = Va. 7 where a = ftv(r) \ ftv(M). Instantiation of

o = Va. 7 is implemented as generating fresh § and returning an instantiated
monotype [ag := f1,. .., q, := B,]T.

Finally, we can describe an algorithm SoLVE (1| used to produce a satisfiable
substitution S from a set of constraints C. Equality constraints are solved using
unification, implicit instance constraints are converted to explicit instance con-
straints using generalization and explicit instance constraints are converted to
equality constraints using instantiation.

The constraints generated by rules from rule set[4|are always solvable in some
order and they produce a valid typing if there is one. Notice that the algorithm
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SOLVE(@) = H (empty substitution)
SoLve({m; ~ 7} UC) = SoLve(SC)o S

where S = mgu(m, )
SoLvE({71 < T2} UC) = Sowve({7 < Geny(m2)} UC)

if (ftv(r) \ M) Natv(C) =0
Sove({7 < 0} UC) = Sowve({7 ~ Inst(c)} UC)

Algorithm 1 Algorithm for solving constraints

is non-deterministic — there is no specific order in which we need to solve the
constraints, bar the requirement for solvability of an implicit instance constraint.

We show an example of algorithm 1| on the set of constraints obtained from
the previous example in figure

SovE({B1 ~ P2, B3 ~ (Bs — Bs), B3 <z (B2 = B1), Ba <o (B2 = F1)})
= Sowve({B3 ~ (Bs — B5), Bs <o (B1 — B1), Ba <o (B1 — B1)}) o [B1 := Bo]
= Sowve({(Bs = B5) <o (B1 = P1), Ba <e (B1 = B1)}) o [Bs := fa — Bs] o [1 := 2]
= Sowve({(fs = f5) <z (B1 — 51)7 Ba <z (B1 = B1)}) o [Bs := Ba — Bs] o [B1 := B2]
= Sowve({(Bs = B5) < Va. (a = a), B <z (Br = B1)}) o [Bs == Ba — Ps] o [B1 1= B
= Sowve({(Bs = f5) < Ve (04 — ), fa S Va. (@ = a)})o[fs = Pa — Ps] o [1 := 52
 Sora(((54 =y 5 Vo (o 0. 5 s 1) s s a1 1 ol
= SoLve({((01 — 1) = B5) < Va. (o — a)}) [B4:= 081 — 1] o [B3 := B4 — B5] 0 [B1 := Ba]
— SowB({((B1 = 81) = fs) ~ (B2 = 52)}) o (4 = 61 — 81] (s = 1 — Be] o [B1 := )

(

= SOLVE @) e} [52 = 51 — 51,65 = 51 — 61] [e} [ﬂ4 = (51 — 51] (o] [ﬂg = ﬂ4 — ﬂgﬂ o [51 = 62]

Since from figure [1.4) we know that the type of let z = (\y. y) in x x is [35,
we get a type d; — 0 after applying the resulting substitution show above and
a principal type Va.. o — « after generalizing.

A full type inferring algorithm INFERTYPE[2|may be created from rules of rule
set |4/ and the solve algorithm SoLvE |1} First the constraints are generated, then
we ensure that there are no variables in A that are not present in the context
I' as such variables would be unbound. After that, we create an additional set
of constraints for variables left in A — variables that were not defined during
the process and ensure that their types match with the types in the context I.
Then we solve all of the constraints and return the resulting type of the expres-
sion. Note that the algorithm can be simply modified to also return the resulting
substitution S.

Notice that the algorithm does not necessarily require the step where we
add constraints between the assumptions and the context. Without doing that,
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InFErRTYPE(I', £) = do
AFE:7|C
if dom(A) € dom(I') then error
else do
C={r=xo|(z:1)eA(r:0)el}
S = SoLve(CUC')

return St

Algorithm 2 Algorithm for inferring a type of an expression

the inferred type for a variable x would be {x : a} F « — the assumptions
would be attached to the inferred type. This method closely resembles the so
called principal typings of compositional systems, such as the system by Chitil
[Chio1].

Since the algorithm SoLvE for solving constraints is non-deterministic, we
may choose any order in which to solve the constraints. A common approach
for emitting clearer error messages is to create a type graph with types as vertices
and constraints as various edges. In addition to that, the vertices are split into
equivalence classes. If an error occurs, then there exists some path in the graph
between the equivalence classes as the witness of the error. After that, we may
employ various heuristics to determine which error to report. For more details
on this approach, see [HHS02].

1.6 Qualified types

What if we wanted to type an addition function (+) that works both with adding
two floats of type Float to produce another and with adding two integers of type
Int to produce another? This would mean that the type of (+) would have to
be both Float — Float — Float and Int — Int — Int. What would be the
principal type of (+)? Surely it cannot be Ya. « — o — « since it might not
desirable to implement addition for all types!

Similar issue is with adding an equality function (=) that works only for some
selected types — types for which equality makes sense semantically. Again, the
principal type of (=) would have to be Ya. « — o — Bool, which contradicts
our stance that not all types should be equatable.

A possible solution might to introduce an additional ordering relation C* so
that every Int is an instance of Float, thus getting Float — Float — Float
as the principal type of (+). This additional ordering relation is called subtyping
but it is not an ideal solution for this problem from our point of view as its type
inference can be needlessly complicated.
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Type variable X == «|f|vy| ---

Type constant C' == al|bl|c]| ---

Type class Q) == Num|Eq]| ---

Monotype T = X (type variable)
| C (type constant)
| T—T (function type)

Predicate = QT

Qualified type = P=>r7

Polytype o = VYa.T

Figure 1.6 Syntax of HM types with qualified types

Our preferred solution, originally introduced by Jones [Jon03]] involves a cre-
ating class of types so that we can restrict the type of equality to be defined only
for a qualified subset of all possible types. Thus the principal type of equality is
Va.Eqa = o — a — Bool — the function is defined for all types o which are
in the class of equatable types Eq, i.e. Eq o holds. The principal type of addition
would then be Va. Num o = o« — o — o where Num is a class of numeric types.

In order to be able to work with such types, we have to introduce new type
syntax in figure(1.6|so that it supports qualified types which are monotypes qual-
ified with predicates. Each predicate is formed by applying some monotypes as
arguments to a type class. We keep a list of valid predicates, for example Num Int
and Num Float. Each type class is identified by a name and arity. Both Eq and
Num have arity 1 as they expect a single monotype applied to them.

Qualified types may be expressed in our constraints-based interpretation of
Hindley-Milner. Each predicate is simply interpreted as a constraint by itself. A
predicate P is satisfied by a substitution S iff SP is a valid predicate, therefore
we solve P by removing it if it appears in our list of valid predicates. At the end
of inference, we simply return all unsatisfied predicates and let the algorithm
return a qualified type.

We could make predicates much richer by letting the programmer create new
type classes and valid predicates (called instances in Haskell), see [Jon03;|Jon99]|
for more details.
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Chapter 2

Linear types

As we have shown in the previous chapter, type systems are used to restrict the
universe of valid programs. A very common source of errors are memory safety
issues. This is especially problematic in the field of computer security [Sze+13].

Consider the following simplified system file interface where File is a file
handle and Unit is a type of a constant () — commonly used in the same way as
void return type in C++:

OPEN : String — File
WRITE : String — File — File
CLoOSE : File — Unit

As an invariant, system file interfaces allow writing only into files which
have been opened and have not been closed. Additionally, it is expected that the
program closes all of the file handles which have been previously opened. Un-
fortunately, type systems presented in chapter|l{do not honor such invariants as
the programmer may forget to close a file handle. Alternatively, the programmer
may also copy the file handle, close one and then attempt to write into the other
one.

There is a similar issue with many system resources — file handles, as shown
above, are either open or closed; memory is either allocated or unallocated; locks
are either open or closed.

The goal of this chapter is to present a static, general solution to such prob-
lems directly in the type system. This way, expressions misusing system re-
sources will produce a type error and will therefore be invalid.
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Fl, FQ HFE:T [E ]
F2’ Fl I— E T XCHANGE
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P’ E2 Ty l— El T ONTRACTION

Rule set 5 Structural rules of I

2.1 Substructural type systems

In order to achieve our goal, we first need to explicitly state some of the rules for
contexts that we have used implicitly. The rules described in rule set|5|are called
structural as they determine the structure of the type system:

« Rule of [ExCHANGE] — the context I is unordered, meaning that if we can
infer a type under I', then we can infer the same type under any permuta-
tion of bindings in I".

+ Rule of [WEAKENING] — adding extra, redundant, unnecessary bindings to
I' is allowed.

+ Rule of [CoNTRACTION] — any duplicate binding in I is ignored, that is if
I'M=9,F:7,F:7and 'y = &, F : 7, then I'y is morally equivalent to
Is.

Type systems using only a subset of structural rules are called substructural.
Although there are many possible combinations, only the following type systems
have known useful applications [Pie05, Chapter 1]:

« Ordered type systems guarantee that variables are used exactly once, in the
same order as they are declared — they do not support any of the structural
rules.

« Linear type systems guarantee that every variable is used exactly once —
they support exchange but not weakening or contraction.

+ Relevant type systems guarantee that every variable is used at most once
— they support exchange and contraction but not weakening.

« Affine type systems guarantee that every variable is used at least once —
they support exchange and weakening but not contraction.
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unrestricted (E, W, C)

N\

affine (E, W) relative (E, C)

linear (E)

ordered (none)

Figure 2.1 Hasse diagram of partial order > (admits at least the same structural
rules as), adapted from [Pie05, Chapter 1]. Each type system has its structural
rules abbreviated next to its name — E stands for exchange; W stands for weak-
ening; C stands for contraction.

« Unrestricted type systems do not provide any guarantees — they support
exchange, weakening and contraction.

For example, the type system of STLC (rule set|1) is an unrestricted system
as its rules implicitly uses all of the structural rules in rule set[5] see [Wad93] for
a proof.

Notice that each system has some subset of all the possible structural rules.
We can partially order type systems 77, 75 using a relation 77 > 75 that holds iff
T admits at least the same structural rules as 75. Since > is a partial order, we can
present it in the style of a Hasse diagram for easier reference in figure Note
that there are more possible combinations which are not shown in the diagram,
such as type systems supporting only contraction and weakening.

2.2 Changing the world

Not only can linear types make system resource interfaces safer, there is another
advantage to linear types in a functional setting. Consider the following interface
for an array of type Array with elements of type Value:

Lookur : Int — Array — Value
UPDATE : Int — Value — Array — Array

25



Notice that UpDATE does not modify the array — it returns a new array. This
means that we have to copy every value from the previous array, which might be
suboptimal. Essentially, we cannot, as Wadler [Wad90]] put it, change the world in
functional programming; we can only return a new copy of the world. For a more
optimal experience, we would like to ensure that we destructively update the old
world, that is to produce a new one by a simple straightforward modification.

This is yet another application of a type system, which supports linear types.
Note that the system does not have to be strictly linear. In fact, we could split all
the values into two categories:

« (strictly) linear — for values which have a single, owning reference, there-
fore requiring no garbage collection

« unrestricted — for values that may have many references pointing to them,
therefore requiring actual garbage collection

If our type system allows us to choose and enforce which values are linear
and can enforce the linearity constraints, we may allow safe destructive updates.
In order to do such updates, we need two things:

« Disallow duplication — If we ban duplication of linear values, we can guar-
antee that we have at most one live reference pointing to the value, i.e. that
there is at most one reference to an array.

« Disallow discarding — If we ban discarding of linear values, we can guar-
antee that there is at least one live reference pointing to the value. This
means that garbage collection is not required, the programmer will have
to allocate and deallocate linear values explicitly.

In the previously shown unrestricted type systems, the following is a valid
judgment even though it does not use the variable in its assumptions:

x: Array F () : Unit

The product type o x [ is the type of a pair expression (z, y), where the
type of = is o and the type of y is 8. Similarly to the previous judgment, the
following is also a valid judgment in unrestricted type systems even though it
uses the variable in the assumption twice:

x : Array b (z, x) : Array X Array

As we stated before in section linear type systems guarantee that every
variable is used exactly once. This means that both of the judgments above are
invalid in a linear type system.
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Linear types are closely related to linear logic by Girard [|Gir87]. This variant
of logic formalizes well known rules of working with resources. For example, if
a person has two coins on entering a candy store which only sells lollipops for
two coins, the person has either the lollipop or the two coins upon leaving the
store, but not both.

Unfortunately adding linear types to a programming language is not so easy.
The properties desired from a type system are the following:

« Complete type inference — no need for any explicit annotations from the
programmer; the system can infer a type for any expression without any
external help

« Decidable type inference — the process of inferring a type should be de-
cidable

« Principal type property — there exists a single most general type for any
expression; introduced in section[1.4]

« No syntax changes — the programmer should not have to determine by
themselves which functions are linear and which are not

2.3 Linear qualified types

Notice that the essence of duplication and discarding from the previous section
is captured by the following two functions called Dup and Drop respectively:

Dur = \z. (z, )
Dror = Az. ()

If there is a meaningful implementation of both operations for every value
of some type 7, we claim that the type 7 is unrestricted. Otherwise, we claim
that the type is linear. Since we need to distinguish between different kinds of
functions, we denote linear function types as (77 —o 72) and unrestricted function
types as (71 —e 73). Note that a linear function is a single-use function in our
interpretation, unlike in other linear systems like Linear Haskell [Ber+17], where
it signifies a function which uses its argument exactly once.

To formalize this idea, Morris [Mor16] uses qualified types from section[1.6]to
create a new type class for unrestricted types denoted as Un. That is, a predicate
Un 7 holds if 7 is unrestricted. Every type in Un supports the aforementioned
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operations Dup and Drop. Note that both of the operations need to have unre-
stricted function types. Therefore the types of the operations are as follows:

Dur:Voa.Una = a —ea X «
Dror : V. Un @« = o« —e Unit

As per our requirements, we shall not force the programmer to write these
operations by themselves explicitly. We infer their use from type declarations
after the type inference process is finished.

Let us examine the type for the following expression A(f, z). f  — simply
takes a pair of function and argument and applies the function to the argument.
In an unrestricted type system, this expression has a type (o« —o ) x a —o f3.
However in a type system with linearity, we have more choices for each func-
tion arrow that appears in the type, thus getting four types which are seemingly
incomparable:

(a0 f)xa—of (0 —e ) xa—of
(¢ o) xa—ef (—o ) xa—ef

In order to solve this issue, we introduce another type class for function types
— Fun. A predicate Fun f means that a type variable f is a function type: either

—e or —o. Wealsowrite a 2> [ for a function type parameterized by f, where f
is a type variable for which Fun f holds. This change applied to the first element
of the pair reduces possible types for the expression to two:

Funfﬁ(aéﬁ)Xa—oﬁ

Funf:>(ozi>5)><oz—oﬁ
Finally, we reintroduce a shorthand notation: we write « — [ for a type

a Ly [ with a fresh f and the predicate Fun f. We can now state that the single
most general type of A(f, x). f zis (« — ) X @« — [ — the same type as it had
in an unrestricted system, though now with a different meaning.

Next, let us examine the type for uncurried application — A\f. Az. f z. In an
unrestricted system, it has a type (& — 3) — a — 5. Notice that the type of the
function depends on linearity of the argument substituted for f in the expres-
sion. Similarly to our previous dilemma, this expression has six incomparable
types in a system with linearity, which reduces to just two types using the newly
introduced Fun predicate and the related sugar:

Funf:>(oz£6)—>ozi>ﬁ

(v ) —a—of
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Notice that (Fun f, Fun g) = (a EN B) — a % B is almost the most general
form but it allows a scenario where the first argument of the function is linear but
the returned function is not. What we want to say is that in the proposed type,
f allows for at least the same structural rules as g. We have already encountered
this concept in section|2.1|— it is the > partial order! We can introduce this order
directly into the typing process as a type class! Therefore the most general type
of uncurried application is:

(Fun f, Fung,f}g)é(agﬁ)%aﬁﬁ

Note that the > order is not limited only to comparing function types, but it
can be used to compare a type and a function type, such as in the most general
type of the K combinator Ax. A\y. x, which is:

(Un 3, Funf,oz}f):>oz—>6i>oz

We now present typing rules in rule set [¢| for the system described above
by Morris [Mor16]]. Our presentation is different from the original by using type
constraints as described in section 1.5 since it is not only easier to implement it,
but most of the concepts from type constraints can be elegantly reused.

First off, we add a * f fresh function’ judgment, which is equivalent to * f fresh’
except for the fact that it emits a Fun f constraint. Next, we need to lift the
definition of > into assumptions, that is A > a is definedas {oc > a/ | (z : 0) €
A}. Then we need to define un. un(A4;, A;) simply emits the constraint Un o
for every assumption (x : o) for all  which are both in 4, and in A,. This can
also be expressed as a restriction of A; U A5 to the variables which are present
in A; N As. Finally, we introduce wkn(z, o, .A) which either does not emit any
constraints if (z, a) € A, otherwise it emits Un o.

Let us go over the rules in rule set [6] explaining the differences from plain
constraints-based Hindley-Milner (rule set [4):

« Rule [VAR]: Unchanged from rule set[4

+ Rule [ABs]: The returned function type is parameterized by fresh type vari-
able f.In addition to the constraints generated previously, we also account
for the possibility that = was not used in the abstraction body £ — we use
wkn(z, 3,.A) to do so as it adds Un §3 if = is not present in the assumptions
A. That means that we have not encountered z in the body E. Next, we
use A\z > f to ensure that every variable encountered in the body F
supports at least the same structural rules as f does.

« Rule [App]: Again, a new fresh function type variable f is created. We also
emit constraints un(.4; N .As), which ensure that all of the variables that
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[ fresh var]
AR
{z:p} Fx:pB|@
AFE:7|C
g fresh  f fresh function
C'=CU{r ~p|(x:7)e A} Uwkn(z, 5, A)UA\z > f (s
BS
Az kM. B):BLr|e
Al }_E11T1|Cl AQ "EQZTQ’CQ
A=AUA,
g fresh  f fresh function
CzclLJCQU{TlNTQAB}UUD(J‘MQAQ) [A ]
PP
AR (B Ey):B[C
./41 |_E127'1|C1 ./42 I—E217'2|Cg
A=A UA\x
C=CUCU{Tgyn|(x:7)e A}
C' =un(A; N Ay) Uwkn(z, 1,.A42) fLar]
Al—let:v:ElinEQ:7'2|C’ .

Rule set 6 Typing rules for qualified linear types

occurred both in £} and E are unrestricted — the predicate Un « holds for
every variable of type « in the intersection of the two assumptions.

« Rule [LET]: Yet again, we emit un(.4; N .Ay) to ensure that variables oc-
curring both in £} and F, are unrestricted. We also use wkn(x, 71, .45) to
ensure that x is unrestricted if it was not used in As.

We can reuse the algorithm SoLvE[l|to solve the generated constraints and the
algorithm INFERTYPE [2|to infer a principal type in the described system. Solving
predicate constraints is described in section[1.6]
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Chapter 3

Lily

In this chapter, we present the design choices and a description of the implemen-
tation of the linter Lily which uses linear types from chapter |2/ to suggest code
improvements to given C++ source code.

Lily can be split into four major parts: parsing, elaboration, type inference
and linting. The program itself is written in the programming language Haskell
with heavy use of optics and type-level programming. This chapter goes over the
implementation of each of the major parts, highlighting encountered problems
and their respective solutions.

3.1 Parsing and semantic analysis

3.1.1 Using Clang

Because C++ is a very complex language, as witnessed by its multiple compet-
ing Turing complete systems (templates, constexpr, the language itself) and by
its undecidable parsing, we chose to use bindings to the Clang C++ compiler
by Lattner [Lat08].

However because Clang does not have direct bindings for Haskell, we had
to jump through several hoops in order to connect Clang written in C++ to Lily
written in Haskell. First, we use 1ibClang, an official C library in the Clang
suite with bindings for a subset of the functionality offered by Clang.

As of the time of writing (Clang version 10), the subset of Clang’s function-
ality supported by 1ibClang is very small. For example, even though Clang
does recognize different kinds of binary and unary operators, there is no way
to get this information from 1ibClang. Furthermore, it is not desirable for us
to modify 1ibClang, because that would force every user to compile the whole
Clang/LLVM suite when compiling Lily.
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Next, we use a modified version of the clang-pure [Chi20] library, which
itself connects to the 1ibClang library and provides a nice interface to Clang in
Haskell. The library uses type-level programming (dependent sums) for greater
type safety and optics for a simpler way to manage heavily nested structures.
However, it is again not very feature-rich as it provides only a subset of the
functionality provided by 1ibClang. We added several new functions to the
clang-pure library in our own modified version that we intend to incorporate
to the original library.

All together, clang-pure is used to lex and parse most of the C++ source
code, create a weakly linked Abstract Source Tree (AST) with nodes called cur-
sors, perform semantic analysis in order for us to be able to find all references
of a function/variable or jump to a definition of a function/variable. If any of
these processes result in an error, Lily informs the user of the error and does not
progress any further.

3.1.2 Untying the knot

In order to do anything productive with the AST, we need to identify all func-
tions and their relations. Specifically, recursive functions and groups of recursive
functions are a potential problem, since we need to employ the fix idiom men-
tioned in section|1.3|to infer the type properly.

We therefore generate a directed graph where vertices are individual C++
functions and methods and there is an edge from a function f; to another func-
tion f5 if there is any call to f; in f;. The result is a directed graph of dependen-
cies between functions.

For example, for the C++ program in listing |1, we create the dependency
graph in figure Notice that we can easily split the graph into strongly con-
nected components, each component having a different color in the figure. Now
if we sort the components in reverse topological order, that is f; comes before f,
if there is an edge from f5 to fi, we get a good order to process the components
in. Note that there can be a component of size one which is by itself a recursive
group, for example the factorial function.

Everything described in this subsection is provided in the Clang module in
Lily, especially the Clang.Function and Clang.Struct modules.

As mentioned previously in section the features provided by the
clang-pure library are lacking. In order to remedy some of the failures,
we created two small parsers — one for parsing unary and binary operations
located in Clang.OpParser and one for parsing member/field references in
Clang.MemberParser. We think that this functionality should be included by
default in 1ibClang.
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Listing 1 A C++ program with multiple different kinds of function dependencies

int factorial(int n) {
if (n == 0) {
return 1;

3

return n * factorial(n-1);

int even(int n);
int odd(int n);

int odd(int n) {

if (n == 0) return O0;
else return even(n - 1);
}
int even(int n) {
if (n == 0) return 1;
else return odd(m - 1);

int square(int n) {
return n * n;

int uses_even(int n) {
return even(n) * 2;

[

factorial

T,

even odd

~_

uses_even square

Figure 3.1 The dependency graph created from the program in listing
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Variable Vi o= alyl|z]| -

Expression £ 1= V (variable)
| EFE (application)
‘ ANV E (abstraction)
| letV=FEinE (let)
| if E'then E else E (if)
Declaration D funV = FE (non-recursive declaration)

| rec [fun V= E] (recursive declaration group)
‘ struct [ﬁeldname : T] (struct declaration)

Figure 3.2 Syntax of Lily Core

3.2 Elaboration

The first version of Lily did not have a separate elaboration phase as it directly
inferred type over C++ AST. This was problematic for several reasons. Since the
C++ AST is highly irregular, it was not trivial to adapt the type rules directly.
By performing elaboration — a process in which we translate the C++ AST into a
small, intermediate representation, we gain a core language which is much easier
to reason about. Inspired by the Glasgow Haskell Compiler (GHC), which calls
its intermediate representation language ‘GHC Core’, the intermediate represen-
tation language for Lily is called ‘Lily Core’, or simply ‘Core’.

The syntax of Lily Core (as shown in figure [3.2|is quite simple by design as
a smaller language is much easier to analyze. Remember that C++ source code
is elaborated into Core after the dependency analysis is complete — this results
in explicit recursion group handling of declarations. The language also contains
builtins such as this or new keywords and a construct for C++ literals.

We have not created any parser for Core since it is only an internal represen-
tation. However, Lily can pretty-print any valid Core expression to the user.

Even though all C++ functions and variables have an explicit type annotation,
Lily mostly does not use it during the elaboration phase. The only places type
information from C++ is used in the elaboration phase is in typing literals and
most builtins in order to avoid any invisible implicit type conversions. It is also
present in the definition of struct fields.

Elaboration is only implemented in Lily for a very small subset of C++,
namely top-level functions and structures, if statements, variable declarations
and function calls. However we believe that the chosen subset represents the
very core of the C++ programming language and supporting a non-trivial subset
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of C++ should not be hard. As an example, C++ includes statements like while
and for which are not directly supported in Lily. But Lily supports recursion and
iteration can be expressed as recursion.

Lily stores a parent Clang cursor for every expression, thus allowing us to
produce nice error messages with approximate locations in the C++ source code
even when working with Core. The inner representation of Core is inspired by
the “Trees that Grow’ representation as introduced by Najd and Jones [NJ17].

As an example, the functions factorial and square from listing 1] are elab-
orated into the following Core declarations:

fun square n = builtin_Mul¢ ,1pe—smne 7 7
rec fun factorial n =
if builtin EQ . 10e vpoor 7 0
then 0
else builtin_ Mul; ., 1pt—1nt 7

(factorial (builtin_Sub;pe 1ne e 2 1))

The implementation of Core in Lily is located in the Core module — the
definition of the syntax is in Core.Syntax and the elaboration is located in
Core.Elaboration. The elaboration process itself is mostly a limited version
of the continuation-passing style conversion as described by Appel [App07] in
blocks. This is done because C++ returns explicitly with the return keyword
while Core returns implicitly as all non-top-level terms are expressions.

Note that elaboration is not as simple as it seems since the AST provided by
clang-pure is highly irregular with constructs like FirstExpr. This obfuscates
the actual AST and makes the pattern matching code much more complicated as
we sometimes have to rely on the order of the children of a cursor which could
change between Clang versions.

3.3 Type inference

First off, let us go over the syntax of types in figure[3.3] There are just three type
classes used in type inference which were inherited from section Similarly,
function type variables from the same chapter are used to signify a type vari-
able which stands for a function arrow. The set of type constants is populated
by basic C++ types such as Int or Bool and by all struct/record types that the
programmer supplied in their code.

Note that even though it is not required, our implementation keeps track
of the type of each type called a kind. But since neither type application nor
custom higher-kinded types except from the function type variables are created,
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Type variable X == «a|B|y]| -

Function type variable F == f|g|h| ---

Type constant C == Int|Bool]| ---

Type class () == Un| > |Fun

Monotype T = X (type variable)
| F (function type variable)
| C (type constant)
’ T £> T (function type)

Predicate P = Q7

Qualified type p = P=r1

Polytype o = VYa.T

Figure 3.3 Type syntax of Lily Core

Constraint C' (equality)
(explicit instance)

T1 <)M T2 (implicit instance)
(

predicate constraint)

Figure 3.4 Syntax of constraints in Lily

we think that it is not strictly necessary to keep track of kinds. However it might
be necessary for possible extensions of Lily.

3.3.1 Constraint generation

In order to generate constraints, we use the constraints formulation of linear
qualified types as seen in rule set[6] with additional rules for builtins, literals and
the if expression. The type syntax is implemented in the Type.Type module
together with facilities for substitution and getting free type variables of a type.
Lily does not provide a parser for types since all types are inferred but the syntax
is well defined and it should not be hard to add one if desired.

There are four kinds of constraints in Lily (figure — equality, explicit
instance, implicit instance or a predicate constraint. Lily creates a list of valid
predicates before the constraint generation starts. A predicate is solved when
it matches one of the valid predicates. Note that the inference system is not
perfect — it does not support any proper subtyping, which means that neither
C++ inheritance nor implicit casting directly.

During the whole type inference process, Lily keeps track of reasons why
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something happened; tracing every step through the inference. This has proven
to be very useful both for explaining why Lily chose the returned type for an
expression and for debugging purposes. Every constraint therefore has one of
the many reasons why and how it was created. Both constraints and reasons are
implemented in the Type.Constraint module.

Remember that when constrained types were introduced, we assumed ac-
cess to a generator of fresh type variables. This is implemented in the module
Control.Monad.Fresh which creates a general monadic abstraction for gen-
erating fresh identifiers based on the state monad abstraction. Only later is it
specialized to create fresh type variables in the module Type .Fresh.

Type classes and predicates are handled in the Type . Class module with sup-
port for multi-parameter type classes and even functional dependencies as de-
scribed by Jones [Jon00]. The design of this module is heavily inspired by Jones
[Jon99].

The actual constraint generation uses type rules from rule set[d It is located
is in module Type . Infer using a custom monad that allows to read monomor-
phic variables, create fresh type variables and raise helpful errors. The rules are
written in a simple, declarative fashion — simply transcribed from the rule set.
Note that there are some unshown, yet obvious rules for builtins, such as type
for the new operator.

3.3.2 Constraint solving

After constraints are generated, we need to solve them in the module called
Type.Solve. The solving algorithm is unchanged from the SoLvE (1| algorithm
shown previously.

We also add a constraint simplifier as shown in figure 3.5/ which runs several
times until a fix-point is found. The constraint simplifier for predicate constraints
always terminates because the number of constraints is always reduced by at
least 1 every time it runs.

The unification algorithm mgu needed in the SoLvEe algorithm is located
in the module Type.Unify. Its design is inspired by the algorithm described
by Jones [Jon99]

3.4 Linting
We have finally inferred a type for some C++ function, now we want to produce

linearity-related suggestions called lints for the programmer. In this stage, the
inferred type is compared with the checked type obtained from Clang. Whereas
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C = a=>(p EN v)

C — a> f [GEQFUNLEFT]
C = EN v) =«

C — f>a [GEQFUNRIGHT|
C = Un(p i>7)

C — Un/ [UNFUN]

C = Funf Fon]

C= (f~ —<)V(f~ —)

Figure 3.5 Predicate simplification in Lily

before the inference was completely independent of Clang, now we employ the
Clang.Type module to convert a C++ type into our type representation.

In order to model lvalue and rvalue references as specified by the C++ stan-
dard [ISO17]], we use the LRef o and RRef « types respectively. To compare the
inferred and checked type, we instantiate the inferred polytype into a monotype
and a list of predicates and then we use a one-way unification similar to mgu
introduced in section with the added caveat that both lvalue and rvalue ref-
erences to type 7 are unifiable with 7. One-way unification is implemented in
the Type.Unify module.

The result of one-way unification is a valid substitution if there is one, which
is applied to the predicates. Then we attempt to solve the predicates. If any
predicates are not solvable, they are reported to the user.

The most common type class that appears in the inferred type we are com-
paring against is Un, which signifies that the type is being discarded or dupli-
cated. Specifically, linear types should never have a Un constraint. We consider
predicates Un (LRef «) for all « as solvable since lvalue references are copyable,
whereas Un (RRef a) and Un (Ptr «) are not solvable as rvalue references and
pointers should act linearly.

All of the described functionality is implemented in the module Lint, to-
gether with custom suggestion messages for common sources of suboptimal be-
havior. Note that some suggestions might be a false positive since Lily does not
analyze the structure of the type and views a struct with one Int field the same
way as a struct with megabytes of data, but it recommends against duplicating
and discarding for both structs.

As an example, consider the program in listing [2| which exhibits unwanted
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Listing 2 C++ program with a use-after-free problem — it allocates a pointer,
then deallocates it but then returns an invalid pointer from the function

int* use_after_free() {
int* ptr = new int;
delete ptr;
return ptr; // returns (uses) after deleting!

The following predicate could not be satisfied!
Un (Ptr Int)
at location: examples/useafterfree.cpp:1:1

This means that a pointer is either duplicated or discarded!
Figure 3.6 Output of Lily’s linting for listing [2]

behavior as a linear resource is used after deallocation. Since Lily infers a follow-
ing type which requires that a pointer is unrestricted, it returns a helpful message
to the user indicative of the aforementioned issue as shown in figure
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Chapter 4

Results and discussion

4.1 Results

We created the Lily linter as a proof-of-concept implementation of combining
linear qualified types with a constraints generating approach applied to linearity
in C++, without the need for the programmer to annotate or modify the program
in any ways. Ideally the goal was to create a tool which would find issues that
other linters are not able to.

Although the scope of Lily is limited to a small subset of actual C++, it nev-
ertheless can untangle complex linear behaviors including things like mutual
recursion to accurately find actual issues.

Note that we err on the side of false positives as it outputs mere suggestions
for the actual programmer which are then to be examined by a human, e.g. re-
porting that a type is unrestricted even though it might not be a problem for
example for small structs which are passed in only a small number of registers.

We found a program (listing[3) which uses mutual recursion to create a situa-
tion where the linear resource (a pointer in our case) is used only if the argument
n is even, otherwise we silently drop it. This results in the output in figure
from Lily. Note that the same program can be implemented with rvalue refer-
ences and the use of std: :move instead of pointers, but Lily can still detect the
fact that one of the functions uses its argument in non-linear ways.
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Listing 3 C++ program with mutual recursion and passing a pointer, available
as examples/mutuallyrecursive.cpp in Lily

int even(int n, int* importantptr);
int odd(int n, int* importantptr);

int odd(int n, int* importantptr) {

if (n == 0) return O;

else return even(n - 1, importantptr);
}
int even(int n, int* importantptr) {

if (n == 0) return *importantptr;

else return odd(n - 1, importantptr);

The following predicate could not be satisfied!
Un (Ptr Int)
at location: examples/mutuallyrecursive.cpp:4:1

This means that a pointer is either duplicated or discarded!

Figure 4.1 Output of Lily’s linting for listing

Although this problem is obvious from a linearity perspective, widely used
C++ linters such as cppcheck or clang-tidy from the Clang ecosystem are not
able to detect it, which successfully fulfills our goal.

Similarly, Lily can point out that a linear resource was already moved, see list-
ing |4 This mistake is not really caught by other linters — they only report that
the variable x1 is not used. However Lily can detect the actual error as shown

in figure

Listing 4 C++ program with mutual recursion and passing a pointer, available
as examples/doublemove. cpp in Lily

#include <utility>

int doublemove (int&& x) {
int x1 = std::move(x);
int x2 = std::move(x); // moving ‘x‘ again!
return x2;
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The following predicate could not be satisfied!
Un (RRef Int)
at location: examples/doublemove.cpp:3:1

This means that a rvalue reference
is either duplicated or discarded!

Figure 4.2 Output of Lily’s linting for listing

Note that there are many different examples included with Lily in the
examples/ folder!
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4.2 Related work

There are many different substructural type systems for both functional and im-
perative programming languages. We present some of these systems which are
comparable or related to Lily.

Quill [Mor16]] is the most important influence on Lily — it describes adding
linear types using qualified types into a Haskell-like programming language. It
is also presented together with a proof of soundness of its algorithm.

Linear Haskell [Ber+17] (LH) is a proposal to add linear types to Haskell.
Unlike Quill, it uses ‘linear arrows’ —o — functions that use their arguments
exactly once. Unlike in our system, the programmer is forced to write programs
in a continuation-passing style to ensure proper linearity. The proposal contains
neither a formal description of its inference algorithm, nor a proof of its proper-
ties. We believe that the direct style of programming supported by Lily is easier
to reason about for both functional and imperative programmers.

Rust [MK14] is the best known system with linear and affine types. It uses
the concepts of ownership and borrowing to ensure safe low-level programming.
All types in Rust are affine by default, but every type may implement a trait
(similar to a type class) like Copy, Clone or Drop to unlock the potential of linear
and unrestricted systems. Unlike Lily, Rust does not support full, principal type
inference, since its regions (lifetimes) are potentially very complex.

Affe [RT19] was developed in parallel with our system — it shares many fea-
tures of Quill and Lily while adding a proper system for region inference and
borrowing for a ML-like language, thus well modelling both shared immutable
and exclusive mutable references. Affe formalizes the > relation as a relation be-
tween kinds (the types of types) instead of a type class. It also uses a constraints
system, but unlike Lily which uses a system based on the work of Heeren, Hage,
and Swierstra [HHS02]], Affe uses a system based on the HM(X) system of Oder-
sky, Sulzmann, and Wehr [OSW99].

4.3 Future work

There are many directions for future work, both from a practical (Lily-related)
and a theoretical perspective:

Larger subset of C++ We have presented just a small subset of real C++ as de-
scribed by ISO [ISO17]]. We have omitted important features of C++ such as
inheritance (subtyping), object methods, overloaded operators and implicit
conversions. We believe that most of said properties of the C++ language
could be supported by Lily. Whereas some changes are quite trivial, e.g.
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adding support for overloaded operators or C++ lambdas, some changes
might require restructuring the type system, e.g. subtyping.

Especially inheritance might require full existential types, that is types with
a J quantifier. With some care, support for existential types while retain-
ing the important principality of our type inference should be possible, see
the work by Munch-Maccagnoni [MM18]. GHC solves existential types
by adding a implication constraint into its system as described in the Out-
sideIn(X) system [Vyt+11].

Borrows Lily does not support an important part of resource management
— borrowing. This would allow us to support not only idioms like
std: :unique_ptr, but also to infer regions akin to Rust [MK14]. This
change would introduce a shared, immutable borrow similar to a const
lvalue reference and a exclusive, mutable borrow similar to a nicely be-
having lvalue reference. Unlike Affe [RT19], C++ does not have a syntax
for borrowing at call site, but only in the function definition, so the system
in Affe is not directly applicable for a syntax-driven type system for C++.

Affine types The system described in this thesis infers the Un type class for
unrestricted types. As Morris [Mor16|] noted, this type class could be split
into two smaller type classes, one allowing duplication, another allowing
discarding. This would lead to having possibly four kinds of arrows.

Exceptions Lily does not acknowledge the existence of exceptions in C++. This
behavior could be mitigated by introducing affine types as indicated in the
previous point or by implementing a version of algebraic effects which have
been proven [BP15] to help in similar settings. The work of Dolan et al.
[Dol+17] might be useful for this task.

Mutability Lily does not really consider the difference between mutable and im-
mutable types. We did not prioritize this as other C++ state-of-the-art lin-
ters are more than capable of doing this analysis. In order to bring proper
mutability support into Lily, a new type class would have to be added for
representing mutability and possibly another >-like relation ‘is more mu-
table than’, similarly to how unrestrictness is handled.

Linearity of a user-created type Every user-created type is considered linear
in Lily. This is not necessarily true in C++, where linearity may be ex-
pressed via the deletion of the copy constructor and copy assignment. Un-
fortunately, 1ibClang does not provide a way of determining such condi-
tions.
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Compiler optimizations We believe that after inferring which types are lin-
ear and which are not, Lily could automatically perform linearity-aware
compiler optimizations, e.g. in optimizing closures.
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Conclusion

The goal of this thesis was to combine the world of C++ with the world of linear
types, whilst not requiring any actual changes to the source code of the program.
We think that we have managed to achieve this goal as the presented techniques
can be applied to a substantial subset of C++.

Using our prototype implementation in the Lily linter, we have successfully
applied our work to a small subset of the language, detecting various issues.
Although small, we think that the chosen subset of C++ is the very core of the
C++ language and other concepts like iteration using for loops can be easily
converted into recursion supported by Lily.

Using Lily, we were even able to find issues that the commonly used state-
of-the-art C++ linters could not.

It should be reasonably easy to extend Lily to support a much larger subset of
the C++ programming language. With some luck and quite a lot of programming
work, we think that Lily could be extended to support even a non-trivial subset
of the notoriously complicated C++ standard library provided the concerns pre-
sented in section 4.3| are addressed.

We think that the ideas presented in this thesis are applicable not only for
detecting issues but also for creating a nice, formal model of the linearity-related
semantics of C++ for the everyday C++ programmer.
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Appendix A

Using Lily

To compile the software from scratch, it is recommended to use the Nix package
manager to handle all dependencies. Otherwise, the Cabal package manager is
also supported, but the dependency management is more complex.

Note that the source code with a detailed tutorial in the README.md file is
also freely available on GitHub at https://github.com/jiribenes/1ily.

Compiling with Nix

First off, unzip the attachment 1ily.zip. Nix can be obtained at the following
web page: https://nixos.org. After installing Nix, use the following com-
mand to compile Lily:

nix-build --attr 1lily default.nix

The resulting executable is located in result/bin/.

Compiling with Cabal

The software was tested with Cabal version 3.0 and GHC version 8.8.3. In order to
run Lily, you will need these versions or newer. GHC and Cabal can be obtained
for all popular platforms from official sources by using the ghcup tool at https:
//www.haskell.org/ghcup/.

You need a recent version of LLVM and Clang. The software was tested with
LLVM and Clang version 9. In order to install LLVM and Clang on Debian-based
Linux systems, use the tutorial located at https://apt.1llvm.org/.

You might need to set the following environment variables for clang-pure.
The values on the right hand side of the assignment might depend on the location
of your LLVM and Clang installations:
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export CLANG PURE_LLVM_LIB DIR=/usr/1ib/1lvm-9/1lib;
export CLANG_PURE_LLVM_INCLUDE_DIR=/usr/1ib/1llvm-9/include;

First off, unzip the attachment 1ily.zip. Next, having all the necessary
prerequisites, use the following command to compile Lily:

cabal new-build lily

In order to run Lily, use the following command where $ARGS are user-
supplied arguments:

cabal new-run lily -- $ARGS

Running Lily

The rest of the tutorial assumes that invoking $LILY is the way to call Lily as the
actual command might vary according to the chosen installation style.
Use the following command to show a help screen:

$LILY --help

Lily supports three commands:

« elaborate: This command simply translates a C++ source code file into
Lily Core and pretty-prints the Core to the standard output.

« infer: This command infers types for a C++ source code file and pretty-
prints the inferred types to the standard output.

+ lint: This command reports issues found in the C++ source code file and
pretty-prints a list of issues and notes to the standard output.

An example usage of Lily follows — linting a file
examples/mutuallyrecursive.cpp which is included with Lily:

$LILY lint examples/mutuallyrecursive.cpp

By default, Lily does not know where your C++ standard library or any other
includes are located. Simply add -- after a target filename. All arguments after
that are directly passed on to Clang. This means that the following invocation is
the same as the one above, but it also tells Clang to include the include/ folder.

$LILY lint examples/mutuallyrecursive.cpp -- -I include/
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