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Abstract: Search for new APN functions is an important topic in symmetric cryp-
tography. The matrix approach for constructing quadratic APN functions was
described by Y. Yu, M. Wang and Y. Li in 2014. The approach takes advantage
of the one to one correspondence between quadratic homogenous APN functions
and quadratic APN matrices. The aim of this thesis is to explain the matrices
used in the original paper and show that similar matrices can be constructed
directly from the algebraic normal form of the APN function. In Chapter 2 we
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Introduction

Boolean functions Fon — Fom used in cryptography are needed to be resistant to
the differential attack. When m = n, the most resistant functions are so called
almost perfect nonlinear (APN) functions (see [I]). Therefore, finding new APN
functions is an important topic in cryptography.

In [2] a matrix approach for finding new APN functions was introduced by
Y. Yu, M. Wang and Y. Li. The method focuses on finding new quadratic APN
functions on Fan. It led to finding more than 471 new APN functions on Fyr and
more than 2252 new APN functions on Fas (see [2, p. 588]). The aim of Chapters
3 and 4 of this thesis is to show that similar results (as in [2]) could be obtained
from the ANF representation of a Boolean function.

In Chapter 1 we explain the basics of Boolean functions. We also give the
definition of APN functions and show some of their properties. Chapter 2 deals
with the matrix approach from [2]. We expand the original work and add our
own proofs when needed. The results lead to an algorithm the explanation of
which we have omitted, because it was out of scope of the thesis. The algorithm
can be found in [2, p. 597-599]. In Chapter 3 we prove that a similar matrix (as
in [2]) can be constructed from the ANF of a Boolean function. For Chapter 4
we choose APN functions

r > 2® and o+ 2% + Tr(2")

on Fos and compute the coresponding matrices from their finite field and ANF
representation.



1.

Preliminaries

1.1 Used notation

The following notation will be used throughout the thesis.

Let n,m, k € N.
The finite field with two elements will be denoted by Fs.

We denote the finite field with 2" elements by Fan.
The multiplicative group of Fy» will be denoted by F3,.

U denotes a column vector from F%, (or v € FJ* depending on the context).
v; denotes the i-th coordinate of .

A zero vector will be denoted by 0.
é; denotes the i-th vector of the standard basis for R" (see [3, p. 365]).

Let A be a matrix. The i-th row of A will be denoted by A, .. The j-th
column of A will be denoted by A, ;. The element in the i-th row, j-th
column of this matrix will be denoted by A; ;.

I,, denotes an n x n identity matrix.

P(N) stands for the power set of N = {1,...,n}.

Let S be a set. |S| denotes the cardinality of S.

The polynomial ring in variable x over Fon is denoted by Fan[z].

A quadratic function (see Definition (7)) without linear and constant term
is said to be quadratic homogenous.

Let L : V — W be a linear map between vector spaces, then

Ker(L) = {G €V | L(¥) = 0},
Im(L) = {L(@B) e W | TV},

1.2 Boolean functions

Definition 1. [4, p. 6] A function f: F} — [Fy is called a Boolean function.

Definition 2. [I, p. 4] A function F' such that

F . Fy —»FY
F(@) = (L), .., fu(@)

is called a wvectorial Boolean function (for brevity further denoted by (n,m)-
function).
Binary Boolean functions f, ..., f,, are said to be coordinate functions of F.
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For every Boolean function there exists a finite field representation and a
unique algebraic normal form (ANF) representation. Both of these representa-
tions can be used to examine Boolean functions. We will give the definitions and
properties of both in the next sections.

1.3 ANF representation

Definition 3. [4, p. 9] Suppose f : Fy — Fs is a binary Boolean function. We
define the algebraic normal form (ANF) of f (denoted as f) as an element of

]FQIl,...,fL'n
| ]/(azl—i-x%,...,xn—l—xi)

such that f(Z) = f(Z) VZ € F}.
Remark. [4, p. 9] For a; € Fy the ANF of f can be written as

o= 3 a (H@): > o

IeP(N) el IeP(N

In other words, f is a multivariate polynomial in Fa[z,...,x,] such that every
variable appears in it with exponent at most 1.

Theorem 1. [{|, p. 10] For every binary Boolean function f there exists a unique
ANF representation of f.

Definition 4. [4, p. 12] The algebraic degree of a binary Boolean function f is
defined as d° f = max{|I| | ar # 0}.

We can extend the definition of ANF to the vectorial Boolean functions as
follows.

Definition 5. [I], p. 9] Let F' be an (n, m)-function. The ANF of F' (denoted as

F) is defined as an element of

mel,...,xn
2| ]/(xl—l—ajf,...,xn%—:ci)

such that FI(Z) = F(Z) VZ € F}.

Remark. [1, p. 9] For a; € F}* the ANF of a vectorial Boolean function can be

written as
F(Z) = > ap (sz> = > api’.
I€P(N) il I€P(N)
In other words, F is a multivariate polynomial in FZ’ [x1,...,x,] such that every

variable appears in it with exponent at most 1. The F' can be obtained from the
ANFs of the coordinate functions of F. Since the f; exists and is unique for every

fi, 1 €40,...,m}, F is also uniquely represented by F' (see [, p. 9]).

Definition 6. [I, p. 9] The algebraic degree of a vectorial Boolean function f is
defined as d°F = max{|I| | ar # 0}.



Definition 7. An (n,m)-function F' satisfying d°F = 1 is called linear.
An (n, m)-function F" having d°F = 2 is called quadratic.

Remark. A quadratic homogenous (n, n)-function (in terms of the ANF represen-
tation) can be represented as:

F(Z) = al.
IEP(N)
|I]=2

1.4 Finite field representation

Lemma 2. [5, p. 31] The finite field Fon is a vector space of dimension n over
its subfield Fy.

The lemma leads us to representing the elements of Fy» with respect to a basis
of Fon over [Fy.

Definition 8. Let x € Fon and B = (ay, ..., a,) be a basis of Fon over Fy. Then
the vector A = (Ay,..., \,) € F} such that

n
1=1

is said to be the coordinate vector of x with respect to B and denoted by [z]p.

Theorem 3. [1, p. 10] Any (n,n)-function F admits a unique univariate poly-
nomial representation over Fon, of degree at most 2™ — 1:

2n—1
F(z) =Y ¢!, ¢j € Fon.
=0
A useful property of the finite field Fan follows.
Lemma 4. [5, p. 16] Assume a,b € Fon,i € N. Then (a + b)* = (a* + b?).

In this thesis we will work with quadratic homogenous (n, n)-functions, there-
fore we need to understand how to determine quadratic functions from their finite
field representation.

Definition 9. The Hamming weight of j € Ny, denoted by wy(j), is defined as
the number of nonzero coordinates of the binary expansion of j.

Theorem 5. [1|, p. 11] Assume F' is an (n,n)-function defined by
o1
F(z)= > ¢!, ¢j € Fan.
=0
Then maxogjggn_l{wH(j) | Cj 7£ O} =d°F.
Corollary 6. If maxo<j<on_1{wpn(j) | ¢; # 0} equals

e 1, then F is linear,



o 2, then F' is quadratic.

Remark. Note that F' being quadratic homogenous in terms of the ANF represen-
tation does not imply F' being quadratic homogenous in terms of the finite field
representation. We will later show that APNness is affinely invariant, therefore
in both representation we can focus on quadratic homogenous functions only.

Remark. Every quadratic homogenous (n,n)-function F' (in terms of the finite
field representation) can be represented as

n

i—1 t—1
Z Cz‘,t$2 L

1<t<i<n

1.5 APN functions and their properties

All of the following definitions can be similarly formulated for the finite field
representation just by changing F} to Fon.

Definition 10. Let F' be an (n,n)-function. We define
Ap,={z €F} | F(z)+ F(z + a) = b}.

Definition 11. [I, p. 26] F : Fy — F% is said to be almost perfect nonlinear
(APN) if
Ya EFS\{O}, viFQH : |AbF:a‘ S 2.

Remark. Note that due to the characteristics of 2 if F(x) + F(x +a) +b =0 for
x = T € Fon then it also holds for x = & 4+ a. Therefore,

{z € Fon | F(z) 4+ F(z+a) +b=0}
is always even.

Lemma 7. Let L be an affine (n,n)-function. Suppose F,G are (n,n)-functions
such that F is quadratic homogenous, G is quadratic such that

Ve e Fy: G(z) = F(z)+ L(x).
Then F is APN if and only if G is APN.

Proof.
It is casily seen that Af, = A, 1},
Gx)+Gxz+a)+b=F(x)+ L(z)+ F(r+a)+ L(xr+a)+b
=F(z)+ L(z)+ F(x+a)+ L(x) + L(a) + b
= F(z) + F(x +a) + L(a) + 0.

Therefore,

(Va,bGFg,a%ﬁz |AF,| §2> = (Va,ceﬂ?g,a#ﬁz AL, §2).

]

Remark. Lemma (7)) shows that when studying quadratic APN functions we can
focus on quadratic homogenous (n, n)-functions only.
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1.6 Equivalence respecting APNness

There are two notions of equivalence respecting the APNness of a function. The
CCZ-equivalence is stronger then the EA-equivalence, but in terms of quadratic
functions they are the same.

Definition 12. [2 p. 588] Two (n,n)-functions Fi, F5 are called

e Extended affine equivalent (EA-equivalent) if there exist Ay, A, affine per-
mutations on Fy» and Az an affine function on Fy» such that

Fy(z) = Ay (F1(Ag(7))) + As(z),

e Carlet-Charpin-Zinoniev equivalent (CCZ-equivalent) if there exists an
affine permutation which maps the graph Gy, onto the graph Gp,, where

Gp, = {(z, Fi(z)) | x € Fan}, fori € {1,2}.

Remark. CCZ-equivalence is a generalization of EA-equivalence.

Theorem 8. [1, p. 42] If two (n,n)-functions F, G are CCZ-equivalent, then F
is APN if and only if G is APN.

Theorem 9. [Z, p. 588] Let F, G be quadratic (n,n)-functions. Then F, G are
CCZ-equivalent if and only if they are EA-equivalent.

Remark. Finding a new (not CCZ-equivalent to a known one) quadratic APN
function is simplified to finding an APN function that is EA-inequivalent to any
known quadratic APN function.



2. Finite field approach

In this chapter we will explain the basics of the method introduced in [2]. We
will follow the structure of the original paper and add theorems and lemmas for
easier understanding. We will also slightly change the notation. From now on let

be a finite field representation of a quadratic homogenous (n,n)-function.

2.1 Matrix representation of F’

In this section we will explain how to construct the corresponding matrix for given
function F. Most of this section can be found in [2, p. 589-591]. In comparison
with the original paper, we will divide the content into separate statements and
add proofs when needed. We will also add Lemma that will be later useful

in Chapter .

Definition 13. [2, p. 589] Let us denote by Er = (€;+)nxn € Fon'™ the coefficient
matriz of F obtained as follows:

€it =

cip ifl1<t<i<n,
0  otherwise.

Remark. Note that because of F' being quadratic homogenous, Fr becomes lower
triangular with zeros in the main diagonal. If it were not quadratic homogenous,
the coefficients of the linear terms would be in the main diagonal.

Definition 14. For x € Fy» we define z = (IQO’ x217 o ’$2“—1)T‘

Lemma 10. [2, p. 590] Let v € Fon. Then F(x) = 2" Ep .

Proof.
We have
0
0 0O ... 0 x?
21
20 ol on—1 €21 0 ... 0 T
z Epx=(z",2%,...;0° )
0 2n71
€n1 €n2 ... T

i—1 t—1
= > egrt

i—1 t—1
- Z Cz‘,tf’«"Q =



Definition 15. [2| p. 589] Let B = (ay,...,a,) € F4, be a basis of Fan over F.
We define

a; ay ..y
My ol a3 L. ai
a%;H ag;kl a2
Lemma 11. Let B = (o, ..., ) be a basis of Fon over Fy. Then x = Mp - [z]p.
Proof.
Let us denote [z]p = (A1,...,\n) € F. Because of the finite characteristic of

5, we obtain:

n

IL‘Qk = (Z /\iCYZ')Qk = Z(/\,ozz)Zk = Z )\?kafk = Z )\Z&?k
=1 =1 =1

i=1

And therefore

20 n
x D Ve o oy ... Qp
ol nooy 2 2 2 2
x Aiag o o ...oan
T = = . = . [$]B
2n—1 n } 271—1 2n—1 2n—1 2n—1
T Dy iy o Q5 e

Corollary 12. [Z, p. 590] By combining the results we obtain Y € Fon:

F(z) = [2]pMp ErMp[z]5.
Definition 16. [I, p. 17] The derivative of F' at a € Fan is defined as

D,F : Fon — Fon,

D,F(z) = F(x) + F(z + a).
Definition 17. [2, p. 590] Let B be a basis of Fon over Fo. We will denote the
matrix Er + E; by Cr. The matrix

Hpp = Mg (Ep + EL)Mp
will be called the corresponding matrixz of F (with respect to the basis B).

Lemma 13. Let B be a basis of Fon over Fy. Let Fy, F5, F3 © Fon — Fon be
quadratic homogenous functions with corresponding matrices Hp, g, Hp, 5, Hp, B
respectively. If F3(x) = Fy(x)+Fy(x) for allx € Fon, then Hp, p = Hp, g+ Hp, 5.

Proof. By definition Ep, = Ep, + EF,. Therefore
Hp, 5 = Mg (Ej,)Mp
= Mg (Er, + Ep, + Ep, + Ey,)Mp
= M} (Er, + Ef)Mp + M} (Ep, + Ef,)Mp
= Hp p+ Hp, .



To continue we first need to prove an auxiliary lemma.

Lemma 14. Let A € FR". Then Vi, 0 € F2. - ¢ Ai =14 A'4.

Proof.
We have

n n

ST 4 -

vAu:E vi-E w - Ay,
=1 t=1

n n n n
0TATT =3 Y v A=Y g Ay,
=1 t=1 =1 t=1

TAT =1 A%,

The following definition and lemma explain the definition of matrix Hp p.

Definition 18. Let a € [y, we define a mapping

La . an — an,
x> Dy(z) + F(a).

Lemma 15. [2, p. 590] If a € Fon, then Yo € Fon :
Lo(x) = [2] pHE pla] 5.

Proof.
Using the definition of D,F(x) we obtain:

L,(z) =F(x)+ F(zx+a)+ F(a)
=x2'Epz+ (z+a) Er(z+a)+a' Era
=2 Epz+12' ' Epz+2' ' Epa+a'Epz+a' Era+a' Era

=12 Era+a' Epz.
Now we can use Lemma ((14)):
a'Erz =2"Eja.
And therefore, we obtain:

Ly(x) = 2" Era+ &TE;Q
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Corollary 16. [2, p. 590] For given a € Fon the function L, : Fon — Fon is a
linear mapping between vector spaces.

Proof.
To prove the linearity of scalar multiplication we need to consider two cases for
b € ]FQI

e If b =0, then
La(b-2) = La(0) = 0 = b (La(x)),
e if b =1, then
Lo(b-x) = [z] pHpplals = b+ (La(z)).
Let x,y € Fan. We prove the linearity of addition as follows:

Lo(z +y) = [z +ylsHrslds

[

([z]5 + [vB) " Hr.lals

= [z]pHFslals + [yl pHrslas
= La(x) + La(y)'

Lemma 17. Mp is invertible over Fon.

Proof.
Mp is a square n x n matrix. Therefore, we only need to prove that the mapping
U+ Mp - U is injective for v € F3,. Let Mp -7 =0,

aq (6%)) 79
2 2 2
vy - ™ +vs - A2 +-tu,- n =0.
a'%;il ag;il Oé'i;;l
Because of aq, ..., a, being a basis and therefore linearly independent, we obtain

¥ = 0. We have proved that the mapping is injective.
[

Theorem 18. [2, p. 591] From the matriz Hp g and the basis B we can uniquely
construct the quadratic homogenous function F' : Fon — Fon. Vice versa the
quadratic homogenous function F : Fon — Fon and the basis B give us the unique
matriz Hp p.

Proof.

Construction of Hp p with respect to B and F' has already been shown. Suppose
Hpp € F3X" is a symmetric matrix with only zeros in the main diagonal. Let B
be a basis of Fy» such that:

Hpp = Mg (Ep + EL)Mg.

11



According to Lemma there exists Mp' and it is evident that there exists
(ME)™t = (Mz")T. We obtain:

(ML) 'Hpp - My' = Ep + EJ..

By definition Er is a lower triangular matrix. Therefore, the above equality im-
mediately gives us Ep.
O

2.2 Correspondence between QAMs and APN
functions

The one to one correspondence between quadratic homogenous functions and so
called quadratic APN matrices will be proved in this section. It will cover the
rest of [2, p. 589-591]. The proof of Theorem is based on the proof of [2]
Theorem 1], but extra steps for better understanding will be added. From now on
we will abbreviate Mp, Ep, Cr, Hp g and [z]p to M, E, C, H and [z], respectively.

Definition 19. [2, p. 589] Let @ = (vy,...,vy)" € F3. We define:
e Spany, (¥) = Spang, (7') = Spang, (vi, ..., V) = {0 Ni-v; | N € Fol,
e Rankp, (7)) = Rankg, (") as the dimension of Spang, (¥) over F,.
Remark. [2 p. 589] Let B = (a4, ..., ;) be a basis of Fon over Fy. Suppose
Vie{l,....om}: [vilp= Vi1, %in)
and define a matrix I' = (7, j)mxn. Then Rankg,(v) = Rank(I).
Lemma 19. Let P € F3*" be invertible. Then Vv € Fy, :

Rankp, (V) = Rankg, (PY).

Proof.

Let I' be a matrix as in the remark above. We can see that Rankg,(P7) =
Rank(P -I'). We know that multiplying by an invertible matrix does not change
the rank of a matrix (see [3, p. 467, 502]). Therefore,

Rankp, (Pv) = Rank(P - I') = Rank(I") = Rankg, (¥).

]

Definition 20. [2, p. 589] A matrix J € F5." is said to be a quadratic APN
matriz (QAM) if all of the following hold:

e J is symmetric,

e the elements in the main diagonal are zero,

12



e for any nonzero X € F2: Rankg,(J - X) =n — 1.

Remark. The third condition is equal to every nonzero linear combination of the
n rows (or columns due to the symmetry) having rank n — 1 over Fs.

Theorem 20 (Rank-nullity theorem). [6, p. 52] Assume that V,W are vector
spaces such that V' has a finite dimension. Let L : V. — W be a linear mapping,
then

dim(Ker(L)) + dim(Im(L)) = dim(V).

Theorem 21. [Z, p. 590] H is a QAM if and only if (quadratic homogenous) F
is APN.

Proof.
Let a € F3,., we define a linear mapping L, as in Definition ([18)). It is easily seen
that {0,a} C Ker(L,):

L,(0)=F(0+a)+ F(0)+ F(a)
Ly(a) = F(a+a)+ F(a) + F(a)

0,
0.

First, suppose F'is APN. Note that H is by definition symmetric with only zeros
in the main diagonal:

H =M"CM)' =M"(E+E")Y'M=M"(E+E"YM=M"(C)M = H,
Hyy=(M"EM); +(M"E"M);; = (M"EM);; + (MTEM)[, = 0.

Therefore, we only need to check the third property of a QAM. Because of the
APNness of F' the following holds:

{2 € Fon | z € Ker(Lo)}| = {z € Fan | La(z) = 0}
= {x €Fgn | F(z) + F(x +a)+ F(a) = 0} < 2.

The inequality and {0,a} C Ker(L,) implies:
Ker(L,) = {0,a} = dimg,(Ker(L,)) = 1.
Finally, from Lemma and Theorem :
Rankp, (H - [a]) = Rankg,(L,) = n — dimg, (Ker(L,)) =n — 1.

In the same manner if H is a QAM, Theorem gives us dim Ker(L,) = 1.
We only need to show that F(z) + F(z + a) = b has 0 or 2 solutions for any
a € 5., b€ Fon. Because

{F(a)+b|beFopm}=1{becFaom},
it is sufficient to compute the number of solutions of
F(x)+ F(z+a) = F(a) +b.
First, let us consider b ¢ Im(L,). Then

Hz € Fon : F(2)+ F(x +a) = F(a)+ b} = [{z € Fan : L,(z) =0} =0.

13



Second, let b € Im(L,). Then there exists & such that F'(z)+ F(Z+a) = F(a)+b
which also yields Z + a as a solution. If y € Fon,y ¢ {Z, % + a}, then the linearity
of L, implies that:

Liy+z)=b+b=0=y+zeKer(L,) =y+z€{0,a} =ye{z,z+a},

which contradicts our assumption. Thus, F(z) + F(z + a) + b = 0 has always 0
or 2 solutions.

[]

Corollary 22. [2, p. 591] There is a one to one correspondence between QAMs
and quadratic homogenous APN functions.

2.3 EA equivalence in terms of QAMs

From Remark we know that finding new quadratic APN functions can be
restricted to finding EA-inequivalent ones. Therefore, in this section we will
focus on how to determine the EA-equivalence from the corresponding matrices
of the functions. Most of this section is rewritten (with little changes in the
formulations) from [2, p. 591-595]. The proofs of Theorem (24) and Theorem
are based on the original ones with extra steps added.

Lemma 23. [2, p. 591] Assume H, Wy, Wy € F5x" such that H = Wy + W' =
Wo + W,'. Then 3A € F5X"™ symmetric such that Wy = W + A.

Proof.
Let us set S ={W € F5" : W+ W' = H}. Note that Wy, W, € S.
Suppose A is n X n symmetric matrix over Fon. Then

Wi+ A +W+ AT =W, +A+W, + AT
=W+ A+W +A
=Wy + W,
— H.

Therefore, W, + A € S. Let S denote the set
{W1+ A : AeF5" is symmetric}.

We have proved that W, + A€ S =W, + A€ S, thus S C S. Tt is easily seen
that N
S = 2 =D/2 = |G

We obtain S = S. Finally by the above Wy € S = W, € S = Wy = Wi + A for
A symmetric.
O

Theorem 24. [2, p. 592] Let Hp, € F3X" be a symmetric matriz with zeros in
the main diagonal, let Hp, € F3:". Suppose P € F3*" is an invertible matriz
such that Hg, = PTHp, P. Then the quadratic functions Fy, Fy defined by these
matrices relative to the basis B are EA-equivalent.

14



Proof.

Let Fi, Fy be quadratic homogenous (n,n)-functions with coefficient matrices
Er,, Er, respectively. For brevity of notation let us set W, = M T Er M and
Wy = M " Ep,M. Under the assumptions of the theorem we get:

Wy+ W, =Hp, =P 'Hp P =P "W,P+P"W,/P.

Lemma states there exists A = (a;j)nxn € Fyn' " symmetric such that Wy =
A+ PTW,P. Using the expression from Corollary we obtain:

Fi(z) = [2] "M " Er,M[z] = [2] "W [a],
Fy(z) = [2] "M " Ep, M([x]
= [2] Wala]
= [2] (A + PTW\P)la]
(2] Alz] + [2]" PTW, Pla].
Let Ty4(z) = [x]" Alz] and Tp(z) = P[z] for brevity. That means:
(

FQ(I) = F1 Tp(ﬁ)) + TA(J,’)

To complete the proof it is sufficient to show that T4 is an affine mapping and
Tp is an affine permutation. Let x,y € Fon.

e Due to symmetry of A we obtain
Ty(z) = [z]" Alz] = S ai )i Za” Za”
i=1j=1

We use the above expression to prove the linearity of addition.

J]—l-y Zazzx_’_y Zazz i
:Zazz +Zazz Z_TA )+TA(y)
=1

For the linearity of the scalar multlphcatlon we just need to consider:
TAa(0-2) =T4(0) =0=0"Ty(x),
Tx(1-2) =Ta(x) =1-Ta(z).
e It is clear that
Tr(z +y) = P([2] + [y]) = Plz] + Ply] = Tr(z) + Tr(y),
Tp(0-2)=Tp(0)=0=0-Tp(x),
Tp(1-2) =Tp(x) =1-Tp(x).

It is assumed that P is invertible Therefore, we can prove surjectivity of

the mapping. Suppose Tp(x) = Tp(y), then
Pla] = Ply ]
'Pla] = P Ply],
2] =y,
T =y.

That implies that T’ is bijective, because it is a surjective mapping between
finite spaces.
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Lemma 25. [2, p. 593] Let Lin(x) € Fou|x] be a linear function. Every quadratic
function Q[x] € Fon[x] with Q(0) = 0 can be denoted as

Qz)= > cipr® 7 4 Lin(x).

1<t<i<n

Theorem 26. [2, p. 594] Let H = (hij)nxn € Fox" be symmetric with only
zeros in the main diagonal. Suppose L : Fon — Fon is a linear permutation. Let
H" = (L(hij))nxn- Then the quadratic homogenous functions defined by H and
H' relative to the basis B are EA-equivalent.

Corollary 27. [2, p. 594] Let H, H' be matrices as in the theorem above. Then
H is a QAM if and only if H' is a QAM.

Corollary 28. [Z, p. 595] Let Fy, Fy be two quadratic homogenous functions with
corresponding matrices Hp,, Hp,, respectively. If there exist an invertible matrix
P € F3*™ and a linear permutation L : Fon — Fon such that

Vi,j €{l,...,n}: (Hg),; = L(P"Hg,P),;),

then Fy is EA-equivalent to Fy.

2.4 Properties of QAMs

This section will show how to determine whether a given matrix is a QAM. This
section corresponds to [2, 595-597]. Furthermore, Theorems and will
be proved to make the statement of Corollary clear. The results stated in
this section were used to design an efficient algorithm for constructing new QAMs
from already known ones. The algorithm will be omitted in this thesis, for details
see [2, p. 597-599]. Throughout this section let r, ¢ € N such that r, ¢ < n.

Definition 21. [2) p. 596] The matrix A € F5x¢ satisfying
VX e F5\ {0} : Rankg,(X-A)>r—1
is called proper. Otherwise we say the matrix is improper.

Remark. The definition of improper matrix was not originally used in [2].

Remark. Any QAM is by definition proper.

Definition 22. [0, p. 29] A submatriz of a matrix A is a matrix B obtained by
deleting from A some (or none) rows and columns.

Theorem 29. Assume that H € F5" is a QAM. Then every A € F5x™ submatriz
of H is proper.
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Proof.
The definition of a QAM states that

VA eFy, X#0: Rankg,(X- H) =n — 1.

For r = n the submatrix A equals H and therefore the assertion is true (because
being a QAM implies being proper). Assume r < n, ¢ € Fy\{0}. Ip C {1,...,n}
denotes the set of indices of the undeleted rows. Let A € F} such that

)\i:{vi 1 € IR,

0 otherwise.
It can be easily seen that X # 0. The choice of the vector X yields:
Rankg, (7' - A) = RankFQ(XT -H)=n-1.

This gives that A is proper.
]

Remark. Equivalently if there exists A a submatrix of H such that A is not
proper, then H is not a QAM. However, we will give few theorems that will show
we can avoid going through all the submatrices and check just some of them.

Theorem 30. If A € FiX¢, r < ¢ is proper, then any square r X v submatriz of
A is also proper.

Proof.

Let B denote the square submatrix and v € [}, ¥ # 0. Io stands for the
set of indices of undeleted columns. We assume A to be proper, which means
Rankp, (V- A) > ¢ — 1. We can see that for i € I¢:

(@ - B);= (T A
We obtain the following inequality:
Rankg, (7' - B) > Rankg, (7" - A) — (c—r) >r — 1.

[]

Corollary 31. Let A € F5" be a submatriz of H € FyX". If A is not proper,
then there exists a v X n submatriz of H that is not proper.

To prove the next theorem we first need to show a useful property of proper
matrices.

Lemma 32. [2, p. 596] Let A € F5x° be a proper matriz. Let P € F5*° and
P € Fy*" be invertible. Then matrices AP and P'A are both proper.

Proof.
Lemma states that

VX e F,: Ranke, (3 - A) = Ranka,(3 - (AP)).

Therefore, A being proper implies that AP is proper. In the same manner we
can see that P’A is also proper.
O
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Theorem 33. [2, p. 596] Suppose that A € F5x° r < c is a proper matriz
satisfying
Vi € {1,...7"}2 aiyi:O
V’L,j S {1, . T} Qi = Qe

Then also A" is proper.

Proof.
Let A € F§. For brevity let us denote b = A - X\. We only need to show that for

any nonzero A:

Rank]FQ(XT ATy > 1.

An equivalent formulation is:

Rankp, (b) > r — 1.

We can divide this proof into two separate parts.

1. Suppose (Api1,...,A) = 0. Let us denote by A, the matrix obtained from
A by choosing only the first » columns and rows. It can be easily seen that

b=A M, .. 0) =g, 0T - A

Where the last equality holds due to the symmetry of A,. Because we
assumed A to be proper we obtain:

Ranks, (A, ., M) T - A) > Rankg, (X - A) — (¢ — )
>c—1—(c—7)

=r—1

2. Now consider the other case when (A.41, ..., \e) # 0. We will show that in

-,

this case Rankg,(b) = r. We will prove it by contradiction. Suppose that

-

Rankg, (b) < 7.

Therefore, 37 € F4 \ {0} such that 37, v; - b; = 0. Consider the following
matrices A", A”, A"”. First,

1 -+ 0 N

— . . ail - Q1e—1 by
A=A-P=A| " = |= o : :
o --- 1 °: b,

Qr1 ++ Qpe—1

Without loss of generality let A\, = 1, otherwise we would permute the
columns of P;. This assumption implies P, being invertible and Lemma

18



states that A’ is proper. Second,

'Ul PR U’f‘
O 1 --- 0
Al=p-A=| . . . .|
0 0 1
'S ' '
> ie1 Vi@ vt D ie1 Vi c—1 D ie1 v;b;
a2 1 s a2 c—1 by
Qr 1 T Arc—1 br

We can again without loss of generality assume that v; = 1 and thus P,
is invertible. Again according to Lemma A" is proper. Third, let us
compute A" as follows:

vp 0« e 0

A/l/ — A/l . P3 — A// . Ur

0
0 0 |
T V(i viig) e i Vil | 2o Vib;
_ 25=1Yj02 e g by
Z;=1'UJ' Cr,j e Q1 b,

Using similar arguments as for A’, A” we obtain that A" is proper. However,
7 is a vector such that 3>i_, v;b; = 0. Therefore, A}, = 0. Similarly, from
zero diagonal and symmetry of A we can see that A"} = 0. This contradicts
A" being proper, because

Rankp, (¢; " - A”) < ¢ — 2.

We have proved that AT is proper.
O

Corollary 34. [2, p. 596] Let H € F5." be a QAM. Then every submatriz of H
must be proper.

Proof.
Let » < ¢. Theorems and state that every r x n and r x r submatrix

Xc

of H must be proper. Suppose A € F5:° is a submatrix of H. Then there is a
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XN

proper matrix K € Fy;™ such that A is a submatrix of K. And clearly for any
nonzero A € [F:

RankF2(XT-A)ZRank]FQ(XT-K)—(n—c)Zn—l—n—i—c:c—l.

Which implies that A is proper. Finally, from Theorem (33| we obtain that any
¢ X r submatrix of H is proper.
O

Corollary 35. Let A € F5X",r < ¢ be a submatriz of H € Fy.". If A is not
proper, then there exists a r x ¢ submatriz of H that is not proper.

Remark. Given a matrix over H € F5,." we only need to check all r X ¢ submatrices

of H with » < ¢ to decide whether there exists a improper submatrix of H. In
other words, going through all submatrices would not give us new information.
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3. ANF approach

In this chapter we will show that the matrices from Chapter (2|) can be obtained
directly from the ANF representation of a Boolean function. We will show that
the one to one correspondence with APN functions also holds in this case. From
now on let F' be the ANF of a quadratic homogenous (in terms of the ANF)
(n,n)-function such that

F@@) = Y a (Hx) = ard’.
IeP(N) icl IeP(N)
|7]=2 |T|=2

3.1 Matrix representation of ANF

Definition 23. Let us denote by Ex = (€ij)nxn € (IF5)™*" the coefficient matriz
of F obtained as follows:

J 0 otherwise.

Similarly C'z will stand for Ex + E};

Remark. In this representation the elements of E, C are vector from Fy.
Example. Let n = 3. We define

F:F5 — T3,
X1 X122
To | — | T1x2 + 173
X3 Tol3

Using the ANF notation we can rewrite F(Z) as:

1 0 0
ﬁ(($1,$2,$3)T) = 1 'ZL‘ll‘2+ 1 'ZL‘1133+ 0 + To3.
0 0 1

We can see that

C_i{l,Q} = (17 17 O)Ta
6{173} = <07 17 O)TJ
i = (0,0,1)".

And therefore
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Definition 24. Let A € (F3)", ¢ € F}. We define

U1
V2 n
A- . :Z@i'A*,i-
: i=1
U?’L

Remark. Here Y77, v; - A, ; denotes a scalar multiplication.
Lemma 36. Given 7 = (z1,...,2,)" € Fy:

F@#)=1" E; 7.

Proof.
We have
0 0 0 .
1
T €21 0 0
— E"' . — .
Z F T (xla 7xn) : .
: 2,
€n,1 ©€n2 0
= Z €ij - Ti*Xj
1<i<j<n
= > Gug T,
1<i<j<n
— =]
= arxr
I€EP(N)
[]=2
= F(z)

Definition 25. [T, p. 17] We define the derivative of F at @ € F? as
D,F(%) = F(Z +d) + F().

Lemma 37. If @ € Fy, then VI € F} :
D, F(#) + F(@)=ada" -Cs 7.

Remark. It can be easily seen that Lemma holds for the matrix E and
vectors i, v € Fy as well.

Proof. B
From the definition of D,F:
D,F(Z) + F(a@) = F(Z) + F(¥ + @) + F(a)
=i B3+ (T+4d) Ex(¥+d) +d Bxd
=ad' Bz + &' Ex.
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Using Lemma ([14)) we obtain:

D F(Z)+ F(d)=d E=%+d  El#

O
Definition 26. The mapping obtained in the lemma above will be denoted by:
Lz :Fy — Fy,
T d - Cp- 1

Lemma 38. Lz is a linear mapping between vector spaces.

Proof.
Given a scalar b € Fy we consider two cases:

o if b=0, then Lz(b-7) = Lz(0) =0 =1b- Lg(7),
e if b =1, then clearly Lz(b-Z) = Lz(Z) = b - Laz(Z).
We now turn to the linearity of addition. Let Z,y € F3, then:

La(@+9§)=d Cx(@+7)=ad Cx@+ad Czj = La(¥) + La(j).

Definition 27. Given vectors ¢y, ..., ¥, from F} and matrix A = (|- |¥,,) €
F5*™ we define
Rank((¢4,...,U,)) = Rank(A).

3.2 Correspondence between QAMs and ANFs

Definition 28. J € (F3)"*" is said to be a QAM (quadratic homogenous APN
matriz) if all of the following holds:

e J is symmetric
e J has all diagonal elemenents equal to zero
o VX e\ {0}: Rankg,(J-X) =n—1.

Remark. The only difference from Definition is that now the elements of the
matrix are from [F5.

Theorem 39. A quadratic homogenous (n, n)-function (homogenous in terms of
the ANF representation) F is APN if and only if C is QAM.
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Proof.

We prove this in the same way as Theorem . First, let F' be APN. Since F'
is quadratic homogenous, Cz = Ex + EI; has zero diagonal. Also, it is evident
that C is symmetric. Therefore, we only need to prove that

VX e Fp\ {0} : Rankg, (Cz - X)=n-—1.

Choose @ € Fy \ {0}. A trivial verification shows that Ker(Lz) = {0,@} and
therefore dimp, (Ker(Lz)) = 1.

e Since F(0) = 0, we get:

e Since F is APN:

Ker(Lg)| = |{Z € Fy | F(Z) + F(a)
= |{Z e F} | F(Z)+ F(&
< 2.

We have proved that Ljz is linear, so we can use Theorem :
Rankp, (Lz) = n — dimg, (Ker(Lz)) =n — 1.

From the definition of Lz it is obvious that Rankp,(Cx - @) = Rankg,(Lgz). Con-
versely, let Cz be QAM. In the same way as above obtain:

Ker(Lg) = n — Rankg,(Lg) = n — Rankg,(Cz-d) =n —(n—1) = L.

Again it can be easily shown that {0,a@} C Ker(Lg), thus Ker(Lg) = {0,a@}. Now
using the notation from Definition we show that F' is APN:

max |AL | = max |{# € Fy | F(#) + F(Z+a) = b}|
abery 7 a,beFy
a#0 a0
= max {Z e F} | F(Z) + F(Z+d) + F(a) = b}|
b¢62
= max |{Z € Fy | Ls(Z) = b}|.
a,beFy
a#0

Choose @ € 3 \ {0}. We only need to consider two cases.

e Suppose b ¢ Im(Lz). Then [{Z € F? | L(Z) = b}| = 0.

e Suppose b € Im(Lz). Let Z € F} such that b = Lyz(Z). It is obvious that



Let 7 € B2\ {Z,Z + @} such that Lz = b. Clearly,
La(Z+7) = La(2) + La(§) = b+ b= 0.
Which contradicts the choice of ¥:

i+ 7).

Ry

(7+7) e Ker(Lg) = {0,a} = j € {0+

Therefore, |A§a| =2 for all b € Im(Lg).
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4. Examples

In this chapter we will compute the corresponding matrices for chosen APN func-
tions Fi, Fy : Fys — Fos which are EA-inequivalent. We will show how the finite
field approach corresponds to the ANF approach. The functions Fi, F5 will be
APN and EA-inequivalent.

4.1 Finite field approach

4.1.1 Trace and Bases

Before we give the examples we need to formulate some useful definitions and
lemmas. Most of these statements can be found in [5, p. 54-63].

Definition 29. [5 p. 54] For x € Fan the trace of x over Fy is defined by

2n71

Tr(r)=2+2*+- -+
Lemma 40. [3, p. 55] For all z,y € Fon and ¢ € Fy :
o Tr(z+y)=Tr(z)+ Tr(y),
o Tr(c-x)=c-Tr(z).

Definition 30. [, p. 58] Let B = (71,...,7,) be a basis of Fan over Fy. B is
said to be a self-dual basis if for 1 < i,j < n we have

0 for i # 7,
1 fori=7.

T 5) = {

Definition 31. [5, p. 59] A basis of Fon over Fy of the form (3, 5%, ... ,ﬁQn_l) is
called a normal basis of Fan over [Fy.

Remark. Suppose B = (3, 62,...,4%"") is a normal basis of Fon over Fy. Because
Vo € Fon 1 22" = x (see [5], 48]), we can simplify the matrix Mp (see Definition

[3) as

s B2 .. 52’”*1

g2t B
Mp = : : :
52“1—2 62“1—1 . 62’"‘3
gt g g

Theorem 41. [5, p. 76] If n is odd, then there exists a self-dual normal basis of
Fan over IFy.
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4.1.2 Basis choice
Definition 32. We will consider

Fys o ol (@ +a? +1).

Firstly, let us choose a basis of Fys over Fy denoted by B = («v, a1, ag, g, o).
It will be useful to choose a self-dual normal basis (the existence is guaranteed by
Theorem (41))). The normality will imply that (c;)* = a1 for all i € {0,...,4}
which will be used in several proofs. On the other hand, the self-duality will be
helpful in the proof of Lemma . Since Fys is rather small, we can find the
basis by searching through all of the possible options. We tried the following
algorithm for all 8 € Fys and found a self-dual normal basis

B = (a07 g, Qg, Oz, CV4)
= (B, 8%, B, 8% B'°)
=(a+1, ®+1, a*+1, > +0a2 a* +a® +a)

generated by = a + 1.

Algorithm 1: Search for a self-dual normal basis
Input: 5 € Fys
Output: self-dual/not self-dual
fori=0,...,4do
if Tr(8% - 8%) # 1 then
| return not self-dual
else
for j=7+1,...,4do
if Tr(3* - 5% ) # 0 then
| return not self-dual
return self-dual

Remark. If we find a sequence having these properties it has to be a basis (see
e.g. |5, p. 61]). This explains why we could run the algorithm for all 5 € Fas.

Remark. We abbreviate Mpg to M.

B 52 54 68 616
p2optoprople g

M = 64 58 616 6 52
ﬂB 616 5 62 68

616 5 62 BS 516

4.1.3 Function F}

Let us define F} : Fys — Fys such that Fi(x) = 23 = x - 2. This function is
proved to be APN (it is a Gold function - see [2, p. 50]). It is clear that Fj is
also quadratic homogenous. Therefore, we can use the approach from Chapter
and construct the corresponding matrix Hp, p.
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We first need to construct Ep,. From the definition of F} it is clear that

00000
10000
Er=]0 0000
00000
00000

Remark. We will abbreviate Hp, p to Hp,.

To construct Hp, we will compute the element
(Hr,);; = (MTEp,M);;+ (M (Er) M);; = (M"Ep,M);; + (M Eg,M);; .

Because V(i,j) # (2,1) : (ER);; = 0, we can simplify the expression as follows:

5
(MTEpM);; =Y M5Y> (Er), M

(Hp),; =277 4571270

Finally, we can see that

0 a’+a+1 ad+a+1 at+a ot +a’
a’+a+1 0 ot +a?+1 ad+a’+a+1 ad+1
Hp = | &®+a+1  o*+a?+1 0 a'+at+a?  a'+aP+at+a+l
o*+a  aP+alta+l at+al+a? 0 at+a’+a+1
ot +a’ a’+1 o*+ad+a’+a+1l at*+aol+a+l 0

4.1.4 Function F

We define the second function as

Fs FQS — FQS,
x> 2% 4 Tr(a?).

According to [7, Corollary 1] this function is APN. For n > 7 it has been proven
to be EA-inequivalent to x +— 3 (see [7, Corollary 3]). However, we decided to
set n = 5 and have checked that Fi, Fy are EA-inequivalent too. Expanding the
trace function yields

Fy(z) = 2% + 27 + 2" + 2° + 21 + 2%,

All of the exponents have Hamming weight equal to 2. Therefore, F5 is quadratic
homogenous. Note that also Tr(z?) itself is quadratic homogenous. Therefore,
for both of these functions a unique corresponding matrix with respect to B can
be constructed.
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Remark. For the simplicity of notation we will denote Tr(x) by Fr. Hence, we
obtain for all x € Fon : Fy(x) = Fi(x) + Fr(x). We will again denote matrices
Hp, p and Hp, p by Hp, and Hp,, respectively. It can be easily seen that

&

I
[ G )
—_ O oo
—_— oo oo
cooc oo
cooc oo

We first compute (Hp,), ; and then use Lemma to obtain Hp,. We
will again make use of the fact that V(i,j) ¢ {(3,1), (4 1) (4,2),(5,2),(5,3)} :
(EFr);; = 0. We have

(Hpp);; = (MTEFTM)m + (MTEp,M)j,,

5
(MTEFT Z ik Z (EFT)k,lMlJ

=1
= MZ-TSMLJ- + M;Mlyj + MZLMQJ + M;Mgvj + M;ngj

2i+l 2j71 2i+2 2]'71 2i+2 2j 2i+3 2j 2i+3 2j+1
=p7 57 +p57 T +pT T 4BT BT+ B
_ /82’L+1+2j—1 + /82i+2+2j—1 + 622+2+2j + 621+5+2] + /821+5+2]+1 .

The obtained expression yields:

00110
00011
Hp,=|1 00 0 1
11000
01100

Now we can easily compute Hp, from Hp, and Hp,:

Hp, = Hp, + Hp,

0 a?+a+1 ad+o at+a+1 at+as
a’+a+1 0 at+a’+1 ad+ao’+a o’
= ad+a  at+a?+1 0 at+ad+a?  at+at+al+a
atta+tl P+a’+a  at4ad+a? 0 at4a’+a+1
at+a? a’ at+ad+a’+a at+al+a+1 0

4.2 ANF approach

4.2.1 ANF computation

To find the ANF representation of I}, Fy, Fr we could first compute the truth
tables and then apply a simple divide-and-conquer algorithm to compute the ANF
(see [4, p. 10]). However, we will take an advantage of the self-dual normal basis
and find the ANF straight from the finite field representation. We will denote
the ANF of Fy, Fy, Fr by Fy, Fy, Frr, respectively.

29



Remark. Given a function F' : Fon — Fan we compute F : F§ — F} by represent-
ing the elements of Fy» with respect to a basis over Fy. We continue to use the
self-dual normal basis B from previous section.

Lemma 42. The ANF of F} is equal to

1 0 1 0 0 0
- 0 1 0 1 [0 [0
Fl(xo,xl,x2,$3,$4) =20 |0l +21 |0 +22| 1] +23|0| +24| 1| +x021 |1
1 0 0 1 0 1
0 1 0 0 1 1
0 1 0 1 1
0 0 1 0 0
+xore | 1| +xoz3 |1 ]| +xoxa |1 | +2122 | 0| + 29230
0 0 1 1 1
1 0 0 1 0
0 1 0 1
1 1 1 1
4+ 2124 |0 + 22023 |O| + 2224 |O| + 2324 | 1
1 0 0 0
0 1 1 0

Proof.
Let [z]p = (20, 21, 9, 3, 24) for given x € Fys. From the definition of Fj :

Fi(z) =2 =2z
Let us first compute

1’2 = (SL’OOJQ + 1 + Tog + r3Q3 + 51746‘(4)2
= Too + X100 + Toiz + T30y + T400.
The last equality holds due to the normality of the basis. Now it is obvious that
2w = (xoa + 2100 + Toors + T30y + T4)

. ((L’()Oéo + 10 + ToOlo + T303 —+ (L’4Oé4)

4 4
= Z Z T(i—1 mod 5)L; ;X

i=0 j=0
4 4 4
= Z Z(i—1 mod 5)TiQ(i+1 mod 5) T+ Z Z Z(i—1 mod 5)L; 0.
i=0 i=0 j=0

J#i

We now only need to find the [a,a,]p for all u,v € {0,...,4}. We did that by
brute force and found the following.
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o o] |
[e7s1e5] (1 O O, 1,0)
(67185 (0 O O 1,0)
(6710 %} (0, ]_, 1,070)
Oy (0,0, y ,1)
(51} (0, 1, ,1)
ajas | (1,0,0,0,1)
ajay | (0,0, 1, 1,0)
[eD10%:} (1 0, 1,0 0)
asay | (1,1,0,0,0)
30y (0, 1,0,1,0)

Using the representations from the table we obtain the algebraic normal formal
written in this Lemma.
O

Lemma 43. Let [z|g = (xo, 1, T2, x3,24). Then

Fr(xo, 21,22, 23, 84) = 202 + zox3 +x123 + x124 + xox4

= = e
T
e e
e g S
e S gy

Proof.
We will first compute the ANF of 27 = 2% - x the same way as we did for z3:

8 8
Tr = (SL’OOJQ + 1 + Tova + X33 + 1’4044)
= ToQ3 + X104 + Toy + T30 + T4Qs.

Now we see that

8
x° - x = (xoas + T104 + Tog + T3 + T4)

. (.170060 + 10 + pin1e%) + T303 + 174064)

4 4
= Z Z T (;—3 mod 5)Lj ;X5

i—0 j—=0
4 4 4
Z —3 mod 5)TiQ; +sz(z 3 mod 5)Lj Ay
=0 = 0]‘ 0

J#

Due to the self-duality of B and the linearity of trace (see Lemma (40])) we obtain

4 4
Fr(z) = Tr(2?) = Z:z:( —3 mod 5)%; Ir(0)) + Z Z T(i—3 mod 5)T; Tr(0G0r5)
=0 =0 j=0
J#u

4
= Zx(z?B mod 5)%Li * 1
i=0

= XoTo + T1X3 + ToXy + T3Ly + T4X1.

Finally, [1]p = (1,1,1,1,1) " yields the expression stated in this lemma.
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Corollary 44. Now we can use F’l, Fr to compute

1 0 1 0 0 0
- 0 1 0 1 0 0
F2(1:0,$1,562,x3,x4) =200l +21 |0 +22|1] +23]|0 1] 4+xpx1 |1
1 0 0 1 0 1
0 1 0 0 1 1
1 0 0 1 0
1 1 1 0 1
+xogx2 |0 +zox3 |0 +axoxg | 1| + 2122 | O | + 2725 | 1
1 1 1 1 0
0 1 0 1 1
1 1 1 1
0 1 0 1
+xixg | 1| 2003 |0 +aoxg | 1| +a324 | 1
0 0 1 0
1 1 0 0

Remark. Although Fy, Fy are quadratic homogenous, Fl,Fg are quadratic with
linear terms. Let us denote by GI,GQ the functions obtained from FI,FQ by
deleting the linear terms. According to Lemma ( . ) functions G1, G, are APN
too.

4.2.2 Corresponding matrices for G, G,
Now we can use le to construct the matrix C’G~1:

T

0 (0,0,1,1,1)" (0,0,1,0,1)" (1,0,1,0,0)" (0,1,1,1,0)"
(0,0,1,1,1)7 0 (1,0,0,1,1)T (1,0,0,1,0)T (0,1,0,1,0)"
Ce = 1(0,0,1,0,1)T (1,0,0,1,1)T g (1’1’0%0’1)T (0,1,0,0,1)T
(1,0,1,0,0)" (1,0,0,1,0)" (1,1,0,0,1)" 0 (1,1,1, o 0)"
(0,1,1,1,0)" (0,1,0,1,0)" (0,1,0,0,1)" (1,1,1,0,0)" 0
Similarly, we construct C@; from Go:
0 0,0,1,1,1)7 (1,1,0,1,0)" (0,1,0,1,1)T (0,1,1,1,0)"
(0,0,1,1,1) " g (1,0,0,1,1)" (0,1,1,0,1)" (1,0,1,0,1)T
Cgz = | (1,1,0,1,007 (1,0,0,1,1)7 0 (11,007 (1,0,1,1,0)7
(0,1,0,1,1)" (0,1,1,0,1)" (1,1,0,0,1)T 0 (1,1,1 0,0)"
(0,1,1,1,0)" (1,0,1,0,1)" (1,0,1,1,0)" (1,1,1,0,0)" g

It can be easily verified that

(1)) =(Cq), = [(12),] =(ca),

for all 4,57 € {1,...,5}. Therefore, the matrices Hp,, Hp, could have been ob-
tained straightly from the ANF representation of Fi, F5.
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Conclusion

In this thesis we explained in detail the method introduced in [2]. We added
extra statements and proofs when we thought it was needed.

We showed how to construct QAMs from the ANF representation. Further-
more, we proved that there is a one to one correspondence between quadratic
homogenous APN functions and QAMs obtained from the ANF representation.

Computing the examples in Chapter 4, we showed that QAMs from [2] are in
fact very similar to the ANF representation. In future work it would be interesting
to describe how preserving APNness and EA-equivalence is connected to matrix
operations.
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