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Abstract 

Disinformation has become not only buzzword in the Czech Republic, but it has quickly 

moved into security policy of the state. Together with hybrid warfare, these issues were securitized 

in the aftermath of the annexation of Crimea by Russia. Thus, dominant narrative emerged in the 

last five years: Disinformation are a tool of hybrid warfare, which is waged by Russia against 

Western liberal democracies. Creation and establishment of this threat was aided by the Czech 

journalists. Building on previous research, this thesis scrutinizes the field of journalism and its 

position vis-à-vis securitized notion of disinformation as a part of information disorder. Using 

descriptive-exploratory approach, this thesis utilizes interviews with the Czech journalists and an 

online questionnaire to analyse how the Czech journalists perceive disinformation. The analysis 

shows that there is more than one narrative active among journalists. Another, societal counter-

narrative also plays an important role. Moreover, both narratives are permeable and influence each 

other. 

 

 

 

 

 

 

Abstrakt 

Dezinformace jsou nejen populárním výrazem v České republice, ale velice rychle se staly 

součástí bezpečností politiky státu. Spolu s hybridní válkou byly po anexi Krymu Ruskou federací 

sekuritizovány. V posledních pěti letech se proto vynořil dominantní narativ: Dezinformace jsou 

nástrojem hybridní války, kterou proti západním liberálním demokraciím vede Rusko. Na vytvoření 

a ukotvení této hrozby se podíleli také čeští novináři a novinářky. Tato práce staví na předchozích 

výzkumech a podrobně se zabývá rolí novinářů a jejich vnímáním sekuritizovaného pojmu 

dezinformace, který je součástí informačního chaosu. S pomocí deskriptivně-explorativního 

přístupu využívá autor rozhovorů s českými novináři a online dotazníku. Díky těmto datům tato 

práce analyzuje to, jak čeští novináři vnímají problematiku dezinformací. Analýza ukazuje, že mezi 

novináři není pouze jeden narativ. Existuje i druhý, který je více zaměřený na společnost a hraje 

důležitou roli. Jak bylo navíc zjištěno, ani jeden z narativů není hermeticky uzavřený a vzájemně 

se tak ovlivňují. 
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Introduction 

The message spread within hours: there is a dead student, Martin Smid. It was in the foreign 

news and also Radio Liberty reported on it. November 17, 1989. The day when the turning point 

was reached, and it was clear that the communist regime in Czechoslovakia has to go. The death of 

the student during brutal police crackdown on students was a catalysator for revolution. But soon, 

it appears to be a lie (Siska 2018; Husarova 2014). Reporting on the Velvet Revolution 20 years 

later, The New York Times (Bilefsky 2009) opened with a sentence: “It was a revolution that began 

with a lie.” Jan Urban, dissident and journalist, helped to spread this disinformation. Talking to The 

New York Times remembered that the lie was indeed important: “As a journalist, I am ashamed of 

the lie because it was a professional blunder. But I have no regrets because it helped bring four 

decades of Communism to an end.” 

Disinformation, understood as intentionally wrong or misleading information (Bernd 

Carsten Stahl 2006, p. 86), so common during the Cold War, was forgotten for a while. But 30 years 

later, disinformation has returned and together with the hybrid warfare are part of the Czech security 

policy (Daniel and Eberle 2018). For journalists, disinformation is also well-discussed topic. There 

is always a risk that in the information chaos, some disinformation makes it straight to the 

mainstream news. Disinformation is attacking the most fundamental values and institutions of the 

democratic system, goes the dominant narrative in the Czech Republic. They are exploiting or 

causing a social disorder and dividing society. Moreover, they are a powerful tool of a powerful 

foreign actor – Russia. There is a well-functioning system of disinformation, which is trying to 

break apart the Czech state and society and disrupt the Western course of newly born democracy 

(Rychnovska and Kohut 2018; Eberle and Daniel 2019). 

But there is also a second narrative, societal one. It “see[s] disinformation as a part of a 

broader crisis of media and the information environment, what RAND researchers call ‘truth 

decay’” (Bahensky 2019). This narrative acknowledges the role of Russia but downplays its 

significance and questions the power of disinformation as such. Domestic problems are the main 

concern, be it poor education or bad governance. Both narratives can be mutually exclusive, but 

they can reach a synergy when working hand-in-hand (Bahensky 2019). 

The Czech journalists are on the frontline of this clash of narratives. As many others, they 

were shocked by annexation of Crimea by Russia. Moreover, facing on the daily basis the online 

information disorder, this topic has become more and more important for them in the last few years. 

Previous academic articles (Rychnovska and Kohut 2018; Daniel and Eberle 2018) showed that 

journalists were also key actors in securitizing information and hybrid warfare in the Czech 
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Republic. The author builds on this research to explore and describe journalists’ perception of 

disinformation. 

In doing so, the thesis asks following questions: What Czech journalists think about 

disinformation? Is there a securitizing narrative related to disinformation among? And if so, is there 

also the other, societal narrative? In other words, do journalists reflect myriad of problems 

connected to disinformation, or are they in the line with the narrow official securitizing narrative? 

While answering these research questions, the thesis has two aims: to contribute to a 

research into disinformation as a topic, which is at the top of the Czech security policy; and to 

contribute to a broader securitization theory by bringing into discussion role of journalists as an 

important component of the process of securitization. As there is lack of academic research of this 

topic, there is need to gather new data covering these elements of ongoing process of securitization. 

Such data may uncover unresearched elements of securitization of disinformation (and hybrid 

warfare more broadly) in the Czech Republic and constitute impetuous for new and novel research 

in this area. 

The thesis is structured in four main chapters. The first chapter is theoretical and scrutinizes 

the most important theories or approaches for this thesis and introduces existing empirical research 

in the research area. The key theories and approaches that are discussed are theory of securitization 

and the role of media in this theory, hybrid warfare and disinformation. The second chapter details 

the research design and is followed by third chapter covering the findings. In this section, 11 main 

areas of findings are identified and described. The fourth and last section before conclusion answers 

the research questions and compares them with the aforementioned academic articles. In the 

conclusion, the findings are summarized, and implication of those findings are discussed. 
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1 Theory 

1.1 Securitization 

The 1980’ and the end of Cold War saw a change from traditional thinking about security 

within the security studies and international relations. The traditional approach to security widened 

and deepened to incorporate also other categories besides state like people (human security), regions 

(regional security), gender (feminism and insecurity of women) or environment (green theory) and 

other sectors of security beyond military such as political, societal or economical. Security has 

become a contested concept, but for scholars from Copenhagen school such as Barry Buzan, Ole 

Wæver, Jaap de Wilde and others, this was not enough and they sought a different, third way. The 

crucial problem was not the referent object (security for whom), but the very meaning of the word 

security. Building on language theory, they criticized traditional approach to security, which rested 

on claim that security is given, is out there as a reaction to threat or fear, that security is natural and 

to have more security means to have better (safer) societies. The crucial question was asked: What 

does security means? Or, more concretely: What really makes something a security problem? And 

in the 1990’, new theory of the security studies originated: securitization (Wæver 1995, pp. 46-52; 

Stritzel 2014, pp. 11-14; Eroukhmanoff 2017, pp. 104-105; Buzan and Hanses 2009).  

Copenhagen school is together with Welsh or Paris school part of wider stream of critical 

security studies: “While traditional approaches to security position the study of security as the study 

of the threat and use of force by and between states in world politics (see Walt, 1991), critical 

approaches ultimately serve to point to the normative preferences inherent in such choices and the 

political implications following from such choices” (Browning and McDonald 2011, pp. 238). 

Securitization is a constructivist theory, which examines the way how security or threat is socially 

constructed via language. In other words, security is created by a speech act. It is the utterance, not 

the security which is the object of research. This speech act can be powerful enough to elevate topic 

from regular politics into a specific, security-based area. In this way, the representative (mostly 

state representative, but it can be also other actors) claims to use special rights or extraordinary 

measures to tackle given issue (Wæver 1995, p. 52-53). 

Importantly, this move is a question of choice. Whereas immigration can be securitized in 

some states, it can be treated as an opportunity or societal problem in others. To successfully 

securitize given issue, there has to be a speech act, which is urgent, pressing and clearly articulating 

that the referent object is being threatened. This object thus needs to be protected at every cost 

(however depending on the level of securitization) against an existential threat. In some cases, this 

threat might be objectively given and threatening. But phenomena like migration or disinformation, 
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these threats need to be articulated and created. Securitizing steps have a crucial role: to convince 

an audience about the nature of the (constructed) threat so the audience agrees with extraordinary 

measures and secrecy. If the audience collectively reject the securitizing move or the threat, 

securitization has failed. Once the audience agrees on securitization, this wouldn’t mean that 

securitization is granted. The process of securitization is dynamic and constantly  

(re-)negotiated, so there might be desecuritization of the issue at hand as well (Wæver 1995, pp. 

54-57; Eroukhmanoff 2017, p. 106; Browning and McDonald 2013, p. 241). 

However, the first school of securitization was criticised for multiple issues. First of all, it 

has an inherent universal logic, but this can differ in other settings and cultures. Moreover, although 

the audience can differ (e. g. elite inner circle of state or army representatives in a non-democratic 

state), securitization is still predominantly Western theory. 

 Another question is the role of audience and the power of speech act – in a short, what 

power has the audience when deciding about the success of securitization? Other scholars also 

challenged the theory for its disregard of deeper, historical processes or top-down approach where 

the securitizing actor is a state representative. Moreover, securitizing as a speech act was also 

criticised for its narrowness leaving aside other reproduction of reality such as images or for not 

paying attention to bureaucratic practices or physical actions, which don’t follow securitizing 

speech act, but has its own inner logic (McDonald 2008, pp. 568-569; Stritzel 2014, pp. 16-20; 

Wæver 2011, pp. 471-476; Kapur and Mabon 2018). 

The second-generation securitization theory, or post-Copenhagen school moved beyond 

these shortcomings and offered more complex theory of securitization. Most notable scholar within 

this school is Thierry Balzacq (2011, p. 3), who defined securitization as “an articulated assemblage 

of practices whereby heuristic artefacts (metaphors, policy tools, image repertoires, analogies, 

stereotypes, emotions, etc.) are contextually mobilised by a securitizing actor, who works to prompt 

an audience to build a coherent network of implications (feelings, sensations, thoughts, and 

intuitions) about the critical vulnerability of a referent object, that concurs with the securitizing 

actor’s reasons for choices and actions, by investing the referent subject with such an aura of 

unprecedented threatening complexion that a customised policy must be immediately undertaken 

to block it.” 

In this understanding of security, it is not solely a speech act securitizing the issue. Daniel 

and Eberle (2018, pp. 909-910) illustrated this on the example of creation a Russian hybrid warfare 

threat in the Czech Republic. Takin the concept of assemblage which “enables to highlight the 

performative aspect of actors’ practices, relations, and their public and private identities”, the 

authors were able to identify a complex web of actors securitizing the hybrid warfare. These actors 
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can be think-tankers, bureaucrats, or journalists. As Daniel and Eberle showed, journalists were 

important factor in creating the threat. Yet, the importance of journalism and media for 

securitization were significantly underestimated by the first-generation scholars of securitization. 

 

1.2 Securitization and media 

The role of audience was from the beginning undertheorized and not differentiated. The 

main proponent of securitization Ole Wæver (2003, p. 26) stated that one of the internal problems 

of the securitization theory is the concept of audience, which needs “better definition and probably 

differentiation”. The main shortcomings of the audience concept within securitization theory are 

threefold. First, relative significant of the audience for the successful securitization is unclear and 

evaluated differently at different points. Second, it is not clear how audience accepts the securitizing 

move. Lastly, the securitization theory does not specify what constitutes audience (Leonard and 

Kaunert in Balzacq 2011, pp. 57-59). This last shortcoming is crucial for this thesis. That is lack of 

differentiation among possible audiences in the Western liberal democracies. While several authors 

offered different conceptualization (see Léonard and Kaunert 2011, p. 61), the crucial aspect is 

differentiation, whether the audience is general public, elite, or journalists. 

In Balzacq’s theorization, securitization is a process, a “strategic or pragmatic practice — 

rather than a speech act – taking place in a specific set of circumstances, including a specific context 

and the existence of an audience having a particular ‘psycho-cultural disposition’” (Leonard and 

Kaunert in Balzacq 2011, p. 61). The message, in other words, have to be in a harmony with culture, 

history, values, or discourse of audience in specific setting. Terrorism will be framed by media 

differently in the Czech Republic and in Argentina, because the social-political-cultural context is 

different.  

Securitization as process inevitably relies on media. There can be securitizing actor (in this 

case government) and audience (voters), but how is the securitizing move transmitted to the 

audience? There is more than one channel, such as public discussions, meeting with electorate, 

social networks, but the most powerful channel is media. As Fred Vultee (2011, pp. 77-93) showed 

securitization as an independent frame of the media on the case of the US ‘war on terror’, media 

effects both within media and from media are important element of securitization. 

Media effects are well-researched topic in the media studies consisting primarily of three 

effects: agenda-setting, framing and priming. It is beyond the scope of this thesis to describe these 

effects in detail, but basic characteristic is needed. Agenda-setting originated in the 70’ in the USA 

and it has changed the way how to think about media. Max McCombs and Donald Shaw showed 
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that mass media can have strong and long-lasting impact on the audience (Scheufele a Tewksbury 

2007, p. 10; McCombs 1994). As Walter Lipmann wrote already in 1922 (1998, p. 25): “We shall 

assume that what each man does is based not on direct and certain knowledge, but on pictures made 

by himself or given to him. If his atlas tells him that the world is flat he will not sail near what he 

believes to be the edge of our planet for fear of failing off.” 

Max McCombs and Donald Shaw (1972) proved that media have causal effect on audience 

according to what topics or themes they select, thus setting the agenda for the public. However, 

there is a limited space for agendas in the public space (usually around five to seven) and any new 

agenda has to compete with the old agenda (McCombs 1994, p. 177). In this way, securitisation is 

not only dependent on media coverage, but also at the positioning of agenda. 

The second cognitive effect, priming, is narrowly connected to agenda-setting. Most 

scholars take it as short-term complement of agenda-setting. Priming originated in psychology and 

describes the effect, when one stimulus influenced the reaction of an individual on the following 

stimulus, while the individual consciously doesn’t know that s/he was influenced by this first 

stimulus. In a short, people store certain information in their memories. That information are giving 

people necessary context to evaluate or understand surrounding environment. In media theory, 

priming describes how receivers of information assess politicians, party or a state according to 

media news. Journalists are not saying how to evaluate given situation, but by selection certain 

topics or themes, they can give people the benchmark. By repetition, there is higher chance that this 

information will be stored in people’s memories and thus serve as a criterion for evaluation 

(Scheufele 2000; Bargh and Chartrand 2014; Price and Tewksbury 1997). Again, this media effect 

is important during securitization, but also when a securitizing actor is taking or pressing for 

extraordinary measures. The failure of these measures can be taken as a delegitimizing effect 

leading to desecuritization or to a reformulation of securitization narrative. 

Third main effect is framing. Whereas agenda-setting takes the whole piece of news and 

looks at occurrence, framing is concerned with the text (or video/audio). Based on news values, 

culture, mental maps and knowledge of journalists, certain frames are selected to be in a piece of 

news. These frames have an important role, because they have to resonate with the audience, has to 

be accessible and understandable (Entman 1991; Cacciatore, Scheufele a Iyengar 2016; Weaver 

2007). 

Robert Entman (1993, p. 52) defines framing as “to select some aspects of a perceived 

reality and make them more salient in a communicating text, in such a way as to promote a particular 

problem definition, causal interpretation, moral evaluation, and/or treatment recommendation for 

the item described.” Frames are connecting values, facts or other information, which are not 
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connected with a topic, they can influence whether and how audience will receive information 

(Nelson, Clawson a Oxley 1997, pp. 576-578; Scheufele 2000, pp. 298, 308). 

These media effects have one thing in common: they describe how media impact on people, 

how they construct a reality and how is this constructed reality perceived by the audience. Whereas 

the first generation – agenda-setting – presupposed strong and universal media effects, priming and 

framing are contextual based. However, they don’t deal with another question: who is creating the 

media agenda? There is no certain answer to this question. Different models such as policy-media 

interaction model (Robinson 1999; 2001; 2002; 2005); manufacturing consent (Herman and 

Chomsky 1988; Hallin 1986); theory of indexing (Bennett 1990; Mermin 1999); cascade network 

activation model (Entman 2003); positioning theory (Miller 2007, 2010) and many others. These 

models are ranging from giving media (some) power to influence political agenda to media as 

puppets of the government. The public-media-politics arena is extremely difficult to research, 

contextual based and with so many variables that the aforementioned question might be never 

answered in satisfactory manner. However, it is fair to conclude that media can have some influence 

over political agenda. 

It is clear that media are part of securitization in many ways. They are either right in the 

process, as Daniel and Eberle (2018) showed on the case of Ondrej Kundra and construction of the 

Russian hybrid warfare threat in the Czech Republic, or they are mere channel for a political 

message. In May 2017, the then Prime Minister Bohuslav Sobotka delivered a speech about 

disinformation and hybrid threats, which can serve as an example of securitizing move transmitted 

by media. “None, especially not a small nation, can ignore the facts. And the facts are that our 

freedom had in just last thirty years ended up in two biggest national catastrophes,” quoted the 

Prime Minister journalist and fighter for democracy Ferdinand Peroutka, who gave this speech in 

1951 when the Radio Free Europe has started broadcasting. The Prime Minister used this symbolic 

to describe that it is hard nowadays to distinguish facts and fakes. Disinformation as a part of hybrid 

threats “have potential to not only endanger our security, but they can have a fatal impact on our 

democratic values and institutions, which are the basis of our political system and they are also 

guardians of our personal freedom,” Sobotka continued. The speech was live streamed by the Czech 

Television, public broadcaster, and subsequently turned into an online article. Czech News Agency 

reported on this speech as well, so other media took over this message of securitization move and 

speech act. 

But journalists can also further report on the conferences, have interviews with guests, talk 

to politicians and getting the picture about the securitization. In the case of disinformation, it is also 
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personal since disinformation or fake news are closely connected to journalism. In this way, it would 

be a fallacy to leave journalists out of securitization theory. 

 

1.3 Hybrid Warfare 

As is visible, hybrid warfare and disinformation are hardly separable in their securitization 

in the Czech Republic. In the Czech context, hybrid war or hybrid warfare are connected to a 

masterplan of Putin’s Russia. Disinformation campaigns are often perceived in the Czech Republic 

and more broadly in the West as integral part of this masterplan. 

"I take a stand to do what I can; and if I can't, I find out how I can; keep trying the theory, 

organize, make a plan,” is the lyrics of hardcore song R.M.A., or Revolutionary Mental Attitude 

written by Stick To Your Guns band. Somehow, in few lines, it describes the popular thinking about 

hybrid warfare in the Czech Republic.  

But hybrid warfare has not been a novel phenomenon, or the only label placed by 

academicians, politicians, or journalists on the modern way warfare. Asymmetric warfare, fourth 

generation warfare, compound war, low-intensity conflict, three-block war, sixth generation 

warfare, network-centric warfare, counter-insurgency warfare and last but not least revolution in 

military affairs, RMA. All these terms popped up to capture the post-Cold War conflict environment 

in a way not dissimilar to Mary Kaldor’s New Wars theory (see Renz 2016, p. 5; Fabian 2019, p. 

308). Given the rapid popularization of the term after the annexation of Crimea, hybrid warfare has 

become more an empty shell waiting to be filled with all different meanings.  

Since 2014 the definition of hybrid warfare widened to encompass at least three distinct 

themes: Russian overall strategy employed mostly against the Western liberal democracies; 

supposed change in a way how modern war is conducted; and societal threats to Western liberal 

democracies. 

Starting with Russian theme, it was the illegal annexation of Crimea by Russian Federation 

which catapulted hybrid warfare into mainstream. Contrary to immediate reaction to the annexation 

of Crimea and popularity of the hybrid warfare term and concept among experts and laymen alike, 

more recent scholarship cautions against overreliance on the concept and doubts insight it offers. 

As Murat Caliskan (2019, pp. 47-55) writes in his article, hybrid warfare is not the whole new 

warfare, but merely a part of strategy. Looking at hybrid warfare through the lenses of strategic 

theory, his argument lies in a notion that hybrid warfare is more tactical and operational tool. 

Together with other authors (see e.g. Fabian 2019), he criticizes the oversimplification of Russian 

strategy and also foreign policy (Smith 2016, p. 295) by looking at it only through hybrid warfare. 
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Renz and Smith (2016, pp. 1) state that: “Its principal conclusion is that the ‘hybrid warfare’ concept 

is not suitable as an analytical tool for assessing Russian military capabilities or foreign policy 

intentions and should therefore not be used as the basis for strategic decision-making and defence 

planning.” 

One of the foremost experts on current Russia from the perspective of security and military 

Mark Galeotti (2016, pp. 291-297) says that there are unique features when it comes to Russian 

politics such as prominence of non-kinetic operations, dense and institutionalised web of non-state 

actors without clear affinity to Moscow or a single command structure which coordinates both 

military and political operations. However, the difference is not in an essence, but an extent to which 

Russia is using these tools. These tools are not unique, and the main change is a context in which 

they are employed – heavily globalized world and 24/7 news cycle.  

It is also useful to remind that the term hybrid warfare is of a Western origin (Renz and 

Smith 2016, p. 8) and heavily used by Western authors to describe actions against the Western 

liberal democracies. For Fabian (2019, p. 322), “the Russian hybrid warfare strategy is rather a 

western myth than a comprehensive Russian strategic concept.” Gerasimov doctrine is one 

interesting example. For some Western scholars Russian Chief of General Staff, General Valery 

Gerasimov is a mastermind behind the new concept of hybrid warfare (Fabian 2019, p. 311). 

Without going into details, it is based on a speech which was misinterpreted and dealt in a theory 

with a way how to oppress so-called colour revolutions or Arab Spring uprisings within Russia 

(Galeotti 2018). Importantly, hybrid warfare in this perspective is described based on old KGB-

style operations and the novelty is contested (Mansoor 2012, pp. 3-9; Johnson 2018, pp. 148-149; 

Lucas and Pomerantsev 2016, p. 6). 

The second theme covered under hybrid warfare label is closely related to a general notion 

of a nature of war. Conflicts in post-Cold War have changed significantly, it says, and there is a 

unique way how wars are fought. Sandor Fabian (2019, pp. 309-310) dates the origin of hybrid 

warfare to the year 2002: “It was coined by an American Marine Corps major, William J. Nemeth, 

in his 2002 master’s thesis where he ironically used it to describe the tactics, techniques and 

procedures used by the Chechen rebels against Russian conventional forces. The concept gained 

more momentum in 2006 when, following the Hezbollah’s successes against the Israeli 

conventional forces in the Second Lebanese War, the U.S. Quadrennial Defence Review officially 

introduced the term into American strategic thinking.” 

Other sources are dating the origin back to Frank G. Hoffman’s study Conflict in the 21st 

Century: The Rise of Hybrid Wars (Renz and Smith 2016, p. 2). Hoffman, a former US Marine 

officer, introduced the concept for academia (Fabian 2019, p. 310). In his view (Hoffman 2007, p. 
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29) hybrid warfare is when (non-)state actors are using asymmetric or irregular tactics, which is 

blurring the separating line between peace and war, between combatants and non-combatants: 

“Hybrid Wars incorporate a range of different modes of warfare, including conventional 

capabilities, irregular tactics and formation, terrorist acts including indiscriminate violence and 

coercion, and criminal disorder.” 

Hoffman view is limited to war, warfare and violence, it excludes non-violent actions such 

as “economic and financial acts, subversive political acts like creating or covertly exploiting trade 

unions and NGOs as fronts, or information operations using false websites and planted newspaper 

articles” (Hoffman 2014). Hybrid warfare is more tactical and operational tool how to understand 

changes in warfare in the broadest term. There are modern, high-precision weapons being used, 

new battlefields both in virtual (e.g. video, internet, media) and physical (urbanized areas) word. 

The war can be same, but the circumstances have changed with globalization (Hoffman 2007, pp. 

12-16; 28; 43). In other words, Hoffman (2008, p. 37) argues that even though all elements of hybrid 

warfare (physical and psychological, the kinetic and non-kinetic, and combatants and non-

combatants) had existed before, the new element is their convergence, so “we do not face a widening 

number of distinct challenges but their convergence into hybrid wars.” 

Hybrid wars in this view changes the principle target of any operation. The centrality is not 

only in the battlefield or military clash itself, but also in the people. For McCuen (2008, p. 108), 

there are three important battlegrounds: the conventional battleground; the conflict zone’s 

indigenous population battle-ground; and the home front and international community battleground. 

The narrative and the perception matter to sway people on desired side. “By bringing the population 

into the conflict, hybrid warfare magnifies the importance of perceptions. Although wartime 

propaganda is a time-honoured tradition as far back as the ancient world, modern communications 

systems such as the Internet, satellite television, and radio radically amplify the transmission rates 

of propaganda and public information” (Mansoor 2012, p. 9). 

There are several points of critique and contradictions in this view of hybrid warfare. For 

example, it originated at the U.S. military and is very much tailored to the U.S. perception of war. 

This encompass mostly counter-insurgency operations or military interventions on foreign soil. But 

how useful is then to generalize hybrid warfare? Hybrid warfare should prolong war to weary of 

the enemy (McCuen 2008, p. 109), but the annexation of Crimea, for some the clearest example of 

hybrid warfare, was very swift. 

The third theme of hybrid warfare is from constructivist position. Hybrid warfare is taken 

as mythological construct of Western liberal democracies, which are trying to capture new threats 

in new globalized world. Disinformation is thus more societal question for the author than military 
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threat. Maria Mälskoo (2018, pp. 377-379) writing from the perspective of ontological (in)security 

states that hybrid warfare is attacking the fundamental security of being for the European Union 

and NATO.  

Hybrid warfare symbolizes the blurry line between politics and war. Western institutions 

are facing the fear of unknown – are they in war; if yes, what kind of war it is; with whom; and how 

to defend attack during a presumed peacetime? In other words (Mälskoo 2018, p. 378): “Hybrid 

warfare exposes collective actors to the fundamental existential questions about the continuity of 

their external environment as they know it and their own finitude, with the related anxiety about the 

difficulties of concretising unknown and indeterminate threats.” 

When theorized in ontological security approach, it is analytically beneficial to turn the 

attention to Western liberal democracies. “Hybrid methods exploit the obvious contradictions and 

fissures of Western society,” writes Johnson (2018, p. 145) and adds: “hybrid warfare […] erodes 

the established norms, thresholds and standards of international relations […]” (p. 157).  

Hybrid warfare in this perspective tells more about the Western liberal democracies, the 

way of communication in the digitalized century, good/bad governance and the current shape of the 

international relations. In other words, it is a symptom of international, societal and information 

disorder. 

 

1.4 Disinformation 

Whether or not is hybrid warfare concept useful and applicable to make sense of changes in 

post-Cold War conflicts and wars, information operations are part of it. Disinformation as currently 

understood falls under these broader terms of information or influence operations. When viewed 

from security studies or military studies perspective, these might include collection of tactical 

information about an enemy, cutting down adversary’s information flow or dissemination of 

propaganda. Adversary can also leak some documents or hack parties. According to the U.S. 

military doctrine (Scaparrotti 2014, p. xi), information operations are composed of: “[S]trategic 

communication, joint interagency coordination group, public affairs, civil-military operations, 

cyberspace operations, information assurance, space operations, military information support 

operations, intelligence, military deception, operations security, special technical operations, joint 

electromagnetic spectrum operations, and key leader engagement.” 

From civilian perspective, disinformation is part of broad information and media landscape. 

This spans across everyday life and goes deep into human consciousness and meaning of the world 

as we, humans, see it. The landscape involves divergent formats such as radio, television, online 
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content, physical (e.g. paper) medium and it goes in many directions (see Flore et al. 2019). 

Originally, there was a clear one-way transmission of information from sender to receiver in public 

information space. Outsider could get into media, but this change from receiver to sender was 

controlled by hierarchized and centralized system. There had been and has been a clash of 

sender/receiver paradigm within media (e.g. politicians-experts-journalists triangle), but the 

endpoint was a receiver without actual free access to public media system. With a rise of internet 

and more specifically blogs and social networks, the flow is multidimensional. What had been 

private is now public. Everyone can create content and can be extremely influential.  

Swedish YouTuber and comedian known under nickname PewDiePie has over 102 million 

subscribers (2019a). According to Statista (Clement 2019a), it is the second most favourite channel 

on YouTube. On Instagram (Clement 2019b), the most popular account is the one of footballer 

Christian Ronaldo with almost 182 million of subscribers. Second Ariana Grande has over 160 

million, third Selena Gomez over 155 million. In contrast, according to Pew Research Center 

(2019), the total daily circulation of US daily newspapers (both print and digital) was at weekday 

40,42 million in 2014. Estimations for 2019 are 28,5 million. The most viewed video of PewDiePie  

– rap music video Bitch Lasagna aimed against the most popular YouTube channel T-Series 

(Biswas 2018) with over 121 million subscribers at the time of writing this thesis – has almost 230 

million views. For users commenting the video, the race to be number one YouTuber between 

PewDiePie and T-Series has become ‘The greatest war in history’ or ‘Epic war’. Interestingly, the 

video of PewDiePie (2019b) wedding alone has almost 30 million of views, 4,8 million of likes and 

over 500,000 comments. These numbers are quite unimageable for most media. 

 There are many pitfalls when comparing user-generated content and media content. In fact, 

it is almost incomparable. At the same time, it illustrates the popularity of online content and the 

possibility of interaction. Over half a million comments implies mass of people, who are engaged 

and who are actively re-generating content from around the globe. This is the landscape where 

disinformation operates. They are not just military tool to deceive, disrupt and divide. They are false 

information spreading in extremely fast online environment, where fact-checking means extra effort 

for the user. Believing is easy, disproving hard. 

But what disinformation actually is and what are its most important features? As hybrid 

warfare, also information threats are summed in different labels such as information warfare, hybrid 

war, propaganda, hostile strategic communications or (hostile) narratives (Ördén 2019, p. 421). All 

of them have one thing in common – supposed adversary using disinformation against us. From 

security standpoint perspective, it is understandable (Ördén 2019, p. 422): “The information threat 

today is a ‘complex threat’; a threat which calls into question ‘the meaningfulness of differentiating 
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between internal and external security’ – a distinction fundamentally underpinning strategic 

studies.” 

There is always security of someone or something, for someone or something and against 

someone or something. But communication threats are part of everyday life, they are attacking the 

values and they are misusing humans’ emotions such as angry or fear. As visible on the EU level, 

there is a clash of four communities promoting two different approaches to security against 

informational threats. First two political communities, security/defence and Internet sector take 

informational space as referent object, online space is battlefield to be saved through creating and 

deleting online content (thus strategic communication, unified narrative, censorship,  control over 

informational vacuum). Two other communities – educational sector and media – build on media 

pluralism, free media and educating population so citizens acquire skills to independently evaluate 

information. Citizens are thus part of threat, the cure is perspectivism and citizen’s independent 

democratic judgement. For both approaches, disinformation means something different and there is 

also a unique way ho to address the threat. But for both approaches, disinformation is part of 

everyday life (Ördén 2019, pp. 422, 427-429). 

The complexity of information threats such as disinformation is not only in essence, but 

also in process. Instead of simple one-way transfer of (dis-, mis-) information, there is a process 

reproduction and re-conceptualization. Some flawed information is staying only in online social 

media environment, others have a guise of real-life rumours, or can be picked by media and fact-

checked or promoted. There is myriad of actors spanning across politicians, journalists, bots, 

ordinary users, trolls, or conspiracy theorists. 

For media professionals, this chaos has become extremely hard to navigate. War is always 

an extreme example, but it well illustrates what media have gone through. Andrew Hoskins and 

Ben O’Loughlin (2015) identified three phases of mediatization of warfare: broadcast war in 1990’, 

diffuse war in 2000’ and arrested war in 2010’. In the first phase, media had the control over the 

content for the audience and state or military actors could relatively easy control media. In the 

second phase, media lost the monopoly over content, suddenly there was a chaos of digital content 

being produced not only by media. The environment was in a mess and media feared to be sidelined 

by digital content elsewhere. In the third stage, media were able to stabilize the chaos, although it 

is not so stable as the first phase. Soldiers merged with journalists and they are re-creating a reality 

with their helmet cameras. There is almost nothing media can miss: there is always a video posted 

by someone, picture of a blast. Instead of trying to produce a content, media has started to verify 

the content. However, this brought also an opportunity for states to misuse and deceive media. War 

in Ukraine is such example. As they write (p. 1335): “The free-for-all re-established mainstream 
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news cultures in the West seem ill-equipped to filter out disinformation from full-scale (Russian) 

informational war, which exploits politics based on truth.” Interestingly, it these tools of 

verification, which the journalists want to teach the public (as Ördén 2019 indicates and as the 

analysis in this thesis shows). 

Adding hybrid warfare and Russia into the equation, no wonder the academic debate is so 

fragmented and without clear definition of disinformation (Tucker 2018, p. 29, 55). In a short: 

information space is a mess. And it is built on emotion and feelings, because social networks are 

based on dopamine stimulation to keep us, humans, at the screen. It contains facts as much as 

emotions and feelings. Disinformation about NATO is the very same threat as disinformation about 

vaccination. What should be the defence, and do we want to securitize and militarize ordinary life? 

Should we give up on some values and freedoms to protect online space, for example through 

censorship? 

Interestingly, there is quite straightforward definition of dis- and misinformation known for 

a time. Bernd Carsten Stahl (2006, p. 86) defined the latter as wrong or misleading information. 

Disinformation is also false information. But deliberately false. In other words, misinformation is 

accidental falsehood. Bias in this way can be also seen as misinformation, since it is 

unacknowledged personal conviction. However, Flore et al. (2019, pp. 2-3) in a report of the 

European Commission, don’t look at the nature of information in disinformation, but at the process 

of disinformation. They cite Eric Cheyfitz, a professor of American Studies and Humane Letters at 

Cornell University, who defines disinformation as “the process of erasing history, culminating in a 

disruption or blockage of critical thinking” and as a “constant unlearning of the facts”. 

To make sense of disinformation, or broadly false information, the author turned to the 

report of the Council of Europe (Wardle and Derakhshan 2017, p. 20). The authors offer 

straightforward definition of false and harmful information: “Mis-information is when false 

information is shared, but no harm is meant. Dis-information is when false information is knowingly 

shared to cause harm. Mal-information is when genuine information is shared to cause harm, often 

by moving information designed to stay private into the public sphere.”  

But apart from definitions, Wardle and Derakhshan (2017) are offering an important 

context. In nowadays digitally-globalized world, the challenge is not disinformation, but the 

information pollution, or as they call it, information disorder. The referent object is not 

disinformation, but the information disorder. This thesis takes disinformation as a specific object to 

scrutinize in the securitized environment but places it in information and social disorder. In other 

words, the securitization of disinformation in the Czech Republic by invoking Russian threat takes 

place as a part of a larger and more important phenomenon. 
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To finish the theoretical discussion, rather long but essential quotation is needed: “We 

cannot see the phenomenon of mis- and dis-information in isolation but must consider its impact 

amid the new-media ecosystem. This ecosystem is dominated by increasingly partisan radio, 

television and social media; exaggerated emotional articulations of the world; quick delivery via 

algorithmically derived feeds on smartphones and audiences that skim headlines to cope with the 

floods of information before them. Making sense of mis-, dis- and mal-information as a type of 

information disorder, and learning how it works, is a necessity for open democracies. Likewise, 

neglecting to understand the structural reasons for its effectiveness is a grave mistake” (Wardle and 

Derakhshan 2017, p. 14). 

 

1.5 Czech context 

A shining example of securitization and the role of journalists has occurred recently in the 

Czech Republic as well as in other countries in the European Union. Hybrid warfare and 

disinformation become the prime topic for the Czech security policy after the illegal annexation of 

Crimea by Russian Federation (Hellman and Wagnsson 2017; Rychnovska and Kohut 2018; Daniel 

and Eberle 2018). As stated in the introduction, this thesis builds on previous researches done by 

the Czech scholars of security studies and international relations studies. It would be futile to 

describe the origins and formation of securitization in the Czech Republic. This section thus 

provides only a brief overview of the Czech context, necessary for interpretation of the findings. 

The Czech Republic has become in its self-image very active fighter on the field of 

disinformation and hybrid threats. Before the annexation of Crimea, hybrid and information warfare 

was a field for security studies practitioners. Just in few years, these topics has become the interest 

of the state security, a topic of public debate and media agenda. The process of securitization of the 

Russian hybrid warfare wasn’t direct or driven by few actors. As Daniel and Eberle (2018, p. 924) 

described, it was “a rather messy and contingent process, often arising from a haphazard co-

occurrence of events. Constructing and holding the assemblage together required substantial work 

on the part of some of its key actors, such as the European Values think-tank, Ministry of the Interior 

officials, and journalists like Ondrej Kundra.” 

Daniel and Eberle mapped three formative years of the articulation and creation of the threat. 

It has to be stated here, that as Rychnovska and Kohut showed, part of this threat is also the issue 

of disinformation. The first year – 2014 – the Czech Republic tried to respond to the Russia’s 

aggressiveness, yet these efforts were uncoordinated. Important role had a right-wing conservative 

news website Echo24.cz. The journalist Vladimír Ševela published a number of articles on hybrid 
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or information warfare and he was slowly setting the media agenda. These articles had a strong 

securitizing narrative. In February, new government was formed, and it made promise to revise the 

Czech foreign policy. Part of it was the update of the Security Strategy, which was requested by the 

National Security Council in June 2014. In November 2014, a disinformation server Aeronet.cz 

accused US Embassy in Prague of financing the protest against the Czech President Milos Zeman. 

Disinformation went public and was shared by number of other media or politicians. For the first 

time, there was fear of what disinformation might cause (Daniel and Eberle 2018, pp. 913-914). 

In February 2015, the updated Security Strategy showed that the Russian hybrid warfare 

has been moved into important security threats for the Czech Republic. Together with 

disinformation and propaganda, it was one of the prime threats. The number of public conferences 

on the topic of information warfare had started to grow. Media were interested in this topic and 

there was first major investigation into pro-Russian website Aeronet.cz by Ondrej Kundra, 

journalist from Respekt. However, the topic was still low on the agenda of media. In 2015, a net of 

experts from think-tanks, civil society, academia and journalism has formed. Moreover, intelligence 

services such as the Security Information Service has also started to mention disinformation and 

hybrid warfare as a threat (Daniel and Eberle 2018, pp. 915-916; Rychnovska and Kohut 2018, pp. 

12-13). 

In these formative years, there were also different narratives: “Some downplayed the impact 

of information operations and portrayed Russia primarily as a conventional threat and called for 

strengthening the military capabilities of NATO and increasing the resilience of security sector. 

Others argued that the main problem lay in the lack of media literacy skills, which enabled fake 

news and conspiracies to flourish. The solution was thus to be found rather in education and targeted 

capability-building projects (Eberle and Daniel 2019, pp. 1273-1274). Next year, 2016, brought 

consolidation of the hybrid and information warfare threat. Think-tank European Values rapidly 

increased activities and has become the hegemon influencing the formation of the threat by the 

Czech Republic. In December, conclusions of the National Security Audit clearly stated that hybrid 

warfare and disinformation are serious threats to the Czech state, and they are a tool of foreign 

governments. It also recommended a creation of the Centre against Terrorism and Hybrid Threats 

(Daniel and Eberle 2018, pp. 916-917). 

The centre was established in January 2017. The Czech Television (CT24.cz 2017a) 

reported on this in January 3 with a headline: “A fight against extremism and disinformation.” The 

main frame was disinformation and control over the online space. The reportage included 

securitizing language such as ‘fight against’ and incorporated also the statement from the President 

Milos Zeman, who labelled this centre as censorship. The main narrative about the fight against 
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disinformation with connection to Russia was established and media has started with using this war 

narrative. 
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2 Research design 

The key goal of this thesis is to realize descriptive and exploratory research into journalists’ 

perception of disinformation in the Czech Republic. Data collection is logically the central task of 

the thesis requiring most attention from methodological standpoint. A backbone of the thesis are 

the semi-structured interviews and the online questionnaire. Both were linked together to ensure 

that the results and findings are relevant and representable. Designed questions are similar in the 

survey as they were during interview. However, given the nature of the semi-structured interviews 

and the personal uniqueness of each of the respondents, some areas covered during interviews 

deviated from the original research. Where possible, the interviews were cross-checked with the 

survey to validate main points. 

In total, six interviews were taken ranging from 20 to 50 minutes in duration. All of the 

respondents are known to the author, one is a former colleague, one is a close acquaintance and one 

a distant acquaintance. As Jan Daniel and Jakub Eberle (2018, p. 913), the author is not positioning 

himself outside of the debate. There is not a naturalistic detachment and outside observation, but 

the author is critically exploring a reality he is part of. The author worked for the Prague Security 

Studies Institute and gathered disinformation for a period of almost three months and while in media 

sphere, published several articles with the topics ranging from disinformation, through Russian 

hybrid warfare, to phenomenon of the social networks and digital communication in general.  

Although this can be seen as limiting factor for some, the closeness is also a benefit. In a 

difficult field such as journalism, a broad scope of knowledge about different media and journalists 

is a necessity to fully comprehend meanings ascribed to answers from journalists. At the same time, 

it is demanding since the researcher must stay critical and distant not subjectively skew an analysis. 

The author is well aware of that. 

Another advantage of the closeness is that with the knowledge of the field, sampling of 

respondents is easier. There are four essential steps when selecting respondents: defining a sample 

universe; deciding a sample size; selecting a sampling strategy; and sample sourcing (Robinson 

2014). Sample universe is quite small, there are around 10-15 journalists who has been covering 

the issue of disinformation repeatedly and thoroughly. Most of them don’t have disinformation as 

a main topic, but repeatedly return to it when there is some news, with election cycle or through 

different interviews. The target audience is for this reason very fluid and some journalists who were 

at the beginning of the debate, such as Vladimír Ševela from the right-wing conservative media 

server Echo24, are no longer part of the debate, nor are they active in the disinformation topic as 

journalists. The author selected six highly profiled and elite Czech journalists. The inclusion criteria 

(Robinson 2014, p. 26) were: to publish important articles/books on disinformation and/or Russian 
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hybrid warfare; to take part in public discussion regarding disinformation and/or Russian hybrid 

warfare; and to be professional journalists. Since these criteria could mean that there will be 

homogenous sample of interviewees, the author deliberately employed a purposive sampling 

strategy (Robinson 2014, p. 31) and selected those journalists, who work with different formats, are 

from different media, have different area of interest and represent different age groups. The reason 

was to capture the variety of approaches to disinformation besides the dominating narrative as 

explored elsewhere (Rychnovska and Kohut 2018; Daniel and Eberle 2018; Eberle and Daniel 

2019). 

Five selected journalists work with text (but appears also in the television), for one the major 

format is video. Four respondents are from well-established Czech mainstream media, two are from 

newly established media with significant impact. Five of them are from commercial media, one is 

from public media. Their interest range from foreign policy (two of them with a deep knowledge of 

Russia and Ukraine with personal experience) to domestic policy (areas of interests such as politics, 

law, police matters, cybersecurity and national security in general). All domestic journalists are 

investigative ones. Five respondents are men, one is a woman. Their age spans from twenties to 

almost fifties.  

Owning to the author’s background in journalism and to some extent personal attachment 

to the respondents, all six of them agreed with recording the interview for further analysis and asked 

to be anonymized. This wish was granted in line with an ethical standard and to ensure maximal 

openness of the respondents. For this reason, the author won’t list the articles of the respondents to 

protect the sources. Additionally, when it was necessary, some citations were adjusted not to be too 

concrete. The interviews were also taken in a place chosen by respondents to make them feel 

comfortable and raise the chances for maximal forthrightness. 

For a purpose of cross-checking the findings, the author designed an online questionnaire 

via Google Forms. Data as well as interviews were gathered in November and December 2019. The 

survey consisted of five sections. Before the first, in line with ethical principles, there was an email 

contact for the researcher and detailed description of the research and its aims. The respondents in 

this introduction were asked for name, medium and area of interest. First section covered the 

journalism and interest and/or attention paid to the issue of disinformation. Section two asked the 

respondents to rate activities, which can help to solve the problematic nature of disinformation. 

There was also a part about (self-)perception of the possible roles a journalist can take when 

reporting about disinformation, but this was not used in the analysis. The main reason is that these 

findings, contradictory to the design, don’t say anything important about how journalists approach 

the issue of disinformation. The third section examined the knowledge about disinformation (and 
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more specifically about experts, disinformation actors and producers, sources and so on). The fourth 

section listed five statements and respondents could agree or disagree with them. The fifth section 

was a free space for text in a case the respondent would like to add or clarify something. 

Most of the questions in the online survey were paired with the questions in the interviews. 

The outline of interviews consisted of set of 10 questions. These questions, as well as the questions 

on the online survey, were designed to show what is the journalist’s perception of the disinformation 

and whether or not there is a homogenous securitizing narrative as described in Rychnovska and 

Kohut 2018, Daniel and Eberle 2018, Eberle and Daniel 2019. The questions for the interviews 

were for this reason grouped in four main themes: disinformation and journalism (Does Czech 

journalism pay enough attention to disinformation? What is the role of journalists when covering 

disinformation? Is  disinformation undermining journalism?); solutions and setback (What activities 

are beneficial or harmful when dealing with the issue of disinformation?); knowledge about 

disinformation (Which people, websites, accounts spreading disinformation do you know? Which 

countries do you recall in connection with disinformation? What are the main resources when 

writing about disinformation?); and narrative about disinformation and security (Is disinformation 

a security threat for the Czech Republic? What government agencies or ministries should deal with 

the issue of disinformation? Is there a clash between journalists when discussing disinformation?). 

Back to the online questionnaire, in total, 60 answers were gathered from mainstream1 

journalists across the spectrum. Notably, highly positioned journalists like editors-in-chief of Czech 

prominent media like Blesk or E15 also answered in a questionnaire. At the same time, also junior 

journalists answered. The survey also ensured wide diversity of interests as well involving 

international relations, regional affairs, Central Europe, culture, environment, security issues, 

history, data journalism, social policy… In total, 40% of respondents were women, 60% were men. 

The author used either private channels to ask to fill up the survey, or official contacts. In this way, 

all mainstream and influential media were addressed. 

Despite the fact that the survey gathered a rich diversity of journalists, there are limitations 

embodied in the method of online questionnaire. First of all, there is no controlled environment, 

where the researcher can block out all possible sources of interference. The same can be said about 

sampling. Ideally, the questionnaire would be in a paper form and attended physically. This method 

would be more precise, but beyond time and organizational capacities of the author. Moreover, this 

method is sufficient for exploratory research. There is no prior study or research dedicated to 

journalists and their perception of disinformation phenomenon in the Czech Republic. As a 

 
1 Mainstream here means that potentially disinformation media were excluded 
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scientific probe and exploration, the online survey together with the interviews can point at 

interesting findings, which can be validated by more precise methods. 

The second limitation is that there is no possibility of how to estimate a total number of 

journalists in the Czech Republic. Data is not publicly available and according to a representative 

of the Czech Statistical Office, it is not even gathered. Besides journalists being employed and 

working full-time, there are interns, starting journalists or free-lance journalists. However, owning 

to the variety of the respondents and interconnection wit the interviews, for the exploratory research 

this number of answers can be consider as representable. Finally, there is also a risk of bias or 

suggestive questions in the questionnaire. However, the survey was consulted with several people 

with a knowledge in this area. All the questions in distinctive sections were sorted randomly for 

each respondent to minimalize skewed results. During the questionnaire and at the end, there were 

options to express opinion by writing additional answers in a form of free text, which were also 

taken into consideration. 

After collection of data, the interviews were listened three-times. The first listening was 

orientational and served as a first detailed exploration into the journalistic field and disinformation. 

During the second listening, main parts were transcribed and analysed in an idiographic way. For 

this analysis, content analysis was used, since it “is a research method that systematically analyses the 

content of communication. As such, any material that conveys a message can be the subject of content 

analysis. This includes all forms of oral and visual communication such as articles, websites, diaries, 

speeches, letters, interviews, images, videos and beyond” (Pashakhanlou 2017, p. 3). Content analysis 

as a research method is part of qualitative descriptive-exploratory research. Besides content 

analysis, the author used coding to detach and isolate distinct meanings (Harding and Whitehead 

2016, pp. 128-129; Whitedead, Dilworth and Higgins 2016, pp. 95-96). These categories included 

Russia; securitization of disinformation; journalism and attention paid to disinformation; possible 

solutions for disinformation; values; and discourse or narrative about disinformation. It has to be 

noted here that content analysis is a descriptive tool, which is based on what has been said, it does 

not extrapolate other meanings beyond the speech.  

After coding, there was the third listening before writing the actual analysis. This was cross-

checked by the online questionnaire to combine both qualitative and quantitative methods in a fully 

integrative approach (Pashakhanlou 2017, p. 3; 7-13). Although the author saw provisional results 

before second listening, there was deliberately no thorough quantitative analysis. The reason was 

to find commonalities between the interviews and the online questionnaire without a peril of 

subjective bias. Following sections are describing these main findings.  
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3 Findings 

The main findings are grouped in eleven distinct, yet mutually interlinked areas. Starting 

with a theoretical anchoring of disinformation among journalists, there is a clear theoretical 

confusion regarding disinformation. This is clearly adding another layer into the narrative encircling 

disinformation as a part of Russian (information and) hybrid warfare. One of the main actors in 

securitizing the Czech narrative about the Russian hybrid warfare was identified by Daniel and 

Eberle (2018, pp. 917-920) as the think-tank European Values. Despite the clear-cut dominant 

narrative about the threat from Russia and incorporation of disinformation and propaganda in the 

updated Security Strategy in February 2015, there is still a theoretical confusion about 

disinformation among journalists. Why? And what are the consequences of it? These questions will 

be answered in the second section. Following chapters look at entry points and knowledge about 

expertise. As Rychnovska and Kohut (2018); and Daniel and Eberle (2018) showed, the synergy 

between journalists and experts was crucial for constructing the threat of the information warfare 

in a broad sense and disinformation in a narrow. But who is an expert on disinformation for 

journalists? And if the main narrative is inherently connected to Russia, is this the only entry point 

for journalists into the topic of disinformation, or are there other entry points, which can shed light 

on contraindicatory narratives? These are the main questions for subchapters three and four. 

Next five subchapters are dealing specifically with the narratives. This thesis follows the 

steps of Daniel and Eberle (2018, p. 925). In their analysis, “by emphasising the cohesion of the 

assemblage and the success of its agenda-setting, we have backgrounded the elements of difference 

and dissent. Not everyone interested in [Russian hybrid warfare] had the same understanding 

thereof and not everyone agreed with the dominant narratives and policies. Further research could 

also turn to the ways competition was marginalised and neutralised.”  

This thesis focuses on the second narrative identified in the analysis of the interviews. This 

is in straightforward opposition to the main one and three respondents named the basic principle for 

marginalisation: labelling. However, both journalistic narratives have not only contradictions, but 

they also share similarities. This will be described in detail in the last four chapters. Before 

introducing the findings, there is the last note which has to be said.  The quotations from the 

respondents are purposely longer than usually. The reason is to provide as large part of relevant 

information with as much context as possible. It is a strategy, which can capitalize on less strict 

space restriction than e. g. academic articles in journals. 
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3.1 Theoretical confusion 

The theoretical roots of disinformation were not originally in the design of this thesis. 

However, when asking the interviewees, it was more and more clear that there is some ‘common 

sense’ understanding what disinformation is, but at the same time there is not a coherent answer. 

Where is the difference between fake news, misinformation, malinformation, disinformation or 

propaganda? These questions are bothering academia as well. But the at level of journalism, there 

was even more ambiguity well illustrated by a personal communication with one chief editor of the 

main Czech newspaper about the online questionnaire. He criticized the questionnaire, because 

there is no definition of disinformation, lie and a mistake. The boundaries between these concepts 

inherently connected to values such as freedom of speech or journalistic ethic are blurred. Similarly, 

respondent #5 (R5) ranked disinformation under more general phenomenon of fake news. 

Moreover, for her, disinformation can be also a mistake made by newspapers, but a decent one 

usually apologizes for that. In this understanding of disinformation, there is a significant reduction 

of the intentionality (R5): 

“Disinformation, and I am not going to say the precise definition, but how I view it, is information, 

which is presented in a misleading way, such as misleading context. It is false information, which is also 

emotionally coloured. It is important to say that it is not just one information. It is the whole narrative 

of an article. This means there can be truthful background of an article based on some quotation, but the 

quotation can be taken out of context. […] Disinformation is something, which does not reflect reality. 

[…] A thing you can disprove.” 

 

When disassociated from the Russian threat, disinformation is suddenly everything. It is a 

label, buzzword, critique. Respondent #1 (R1) used disinformation and propaganda 

interchangeably. Respondent #3 (R3) talked about an example connected with disinformation, 

which should be a suspicion that an influential Czech company bought fake Twitter accounts to 

better the company’s public image.  

This vagueness is surprising. Disinformation is not only theoretical concept, but also a 

theme and a powerful label. To publicly call someone a disinformator is a very strong denomination. 

The meaning behind this word is: s/he is deliberately spreading false information (in the public 

space) to have some sort of personal or other benefit. This clear-cut understanding is missing.  

And interestingly, it is not even part of the discussion. One question in the interviews and 

in the online survey asked whether Czech journalism pays enough attention to the issue of 

disinformation. As for interviewees, two of them id it is enough and we the whole issue is covered 
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relatively well. Four were more critical. Whereas three asked for (investigative) articles which goes 

in depth, one voiced an opinion that the topic is not broad enough and lacks different worldviews 

or contexts. None of them voiced a concern about the theoretical underpinning of disinformation. 

Moreover, they seemed to be surprised, as if they had to formulate the definition at that time. In the 

online questionnaire, almost half (28 or 46,7%) said there is too little attention, 24 (40%) answered 

“just right” and for 8 (13,3%) there was too much attention devoted to this issue. None raised the 

issue of theoretical definition besides above cited example of the chief-editor. 

There are some possible explanations for this unclarity at the side of journalists. First of all, 

disinformation is such a universally comprehensible word that there was no need to clarify it. When 

respondent #6 (R6) was asked about how to recognize disinformation, the respondent said it 

depends on context, knowledge of given topic and whether there is a balance of opinions or facts. 

He adds: 

“Basically, it is about a common sense. How you will name it academically, it is for academicians. At 

a moment when it is evidently twisting a reality… It can be only in heading. You place there 

extremely offensive heading, the rest of the article can be okay, it can be explained, but people who 

clicked already paid.” 

 

It is important to state here that the difference between the field of academic and journalist 

are natural, given the fact that both fields have distinct working methods, audience, style, length at 

disposal and so on. It is also natural that journalists will view disinformation as closely related to 

their work. And it is not only journalists who face difficulty to formulate clear definition. We can 

see the same problems in academia too. That is another reason for vague definition. The third is that 

disinformation is connected with multiple issues like the practice of journalism in 21st century, 

online environment, a political culture or extremism.  

Fourthly, media professionals see disinformation in a more complex way through media 

environment. When asked about main websites or people spreading disinformation, the answers 

varied. Besides the most prominent websites or Facebook pages, such as Aeronet, PrvniZpravy.cz 

or Sputnik, respondents mentioned mainstream media like Mlada fronta Dnes, Lidove noviny or 

Info.cz. For some the reason is that these media are not doing their job well, or their coverage is 

skewed as they comply with the owners’ wishes. Under these circumstances and with a more nuance 

viewpoint of media scene, it is only natural that the definition and meaning of disinformation will 

be more diffused according to a worldview and mental map of individual journalist. And lastly: 

disinformation was for many a new phenomenon (see below), so it is natural there will be a 

theoretical confusion. 
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Why is this important? Disinformation is the main building block of the Russian hybrid 

threat as perceived in Czechia. “In fact, many believe that the information disorder experienced by 

the Western societies is a result of an intentional campaign run by the Russian state, which they 

claim is conducting an information war against the Western public in the social media space,” write 

Rychnovska and Kohut (2018, p. 5) and continues: “Different national governments gave different 

responses to the problem, ranging from blocking (promoting counter narratives in the domestic 

context), confronting (promoting counter narratives internationally) and naturalizing (providing a 

story from the perspective of the state itself) to ignoring (not paying attention to the alleged 

information campaigns).”  

All these tactics have to incorporate journalism as well. The state might ignore 

disinformation campaigns, but as long as there is a journalist willing to confront politicians with it, 

the story might set an agenda. Obviously, this is a complex system influenced by culture, historical 

experience, other events and so on and so forth, but in countering disinformation, journalism is a 

key ally. But what does it mean for e. g. the counter narratives, when there is no basic terminological 

concurrence? How to tackle disinformation in a broad sense, if there is no agreement on what 

disinformation is? And how is it possible that there is a homogenous narrative in the Czech Republic 

around the Russian hybrid threat (see Rychnovska and Kohut 2018; Daniel and Eberle 2018; Eberle 

and Daniel 2019), but there is confusion regarding disinformation? In other words, is this narrative 

really so dominant? And lastly, what is the role of theoretical confusion in constructing a threat? 

These questions are beyond the scope of this thesis, but point at important contradiction and area, 

which should be further researched. 

 

3.2 Novelty of disinformation 

As indicated above, disinformation suddenly came out of nowhere. There is a certain share 

of lunatics in the population in the words of respondent #6, but nobody really thought 

disinformation could work. Suddenly, it was visible on the social networks and in the public space. 

New websites like Sputnik were established and others have changed, such as Aeronet, originally a 

site for aviation fans which was transformed into a disinformation website. At the same time, not 

all of conspiracy or disinformation website originated in these years. For example, disinformation 

website Protiproud originated in March 2013, conspiracy one New World Order Opposition was 

established in 2008. However, since 2013/2014, these websites have started to produce articles 

about the conflict in Ukraine from Russia’s perspective or about immigration (Evropske hodnoty 

2016; Neovlivni 2015). In short, about popular topics. 
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Together with an ambiguity about what disinformation really is, there was the question of 

novelty. Is it a new issue, is it an old issue made visible, is it an ignored issue suddenly threatening 

our society or is it imagined threat symbolizing an ontological insecurity in the new digital world 

of 21st century? This discussion was happening at the past according to respondent #4 (R4). There 

were journalists, he says, who were arguing that disinformation was always used in armed conflicts 

and is no novelty. According to him, it was important to explain that there is a new environment 

(internet) and platforms (social networks such as Facebook), which allows specific targeting of a 

relevant audience. The discussion was settled, he continues, and everyone finally understood that 

there is the novelty. 

This doesn’t mean that journalists would be ahistorical. They reflect historical background 

of disinformation, as respondent #2 (R2) puts it:  

“Disinformation is being used for ages. I am not a historian, but disinformation is one of the basic 

tools during different armed conflict. It is nothing new. What is new is the form, how it is being used. 

Russia, for example, is trying to atomize society with disinformation. It has a new platform for that: 

social networks. But the phenomenon is, of course, older.”                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                               

 

This novelty is tied, predominantly, with the Russian actions and perceived Russian hybrid 

threat. And as is the case with the theoretical confusion, the construction of the Russian threat helped 

to clear this question. Because if disinformation is delinked from constructed Russian threat as 

described by Rychnovska and Kohut 2018; Daniel and Eberle 2018; Eberle and Daniel 2019, and 

if disinformation is theoretically puzzling, where is the novelty? Especially in the Czech Republic, 

which has an experience with more than 40 years long communist dictatorship and being at the 

frontier of the struggle between two superpowers during the Cold War. Disinformation was 

common and employed both by CIA and KGB. Similarly, truth meant nothing in the communist 

Czechoslovakia, data were skewed, public was lied to, stories were bent according to an ideology 

(see Kren 2005, pp. 609-911; Romerstein 2001; Bittman 1981; Bittman 1990).  

Despite the homogenous narrative as described by interviewees, there is still some 

ambiguity among other journalists, who are not specifically dealing with the issue of disinformation. 

Out of 60 answers in the online questionnaire, 28 respondents agreed with a statement that 

“Disinformation is a modern phenomenon mainly connected with development of digital 

technologies and social networks” (see Graph 1). 
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3.3 Two entry points 

When scholars are discussing the prevalent narrative in the Czech narrative, it is narrowly 

linked to Russia. “The diversity of the expert network seems to reflect the type of expertise that is 

demanded in tackling information warfare and the importance of political backing to the expert 

narrative. What gets concretely appreciated is the combination of knowledge of new media and 

Russian politics, and this is underlined by the alarmist narrative about a new wave of the Russian 

threat to the liberal Western democracy,” writes Rychnovska and Kohut (2018, p. 23). They 

continue by saying that “albeit different in their ways of spreading this narrative, the ‘information 

war evangelists’ share the same belief that liberal democracy is in jeopardy and that a foreign power 

(Russia) contributes to driving a wedge between various segments of our society by misusing 

cyberspace and creating information disorder.” 

But journalists who are active in disinformation and more broadly the information warfare 

topic are not solely from the Russian background. Out of six interviewees, only three have this kind 

of expertise. This is also evident in the entry points to this issue. Analysis of interviews identified 

two main entry points: background in Russia (two journalists covering foreign issues and one 

covering both foreign and domestic issues) and extremism connected to so-called refugee crisis 

(primarily linked to the security realm as well, but also connected to areas such as justice or law). 

Graph 1 
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Both entry points have distinct way how to frame the issue, but interestingly, they don’t determine 

whether the journalist is keener to support the main narrative as identified by other scholars. 

Starting with the first entry point, illustrative is the story of respondent #6. It was not-so-

cold evening in Kiev’s main square Maidan Nezalezhnosti on November 21, 2013 when the protests 

erupted. R6 has the background in Russia and he went to Kiev to cover these, at the beginning 

peaceful demonstrations. He was sitting in a café full of journalists. Goof coffee, televisions and 

fast Wi-Fi filled the café with laptop-equipped media professionals. It was Sunday and somebody 

asked to switch television to Russia-1, he remembers: 

“Suddenly, there was a studio lit by red reflectors and was dark. The main host had something like a 

military uniform. And it had started. Conspiracy of CIA, Zionists, Fascists, just name it. I remember 

how I was sitting and saying to myself: ‘Dude, this is overkill. It can’t work. Oh hell, we have the 

internet. Russians have relatives in Ukraine, this is non-sense.’ Because the difference between what 

was on the screen and what was outside, three meters from the doors, was so great, that I thought it 

can’t work.” 

 

As temperature was descending below zero, initially peaceful civil protest turned violent 

when security forces decided to crush it. First deaths occurred on January 21-22 (Unian 2014; Diuk 

2014). The situation was chilling, more deaths and more clashes followed. What followed is well-

known. What started as civil unrest in Kiev has turned into illegal occupation of Crimea by Russia 

and conflict in Donbas. Out of nowhere, there was a war. 

This flow of events shocked many. Respondent #1 was at Crimea by that time, he 

remembers. Studying there, he witnessed the history from the first hand. Mentioning specifically 

research done by Jakub Eberle and Jan Daniel (cited above) and viewpoint he shares, R1 recalls the 

year 2014: 

“Until 2014, there was the Europe without war for twenty years, without changing the borders and 

if, then with some sort of blessing from international community. Suddenly there is a country 

which attacks its neighbour and takes a large chunk of neighbour’s territory. And all of sudden, 

we are in situation ‘What the hell is going on?’ We have no idea in what world we are living in.” 

 

Conflict in Ukraine was for these journalists the very first occasion when the threat of 

disinformation was articulated. And suddenly, this threat was also in the Czech Republic. R6 

remembered when he came back and a neighbour at a cottage, old doctor, told him that there is 10 
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thousand of US soldiers in the eastern Ukraine. Moreover, there were his friend in Crimea who 

believed this disinformation, he says: 

“It has an immense impact on the conflict in the east, where people lived in parallel universes. They 

visit the same YouTube, bud watch something different.”  

 

This entry point is unique in its shocking nature and feeling of imminent threat. It is very 

much linked to security realm and solely to Russia as a powerful actor in a vicinity of the Czech 

Republic. While writing about a 2017 TV documentary co-produced by Czech Television with the 

name The Power of Lies, Rychnovska and Kohut (2018, p. 2) state that it can be comprehended in 

the context of divided societies, where there is no basic and collective agreement on important 

events or phenomena. “On the other hand, however, it can also be seen as a part of a new wave of 

anti-Russian sentiment, as exemplified by the narrative about the Russian-led campaign to spread 

false and misleading news in order to stir up negative emotions against Western political elites and 

undermine liberal democracy.” But the above-mentioned journalists who faced the events from the 

first-hand are actually outside this dominant narrative in the Czech Republic. As showed below, 

these journalists are proponents of counter-narrative. One of them was however also very influential 

in the domestic debate. The question is how is it possible that these voices were marginalized, even 

though they had the expertise, knowledge and direct experience with this topic. 

The second entry point is not so strong as the first one, but several respondents mentioned 

as well. It was the so-called refugee crisis in Europe in 2015, which gave incentive to disinformation 

built on fear and aimed against Islam and migration. This event was inherently linked with an 

extremism, which was suddenly also visible in the public space or on social media and has built its 

anti-Islam information on disinformation and other conspiracy websites (see Cervenkova 2018).  

Illustrative is the story of respondent #4. When he was talking to people from the extremist 

scene, he was factchecking their proclamations. And found out that they draw information from 

very different sources. In this way, he was first confronted with the disinformation topic. But as he 

continues in describing the very beginnings, it is clear, that this topic has more shades. From 

extremism, the respondent is continuously moving to issue of politicians (mis)using social networks 

and divided society, in other words to political marketing via new platforms:   

“New York Times factchecked, who Trump insulted in his tweets. We were inspired by them and 

prepared two pages about Jiri Ovcacek [a spokesman of the Czech President Milos Zeman] and looked 

at how many times he attacked political parties. With this, we showed that he is crossing a line of a 

spokesperson. By that time, my colleague was also working on social bubbles, because we have started 

to notice that there is a divided society, which reads media and votes according to what online content 
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it consumes. […] Later with another colleague in different media, we fully started with the 

disinformation topic, depicted the people who are acting in this [disinformation] area and talked to 

them.” 

 

Interestingly, this entry point was dealing more with societal questions and the issue of what 

can be labelled as post-factual society or post-truth society. Additionally, issues seemingly 

connected to the change how humans communicate in the 21st century, more concretely social 

bubbles, divided society or broken communication of individuals in private due to content online. 

From a security realm (migration crisis was in 2016 considered as a threat in the beginnings of the 

Czech National Security Audit, but soon hybrid warfare dominated it (Daniel and Eberle 2018, p. 

916), this entry point moved into more societal narrative about the world we are living in and we 

want to live in. Although respondent #4 can be incorporated into counter-narrative, this doesn’t 

prove any correlation or causality. However, for future research, it would be interesting to pay 

attention also to this entry point and find whether this narrative was excluded, silenced or 

incorporated into the main narrative. Anecdotal evidences as shown below indicate that the latter 

might be true. Without notice should also be the fact that R4 deals primarily with security policy, 

politics, and business. He is active in different public debates, but again he is not part of the main 

narrative. 

To sum up, this subchapter introduced two main entry points for journalists into the 

disinformation theme. Either through the Ukrainian conflict and ‘Russian disinformation warfare’, 

as R4 describes it, or via extremism, migration and connected societal issues. Both entry points are 

very narrowly connected with a state security. Hybrid warfare and disinformation have become very 

early a securitized topic, whereas extremism is traditionally area of interest for state security.  

However, these points of entry don’t determine the level of securitization of the topic by 

journalists. There is no correlation between selected sub-topics related to disinformation and 

journalist’s narrative as described below. 

 

3.4 Experts 

Before analysing the two main narratives, there is an important topic of who is an expert in 

the eyes of journalists. First of all, this can be a validating point for preceding studies about the 

hegemonic narrative as pushed through by a network of experts, who established the dominant 

narrative about the Russian hybrid threat and information warfare as a prime security threat.  
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At the beginning, there are few limitations which have to be addressed. First of all, the 

debate and narratives concerning Russian hybrid warfare, or more concretely disinformation are 

fluid and developing. The same is true for experts. While some such as Ivana Smolenova or Milos 

Gregor dropped out of the debate (for several reasons), others such as Jonas Syrovatka emerged. 

Moreover, the issue of disinformation is slowly getting into new areas. In 2019, for example, the 

Association of the Czech Advertisement Industry asked clients not to publish commercials on 

disinformation websites (Brestan 2019).  

The Czech Army also established Command of Cyberforces and Information Operations 

headed by general Miroslav Feix, who also made some public appearances (Vyborna 2019). This 

development is natural since this topic is still in the public debate. Illustrative are graphs 2 and 3. 

The first one shows mentions of disinformation in mainstream and significant Czech physical as 

well as online media (e.g. Aha!, Blesk, Hospodarske noviny, E15, Cesky rozhlas Plus, CT 24, 

Lidove noviny, Pravo) in the last ten years. In 2009, there was 315 mentions. This level was more 

or less the same until the year 2016, when it doubled to 854 mentions. Three years later it was more 

than 11times more than in 2009. The second graph shows the same but for the hybrid warfare/hybrid 

threat(s). Before 2014, there were no such mentions. 

 

 

 

 

 

 

Graph 2: Mentions of disinformation in the last 10 years in selected media 
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Second limitation is that journalists might view as an expert someone, who is not 

academician or doesn’t have direct influence on decision-making processes. The reason for this is 

that journalist orient themselves in the media space according to the presence of certain figures on 

the social networks, in selected TV, or radio formats, or in selected newspapers, or online news 

servers. Thirdly, the results don’t have to fully reflect the previous findings due to different 

methodology and data sampling. 

To move to the actual analysis, previous research done by Rychnovska and Kohut (2018) 

and Daniel and Eberle (2018) identified some of the most prominent actors/experts in the field of 

Russian hybrid warfare and information warfare. The question in this analysis was specified to 

disinformation: What experts can you think of in connection to disinformation? The most interesting 

finding is low score of Jakub Janda, who is considered to be the leading figure in establishing the 

dominant narrative in the Czech Republic. Only two interviewees categorized as inclining to the 

first, dominant narrative mentioned him. In the online questionnaire, where respondents were asked 

the same question –– only five mentioned Jakub Janda (see Graph 4). It has to be noted here, that 

only experts who were mentioned more than one-time were displayed in the graph. 

Conversely, the most prominent Czech expert was Jakub Kalensky, a former representative 

from the EU’s East StratCom and at the time of the writing this thesis a Senior Fellow at the Atlantic 

Council's Digital Forensic Research Lab (DFRLab) based in the Czech Republic. Four interviewees 

(three with an inclination to the first, dominant narrative) named him. Moreover, he was the first 

expert mentioned by the interviewees. In the online survey, he scored first with 18 mentions. 

Graph 3: Mentions of hybrid warfare in the last 10 years in selected media 
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Kalensky can be labelled as a think-tanker (Rychnovska and Kohut 2018, p. 17) together 

with other think-tankers such as afore mentioned Jakub Janda or Roman Maca (two mentions during 

interviews, one in the online questionnaire; Institute for Politics and Society). Especially Roman 

Maca is interesting. Rychnovska and Kohut (2018, p. 20) characterizes him as an important actor, 

close to journalists, who is connecting media manipulation by Russia with the outcome of the Czech 

presidential elections in 2018. Interestingly, he is downplayed by journalists and not viewed that 

much as an expert. Another think-tanker is Jonas Syrovatka from the Prague Security Studies 

Institute. He was mentioned only one time during the online questionnaire, but three times during 

interviews and two times by counter-narrative inclining journalists. The fact that he is known to 

journalists watching closely the issue of disinformation hints that Syrovatka can be taken as a rising 

star with an expertise in the process of formation. Some experts with previously strong standing 

such as Ivana Smolenova are as of 2019 out of the debate. Occasionally, there were mentions of 

other think-tankers, but very rarely. However, this cluster is according to the interviews and survey 

most established as experts on disinformation. 

The second most important expert both in the interviews and the online questionnaire was 

an academic and assistant professor at Masaryk University in Brno Milos Gregor, who together 

with academic and department head of Department of Political Science also at Masaryk University 

Petra Mlejnkova (maiden name Vejvodova, she is still identified in this way by respondents), wrote 

a book on information war and fake news with a title: The Best Book about Fake News!!!. Both are 

Graph 4 
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to some extent active in the discussion about disinformation. Whereas for Mlejnkova the jumping 

board is extremism, Gregor is active in political marketing, branding in politics or propaganda. 

Mlejnkova (Vejvodova) was mentioned three times in the online questionnaire and two times in the 

interviews. 

Mlejnkova and Gregor are together with Jan Daniel and Jakub Eberle the only political 

scientists who were mentioned more than one time. However, the respondents who mentioned the 

latter two academicians from Charles University in Prague are close co-workers to respondent #1. 

They also represent a counter-narrative to the dominant one, which is evident during the interview. 

Thus, downplaying their occurrence, Mlejnkova and Gregor would be the only political scientists 

mentioned by journalists as experts on disinformation. Besides political scientists, the only 

academician mentioned in the online questionnaire is Josef Slerka, an expert on semiotics and on 

social networks data analysis at Charles University. He is also a director of the Endowment Fund 

of Independent Journalism, thus overlapping into media space. Only respondent #6 mentioned him 

during interviews. This cluster of experts was the second most mentioned both by interviewees and 

by online respondents. 

The rest of experts are either from communicational and/or media field such as Alexandra 

Alvarova, Roman Maca, Ondrej Golis or Jan Tvrdon. The last named is currently a journalist, but 

he was head of the project Demagog.cz, which fact-checked political discussions. Some respondents 

in the online questionnaire listed names of organizations instead of experts and Demagog.cz was 

the first with four mentions. Somewhere between is Frantisek Vrabel, a head of company Semantic 

Visions, which is analysing online media content and can, allegedly, recognize disinformation 

attacks and campaigns, thus it can build a system of early warning. He was heavily medialized 

throughout 2019 (see Rozsypal 2019; Golis 2019; Rybova 2019; Tesar 2019; Smetana 2019). In a 

similar position Kamil Kopecky (a head of project e-bezpeci, or e-safety aimed at promoting safe 

online space). 

The rest are experts linked in some aspect to state institutions. The most mentioned in the 

online questionnaire was Karel Rehka, a former Special Forces General and current deputy 

commander of the NATO Multinational Division North-East. In total, he had three mentions and 

no mention in the interview. Rehka is interesting in a debate about the Russian hybrid warfare in 

general. In 2015 he said that: “In a way, we are already at war, we just do not realise it or are not 

able to admit it.” These words were later very visible in the public debate (Eberle and Daniel 2019, 

p. 913). Another expert is Jaroslav Valuch, co-founder of Hate Free blog and currently works at the 

Office of the Government of Czech Republic as a head of a nation-wide campaign focused on 

monitoring, raising awareness and mapping of hate motivated violence and crimes. He was 
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mentioned two times in the online survey. Interviewees also mentioned experts such as the head of 

the Centre Against Terrorism and Hybrid Threats at Ministry of Interior Benedikt Vangeli or the 

head of the Czech Security Information Service Michal Koudelka. 

There are at least two interesting points with regard to the analysis of experts. First of all, 

in the eyes of the journalists it looks different than as projected by Rychnovska and Kohut (2018) 

based on performance of expertise on the information war at public events from October 2014 to 

July 2017 (see Figure 1). There might be several reasons for this outlined in limitations. However, 

it is also possible that the process of how journalist is creating a subjective image about an expert 

is different from the public appearances or public discussions.  

 

Figure 1, source Rychnovska and Kohut 2018, p. 17 
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Talking from personal experience, there are several minimum requirements for a journalist 

to invite an expert to the public space. The expert has to be available and reachable (by phone, 

physically…), has to be eloquent and precise (talk to you, but won’t tell you too much around that 

you don’t need) and has to have a credit (moral credit, mostly gained by public appearances, awards, 

work at certain institutions…). In the Czech Republic, there are not enough experts, so the selection 

is quite narrow. This means that any successfully established expert in the media space will be re-

circulated in other media and a contact will be saved for future use in the same media.  

An interesting case is Frantisek Vrabel. According to Newton Media Search, the very first 

mention of him is from October 2018. In newspaper Hospodarske noviny, there was an interview 

with him, which can be described as leaning towards the first, dominant narrative. Suddenly, 

disinformation, fringe, conspiracy or other websites reported on this interview. Afterwards, some 

mainstream media reported on the interview, but in a small-scale way. There were no articles in 

December 2018, January and February 2019. In March 2019, online news server of Hospodarske 

noviny iHNed.cz reported, that Vrabel’s company got a 250,000$ grant from British and US 

authorities. Five days later, the online news website of the public Czech Radio iRohlas.cz (the 

author was working there at that time) published a widely shared interview with Vrabel, to which 

reacted even the spokesperson of the Czech President Milos Zeman. Suddenly, there was the 

political cloud, a stamp of a trustworthy expert. In April and May, there was around 40 articles at 

least mentioning Vrabel’s name. Without a surprise, when a journalist is scanning the media space 

and sees interesting expert, s/he is keen to talk to him/her as well. Recirculation of an expert in 

closed media space with language barrier is ensured. 

Although construction of expertise vis-à-vis public is not a topic of this thesis, it is important 

to understand this process. When we talked about a dominant narrative, is it dominant only in state 

documents? If so, what is the journalists’ perception? Crucially, journalists are a key space between 

state and public, so any construction of a threat has to go through media. And journalists are taught 

not to put their own opinions in the news, so they naturally need an expert. Are those experts 

supportive of the dominant narrative, or not? Or is it the strategy of journalists to buy the dominant 

narrative to sell the article? 

Second notable point is that journalists named a wide variety of experts. Although Jakub 

Kalensky dominated, there were in total 33 different Czech names considered by various journalists 

as experts. There can be some questions as to why there is a name of someone who is not dealing 

specifically with disinformation (possibly theoretical confusion), or some politician, but overall the 

mental net is wide. Moreover, respondents were sometimes mentioning organizations or foreign 

experts. If there is such a wide mental network of different experts and Jakub Janda being 
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downplayed, does it mean that the debate and narrative about disinformation and more broadly 

Russian hybrid warfare is moving into a new stage? Is there a process of disintegration of the 

narrative? To what extent was this narrative just a construct, or to which extent is there a difference 

between what journalists think and what they write? And how is it related to the process of a threat 

construction? 

 

3.5 Narratives 

Before analysing narratives, the previous sections have to be summed up with regard to 

securitization theory. There are important points which shouldn’t be missed. First of all, 

disinformation was from the beginning narrowly connected to Putin’s Russia. However, there was 

also a second important stream – immigration, refugees, Islam and extremism. With these two 

streams were connected also values (such as ethics in journalism, democracy), political culture, or 

more broadly the nature of communication in the digitalized century. In other words, the 

disinformation threat was at one side clear and easily comprehendible, but at the same time diffuse 

and hard to grasp. 

Additionally, there was a discussion to what extent are disinformation a new phenomenon. 

The narrative about novelty gained an upper hand and the presence of the disinformation topic in 

the public and media has exploded. But at the same time, no theoretical discussion about the nature 

of disinformation was mentioned in interviews. This left much space for journalists to fill with their 

own perception of disinformation. This setting might be helpful for establishment of the dominant 

narrative stating that Russia and the information war is a major threat. This point is important for 

one reason: journalism is a key area between the securitizing actor and audience in a case, when the 

actor is the government and the audience are voters in a country with free elections. Thus, when 

constructing a narrative, the perception of journalists is important for successful creation and  

(re-)negotiation of a threat. 

In the case of the disinformation threat, two narratives emerged among interviewed 

journalists. One is dominant securitizing narrative about Russia and Russian information operations 

being the major threat the state has to deal with. The first narrative is very similar to the narrative 

identified by Rychnovska and Kohut (2018), Daniel and Eberle (2018), and Eberle and Daniel 

(2019). It will be called the dominant-narrative. The author chose not to give any labels in order not 

to stigmatize any of the narrative. Both have plus, both have contras. Where one can narrowly 

identifiy a threat and ensure extra resources to tackle this threat, the second might point at neglected 
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long-term and/or hidden problems related to the practice of bad governance without a powerful 

articulation of the problem nor solutions.  

The narrative will be called the counter-narrative. It is thinking about disinformation more 

as a symptom of other, mainly domestic problems. This narrative is inferior and in the opposition 

to the dominant-narrative. It has also adopted some features from the first narrative. Such example 

is the functioning of Russia. The counter-narrative has agreed on the fact that Russia is a threat, but 

it is overestimated. As such, there is a diversion of resources to an area, where they are not needed. 

The counter-narrative is societal and looks at domestic problems and values. Disinformation is 

important for it, but it is not the prime source of problems. As such, this narrative is not securitizing 

disinformation. 

It is also important to state here that these narratives are model ones. The respondents shared 

some thoughts from one narrative while being in the opposition at the same time. These nuances 

could be filtered out during the analysis, but no journalist can be described as purely within one or 

the second narrative. There is always a spectrum, sometimes intersection of narratives. 

 

3.6 Dominant-narrative 

The first narrative is a war narrative. Three interviewees were identified as inclining to this 

narrative: respondents #2, #3 and #5. The dominant-narrative states that there is war with Russia, 

and we have to fight it. We have to defend ourselves against this threat. Disinformation is part of 

this threat, but as a tool of mighty a neighbour, who is trying to divide society. It is a part of larger 

plan, larger strategy, as R5 describes it: 

“The first line comes from Russia. There are documents, which you can read, that it is directly state 

strategy. I don’t know when exactly are those meeting… but because there are media interconnected 

with a state, then these disinformation and adapted facts are spread through their media.” 

 

Strong connection between Russia and disinformation was evident also by other 

respondents. And the same can be said about the online questionnaire. Respondents were asked 

about which countries they can think of in connection to disinformation. Russia prevailed with 55 

mentions. Respondents far often inclined to mention countries, which are possibly disseminating 

disinformation, or which construct the threat. As R2 described it: 

 “Basically, it’s all the superpowers. If we take it in a broad perspective, it is foolish to think 

disinformation emerged now. That’s completely rubbish. But Russia has been good at it in ages.” 
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Confirming his words, second in the online questionnaire was China with 24 mentions (see 

Graph 5) and third the USA, which are in contrast more a playground for disinformation. Interesting 

case here is Finland and Estonia, which were mentioned four times in total during interviews and 

five times in the online survey. They serve as a good-practice examples how to tackle 

disinformation. Respondent #2 even mentioned symbolic legal action done by Estonia against 

Sputnik, which is a good practice for setting boundaries. Practically this wouldn’t mean much, he 

says, but symbolically, it is a perfect step how in fight against disinformation. The fight is another 

strong part of this narrative: because we are at war, we have to fight. However, this doesn’t mean 

that the actions, which should be taken against disinformation, is only hard-security measures. 

There is a tendency for it, but as it is argued below, this tendency is not really displayed in these 

activities.  

 

While the respondents paid attention mainly to foreign countries, this doesn’t mean that 

domestic disinformation actors are not important. But these figures are inherently connected to 

Russia (or sometimes to China). When author asked R3 about countries, he can think of in relation 

to disinformation, the respondent said that to some extent all countries in the EU are attacked by 

disinformation. After a follow-up question, who is attacking, the respondent said: 

Graph 5 
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“I think that in the EU the most disinformation has some connection to the Russian Federation. We 

can of course talk about, whether it is Russia behind it. Or some part of these things, which is the case 

of the Czech Republic, is done by some useful idiots. Or it can be a mix and these useful idiots serve, 

work for, or are in a contact with some people from the Russian security services. But I think that the 

biggest content of disinformation is connected to Russia.” 

 

In a similar way, R5 continues in analysing the disinformators. Although the prime attack 

comes from Russia, the situation is fluid: 

“But now, when I look at analysis of the Slovakian think-tank, today most of the information comes 

from domestic producers, who are themselves spreading these messages. Either because they believe 

it, or because they work for disinformation media.” 

 

It is clear that for journalist this narrative is very powerful. It can easily describe the main 

threat and articulate security measures which can be applied. R3 praises the former Prime Minister 

Bohuslav Sobotka for proclaiming hybrid warfare and disinformation as a threat for national 

security. Another good step, according to him, was the establishment Centre Against Terrorism and 

Hybrid Threats at the Ministry of Interior. These are the main artefacts of securitized Russian hybrid 

threat and information warfare (Daniel and Eberle 2018). Although R3 praised the state for these 

actions, he, together with two other journalists, was explicitly critical of the state for not doing 

enough. There should be more resources dedicated to this threat. Or disinformation should be in the 

Czech security strategy, R5 says, and there should be strategy on the EU level, which would ensure 

that disinformation is stopped before it can spread. This line of thinking is for  

Ördén (2019, p. 427) part of security/defence field and Internet professionals cluster. In other words, 

the referent object here is informational space, which has to be saved by (re-)creating and deleting 

online content. Censorship, control over digital space, strategic communication, all these tools can 

be used because it is a war and we are at the battlefield. 

It is not enough to fight, but journalists have to also uncover the whole system. For 

respondents, well-functioning disinformation system is a very strong projection. It goes top-down, 

starting for some at Putin’s chair, who is coordinating the strategy of disinformation. Going down, 

there is a network or web of people and websites, we just don’t know enough about. Are they being 

paid by Russia? Are they in contact with Russia? We simply don’t know, and it should be the task 

of security services and journalists to dig deeper, respondents would say. Instead of widening the 

debate (e. g. around the dominant narrative, whether or not Russia is a threat and so on), this 

narrative calls for deepening it and paying extra costs for unravelling the system. This is only 
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logical: if there is a Russian hybrid warfare and information warfare threat, and this threat is 

systematic and strategical, in that case there have to be people serving the foreign power.  

These extra resources paid have justification in what is seen as very strong impacts of 

disinformation on the population. Even though disinformation is part of the threat, they have they 

own agency. Disinformation is not a symptom, but the cause of problems. As R2 describes, 

disinformation is a security threat for Czech society, because “they are breaking apart the way how 

we live at this territory, our democratic values. They disunite society. That is why they are so 

dangerous.” 

Interviewees describe the power of disinformation in similar way. It is a modern way how 

to divide society, manipulate it and put through one’s interests. Disinformation in this narrative also 

disunites people and they causes that facts are just an opinion. For this reason, everything is relative 

and there is no agreement on basic things. People are not communicating with each other and the 

ability of reasonable discussion is lost. “Disinformation considerably influence the decision making 

of people,” R5 says. 

The strong effect was mentioned also by respondent #3. But later in the interview he 

mentions that the impacts are yet to be known. This struggle between thought and perceived is 

symptomatic to this narrative. The whole base is a system beneath, the mighty threat abroad and 

strong impacts outside. Once part of this equation fails, the whole narrative breaks down. But it is 

not the only narrative as journalists reflect it. In this unseen debate, there is the second, which is on 

the opposite spectrum to the dominant-narrative. 

 

3.7 Counter-narrative 

The second narrative has different premises. Disinformation is here taken more as a 

secondary issue, a symptom of domestic issues. These problems can be either exploited by a foreign 

power such as Russia or lead to people more willing to succumb to disinformation. Instead of going 

deep into issue, it is searching for a width, a myriad of issues connected to disinformation or the 

relationship with Russia. In other words, this approach is more inward looking, as R4 says: 

“I am more a proponent of a resistant society. It should be educated with a stable democracy, it should 

be able to have a dialogue, or political culture. But it is not yet. So these things have to be substituted 

by some institutions such as the Centre Against Terrorism and Hybrid Threats at the Ministry of 

Interior.” 
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Although this narrative is not leaving a problem with Russia aside, it is more concerned 

about domestic problems. These can be, as R1 describes it, high level of distraints or a gap between 

poor and rich. As a result, people lose trust in media and democracy in general, says R1: 

“I think that domestic problems are more severe than Russia. The domestic players, who are worse 

than Russia. They are more dangerous for our democracy. Russia is somewhere in the background, 

maybe it can help them as a coalition partner. It is a country offering some conservative arguments. 

But I am bit afraid that if there is only this [first] approach, it leads us not to deal with our stuff. And 

people who want to solve important issues at home are taken as underestimating a threat which has to 

be dealt with.” 

 

Another problem is a low quality of journalism or new visibility of journalists’ opinions on 

social networks. Since journalists were more hidden in the past and now, they are willing to share 

their opinion online, this can reveal opinions unseen before. In the end, this also contributes to a 

low level of trust in media among people. Moreover, some journalists or NGOs are, online, far too 

aggressive against their opponents than they should be.  

In the eyes of R4, this labelling and ostracization can be compared ‘the other side’ because 

of labelling people. This motive is quite frequent in this narrative. Whereas media professionals 

from the dominant-narrative don’t voice concern about denouncing people who can be marked as 

pro-Russia, the counter-narrative does. For R6, when dealing with the issue of disinformation, 

ostracization can be such counterproductive activity: 

“With lunatics who see a Zionistic conspiracy plot when there is no more toilet paper at a restroom, 

there is no point having a discussion. But at the moment when there are attacks at people who are in 

the grey zone, it only polarizes the debate even more than it is. And it is pointless. Because at a 

moment when there is another more neutral who sees the attacks without reason, they will say: ‘Okay, 

these are hysteric idiots and I won’t take them seriously.’ Even though these people can be right in 

other things.” 

 

Because domestic problems are the main concern for this societal narrative, there is also a 

different understanding of Russia. Although it is still dangerous country which is exploiting the 

weakness of democracy, as was stated above, the dominant-narrative is overestimating Russia’s 

power. Because the same can be said about disinformation as a tool, disinformation doesn’t have 

such severe consequences as stated in the first narrative. This doesn’t mean it is not treated as a 

threat or peril, but disinformation doesn’t have they own agency and it is treated as something not 

so unique, not so novel and most importantly as something, which the society can’t get rid of. 
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There will be always people who believe conspiracy and disinformation, says R6, but more 

important are those in between. And we know enough about disinformation, how is spreads, by 

whom and through which canals, adds R4, but we don’t know how to convince people not to believe 

it. Instead of fighting disinformation and the system behind it, people are those who matter. 

This narrative is thus not securitizing the issue, it is broader and more diffuse. If the problem 

is the state of democracy and the referent object is people, then where is the threat? What can we 

do to protect ourselves? 

Where the first narrative sees the strategy of Russia, the second sees Russian behaviour as 

something that others could do. When talking about Gerasimov doctrine, R6 said: 

“It is a simple statement of the fact: ‘Yes, sorry, we can’t beat the Americans with conventional forces, 

so we will use everything else.’ But it is not a breakthrough in a military strategic thinking. Everyone 

does that. But we have technology, which is enabling it even more. I don’t believe in any grand plan, 

that there would be highly motivated analysts in general staff, who are thinking about what to 

disseminate this time to undermine democracy. To a large extent it is about our weakness, our inability 

to formulate topics. And that some will misuse it, well they will, it’s logical.” 

 

In a sum, when compared to the first dominant-narrative, there is lack of system beneath 

disinformation, Russia doesn’t have that much power and we should concentrate more on domestic 

issues as well. Being positioned within disinformation, by journalists unseen, debate, this narrative 

is working as a force to de-securitize the issue. However, at the same time, this wouldn’t mean to 

completely leave the threat out of it. It is still out there, and it should be countered, but the emphasis 

put on war is just too heavy. 

 

3.8 Comparison and dominance 

The dominant-narrative is more prevalent. It corresponds to the prevalent narrative as 

identified by Rychnovska and Kohut (2018), Daniel and Eberle (2018) and Eberle and Daniel 

(2019). Within journalism, the dominant-narrative is setting boundaries what to talk about and how 

to talk about it. When discussing Russia, the opposite side has to be assured that it is indeed a threat. 

This was visible multiple times during interviews. Before a slight criticism, the respondent set 

boundaries by accepting the first narrative. This minimizes the cost of being ostracized or labelled 

as ‘useful idiot’ or ‘Putin’s man’. At the same time, this serves as a visible reminder, which narrative 

is the dominant one. By displaying the need to accept some of the premises of the dominant-
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narrative not to be ostracized in the society, the journalist is positioning himself or herself into an 

inferior position. 

Most vocal criticism and positioning outside the first narrative came from R1, who 

described the first narrative as American hawkish approach to build on the war with Russia. He is 

advocating for other approaches to be present in the debate, but yet: 

“I don’t want to say that Russia is nice and has the right of it. But there should be different approaches, 

different analytic view. […] I am taking this [first] approach as one possible, but I do miss the others. 

People with this approach are like hegemons in the way of how it will be articulated. […] I faced this 

by myself. If you don’t share our new-Cold War narrative, it means that you are against us. Which 

means that you are either a useful idiot or their man. And it is very unpleasant, because you are trying 

to be constructive, visiting the country. You are trying to understand the boundaries of Russia’s power, 

so we don’t underestimate it or we will have a thousand domestic problems, but we will still be saying 

that there is this big evil Russia destroying us. This is what I am afraid of.”  

 

This justification for criticism was evident also by other respondents. Interestingly, R5, who 

can be aligned more with the first narrative, mentioned an argumentation clash with a Czech expert 

(she did not wish to say his name publicly). She was more moderate and looking for different angles, 

while this high-ranking expert on disinformation was more hawkish. She talked about a notion that 

people in Crimea actually wanted to be united with Russia, although it is an illegal annexation. The 

expert had a feeling that this is a diffusion and relativization of the threat. At the same time, she had 

urged to say: “I don’t want to be understood in a way that I am questioning Russian disinformation. 

I am certainly not.” 

The primacy of the first narrative was also showed when journalists talked about the Centre 

Against Terrorism and Hybrid Threats (CTHH) at the Ministry of Interior. There was an automatic 

defence that the centre is not a modern censor and it is working according to the law and how it was 

created. As was mentioned earlier, this centre is the most visible element of the securitization of 

disinformation and more generally Russian hybrid warfare in Czechia. It is also natural since 

immediately, there were attacks against the centre from people outside the first dominant-narrative, 

such as the President Milos Zeman. He heavily attacked the CTHH claiming it was designed to 

censor the internet (Daniel and Eberle 2018, pp. 908, 917).  



45 

 

The hegemony was also showed by a tendency in the first narrative to disregard the 

discussion and opposing views. In this way, to make the debate unseen, the first narrative is trying 

to hold on to the dominant position and push out any criticism. In contrast, media professionals 

inclining to the second narrative said that there is a debate or discussion around whether Russia or 

disinformation are that powerful or whether there is a masterplan and system behind it. The first 

narrative also claims that most disinformation in the Czech Republic is somehow connected to 

Russia. This claim was also part of the online questionnaire. Respondents were asked to agree or 

disagree with a statement that most of disinformation in Czechia comes from Russia. As visible in 

the Graph 6 respondents were divided almost in half. Slight majority of 31 people actually disagreed 

with the statement. 

 

Another sign of the prevalence of the dominant-narrative is that respondents unanimously 

agreed on the fact that disinformation is a security threat for the Czech Republic. However, there 

were more reasons why. Some mentioned the possibility of unrest similar to what happened with 

“Lisa case” and followed-up demonstrations by Russians living in Germany. Interestingly, this 

reasoning of the threat is in the same year, when a wave of big anti-government protests organized 

by Million chvilek pro demokracii in the Czech Republic, the biggest since Velvet Revolution. 

Clearly, there is a notion of specific kind of civic demonstrations, which can be dangerous for state 

security. Others mention that disinformation can disrupt free elections and that disinformation is 

targeting state institutions and dividing society. 

Graph 6 
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There are several reasons for this narrative gaining an upper hand. They were described 

elsewhere and are connected with ontological insecurity, Russia as the Other, national history, 

traumas (such as the Prague Spring 1968) and so on and so forth (Eberle and Daniel 2019, pp. 1975, 

1978). From the journalistic viewpoint, there is yet another reason. Disinformation, which are in a 

public narrative narrowly connected to Russia, can be viewed as endangering and threating 

journalism itself. 

On this issue, respondents either said disinformation is undermining journalism, because it 

is a principal attack against institution and media are institution. Or people spreading disinformation 

are on control boards of public media. Another danger is that disinformation is making journalists 

in the eyes of people less trustworthy, which is the biggest and only power they have. These attacks 

are not solely done by disinformation, but also by politicians. Moreover, disinformation can also 

attack a journalist and eliminate him/her from the field as they are verbally aggressive, spreading 

lies and intimate details about a person and it bullies the journalist.  

At the same time, other journalists across narratives said that disinformation is not 

undermining journalism, but actually making it stronger. Because people see that there is a 

difference between false and truthful articles, between lie and facts. For this reason, people see that 

there is a need for a good journalism. The second sub-narrative was weaker in the interviews as 

well as in the online questionnaire. Out of 60 respondents, 41 agreed with the notion that 

disinformation is fundamentally undermining journalism as a profession (see Graph 7). 
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3.9 Commonalities 

Despite the fact that the two narratives are in the opposing end, they also share some 

commonalities. These are mainly in two areas: in activities, which should solve the issue of 

disinformation; and in the fact that there should be more governmental institutions dealing with this 

issue. These commonalities are important, because it can be hypothesized that in the aforementioned 

two areas the narratives will be significantly different. It was also the aim of questions aiming at 

this topic. The author speculated, that journalists leaning toward the dominant-narrative will 

prioritize activities in the security realm and they will put more weight on security-based state 

institutions, whereas the journalists from the counter-narrative will have opposite tendencies. This 

proved to be false. 

 

3.10  Preferable actions 

Starting with the first topic, respondents were mentioning a wide range of activities aimed 

against disinformation. Surprisingly, these activities haven’t reflected the securitization narrative. 

This is well illustrated by the online questionnaire. Respondents were asked to rate seven possible 

activities by marks 1-6 where one is the lowest preference. As visible in weighted average (see 

Graph 16) of these answers, broad support gained education (such as media education at schools) 

Graph 7 
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followed by societal activities (such as courses for elderly people). More security-based measures 

or strict measures such as censorship online (deleting accounts), naming and shaming or legal 

repression scored the lowest. There was also higher support for research and interest of media. 

Detailed answers can be seen in Graphs 8-16. 

This fact was further confirmed in the agree/disagree section. With proclamation that the 

best measure for how to solve issue of disinformation is strict security measures agreed only 13 

respondents out of 60 (see Graph 17). 

 

Interviewees most often mentioned activities like media education at schools and teaching the 

population the journalistic skills. In other words, the population needs to be equipped with an ability 

to recognize factual articles, understand the media space and read critically. For this reason, also 

enhancement of critical thinking is crucial. Moreover, these societal activities that are normalized 

are taken as agreed upon as R5 describes it: 

“I will say what everyone will say. We underestimate critical thinking and media education. I don’t 

like the word education but work with sources. What journalists usually do, the rest of the population 

have never experienced at school, they were not taught at school. This means to verify information and 

knowledge that not everything that is on the paper or they see on the internet is true. So prevention, 

which is most useful when people are citizens who don’t believe disinformation.”  

 

Graph 17 
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Other perspective solutions are better interest of media in this topic, richer media landscape, 

state support for NGOs doing educational courses, discussions and debates with readers or better 

communication from the state institutions, which should explain important values such as why is it 

good to be part of NATO and the EU. 

Only after these activities the respondents mentioned measures, which are more based on 

security. These includes legal repression such as law-enforcement agencies investigating 

disinformation which is threating or lying and investigating financial frauds behind disinformation 

websites. The state should also have a security strategy and intelligence agencies should pay more 

attention to disinformation than they do. There should be also an EU policy on internet giants such 

as Google or Facebook to make them more accountable for spreading disinformation. 

 

 

 

 

Graph 16 
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3.11 Attitude to the state 

The second commonality concerns the question, which state institution or authority should 

tackle the issue of disinformation. Assumption that dominant-narrative journalists will give 

preference to security-based institutions was false. Quite contrary, journalists think that 

disinformation should be dealt by a variety of state institutions. In the online survey, people were 

asked to agree or disagree with a statement that disinformation should be exclusively under a gestion 

of the Ministry of Interior. Only five respondents agreed with this (see Graph 18). Similarly, 

interviewees were asked what ministry should deal with disinformation. Journalists reflected 

activities in this manner and often mentioned institutions such as ministry of education. There were 

also mentions about security of labour and social affairs (working with elderly people) or ministry 

of culture (dealing with media).  

 

However, there was a strong tendency to give weight to institutions dealing with security. 

These include the Ministry of Interior, which has current primacy over this issue, the Ministry of 

Defence, intelligence services. Somewhere in between is the Ministry of Foreign Affairs, which 

was mentioned three times. 

Interestingly, there is clash between activities and responsible ministries. The reason can be 

as described by R2:  

Graph 18 
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“State should do more and ensure media education within educational system. It is not happening it 

won’t be happening with the politicians we have here. First thing some of them should do is to stop 

misusing disinformation and disseminating it. People I interviewed told me that: the state is really not 

doing enough. I agree with that. All politicians are scared of disinformation, misusing it or just 

ignoring the issue. And they are doing nothing.” 

 

There is thus a distrust to state and possible solutions which can be in the societal activities. 

These are outsourced to non-governmental organizations, which are offering courses for elderly 

people, media education or board-games with the topic of disinformation. There is another 

explanation: because the issue of disinformation was securitized and framed through narrative of 

some kind of war with Russia, investment into these activities by state would only diffuse the threat, 

de-securitize the issue and there won’t be a successful defend of the investment made or planned 

into this threat. 
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4 Discussion 

In the introduction, four research questions were posed. This section will answer them and 

summarize the preceding chapter. Additionally, the answers will be linked to the previous 

researches cited throughout this thesis to find commonalities or contradiction in the broad narrative 

about Russian hybrid warfare and informational warfare with a respect to findings about narratives 

among journalists. 

 

RQ1: How Czech journalists perceive the issue of disinformation? 

This question is descriptive and exploratory as there is no other academic literature 

concerning concretely the Czech Republic as a case study and journalists’ perception of 

disinformation. There is a clear confusion regarding the theoretical roots of disinformation as such. 

Moreover, disinformation is connected with a myriad of issues spanning from the relationship with 

former superpower (USSR) and currently mid-size power (Russia) in the region, through 

phenomena like post-factual society or conduct of journalism in the digitalized age, to values such 

as democracy or affiliation to the Western liberal bloc. 

This perspective influences some areas such as preferable actions, where most of the 

interviewees promote societal actions aimed at educating the population. This tool is framed by 

disinformation, but it says more about the way of communication and in the broadest living in the 

globalized world. It is not primarily connected with Russian hybrid warfare or information warfare. 

For journalists, this is natural as they master skills which are needed in the online environment: 

recognition of flawed articles, appropriate sourcing, critical thinking and reading and so on. On the 

contrary, journalists do not support strict security-based measures when tackling the issue of 

disinformation. Additionally, there was not just one entry point (Russia), but at least two major 

entry points for journalists into the phenomena of disinformation. The second was the so-called 

migration crisis, extremism, political marketing and the effects of online content on society. 

As such, the theoretical background of disinformation is still blurred and enables journalists 

to fill it with a worldview s/he promotes. Interestingly, this theoretical confusion is not reflected in 

the previous research. The vagueness and at the same time recency of the disinformation phenomena 

led to establishment of two broad narratives as for 2019. The dominant-narrative largely coincides 

with previous research (Rychnovska and Kohut 2018; Daniel and Eberle 2018; Eberle and Daniel 

2019). The second narrative is more societal and in contradiction to the first. 

Coming back to the entry points, this research validates that the shocking events in Ukraine 

in 2013/2014 were the point when hybrid warfare, information warfare and disinformation entered 
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into the consciousness of wider audience besides security studies scholars (Daniel and Eberle 2018, 

p. 913). In the words of Rychnovska and Kohut (2018, p. 7): “Even though issues relating to 

information warfare and propaganda have been heavily securitized in the past, especially in the 

context of the Cold War or the two World Wars, the current debate on these issues focuses on a new 

type of threat subject and takes place in a very different social, political, and technological context.” 

The debate moved since then. Daniel and Eberle (2018, p. 913) identified three stages of 

how the Russian hybrid warfare became the main security issue. In 2014, there were uncoordinated 

efforts to reflect and respond to Russia’s aggressiveness. Moving to 2015, this issue was getting to 

the top of the Czech security community. In 2016, the newly constructed threat was formulated. 

From the view of disinformation and journalism in 2019, there is also a dissent to the main 

narrative and constructed threat. This shows there is a constant (re-)negotiation of securitization at 

least within journalism. After the process of construction and formulation of the threat, there is the 

stage of defending the main thesis against counter-narratives. 

 

RQ2: Is there a securitizing narrative related to disinformation among the Czech journalists? 

As stated above, there is a strong, dominant securitizing narrative about disinformation 

among some of the Czech journalists. It is very closely connected with the narrative as defined by 

Rychnovska and Kohut (2018, p. 24). The established network of actors “cements a specific ‘truth’ 

– the narrative of Russia as a dangerous outside actor engaged in threatening activities in the Czech 

Republic, enhancing the perception that threats to Czech democracy and the wider liberal West 

come from the  outside rather than within. The securitization of information disorder and its 

geopolitical framing turn it into a problem caused by a hostile external actor, which consequently 

narrows down the thinking on who can deal with this issue and how.” 

In a way, the issue is narrowed, but at the same time specifically journalists showed a variety 

of approaches on how to think about the issue, who should deal with it and how to deal with it. This 

understanding is more nuance than the securitizing narrative as described above. 

Nevertheless, for the most parts it is true that the journalists’ narrative and the narrative 

described by Rychnovska and Kohut and Daniel and Eberle are very near. For example, journalists 

inclining to the dominant-narrative perceive a system behind disinformation, which should be dug 

up and brought to the light.  

In a very similar way, Daniel and Eberle (2018, p. 915) describes the reported published by 

the Czech Security Information Service (SIS) in September 2015. Russian and pro-Russian 

propaganda was specifically mentioned as a major concern with the claim that Russia has been 
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creating propaganda structures in Czechia for a long time. “SIS considered this a part of a broader 

Russian master plan to build a structure in Europe that could even ‘be considered a return to the 

Komintern concept’. In this cascade of securitising arguments, fringe websites came to be identified 

as a grave danger, as they were assessed as a part of a broader imperialist expansion”  

(2018, pp. 915-916). 

However, in this narrative there is a contradiction about cause and correlation. For some, 

Russia is disrupting the Czech society, dividing it and trying to capitalize on it. But for others, “this 

information war is seen as a part of a hybrid warfare focused on exploiting the vulnerabilities of 

Western democracies by combining conventional and non-conventional means” (2018, p. 6). This 

dividing line was visible during interviews and the author would argue that it is an important part 

reflecting different narratives about disinformation among Czech journalists. 

 

RQ3: If there is a securitizing narrative, is there also any other narrative(s)? 

The analysis showed that there is a different narrative. This counter-narrative is societal one, 

placing the domestic problems at the first place and downplaying the significance of Russian threat. 

In this way, the systematic and strategic nature of the disinformation war is lost and the narrative is 

free to explore other issues, which can be hardly linked to Russian hybrid warfare and Russian or 

Russia-sponsored information operations. Among these is quality of democracy, bad governance, 

the gap between the rich and the poor, uneven regional development, political communication on 

the social networks, education in the globalized world and so on. 

At the same time, this narrative is side-lined and to some extent captured by the  

dominant-narrative. In other words, as argued above, there are certain aspects of the dominant-

narrative flowing into this counter-narrative. One example can be the tendency to automatically and 

defensively agree on the premise that Russia is threat. Simultaneously, there are aspects, such as 

the emphasis on the societal solutions to disinformation among journalists, which can be found 

among those leaning towards the dominant-narrative. 

Daniel and Eberle (2018, pp. 924-925) show how the establishment of the hegemonic 

narrative about the Russian hybrid threat was messy, driven by individuals and events, and how “it 

had to be gradually shaped and formed in complex public–private interactions, which could have 

taken a different route at any given moment.” There were competing narratives, they state further 

(Eberle and Daniel 2019, p. 1247), but only one won. The narrative about Russian non-conventional 

threats destroying the Czech sovereignty and democracy has prevailed over alternative narratives 
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about problems such as media literacy skills. As this thesis showed, at least among journalists and 

in connection to the disinformation topic, there is an alternative counter-narrative. 

 

RQ4: Continuing in the previous research, who are the experts on disinformation in the eyes of the 

Czech journalists? 

Articles written by Rychnovska and Kohut (2018) and Daniel and Eberle (2018) both looked 

at how the threat of Russian hybrid warfare and information war was constructed through social 

interaction of different actors. Both acknowledge the important role of experts as well as journalists. 

But who is an expert for journalists? Who is creating an expertise? And is the detailed look 

from within journalism similar to the analysis from the outside? Importantly, who is an expert in 

the eyes of journalists can also predetermine the public occurrences thus a chance to shape agenda.  

Detailed analysis in the subchapter 3.4 clearly showed that there are concurrences, but also 

differences. First of all, instead of Jakub Janda, for journalists the ultimate expert is Jakub Kalensky 

(who was nevertheless in a close contact with Janda, see Daniel and Eberle 2018, p. 918). The latter 

is in both articles a little side-lined, but for journalists he is the figure to remember. Together with 

other think-tankers, he is part of the most important cluster. In an agreement with Rychnovska and 

Kohut (2018, p.23), academicians are actually not so often regarded as experts. This also show how 

loose the definition of expert is for journalists. 

The role of experts also confirms two narratives. Whereas Janda, Kalensky, or Karel Rehka 

are associated with the first dominant-narrative (Rychnovska and Kohut 2018, pp. 19-21), people 

from Masaryk University such as Milos Gregor or Petra Mlejnkova were “important supporters of 

a low-profile, bureaucratic, technical, and educational approach to the threats posed by Russian 

hybrid warfare” (Daniel and Eberle 2018, pp. 921). Although the position of academicians is not so 

strong, it is not completely missing and especially Gregor and Mlejnkova have solid standing. Their 

relatively strong positioning among experts show that there is also the second narrative yet hidden. 

Obviously, some actors disappeared both from the public debate and journalists’ radar. 

Others emerged such as Jonas Syrovatka (PSSI) or Frantisek Vrabel (Semantic Visions). 

Interestingly, Vrabel has some, not-so-insignificant positions already in the mode network of 

Rychnovska and Kohut (2018, p. 17). But for media, he was discovered quite recently. In 2015-

2017, there were no mentions in media of his name, Newton Media Archive shows. In 2018, it was 

around 20, in 2019 over 100. This shows that a creation of expertise in the public space via 

discussion, in the media and at the state level are different processes which should be taken into 

account in analyses. 
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Conclusion 

This thesis dealt with an important issue in the Czech security policy: disinformation. As 

previous academic papers (see Rychnovska and Kohut 2018; Daniel and Eberle 2018; Eberle and 

Daniel 2019), disinformation is treated as a part of information warfare or Russian hybrid warfare. 

These topics are securitized by the specific steps, which were taken after the annexation of Crimea 

in 2014. Examples are an update of a fundamental document of the Czech security policy – Security 

Strategy – in February 2015, which newly includes hybrid warfare; the National Security Audit 

presented in December 2016, which identified disinformation and propaganda as serious threat and 

as “part of a broader strategy of hostile foreign powers acting against the Czech Republic“ (Daniel 

and Eberle 2018, pp. 914, 916); or the creation of the Centre Against Terrorism and Hybrid Threats 

at Ministry of Interior, described by CNN (Smith-Spark 2016) as “a new counter-terrorism unit 

aimed at the threat posed by ‘foreign disinformation campaigns’ – or fake news.” 

Previous articles indicated that journalists were one of the key actors in the process of 

securitization of the information war and Russian hybrid warfare. However, there is no relevant 

scientific empirical probe into this important layer of analysis. The author, journalist and student of 

security studies, has decided to fill this gap by exploratory-descriptive research portraying what is 

the journalists’ perception of disinformation in the Czech Republic. 

The aim of this thesis was not only to contribute to the very relevant literature about the 

reaction of the Western liberal democracies to what they consider as Russian hybrid warfare, but 

also to a wider theory of securitization. Journalists are an important part of the theory standing in 

between the government (in this case securitizing actor) and voters in the democratic country 

(audience). They are the narrators of any threat, which needs to be constructed and securitized. They 

have the possibility to accept the securitizing act or reject it and make it harder (or impossible) for 

the actor to securitize a certain issue. Securitization is, however, not a one-way process, there is a 

constant need of (re-)negotiation, where journalists are also very active. When the threat is 

constructed and part of the agenda, journalists are naturally looking for different angles, trying to 

get deeper or move wider. In this process, they might contribute to de-securitization of the issue the 

same way, as the Czech journalists speeded-up the securitization of information warfare and 

Russian hybrid warfare. 

The author had the advantage of being close to this topic. First of all, he is at the time of 

writing these lines a journalist at Czech Radio, a public broadcaster. Secondly, the author had the 

opportunity to work on the disinformation monitoring project at the Prague Security Studies 

Institute. Last but not least, the author is a student of International Relations and Security Studies 

at the Charles University. Thanks to these opportunities, the author had already mapped terrain, but 
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there was the question of data gathering. To allow maximal scientific accuracy, which would be 

still within capabilities of the author, interviews and an online questionnaire were used for analysis. 

The thesis thus combined two methods: qualitative (semi-structured interviews with six Czech 

prominent journalists in the area of disinformation) and quantitative (an online questionnaire about 

perception of disinformation with the total of 60 answers). 

The analysis showed that there is indeed dominant-narrative among the Czech journalists, 

which is securitizing the information warfare and Russian hybrid warfare. However, the most 

important finding is, that this narrative is not as powerful within journalistic field when compared 

to the narrative as described in the previous studies. This counter-narrative is societal and main 

issues here are domestic problems. Second narrative sees disinformation as a part of a strategy of a 

foreign power, but it does not interpret it as the main cause of the problems. They are mere 

symptoms of bad governance, digitalized world or disintegration of values. This narrative is not 

trying to dig deeper into the disinformation system, but to widen the issue to incorporate attributes, 

which are not directly connected to security. As such, the threat is diffuse and much more connected 

to values. Where the first dominant-narrative tries to securitize the values and defend them, the 

second is not taking values as referent objects, but as a part of the wider issue. 

Three out of six interviewed journalists were inclined to the counter-narrative. Moreover, 

this counter-narrative was also visible in two other areas: future solutions and attitude to the state. 

Journalists during interviews and in the online questionnaire supported societal future solutions and 

side-lined measures narrowly connected to the realm of stricter, security policy. Most important 

were activities like media education, critical thinking, discussion, courses for elderly people or 

interest of media. When asked about which ministry or state institution should tackle the issue of 

disinformation, they mentioned variety of state institutions including ministries linked to security 

(ministry of interior, ministry of defence), but at the same time for example ministry of labour and 

social affairs, which should deal with societal aspects of disinformation. These findings show that 

the dominant-narrative among journalists is much more nuanced and there is a significant, yet still 

feeble power in the counter-narrative. 

Additionally, the analysis also uncovered theoretical confusion regarding disinformation 

among journalists. Owing to many reasons such as novelty of the issue, or a more differential view 

from within media space, this allows to fill disinformation with a worldview of a journalist, thus 

contributing to diffusion of the threat. However, this has its limitations. First of all, different 

journalists have different access to the decision-making process, have different connections with 

state bureaucrats and different power in creating the agenda. The real impact on forming the threat 

publicly will be for these reasons diverse with each journalist. 
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This thesis adds another piece to the puzzle of disinformation. As Rychnovska and Kohut 

(2018, p. 2) write in the very beginning, the current debate in the Czech Republic about the 

information war can be divided into two broad narratives. At one side, there is a disinformation or 

propaganda campaign led by Russia. On the other hand, there is an anxiety about truth being lost in 

a divided, post-factual and digitalized societies. 

In this way, the debate about disinformation cab be linked with the debate about the current 

technology and media, about our modern, or post-modern way of communication, or about the 

impacts of technologies on people. “Why, Mr. Anderson, why? Why, why get up? Why keep 

fighting? Do you believe you’re fighting for something, for more than your survival? Can you tell 

me what it is, do you even know?” asks a furious agent Smith in The Matrix Revolutions. He, 

himself a program, is trying to take control over not only the ashes of the human world, but the 

machine one as well. “Is it freedom or truth, perhaps peace – could it be for love? Illusions, Mr. 

Anderson, vagaries of perception. Temporary constructs of a feeble human intellect trying 

desperately to justify an existence that is without meaning or purpose. And all of them as artificial 

as the Matrix itself,” continues Smith.  

In a way, any discussion about disinformation is inherently about meanings and values. Its 

symptomatic rise in the last few years is telling more, as well as the hybrid warfare concept, about 

Western liberal democracies, than about an external enemy. Analysis of the field of journalism 

brought an important insight into the journalists’ perception of disinformation. And showed that 

there are still critical voices in the debate. And this is a positive message. Because at the end of a 

day, the debate about disinformation is a debate about the core values of our democracies: about 

freedom of speech. 
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