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Abstract  

Russia employs a set of non-linear tactics against Western democracies that have been 

characterized as “hybrid warfare.” Disinformation and propaganda are a key part of a 

comprehensive strategy that uses non-military means to achieve political and strategic 

objectives. EU governments, some of them with a history of facing this type of threat 

and others as more recent targets, have had different responses to disinformation 

campaigns. Policies meant to counter disinformation are becoming increasingly 

coordinated as governments attempt to build resilience through media literacy and 

strategic communication. This paper examines counter policies against disinformation 

through the lens of securitization theory in four case studies of EU member states, each 

examining an incident of disinformation and the ensuing government response. The 

cases are as follows (1) UK – Sergei Skripal, (2) Germany - Lisa Case, (3) Lithuania – 

NATO rape allegations, and (4) Spain – Catalan Independence Referendum. The results 

indicate that while the UK and Lithuania have fully securitized disinformation, 

Germany and Spain are currently in the process of securitization. It also argues that 

securitization has a direct influence on policies pursued to counter disinformation and 

the effectiveness of such policies, recommending a more ‘positive’ conception of 

securitization in the case of Russian disinformation. 
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take to deal with Russian disinformation. It was difficult to find any legitimate academic 

sources that deal with government responses such as media literacy, strategic communication, or 

Russian language media and recognition in Eastern Europe. In part, the relatively recent cases, 

such as the Sergei Skripal assassination attempt, have not seen enough time pass to deal with 

them in academia. In order to deal with this problem, the thesis will rely heavily on strategic 

documents, think-tanks, strategic communications, and speeches by politicians and media 

figures in order to analyze these topics.  

Methodology: 

This thesis will employ a cross-case analysis, in which the researcher studies multiple cases, 

accumulates knowledge and understanding of the individual cases, compares and contrasts their 

qualities, and produces new knowledge based on interpretive qualitative analysis. Each case 

starts from a small, contained, individual incident and the Russian disinformation campaign that 

surrounded it. The analysis will then explore how each government reacted to the case in their 

respective countries. The cases are as follows: 

1. The United Kingdom – Sergei Skripal 

a. In March of 2018, Sergei Skripal, a former Russian intelligence agent, was 

found unconscious after being poisoned by a toxic nerve agent which 

British authorities attribute to the Russian government. Russian media 

responded with a flood of alternative, often contradictory, explanations that 

disputed the accusations and tried to portray the assassination attempt as a 

false-flag attack. 

2. Germany – Lisa Case 

a. In January of 2016, Russian domestic and foreign media widely reported 

that a 13 year-old German girl of Russian descent had been raped by Arab 

migrants while she had been reported missing for 30 hours. This was later 

disproved by German authorities, the girl had merely been out with friends, 

but Russian media continued to propagate this false report and stoke 

division over the migrant issue. 

3. Lithuania – NATO rape allegations 

a. In January of 2017, as the Lithuanian parliament ratified a defense 

cooperation agreement between Lithuania and the United States, emails 

circulated to members of parliament and news media accusing German 

troops of raping a Lithuanian teenager. Germany leads NATO’s Enhanced 

Forward Presence battalion in Lithuania, and the effort, targeted from 

outside the EU, was aimed at sowing distrust between the two NATO allies. 

Lithuanian investigators quickly found there were no witnesses, no 

perpetrators, and no victim.  

4. Spain – Catalan Independence Referendum 

a. In October of 2017, Catalonia, a separatist region of Spain with a distinct 

cultural identity, held a referendum on independence from the central 

government of Madrid. Though there was police violence perpetrated 

against Catalan protesters, Russian media was accused of spreading fake 

images of violence, some of which had been taken during different 

incidents from previous years, all in an effort to promote the independence 

movement.  

 

These cases have been chosen because of their diversity. The cases range from countries with a 

relatively high threat perception of Russia (Lithuania and the UK), to countries that have been 

more accommodating (Germany) or felt it was too distant to be a security issue (Spain). The 

cases also demonstrate the variety of political issues that Russia has targeted for their 



   

disinformation campaigns, from strategic objectives surrounding NATO and espionage 

activities, to the migrant crisis, to separatist movements in European states. Most importantly, 

each incident of disinformation had a varying impact on society, and in turn governments 

responded with different reactions. For example, in Lithuania, a highly resilient country with a 

long history of dealing with Russian disinformation, the NATO rape allegations failed to gain 

traction; in contrast to Germany, where the Lisa Case caused a media storm and diplomatic 

tensions. Another aim is to see how these individual cases are situated in the wider context of a 

comprehensive strategy towards countering disinformation. Do governments demonstrate a pre-

planned approach to dealing with disinformation as part of a broad strategy or do they narrowly 

react to individual cases as they occur, and why is there such a difference in reaction? 

Planned Outline:  

1. Introduction 

2. Literature Review 

3. Theoretical/Conceptual Background: Securitization 

4. Case Studies 

a. Case 1 – Sergei Skripal, UK 

i. Summary 

ii. Government Response 

b. Case 2 – Lisa, Germany 

i. Summary 

ii. Government Response 

c. Case 3 – NATO Rape Allegations, Lithuania 

i. Summary 

ii. Government Response 

d. Case 4 – Catalan Referendum, Spain 

i. Summary 

ii. Government Response 

5. Empirical Analysis 

6. Conclusions 

7. Bibliography 
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Introduction 

Russia, under President Vladimir Putin, currently believes itself to be at war with 

the United States and its allies in NATO and the European Union. One of the primary 

weapons used in this conflict is the coordinated dissemination of disinformation and 

propaganda by the Russian state. The goal of this effort is to destabilize the foundations 

of democratic societies and influence the beliefs and actions of Western populations to 

be more beneficial to Russian foreign policy goals. Since the 2014 annexation of 

Crimea and the subsequent conflict in Eastern Ukraine, the topic of disinformation has 

come to dominate political discussions of the media, academia, politicians, and the 

public at large. An extensive amount of research has been completed on Russian 

strategies to leverage the information sphere for its own benefit. Despite the 

considerable amount of information on the use of propaganda in the Russian ‘hybrid 

warfare’ strategy, we often fail to discuss and understand how Western governments are 

responding to disinformation. What policies are they currently enacting? What policies 

do Western governments potentially have at their disposal? What policies should they 

enact to counter this growing threat to Western societies and democratic values of truth?  

Another important question on this topic deals with the theory of securitization, 

which examines how societies construct security threats via social processes, 

determining what is and what is not an important threat in the eyes of international 

actors and domestic society. Once an issue has been successfully securitized, it allows 

for extraordinary politics that go beyond the normal realm of politics. This paper will 

ask if European states have securitized the issue of Russian disinformation, and if so, 

how? Do individual EU member states, and the EU as a collective supranational 

organization, view Russian disinformation as an existential threat and are they 

responding accordingly? 

The goal of this thesis is to explore these questions by looking at four case 

studies of Russian disinformation and the ensuing reactions of the targeted Western 

government. In each case, the methods of disinformation surrounding the initial event, 

and then the government reaction will be analyzed. The cases will deal with individual 

incidents in four EU countries. The countries and the disinformation incidents analyzed 

are as follows (1) The United Kingdom - The assassination attempt on Sergei Skripal, a 

former Russian intelligence officer who defected to the West, with a chemical agent 

used by Russian agents and the subsequent effort to obscure blame for the assassination, 
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(2) Germany – The Lisa case, in which the Russian media spread false rape allegations 

against migrants and helped instigate protests by the Russian minority in Berlin (3) 

Lithuania – NATO rape allegations, in which foreign soldiers in NATO’s Enhanced 

Forward Presence were falsely accused of raping an underaged Lithuanian girl in an 

email circulated to the Lithuanian Parliament (4) Spain – Catalan independence 

referendum, in which Russian disinformation exacerbated ethnic tension in the 

autonomous Spanish region of Catalonia during a referendum to declare independence.  

These cases have been chosen to encompass a wide variety of differences in EU 

countries dealing with disinformation. Looking for similar processes occurring despite 

these differences. The thesis will take an in-depth look at securitizing actors within 

these countries, such as government agencies, think-tanks, non-governmental 

organizations (NGOs), media outlets, and private actors, and analyze the policies they 

propose to counter the threat of Russian disinformation. After the case studies of 

individual member states, the paper will examine how disinformation is securitized in 

the institutions of the EU. The analysis will then compare and contrast the different 

cases and draw conclusions on Western governments’ counter-policies against 

disinformation. By analyzing the securitization of disinformation in Europe, this thesis 

hopes to explore an ongoing issue as it is unfolding, with a unique view to the early 

stages of the process of securitization.   

Methodology  
 

To explore the securitization of disinformation in the EU, this thesis will employ 

the comparative method in a case-study format. Due to the difficulty of experimental 

control and the possibility of many variables in small-N research, statistical analysis and 

quantitative methods are more difficult to perform, making case studies that deeply 

examine a relatively small number of cases particularly useful in political science.1 

Arend Lijphart argues that case studies can make valuable contributions to theory 

building and testing hypotheses, especially with limited recourses necessary to conduct 

a far-reaching statistical study. He organizes case studies into six typologies: 

atheoretical, interpretative, hypothesis-generating, theory-confirming, theory-infirming, 

                                                 
1 David Collier, “The Comparative Method,” In Political Science: The State of the Discipline II. by Ada W. 
Finifter, Washington, D.C.: American Political Science Association, 1993, 106. 
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and deviant case studies.2 This thesis will follow an interpretative format, which “self-

consciously use a theory to illuminate a particular case.”3 Because of the relatively 

recent nature of the incidents discussed in the case studies, with many of the 

countermeasures discussed still in their early stages, the interpretative format is the best 

method until there has been more time to contextualize the events. EU countermeasures 

against disinformation will be examined through the lens of securitization theory. The 

focus will be more to illustrate the phenomena of securitization, taking for granted the 

validity of the theory itself; that is, the paper does not seek to prove or disprove the 

theory of securitization.  

According to Seawright and Gerring, in selecting cases in case study research, 

there are two principal objectives to keep in mind. The first is choosing a representative 

sample of the larger group. The second is “useful variation on the dimensions of 

theoretical interest.”4 For these reasons, this paper will use cases that have been chosen 

because they are most different from one another in a variety of factors. We will look 

for similarities in the processes of securitization and the results of countermeasures 

despite the differences between cases, aiming to learn more about securitization as a 

theory, and specifically the securitization of disinformation.  

The variety has been chosen according the criteria of (1) Geography – with each 

country representing different geographical regions of Europe, including Western 

Europe (UK), Eastern Europe (Lithuania), Southern Europe (Spain), and Central Europe 

(Germany), (2) Size and relative power of the countries, with two leading powers of the 

EU (Germany and the UK), one second-tier power (Spain), and one small power 

(Lithuania), (3) International exposure of the event, with two of the cases covered more 

extensively in the international media (Sergei Skripal in the UK, and the Catalan 

Independence Referendum in Spain), and two smaller cases with less exposure outside 

of their home countries (the Lisa Case in Germany and NATO rape allegations in 

Lithuania), and (4) The targeted political issue – with each representing a distinct 

political topic that Russia has chosen to target with disinformation efforts, including the 

use of chemical weapons and espionage (UK), the migrant crisis (Germany), NATO’s 

Enhanced Forward Presence (Lithuania), and separatist ethnic tension (Spain). By 

                                                 
2 Arend Lijphart, “Comparative Politics and Comparative Method.” American Political Science Review, 
Vol. 65, No. 3, (1971), 691-93. 
3 David Collier, “The Comparative Method,” 106.  
4 Jason Seawright and John Gerring, “Case Selection Techniques in Case Study Research: A Menu of 
Qualitative and Quantitative Options,” Political Research Quarterly, Vol. 61, No. 2, (June, 2008) 296. 
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choosing variety in these four criteria, the best effort was put into selecting cases that 

were representative of the larger sample of EU.  

In comparing cases with incredibly different sets of circumstances, a 

comparative cross-case analysis seeks to find similar processes or outcomes despite this 

diversity.5 In this paper, the cases are quite similar in the fact that all four deal with 

fellow members of the EU encountering the same threat (disinformation) from the same 

source (Russia). The cases differ in that they are different countries with unique 

experiences of the disinformation phenomena, with distinct political targets (i.e. the 

migrant crisis in Germany vs. ethnic separatism in Spain), and vastly disparate histories 

and complexities in their relationship with Russia. Each of these differences could 

potentially have effects on the way that disinformation is securitized; the speed with 

which the issue is securitized, the intensity and threat level given to the issue of 

disinformation, the specific policies put in place to counteract disinformation, or 

whether or not disinformation is securitized in the first place.  

After examining each of the individual cases, the paper will explore 

securitization of disinformation at the broader level of the EU. The goal of this is to see 

how securitization at the national level can influence securitization at the supranational 

level. The thesis will then conclude with an empirical analysis, taking the knowledge 

gained through interpretative case studies and further exploring the implications of this 

knowledge on overall Western, especially EU, policy towards disinformation from its 

Eastern neighbor.  

Due to the relatively recent occurrence of some of the cases under examination, 

as previously stated in the introduction, there is very little scholarly information on 

government responses to disinformation as a whole, let alone within the EU or some of 

the specific countries examined in the case studies. Therefore, the thesis will rely 

heavily on other sources for its analysis. Traditional news media will be useful to relay 

events to the reader and summarize the initial acts of disinformation. To analyze 

securitization of disinformation, the author will rely on speeches by elected officials, 

government press statements, national security strategies, think-tanks and NGO’s, 

funding to counter disinformation, and relevant laws and measures passed in the case 

                                                 
5 Samie Khan and Robert VanWynsberghe, “Cultivating the Under-Mined: Cross-Case Analysis as 
Knowledge Mobilization,” Forum: Qualitative Social Research, Volume 9, No. 1, Art. 34, (January 2008), 
http://www.qualitative-research.net/index.php/fqs/article/view/334/729#g21 

http://www.qualitative-research.net/index.php/fqs/article/view/334/729#g21
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study countries. In this way, the thesis seeks to expand knowledge on the phenomena of 

disinformation and build our understanding of securitization. 

Literature Review and Theoretical/Conceptual Framework 

Disinformation 

 

After the fall of the Soviet Union, Russia no longer maintained its position as a 

global superpower, and experienced a period of relative decline on the world stage. 

Putin famously lamented that the “collapse of the Soviet Union was the greatest 

geopolitical catastrophe of the century.”6 In recent years, Russia has begun to pursue a 

more aggressive foreign policy, reasserting what it believes to be its rightful place as a 

great power. The Russian regime seeks to undermine and challenge the established 

Western order whenever and wherever it can. We can see the consequences of this new 

strategy in Russian actions in both Georgia and Ukraine, former members of the Soviet 

Union and countries that Russia perceives as being under its influence as part of the 

‘Near Abroad.’7 In both countries, Russia backed separatist groups to exacerbate, or in 

the case of Ukraine, manufacture, a frozen conflict that could be triggered whenever 

Russia seeks leverage against its neighbors.  

These conflicts were also part of an overarching Russian strategy to counter the 

established Western order. Russia sees itself as being encircled by the West, under 

threat from the enlargement of Western power into historical areas of Russian influence. 

The Western emphasis on democratic principles is at odds with the importance Russia 

places on its sovereignty; it does not want to be influenced by adopting a European 

framework or Western norms.8 By preventing, or at the very least complicating, 

Georgian and Ukrainian integration into European institutions, and most importantly 

their ascension to NATO, Russia is reasserting its sovereignty over the ‘near abroad’ 

and putting a halt on further expansion of Western influence in a zero-sum game for 

power.9 This brings Russia into conflict with the EU, as each seeks influence in the 

                                                 
6 Andrew Osborn, “Putin: Collapse of the Soviet Union was ‘catastrophe of the century’”, The 
Independent, April 26, 2005. https://www.independent.co.uk/news/world/europe/putin-collapse-of-
the-soviet-union-was-catastrophe-of-the-century-521064.html 
7 David Matsaberidze, “Russia vs. EU/US through Georgia and Ukraine,” Connections, Vol. 14, no. 2 
(Spring 2015), 77. 
8 Bettina Renz and Hannah Smith, “Russia and Hybrid Warfare – Going Beyond the Label,” Aleksanteri 
Papers, (January, 2016) 19. 
9 Matsaberidze, 79. 

https://www.independent.co.uk/news/world/europe/putin-collapse-of-the-soviet-union-was-catastrophe-of-the-century-521064.html
https://www.independent.co.uk/news/world/europe/putin-collapse-of-the-soviet-union-was-catastrophe-of-the-century-521064.html
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same regions. From a narrower point of view, Putin himself views the color revolutions 

that happened on Russia’s doorstep over the last decade as direct threats to his personal 

power and the continued rule of his regime, arguing that “we should do everything 

necessary so that nothing similar ever happens in Russia.”10 

Understanding the long-term goals of Russia, we can move into the specific 

details and characteristics of Russia’s new strategy. Russian policy has been described 

under several names, including as hybrid, non-linear, asymmetric, or ‘new generation’ 

warfare. Despite the wide variety of terms used to describe these strategies, there are 

some common features to most of the definitions. Hybrid warfare is the use of military, 

political, technological, and informational measures blended together as part of a 

comprehensive strategy to achieve political and strategic goals. Some common 

examples would be the use of economic warfare, political propaganda and 

disinformation, cyberwarfare, and espionage in combination with more overt hard 

power.11 Traditional military means such as armed forces or irregulars are also part of 

such a strategy, but the over-all goal of a hybrid strategy is to use non-violent means to 

achieve military objectives in a less heavy-handed approach.12    

The term ‘hybrid warfare’ is not without its critics. Several authors point to the 

ambiguity of the concept leading to its use as a broad umbrella term for a wide variety 

of distinct concepts, which makes the term of little real value in helping us understand 

Russian strategies.13 Another criticism is that the concept is hardly a new phenomenon 

at all, and the supposed strategy of hybrid war applies to every war going back in 

history. Not a single war has been won exclusively through the use of military or non-

military means by themselves; every military strategy must incorporate the political 

realities on the ground in order to achieve its goals.14 The concept of giving primacy to 

non-military means is not especially new to the Russians in particular. As an imperial 

power with limited resources, Russia has often emphasized the importance of irregular 

forces, information warfare, and political propaganda as it stretched its borders over a 

                                                 
10 Darya Korsunskaya, “Putin says Russia must prevent ‘color revolution,’” Reuters, November 20, 2014. 
https://www.reuters.com/article/us-russia-putin-security-idUSKCN0J41J620141120 
11 James K. Wither, “Making Sense of Hybrid Warfare,” Connections, Vol. 15, No. 2, (Spring 2016) 76.  
12 András Rácz, “Russia’s Hybrid War in Ukraine: Breaking the Enemy’s Ability to Resist,” The Finnish 
institute of International Affairs, June 2015, 34 
13 Kęstutis Kilinskas, “Hybrid Warfare: an Orientating or Misleading Concept in Analysing Russia’s 
Military Action in Ukraine?,” Lithuanian Annual Strategic Review, Vol. 14, June-August 2015, 141.  
14 Renz and Smith, “Russia and Hybrid Warfare,” 12.  

https://www.reuters.com/article/us-russia-putin-security-idUSKCN0J41J620141120
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vast empire.15 Indeed, the principal strategies of hybrid warfare were fundamental to 

Soviet ‘active measures’ that informed the techniques of the KGB and “involved 

virtually every element of the Soviet party and state structure.”16 The current Russian 

foreign policy we are witnessing is less of a drastic change in strategy, and more of 

adaptation of the same strategy with new tools offered by contemporary technologies. 

With this in mind, the popularity of the hybrid warfare concept in some ways 

undermines the continuity of Russian strategy.17 The term can be especially problematic 

when applied to wider Russian policy towards Europe, with the use of ‘war’ hurting the 

discourse when there is no direct military conflict happening outside of Eastern 

Ukraine, and minimizing true violence and bloodshed when haphazardly utilized to 

define any situation.18  

Taking into account the significant criticism around the term ‘hybrid warfare,’ 

this paper will seek to avoid its use as much as possible, instead preferring the narrower 

concept of disinformation. We will define disinformation as the intentional spread of 

false information for political purposes. Disinformation is propagated to mislead the 

public and complicate truth. Russia uses multiple channels to continuously spread a 

high volume of false information, repeating disproved information through several 

sources and types of media.19 Social media, front news organizations such as Russia 

Today (RT), automated bots, paid internet trolls, NGO’s, and even religious and cultural 

institutions all play a part in propagating disinformation. Though more overt 

propaganda can be used to push a clear pro-Russia narrative, Russia spreads 

inconsistent and even conflicting narratives in order to obscure the truth. Indeed, one of 

the major goals of disinformation is to destroy the idea that a society can engage in 

conversation and make decisions based on a shared, objective truth.  Through 

regurgitation by automated accounts, trolls, and true believers convinced of a story’s 

validity, ‘fake news’ can be propelled into ‘real news’ as it is picked up by legitimate 

                                                 
15 Mark Galeotti, “Hybrid, ambiguous, and non-linear? How new is Russia’s ‘new way of war’?,” Small 
Wars and Insurgencies, Vol. 27, No. 2, (March 21, 2016) 293-297. 
16 Thomas Boghardt, “Soviet Bloc Intelligence and Its AIDS Disinformation Campaign,” Studies in 
Intelligence, Vol. 53, No. 4, (December 2009) 1-2.  
17 Steve Abrams, “Beyond Propaganda: Soviet Active Measures in Putin’s Russia,” Connections, Vol. 15, 
No. 1, (Winter 2016), 8-9.  
18 Renz and Smith, “Russia and Hybrid Warfare,” 12.  
19 Christopher Paul and Miriam Matthews, “The Russian ‘Firehose of Falsehood’ Propaganda Model,” 
RAND Corporation, 2016, 1.  
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news media, allowing Russian actors to set the agenda of the 24-hour news cycle and 

“command the trend” on social media.20  

Disinformation is one key tool in the overall Russian strategy against the West, 

with Russian strategic thinkers hypothesizing that future warfare would give less 

primacy to military hard power and increase the utility of non-military means. Russia’s 

Chief of the General Staff, Valery Gerasimov, outlined the importance of the 

information space for conflict in the 21st century, postulating that it was a preferable 

way to conduct warfare due to Russia’s military disadvantages relative to the United 

States and Europe.21 Russian strategy is to use disinformation to inject chaos and 

exacerbate political division among its adversaries while undermining public trust in 

institutions. The issues Russia chooses to target are controversial topics that range from 

NATO to the migrant crisis, but the messaging can be distinctly catered to the target 

audience and country with expert precision.22  

One of the greatest strengths that liberal democracies pride themselves on is 

freedom of speech and freedom of the press, and the internet has offered an incredible 

platform for the free flow of information, that at first glance should greatly benefit these 

strengths and further contribute to an open society. But Russia has expertly taken this 

comparative advantage and turned it into a weakness to be exploited. In Western states 

it is “precisely because our mode of public discourse has become so free and open, not 

despite it, that we have become susceptible to this foreign influence.”23 

Securitization 

The Theory of Securitization 

 

Before moving into the individual case studies, it is important to understand the 

theory of securitization. Formulated by Ole Waever and most associated with the 

Copenhagen School, the theory of securitization argues that security is a socially 

constructed act, a process of creating threats, rather than something created around 

                                                 
20 Jarred Prier, “Commanding the Trend: Social Media as Information Warfare,” Strategic Studies 
Quarterly, Vol. 11, No. 4, Winter 2017, 52.  
21 Rácz, “Russia’s Hybrid War in Ukraine,” 36.  
22 Matt Apuzzo and Adam Stariano, “Russia and far right spreading disinformation ahead of EU elections 
investigators say,” The Independent, May 12, 2019, 
https://www.independent.co.uk/news/world/europe/eu-elections-latest-russia-far-right-interference-
fake-news-meddling-a8910311.html 
23 Alex Zaheer, “Information Warfare: Western Democracies’ Waterloo?”, Stanford Politics, October 27, 
2017, https://stanfordpolitics.org/2017/10/27/information-warfare-western-democracies-waterloo/  

https://www.independent.co.uk/news/world/europe/eu-elections-latest-russia-far-right-interference-fake-news-meddling-a8910311.html
https://www.independent.co.uk/news/world/europe/eu-elections-latest-russia-far-right-interference-fake-news-meddling-a8910311.html
https://stanfordpolitics.org/2017/10/27/information-warfare-western-democracies-waterloo/
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objective threats. Political discourse is the process by which elites and society as a 

whole generate and communicate security threats.24 In the first part of this process, a 

securitizing actor decides what constitutes an existential security threat through a 

speech act. The securitizing actor tries to convince an audience of the validity of this 

security threat and the need to act in order to protect a referent object. These actors are 

usually someone in a position of power such as an elected official or a member of the 

state security apparatus, but an increasingly wide variety of actors may try to securitize 

certain issues, such as public media figures who hold influence, or think-tanks and 

NGO’s as they try to set the security agenda. The audience, whether it be the general 

public or fellow members of the elite that help determine policies addressing these 

threats, may choose whether to accept the threat as such or not. Arguing that a problem 

is an existential security threat puts that problem as a higher priority, necessitating 

emergency measures in order to deal with it. Such a problem moves from the realm of 

normal politics to that of extraordinary politics, with solutions that may violate 

traditional political norms.25 In essence, the theory of securitization argues that 

“something is a security problem when the elites declare it to be so.” 26   

Critical IR Theory and Securitization as a ‘Negative’ Concept  

 

Securitization is normally implied to have some negative implications and even 

to be an inherently negative process that a society should avoid. According to the 

Copenhagen School, security is not something to be idealized, and ultimately 

securitization should be shunned as a negative outcome, with these thinkers in favor 

desecuritization.27 Paul Roe argues that the negative conception of securitization mainly 

comes from two factors. The first factor is the process of securitization, in which a 

political issue transcends normal politics in order to become extraordinary politics. 

During this process, the normal democratic procedure for decision making is 

abandoned, and decisions may be hastily made in order to protect the ‘public good.’ If 

                                                 
24 Marianne Stone, “Security According to Buzan: A Comprehensive Security Analysis,” Groupe d’Etudes 
et d’Expertise ‘Sécurité et Technologies’ – Security Discussion Papers Series 1, (Spring 2009) 8.  
25 Rita Taureck, “Securitization theory and securitization studies,” Journal of International Relations and 
Development, (March 2006) Vol. 9, No. 1, 55.  
26 Ole Waever, “Securitization and Desecuritization,” On Security, Ed. by Ronnie Lipschutz, (New York: 
Columbia University Press, 1998) 6.  
27 Vladimir Šulović, “Meaning of Security and Theory of Securitization,” Belgrade Centre for Security 
Policy, October 5, 2010. 
http://www.bezbednost.org/upload/document/sulovic_(2010)_meaning_of_secu.pdf 

http://www.bezbednost.org/upload/document/sulovic_(2010)_meaning_of_secu.pdf
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abandoned completely, the openness and accountability normally associated with 

democratic systems ceases to exist in favor of more authoritarian policies made by an 

increasingly small group of elites within state structures of power, like the security and 

military apparatus. This can lead members of the bureaucratic security institutions to 

“exaggerate or provoke existing fears for the purpose of promoting their own 

institutional interests.”28 The second factor that makes securitization a ‘negative’ 

concept is the outcome of securitization which results from such an undemocratic 

process. The results of the securitization process can be symptomatic of abuse of state 

power, with policies enacted that tend to become exclusionary, racist, and fear-

mongering in their creation of an enemy ‘other.’29  

Two topics that are often cited in critical literature on securitization and the state 

abuse of this process are the securitization of immigration and international terrorism. 

Critical theorist Didier Bigo emphasizes these negative impacts of securitized 

immigration, which have led racists to securitize large groups of people that they feel 

threaten a pure ‘national identity’.30 Securitization of this type has clearly led to some of 

the worst atrocities throughout history, and it can be argued that genocide is the ultimate 

extension of securitizing groups of ‘others.’ Currently the world is watching as leaders 

like U.S. President Donald Trump and Hungarian president Viktor Orban harness 

securitization of entire immigrant communities to justify xenophobic state policies. The 

U.S. securitization of international terrorism in the aftermath of the September 11th 

attacks has also been harshly criticized for its political outcomes. The “War on Terror” 

led to a wide variety of extraordinary policies that often violated democratic, 

humanitarian, and international norms. Policies like drone warfare, extraordinary 

rendition, detention without trial, systematic torture, and political surveillance at home 

and abroad were criticized for crossing dangerous lines that directly contradict the 

American conceptions of democratic principles.31 

Undoubtedly, securitization can be used, sometimes even consciously, as a force 

for fear mongering that results in destructive policies. History has countless examples of 

securitization being used to trample democratic norms and violate human rights as part 

                                                 
28 Paul Roe, “Is securitization a ‘negative’ concept? Revisiting the normative debate over normal versus 
extraordinary politics,” Security Dialogue, Vol. 43, Issue 3, (2012) 252.  
29 Ibid., 250. 
30 Didier Bigo, “Security and Immigration: Toward a Critique of the Governmentality of Unease,” 
Alternatives 27, Special Issue, (2002) 66. 
31 Stewart Tristan Webb and Scott Niicholas Romaniuk, “Extraordinary Measures: Drone Warfare, 
Securitization, and the ‘War on Terror’, Slovak Journal of Political Science, Issue 3, (March, 2015) 236. 
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of excessive state power and policies to deal with a security threat. However, after 

examining the individual case studies, this paper will argue that securitization may be a 

necessary process in order to counter Russian disinformation. 

Case Studies 
In order to explore the issue of securitization of Russian disinformation efforts in 

the EU, this paper will now examine four case studies. The cases will follow specific 

incidents of disinformation within individual EU member states, analyzing the states 

reactions to these incidents to further address whether or not disinformation has been 

securitized, and if so, how it is being securitized. Afterwards, it will scrutinize 

securitization at the supranational level of the European Union itself.   

Case Study #1: UK – Sergei Skripal Assassination Attempt  

Summary: 

 

On March 4th, 2018, Sergei Skripal and his daughter, Yulia, were found drifting 

in and out of consciousness on a bench in a public park in Salisbury, the United 

Kingdom. Skripal had worked as a Russian military intelligence officer, but was acting 

as a double agent for the UK’s secret service, MI6, during the 1990’s and 2000’s.32 

After his arrest by Russian authorities, he was traded to the UK in a spy swap in 2010. 

He was thought to be giving lectures on the GRU to intelligence operatives from 

multiple Western countries, possibly advising them on how to recruit more double 

agents against Russia, not an uncommon activity for former spies.33 British authorities 

concluded that novichok, a toxic nerve agent mass produced in the Soviet Union prior to 

its collapse, had been placed on the front door handle of Skripal’s house, poisoning both 

him and his daughter after coming into contact with the chemical. Both Sergei and 

Yulia were left in critical condition, but later recovered. Experts posit that Russia 

targeted Skripal as a warning to other would-be defectors or anybody considering giving 

sensitive information to the West. Two Russian operatives were accused of 

contaminating the Skripal household, an action that would not have taken place without 

                                                 
32 BBC, “Russian spy poisoning: What we know so far,” BBC, October 8, 2018, 
https://www.bbc.com/news/uk-43315636  
33 Michael Schwirtz and Ellen Barry, “Skripal poisioning shines new light on activities of former spies,” 
Irish Times, May 14, 2018, https://www.irishtimes.com/news/world/europe/skripal-poisoning-shines-
new-light-on-activities-of-former-spies-1.3494567  

https://www.bbc.com/news/uk-43315636
https://www.irishtimes.com/news/world/europe/skripal-poisoning-shines-new-light-on-activities-of-former-spies-1.3494567
https://www.irishtimes.com/news/world/europe/skripal-poisoning-shines-new-light-on-activities-of-former-spies-1.3494567
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direct approval from the highest authority in Russia, with Putin himself saying “traitors 

must be punished” in reference to Skripal.34 

Following a media firestorm, Moscow denied the attack had been perpetrated by 

the Russian state, using a combination of social media bots, proxy news organizations, 

and the Russian foreign embassy in London to spread several conflicting stories about 

the poisoning. Russian narratives variously suggested a suicide attempt, a narcotics 

overdose, or a sweeping Western conspiracy as the real culprit behind the attack. Stories 

accused MI6, the CIA, NATO, the British, the Americans, the Ukrainians, or some 

combination of forces for the poisoning as a false-flag attack to stir up Russophobia in 

the West.35 Russia’s foreign minister, Sergei Lavrov, asserted that the Russians’ own 

tests on the toxic substance showed it was not novichok, but a toxin called BZ, which 

was used by NATO countries and not Russia.36 One theory argued that the two suspects 

identified by the British authorities were merely British actors,37 despite the fact that the 

two men were later confirmed as Russian citizens and even did an interview with RT.38 

About four months after Skripal’s poisoning, a couple was poisoned in the neighboring 

town of Amesbury, after finding a perfume vial likely used in the initial attack. Charles 

Rowley was left in critical condition, with his partner Dawn Sturgess dying from the 

poison. When Rowley met with Alexander Yakovenko, the Russian ambassador to the 

UK, Yakovenko noted that Moscow could not have been the perpetrator in either attack, 

because they would have succeeded and “killed everyone.”39  

These messages were greatly amplified by social media activity. After Salisbury, 

“experts had uncovered an increase of up to 4,000% in the spread of propaganda from 

                                                 
34 Dough Stanglin, “Report: Cell data points to Russian military intelligence officer as commander of 
British poisoning plot,” USA Today, June 29, 2019, 
https://eu.usatoday.com/story/news/world/2019/06/29/british-poisoning-report-cell-data-links-
russian-officer-attack/1604993001/  
35 Kim Sengupta, “The theories which might be true about the novichok poisoning of Sergei and Yulia 
Skripal – and the ones that definitely aren’t,” The Independent, September 7, 2018. 
https://www.independent.co.uk/voices/salisbury-attack-truth-facts-skripal-novichok-poisoning-
a8527711.html 
36 Luke Harding, “’Deny, distract and blame’: how Russia fights propaganda war,” The Guardian, May 3, 
2018. https://www.theguardian.com/uk-news/2018/may/03/russia-propaganda-war-skripal-poisoning-
embassy-london 
3737 Joel Gunter and Olga Robinson, “Sergei Skripal and the Russian disinformation game,” BBC, 
September 9, 2018, https://www.bbc.com/news/world-europe-45454142 
38 RT, “Full Skripal case interview with the UK’s suspects.” RT, September 13, 2018. 
https://www.youtube.com/watch?v=Ku8OQNyI2i0  
39 Reuters, “All Would Have Died If Russia Was Behind Salisbury Attack, U.K. Novichok Victim Told,” April 
7, 2019, https://www.themoscowtimes.com/2019/04/07/all-would-have-died-if-russia-was-behind-
salisbury-attack-uk-novichok-victim-told-a65126  

https://eu.usatoday.com/story/news/world/2019/06/29/british-poisoning-report-cell-data-links-russian-officer-attack/1604993001/
https://eu.usatoday.com/story/news/world/2019/06/29/british-poisoning-report-cell-data-links-russian-officer-attack/1604993001/
https://www.independent.co.uk/voices/salisbury-attack-truth-facts-skripal-novichok-poisoning-a8527711.html
https://www.independent.co.uk/voices/salisbury-attack-truth-facts-skripal-novichok-poisoning-a8527711.html
https://www.theguardian.com/uk-news/2018/may/03/russia-propaganda-war-skripal-poisoning-embassy-london
https://www.theguardian.com/uk-news/2018/may/03/russia-propaganda-war-skripal-poisoning-embassy-london
https://www.bbc.com/news/world-europe-45454142
https://www.youtube.com/watch?v=Ku8OQNyI2i0
https://www.themoscowtimes.com/2019/04/07/all-would-have-died-if-russia-was-behind-salisbury-attack-uk-novichok-victim-told-a65126
https://www.themoscowtimes.com/2019/04/07/all-would-have-died-if-russia-was-behind-salisbury-attack-uk-novichok-victim-told-a65126
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Russia-based accounts since the attack,– many of which were identifiable as automated 

bots.”40 The multitude of different stories that Russian sources offered fit the modus 

operandi of previous disinformation efforts with its mess and, at times, contradictory, 

narratives. The goal of Russian strategy doesn’t necessarily seek to confirm or disprove 

one version of events, but only to offer so many competing versions that the average 

member of the public stops trying to make sense of it all.41 

UK Government Response:  

  

In the aftermath of the attacks on Sergei Skripal, the UK government acted 

swiftly to consolidate support for its version of events among allies and the general 

public in Britain and abroad. On March 12th, British Prime Minister Theresa May made 

her case to Parliament, stating that there was near certainty that Russia was behind the 

attack. She stated, “Either this was a direct act by the Russian State against our country. 

Or the Russian government lost control of this potentially catastrophically damaging 

nerve agent and allowed it to get into the hands of others.”42 She reiterated that this was 

not merely an attack on the Skripals but “an indiscriminate and reckless act against the 

United Kingdom,” characterizing the attack as a matter of national security.43 Writing 

for the Telegraph, Britain’s Foreign Secretary Boris Johnson drew attention to Russian 

disinformation efforts. He highlighted the false stories coming from Russian state 

officials, such as the contradictory claims that novichok either did not exist, was 

destroyed, or was taken to other countries to be used by their intelligence operatives.44 

Johnson also made clear that in his meetings with European counterparts, nearly 

every country had been affected by Russian disinformation.45 Johnson’s writing shows a 

clear goal of convincing the international community of the threat of Russian 

disinformation, with the implicit message that Skripal’s poisoning and the subsequent 

cloud of propaganda warranted an international response. Britain’s foreign ministry 
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communicated with top diplomats in allied countries, arguing for solidarity among 

NATO countries against this aggressive act by the Russian state.46 These efforts in the 

diplomatic arena proved highly successful, with a March 15th  joint statement from 

leaders of France, Germany, the United States, and the UK affirming Russian 

culpability for the Skripal poisoning in a breach of international law and an act that 

“threatens the security of us all.”47 These efforts culminated in a massive expulsion of 

over 100 Russian diplomats from more than 20 Western countries in a coordinated 

response. The diplomats were mostly from intelligence backgrounds and were believed 

to be spies, with the move serving as a major blow to Russian intelligence gathering.48 

Johnson viewed the expulsion as a success against the Russian disinformation campaign 

surrounding Skripal’s poisoning, stating that “the cynicism of the propaganda machine 

was exposed for all to see.”49 

In the months following the attack, there was further success to convince the 

international community that Russian disinformation represented an urgent security 

threat. In April of 2018, the foreign ministers of the G7 released a statement concurring 

with the British position on Russia as the attacker, and identified the poisoning of Sergei 

Skripal as part of a larger pattern of destabilizing behavior on the part of Russia. The 

statement also stressed that the G7 would continue to “bolster its capabilities to address 

hybrid threats” by emphasizing cybersecurity, strategic communication and other 

measures.50 There have also been implications in British law enforcement in response to 

the Skripal poisoning. The Counter-Terrorism and Border Security Act 2019 was passed 

into law in February, 2019, partially in response to the threat of “state-directed attacks” 
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on British soil.51 The new law permits British border security to detain and interrogate 

travelers it views as having committed “hostile activity” upon crossing ports and 

borders, without a standard for reasonable suspicion.52A Parliamentary report on 

disinformation in the UK noted Russia’s use of social media to sway the British and 

international public on events surrounding Skripal,53 Despite the clear identification of 

disinformation as a threat in Parliamentary documents, The British National Security 

Capability Review of 2018, released the same month as the Skripal attack, fails to 

mention disinformation or Sergei Skripal by name, instead preferring to use the term 

“cybersecurity” and “terrorist” threats. It noted a 7% increase in funding for 

counterterrorism policing to address “terrorist, cyber, and global threats,” although it is 

unclear just how much of this sum is intended to go towards anti-disinformation 

efforts.54 

Overall, the case of the UK government’s response to the assassination attempt 

on Sergei Skripal represents a successful effort to securitize Russian disinformation. 

Though the theory of securitization most commonly implies the securitizing actor to be 

a member of the elite addressing the public or their fellow members of the elite, this 

case offers a broader view of securitizing actors and the audiences that receive their 

messages. Following the attack, the British government, Prime Minister Theresa May’s 

cabinet, and Foreign Secretary Boris Johnson’s Foreign and Commonwealth Office, 

sought to convince their people and the British security apparatus that the use of 

novichok on British soil by Russia and the effort to obscure this story represented a 

threat to national security. Measures taken to increase security against such attacks, 

namely the Counter-Terrorism and Border Security Act of 2019, show the willingness 

by authorities there to take extraordinary measures, with a lack of standards regarding 

reasonable suspicion potentially violating British political norms such as due process 

and relatively open borders. 
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 Additionally, The British government needed to convince the wider 

international community, especially key allies in the EU and NATO, that this action was 

a threat to their security as well, and therefore extraordinary actions were necessary to 

counteract it. The British success in convincing its allies shows in the release of joint 

statements supporting the British view, and in the ultimate decision by 27 countries to 

expel Russian diplomats believed to be involved in espionage.55 Such an action could 

surely be considered extraordinary politics as presented in the theory of securitization, 

especially in view of the fact that Russia could inevitably retaliate by dismissing 

Western diplomats, which they ultimately did. In response to the mass expulsion, Russia 

expelled 189 Western diplomats, mostly from the UK and the U.S.56 Those countries 

that expelled Russian diplomats did so knowing that their own intelligence gathering 

efforts in Russia would suffer in order to show solidarity with their British ally. They 

were convinced of the need for political measures that went beyond the normal realm of 

policy tools in order to address the threat of Russian disinformation.  

Case Study #2: Germany – Lisa Case  

Summary: 

 

On January 11th, 2016, a 13-year old German girl of ethnic Russian background, 

named only Lisa F. in police reports, went missing for nearly 30 hours in Berlin. When 

she returned home, she reported that she had been taken, beaten, and raped by a group 

of  “men of Middle Eastern or North African background.”57 Upon further police 

investigation, the girl admitted that her allegations of rape were completely fabricated; 

she had been involved in an incident at school and was worried about her parents’ 

reaction if she came home, so instead she chose to stay with friends during the time she 

was reported missing.58 Germany was already experiencing significant controversy and 

backlash from far-right groups over the issue of the refugee crisis caused by the Syrian 
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Civil War after accepting over a million refugees in 2015.59 The issue was particularly 

divisive after accusations that there was a massive police and media cover-up of sexual 

assault victims who reported Arab attackers in Cologne. The police were accused of 

sweeping these accusations under the rug in order to avoid stoking anti-immigrant 

sentiment.60 

Despite the official conclusion that the girl had admittedly made up the story, 

Lisa’s allegations of sexual misconduct by migrants caused an uproar in Germany.  

Tensions were exploited when First Russian TV put the debunked accusations into the 

Russian news cycle, repeating them on other media such as RT, Sputnik, and RT 

Deutsch. The coverage on Russian media was often inconsistent, ignoring the true story 

in favor of the more salacious debunked version of events, and featuring strange 

inaccuracies in their coverage, such as showing footage of Swedish police rather than 

German police. The stories were highly critical of the police for allegedly being 

secretive about the case. 61 Due to the extensive media coverage, the case lead to 

protests from the Russian-German community in Berlin, organized by the far-right NPD 

and the anti-Islamic Pegida movement, both of whom have connections to the Russian 

Federation.62 Social media platforms were also used to spread the narrative of a police 

cover-up surrounding Lisa’s accusations. As is often the case with disinformation, the 

false allegations broadcast by Russian media were eventually covered in German news 

sources, part of a cycle that essentially makes ‘fake news’ into real news.63  

The allegations ultimately resulted in diplomatic tension between Russia and 

Germany at the highest levels of government. Russian Foreign Minister Sergei Lavrov 

publicly accused the German police of neglect in their handling of the case. He told a 

press conference that the “news of her disappearance was kept secret…They are 
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painting over reality with political correctness.”64 The foreign minister’s comments 

supported the claim by the far-right that German authorities feared dealing with the 

reality of sexual assaults committed by refugees to avoid inconveniencing the official 

policy towards accepting migrants.  

German Government Response: 

  

In the aftermath of Lisa’s disappearance and the First Russian TV coverage that 

made the story explode, the Berlin Police made a public statement from their Facebook 

account that “there was neither an abduction nor a rape” established in their 

investigation.65 They stated that cell-phone records from the 30-hour period of her 

disappearance indicate she was at a friend’s house, and that the girl had voluntarily 

retracted her initial story about migrants.66 In response to the criticism that police were 

secretive about the case, German authorities noted that Lisa’s status as a minor 

prevented them from going into too much detail with the public, but assured that the 

girls own testimony and phone records proved that there was no abduction or rape.67 

Some were critical of the police communication, specifically the fact that in the initial 

statement it was unclear if there would be any follow-up in the investigation.68 Despite 

the assertions by German law enforcement, Russian media continued to spread 

unsubstantiated and already disproved information regarding the case. After protests by 

Russian-Germans and the German far-right, the Berlin prosecutor’s office attempted to 

restate the facts of the case, arguing that Germany is a “state based on the rule of law.”69  

In addition to statements from German law enforcement, some higher German 

officials responded to the controversy as well. Frank-Walter Steinmeier, the German 

Minister of Foreign Affairs, responded to Sergei Lavrov’s comments by stating Russia 

was exploiting the case “for political propaganda and to influence and fuel an already 

difficult domestic debate over migration.” Chancellor Angela Merkel’s spokesman, 

Steffen Seibert, asserted that authorities be allowed to continue the investigation without 
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foreign intrusion, continuing that “There is no reason, in fact it is even impermissible, to 

make political use of this case.”70  

In the years since the Lisa case, there have been some German legal moves 

meant to counteract the threat of disinformation. In January of 2018, a German law 

titled “Netzwerkdurchsetzungsgesetz” went into effect, which attempts to disrupt hate-

speech on the internet by pursuing a €50 million fine against social media platforms that 

fail to remove hateful comments, fake news, and illegal content within 24 hours of their 

posting.71 The law has been criticized for overreaching into the realm of censorship, 

sometimes silencing political satire and even the German Minister of Justice’s Twitter 

account because of its broad criteria for hate speech.72 These types of laws represent an 

extraordinary measure that goes against Western norms of freedom of speech in an 

attempt to counter the spread of disinformation. Some German politicians have 

attempted to push Mark Zuckerberg into more transparency regarding Facebook’s 

algorithm, in an effort to prevent hate speech. However unlikely Facebook is to reveal 

this type of information to the public, even if they did it could be counterproductive to 

regulating disinformation. In fact, more transparency on the algorithm could potentially 

allow propagandists more precise targeting on social media as they grow sophisticated 

tools to reach their audience, not unlike the way marketers try to work within Google’s 

algorithm to get desired content to the top of search results.73 

These efforts to punish online hate speech and fake news indicate a step towards 

securitization of disinformation in the case of Germany, but they are not enough to 

show that there has been a complete securitization of the issue taking into account the 

wider government response to the Lisa case. Though there were comments from high 

officials, it is notable that these comments do not attempt to make the issue of 

disinformation into a security issue. On the contrary, the German choice to utilize 

Berlin’s police department as their main communication channel in addressing the Lisa 

case keeps the issue more localized; less of a national security issue and more of a law 
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enforcement issue. The public comments by higher government officials are more about 

chastising Russia for its activity, in the lightest way possible, rather than focusing the 

national lens on the issue of disinformation. The lack of attention at the top tier of 

German leadership, with a mere comment by her spokesman rather than involvement 

from Chancellor Merkel herself, do not indicate that the issue of disinformation is a top 

priority for the German government. Furthermore, none of the comments by police, the 

prosecutor’s office, or government officials try to convince any audience that the issue 

is a security threat that warrants an extraordinary response that transcends the normal 

realm of politics.  

Though it is difficult to say with certainty, the lack of such a response may 

indicate an intentional desire to prevent securitization of disinformation, in accordance 

with a broader German policy towards deescalating tensions with Russia. Compared to 

some of its allies, Germany has traditionally pursued a less antagonistic relationship 

with Moscow, seeking to change Russia through a policy of “interweavement.” The 

goal of Germany’s efforts is to link the two countries by promoting informal networks, 

mostly in the economic sphere, promoting democratic change in Moscow.74 This policy 

is most visible in projects like Nord Stream 2, a massive pipeline that will transport 

Russian oil supplies directly to Germany via the Baltic sea, but are present in a wide 

variety of joint projects. Nord Stream 2 is managed by former German chancellor 

Gerhard Schröder, who has a relatively close relationship to Putin.75 The pipeline itself 

is considered by many to be a product of Russian hybrid strategy, a way to influence 

European policies by manipulating energy dependence,76 with Germany by far being the 

largest importer of Russian gas in Europe.77 

 Though the goal of peaceful de-escalation through dialogue is admirable, the 

strategy relies on the assumption that German democratic norms will help push change 
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in Russia’s authoritarian system, but the types of networks Germany pursues may 

influence the relationship in the opposite directions, with Russia’s autocratic values 

being spread to Germany. The interdependence between Berlin and Moscow 

complicates the German government’s securitization of disinformation, making policies 

to counteract Russian propaganda difficult and even undesirable from the standpoint of 

Berlin.   

 

Case Study #3: Lithuania – NATO Rape Allegations 

Summary: 

 

In the aftermath of the conflict in Ukraine and due to the rising tension between 

Western countries and Russia, NATO moved to place four rotational battalions on its 

Eastern flank of the Baltic states and Poland as a part of the Enhanced Forward 

Presence (EFP). In Lithuania, the German military is commanding NATO’s EFP.78 On 

February 14th, 2017, Shortly after the arrival of German forces in Rukla, Lithuania, an 

email was circulated to the Chairman of the Lithuanian parliament and several 

Lithuanian media outlets accusing German soldiers of raping an underaged Lithuanian 

girl in a bordering village.79 Police investigated the claims made in the email and found 

the allegations to be completely false, coming to “the conclusion that there were neither 

a victim nor possible witnesses nor any perpetrators,” and that the entire story had been 

a fabrication.80 Though the email account was quickly deleted after the incident, 

authorities concluded that it came from a third party country outside the EU, with most 

suspecting Russia as the culprit. The incident reflects an attempt to discredit NATO 
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forces in Lithuania, and turn the Lithuanian population against such close cooperation 

with their NATO allies, specifically the NATO EFP on Lithuanian military bases.81  

Unlike the Lisa case of Germany, the false allegations of rape by NATO soldiers 

failed to gain traction in Lithuania, falling short of any Russian goals to create discord 

within the alliance. NATO Secretary General Jens Stoltenberg credited the Lithuanian 

media for refusing to report on the matter until the facts were well established.82 By 

giving the false story no news coverage, the Lithuanian media stopped the story from 

reaching a wider audience and further diluting the truth. Even some of the local Baltic 

outlets friendlier to Russia’s narrative admitted the story was a fake, such as Vesti.lv 

and BaltNews.lt.83 In its role as an informational gatekeeper, Lithuanian news outlets 

helped in effectively preventing the cycle by which ‘fake news’ becomes ‘real news’ 

and develops a life of its own. 

Lithuanian Government Response: 

 

The Lithuanian police, upon verification that the story was fabricated, launched 

a criminal investigation of reporting a false crime. The spokeswoman of the speaker of 

Lithuania’s parliament, to whom the false allegations were sent, responded to the 

incident by stating “It is likely that the false report was spread in order to discredit the 

presence of the NATO forces in Lithuania.”84 The Lithuanian Ministry of Defense also 

released a public statement concurring that the allegations were false.85 Overall, the 

government kept the response to a minimum, notifying the public of its concerns 

through multiple government actors and responding to the accusations through legal 

channels as well.  

Though this response could be seen as a failure to securitize due to the relatively 

small government reaction to the incident, the small reaction was largely proportional to 

the incident, because the story never gained momentum with the Lithuanian public. This 

                                                 
81 Andrius Sytas, Sabine Siebold and Michelle Martin, “Lithuania looking for source of false accusation of 
rape by German troops,” Reuters, February 17, 2017, https://www.reuters.com/article/us-lithuania-
nato/lithuania-looking-for-source-of-false-accusation-of-rape-by-german-troops-idUSKBN15W1JO 
82 Teri Schultz, “Why the ‘fake rape’ story against German NATO forces fell flat in Lithuania,” Deutsche 
Welle, February 23, 2017, https://www.dw.com/en/why-the-fake-rape-story-against-german-nato-
forces-fell-flat-in-lithuania/a-37694870 
83 Lukas Andriukaitis, “Russia uses fake rape stories to create hostility to NATO troops,”  
84 Andrius Sytas, Sabine Siebold and Michelle Martin, “Lithuania looking for source of false accusation of 
rape by German troops,”  
85 Lukas Andriukaitis, “Russia uses fake rape stories to create hostility to NATO troops,”  
 

https://www.reuters.com/article/us-lithuania-nato/lithuania-looking-for-source-of-false-accusation-of-rape-by-german-troops-idUSKBN15W1JO
https://www.reuters.com/article/us-lithuania-nato/lithuania-looking-for-source-of-false-accusation-of-rape-by-german-troops-idUSKBN15W1JO
https://www.dw.com/en/why-the-fake-rape-story-against-german-nato-forces-fell-flat-in-lithuania/a-37694870
https://www.dw.com/en/why-the-fake-rape-story-against-german-nato-forces-fell-flat-in-lithuania/a-37694870


   

 

25 

  

is because Russian disinformation has already been deeply securitized in Lithuanian 

society long before it became an issue to the West more recently. This securitization has 

led to a set of policies that more effectively minimize the results of the Russian strategy 

in a country that has grown accustomed to it.  

Before reviewing some of the measures taken by the Lithuanian government to 

counter disinformation, it is important to contextualize Lithuania’s relationship with 

Russia. Lithuania, as well its fellow Baltic states of Latvia and Estonia, have historically 

been linked to Russia through their inclusion in the Russian Empire prior to World War 

I. After a brief phase of interwar independence, the Baltic States were invaded and 

annexed by the Soviet Union to become Soviet republics, leading to a unique and 

complex relationship.86 The first sparks of the Soviet Union’s eventual collapse took 

place in the Baltic states, with Lithuania becoming the first republic to declare its 

independence in 1990. Despite their post-independence incorporation into Western 

security and political structures like NATO and the EU, Russia continues to see the 

Baltic states as within its rightful sphere of influence, and attempts to exert control in a 

manner similar to other former Soviet Republics.87 Lithuania sits on the land bridge that 

currently leaves Russia disconnected from its exclave in Kaliningrad, making it a 

strategically important country for Russia and a significant target of destabilizing 

Russian disinformation efforts. 

In the years since the collapse of the Soviet Union, the Baltic states have linked 

their national security to their identity and historical narrative. According to Ehin and 

Berg, “The national identity construction of the Baltic states and Russia, together with 

the historical narratives they are based on, are incompatible, and, indeed, antagonistic. 

The constituting narratives of self of the Baltic states and Russia include truth claims 

that are mutually exclusive.”88  Baltic narratives see their countries not as newly 

independent, but as continuations of their interwar governments that were interrupted by 

the Soviet Union’s illegal occupation and annexation. While Russian narratives 

emphasize the view that the USSR ‘saved’ the Baltic states from Nazi aggression, the 

Baltic states themselves see no difference between the hostile acts of the Soviet Union 
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and those of Nazi Germany during the war.89 According to Mälksoo, because of the 

incompatibility between the two, “the shift from existential politics to normal politics by 

the Baltic states is far from being accomplished.”90 Being small states with a relatively 

fragile existence between Russian and European spheres of influence, having an 

overwhelming military disadvantage vis-à-vis Moscow, with Russia disavowing their 

independence narratives and thus their right to sovereignty as independent states; the 

Baltics are extremely sensitive to Russian attempts to interfere in their internal affairs. 

They view their relationship with Russia as a matter of ‘existential’ survival, thus 

leading to the securitization of Russia as a threat in Lithuania, including within the 

sphere of “information warfare”91 In fact, the securitization of Russia is the reason 

Lithuania enthusiastically supports NATO’s Enhanced Forward Presence in their 

country in the first place.  

These factors have led to a comprehensive strategy by the Lithuanian 

government with a number of policies to counteract disinformation. Public authorities, 

civil society, and academia have worked in collaboration on several projects aimed at 

addressing media literacy, meant to increase the critical thinking skills of the public and 

thus serve as a first line of defense against disinformation. These programs also aim to 

ease media use and create social engagement with the economic and civil life of 

Lithuania, as more marginalized people are more likely to believe false narratives that 

may feed into a sense of injustice.92 In Lithuania’s Progress Strategy 2030, passed in 

2012, media literacy is emphasized as a policy to create a “solidarious society’; one that 

encourages political and cultural awareness of the Lithuanian national identity, an 

analytical and responsible media, and an open and democratic public sphere.93 The 

strategy securitizes disinformation by linking counter-disinformation policies to national 

security and the existence of the Lithuanian state, arguing that “Our focus and 

consolidation have helped us to restore our statehood, [and] to achieve membership in 

                                                 
89 Sandra Fernandes and Daniel Correia, “(Re)securitization in Europe: the Baltic States and Russia,” 
Debater A Europa, January-June 2018, 108-110, https://digitalis-
dsp.uc.pt/bitstream/10316.2/43549/1/%28Re%29securitisation%20in%20Europe.pdf, 
90 Maria Mälksoo, “From Existential Politics towards Normal Politics? The Baltic States in the Enlarged 
Europe.” Security Dialogue, Vol. 37, No. 3, 2006, 275. 
91 Sandra Fernandes and Daniel Correia, “(Re)securitization in Europe: the Baltic States and Russia,” 116. 
92 Martina Chapman, “Mapping of media literacy practices and actions in EU-28,” European Audiovisual 
Observatory, (Strasbourg: 2016). 252-261. 
93 State Progress Council, “Lithuania’s Progress Strategy ‘Lithuania 2030,’” State Progress Council Lietuva 
2030, 2012, 12. 
https://lrv.lt/uploads/main/documents/files/EN_version/Useful_information/lithuania2030.pdf  

https://digitalis-dsp.uc.pt/bitstream/10316.2/43549/1/%28Re%29securitisation%20in%20Europe.pdf
https://digitalis-dsp.uc.pt/bitstream/10316.2/43549/1/%28Re%29securitisation%20in%20Europe.pdf
https://lrv.lt/uploads/main/documents/files/EN_version/Useful_information/lithuania2030.pdf


   

 

27 

  

NATO and the European Union.”94 More recently, Lithuania’s Military Strategic 

Communications, in combination with civil society, have created Demaskuok.lt 

(debunk.lt), which flags certain keywords and warns of potential disinformation in news 

articles in Russian and Lithuanian language media.95 Overall, the Lithuanian 

government takes a very active position in promoting media literacy among the general 

population and warning of potential threats. 

Popular concern for the threat of disinformation is strong enough that it created a 

grass roots movement to counter the spread of propaganda. The “Baltic Elves,” are a 

group of Lithuanian online activists, who take the name ‘elves’ because they fight 

Russian ‘trolls.’ They work to expose fake social media accounts that spread pro-

Russian narratives, fact check opposing viewpoints, and coordinate with the traditional 

news media in flagging false stories.96 They started in 2014, in reaction to the 

annexation of Crimea and the fear that the Baltic countries could be the next target of a 

Russian land grab.97 The Baltic Elves work in coordination with the military and 

journalists, as “military representatives share their expertise and information on hostile 

media sources,” creating a multifaceted net to filter out disinformation before it 

becomes a national story.98 The case of the Baltic Elves shows a fulfillment of 

securitization, with the audience fully accepting disinformation as a legitimate security 

threat to the point that ordinary citizens have decided to volunteer to actively counter 

Russian disinformation.  

Another important issue to discuss is the presence of a large Russian minority 

from the years of Lithuania’s occupation. Russians make up 5.9% of the total 

population in Lithuania according to the 2011 census, with significantly larger 

percentages living in the capital, Vilnius, and some other large urban centers such as the 

coastal city of Klaipėda.99 Though Lithuania has the smallest proportion of ethnic 

Russians relative to Estonia and Latvia, the Russian minority there is particularly 
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vulnerable to disinformation. Since independence, the Baltic countries established 

citizenship on the basis of legal continuity from the interwar republics, so those 

Russians that could not trace their families back to this period needed to go through a 

process of naturalization, in which they learned the language and history of their new 

host country.100 The exclusion of these Russians from the Baltic construction of national 

identity has led to marginalization among these communities, and they have sometimes 

been treated as a potential fifth-column with divided loyalties by the mainstream 

Lithuanian culture.101  

The significant Russian minority in Lithuania seems it could be fertile ground 

for disinformation, but the failure of the NATO rape allegations raises the question of 

why Russian attempts to provoke discontent from this community have fallen on deaf 

ears. In part, it is because the Lithuanian government has not hesitated to restrict 

Russian language news media for content that it has deemed as disinformation. RTR 

Planeta, a Russian state-run television was pulled off the air for “incitement to war, 

discord, and hatred” after anti-American comments.102 The Radio and Television 

Commission of Lithuania has suspended other Russian language news sources like NTV 

Mir, and First Baltic Channel for disinformation about the events that led to Lithuanian 

independence in 1990.103 Such punishments, potentially compromising democratic 

values of a free and open media, clearly demonstrate extraordinary politics on the part 

of the Lithuanian government. The possibility of being pulled off the air may have been 

reason enough for Russian media sources to admit that the rape allegations against 

German NATO forces in Lithuania was false and drop any coverage related to the 

incident.  

 Lithuania’s Defense Ministry Spokeswoman Vita Ramanauskaite, speaking 

about the NATO rape allegations, credited “history lessons” for the failure of the story 

to gain traction.104 There have been a string of similar stories in Lithuania in recent 

years, with all of them failing to draw attention. Similar false accusations were in fact 

made by the Russian media against Lithuanian military instructors serving in Eastern 
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Ukraine, with little impact there.105 It is also not the first-time disinformation has been 

targeted at NATO in Lithuania in a similar way, nor will it be the last. Allegations were 

made that a U.S. Army vehicle had hit a boy on a bicycle during military drills in 2018. 

The false story was spread with a picture purported to show the boy’s broken bike, with 

the aim of disrupting NATO exercises in the area and rallying the public against 

them.106 The Lithuanian government was well aware that NATO EFP would be a target 

of Russian disinformation, and according to their State Security Department, “it is 

without doubt that presence of NATO forces in Lithuania will remain a target of hostile 

propaganda.”107 It is due to this heightened awareness that the “’fake rape’ claim was 

quickly red-flagged in communication channels throughout the armed forces, police and 

government institutions and within NATO.”108 The Lithuanian government is not alone 

in their focus on disinformation as a threat either, with Ramanauskaite noting that “the 

general public has been sensitized to the dangers of propaganda attacks, with 68 percent 

agreeing in a recent survey that they pose a threat to national security.”109 

In the case of Lithuania, the government has linked disinformation to wider 

issues of national independence and historical identity, issues it views as being matters 

of existential security. This message resonates with the Lithuanian public, seen in the 

wide recognition of disinformation as a threat to national security, and the willingness 

of some, such as the Baltic Elves, to devote their time and efforts to countering Russian 

narratives in their country. It is also clear that the government has taken extraordinary 

responses to deal with the threat of Russian disinformation by banning Russian 

language media that spreads it, promoting media literacy as a national security strategy, 

and closely cooperating with the Lithuanian media and Baltic Elves to counter what 

they view as a security threat. The comprehensive Lithuanian strategy, the unique 

relationship it has with its former occupier, and the history of repeated incidents that 

follow a similar pattern, all make Lithuania well prepared for this threat. This allowed 

the rape allegations against German soldiers, a story that could have damaged NATO’s 
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Enhanced Forward Presence standing with the Lithuanian public, to go largely 

unnoticed and fail to achieve its goal. 

Case Study #4: Spain - Catalan Independence Referendum  

Summary: 

 

Catalonia is a semi-autonomous region in north east Spain with its own language 

and cultural identity going back centuries, distinct from the mainstream Castilian 

Spanish culture. The Catalan have a difficult relationship with the central Spanish 

government, often subjugated and discriminated against by the mainstream culture, 

most notably under Francisco Franco, whose regime forbid the use of the Catalan 

language.110 This has created calls for Catalan’s independence from Spain and a strong 

nationalist movement in the region.111 Spain’s commercial life is based on the Catalan 

coast and the city of Barcelona, with the Catalan being better off economically than the 

Castilian core of the country. This economic situation exacerbates the independence 

movement there, with the Catalan believing that too much of their taxes goes towards 

public funding in other parts of Spain rather than Catalonia itself.112 The Catalan 

government conducted a referendum on the issue of independence on October 1st, 2017, 

with 90% of voters backing independence and the Catalan leadership declaring 

independence on the 27th. Despite this large support, voter turnout was only 43%, and 

the Spanish government considered the referendum illegal, attempting to block voters 

from reaching the polls in some areas. Spain then acted to revoke Catalonia’s autonomy 

in an attempt to reassert centralized authority and quell the protest movement in the 

aftermath of the vote.113 

During the referendum and ensuing political crisis, observers noted an increase 

in disinformation and false stories, mostly from Spanish and Russian language sources. 

Russian sources exaggerated the chance of violence caused by the referendum, with 

grim visions of Spain preparing for a violent crackdown and a civil war, stating “for the 

first time since 1945 a real civil war and real violence could break out” in Europe, 
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ignoring the ongoing conflict in Ukraine.114 Guests on Rossiya 1 concluded that Spain 

was making the same mistake as Ukraine with Crimea, by holding onto a territory 

whose people did not want to live under the central government.115 As is typical with 

Russian propaganda, much of the messaging was inconsistent, instead preferring to 

support a number of narratives detrimental to the Spanish government and the EU. 

Headlines on RT questioned why NATO had not bombed Madrid like it had Belgrade 

during the 1999 conflict with Kosovo.116 Another headline called attention to the 

potential for violence from the two sides and “tanks in the streets of Barcelona.”117 Fake 

photos claiming police brutality towards Catalan voters were also used to fan the 

flames. Though the police did confiscate ballot boxes and prevent some voters from 

entering the polling stations, and there was some reported violence against protesters, 

many photos of claimed police brutality were not even from the Catalan referendum, but 

from past events such as anti-austerity protests in 2012 and a firefighter’s protest in 

2013.118  Such headlines from RT and Sputnik stories were spread by thousands of 

social media accounts to cultivate a negative impression  of Spain in the weeks leading 

up to the referendum, with nearly half of such account being identified as fakes or 

accounts solely devoted to resharing Russian news sources. Some of them published the 

same content at the same time, supporting conclusions about the use of bots in 

spreading the disinformation on the Catalan crisis.119 

The Russian interference followed predictable strategies of disinformation, with 

wildly different interpretations of events meant to highlight violence by the Spanish 

police against dissatisfied Catalan voters. Russian news stories portrayed a much more 

destructive crackdown than was actually happening, with catastrophic predictions of 

civil war and an EU that supported heavy handed tactics against anybody who 

questioned the status quo. There was a pinch of truth in Russian reporting, as 

disinformation usually has, but overall the narratives were false and meant to further 
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provoke tension and shape the way the outside world viewed the Catalan independence 

referendum as well, galvanizing support for a secession in the region.  

Spanish Government Response: 

 

In response to the Russian disinformation campaign in the Catalan independence 

referendum, Spain has made some steps to counter disinformation and cyberwarfare. 

Both Spain’s Minister of Defense and Minister of Foreign Affairs spoke publicly about 

the issue during and after the Catalan crisis, raising it at the EU’s Foreign Affairs 

Council, a meeting of their fellow foreign and defense ministers in Brussels.120 Defense 

Minister Dolores de Cospedal linked the disinformation efforts from Russian territory, 

though she declined to state that a definitive link to the Russian government had been 

proved. At the meeting, she stated that “It is important that we know that there are 

certain entities, which may be public or private, that try to interfere in national politics, 

that try to affect and create unstable situations in Europe,” going on that public opinion 

knows and “We have the obligation…. to fight against it.”121 Though her words 

represent a step towards securitizing the issue, they were also quite cautious and even 

ambiguous, with the foreign minister unwilling to clearly assert that the actions could 

have been coordinated from the Russian government. Though she stated Spain should 

fight against such activity, she did not offer any specific policy proposals to deal with 

the threat of disinformation. 

Defense Minister Alfonso Dastis’ words were a little stronger, confirming that 

Spanish intelligence had identified thousands of fake accounts propagating and 

multiplying false stories surrounding the referendum, with much of the activity 

originating from Russian territory. He predicted that similar activity would most likely 

occur in future elections in Spain, and that resources are needed to defend itself: “We 

wish to strengthen and develop our cooperation with the strategic communications 

structures of other member states and of the European Union itself.”122 

In the years since the Catalan referendum, there have been some efforts by Spain 

to counter disinformation through policies. In the spring of 2019, in preparation for 

national, provincial, and European elections, Spain set up a special unit to deal with the 
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threat of disinformation and cyberwarfare aimed at effecting the outcome of the vote. 

Several ministries are involved with the effort, mostly through setting up task forces that 

monitor the internet to identify false stories and bring them to the attention of the 

national government.123 However the special unit seems to be only the first step, and it 

is unclear how Spanish authorities will act when they do pick up on urgent stories in the 

future, with “no fixed protocol on how to proceed.”124 Rather than being a 

comprehensive strategy to address disinformation campaigns from Russia, by Spanish 

admissions the unit deals with “analysis on a case-by-case basis.”125 

The Spanish government has put some effort towards identifying Russian 

disinformation as a threat through the public statements of government officials and the 

formation of a special unit on disinformation and cyberwarfare. The fact that the 

Ministry of Foreign Affairs and the Ministry of Defense is dealing with the issue shows 

that Spain has identified disinformation as a threat to national security. The Spanish 

public seems to agree as well, with eight out of ten Spaniards viewing disinformation as 

a problem for democracy and for Spain in particular.126  Despite the identification of a 

security threat, Spanish officials have been more ambiguous in identifying the Russian 

state as the perpetrator of disinformation campaigns in Spain, and thus far not offered a 

comprehensive strategy to deal with disinformation, but merely a precursory way of 

alerting national authorities to individual cases of disinformation.. The little response 

that there has been has come quite late as well, nearly two years after the disinformation 

campaign in the Catalonia independence referendum, and five years after the events in 

Ukraine and the initial attention drawn to Russia as a threat to European democracies. 

These factors do not show any extraordinary measures taken by Spain to counter 

disinformation, pointing to the conclusion that Spain has not fully securitized Russian 

disinformation.  

There are several possible reasons for Spain’s failure to securitize Russian 

disinformation. Firstly, being to the furthest western part of Europe, Spain does not have 

the same fear of direct military conflict with Russia as some of its allies in Eastern 
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Europe like the Baltic States and Poland. Russia seems distant compared to other 

immediate threats which Spain chooses to focus on, namely Islamic extremism and 

terrorism, which Spanish intelligence prioritizes as a direct threat to national security. 

Though Spain does not have serious ties to Russia in the energy sector, Russian tourism 

does play a significant part in Spain’s economy.127 Spanish populist groups that have 

emerged in recent years, like the Podemos political party, have also taken a more 

overtly pro-Russia stance, serving as a roadblock to significant actions against 

disinformation and helping other Russian foreign policy interests as well.128 This 

combination of factors has led Spain to have a preference for dialogue with Russia, 

rather than confrontation and securitization. At various times Spain has impeded a 

unified front against Russia, with the Spanish government voicing criticism against anti-

Russian sanctions regarding Ukraine.129 These perceptions may be mutual, as 

disinformation expert Ben Nimmo states on the differences between Russian strategic 

targets: “Russia divides the world into friendly and unfriendly countries and  Spain 

tends to be seen as one of the friendlier ones…The Russian government does not have 

the same strategic interest in destabilizing Spain as it does with the UK.”130 Russia puts 

more effort into disinformation against areas of strategic interest, such as Lithuania, or 

larger geopolitical players in Europe, like the UK and Germany, which can explain why 

the Catalan referendum was lower on the list of targets. This could change in the years 

to come though, as Russia invests more in Spanish language networks like RT Spanish 

to gain influence in Latin America and Spain.131 

Overall, Spain has had a mixed reaction to Russian disinformation campaigns in 

the Catalan independence referendum. While the Spanish government has identified 

disinformation as a national security threat, they have not been clear about the Russian 

government as an aggressor. In their response, they have mainly focused on identifying 

disinformation narratives on a case-by-case basis rather than an overarching, 

comprehensive, strategy that can deal with the threat more continuously. These steps, 
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while an important precursor, cannot be considered extraordinary measures because it is 

unclear how Spain will actually address disinformation after it has identified it. They 

have fulfilled the first step in the process of securitization, identifying disinformation as 

a security threat, but have not fulfilled the second step of taking extraordinary measures 

to counteract the threat. These factors do seem to be changing, and we may be 

witnessing the first steps in the process of securitization, but Russian disinformation has 

definitely not been securitized in Spain. 

Disinformation and the European Union  

 

We have examined the process of securitization of disinformation at the national 

level in the United Kingdom, Germany, Lithuania, and Spain. But how is the issue of 

Russian disinformation being dealt with at the supranational level of the European 

Union? The EU itself is one of the main targets of Russian disinformation, which seeks 

to take advantage of internal divisions to wreak further havoc and one day break up the 

union. Russia essentially uses a divide and conquer strategy, with it being easier to 

manipulate smaller European countries individually than when these countries act 

together as a unified bloc. The dismantling of the EU would allow Russia greater 

advantage over areas of geostrategic importance in Eastern Europe, countries that the 

Soviet Union once had dominance over and which Russia views as critical to its security 

and a rightful part of its sphere of influence. Russia’s strategic interest in Europe has led 

it to support a number of fringe movements on the far right and far left of the political 

spectrum in European elections and the national and EU level.132 Supporting 

Eurosceptic political parties is very beneficial to Russia, as they can undermine the EU 

from within and make Europeans question whether or not they want a union in the first 

place. 

In response to the Russian disinformation efforts, the EU has promoted some 

policies to advance identification of the threats. In the fall of 2015, the East Stratcom 

Task force was created to help to promote more effective communication of EU policies 

towards the Eastern neighborhood, to strengthen the media environment in EU member 

states by supporting the free press and independent media, and to improve EU “capacity 
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to forecast, address and respond to disinformation activities by external actors.”133 The 

East Stratcom Task force acknowledges its goal of raising awareness and exposing 

disinformation narratives specifically from the Russian state.134 They have had some 

modest success as well, discrediting a widely circulated false story that Muslims 

migrants had burned down the oldest church in Germany in 2017.135 They continue this 

work currently on their website EUvsDisinfo, which compiles and analyzes Russian 

disinformation and exposes it on a case-by-case basis.136 

Though the East Stratcom task force has had some success and shows that the 

EU identifies Russian disinformation as a security threat, the task force is seriously 

lacking and there are many inherent problems. The funding for East Stratcom currently 

amounts to €3 million in 2019, seeing a large increase from their 2018 budget of €1.1 

million.137 On the other end, The Kremlin spends an estimated €897 million on Russian 

outlets like RT and Sputnik alone, with an unknown sum going towards troll factories 

and more clandestine information operations.138 The comparison draws attention to just 

how differently Russia and the EU view the strategic importance of the EU’s 

democratic processes, with the EU’s funding for disinformation being just a modest 

slice of the total communications budget. On top of this, the funding goes entirely 

towards “professional media monitoring, disinformation analysis and data analysis…to 

gain a more comprehensive, regular and reliable picture of Russia’s disinformation.”139 

Though it is undoubtedly important to gain knowledge on Russia’s disinformation 

practices, none of this money is being spent on wider efforts to make European societies 

more resilient to disinformation and propaganda. Additionally, the East Stratcom tasks 

force currently has a full-time staff of a mere sixteen people. With Russia successfully 

influencing political events in a wide variety of European countries through their 

disinformation and propaganda strategies that employ thousands of trolls and millions 

of bots, the work of sixteen people, no matter how diligent, seems unlikely to make a 

large difference and shows disparities in how important these issues are to each side. 
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There work is an invaluable part of the process, but exposing disinformation on a case-

by-case basis falls far short of the extraordinary measures taken to deal with a security 

threat typical of an issue that has been securitized. 

Despite the shortcomings of the East Stratcom Task force, there are other 

measures that are beginning to be seen at the EU level that show the bloc is currently 

experiencing the process of securitization. The Code of Practice is an EU measure that 

allows large tech companies like Twitter, Google, and Facebook to address fake 

accounts and improve transparency on political advertisements, but it remains voluntary 

for the companies.140 The EU recently issued an Action Plan that funds better 

coordination on intelligence between EU communications institutions and individual 

member states when it comes to disinformation and propaganda efforts, essentially 

acting as a system to alert the EU about developing narratives as they are happening 

online.141 Over the next two years, this initiative will receive nearly €5 million and hire 

100 full time employees,142 but even EU officials have admitted that the increasing 

budgets and staff members are not enough to counter disinformation while individual 

Russian ‘troll factories,’ such as the Internet Research Agency in St. Petersburg, employ 

as many as 1,000 individuals.143 These initiatives are offering too little, too late, and the 

EU does not seem to have the institutional nor the budgetary requirements to effectively 

counter disinformation, though precursory efforts are currently being implemented. 

With the supranational level of the EU still finding its footing to counter 

disinformation, it has left member countries to largely deal with this threat individually. 

The lack of a strong transnational effort may be a conscious decision among EU 

governments, with experts positing that despite the efforts at unifying security policy, 

there is still strong resistance to sharing information, especially on security threats.144 

Thus member states “are choosing to tackle it by themselves rather than funding and 

equipping the bloc as a center point of counter-propaganda,” which represents a “lack of 

strategy, and even the lack of will to have a strategy.”145 Despite the attempts at linking 

the EU and national governments more effectively, there are several shortcomings. 
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When asked about the effects of Russian disinformation in the Catalan independence 

referendum in a news conference for example, the European Union’s High 

Representative for Foreign Affairs “declined to comment.”146 This lack of a response is 

a missed opportunity to link the threat of Russian disinformation that individual member 

states are experiencing at the national level with the threats experienced at the EU level 

and vice-versa.  

In summary, there have been some efforts to identify Russian disinformation as 

a security threat at the supranational level of the EU with initiatives like the East 

Stratcom Task Force, the Code of Practice, and the EU Action Plan. There are 

securitizing actors within the EU, and even a large audience which has accepted 

disinformation as a threat, with 85 percent of respondents on a Eurobarometer survey 

replying that they “believe fake news is a problem in their country.”147 But the measures 

that have been taken are hardly extraordinary, and do not represent the type of extreme 

measures typically taken outside the realm of normal politics after a political issue has 

been securitized. At the EU level, we may be witnessing the beginning of this process as 

it unfolds, but Russian disinformation has not been fully securitized. 

Empirical Analysis 
 

Having examined incidents of Russian disinformation and the subsequent 

process of securitization at the national level of member states and the supranational 

level of the EU, some common patterns emerge. This next section will analyze some of 

the ethics and normative implications of securitizing disinformation and propaganda. 

Then it will examine evidence about how the end results of securitization can impact the 

societal resilience of countries targeted by disinformation. 

Ethics of Securitization 

   

As discussed in the literature review, securitization is most often discussed as a 

‘negative’ concept for several reasons. First of all, securitization argues that the normal 

democratic procedures for decision makers be abandoned in favor of a streamlined 

decision-making process handled by a small elite that dictate policy on security related 
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issues. Critics assert that securitization is something largely inconsistent with the 

openness and accountability that liberal democratic systems value, therefore 

securitization is something ‘negative’ to be avoided in societies that place true 

importance on these values. But what if the issue being securitized is a direct threat to 

those very democratic procedures themselves. Are there issues that deserve to be 

securitized for the common good, and can government policies have a positive impact 

on society when these issues are securitized?  

Experts on disinformation warn of the dire potential that such propaganda can 

have on a society, and argue that liberal democracies are especially vulnerable to them. 

New technologies have made the 21st century into a completely different type of 

information space than its predecessor. The internet has decentralized and democratized 

the flow of information to the point where somebody sitting on a laptop at home may be 

able to make the same impact with a blog as a major newspaper with an article. With 

less institutional control and traditional media gatekeeping on the flow of information, 

the internet is a truly democratic platform.148 These democratic processes; freedom of 

information, freedom of speech, freedom of the press, and free elections; are precisely 

what make liberal democracies so vulnerable to disinformation and propaganda. With 

knowledge of these asymmetric vulnerabilities, the Kremlin consciously aims “to take 

advantage of the free flow of information in a democratic society, the effect of that 

information on public opinion, and the electoral mechanisms through which public 

opinion determines a country’s leadership.”149 

One foundation of a democratic society is the ability to make decisions in the 

public forum based on shared truth. When voters go to the polls, they may make a 

judgement on which candidate or which proposal they favor based on the information 

that they have consumed. Traditionally, they may differ on what course of action may 

be the best way to handle a problem, but there is an agreed upon reality that is a matter 

of fact; it is shared. Disinformation, from Russia and other actors hostile to the West, 

promotes falsehoods to the point where society cannot have a shared truth. Imagine four 

people each with a different source of news. One reads the New York Times, one 

watches Fox News, one reads Breitbart, and one watches RT. Each one of these people 

will not only come to radically different conclusions about what solutions are best for 
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society, but also about what the basic facts of reality are in the first place. One person 

may be out on the streets protesting the disappearance and rape of a young Russian girl 

by Muslim migrants, while the next person may be aware that the story is a complete 

falsehood that never happened to begin with. Russian efforts in the EU show that these 

situations are not a hysterical fear-mongering reaction to new technologies and new 

sources of information, but that they are already a reality.  

Disinformation creates a situation where people can have opposing realities 

because the information they consume is so radically different from that of their 

neighbor. Critical theory in international relations warns that securitization subverts 

democratic decision-making processes, but disinformation destroys these very 

democratic processes that are so fundamental for liberal democratic societies to function 

the way they are intended. It is impossible to imagine normal democratic processes 

solving these types of problems when those processes are being eroded by propaganda 

to the point where Western societies may no longer have normal democratic processes 

if this trend continues. In order to maintain these democratic norms, securitization may 

be a necessary process, even a ‘positive’ concept that can yield positive results and 

protect the democratic values that have propelled the European project into existence.  

From the perspective of states, it is difficult to see why they would not wish to 

securitize the issue of Russian disinformation more. States tend to place an emphasis on 

matters of physical and territorial security over all else, which is why issues such as 

nuclear weapons, or rising military power in China, or international terrorism are 

prioritized in terms of security policy. States’ desire for physical security explains why 

these issues tend to be some of the most securitized political issues, with decisions made 

regarding military policy in Afghanistan by military panels rather than public 

referendums. Walt, arguing from the realist perspective, argues that states “place 

particular emphasis on the preservation of the state’s territorial integrity and the 

physical safety of its inhabitants.”150 Material harm is of the utmost importance while 

more ethereal issues, like democratic procedures, freedom of the information space, and 

societal resilience towards propaganda are not prioritized in the same way. 

Disinformation has threatened some of the building blocks of democratic societies 
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throughout the EU, and if these democratic systems fail, it isn’t difficult to imagine that 

physical security would come under threat as well. In the case of Spain, the issue of the 

Spanish government’s territorial sovereignty over Catalonia was attacked by Russian 

disinformation, exacerbating the political wounds of the independence referendum. The 

disinformation campaign questioned Spain’s fundamental right to exist in its current 

form, yet Spain did not place the integrity of their media space as an important security 

issue despite this. There needs to be a shift in the importance and value that European 

democracies place on the fundamental democratic principles that allow their system to 

flourish. They should be prioritized with the same importance that states place on more 

traditional measures of power. Securitization of disinformation with the liberal 

democratic system and democratic processes themselves as the referent object, has the 

potential to have a more ‘positive’ outcome than emphasis on hard power, or 

immigration, or other issues that contribute to the ‘negative’ conception of 

securitization. 

Successful Securitization and Societal Resilience 

   

In the case studies it is clear that some European countries have securitized 

Russian disinformation while some have not. Namely, the United Kingdom and 

Lithuania have successfully securitized disinformation, while Spain, Germany, and the 

supranational institutions of the EU have not securitized disinformation. Those that have 

not securitized, have identified Russian disinformation as a perceived security threat and 

have several securitizing actors currently at play. The potential audiences of the 

securitizing speech acts, those within the security apparatus, NGOs, think-tanks, and 

even the wider public of these countries have accepted that Russian disinformation is a 

security threat that warrants greater action by their governments. Thus far, they have not 

taken measures that could by any means be considered extraordinary, having allocated 

a relatively small number of resources and minimal effort towards combating 

disinformation, and therefore cannot be considered to have securitized the issue. These 

countries, and the EU, are possibly in the early stages of the process of securitization, 

though this does not necessarily mean that they will complete the process by taking 

more extraordinary measures against disinformation. In fact, there could be a reversal 

and disinformation could slip back into the realm of normal politics and become 

desecuritized. 
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Some clear trends emerge in the countries who have successfully securitized 

disinformation. First, propaganda narratives have a weaker effect on society when 

disinformation has been securitized, failing to have their desired impact and cause major 

rifts in the public. They also show that securitization of disinformation is possible 

without implicitly violating democratic norms of freedom of speech and open access to 

information. This becomes clear in looking at the contrast between Lithuania’s 

countermeasures against disinformation compared to those of Germany and Spain. In 

Germany, the Lisa case was dealt with almost exclusively via the normal criminal and 

legal channels, with the police investigation into Lisa’s accusations of kidnap and rape 

by migrants and police handling of most public statements related to the controversy.151 

They have begun to enact minor laws that aim at punishing hate speech and 

disinformation when posted on popular social media platforms as well.152 Spanish 

authorities have started task forces devoted to alerting the national government when 

disinformation narratives start to dominate a story online.153 Spanish and German 

officials at the higher levels of national authority in their respective foreign and defense 

departments gave minimal statements regarding the controversies, and have preferred to 

continue dealing with Russia through dialogue over more overt confrontation that could 

complicate communication. Both Germany and Spain have taken a more reactive 

approach to countering disinformation, choosing to deal with it on a case-by-case basis 

as an incident unfolds.  

Lithuania has taken similar messages to alert national authorities on dangerous 

narratives as they develop online, but it has also taken extraordinary measures that 

encompass a broader scope. The Lithuanian government has supported efforts at every 

level of society; political, economic, educational, and cultural.154 Their wide spread 

programs focus not only on dealing with each case as it emerges, but also on 

strengthening the fundamental resilience of society at the source through teaching media 

literacy in secondary schools, funding Russian language media for the susceptible 

minority group, and sensitizing the public to the dangers of propaganda by making 

disinformation a security issue linked to the physical security and existence of the 
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state.155 Their bans on Russian media channels during disinformation campaigns, while 

possibly construed as violations of a free press, are necessary to prevent media from 

spreading out right falsehoods. The news media, both Lithuanian and Russian language, 

should be held accountable and has a responsibility to act as a gatekeeper of the truth. 

Many media channels in Lithuania have voluntarily chosen to follow such a route, 

choosing not to report on ‘fake’ news stories that can be detrimental to society by 

becoming ‘real’ news through regurgitation by legitimate media outlets. It is important 

not to confuse the right of free speech of an individual with that of a news organization 

with ties to a foreign country, and such acts should not be considered violations of 

democratic norms when it comes to protecting the fundamental values of democracy.  

The countermeasures taken by a country undoubtedly play a role in the impact 

disinformation narratives may have in that country. With Lithuania’s ‘successful’ 

securitization of disinformation, fake stories and attempts at propaganda have often 

fallen on deaf ears, with little real success. Lithuania’s overarching, comprehensive 

strategy at countering disinformation is the reason the NATO rape allegations failed to 

cause a large disruption in the news cycle.156 This strong contrast is seen with Germany, 

where the story of a rape by migrants of a young Russian girl caused an uproar and led 

to protests in Berlin and a diplomatic row with Moscow.157 Spain also fell short, with 

Russian disinformation exacerbating a contentious independence referendum in 

Catalonia and influencing public opinion at home and abroad on the status of Catalan 

autonomy. Government policies that fail to securitize disinformation and alert society to 

the dangers of propaganda lead to false stories having explosive consequences. 

Both Spain and Germany’s strategies of dealing with disinformation narratives 

as they arise is simply not effective enough. The state can spend time and resources 

trying to discredit every fake news story that finds its way to the public forum, but there 

will always be one to take its place. It is like fire prevention; a fire alarm can be an 

important part of fire prevention, alerting the fire department to come extinguish a 

blaze. But there are more important measures as well, such as building structures with 

fire resistant materials, or teaching people what to do in case of a fire. These types of 

continuous measures, like the policies Lithuania pursues, make society more resilient 

and prevent disinformation from causing a fire in the first place.  
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Policies aimed at improving societal resilience towards disinformation are being 

utilized in other countries with successful outcomes as well. Latvia uses a sweeping 

media literacy program from an early age to improve critical thinking in its citizens.158 

Finland, a country with a long history of hostility with Russia, uses similar programs, 

emphasizing not only the need to publicly correct false narratives, but also the 

importance of creating a positive counternarrative to disinformation that is repeatedly 

applied to offer an alternative vision.159 These countermeasures only appear in countries 

that have securitized disinformation, as Finland and Latvia have similar histories as 

Lithuania and treat disinformation in similar terms, and they are much more promising 

than government authorities attempting to play catchup with internet trolls and false 

stories.   

Internationalization of Countermeasures  

  

Another key conclusion comes from the other case of successful securitization in 

the United Kingdom. The UK, in its securitization of disinformation following the 

assassination attempt on Sergei Skripal, internationalized the threat by creating a set of 

countermeasures that could be implemented along with its allies. The UK successfully 

convinced 20 allies to expel Russian diplomats in a coordinated effort at punishing 

Putin’s regime for the incident and the subsequent disinformation surrounding it.160 

Theresa May, as a securitizing actor, not only convinced her public in the UK of 

disinformation as a security threat, but convinced the international community that such 

behavior “threatens the security of us all.”161 Compared with the minimal Spanish 

attempts at coordinating counter disinformation at the EU level, and German attempts to 

keep the Lisa Case under the authority of Berlin’s police department, British efforts at 

securitizing their incident by bringing it to the attention of the international community 

and launching a unified response were highly successful.  

                                                                                                                                               
 
158 Alina Clay, “Assessing the significance of media literacy in Latvia: A critical tool of societal resilience.” 
Latvian Institute of International Affairs. April 3, 2018. http://www.liia.lv/en/analyses/assessing-the-
significance-of-media-literacy-in-latvia-a-critical-tool-of-societal-resilience-687 
159 Raid Standish, “Why is Finland Able to Fend Off Putin’s Information War?” Foreign Policy. March 1, 
2017. http://foreignpolicy.com/2017/03/01/why-is-finland-able-to-fend-off-putins-information-war/ 
160 Julian Borger, Patrick Wintour, and Heather Stewart, “Western allies expel scores of Russian 
diplomats over Skripal attack,” 
161 Prime Minister’s Office, “Press Release: Salisbury attack: Joint statement from the leaders of France, 
Germany, the United States and the United Kingdom,” 

http://www.liia.lv/en/analyses/assessing-the-significance-of-media-literacy-in-latvia-a-critical-tool-of-societal-resilience-687
http://www.liia.lv/en/analyses/assessing-the-significance-of-media-literacy-in-latvia-a-critical-tool-of-societal-resilience-687
http://foreignpolicy.com/2017/03/01/why-is-finland-able-to-fend-off-putins-information-war/
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This lesson of internationalization should be critical for the EU to deal with 

disinformation. Securitization needs to take place not only at the national level of 

member states, but also at the supranational level of the EU as an institution. The EU 

itself is under threat of Russian disinformation just as much as individual member 

states, with experts warning of further regionalization of Europe and the EU after 

Brexit. In this critical time for the continued existence of the EU, the threat of 

disinformation “requires new international instruments to manage it.”162 Thus far, 

member states have shown a preference for taking individual routes in order to deal with 

disinformation. The importance of joint initiatives could be especially important during 

elections, a time in which the ability of national and EU authorities to cooperate is 

critical. During the European elections of 2019 for example, consisting of four days of 

simultaneous elections across 28 individual member states, “the failure of one 

government to properly mitigate disinformation efforts threatens the credibility of the 

entire electoral process.”163 This problem of coordination cannot be understated, as 

some countries do not even have their own systems in place to monitor disinformation, 

allowing “local and national actors to spread fake news more freely” and leaving these 

countries defenseless against propaganda.164 

It is essential for the EU to act as a bloc and start joint initiatives to counter 

disinformation. Russian efforts, as shown in the case studies, are not exclusive to one 

particular area of Europe, but threaten all member states. Issues Russia chooses to 

target; the migrant crisis, espionage, the use of chemical weapons in a member state, the 

solidarity and legitimacy of the NATO, and even the territorial sovereignty of some 

countries; should alarm every single member of the EU. These issues are not unique to 

one country, but they are issues that countries even outside of the EU are currently 

confronting. Europe is targeted as a bloc, and therefore it should respond as a bloc. Such 

a response, as seen in with the UK’s diplomatic expulsion, has a larger impact as a bloc 

rather than individually. Division will only encourage more provocations. Acting on a 

unified front in securitizing disinformation and reacting with countermeasures will do 

much more to potentially deter Russia from continuing down the same path in its 

relations with Europe. The EU needs to stop hesitating, and start throwing its full weight 

on the economic, political, and informational fronts. 

                                                 
162 David Alandete, “Spain needs to take the Russian threat very seriously,” El País, November 12, 2017, 
https://elpais.com/elpais/2017/11/10/inenglish/1510313061_688470.html?rel=mas 
163 Kanzanira Thorington, “Europe’s Elections: The Fight Against Disinformation,” 

https://elpais.com/elpais/2017/11/10/inenglish/1510313061_688470.html?rel=mas
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‘Positive’ Securitization  

 

The two trends discussed in the sections above also show that disinformation can 

be securitized without wide violations of democratic norms and exclusionary tactics 

towards Russian minorities in Europe. By arguing for securitization, this paper is not 

arguing that democratic principles should be thrown out in favor of extraordinary 

measures that subvert the democratic process, indeed the democratic process is of the 

utmost importance because these principles are the referent object of a European push to 

securitize disinformation. And according to polls in all of the countries involved in the 

case studies and the EU as a whole, the general public agrees that disinformation 

constitutes a security threat that could be detrimental to liberal democratic norms. 

Efforts like media literacy, cooperation with news organizations, and comprehensive 

strategies that deal with disinformation at every level of society are still extraordinary 

without necessarily violating democratic norms. These policies aim to sensitize the 

public to disinformation. They do not aim to monitor the public in a surveillance state 

and punish individual views that are unfavorable to European states. On the other hand, 

these policies are not afraid to prevent large news outlets from spreading lies that harm 

the ability to make democratic decisions based on shared truths. Diplomatic expulsion 

and unprecedented international cooperation on information issues are extraordinary 

measures taken without abuse of state power as in the War on Terror. Policies that aim 

to provide alternative news sources to Russian speaking minorities in Europe are not 

exclusionary ‘othering,’ but are inclusive and offer a broader, diverse, and more positive 

view of the Russian diaspora than as a monolithic fifth-column prone to side with 

Moscow and Putin’s regime over their new homes. These policies need to be inclusive 

to mitigate the risk of disinformation and the subsequent disillusion with European 

governments. A conscious, just policy of securitization of disinformation must take 

democratic principles, inclusion of diverse viewpoints, and the treatment of Russian 

minorities into account while avoiding the misuse of state power in order to succeed. 

Conclusion 
 

This thesis aimed to identify similar processes occurring throughout the EU by 

analyzing how four individual member states have approached the issue of 

                                                                                                                                               
164 Ibid.  
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disinformation. In looking at incidents of disinformation in the UK, Germany, 

Lithuania, and Spain, research was conducted to analyze the incidents themselves and 

how governments responded, placing that response into the wider context of 

securitization within those countries. It is clear that there is an ongoing process of 

securitization taking place in Europe around the issue of disinformation. Not all 

countries researched have demonstrated that disinformation has been fully securitized, 

but every country had elements of securitization taking place, such as securitizing actors 

and speech acts meant to draw attention to propaganda as an existential security threat. 

While these countries did show the initial factors in securitization occurring, they chose 

to deal with disinformation through the route of normal politics rather than 

extraordinary politics. It can be concluded that the level of securitization of Russian 

disinformation within a society, that is the treatment of propaganda and false narratives 

as a security threat and how deep a country is within the process of securitization, 

played a direct role in shaping the policies those countries pursued in order to counter 

disinformation.  

Examining the different cases, the research showed how history, experience, and 

threat perceptions related to Russia influenced securitization of disinformation. The 

United Kingdom securitized Russian disinformation in the aftermath of a catalyst event, 

the attempted assassination of former GRU agent Sergei Skripal and the subsequent 

disinformation campaign in its aftermath. The UK government propelled disinformation 

to extraordinary politics in its diplomatic expulsion of Russian diplomats coordinated 

with its allies. Lithuania securitized Russian disinformation over a long period of time 

because of its complex history with Russia and the Soviet Union, and its experience of a 

slow barrage of disinformation since it regained independence. Due to decades of 

experience, Lithuania pursues a more comprehensive strategy at countering 

disinformation, which seeks to address the threat at multiple levels of society and 

multiple stages as false-narratives spread. 

It was clear that other countries, and the EU as an organization, had not fully 

securitized Russian disinformation, although they showed signs they were in the process 

of securitization. Germany, in response to a young girl’s explosive accusations of rape 

in the context of the migrant crisis, showed a clear preference for dealing with 

disinformation through the normal political channels of Berlin’s police department. 

Spain took minimal responses through its foreign and defense ministries and is still in 

the early stages of instituting policies aimed at alerting the government to 
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disinformation narratives. As a bloc, the EU also failed to enact extraordinary policies 

to counteract disinformation from Europe’s Eastern neighbor, with a lack of 

coordination between the individual member states and the supranational EU bodies. 

While some countries have securitized disinformation, other have chosen a 

different route, and we can see how the different policies enacted by these countries can 

either protect society or make society more vulnerable to disinformation. Those 

countries that have securitized disinformation have also had the most success in 

countering it. Continuous policies that not only track disinformation narratives and 

discredit them as they emerge on a case-by-case basis, but also build resilience at the 

source through policy efforts in the social, cultural, educational, and political realm 

have proven more effective. Media literacy, Russian language programming, and public 

statements exposing false stories can all have an impact. Disinformation narratives have 

often failed to cause the same explosive consequences in those countries that have 

instituted comprehensive strategies to counter it. Internationalization of counter-

disinformation policies, seeking solidarity and joint initiatives with like-minded allies, 

has also proven more effective cultivating societies that are less vulnerable to fake 

news. Diplomatic expulsions, online tracking, and coordinated alert systems have the 

potential to ensure that the more vulnerable countries in the EU do not let 

disinformation exert influence on political processes and thereby endanger the bloc as a 

whole.  

This paper has also argued against ‘negative’ conceptions of securitization in 

relation to the issue of disinformation. It has warned that disinformation is indeed a 

security threat to liberal democracies in the West, with its ability to destroy foundations 

of shared truth and potentially cripple democratic decision-making processes. While 

critical IR theorists believe securitization should be avoided to protect openness and 

accountability, and frame the process in a negative light, this paper has argued that 

securitization is a necessary protective measure and does not inherently lead to abuse of 

state power. Policies pursued by the case study countries that have successfully 

securitized disinformation prove that while still extraordinary, countermeasures against 

disinformation do not necessarily need to violate the democratic values they are meant 

to protect. These policies do not need to be exclusive towards Russian minorities, but 

can be inclusive and contribute to public life. If European countries and the EU as an 

institution value the democratic principles that govern their societies, a conscious, 

successful securitization of disinformation may be beneficial and even have ‘positive’ 
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results. Viewing disinformation as a national security threat is the path forward for the 

EU to respond to Russia.  

There were some difficulties encountered in the research. Because of the current 

nature of the topic and its relevance to recent political events in Europe and the U.S., the 

issue of disinformation shows up regularly as a topic of political debate in academia, the 

media, and the wider public. In academic literature there is a fixation in describing the 

nature of Russian disinformation and the ‘hybrid war’ strategy. Disinformation verges 

on a cultural obsession because of the driving force it plays in today’s political events, 

with its great relevance to the ongoing civil war in Ukraine, Russia’s relationship with 

the West, growing fears about new technologies, and President Trump’s domination of 

the news cycle through his Twitter account. There is a wealth of resources that explore 

the use of disinformation tactics, but there is very little academic research involving the 

counter policies that governments have pursued in their reaction to disinformation, so 

discussing results of securitization on policy was more difficult. Because of this lack of 

research, the thesis had to rely heavily on news outlets, think tanks, NGOs and 

government security strategies instead. This can be a mixed blessing. These sources are 

a part of the securitization process, as securitizing actors, so it is vital to research how 

they engage in speech acts to securitize disinformation. At the same time, they are 

sources that have clear political goals, and may not always present information in a 

neutral fashion. Because of this, it is crucial going forward that more academic sources 

move beyond disinformation as a tactic and start contextualizing its effects on societies 

and policies that governments use to counteract them. Ideally, this paper will add to a 

growing body of research on securitization of disinformation and the policies Western 

governments pursue to fight against corrosive propaganda. 

Further research in this field is critical to understanding the trends of 21st century 

conflict in cyberspace, as the nature of conflict becomes increasingly about convincing 

‘hearts and minds’ through information consumption rather than traditional conceptions 

of territorial gain through military conquest. More case studies would be invaluable to 

the literature in helping the academic community understand how disinformation is 

securitized. These cases should expand well outside the EU as well. One topic of 

interest would be how countries in other parts of Russia’s periphery have reacted to 

disinformation tactics, namely countries in the ‘Near Abroad’ of the Caucasus and 

Central Asia. The comparisons with their European counterparts would be invaluable to 

understanding securitization of disinformation. An especially interesting topic may be 
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the difference between how authoritarian regimes securitize disinformation compared 

with their democratic counterparts, considering how vital disinformation is to 

maintaining dictatorships. Another topic of interest that arose several times in the 

research, but fell well outside of the theoretical scope of this paper, was the difference 

in how Russia conceptualizes war in comparison to Western democracies, and how this 

influences their respective behavior in the information space. These different 

conceptualizations could be examined through the lens of Western counter-policies to 

disinformation, and help explain why reactions have been muted and have so 

consistently failed to deter Russian cyber operations. Dr. Cathy Downes has written 

great research about how Western governments and academic circles need to rethink 

their conceptualizations of conflict within cyberspace rather than transferring traditional 

IR concepts to the cyberworld, and how Western militaries’ aversion to anything 

political damages their operational thinking and need for overarching strategies towards 

disinformation and propaganda.165 

By analyzing incidents of Russian disinformation and how governments have 

responded to them, we see how the process of securitization influences government 

policy. The level of securitization, how deeply securitized or desecuritized 

disinformation was, translated into both the types of policies EU states pursued and the 

effectiveness of those policies. Russia’s use of disinformation and propaganda through 

new technologies is reshaping the international order that has existed since the collapse 

of the Soviet Union. The Russian state’s ability to harness political extremism and 

further deepen wounds around divisive issues in the West is a real danger to democratic 

decision-making processes. Securitization of disinformation can play a fundamental role 

in countering these concerning global trends. Speaking to advisers on his Security 

Council about the dangers posed to Russia by color revolutions like those that occurred 

in other former Soviet republics, Russian President Vladimir Putin inadvertently 

summarized the present security situation in Europe: “In the modern world extremism is 

being used as a geopolitical instrument and for remaking spheres of influence.”166 If 

Europeans wish to continue the European Project, they should heed his words as a 

warning. 

                                                 
165 Cathy Downes, “Strategic Blind-Spots on Cyber Threats, Vectors and Campaigns,” The Cyber Defense 
Review, vol. 3, No. 1, Spring, 2018, 79-104. 
166 Darya Korsunskaya, “Putin says Russia must prevent ‘color revolution,’”  
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