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Abstract 

The thesis is focused on currently widely discussed topic of the Russian hybrid warfare. It 

examines how the discourse surrounding this topic in the Czech Republic unfolded and how 

certain actors, primarily the think-tank European Values, have securitized the issue of the 

Russian hybrid warfare. The thesis is grounded in the securitization theory developed by the 

Copenhagen School. The international context is also discussed, since the discourses about 

the Russian hybrid warfare against the West are interconnected and the interest in this 

subject have risen after the annexation of Crimea and especially after the Russian 

interference into the U.S. presidential election in 2016. The case study of the documents 

related to the Russian hybrid warfare published by the think-tank European Values is central 

to this project. Institutional mistrust is a crucial underlying cause driving the success of 

disinformation campaigns and creates an opportunity for the hybrid efforts. However, this 

thesis attempts to explain, how securitization of the Russian hybrid warfare can be unhelpful 

or even detrimental to the goal of facilitating a greater trust in institutions. 

 

 

Abstrakt 

Tato diplomová práce se zaměřuje na momentálně široce diskutované téma ruské hybridní 

války. Zkoumá vývoj diskurzu, který se týká toho tématu, v  České republice a jak někteří 

aktéři, především Evropské hodnoty, sekuritizovali Ruskou hybridní válku. Diplomová práce 

je založena na sekuritizační teorii, jež byla vyvinuta kodaňskou školou. Mezinárodní kontext 

je rovněž rozebírán, jelikož diskurzy věnující se ruské hybridní válce proti Západu jsou 

vzájemně propojené a zájem o toto téma vzrostl po anexi Krymu a zvláště po ruském 

vměšování se do prezidentských voleb v USA v roce 2016. Případová studie dokumentů, 

publikovaných Evropskými hodnotami v souvislosti s ruskou hybridní válkou je středobodem 

tohoto projektu. Institucionální nedůvěra je jednou ze základních podmínek úspěchu 

dezinformačních kampaní a vytváří příležitost pro hybridní snahy. Tato práce se nicméně 

snaží vysvětlit, že sekuritizace ruské hybridní války nepomáhá, či může být dokonce škodlivá 

v dosažení větší institucionální důvěry. 
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INTRODUCTION 

 

The annexation of Crimea by the Russian Federation and lately the interference of Russia in 

the 2016 United States elections brought an attention to the term “hybrid warfare”. The 

concept of “hybrid warfare” is used to describe a variety of different scenarios and there is 

not a definition, which would be universally accepted by academia. This thesis is going to 

explore, how the issues of hybrid warfare and primarily disinformation campaigns were 

securitized in the Czech Republic, predominantly by the think-tank European Values 

(Evropské hodnoty) and how this securitization relates to the international context. Hence, a 

case study analyzing the documents released by the European Values regarding the issues of 

Russian hybrid activities will be central to this project.  

 

Regarding the structure of my thesis, first, I am going to briefly introduce the methodological 

and theoretical framework. Methodologically, I will use the discourse analysis. Speech acts in 

form of texts of the European Values need to be critically analyzed, since they clearly display 

securitization moves (i.e. one of their analysis supports the Ukraine´s ban on the Russian-

language media, another paper describes Italy as a “Kremlin-friendly” country, because they 

“rejects the idea of a new Cold War and has been rather vocal in advocating a diplomatic 

solution to the Ukrainian crisis, as well as the continuation of a critical dialogue with Russia” 

and they also criticize certain Czech media for having a “mixed” stance on the foreign policy 

of Russia). The securitization theory developed by the Copenhagen School, which I am going 

to use, is connected to the discourse analysis. According to the Copenhagen School, 

securitization is produced through discourse. 

 

Finally, in the first part of my thesis, I will discuss the debate surrounding the concept of 

hybrid warfare. Despite the fact, that there is not a consensus on a proper definition, it is 

frequently used by actors like European Values, although they are describing through this 

prism significantly different situations – actual war in Ukraine and disinformation campaigns 

conducted by Russia in the West. 
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The second part will discuss the international context of the securitization of hybrid threats. 

My dominant focus is going to be on the securitization of the Russian threat in the United 

States in the aftermath of the presidential election in 2016, when Donald Trump and his 

campaign were accused of colluding with the Russian Federation. In the West, after the 

annexation of Crimea, the Russian interference into the U.S. presidential election in 2016 

was a broadly discussed event, which contributed to the rise of focus on disinformation 

campaigns and hybrid tactics conducted by Russia. In the Czech Republic, for instance, 

number of debates about this topic had exponentially risen shortly after the last presidential 

election in the United States1 or the Council of Europe´s report INFROMATION DISORDER 

from 2017 notes, that since the U.S. election of 2016 the regulatory discourse surrounding 

social media, which were allegedly crucial in helping the Russian disinformation operations,  

sparked in intensity due across Europe. This originally American debate had global 

consequences, and this is the main reason, why I have chosen to include it into my thesis. 

The think-tank European Values also finds ideological inspiration in the positions of the 

American foreign policy establishment and its securitizing efforts towards Russia are notably 

similar to these deployed in the United States. When I discuss the securitizing process 

conducted by the European Values, I need to acknowledge their inspiration in the American 

discourse. The other issues of social media or energy security and their relation to the 

Russian hybrid tactics have international dimension as well.  

 

Those tactics deserve our attention and it is legitimate to be concerned about it. But the 

narrative (centered around the Special Counsel investigation, also known as the Mueller 

report) driven by the meaningful part of mainstream media, exaggerated the Russian 

influence to the point, when Donald Trump was frequently described as a Russian stooge, 

although he pursued many policies, which were detrimental to the Russian interests. The 

for-profit motive and the popular attractiveness of this narrative, which sounded more like a 

plot of a spy thriller film, outweighed the patience to wait for the conclusion of the Mueller 

investigation. In my view, the securitization in this case was primarily a way, how to 

financially benefit. And although the European Values is not a for-profit corporation, their 

                                                           
1
 Dagmar Rychnovská, Martin Kohút: The Battle for Truth: Mapping the Network of Information War Experts in 

the Czech Republic (New Perspectives, 26(3), 2018, pp. 1-32), p. 12 
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legitimization is reinforced through securitization of the Russian hybrid threat as well. Since 

the annexation of Crimea, the European Values was able to gain legitimacy in the eyes of the 

state apparatus and important media organizations, including Western media. 

 

I use this part of my thesis, focusing on the international context of the securitization of 

hybrid threats, to show that we need to analyze the securitizing moves of the European 

values in relation to other events, especially in the United States, where the discussion about 

disinformation campaigns initiated by the Russian Federation, became a significant part of 

the discourse. The Czech Republic is indeed not isolated, and we can see common patterns 

both, in the United States and here. In both cases, there are actors, whose “business model”  

and legimization is based on the securitization of the Russian hybrid threat. In the United 

States, many media actors heavily securitized the Mueller investigation into an alleged 

collusion between the Donald Trump´s campaign and the Russian government, which was 

beneficial for their ratings. Meanwhile, the securitization by the think-tank European Values 

allowed them to become a relevant actor with the voice in shaping the national security 

strategies. They were also cited in many renowned foreign newspapers and they were even 

positively recognized by Petr Pavel, who was the Chairman of the NATO Military Committee 

at the time. In my view, it would be insufficient to only analyze the securitizing efforts of the 

European Values without the international context. In both cases, the threat of Russian 

hybrid warfare tactics was triggered by a Russian action (in the Czech case, it was mainly the 

annexation of Crimea in 2014 and in the U.S., it was because of the Russian interference into 

the presidential election in 2016) and in both cases, Russia was perceived as a great enemy, 

whose disinformation efforts are undermining democratic institutions. Importantly, the 

think-tank European Values has similar positions to the foreign policy establishment in 

Washington D.C and they are allied with the American think-tank Atlantic Council, which is 

filled with actors connected to the Republican Party. Therefore, we can see the hawkishness 

of the European Values as a natural result of their ideological alignment with certain actors 

in the United States.  

 

In this section, I am also going to discuss the topics of the securitization of energy security 

regarding Russia and the regulation of social media. I will explain how these issues are 

connected to the overall securitization of the Russian hybrid activities, because nowadays 
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securitization of disinformation campaigns is inseparable from the securitization of Russia as 

a whole. Also, Christopher Chivvis of the RAND Corporation, which is an influential global 

policy think-tank, advising the U.S. and other governments, defines the hybrid warfare so 

broadly, that he even includes the economic use of the Russian natural resources as a part of 

Russian hybrid strategy.  

 

The third part will be central to my thesis. Here, I would present a case study focused on the 

documents published by the think-tank European Values, which are related to the Russian 

hybrid tactics. I already mention some of their securitizing moves and how they need to 

push for a hawkish attitude towards Russia, if the think-tank wants to remain as a relevant 

actor, which is quoted by prestigious media organizations and if they want to continue to 

advise experts in the state apparatus. An insight into these documents show, that although 

the European Values describes itself as a think-tank focused on the defense of liberal 

democracy, it is in reality an ideological project (sharing many positions with the American 

neoconservative movement), whose main policy is advocacy of a hawkish position against 

Russia and those, who do not share it, are viewed as either naïve or dangerous. 

 

Finally, I will discuss the implications of the securitization and its effects on public. 

 

The aim of the thesis is not to dismiss accusations against Russia of waging hostile hybrid 

activities against the EU and NATO countries, including the Czech Republic. Rather, I will 

attempt to show, how the discourse shaped by inaccuracies, exaggerations and emotional 

narratives, make rational conversation harder to maintain. Securitization of the Russian 

hybrid threat can not only lead to calls for extraordinary measures, which is commonly 

regarded as a dominant consequence of the securitizing discourse, as outlined by the 

Copenhagen School. It also leads to the reorientation of the public discourse, mainly towards 

issues, whose importance is not based on evidence-based measurement, but rather on its 

emotional appeal. The securitized issue (whether by media, policymakers or think-tanks like 

the European Values), have a disproportionate attention in a political discourse. Also, 

another issues (i.e. environmental affairs or energy security) are then viewed through the 

lens of the securitized threat, which in the end results in a public discourse navigated by 

emotions, primarily fear and the discourse is moving from the introspection towards the 
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“othering” of an enemy, as David Campbell describes it, which puts emphasis on some form 

of external danger. The crucial element driving the supply for disinformation lies in the 

insufficient trust in institutions. Institutional mistrust is a challenge, which the actors worried 

about the Russian hybrid warfare, should consider as a priority.  

 

Hence, we need to ask a question, what are the consequences of securitization of the 

Russian hybrid warfare on the discourse surrounding the solving of underlying causes of 

institutional mistrust, which provide an opportunity for disinformation campaigns or what 

some describe as hybrid operations. 
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1. Methodology and theoretical framework 

 

Methodologically, I would operate with the discourse analysis. I would also use the theory of 

securitization, which is useful in the explanation of how the certain issues become threats in 

the public discourse. The discourse itself is defined as an “ensemble of ideas, concepts and 

categories through which meaning is given to social and physical phenomenon and which is 

produced and reproduced through identifiable set of practices….Discourse analysis, then, is 

the study of language-in-use.”2 The importance of the connection of how the discourses are 

constructed and the securitization was highlighted by Thierry Balzacq in his influential article 

The Three Faces of Securitization: Political Agency, Audience and Context: “The power of 

discourse has become an important aspect of security analysis. Among the many methods 

developed to scrutinize the tenets and implications of security discourse, the theory of 

securitization, grounded upon speech act philosophy, has aroused the most interest.” 3 In his 

view, “securitization is better understood as a strategic (pragmatic) practice that occurs 

within, and as part of, a configuration of circumstances, including the context, the psycho-

cultural disposition of the audience, and the power that both speaker and listener bring to 

the interaction4” and “in the literature of securitization, discourse analysis has impressive 

credentials. In fact, the design of threat images is generally captured by mapping meaning 

through discourse analysis. Members of the CS themselves explicitly use a discursive 

approach to account for processes of securitization in different sectors.”5 Hence, threats are 

discursively constructed.  

 

The discourse is socially constructed. Thus, any danger can be socially constructed, 

regardless of its legitimacy or factual basis for it. David Campbell wrote in the Writing 

Security, that in the context of discussing the U.S. foreign policy, “the constant articulation of 

                                                           
2 Maarten Hajer and Wytske Versteeg: A decade of discourse analysis of environmental politics: Achievements, 
challenges, perspectives (Journal of Environmental Policy and Planning, 7(3), pp. 175-184), p. 175-176 
3
 Thierry Balzacq: The Three Faces of Securitization: Political Agency, Audience and Context (European Journal 

of International Relations 2005; 11; 171), p. 171 
4 Thierry Balzacq: The Three Faces of Securitization: Political Agency, Audience and Context (European Journal 
of International Relations 2005; 11; 171), p. 172  
5
 Thierry Balzacq: Enquiry into methods: A new Framework for securitization analysis in Securitization Theory . 

(London: Routledge, 2006), p. 39 
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danger through foreign policy is thus not a threat to a state’s identity or existence: it is its 

condition of possibility. While the objects of concern change over time, the techniques and 

exclusions by which those objects are constituted as dangers persist.”6 Despite the overly 

absolutistic nature of this statement, the construction of threats and danger is an important 

part of how the identity is constructed. I disagree with Campbell´s view, that states cannot 

exist without enemies, given the fact that some states like Switzerland actually based its 

successful model precisely on its neutrality, but it is hard to dispute that the U.S. was in 

search for some enemy for much of its history, although this does not mean, that the 

country would automatically cease to exist, if there would be no threats. Nonetheless, the 

construction of an enemy was a goal for securitizing actors, whose aim was the Russian 

hybrid threat. We can see how the pro-Western actors use the image of Russia as an enemy 

to push for their own agenda. The pro-western orientation and the “othering” of Russia are 

inseparable for many relevant actors. 

 

Besides referring to various academic publications and articles, which are dealing with the 

subject of hybrid threats or disinformation, I will refer to other publications, which are 

relevant to my thesis, i.e. discussing the identity construction, related to the construction of 

threats (i.e. Writing Security by David Campbell). Nonetheless, the core of my thesis is going 

to be an analysis of reports and documents openly available on the website of the think-tank 

European Values, which is a central object of this thesis. This case study focused on the 

European Values represents the core of my thesis. All the analyzed documents, that I have 

chosen, deal with the Russian hybrid threat and they demonstrate the securitizing moves of 

the think-tank. A significant part of my analysis will be also devoted to the media narrative 

surrounding the Russian interference into the American election of 2016. I will discuss the 

content of mainstream media TV channels and outlets, which were pushing the narrative of 

Trump-Russia collusion. Especially some TV pundits like Rachel Maddow were highly active in 

this regard. I am going to refer to other public statements in media or articles related to the 

topic of the Russian hybrid threat as well. 

 

The Czech domestic discourse and the international one as well, will be analyzed with the 

use of media content, statements and actions of involved actors with the central focus on 
                                                           
6
 David Campbell: Writing Security (Manchester: Manchaster University Press, 1992), p. 353 
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the case study of documents released by the think-tank European Values. The international 

level is also relevant, because of the fact, that the Czech Republic is a member state of two 

most important western political organizations: The European Union and the NATO, which 

also consider hybrid threats as their top priorities in the security area. The Czech reality was 

not created in any type of a vacuum and it is necessary to look at how the international 

context shaped Czech domestic discourse and to contextualize the Czech context in the 

relation to current affairs. In recent years, the discussion around Russia and its alleged 

interference into the electoral process became an increasingly tense subject of discussion 

mainly in the United States.  

 

 

 

 

 1.1 Securitization 

 

The Copenhagen school is a school of thought, which is known for coining the term 

“securitization” in the IR theory. The Securitization theory was originally developed by 

scholars from the Copenhagen School (Barry Buzan, Ole Waever, Jaap de Wilde, etc.).  In 

their view, “Security is the move that takes politics beyond the established rules of the game 

and frames the issue either as a special kind of politics or as above politics. Securitization can 

thus be seen as a more extreme version of politicization.”7 When a particular issue is 

securitized, it means that it “is presented as an existential threat, requiring emergency 

measures and justifying actions outside the normal bounds of political procedure”8  

 

Their approach broadened the perspective of security to other sectors than just the military 

one (societal, environmental and economic). They emphasize the role of norms, ideas and 

the interaction between audience and the securitizing actors (politicians, media 

organizations, NGOs,..) rather than the material aspects of security. 

 

                                                           
7 Barry Buzan, Ole Wæver, and Jaap de Wilde: Security: A New Framework for Analysis (Boulder: Lynne Rienner 
Publishers, 1998), p. 25 
8
 Barry Buzan, Ole Wæver, and Jaap de Wilde: Security: A New Framework for Analysis (Boulder: Lynne Rienner 

Publishers, 1998), p. 25-26 
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Another important factor is the fact, that “while the securitization process is in principle 

completely open (any “securitizing” actor can attempt to securitize any issue and referent 

object), in practice it is structured by the different capacity of actors to make socially 

effective claims about threats, by the forms in which these claims can be made in order to 

be recognized and accepted as convincing by the relevant audience.”9 We need to keep in 

mind the position of securitizing actors in the particular society and how effective they are in 

the push for their narratives. According to the Copenhagen School authors, there are also 

three facilitating conditions for a security speech act to succeed: “(1) the speech act is 

executed according to accepted conventional procedures, i.e. rhetorically structured around 

the grammar of security (internal, linguistic-grammatical condition); (2) the person executing 

the speech must hold a position of authority defined as social capital (external, social 

condition); and (3) the objects/subjects that are securitized are commonly or conventionally 

held to constitute a threat (external, contextual condition)”10. As this quote suggest, there 

are multiple factors influencing the social construction of threats and potential successful 

securitization.  

 

Also, memory can serve as a powerful source for securitization. Identities are built in part 

because of memory and some historical events create strong emotional responses: “If 

securitizing actors need to ‘sell’ a particular policy by scaring the audience and selecting a 

threat narrative that would buttress this framing, memory entrepreneurs select a specific 

collective memory reference that would fit their line of argument. For instance, when talking 

about the crisis in Ukraine, some commentators compared reaction of the world community 

to President Putin’s actions to appeasement of Hitler, while others likened the EU’s 

association agreement with Ukraine as Europe’s search for Lebensraum.”11  Similarly, the 

European Values strongly criticized The EU´s High Representative for Foreign Affairs and 

Security Policy Federica Moghherini for what they perceived as appeasing Vladimir Putin12. 

Also, the Warsaw´s pact invasion of Czechoslovakia of 1968 remains a traumatic event in the 

                                                           
9
Michael C. Williams: Words, Images, Securitization and International Politics (International Studies Quartely, 

47(4), pp. 511-531), p. 514 
10 Barry Buzan, Ole Wæver, and Jaap de Wilde: Security: A New Framework for Analysis (Boulder: Lynne Rienner 
Publishers, 1998), p. 33 
 
11

 Elizaveta Gaufman: Security Threats and Public Perception (Basingstoke: Palgrave Macmillan, 2017), p. 14 
12

 European Values: „EU Global Strategy: Empty Wishes, No Real Plan“ (18.7.2016) 
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Czech collective memory and the whole period (1948-1989) of the rule of the Communist 

Party of Czechoslovakia, which was backed by the Soviet Union, continues to serve as a 

source of skepticism towards Russia until this day, especially among the more pro-Western 

oriented part of society. 

 

Securitization can provide legitimacy to the securitizing actors as well. According to Lene 

Hansen, who is the professor at the University of Copenhagen as Ole Waever, “Security 

discourse grants certain issues heightened priority, but it also bestows a particular legitimacy 

on those handling the policies in question.”13 

 

Finally, in order to be successful in persuasion of its audience, any securitization needs 

favorable context. The securitizing speech acts thrive in a fertile environment, when the 

object of securitization is already perceived as negative in the context of norms and 

identities. Jarrod Hayes in his paper “Identity and Securitization in the Democratic peace: The 

United States and the Divergence of Response to India and Iran´s Nuclear Programs” 

discusses, how the United States viewed the existence of Iran´s nuclear program as a major 

danger to its national security, whereas India, which was already possessing nuclear 

weapons, signed a deal in 2006, which allowed them to share US nuclear technology. 

Paradox lied in the fact, that India, unlike Iran, was not and still is not part of the Non-

Proliferation Treaty.  The securitization efforts of the Bush Administration were in this 

instance only partially successful. Although Iran was increasingly viewed as the “greatest 

enemy”, most of Americans disapproved  the potential use of the military force: “In a 

November, 2007 poll only 18% of respondents felt the US should use military force to end 

Iran’s nuclear efforts; the vast majority (73%) favored the use of economic and diplomatic 

means.“14 This was likely due to the recent experience with the invasion of Iraq and its high 

costs, when it comes not only on the economic level, but also in terms of human lives. 

Regarding the securitization of Russia, the Moscow´s leadership made it easier, since they 

violated the international law and their image was already negative due to certain historical 

experiences in most of the Western countries, including the Czech Republic. 

                                                           
13 Lene Hansen: Security as Practice: Discourse Analysis and the Bosnian War (London: Routledge, 2006), p. 31  
14

 Jarrod Hayes: Identity and Securitization in the Democratic Peace: The United States and the Divergence of 
Response to India and Iran´s  Nuclear Programs. (International Studies Quaterly, 53(4), 2009, pp. 977-999), p. 
993  
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The dominant securitizing actor in the Czech context was the think-tank European Values. 

Their target audience was even more than the general public, the state apparatus and media 

organizations. Their main aim is the implementation of specific counter-measures to deter 

the hybrid activities waged by Russia. Hence, their audience are rather-policy makers, unlike 

for media (i.e. Respekt), which are trying to persuade its readers among the general public.  

The referent object under the threat is primarily the pro-Western direction of the country, 

which is under attack by the Russian disinformation efforts and their influence on certain 

political actors like the president Miloš Zeman. Other referent objects are energy and 

national security, and liberal democracy as well.  

 

The securitization theory is going beyond traditional “problem-solving” approaches, which 

are more popular among think-tanks such as the European Values and it is offering a more 

detached view that can allow us to create a certain distance from heated discussions. We 

should be also aware of the consequences of securitization which moves the standard 

political discourse into the sphere of emotions dominated by fear. The point of my project is 

not to completely dismiss potential danger of Russian activities described as hybrid threats, 

but rather to stress the importance of having a rational debate. There is no greater danger to 

civil liberties and democratic institution than a public discussion, which is navigated by fear.  

 

 

 

 

1.2 Hybrid warfare 

The concept of hybrid warfare (or alternatively hybrid threat) has become increasingly 

popular among the policymakers. The NATO15 and The European Union16 even include this 

concept into its documents. On the other hand, the academia is more beware of this term 

and the hybrid warfare has no clear definition and there is no consensus among scholars on 

how to approach this issue. In this thesis, I will use terms hybrid war, hybrid tactics or hybrid 

                                                           
15

 https://www.nato.int/cps/en/natohq/topics_156338.htm NATO´s reponse to hybrid threats (17.6.2018) 
16

 https://eeas.europa.eu/topics/economic-relations-connectivity-innovation/46393/europe-protects-
countering-hybrid-threats_en A Europe that Protects: Countering Hybrid Threats (13.6.2018) 

https://www.nato.int/cps/en/natohq/topics_156338.htm
https://eeas.europa.eu/topics/economic-relations-connectivity-innovation/46393/europe-protects-countering-hybrid-threats_en
https://eeas.europa.eu/topics/economic-relations-connectivity-innovation/46393/europe-protects-countering-hybrid-threats_en
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efforts to describe the Russian activities despite the terminological confusion surround this 

concept, since it became a prevalent part of the public discourse in the Czech Republic and 

in other member states of the NATO and the European Union. 

 

The disinformation campaigns are considered as a part of hybrid warfare. I am going to focus 

predominantly on the securitization of disinformation campaigns and of the so-called “fake 

news”, which was related to the hostile Russian activities aimed at the Western states.  

 

One of the prominent authors, who are connected to the popularization of this theory, is 

Frank G. Hoffmann. In his article from 2007 “Conflict in the 21st Century: The Rise of Hybrid 

Wars”, he argues that the rise of “Hybrid Wars” presents a completely new challenge for the 

U.S. military. His text was a reaction to the conflict, which occurred in the summer of 2006 

between Israel and Hezbollah. He warned that the Pentagon should be prepared for new 

challenges represented primarily by terrorist groups engaged in irregular tactics rather than 

in conventional warfare: “At the strategic level, many wars have had regular and irregular 

components. However, in most conflicts, these components occurred in different theaters or 

in distinctly different formations. In Hybrid Wars, these forces become blurred into the same 

force in the same battle space. While they are operationally integrated and tactically fused, 

the irregular component of the force attempts to become operationally decisive rather than 

just protract the conflict, provoke overreactions or extend the costs of security for the 

defender.”17 Although he admits that irregular tactics were used previously, he does not 

think that they were deployed in a coordinated way as it happened i.e. in Lebanon, when 

Hezbollah successfully used those tactics not only in a battlefield. They were able to use 

images of destruction caused by the Israeli military to influence the perception of the 

conflict by public at home and abroad as well. 

 

Brian P. Fleming, who wrote the paper The Hybrid Threat Concept: Contemporary War, 

Military Planning and the Advent of Unrestricted Operational Art for the U.S. Army, used 

Hoffmann´s work as a foundation for his own contribution. In his perspective, the hybrid 

threat is used by actors, who recognize the conventional military superiority of the United 
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States. Therefore, it is a tactic of weaker actors (terrorists or adversary state actors): “The 

thaw of the Cold War and the 1991 Gulf War were the impetus for the contemporary hybrid 

threat to come to fruition. The residual consequences of the 1991 war caused potential U.S. 

adversaries to rethink how they would engage a militarily superior force, manifesting in new 

irregular methods. Unable to neither achieve its interests nor confront a militarily superior 

opponent, the hybrid threat expanded its range of options out of necessity.”18  

 

But the recent popularity of the concept of hybrid threats is connected to two major events 

that happened in 2014: First, the annexation of Crimea by the Russian federation and 

second, the Russian interference into the electoral process in the United States. For the 

purpose of this paper, I would prefer to solely focus on the problem of hybrid threats after 

the annexation of Crimea, which is related to Russia. As I will outline in my thesis, the 

securitization of hybrid threats in the Czech Republic was happening on the foundation of 

Russian activities towards Ukraine and Western countries in the subsequent period after the 

annexation of Crimea in 2014, but also after the accusations against Russia of the 

interference in the presidential election in the United States in 2016. Since then, the concept 

has stretched to such extent, that it describes vastly different events (i.e. war in Ukraine or 

trolling on social media). However, the securitization of what has been described as hybrid 

warfare is a real phenomenon, which needs to be examined, since it has significant 

implications for the public discourse.  

 

As I have already mentioned, although many policy-makers, media personalities and think-

tank experts regularly talk about hybrid threats, the academia is rather skeptical of the use 

of the term “hybrid warfare”. Here, I want to point to the article by Bettina Renz and Hanna 

Smith “Russia and Hybrid Warfare: definitions, capabilities, scope and possible responses”, 

which demonstrates the non-usefulness of the term “hybrid warfare”. This term is employed 

to describe completely different situations. The annexation of Crimea was used as an 

example of such practice, but throughout my master thesis, I showed, that there is an idea, 

that Russia is waging hybrid warfare against the whole West and the Czech Republic in 
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particular. Bettina Renz and Hanna Smith state, that “indeed, it would be bad strategy on the 

part of Russia if its leadership simply tried to replicate the Crimea operations elsewhere. 

Certainly, the element of surprise, which was central to success in Crimea, would be absent 

as any potential opponent would expect exactly that.”19 Another problematic aspect is the 

fact, that the concept of hybrid warfare was connected to the use of hard military force in 

case of Crimea. Because of this, we cannot describe hostile activities of Russia against the 

Western countries in the same manner. The authors also claim, that this type of 

characterization “stretches the original concept to such an extent that it becomes 

meaningless as an analytical tool that can lead to a better understanding of Russia or help 

foreign policy decision-making vis-à-vis this country.”20 An example of that can be the paper 

Understanding Russian “Hybrid Warfare” released under the patronage of the RAND 

Corporation: “Russia uses both direct and indirect economic influence to affect European 

politics. Moscow used energy as a tool of foreign policy when it shut off the natural gas 

supplies to Ukraine in the dead of the winter in 2006 and 2009 in an overt effort to coerce 

Ukraine into agreement on the price of its gas.”21 In this perspective, hybrid warfare is 

basically almost every move of the Kremlin with some relation to foreign policy. Therefore, 

when we discuss the securitization of hybrid warfare, we can discuss even issues like energy 

security, since they can also be included under this category, when the concept is highly 

inclusive. The securitization of the Russian hybrid warfare is securitization of Russia itself as 

well.  

 

Similarly, the term “Gerasimov doctrine”, describing the combination of military, 

information, economic, and other tactics in the Russian military strategy is also questionable. 

The actual author responsible for the coining of this concept, Mark Galeotti, has himself 

apologized for its creation and he described its problems in the article I´m Sorry for Creating 

the “Geramisov Doctrine22 in the magazine Foreign Policy: “The problems with this 

formulation are numerous, though. Gerasimov was actually talking about what happened in 
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the “Arab Spring” uprisings, the “color revolutions” against pro-Moscow regimes in Russia’s 

neighborhood, and in due course Ukraine’s “Maidan” revolt. The Russians honestly — 

however wrongly — believe that these were not genuine protests against brutal and corrupt 

governments, but regime changes orchestrated in Washington, or rather, Langley. This 

wasn’t a “doctrine” as the Russians understand it, for future adventures abroad: Gerasimov 

was trying to work out, not promote, such uprisings at home.”23 In 2014, he was speaking 

about irregular tactics used by Russia and he commented on the article written by 

Gerasimov: “it represents the best and most authoritative statement yet of what we could, 

at least as a placeholder, call the ‘Gerasimov Doctrine”24 Nonetheless, this term became 

popular among the securitizing actors and I have found no recognition of this correction in 

the materials published by the European Values. One of the main problems with the 

discourse surrounding hybrid threats is the fact, that it is filled with inaccuracies and certain 

level of vagueness, when it comes to this concept. On the other hand, it is not uncommon 

for the securitizing actors to prioritize narrative over evidence to the contrary. 

 

Also, some authors have adopted the position, that the hybrid warfare is a concept  

describing activities, which were always a part of military conflicts and that irregular tactics 

are nothing new and therefore, we do not need any new terminology. Williamson Murray, 

who wrote the book called Hybrid Warfare: Fighting Complex Opponents from the Ancient 

World to the Present, is among them. He argues, that “Hybrid warfare has been an integral 

part of the historical landscape since the ancient world, but only recently have analysts – 

incorrectly – categorized these conflicts as unique. Great powers throughout history have 

confronted opponents who used a combination of regular and irregular forces to negate the 

advantage of the great powers’ superior conventional military strength.”25 Although he 

disagrees with the novelty of the concept, he also makes a case like Hoffmann or Fleming 

that the irregular tactics are used by actors facing a greater power, which is superior in 

conventional military strength and Russia is significantly weaker than the NATO in terms of 
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hard power. However, the debate around hybrid tactics oftentimes seems to have a lack of 

distinguishing. Both, Hoffmann and Fleming, who talk about the hybrid warfare, also 

acknowledged, that there needs to be an actual military conflict for the concept of hybrid 

warfare to be valid. Nonetheless, many actors (such as the think-tank European Values) talk 

about the hybrid warfare waged by Russia not only against Ukraine, but also against the 

whole West. This concept is indeed useful in the securitization of the threat of Russia and to 

penetrate the discourse with the narratives, which seem to suggest, that we as the West are 

at war with Russia.  

 

Finally, when we discuss the connection between securitization and hybrid warfare, the 

need for “othering” can contribute to overlooking of other factors. Hybrid and 

disinformation efforts do exist, and they deserve our attention. Nonetheless, many 

phenomena, which can be exploited by what some would call “hybrid tactics”, do exist 

without any external intervention. Policy memo by Andrey Makarychev and Aliaksei 

Kazharski state that “the illiberal discourse in the V4 may be converging with the Russian 

narrative on “false Europe”, but it is not caused by it, even if the effect of mutual 

amplification is possible. The V4 illiberalism is not a Russian special operation; it has 

indigenous roots.”26  
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2. Securitization of hybrid threats in the international context 

 

In this section, I am going to discuss the international context of the securitization of hybrid 

threats. I will focus on the securitization of the Russian hybrid threat in the United States in 

the aftermath of the presidential election of 2016, when Donald Trump and his campaign 

were accused of colluding with the Russian Federation. The topics of the securitization of 

energy security regarding Russia and the regulation of social media will be discussed as well. 

All these issues are bounded together. The securitization of disinformation campaigns and 

hybrid tactics cannot be excluded from a broader securitization of Russia itself.  

 

 

 

2.1 Securitization of hybrid threats in the United States 

Besides the annexation of Crimea, mainly in the United States, the triggering event for the 

securitization of the Russian hybrid threat was the U.S. presidential election of 2016, when 

Donald Trump with the alleged help of so-called fake news websites and pro-Russian trolls 

defeated Hillary Clinton. 

But the U.S. example represents an instance, when certain political actors can accuse an 

outside actor in order to hide own shortcomings and shift the conversation away from 

introspection.  Shortly after the defeat, Hillary Clinton claimed in December of 2016, that 

“Putin publicly blamed me for the outpouring of outrage by his own people, and that is the 

direct line between what he said back then and what he did in this election,” 27 She was 

referencing the protests against the Russian government in 2011-2013, which was supported 

by Hillary Clinton, who was the U.S: Secretary of State during this period. Hence, Putin 

according to this narrative wanted his “revenge” and sabotaged the campaign of Hillary 

Clinton with disinformation campaigns aimed against her. She also warned that these 
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activities were not just a threat to her campaign, but to the national security of the United 

States: “This is not just an attack on me and my campaign, although that may have added 

fuel to it. This is an attack against our country. We are well beyond normal political concerns 

here. This is about the integrity of our democracy and the security of our nation.” 28 The 

Copenhagen School presents the securitization as something with the ultimate goal of 

implementation of extraordinary measures and what moves the discourse beyond standard 

political functioning. I would add that the securitization can also be used as a way how to 

narrow the discourse to present a simplistic narrative, where the threat of a hostile enemy 

can serve as a mean to shift the conversation from the failures (i.e. election loss) of the 

securitizing actors. It is also a useful weapon for the attacks against a political opponent. If 

the discourse is simplified to the clash between “good”  patriots against the foreign 

adversary, the need for introspection is not viewed as urgent, since the “good” patriots are 

defending liberal democracy against a hostile country (Russia) with an authoritarian 

government. It is natural, that the defenders of status quo resort to the securitization as a 

tool in order to project an enemy, while defending the current state of affairs.  

 

The reasoning behind this choice of an external enemy explained David Campbell in his text, 

Writing Security: “The mere existence of an alternative mode of being, the presence of 

which exemplifies that different identities are possible and thus denaturalizes the claim of a 

particular identity to be the true identity, is sometimes enough to produce the 

understanding of a threat.”29  In Campbell´s view, the notion of a threat is a constitutive part 

of an identity. In my view, any threat does not have to be that intense, but it is still a tool, 

how to use the politics of fear to navigate the public discourse.  

 

Regarding the effect of the so-called “fake news”, which was largely contributed to the 

Russian efforts, the statistics compiled by Hunt Alcott and Matthew Gentzkow discovered 

that “our database contains 115 pro-Trump fake stories that were shared on Facebook a 

total of 30 million times, and 41 pro-Clinton fake stories shared a total of 7.6 million 
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times.”30  This statistic seems to be alarming about the effect of fake news stories and its 

reach to the broad public. It was also a highly influential study, as the number of citations 

(1241, according to Google search as of the 6th of May) suggests. Nonetheless, as Alexander 

Lanoszka in his paper Disinformation in international politics, concentrated on the Russian 

disinformation efforts, points out, this study does not take into account that “those who 

visited fake news websites the most were Trump supporters who browsed intensely pro-

Trump websites. A small minority was responsible for most of these visits. Exposure was 

selective and reinforced the echo chamber.”31 The overall effectiveness of the 

disinformation campaigns across the West is unclear, but Lanoszka in the same article 

shows, that in France and Italy, the reach of fake news websites “had an average monthly 

reach that exceeded 3.5 percent of the online population. Most reached less than 1 percent.  

Furthermore, the ratio of total minutes spent on fake news websites to time spent on the 

most popular news websites in Italy and France was about 1:18 and 1:59, respectively. Fake 

news sites like RT and Sputnik News were crowded out.”32 The core of my thesis is the 

argument, that the securitization language surrounding the Russian hybrid threats is not only 

prioritizing emotional appeal of the Russian threat over the factual analysis, but it can be 

potentially harmful, since it offers remedy in form of blaming an “evil enemy”, instead of 

introspection.  

 

The main villains in this story were popular sites and social media platforms such as Youtube, 

Facebook or Twitter, which allowed the spread of the so-called fake news. Under this 

pressure, “Facebook has taken steps to identify fake news articles, flag false articles as 

“disputed by 3rd party fact-checkers,” show fewer potentially false articles in users’ news 

feeds, and help users avoid accidentally sharing false articles by notifying them that a story is 

“disputed by 3rd parties” before they share it. In our theoretical framework, these actions 

may increase social welfare, but identifying fake news sites and articles also raises important 
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questions about who becomes the arbiter of truth.”33  The argument about of the beneficial 

effect on the social welfare is commonly used in the securitizing discourses. For instance, the 

War on Drug was justified as a battle for the public health: “America's public enemy number 

one in the United States is drug abuse. In order to fight and defeat this enemy, it is necessary 

to wage a new, all-out offensive.”34 However, the concerns for public health or security can 

interfere into the sphere of civil liberties. Additionally, the problem of the arbiter of truth is 

precisely the one which needs to address. There is no denying in the fact, that conspiracy 

theories and intentionally misleading articles poison the public discourse and that the 

internet and social media provided new powerful tools to mislead public. But the actual 

effects of these efforts are unclear. In my analysis of the paper Influence of Russian 

Disinformation Operations: Specific Examples in Data and Numbers , I discuss how 

insignificant the spending on Russian disinformation campaign in the case of the U.S. 

presidential election in 2016 was and that the contribution of pro-Russian trolls on Twitter 

was not sizeable as well.  

 

Nonetheless, the problem of the spread of disinformation and primarily conspiracy theories 

is, of course, legitimate. Falsehoods and conspiracy theories surrounding various issues, i.e. 

the use of vaccines, can lead to severe consequences in the real world. Hannah Arendt 

describes in the Origins of Totalitarianism, that The Protocols of the Elders of Zion was used 

by the Nazi propaganda, despite its fraudulent content: “The fiction of the Protocols was as 

adequate as the fiction of a Trotskyite conspiracy, for both contained an element of 

plausibility – the nonpublic influence of the Jews in the past’; the struggle for power 

between Trotsky and Stalin – which not even the fictious world of totalitarianism can safely 

do without. Their art consists in using, and at the same time transcending, the elements of 

reality, of verifiable experiences, in the chosen fiction, and in generalizing them into regions 

which then are removed from all possible control by individual experience. With such 

generalizations, totalitarian propaganda establishes a world fit to compete with the real one, 

whose main handicap is that it is not logical, consistent and organized.” 35  
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The situation is different from the totalitarian era in Nazi Germany and the Soviet Union in 

the 1930s. The conspiracy theories and its distribution are not coordinated in a way, how it 

was conducted previously. No center is needed to a massive distribution of false stories in 

the times of social media. However, the damage to the discourse, which is inflated with the 

falsehoods, is undeniable. It is not a coincidence, that the far-right forces in Europe are also 

champions of the anti-vaccine movement, like for example the current Italian interior 

minister Matteo Salvini from the Northern League36. Those forces can only benefit from the 

distortion of reality.  

 

Nonetheless, when it comes to the aftermath of the election of the U.S. presidential election 

of 2016, some media organizations demonstrated again, that the process of securitization is 

usually accompanied by the spread of inaccuracies and a certain level of paranoia among the 

more mainstream actors, although such phenomena is generally perceived as typical for the 

fringes of the political spectrum, which have a tendency to believe in conspiracy theories. 

 

The shock of the Trump´s electoral success offered a great opportunity for the media, 

especially the cable news. Even during the Republican primaries, “Trump received 

approximately six times as much media attention as his closest Republican rival, Ted Cruz, an 

advantage that was worth an estimated $2 billion in free advertising.”37 Trump´s style of 

politics is beneficial for the ratings and sells of media precisely because of the constant 

stream of controversy: “Trump was familiar with the way one makes a spectacle and 

managed to steer mass media’s attention his way“38 This is why, even after the election, the 

media never stopped being obsessed with scandals surrounding Donald Trump. And Russian 

hybrid tactics, which were allegedly used even with cooperation from Donald Trump, 

created an attractive story for media. A good example of this is The Rachel Maddow Show, 

which reoriented its coverage to focus on the alleged collusion between Donald Trump and 
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Russia. Narrative, that Russia waged an information war and attack on American democracy 

in order to support the Trump´s campaign, meanwhile Trump was according to many 

journalists and commentators still cooperating with Russia became a prevalent view in 

public discussion. According to a quantitative study conducted by the outlet The Intercept 

between February and March of 2017, Rachel Maddow spent more time discussing the 

Russia-related stories than all other issues combined39. This decision led to the rise in her 

ratings and her show reached its peak due to the extensive coverage of Trump-Russia 

issues40. Private news channels are designed to generate profit. Focus on scandals and the 

threat coming from “the other” is a powerful tool to achieve this objective. Issues like 

healthcare or climate change are essential, but they do not generate similar level of 

attention like scandals of the president or other major politicians. One of the consequences 

of the securitization is also a disproportionate elevation of one issue over the others.  

 

But policy like that can easily lead some media actors to discrediting themselves. Claims that 

Trump is a Putin´s puppet (as Hillary Clinton described him)  were not scrutinized by the 

mainstream media. They were rather supported41, despite evidence to the contrary: for 

instance, the Trump Administration provided lethal weapons to Ukraine42 and Trump 

strongly criticized the Berlin´s support for Nord Stream 2, which is geopolitically and 

economically crucial for Russia43. Nonetheless, a prominent commentator Fareed Zakaria 

said on CNN, that Trump has “been unwilling to confront Putin in any way on any issue…will 

Venezuela be the moment when Trump finally ends his appeasement?” 44  Thus, the 

securitization of the Russian threat can be utilized for the hawkish policies. CNN´s Fareed 

Zakaria was trying to push Trump to prove himself as not being pro-Russian through 
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escalation of the situation in Venezuela, although the Trump Administration is strongly 

backing the opposition leader Juan Guaidó, unlike Russia, which backs Nicolás Maduro and 

Reuters on the 27th March of 2019 reported, that “U.S. President Donald Trump on 

Wednesday called on Russia to pull its troops from Venezuela and said that “all options” 

were open to make that happen.”45 Interestingly, Zakaria actually did acknowledge this in his 

segment, yet he did not view it as a satisfyingly tough response. Does it mean that in order 

to be sufficiently anti-Putin, he needs to militarily confront Russia in Venezuela? He is not 

explicit in this regard, but he appears to suggest this direction. 

 

After all, media in the aftermath of the events of 9/11 were instrumental in the 

securitization of international terrorism and “within the media many sources saw fit to 

promote the patriotic anthem and government policy, or simply passively allow government 

intervention.”46 The current events surrounding the securitization of the Russian hybrid 

threat show, that the operating model of media has not excessively changed since then. 

 

The suspicion of collusion between Trump and Russia had a political potential for the 

Democratic Party as well. But the polling of Gallup47 showed, that less than one percent of 

American considered situation with Russia as a top priority and the campaigns of Democratic 

Party´s officials were concerned with issues, which were regarded as more important by 

voters like healthcare or economy in general48. The media´s securitization of the Russian 

threat was, in this context, not that successful and Democrats, despite occasional rhetoric 

against the alleged Trump-Russia connection, did not prioritize this topic nearly to the extent 

of media in the lead up to the midterm election in 2018. Americans probably enjoyed this 

spectacle on TV and in newspapers, but it was not as important as more traditional “bread-

and-butter” issues and Democrats were able to secure majority in the House of 

Representatives for the first time in 8 years. 
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But the Mueller investigation was a popular topic for the press. Despite many indictments 

and criminal charges, which were a result of this investigation, the Special Counsel´s report 

stated: “The investigation did not establish that members of the Trump Campaign conspired 

or coordinated with the Russian government in its election interference activities.”49 This 

does not completely clear Donald Trump of all wrongdoing, but it was a serious blow to a 

dominant narrative of Trump being a stooge of Putin. And although not everyone was 

perpetuating this narrative, there was not a meaningful pushback in the centrist media 

(CNN, MSNBC, New York Times, Washington Post) and journalists critical of their conduct 

like Glenn Greenwald (winner of the Pulitzer Price for the reports detailing the U.S. and 

British global surveillance programs), were not invited to mainstream channels like MSNBC50, 

which led him to be a regular guest of Tucker Carlson on Fox News. It was actually the Fox 

News, which was known for the spread of conspiracy theories such ex-President Barrack 

Obama being born in Kenya, which due to its partisan nature went against the Trump´s 

critics.  

 

This is in part due to the non-negligible level of polarization, which exists in the United 

States: “We suggest that three psychological factors exacerbate perceived polarization: the 

categorization of partisans into “our group” and the “opposing group,” partisan 

identification strength as either a Democrat or Republican, and people’s personal attitude 

extremity on political issues. Each of these three factors predicts exaggerated perceptions of 

political attitude polarization between Democrats and Republicans.”51 Although, there is a 

general assumption, that conspiracy theories enjoy a greater support among the right-wing 

circles, which are more likely to support candidates like Trump: “Both Trump and Brexit 

voters were more likely to believe that climate change is a hoax, vaccines are harmful, and 

that a group of people “secretly control events and rule the world together”52, the claim, 

that Trump colluded with Russia, was based on speculation and a specific interpretation of 
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certain events. However, it was presented as factual and was commonly used as an attack 

against the president Trump. The political polarization probably contributed to the fact, that 

anti-Trump stories were accepted by a considerable part of media audience, as ratings 

suggest. When society is highly polarized, evidence-based claims are not as important as 

narrative portraying political opponents in a negative light. Securitizing discourses prioritize 

its narratives over facts. In this context, the securitizing actors were primarily the 

mainstream media, which were trying to persuade its readers and viewers (audience), that 

there was collusion between Donald Trump and the Russian government. The referent 

objects, which were under the threat, were the national security and even the American 

democracy, which was under attack from a hostile regime that was supposedly connected to 

the American president. And again, when I speak about the securitization as a process, when 

certain securitized issues are prioritized, I want to point out, that it also shifts the focus away 

from more evidence-based criticism (i.e. in case of Trump, his position on the climate 

change, which goes against the scientific consensus) and it creates drama, where emotions 

have a higher priority than facts. The problem with the spread of falsehoods in the public 

discourse is accompanied by the loss of trust in institutions, including media and it is not 

clear, how this conduct should be helpful in this regard.  

 

Another important consequence of securitization, besides the calls for extraordinary 

measures or the disproportionate attention towards one issue, that I have already discussed, 

is that if the narrative driving the securitization collapses, the securitizing actors lose a 

certain amount of credibility. The spread of disinformation in the modern era is 

accompanied by the loss of trust in the institutions, including media. These actors tend to 

look outside to blame the hostile power of undermining trust in them. But there is a serious 

need for introspection. The Russia-Trump story exposed how the for-profit motives lead 

media to exaggerations and this short-termism can eventually lead to the loss of credibility.  

 

When we discuss the narratives supported by the think-tank European Values, we need to 

keep in mind, that they also have an agenda, which is crucial for their success. As Lena 

Hansen wrote, “Security discourse grants certain issues heightened priority, but it also 
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bestows a particular legitimacy on those handling the policies in question.”53 Although, she is 

specifically talking about states, we can apply this understanding of security discourses as a 

way, how to increase its legitimacy, also to media or NGO actors like the European Values. 

The securitization of the Russian threat is a business model of the think-tank, similarly to the 

one used by certain U.S media to increase their ratings through securitizing moves against 

Russia and Donald Trump. Of course, the think-tank is not a for-profit corporation, but their 

recent success, their cooperation with the liberal magazine Respekt, their briefings with the 

state apparatus and their citations in the Western media (New York Times, Foreign Policy, 

etc.) would not happen without their emphasis on the Russian hybrid threat and how 

dangerous it is for the West. All of this happened in recent years after the annexation of 

Crimea, which brought a significant attention towards Russia and their hybrid tactics. Hence, 

they labeled Italy during the tenure of the Matteo Renzi´s government as a “Kremlin-

friendly” actor, because of the government´s support for diplomatic approach towards the 

crisis in Ukraine, and they publish without hesitation a paper, which commend the decision 

of the Ukrainian government to ban Russian-speaking media or even movies (like a 

completely non-political romantic comedy Love in the Big City 2 with Volodomyr Zelensky, 

who was recently elected as the Ukrainian president54). The discourses navigated by the 

constant alarmism can lead to an implementation of measures, which can be detrimental to 

civil liberties. But in my view, the more immediate danger is to the discourse itself. 

Securitizing actors can easily turn to the sphere of speculations, when these speculations suit 

their narratives. The overall discourse about hybrid warfare is not exact and the attempts to 

delegitimize views, which are going against the securitization (I will demonstrate this in the 

analysis of published papers by the European Values), make discussion more driven by 

emotions. The possibility of loss of credibility in institutions is a consequence of securitizing 

moves in case, when securitizing narratives collapse, which presents a threat as well as any 

hostile activities of the Russian Federation. The facilitation of a dualistic clash between 

“good and patriotic” liberal democrats and “pro-Russian” authoritarians does not seem to be 

helpful to achieve a goal of higher institutional trust.  
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2.2 Securitization of hybrid threats in the context of social media 

The discussion surrounding the social media being a platform for the spread of 

disinformation or fake news, facilitate a new conversation about the greater regulation of 

the internet.  

The securitization of the disinformation is a global phenomenon. The report called 

“INFORMATION DISORDER: Toward an interdisciplinary framework for research and policy 

making”, notes, that “there’s little denying that the regulatory discourse in Europe has been 

loud since late December 2016, when Giovanni Pitruzzella, the chairman of the Italian 

Competition Authority, told the Financial Times that EU countries should deal with "post-

truth" politics by setting up antitrust-like agencies devoted to spotting and removing fake 

news. And then, in January 2017, Andrus Ansip, the European Commission (EC) Vice 

President for the Digital Single Market, warned that if Facebook and other tech companies 

didn’t take tougher stances on fake news, the EC might have to step in”55 Ansip told the 

Financial Times in an interview, “I really believe in self-regulatory measures, but if some kind 

of clarifications are needed, then we will be ready for that.”56 And the DISINFORMATION 

DISORDER report describes, how this pressure on social media was connected to the Russian 

involvement in the U.S. presidential election in 2016: “With the news that Russia was buying 

‘dark’ posts on Facebook and targeting them at US citizens in the run up to the 2016 US 

election, there is a growing pressure for increased transparency around these types of 

advertisements.”57 Again, we can see that the discussion of the post-truth politics or “fake 

news” became more intense across Europe after the U.S. presidential election of 2016, when 

the Russian interference into the U.S. electoral process happened. Discourses are 

interconnected and the local discussion of the hybrid threats is not isolated from the 

international context. There are already some results of this regulatory discourse. For 

instance, the German parliament passed a new law, which was requiring social media 
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companies to remove hate speech58. If social media companies fail do to so, they can face 

draconic fines, up to 50 million Euros. Understandably, that such law can easily lead to 

preventive measures.  

 

Finally, this is an area, where Russian hybrid activities are viewed with a great level of 

scrutiny among many actors in the West: “social media played a key role in Russian 

strategies to undermine confidence in the election and to magnify stories critical of Hillary 

Clinton. We also know from earlier reporting that Russia employs teams of people (“trolls”) 

that post on social media as part of a strategy to influence public opinion.”59 Russian troll 

farm – the Internet Research Agency, was actually a subject of the already discussed Mueller 

investigation. The Russian interference in the U.S. presidential election did happen in 2016. 

On the other hand, to simplify the complex puzzle, like the election results into a simple 

story of foreign country “stealing” the election in favor of Donald Trump is not reflexive of 

more complicated reality. Also, the discovered Russia´s investments into interference to the 

American electoral process were slightly over 100 000 USD, as even the European Values 

admits in the paper Influence of Russian Disinformation operations: Specific examples in data 

and numbers, which is negligible in comparison to the spending of campaigns in the U.S., 

where the special interests are spending hundreds of millions of dollars in order to have a 

leverage over elected politicians. Also, referring to the Russian interference as a “cyber 

9/11”60, as Hillary Clinton did or comparing it to the Japanese attack on Pearl Harbor, which 

was a claim of New York Times columnist Thomas Friedman61 is exaggerating the impact of 

actual events. 
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2.3 Securitization of energy security 

Finally, the Russian threat can be easily securitized, when the subject of energy 

independence from the Russian oil and gas resources becomes a referent object of 

securitization. After all, Christopher Chivvis of the RAND Corporation considers the economic 

use of the Russian natural resources as a part of its hybrid strategy. One example of how 

such securitization can unfold could be the question of fracking. Fracking is “the process of 

injecting liquid at high pressure into subterranean rocks, boreholes, etc. so as to force open 

existing fissures and extract oil or gas.”62 This technique of the extraction became highly 

used in recent years and it was hailed as a way how to secure energy independence. On the 

other hand, there are heavy environmental costs. The debate around it is highly politicized 

and it is far from over. But certain risks were acknowledged by authorities despite the 

disagreement about a degree of a danger. The American Environmental Protection Agency 

(EPA) concluded in the report Hydraulic Fracturing for Oil and Gas: Impacts from the 

Hydraulic Fracturing Water Cycle on Drinking Water Resources in the United States, that they 

“found scientific evidence that hydraulic fracturing activities can impact drinking water 

resources under some circumstances.”63 Also, the  British Committee on Climate Change 

(CCC), which is advising the British government on the topic of climate change, concluded, 

that “shale gas production on a significant scale would breach the nation’s targets for 

emissions cuts” without a much stricter regulations in place. However, the British 

government refused to implement stricter regulations and called fracking a “fantastic 

opportunity.”64 It is clear, that financial benefits and an idea of energy independence 

overrode a careful assessment of potential risks. 

 

This narrative was popular even among other high officials of the Western core institutions. 

The former head of the NATO, Anders Fogh Rasmussen, has claimed that “I have met allies 

who can report that Russia as part of their sophisticated information and disinformation 

operations, engaged actively with so-called non-governmental organisations - environmental 

organisations working against shale gas - to maintain European dependence on imported 
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Russian gas.”65 The issue of energy security was securitized even prior to the annexation of 

Crimea. Nonetheless, the topics of disinformation campaigns and energy security can be 

connected in this era, as Rasmussen showed. Both of those issues are also connected with 

the Russian threat, which represents a danger to various referent objects, like democracy, 

pro-Western foreign policy orientation or security in general.  

 

This also points out, how the “disinformation campaigns” are securitized. Rasmussen was 

framing it as the campaigns against fracking are a part of a broad Kremlin-led conspiracy 

against energy independence of Europe. There is no denying, that the fracking in Western 

countries go against the interests of Moscow and that they could have had an interest in 

spreading disinformations against this technique. Nonetheless, it is simplistic to put such 

broad label on those opposed to the fracking and delegitimize them as stooges of the 

Kremlin. The securitization of the Russian hybrid threat can lead as far as to undermine 

efforts of those questioning the environmental impacts of fossil fuels and the techniques like 

fracking, which are used for the extraction of them. Rasmussen attempted to portray the 

anti-fracking movement as useful idiots of the Kremlin, since fracking is viewed by some 

actors as a way how to become independent on Russia in terms of energy. For instance, the 

Polish press praised fracking as a chance to secure energy independence from Russia: “Since 

2011, there have been media reports that Poland may have Europe´s largest reserves of 

shale gas, which could significantly boost the Polish economy, and that the shale gas 

´treasures located in Polish territory may ´free Eastern Europe from the stranglehold of 

Russian gas´ and thereby safeguard Poland´s energy independence”66 The securitization of 

the Russian hybrid threat can lead as far as to undermine efforts of those questioning the 

environmental impacts of fossil fuels and the techniques like fracking, which are used for the 

extraction of them.  

 

The issue of energy security in relation to Russia is popular in the Czech Republic as well. A 

good example of it can be the last year´s rejection of the Czech parliament of legislation, 
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which would tackle the issue of exemptions from the law about the air protection for big 

sources of energy such as power plants or heating plants. The legislation did not passed and 

the most common argument was the fact, that this law would supposedly threaten the 

energy security of the Czech Republic. The Czech minister of the Environmental Affairs 

stated, that “the impacts on the energy self-reliance and the price of energy would be 

radical.”67 Deputy, Vojtěch Munzar, from the conservative party ODS (Civic Democratic 

Party) putted more bluntly than the other politicians: “Do we want to chain ourselves to the 

gas from Russia? And isn´t this true goal of the real proposers – to decrease self-reliance of 

the Czech Republic on our own energy and therefore, decrease our security?”68 
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3. Securitization of hybrid threats in the context of Czech 

domestic discourse 

 

In this part of my thesis, dealing with the domestic Czech discourse, I will predominantly 

focus on the think-tank European Values. The case study of papers published by think-tank, 

which deal with the Russian hybrid activities, is the core part of the whole thesis. Besides 

that, I am also going to explain the ideological background of the European Values and I will 

also briefly discuss how the allies of this think-tank deploy securitizing moves as well, 

including calls for the implementation of restrictive measures, which should supposedly help 

in the hybrid warfare with Russia. The increased willingness to tackle the problems of 

Russian disinformation activities and Russian interfering in the international context is 

parallel with the way, how the Czech discourse is evolving.  

 

 

 

3.1 The European Values 

 

The think-tank European Values plays a crucial role in the securitization of the hybrid threats 

in the Czech Republic. This think-tank describes itself as a “non-governmental policy institute 

defending liberal democracy. Our vision is that of a free, safe and prosperous Czech Republic 

within Central Europe that is an integral part of the West”69. They regard our membership in 

the European Union and the NATO as essential. Therefore, Russia is perceived as a hostile 

actor, because of its attempts to undermine these organizations. According to Alexander 

Wendt, who is a social constructivist, identities represent a constitutive element of how the 

states are defined in the reality of international relations: “Each person has many identities 

linked to institutional roles, such as brother, son, teacher, and citizen. Similarly, a state may 

have multiple identities as ´sovereign, ´leader of the free world, ´imperial power,´ and so on. 

The commitment to and the salience of particular identities vary, but each identity is an 

inherently social definition of the actor grounded in the theories which actors collectively 
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hold about themselves and one another and which constitute the structure of the social 

world.”70 The European Values views the Czech Republic as a part of the transatlantic 

“family” of liberal democracies. For them, it is an integral part of identity of the Czech 

Republic and its pro-Western identity should be defended, especially against Russia.  And 

identity needs an enemy: “the inability of the state project of security to succeed is the 

guarantor of the state’s continued success as an impelling identity. The constant articulation 

of danger through foreign policy is thus not a threat to a state’s identity or existence: it is its 

condition of possibility.“71  

 

Think-tank´s major project focused on combating the so-called hybrid activities is the 

“Kremlin Watch”. This program aims to expose the disinformation operations conducted by 

the actors affiliated with the Russian Federation. On their official page, they are stressing 

their accomplishments72. They mention the facts that they “have been briefing security 

institutions in 20+ countries, NATO Political Committee, or members of the U. S. Congress, 

UK House of Commons or German Bundestag.” They also “co-authored Czech national policy 

on countering hostile foreign influence” and their “work has been awarded by the Chairman 

of NATO Military Committee”. Their success has even an international dimension and they 

have influenced the policy-makers in the domestic context. Currently, there is not a stronger 

actor in the Czech NGO and think-tank sphere, which would shape the discussion regarding 

the “hybrid” threats in similarly relevant way. In the end, their relevance can be 

demonstrated by the fact, that the Ministry of the Interior did establish the Centre Against  

Terrorism and Hybrid Threats at the beginning of 2017, which was advocated by the 

European Values already in June of 2016 with their call for the establishment of “a 

specialized department for monitoring and countering hybrid threats”73.  

 

Indeed, there are also actors, which are allied to the European Values, such as the liberal 

magazine Respekt or certain figures in academia (i.e. Michael Romancov). I am going to 

discuss, how these allies helped the efforts of the European Values. 
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3.2 History of the European Values 

The pivotal event in the history of the think-tank European Values was represented by the 

annexation of Crimea. The think-tank European Values was established in 2005. However, 

they gained media traction only, when they became an active actor in the securitization of 

the Russian hybrid threat and with the establishment of the program Kremlin Watch. 

Previously, they were primarily focused on internal functioning of the European Union and 

its social or financial policies, and so on and so forth. As the archive of their publications 

indicates, their activity had risen exponentially since 2014 and its focus was recalibrated 

towards new threats, which were more attractive for media and which allowed the think-

tank to penetrate the public discussion in a meaningful way74. These threats include the 

migrant crisis, the terrorist threat (mainly represented by the Islamic State of Iraq and the 

Levant) and most importantly, the Russian disinformation campaign against Ukraine and the 

West. The Russian hybrid threat, unlike the issues of migration and terrorism, was constantly 

examined throughout the years by the think-tank and it remains its flagship until this day. 

 

There are also concrete policy actions, which occurred with the assistance of the European 

Values. Probably the greatest achievement of this think-tank, when it comes to the policy 

implications was the establishment of the Centre against Terrorism and Hybrid Threats, 

which was a result of the fact it was allowed for “Jakub Janda and his colleagues to serve as 

consultants and advisors on the National Security Audit, a key strategic document with a 

chapter on hybrid warfare, in which they pursue their alarmist view of this issue”75 “This 

cooperation resulted in the foundation of the Centre against Terrorism and Hybrid Threats 

and the European Values became a crucial ally for the newly founded Centre against 

Terrorism and Hybrid Threats (CTHH)-“76. In this sense, the think-tank European Values was 

successful in the persuasion of its crucial audience: the state apparatus – which 

implemented their specific recommendation. Hence, the European Values successfully used 

the securitization of the Russian hybrid war as a tool of their own legitimization.  
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Although the anti-Russian narrative is strongest among the liberal conservative politicians, 

mainly the TOP 09, this type of perception was also adopted by leaders of the Czech Social 

Democracy as well. It was the government led by their party, which established a specialized 

department dedicated to countering the supposed hybrid threats and even then-Minister of 

Interior, Milan Chovanec, who is otherwise considered as an ally of the President Miloš 

Zeman (He even supported him in the presidential election in 201877), defended the Centre 

against Terrorism and Hybrid Threats with words: “When it comes to the disinformation 

center, I am completely convinced, that the state should in some cases guaranteed the 

truthfulness of the information, which endanger the state.”78 Chovanec argued that the 

state´s role is to provide citizens with the information, that there are false claims in the 

public space and he rejected Zeman´s interpretation, that such government department 

would exercise censorship of the internet. 

 

The think-tank European Values was able to become a significant securitizing actor in the 

Czech Republic. The major component of their efforts is a program called Kremlin Watch, 

which has an international outreach. The Kremlin Watch defines its mission to “expose and 

confront instruments of Russian influence and information operation and disinformation 

operations focused against Western democracies.”79 In the next part of the thesis, I am 

going to analyze the reports and documents released by the European Values 

(predominantly within the framework of the Kremlin Watch program) since 2014, which deal 

with the hybrid activities of the Russian Federation. Jakub Janda, executive director of 

European Values and a coordinator of the Kremlin Watch program, is an author or co-author 

of most of the papers (with the exception of the text Analyzing the Ground Zero. What 

Western Countries can Learn From Ukrainian Experience of Combating Russian 

Disinformation and Influence of Russian Disinformation Operations: Specific Examples in 

Data and Numbers), which are cited.  
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3.3 Analysis of publications of the European Values 

 

First of all, an insight into the published analyses of the European Values shows that we can 

identify crucial allies of the think-tank in the media and academia. For instance, Michael 

Romancov, political scientist from the Charles University, is a co-author of the study 

Ukrainian Crisis: The Most Frequent Myths and Lies, published in August of 2015, which was 

focusing on debunking the false claims made by the Russian Federation regarding the 

conflict in Ukraine and the Maidan revolution. Another expert, who is allied with the think-

tank, is Ondřej Kundra, employed by the liberal magazine Respekt. Kundra co-authored with 

Jakub Janda the paper Mechanisms of Influence of the Russian Federation into Internal 

Affairs of the Czech Republic He also released a bestselling book in 2016, which was called 

Putin´s Agents: How Russian Spies Steal Our Secrets. He regularly writes about this topic for 

the weekly magazine and he is considered as to-go expert on this topic for other media 

outlets. For instance, when the Czech secret intelligence agency, BIS, released its annual 

report at the beginning of December of 2018, he was invited to the widely popular internet 

interview-based political show, DVTV80. He has a similar hardline position towards Russia as 

Jakub Janda. In the article Jak neprohrát válku s Ruskem (How to not lose the war with 

Russia), he criticizes President Miloš Zeman with these words: “Zeman wants BIS to get 

under his control, to secure greater protections to the people around him and decrease the 

risks on the part of BIS against Russia.”81 In the same article, he also adds that “All of us have 

to realize, that Russia is waging against us for a longer period of time hybrid warfare; if we 

will not wake up, we will lose.82 There are many articles of his in the similar tone, however, I 

think that this one is sufficiently proving, which language is used to describe the Russian 

hostile activities. Ondřej Kundra does not hesitate to talk directly about war waged by an 

outside force, which wants to compromise our democracy. Respekt is also regularly 
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publishing Jakub Janda´s articles on its website83. Finally, the European Values have a 

powerful ally in Petr Pavel, who was the Chairman of the NATO Military Committee, the first 

person from a former Eastern bloc to hold the position. Petr Pavel has admitted to reading 

the analyses of the European Values84, which I am going to analyze in this part of the thesis. 

He also participated in their campaign called “We do not want to go back to East”85  

 

We will later focus on the allied actors of the think-tank. Now, I am going to discuss the 

specific papers, which deal with the subject of the Russian hybrid threats and how to 

implement counter-measures. The papers are sorted in chronological order. None of these 

papers were analyzed in the academic research so far and only the paper “The 

Weaponization of Culture: Kremlin´s traditional agenda and the export of values to Central 

Europe“, was criticized in Deník Referendum86, which was defending itself against 

characterizations made by the European Values.  The list of papers of the European Values, 

which are discussing the relevant issues of the war in Ukraine, disinformation campaigns and 

the EU-Russia relations is broader and goes beyond the scope of this case study. However, 

they are oftentimes repeating the same points and they would not add anything substantial 

to my own analysis. All the included papers demonstrate the positions of the think-tank on 

how to deal with Russia and we can clearly identify the securitizing efforts in them.  

 

The think-tank European Values presents itself as a principled defender of liberal democracy. 

In my view, there is no reason to doubt the sincerity of their intentions in this regard. But 

their efforts to defend liberal democracy do not have neutral ideological background. 

Analyzed papers show that the think-tank advocates a pro-active approach and rather 

hawkish positions against Russia. I argue that the think-tank shares many common points 

with the neoconservative ideology, which has its origin in the United States and peaked in 

influence during the first years of the War on Terror. Like neoconservatives, the thin-tank 

European Values views the world as a clash between the West and its enemies (Islamists or 
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Russia). This clash is perceived as a typical “good versus evil” conflict, which prepares a 

fertile ground for securitization and emergency measures. Diplomatic attitudes are regarded 

as “failed” appeasement tactics, while the serious defenders of the West should deploy 

hawkish policies. In this outlook, Russia is inherently evil, which can justify extraordinary 

measures and hawkish policies to deter its influence. What David Campbell has described in 

Writing Security about the U.S. foreign policy, can be attributed to the efforts of the 

European Values in terms of securitizing the Russian hybrid threat as well. The think-tank 

European values, is articulating danger in order to strengthen the pro-Western identity of 

the Czech Republic. But the centralization of the securitized issue on the expense of other 

matters is another consequence of this process as well.  

 

Here, I will outline the reasoning behind my choices of these specific papers. As I have 

mentioned, these papers have not been substantially analyzed in any academic research, yet 

they are crucial to understand the ideological position of the European Values. When we 

discuss the securitization of hybrid warfare in the Czech Republic, we cannot omit the 

documents published by a significant actor in this area. These papers show, that despite 

efforts to come across as a neutral voice, the think-tank European Values interpret the 

relations with the Russian Federation and what they perceive as a hybrid warfare waged by 

Russia, through the lens of a highly dualistic worldview. Mentioned similarities with the 

American neoconservative movement (securitization as a necessary component of own 

legitimization, hawkish attitude against perceived enemies of the West such as Russia; and 

skepticism towards actors who do not share this attitude and who are then viewed as 

dangerous “appeasers”), are demonstrated throughout the analyzed texts.  
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Recommendation for the Czech Strategy against Systematic Disinformation 

Campaigns of Foreign Powers, 13.6. 2016 

 

We have already discussed, that the recommendation of the establishment of a specialized 

department focused on combating and analyzing the hybrid tactics and disinformation from 

this study was implemented. 

 

Most of the recommendations are focused on the countermeasures to the spread of 

disinformation. It also warns against the potential initiation of the Czech version of RT: “ It is 

possible that with time a TV channel like RT would try to get established in the Czech 

environment. It is also supported by the language proximity with Slovakia, which is together 

with the Czech Republic – in terms of the political and social resilience against the pro-

Kremlin disinformation campaigns – one of the weak spots of the Alliance. If it was the case 

the Czech regulatory organs should then reflect the good European experiences which had 

already dealt with justified cases of license removals.“87 This refers to the Latvian case, 

where the license for Sputnik was removed: “Removal of license for domain use due to 

systematic violation of journalist code of ethics of Sputnik in Latvia. There is already an 

official communication channel of the Russian Federation Sputnik (pretending to be a 

medium) in the Czech market. Responsible regulators should investigate in what ways the 

Latvian approach could be repeated in the Czech environment.”88 On the other hand, Janda 

stresses the importance of free speech and that the problem cannot be solved through 

censorship and that the democratic state should be restricted in its countermeasures: “a 

democratic state has to be limited in its actions. Its role is and must be limited, so that we 

would not find ourselves on Orwellian totalitarianism. Number of activities can be done by 

citizens themselves – using the existing legal framework and constitutional liberties.”89 

Besides that, the paper is also stressing the importance of media literacy: “Presently, the 

Czech state is incapable of providing civil education and basic media literacy to young 

                                                           
87

European Values: Recommendation for the Czech Strategy against Systematic Disinformation Campaigns of 
Foreign Powers (13.6.2016), p. 7 
88 European Values: Recommendation for the Czech Strategy against Systematic Disinformation Campaigns of 
Foreign Powers (13.6.2016), p. 7 
89

European Values: Recommendation for the Czech Strategy against Systematic Disinformation Campaigns of 
Foreign Powers (13.6.2016), p. 9 



40 
 

people, which results in increased support for extremist political streams by this age group, 

deeply ingrained lack of interest in general and non-participation in elections.” 90 

 

There are two basic approaches, how to view the tackling the problem of the spread of 

disinformation by hostile actors. We can either see it as a predominantly problem of security 

and the solution then should lie in the enhanced capabilities of intelligence agencies and the 

strong repressive actions against the hostile activities, or we can view the problem of 

disinformation as a socioeconomic issue, with the focus on the role of the civic sector, media 

literacy or other measures focused on the roots of the problem. 

 

There is usually a combination of those two approaches. And the European Values is trying 

to find some to balance between them. The European Values would probably defend itself 

with the claims, that they support media literacy, which is not a repressive tool and that 

Russian hybrid warfare is a real phenomenon, which needs to be tackled. But as we will later 

discuss, the securitizing language is dominant for them. The European Values even praised 

the actions of the Ukrainian leadership against the Russian-language media operating in 

Ukraine, which was criticized by credible human rights organizations, such as the Human 

Rights Watch. 

 

Despite the calls for moderation, there seem to be highly relaxed limits to what is still 

acceptable, as we will see in other papers.  
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Full-Scale Democratic Response to Hostile Disinformation operations, 

20.6.2016  

 

In this paper, Jakub Janda is using the term “Gerasimov doctrine”, which was described as 

inaccurate by Mark Galeotti, who was actually the first one to use it in the Western 

discourse. Despite that, the paper argues, that “any state can treat a threat systematically 

only if it is described precisely and categorized within strategic documents. Only then can 

state institutions develop systematic procedures and instructions for recalibration of its 

security system towards such threats.”91 This shows the problem with the attitude of the 

European Values. It is focused on the securitization of the Russian threat, which do to some 

extent exist and it is a legitimate concern. However, their analysis is not precise, and they 

seem to view any action or concept, which is supposed to be against Russia, as credible. On 

the other hand, they are still trying to come across as the moderate voice: “The state should 

not join the game which Russia or Turkey play vis-a-vis labeling a broad scope of individuals 

as “foreign agents.”92 But attempts to securitize Russia can end up in the skeptical treatment 

of those, who are not joining the bandwagon of securitization, even when they are not 

supportive of the Kremlin in any way. 

 

The article by Michal Smetana and Dagmar Rychnovská, which was published in Alarm at the 

beginning of this year, discussed the problems of the current discussion surrounding the 

hybrid threats. Interestingly, the authors originally planned to publish in the centrist and 

liberal Deník N, where their article was rejected, because “the condition for the publishing of 

an article was a complete denial of its central idea and clear recognition of the fact, that 

“Russia is waging an information WAR against the West” and for this sake is abusing gullible 

people, who are playing a role of “useful idiots”93. Although the article is not questioning the 

hostile activities waged by Russia, it is inconvenient for the narrative pushed by centrist and 

liberal securitizing actors, who are trying to portray Russia as the main villain attacking the 

Western democracies. This narrative allows to whitewash the mistakes and shortcomings of 
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the mainstream politicians and media and to scapegoat on the “other” or a faraway enemy, 

who is plotting against liberal democracies. Therefore, even moderate critical voices have 

problems with publishing in the centrist media and have to turn to an openly left-wing 

platform, which is critical of the mainstream narrative. The think-tank European Values does 

support this view of the centrist media and in Jakub Janda´s categorization of media from 

the joint analytical paper “The Weaponization of Culture: Kremlin´s traditional agenda and 

the export of values to Central Europe”, which I am going to discuss as well, what he 

perceives as a stronger anti-Kremlin editorial policy, is applauded. Any questioning of the 

narrative, which supports the position of European Values, is viewed with a suspicion, 

despite no resemblance of any sympathy towards the policies of Kremlin.  

 

In the propaganda model of Noam Chomsky and Edward S. Herman, “the ´societal purpose´ 

of the media is to inculcate and defend the economic, social, and political agenda of 

privileged groups that dominate the domestic society and the state“94, including the so-

called military-industrial complex. In their perspective, privately owned media can create an 

effective propaganda like in the countries with state-run media, because of advertisement 

and corporate control of the media sector. This filters out dissenting voices. For example, the 

lead up to the Iraq War was accompanied by a positive coverage, as the study by the media 

watchdog organization Fairness and Accuracy in Reporting (FAIR) showed: “64 percent of all 

sources, and 71 percent of U.S. sources, supported the war. 10 percent of all sources were 

opposed to the war, but only 3 percent of U.S. sources did so.”95 The media environment 

differs in every country, but it is still natural for the mainstream press to create boundaries 

about what is acceptable and what is not. Understandably, the press should not legitimize 

extremist views, i.e. the Holocaust denial. However, sometimes analytical pieces, which are 

critical of the “conventional wisdom” and preferable narratives, can be sorted out of the 

mainstream discourse.    

 

Finally, in the conclusion of the paper, Janda throws away any resemblance of moderation 

and emotionally declares, that “as history teaches us, appeasement doesn’t work. We have 
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no choice between a friendly Kremlin and a hostile Kremlin. We already see that the Russian 

Federation acts as a hostile state that tries to undermine our society, our states and our 

alliances. The only choice we have is whether we will let the hostile Russian Federation 

undermine our democracy, or whether we will stop that and oust the Kremlin’s 

disinformation influence out of European Union.”96  He is using a memory of appeasement 

prior to the Second World War, which resulted in the strengthening of Nazi Germany on the 

expense of Czechoslovakia. Such securitizing move is not uncommon. This Cold War-style 

rhetoric does view the EU-Russia relation as a zero-sum game. In this perspective, no one 

had to be actively pro-Russian in order to be viewed with suspicion.  

 

 

 

 

EU Global Strategy: Empty Wishes, No Real Plan, 18.7.2016  
 

A clear skepticism of non-hawkish attitude towards Russia is present in the think-tank´s 

comment on the EU Global Strategy from 2016: “In the preface, Mogherini says that it is 

necessary to overcome the illusion of the zero-sum game within international politics. High 

Representative on the contrary believes that a union constituting almost half a billion has 

unique potential whose appropriate investment can result in a solution that is a win-win for 

all. It is questionable whether this idealistic approach to foreign and security policy would 

succeed in convincing and confronting with other relevant actors for whom the zero-sum 

game is a decisive prism of international politics. The answer can be found in today's reality. 

It would not succeed. Today, Europe´s surroundings are full of actors who often base their 

conduct on the zero-sum game whether it is the Russian Federation, Turkey, or so-called 

terrorist groups such as The Islamic State. Within this strategic international context the 

commitment and goals of the High Representative seem rather naive.”97 This argument 

seems to suggest, that the EU should adopt the same zero-sum attitude of Russia. Any 

deviation from a hardline position on Russia is described as weakness, which is a common 

description, known even from the times of Cold War.  
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In the book Security Threats and Public perception, Elizaveta Gaufman argues, that 

securitizing actors “need to ‘sell’ a particular policy by scaring the audience and selecting a 

threat narrative that would buttress this framing, memory entrepreneurs select a specific 

collective memory reference that would fit their line of argument”98. The argument about 

appeasement finds its legitimization in the conduct of France and Great Britain prior to the 

Second World War, when they tried to appease and satisfy the demands of Nazi Germany 

and this has a special appeal in the Czech Republic, since its territory was reduced due to the 

Munich Agreement. The European Values is hawkish, when it comes to Russia and they are 

attempting to portray more diplomatic solutions as the sign of an appeasement, which is 

destined to fail. Although all EU states agree to sanctions on the Russian Federation for the 

annexation of Crimea, the appeasement seems to be defined as any approach towards 

Russia, which is not viewed as sufficiently hawkish by the European Values standards. 

 

 

 

 

The Weaponization of Culture: Kremlin´s traditional agenda and the export of 

values to Central Europe, 30.7.2016  

 

In this project, Janda distinguishes among three types of media: 1. Those with the so-called 

clear editorial policy on the actions of Russia. 2.  Those with the mixed stance and 3. Those 

with the pro-Krelin position. About the media with the mixed stance, he said this: “Certain 

left-leaning media represent special cases: due to their ideological criticism of the USA (as 

well as NATO and the EU for its alleged neoliberalism) they offer a so-called “balanced” view 

on the Ukrainian conflict. For instance, this unwritten policy is followed by the online portal 

Denik Referendum or Alarm/A2. Deník Referendum stands against neo-conservatism, for 

example criticizing access of conservatives to public TV. Both outlets are highly critical of US 

foreign policy, including the invasion of Iraq in 2003 or the “war on terror.” Alarm/A2 

published an article claiming that the USA had made efforts to change the regime in 
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Ukraine.”99 Janda is not putting this type of media into the same category as those with the 

clear pro-Kremlin bias, however, this categorization shows, that in his worldview, the media 

sharing the positions in line with the think-tank European Values such as Respekt or 

Hospodářské noviny, are viewed significantly more favorably than the media, which is 

criticizing the actions of the Western countries. To be fair, i.e. Právo, which is included in this 

category, is providing a platform for the MPE Jan Keller, who displays opinions, which can be 

described as rather benevolent towards the Kremlin. Nonetheless, Janda is equating the 

criticism of the United States and its foreign policy (primarily the War on Terror) as a sign of 

a softer attitude towards Russia. Indeed, we can find some authors fitting this description on 

the left-leaning spectrum, but this type of a broad categorization leads to an elevation of 

certain media over the other. This is, of course, the free expression of the European Values, 

but their positions should be called out and this constitutes a securitizing effort to construct 

a debate, in which the more hawkish position against Russia and in their view, also an 

absence of criticism of the U.S. and western countries, the better.  

 

 

 

 

How do European democracies react to Russian aggression?, 25.4.2017 
  

This report was sponsored by the European People´s Party. It is a logical alliance, since the 

political positions of the European Values, can be located on the center-right, despite the 

self-presentation of neutral experts, who only want to defend liberal democracy (The then 

Head of the think-tank, Radko Hokovský, said that “We do not hide our ideological 

background, contrary to that, we proudly declare it. Our ideology is the liberal 

democracy.”100). This report labels three countries (Cyprus, Greece and Italy) as “Kremlin-

friendly”. The EU is still implementing sanctions against Russia after 5 years after the 

annexation of Crimea, so even though, some member states display an attitude towards 

Russia, which views the county more as a partner than an enemy, this labeling of Kremlin-

friendly or even “collaborators” does not hold. Cyprus and Greece are countries with the 

majority of population, which is Orthodox Christian and there is a greater level of tolerance 
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towards the Russian positions (However, this description was in case of Greece further 

discredited in July of 2018, when Greece expelled Russian diplomats due to the alleged 

interference from Russia regarding the Greece-Macedonian dispute over the official name 

for Macedonia101), but especially in case of Italy, this categorization, deserves a greater level 

of scrutiny.  The actual quote from the report does not support such strong language: “Italy 

has aligned with the EU and NATO in condemning Russia’s annexation of Crimea and its 

destabilising role in Eastern Ukraine. However, the government rejects the idea of a new 

Cold War and has been rather vocal in advocating a diplomatic solution to the Ukrainian 

crisis, as well as the continuation of a critical dialogue with Russia. Indeed, Italy is trying to 

develop a distinctive approach towards the issue, combining resoluteness on the Ukrainian 

dossier with stressing the importance for the EU as a whole to keep the dialogue with Russia  

open.”102 It is important to note, that the report was published one year before the 

formation of a new government in Italy, which is considered to as a populist. In 2017, Italy 

was ruled by the mainstream government of Matteo Renzi. In the perspective of the 

European Values, an advocacy of diplomatic solution and the rejection of a new Cold War is 

a sign of Kremlin-friendly policy. This is a clear example of an advocacy of the hawkish 

position against Russia under the guise of being neutral. The think-tank European Values is 

supporting a hardline position and the securitization of Russia. The targets are those, who 

are proponents of a diplomatic approach. 

 

This report also talks about the issue of energy independence and the problem of 

dependence on the Russian oil and gas resources: “Russia curtailed oil supplies via the 

Druzhba pipeline in the country by 50% that had to be substituted by delivery through the 

TAL/IKL pipeline. Accordingly, Russia considered the decision to drop the plans a diplomatic 

victory.“103 This is an important and legitimate issue. But in the section focused on the 

international context of the securitization of Russia, we have seen, how this issue is 

securitized and how, for example, the environmental concerns can be sidelined due to the 

perceived Russian threat. 

 

                                                           
101

 https://www.nytimes.com/2018/07/19/world/europe/greece-russia-macedonia.html Niki 
Kitsantonis: Tensions Escalate Between Greece and Russia, With Macedonia in the Middle (19.7.2018) 
102 European Values: How do European democracies react to Russian aggression? (25.4.2017), p. 72 
103 European Values: How do European democracies react to Russian aggression?  (25.4.2017), p. 33 

https://www.nytimes.com/2018/07/19/world/europe/greece-russia-macedonia.html


47 
 

Analyzing the Ground Zero. What Western Countries can Learn From 
Ukrainian Experience of Combating Russian Disinformation, 11.12.2017  
 

This report was published within the framework of the Kremlin Watch program. In this 

paper, Kateryna Krun, Kremlin Watch´s analyst, is defending the decision of the Ukrainian 

leadership to ban Russian TV channels and even social media: “However controversial, 

opinion polls indicate that the decision to ban Russian TV channels from the Ukrainian media 

space was correct … Example of banning Russian social media shows that it can have a short-

term effect if people don’t understand the logics behind it. After first months success when 

Ukraine has seen a significant drop in popularity of Russian websites among Ukrainian users, 

the trend stopped and people started actively returning to certain websites.“ 104 She also 

thinks that the Ukrainian practice should be an example for Western states: “Ukraine was 

the first target of Russia’s full-scale information war and a testing ground for the techniques 

later used in Western states. As such, comprehensive analysis of the Ukrainian situation is 

invaluable for Western states that are now also combatting Russian disinformation and 

influence operations.”105 The Ukraine´s actions against the Russian-speaking media were 

criticized by various human rights organizations, for instance the Human Rights Watch 106. 

Another reason to be cautious about inspiring in Ukraine is reality that Ukraine is facing the 

Russian military aggression and their situation is vastly different than in the EU states. Krun 

is suggesting, that the West should be inspired by this practice, but the West should be 

primarily aware of the fact, that Ukraine is in an actual war, which creates an environment, 

when it is easier to implement measures violating human rights, including the freedom of 

expression. We can already see, that the prominent Czech political scientist Michael 

Romancov (see Chapter 3.5 in this thesis), who also cooperated in the past with the 

European Values, is publicly stating that we may limit our freedoms, if we are in information 

warfare with Russia. 
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Additionally, this almost unconditional support of Ukraine´s decisions is a logical 

consequence of securitization of the Russian activities to the extent, when Russia is a great 

enemy, which should be defeated by any means necessary, even if it violates human rights. 

Rise of nationalism is not unusual, when the state is attacked by another country, but actors 

claiming to be defending liberal democracy should probably be more cautious, which actions 

implemented in order to deter hostile activities, they should support. If the European Values 

cares about the Ukraine´s prospective integration to the European Union, the support for 

rather nationalist actions is not helpful in this task, especially because it creates tensions 

with the EU member states such as Poland107 or Hungary108.  

 

 

 

 

Influence of Russian Disinformation Operations: Specific Examples in Data 
and Numbers, 1.2.2019  
 

“Influence of Russian Disinformation Operations: Specific Examples in Data and Numbers” is 

focused various events, which were allegedly influenced in part due to the disinformation 

efforts of Russia. Besides other notable examples such as the Brexit referendum or the 

Catalan Crisis, this analysis is focused on the U.S. presidential election in 2016, which is 

discussed in my thesis. With the annexation of Crimea, it was the most remarkable moment, 

which contributed to the rise of interest in hybrid tactics and disinformation operations of 

the Russian Federation. As the European Values´ analysis mentions, “In the case of the US 

presidential election, it was not "only" about the use of social platforms and paid advertising 

to influence citizens' decisions. Rather, all the means offered by the hybrid war, including 

those illegal, such as Hilary Clinton's email hacking, were used. The aim of Kremlin 

interference in the US was to divide the American society and discredit Democratic 

candidate Hilary Clinton to such an extent that she would not be elected.”109 But this 
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analysis actually shows, how the securitization of this issue, exaggerated the extent of 

influence of these hybrid efforts: “Facebook has found that a shadow Russian company has 

bought over 3,000 ads worth more than $ 100,000. Advertisements were not directly related 

to politics, but were set up to challenge topics that traditionally divide American society, 

such as gay rights or gun rights. At the same time, Facebook said it is investigating another 

2200 ads suspected of having links with Russia. Google also found that $ 4,700 worth of ads 

were purchased by the Internet Research Agency (IRA, an official Russian company based in 

St. Petersburg).”110 It would be sufficient to use this quotation to demonstrate, that the 

budget of these efforts is miniscule in comparison to the spending of both campaigns in the 

general election (1.4 billion US dollars for the Clinton campaign and 957.6 million dollars for 

the Trump campaign, according to the Washington Post111). Also, the issue of Russian bots 

on Twitter is distorting attention from the genuine support for Trump, as was shown in the 

quantitative analysis conducted by John Bryden and Eric Sylverman: “The numbers of bots is 

low, and there is a greater proportion of bots in the GOP group than the Trump group. This is 

not consistent with the idea that the Trump group was generated using automated 

accounts. Further, our tests of the entire sample indicate that less than 200 out of some 

250,000 sampled accounts have been flagged as being accounts from Russia. Consequently, 

we argue our data contain a large number of genuine Twitter accounts formed into cohesive 

groups. Due to their large numbers of followers, these accounts will have acted as amplifiers 

for the messaging of Donald Trump’s campaign and are likely to have had a profound 

influence on the primary and presidential elections in 2016.”112  

 

Political campaigns cost a significant amount of money and this is exploited by those, who 

can afford to sponsor politicians in their quests for power. Well-known Princeton study by 

Martin Gillens and Benjamin I. Page about the influence of special interests on the politics, is 

pointing out, how this is actually undermining democracy: “Despite the seemingly strong 

empirical support in previous studies for theories of majoritarian democracy our analyses 

suggest that majorities of the American public actually have little influence over the policies 
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our government adopts. Americans do enjoy many features central to democratic 

governance, such as regular elections, freedom of speech and association, and a widespread 

(if still contested) franchise. But we believe that if policymaking is dominated by powerful 

business organizations and a small number of affluent Americans, then America’s claims to 

being a democratic society are seriously threatened.“113  This is more significant for the 

political reality than any foreign interference, including the Russian one. The securitizing 

actors are creating a sense of emergency about the Russian meddling, while the penetration 

of the democratic political process by the corporate sector is stripping away the power from 

citizens, since the people behind the corporate structures are major contributors to political 

campaigns. Nonetheless, the influence of oil companies, banking industry and other 

powerful special interests, was not as vilified as rather marginal Russian interference. 

Although this level of corporate influence is grotesque in the United States, danger of an 

outsized influence of the powerful and wealthy lobby on the democratic process is a 

challenge for all liberal democracies. This is another example of how the securitization of the 

Russian hybrid warfare can reorient the focus away from issues, which can be empirically 

proven to be more meaningful. Again, discussion about what are the underlying causes of 

support for illiberal candidates and policies is needed, while the securitization of Russian 

hybrid tactics effectively deflects from this goal. 
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3.4 Conclusion of the case study  

At this point, there should be no doubt about the hawkishness of the think-tank European 

Values. After analysis of the papers published by the European Values, it is important to 

locate the think-tank within a broader political and ideological context. First of all, they 

partnered with American think-tank, the Atlantic Council. The Atlantic Council even 

published the text of the European Values, called How Russian Propaganda Portrays 

European Leaders114 on its website. Officially, the Atlantic council is non-partisan: “the 

Atlantic Council is a nonpartisan organization that generates ideas and fosters debate on 

policy issues facing the Atlantic community.”115, but their current leadership leans towards 

the Republican Party. The Chairman of the Atlantic Council International Advisory Board 

John Huntsman, Jr. was a major donor to the presidential campaign of John McCain in 2008 

and he even delivered a nominating speech for McCain´s VP pick Sarah Palin116 and the 

think-tank´s CEO Frederick Kempe was writing for the conservative newspaper Wall Street 

Journal for twenty-five years117. Thus, it is logical, that the European values as a center-right 

think-tank is an ally of the Atlantic Council. Sympathy of the European Values towards the 

Republican positions can be demonstrated on other examples. 

 

Traditional positions of the Republican establishment and those, who are allied with them, 

are hawkish. And the European Values is even willing to back policies, which are completely 

against the official position of the European Union. An example of that can be the fact, that 

in November 2018, they backed the Trump´s administration decision to pull out of the so-

called Iranian nuclear deal and they supported new U.S. sanctions against Tehran118. 

 

Therefore, it is not unreasonable to think of the European Values to be ideologically inspired 

by neoconservatism. This ideology has its roots in the 1960s, but it became much more 

prominent in the post-Cold War world when it seemed that the United States achieved 

hegemony. In 1997, The PNAC (Project for the New American Century) was established by 
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prominent neoconservative intellectuals - William Kristol and Robert Kagan. The 

organization´s goal “is to promote American global leadership.”119 This goal is accompanied 

by increasing number of like-minded regimes that would share the ideas of democratic 

governance and free trade. The new world order should be based on a rule of law, a 

democratic peace and an opening of markets. But some scholars challenge these official 

statements and positions: “It was not a universally resonant endeavor that transcended 

American national interests in pursuit of a Kantian-style democratic peace. It did not 

constitute a new variant of Wilsonianism. Rather it was a strategy that was devoted to 

projecting American power in accordance with an expansive definition of the national 

interest”120 Besides the promotion of American hegemony, important factor was a strong 

anti-communism, which transformed into hardline anti-Russian positions later, even when 

Russia did not longer practiced Marxism-Leninism. Some of the neoconservative thinkers 

even found Ronald Reagan´s anti-communism as not sufficient: “Neocons such as Podhoretz, 

Frank Gaffney, and Michael Ledeen outflanked Reagan to the right on fighting communism. 

In the early years of Reagan’s presidency Podhoretz bitterly complained that Reagan, despite 

his militant rhetoric, skyrocketing military expenditures, and appointment of 

neoconservatives, capitulated to the Soviets in the struggle for the world. In the later years 

of Reagan’s presidency, Podhoretz bitterly judged that Reagan betrayed the cause of 

anticommunism.”121 The think-tank European Values share this anti-Russian sentiment, 

which is partly justified by anticommunism. Their slogan “We do not want to go back to 

East!”122, containing an image of tanks with red stars can be used as an instance of such 

practice. 

 

Neoconservatives and the Republican leadership inspired by them are also notorious 

securitizing actors (War on Terror, lead up to the Iraq War). And securitization needs to have 

some emotional appeal in order to be successful. Management of fear is typical for 

conservative kind of politics. In the meta-analysis of peer-review articled on the cognitive 

aspects of conservatism named “Political Conservatism as Motivated Social Cognition”, co-
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authored by academicians from the University of Berkeley, Stanford University and the 

University of Maryland at College Park, authors recognized in the long-term research on the 

topic, that among other aspects, fear lies at the core of the conservative ideology: “We have 

argued that several specific motives relating to the management of fear and uncertainty are 

associated with the ideology of political conservatism.”123 And “The core ideology of 

conservatism stresses resistance to change and justification of inequality and is motivated by 

needs that vary situationally and dispositionally to manage uncertainty and threat.”124 The 

European Values are operating with threat management, which is consistent with their 

political leaning.  

 

Both, neoconservative ideology and securitization efforts, use fear as a way, how to push 

specific agenda forward. The popularity of George W. Bush during his presidency reached its 

peak in the aftermath of the events of 9/11, when polls were “indicating an unprecedented 

88% to 90% approval rating as early as September 13, 2001 (Morin & Deane, 2001; 

PollingReport.com, 2004). Opinion polls also showed overwhelming support for Bush’s 

handling of the terrorist crisis, the restriction of civil liberties, the military action against the 

Taliban in Afghanistan, and at least initially, the preemptive war on Iraq.”125 The Russian 

leadership, which tries to promote so-called traditional and conservative values, also 

securitizes the West to a significant degree, because according to their narrative, “Europe 

has abandoned its traditional Christian values and descended into moral degeneration, 

Russian discourse thus rationalized the choice of Eurasian over European integration. The 

threat to traditional values was also portrayed as an existential one: choosing the European 

way would allegedly lead to moral collapse and eventually to physical extinction as the 

“traditional family” would be destroyed and forcefully replaced with promiscuity, incest, 

paedophilia and gay marriages.”126 Understandably, the people in power oftentimes use fear 
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as a tool of mobilization in order to maintain their positions. The European Values, which is 

allied with the Atlantic Council, is sympathetic to neoconservative hawkish positions. In the 

end, the opponents, Russia and the European Values or other actors like the Atlantic Council, 

practice to a different degree some form of securitization of the other. This does not mean 

that they are same, because all these actors could be described in some way as conservative. 

Conservatism promoted by Russia is radically bigoted against the LGBTQ community, which 

is not true for the European Values. My intention is to point out, that it is natural for 

conservative forces to initiate securitizing moves, because mobilization based on fear is 

typical for conservative political forces and it is a tool, how to obtain or maintain legitimacy  

and how to defend the status quo. 

 

The Copenhagen School also uses the concept of desecuritization, when the discourse has 

tendency to de-escalate tension. One example can be the end of the Cold War: 

“Desecuritisation requires a loosing of the friend-enemy distinction possibly to the point of a 

whole-scale transformation where ‘the enemy’ shreds its identity, as was the case with the 

Soviet Union as the Cold War ended…. Desecuritisation is, in short, performative: it must 

instantiate the non-threatening identity of the Other for desecuritisation to be possible.“ 127 

At this moment, it does not seem plausible, that similar desecuritization will happen in the 

foreseeable future in the relation of the Western countries and Russia, but at least 

recognition of a historical precedence, that the securitizing moves simplifying complex 

reality into a narrative of the clash between good and evil, oftentimes end up in the 

adoption of restrictive policies (War on Terror) and in the de-prioritization of the underlying 

causes of particular problems, can show, that there are other ways than securitization.  

 

This type of threat and fear management can potentially lead to implementation of 

extraordinary measures.  In the subsequent paragraphs, I will argue that this “othering”, as 

David Campbell would call it, is moving a debate around disinformation from the underlying 

causes towards an external threat. I am also going to mention allied actors of the European 

Values, which are directly engaged in calls for rather strong counter-measures against, what 

is called “information warfare”.  
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The real problem, when it comes to the prevalence of disinformation the public discourse, 

actually lies inside the Czech Republic. The fake websites are mostly run by the Czech citizens 

with no direct relation to Moscow. The institutional mistrust is not fabricated by the Russian 

hybrid warfare, although it can amplify it to some degree. Of course, there is the Czech 

version of Sputnik (Sputnik CZ), but in reality, BIS (Czech Security Information Service) in its 

annual report for the year 2017, which discuss the hostile intelligence operations conducted 

by the Russian Federation on the territory of the Czech Republic, admits, that “from the 

perspective of BIS, the segment of so-called disinformation websites is just a one piece of 

the system of the  Russian hybrid strategy and in the overwhelming majority of cases is a 

part of a smoke screen, in which and behind her hide more important activities with the 

relation to Russia and its interests. Vast majority of disinformation websites in the Czech 

language is the work of Czech (ideologically motivated and convinced of the harmful effects 

of the NATO, the EU, the U.S., liberal democracy or they are superficially pro-Russian) 

citizens, who are not supported by the Russian entities. These activists spread within the 

range of their civil rights and freedoms what they believe to be true. Their activity is a matter 

for discussion and critique under the guise of the freedom of speech, or eventually civil law 

suits. However, we do not doubt that these people and their website projects are taking 

advantage by the Russian side for the spread of propaganda and disinformation or for the 

support of other components of the hybrid strategy.”128 Hence, something as potential 

permit to build nuclear plants for the state-owned Russian company Rosatom, represents a 

greater threat to the national security than disinformation websites, which are mostly run by 

Czech citizens.  

 

Finally, the hawkish position against Russia for pro-Western liberal actors like the European 

Values or magazine Respekt is another way, how to resist the Czech president Miloš Zeman, 

who is viewed as the most prominent pro-Kremlin figure in the Czech politics: “He 

condemned sanctions against Russia and dismissed the Ukrainian conflict as a “civil war.” He 

also took part in the official celebrations of the 70th anniversary of the Second World War in 

Moscow on May 9, 2015 but was not present at the military parade. Several representatives 
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of the Rights’ of Citizens Party founded by M. Zeman have Russian business connections and 

former member Radka Zemanová-Kopecká is the head of the non-governmental Institute of 

Slavic Strategic Studies (ISSTRAS) that disseminates pro-Russian propaganda”129. Zeman is 

viewed highly negatively by the more liberal and pro-Western part of the Czech political 

discourse and his pro-Kremlin stances are especially provocative for this group. Their 

hawkish positions against Russia are basically an extension of this internal conflict with the 

current president, who was elected in 2018 for the second term as the president. In the 

securitized discourse, nuance is the first victim and the Czech discourse needs a greater 

diversification. In the end, this is another way, how to avoid introspection. It is not clear, 

how moralistic condemnations (in this case of Zeman and his benevolence towards the 

Kremlin and his ignoring of Russia´s hybrid tactics, which is problematic, but in my view, the 

other attitude of securitization, is not helpful either), which typically accompany 

securitization, should help in facilitation of a society with higher levels of institutional trust, 

since the conversation is not dominated by the focus on solutions of the problems of the 

mistrust in institutions, but rather on “evil” enemies, who conspire against “good” liberal 

democrats. Actors concerned with the trust in institutions can persuade audience (Czech 

population), when they securitize the Russian threat, but they are not as effective with 

overcoming this institutional mistrust, as will the fourth chapter demonstrate.   

 

 

 

 

3.5 Allies of the European Values 

The definition of what securitization means in the practice was outlined by the Copenhagen 

School: “the issue is presented as an existential threat, requiring emergency measures and 

justifying actions outside the normal bounds of political procedure.”130 Calls for the 

implementation of such measures are visible in the public discussion in the Czech Republic. I 

have already discussed the documents of the European Values. But they are not alone. They 

have allies in academia, media and in the political establishment.  The securitizing efforts 
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were made by them as well. Last year, the rhetoric of political scientist Michael Romancov 

and the general Petr Pavel, used during the televised forum, will be analyzed in the 

subsequent paragraphs. It is an example of securitizing language, when perceiving the 

“other” as an “evil” entity can lead to calls for extraordinary measures. The case study of 

documents published by the European Values suggest, that they do not have any problem 

with this type of rhetoric and both, Michael Romancov and Petr Pavel, are allies of the think-

tank. 

 

On the 11th of December, the Czech Television aired a 2-hours long program in the prime 

time, which was discussing the topic of disinformation, fake news, information warfare and 

the Russian hybrid threat, that was also a subject of mentioned article by Dagmar 

Rychnovská and Michal Smetana, which was rejected in Deník N due to being insufficiently 

anti-Russian. The program was called “The Era of Disinformation” and it was a part of the 

cycle of discussion programs discussing significant social and culture phenomena. Among the 

guests, there were also prominent public figures and allies of the European Values, such as 

the General Petr Pavel, who used to be from 2015 until 2018 the Chairman of the NATO 

Military Committee and hence, he occupied the second highest post and the most important 

military post in the whole organizational structure of NATO. Another prominent guest was 

the political scientist Michael Romancov, who is an expert on East Europe and is oftentimes 

invited to the media events to discuss topics regarding predominantly Russia and Ukraine. 

 

In this program, Michael Romancov explicitly said, that “it is a question, whether we are not 

in the stage of information warfare. During the Second World War, certain rights were 

temporarily suspended in numerous democratic countries, because there was a state of war. 

It would be maybe appropriate to implement something similar here.”131 The  General Petr 

Pavel responded to it with words: “On one hand, I understand that citizens are used to a 

great degree of freedoms, but on the other hand, they are (freedoms) oftentimes in the 

direct opposition to security and to explain to the people, that it is in their interests, that for 

example, security forces should be aware of what is happening on the networks, including 

cellphone networks, because in the end, it can save their lives, is difficult, because people 
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want to defend their privacy.”132 Then, he also added, that “If we have to sacrifice for our 

security a part of our freedoms, it is our free and conscious decision and therefore, we are 

not getting rid of democracy”. This rhetoric is strikingly similar to the justifications for 

expansion of the powers of intelligence agencies in the aftermath of the events of 9/11 in 

order to combat international terrorism. The famous quote of Benjamin Franklin, the 

American Founding Father, highlights the irony of such statement: “Those who would give 

up essential Liberty, to purchase a little temporary Safety, deserve neither  Liberty nor 

Safety.” In the United States, the words of the Founding Father Benjamin Franklin were not 

fulfilled, when the U.S. Congress passed the Patriot Act in the aftermath of the terrorist 

attacks, which happened on the 11th of September. As the American Civil Liberties Union 

(ACLU) with the membership over one million American stated: “Hastily passed 45 days after 

9/11 in the name of national security, the Patriot Act was the first of many changes to 

surveillance laws that made it easier for the government to spy on ordinary Americans by 

expanding the authority to monitor phone and email communications, collect bank and 

credit reporting records, and track the activity of innocent Americans on the Internet. While 

most Americans think it was created to catch terrorists, the Patriot Act actually turns regular 

citizens into suspects.”133  

 

The whole War on Terror resulted in the loss of many lives and in the limitation of the 

liberties. The White House Report in 2013 concluded, that the NSA warrantless surveillance 

program was “not essential” in thwarting terror attacks134. And from what has the General 

Petr Pavel said and what the political scientist Michael Romancov clearly condone, it seems, 

that they would like to see similar measures to be implemented here, since, according to 

them, we are at war. After the terrorist attacks on the World Trade Center and Pentagon on 

the 11th September of 2001, the political leaders also declared that we were at war with 

terrorism and extraordinary measures, which were implemented afterwards, only worsen 

the whole problem and compromised our freedom and privacy as well. We should be careful 

                                                           
132 https://www.ceskatelevize.cz/porady/11054978064-fokus-vaclava-moravce/218411030530009/ Doba 
dezinformační (11.12.2018) 
133

 https://www.aclu.org/issues/national-security/privacy-and-surveillance/surveillance-under-patriot-act 
Surveillance Under the Patriot Act 
134 http://nbcpolitics.nbcnews.com/_news/2013/12/18/21955636-obama-task-force-calls-for-overhauls-to-
surveillance-tactics?lite Michael O ´Brien: Obama task force calls for overhauls to surveillance tactics 
(18.12.2013) 
 

https://www.ceskatelevize.cz/porady/11054978064-fokus-vaclava-moravce/218411030530009/
https://www.aclu.org/issues/national-security/privacy-and-surveillance/surveillance-under-patriot-act
http://nbcpolitics.nbcnews.com/_news/2013/12/18/21955636-obama-task-force-calls-for-overhauls-to-surveillance-tactics?lite
http://nbcpolitics.nbcnews.com/_news/2013/12/18/21955636-obama-task-force-calls-for-overhauls-to-surveillance-tactics?lite
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with the usage of words such as “war”. Again, these problems need to be addressed. But, 

the “othering”, as it was called by already mentioned David Campbell, naturally leads not 

only to implementation of repressive policies, but it also shifts a conversation in the 

direction of dealing with external threats. When the discourse is built on fear of the other, 

which is allegedly at some type of war with us and we should put aside all differences in 

order to be united against enemy, a conversation is shifting away from needed 

introspection, which would be dealing with causes and not symptoms. I am not disputing the 

good intentions of both men mentioned in this section and I believe, they do care about 

security of the citizens of the Czech Republic. On the other hand, there are some historical 

precedents, which should make us cautious and wary, when it comes to the tackling of 

threats and mainly to the process of securitization, which can lead to severe consequences. 
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4. THE EFFECTS OF SECURITIZATION OF HYBRID THREATS ON THE 

PUBLIC 

 

In this part of the thesis, I am going to briefly mention the effect of the securitizing moves on 

the public. In my interpretation, the perception of Russia is shaped primarily by historical 

experience of particular countries and to which degree the country views itself aligned with 

Russia in terms of culture. Another important factor is the trust in media, since loss of trust 

in media can be exploited by outside actors through primarily the disinformation campaigns, 

but the initial mistrust cannot be solely attributed to them, because the core problems lie 

inside the countries with the crumbling trust in institutions, not outside of them like 

securitizing discourses suggest. 

 

 

 

4.1 Effects on the public 

We have discussed how the securitization unfolded in the elite circle – among politicians, 

media or think tank actors. And the European Values were successful in establishing 

themselves as a relevant actor, which gained legitimacy through securitization of the Russian 

hybrid threat in the eyes of audience, which was crucial for them – media organizations and 

the state apparatus. Here, I would like to pay attention to a different audience - the general 

public.  

The Gallup135 has conducted its latest polling focused on global leaders in 2017, but it 

already reflects the shifts of the public opinion after the annexation of Crimea and even the 

interference into the American election. It suggests the truth of Balzacq´s statement about 

the importance of psycho-cultural predispositions. In Europe, Putin is viewed favorably by 

countries, where the dominant religion is Orthodox Christianity. His net favorability is 68 

                                                           
135

 http://www.gallup-international.com/wp-content/uploads/2017/12/2017_Global-Leaders.pdf Global 
Leaders – Gallup International´s 41st Annual Global End of Year Survey (October-December 2017) 

http://www.gallup-international.com/wp-content/uploads/2017/12/2017_Global-Leaders.pdf
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percent in Serbia (the same number in the survey as in Russia), 47 percent in Greece, 15 

percent in Macedonia and 25 percent in Bulgaria. Although, Greece and Bulgaria are both 

part of the European Union and the NATO, their cultural heritage seem to outweigh their 

geopolitical orientation. It also shows how a certain amount of tribalism and emotional 

affection towards heritage navigates people´s choices. 

In the same polling, people in the Czech Republic demonstrate skepticism towards Russia´s 

leader, when he has 52 percent net negative favorability. The country with the highest level 

of disapproval towards the Russian president is unsurprisingly Poland (-76 percent), where 

historical experience with Russia causes Poles to be rather skeptical. It is clear, that the 

securitization of the Russian hybrid threat can be successfully done in the country, which 

holds a historically negative attitude against Russia. Traumatic events like the invasion of the 

Warsaw Pact of Czechoslovakia in 1968 can only strengthen such attitude. However, it seems 

that the negative image of Russia was already prevalent even before the annexation of 

Crimea. This is in line with the argument, that the securitizing actors can employ memory as 

a useful tool for mobilization. However, the polling made by Gallup suggest, that an either 

positive or negative perception of Russia is determined largely prior to any securitizing 

moves. But the favorable context is needed for securitization. It is hard to imagine a 

successful securitization of any Russian activities (including hybrid tactics) in a country like 

Serbia, which is a historical ally of Russia and Orthodox Christian country as well.  

Another polling, which needs to be discussed is the one conducted in 2018 by the European 

Commission, which was focused on the topic of disinformation and so-called fake news. This 

ambitious study, which should the European Commission with the understanding of the 

phenomena such as online disinformation and institutional mistrust, surveyed 26 576 

respondents. The study concludes, that more media literate Nordic societies also tend to 

have a greater level of trust in media, whether more traditional as the print media “(As with 

radio and television, trust in printed newspapers and news magazines is highest among 

respondents in Finland (90%), followed by those in Luxembourg (82%), the Netherlands, 

Sweden (both 81%) and Denmark (80%). By contrast, less than half of respondents trust 

printed newspapers and news magazines in Hungary (33%), Malta (39%), Bulgaria (43%), 
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Romania (45%) and Greece (49%))”136 or the online media “Respondents in Denmark (71%), 

the Netherlands (68%), Finland (66%), Luxembourg (65%) and Belgium (62%) are most likely 

to say that they trust online newspapers and news magazines, while the lowest proportions 

are found in Hungary (28%), Bulgaria (33%) and Romania (37%).137 

In the international context, Czech Republic belongs to the part of East European countries 

(and some Southern European ones), which have a low institutional and societal trust and 

therefore, also a low trust in media itself. The 49 percent of Czechs trust the printed 

newspapers and magazines, while 26 percent do not trust them and the online newspapers 

and magazines have a positive approval rating by +15 percentage points138. The numbers are 

not as alarming as in other countries like Bulgaria or Hungary, but it is clear, that there is still 

a space for improvement to catch up with the Western Europe in terms of institutional trust.  

It is interesting to see more affluent and educated Western societies to have also high level 

of trust on all levels. Outside actors can exploit mistrust in media and institutions in general, 

but the underlying causes of this phenomenon are not fabricated by an outside actor. In my 

view, introspection is a better approach than externalization.  

 

 

 

 

 

 

 

 

 

 

 

 
 
 

                                                           
136 Fake news and disinformation online (European Commission: April 2018), p. 5  
137

 Fake news and disinformation online (European Commission: April 2018), p. 5 
 
138

 Fake news and disinformation online (European Commission: April 2018), p. 5-6 
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Conclusion 
 

Firstly, I would like to express hope that my thesis will help with the understanding of the 

discourse surrounding the so-called hybrid warfare waged by Russia against the West, 

including the Czech Republic. The case study focused on the papers published by the think-

tank European Values discusses the texts, which were not previously analyzed in any 

academic text. Although, the European Values became a respected voice on the issue of 

Russian hybrid activities, their remarks in their analysis should be critically scrutinized and 

the non-partisan nature of the think-tank does not mean that their interpretations are not 

highly ideological. They are clearly skeptical of more diplomatic attitudes towards Russia and 

one of the analyzed papers even supports the Ukraine´s decision to ban Russian-language 

media, which was criticized by human rights organizations like the Human Rights Watch. My 

thesis points out, how the securitizing actors with the focus on Russian hybrid activities in 

general (the European Values included), are facilitating a discourse, where the liberal West is 

facing an authoritarian enemy – Russia, who is trying to undermine the liberal democracy or 

even the whole pro-Western direction of smaller countries in the CEE region like the Czech 

Republic. These actors are defenders of the status quo as well and this threat management 

allows them to mobilize against an external actor, who is attacking the very identity of the 

Western states (liberal democracy, pro-western foreign policies, etc.), while shifting the 

conversation away from the underlying causes of the problems (primarily the loss of 

institutional trust) of the countries targeted by the Russian hybrid tactics. Russia´s leadership 

is using the securitization of Europe to bolster its support and it is clear, that the liberal 

democrats can also resort to securitization to secure its legitimacy.  Also, the ”hyper-

prioritization” of the securitized issue affects the discussion about other issues as well (i.e. 

people pushing for a more diplomatic approach are dismissed as “appeasers” or the anti-

fracking movement can be labelled as part of the Russian disinformation effort to make 

Europe dependent on Russian gas).  

 

It is important to note, that the securitization of hybrid warfare has international dimension. 

The Czech domestic discourse cannot be separated from what happened on the 

international scene and critical analysis of the discourse surrounding the Russian hybrid 



64 
 

threat abroad and its shortcomings or inaccuracies can help us to sharpen the analysis of the 

local securitization, since these discourses are interconnected. The annexation of Crimea in 

2014 and the Russian interference in the presidential election in the United States two years 

later provided a new opportunity for revival of the Russian threat. Memory is a useful ally for 

any securitization since it generates an emotional reaction and it is a significant part of what 

Thierry Balzacq calls “psycho-cultural disposition” of the audience is a determinative factor 

of the success of any process of securitization. The Cold War memory of the Soviet Union 

(the only superpower opponent of the West and also the instrumental actor behind the 

invasion of Czechoslovakia by the Warsaw Pact in 1968) and the fact, that the Russian 

Federation continues to be an authoritarian state with different norms, values, and interests 

than the West makes it an ideal threat, which is endangering referent objects of 

securitizations like liberal democracy or pro-Western orientation.  

 

The NATO, the EU and the United States, which is the militarily and economically most 

powerful Western state, were all shocked by the Russian annexation of Crimea and later, the 

interference into the electoral process by Russia, mainly in the U.S. The Czech Republic is not 

an isolated country and the Czech discourse was shaped by the discourses in other countries 

like the United States. Also, the think-tank European Values finds an ideological inspiration 

to a great degree in the American neoconservative movement and the way, how the Russian 

hybrid activities were securitized by the European Values, reflects a way, how this issue was 

discussed by many media actors in the United States as well. 

 

But as my research showed, many media actors in the United States (primarily CNN and 

MSNBC) and the think-tank European Values in the Czech Republic incorporated the 

securitization of Russia as its business model. Such emotional narratives lead securitizing 

actors to call for the hawkish policies against Russia. In the United States, the accusations of 

Trump being under the Russian influence and that he was even cooperating with Russia on 

their hybrid activities during his campaign, created not only a fruitful environment for the 

ratings and the consequential financial benefit, but also a situation, when even prominent 

journalists and public figures like Fareed Zakaria, political scientist and CNN´s commentator, 

has called for Trump to finally stand up to Putin to push Russia out of Venezuela in order to 

prove, that he will finally stand up to Putin, despite many Trump´s policies, which went 
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directly against the Kremlin´s interests. His segment could be interpreted as a call for military 

intervention, with the possibility of a direct combat between American and Russian troops . 

The securitization can in the long run lead to the loss of credibility in institutions and media, 

if the securitizing moves will be discovered to be based on inaccuracies and falsehoods.  

 

The think-tank European Values also has its sort of a “business model”, centered on the 

securitization of the Russian hybrid threat. Their very legitimacy, their successful persuasion 

of the public officials and the fact, that they are cited by prestigious media in the West (i.e. 

Foreign Policy, New York Times, etc.) was based on their securitizing moves. In their papers, 

they are creating an ideological perspective, where those, who are not sufficiently hawkish 

against Russia by the standards of the European Values, should be accused of indirectly 

aiding the Russian efforts. Those, who differ from the positions of the think-tank, are 

“appeasers”, which is a common strategy of securitization process – to invoke historical 

trauma, which causes strong emotional response. Despite their declared commitment to 

ideas of liberal democracy, they seem to be fine with violations of the freedom of expression 

in Ukraine, when it was made under the guise of countering Russian information warfare, as 

their release of Kateryna Krun´s analysis within the framework of the Kremlin Watch 

program shows. According to this analysis, Ukraine should be a model for Western states in 

this regard. All of the analyzed papers create a picture of the think-tank, who is securitizing 

the Russian hybrid war and creating a narrative, in tough responses to the Russian hybrid 

efforts are applauded regardless of its effects and the actors, who have a different approach 

are either naïve (The EU´s High Representative for Foreign Affairs and Security Policy 

Federica Mogherini), too soft on Russia due to its criticism of the U.S. foreign policy (some 

Czech media organizations like Deník Referendum or Alarm) or they are even “Kremlin-

friendly” (Italy, because rejects an idea of a new Cold War).  

 

When it comes to the persuasion of public, the polling data suggest, the perceived threat of 

Russia is predominantly based on cultural aspects. Orthodox Christian countries tend to have 

a more positive image of Russia, whereas countries like Poland or the Czech Republic with a 

negative historical experience have exactly the opposite approach.  In this sense, it seems 

that the efforts of the European Values are not as significant in shaping the public opinion. 
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But this historical experience created an opportunity for them anyway. In the end, their 

main achievement is their acceptance by the powerful media and public officials. 

 

The think-tank European Values is in their own words committed to ideals of liberal 

democracy and their aim is to defend our liberties against its supposed enemies, especially 

against the foreign ones like Russia. However, their attempts are resulting in the narrowing 

of the discussion between two sides, in which “tough” response to the Russian activities is 

the only legitimate way, how to deal with it. Hence, calls for the suspension of certain rights, 

which was done by their allies – political scientist Michael Romancov and the General Petr 

Pavel, are a logical consequence of this narrative. While actors more or less hostile to ideas 

of liberal democracies (like the protection of minority rights or the free and independent 

press), are either sympathetic to Russia or they are denying any hostility from the Kremlin, 

liberal actors can also call for measures, which are going beyond the limits of liberal 

democracies. 

 

The restrictive approach based in the securitization of issues is presenting everything in the 

sphere of fear and emotions. More rational and evidence-based solutions are therefore 

sidelined in such discourse. Also, this attitude can be even harmful in certain conditions. For 

instance, the former Secretary General of NATO, Anders Fogh Rasmussen, was dismissing 

the anti-fracking movement as fueled by the Russian disinformation campaigns, without 

acknowledging legitimate concerns surrounding this technique of extraction. Also, attempts 

to tackle the emissions made by coal-powered plants in the Czech Republic, was disregarded 

as an attack on energy independence, which would lead to an increased dependence on the 

energy sources coming from Russia. In this context, one element (geopolitical and 

securitized) is elevated over the others (the concern for the environment).   

 

The disinformation campaigns do poison the public discourse. But the way, hot the discourse 

around this topic was securitized is, in my view, counterproductive. The securitization of the 

issue and its overemphasis on the connection with Russia shifts the conversation from the 

realm of evidence-based and more socio-economical approach of what is driving the supply 

for disinformation, to the sphere of emotions. The securitizing actors are less interested in 

solving the underlying conditions of the success of current disinformation campaigns and 
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their narratives, are not quite accurate on their own. The exaggerated focus on Russia and 

their disinformation efforts can distort our perspective. Russia can exploit certain grievances 

in the Western societies, but they would still exist even without any external intervention.  

Securitization efforts are inherently externalizing focus on any problem, while introspection 

is in the securitizing discourses sidelined.  Moralistic condemnations of the securitized issues 

are not solving the problems of referent objects like liberal democracy and trust in 

institutions, which are supposedly endangered by external actors. 
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