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Abstract

Knowledge of what data are carried by network links is crutmée able
to prevent attacks and to improve quality of services. Tioeedt is important
to develop network monitoring tools which can operate oredpeof new gi-
gabit networks. This thesis discusses general princiglegsigning a highly
flexible framework which is divided into several levels. $hespread across
various hardware and software environments. This allovis keep up with a
gigabit speed. We show details on an extension of the FFfefrark to run
on top of an IXP based PCI board. In addition, we present anemehtation
of Ruler, a language for packet pattern matching and datayamaation, im-
plemented for highspeed traffic monitoring using IXP netymocessor. This
work also presents performance evaluation, discussionttdébnecks, general
problems and compares with other related projects.
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Chapter 1

Network monitoring and packet
filtering

As the Internet, the world wide network, grows we experieadauge increase in the
amount of transfered data. Also the kind of traffic changgsiicantly. The Internet
connection became a natural part of our live. The effectastihere is only a small frac-
tion of traffic on the Internet where it is easy to say what kahdata it carries. With fast
growing speeds of network connections, people startedgontisrnet to exchange large
multimedia files, in many cases illegally. There is no sinya#g/ how to ban this. Nowa-
days P2 networks allows us to share not only music but also compdegglzo. As
there are no central servers and the protocols are propiétes difficult to detect such
traffic. Where in the past, most of the connections could haenlrlassified by used
ports (e.g., 80 for HTTP, 22 for SSH, ...), the P2P connestidmnges them dynami-
cally. moreover gigabit networks are available and a gigadiwork card is integrated
on most newer motherboards. That enables sharing entire @DBWDs among users.

Another example of current dangers are spreading worms @uasgeg which attack
computers all around the world. Preventing this in an eddge needs monitoring and
filtering such data. Another challenge for monitoring is tadfiplaces of congestion
which allows administrators to improve the quality of the#rvices. Another case where
the traffic filtering can help is a transparent redirectingezfuest to multiple machines
with replicas or to dedicated servers (e.g., streamingesgywhich results in splitting
the load to many machines and thereby shortening respanegs &nd increasing quality.

Tools used for these purposes on 100Mbps networks are ner@uitable for use
on a gigabit network. The amount of data is so tremendousottigtre-implementing
such utilities is still not enough. But not everybody can affepecial hardware which is
too expensive. Therefore we are pushed to use relativekpéresive hardware together
with current operating systems, to point at the bottlenecic find solutions which can
improve the overall performance.

Our project, FFPF (Fairly Fast Packet Filters), focuses acket filtering and data
delivery to monitoring applications as well as exploitinmgesial network cards with net-
work processors and using a commodity hardware togethéraytopular open source
operating system.
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This work presents two different ways how to use network essors to gain the
necessary performance. Both ways represents extrems obuttat hardware allows us
to implement. As the rest of the work shows, each approaclt$psos and cons and is
suitable for a different range of task. The first one repressainigly flexible and general
solution that enables using FFPF by unskilled administsatdhe hardware is exposed
as a set of execution units. It is more suitable in scenafmdheye a monitor consists of
many simple tasks that are interconnected to for the finalfilt

The latter approach integrates an IXP chip as a special pargevice, which is able
to execute heavy-weight tasks. It may require skilled adstretion, however, the re-
sulting performance is higher. Since the task is not splihany independent units and
interconnections are hidden by the implementation, we dgag such a high prize as
by using slower general methods to pass data between péinis fsamework. This work
shows that even this extrem allows solutions that implmargigle task which may be
configured in many different ways as need be.

This thesis is structured as follows. In Chapter 2 we disdusdasic ideas used in the
FFPF project and we give a higher level overview of its asgdtitre. The implementation
details of the extended FFPF are explained in Chapter 3,Hegefith problems we were

facing and how these were solved. Chapter 4 presents ourpenfice evaluation of the

extended FFPF. Chapter 5 describes how integrating an IXPashia special purpose
device can increase performance. Reference applicati@s@ibed in Chapter 6 and its
performance is presented in Chapter 7. Chapter 8 comparefBfeflamework to other

related projects and Chapter 9 compares both ways of usingrRaand concludes.



Chapter 2

The FFPF monitoring framework

This chapter describes the internal architecture of FRBBLilding blocks and how they
interact. First of all we give a brief overview of FFPF withsdeiption of how it works,
later we explain important and interesting parts in moraitiet

2.1 Intel IXP2xxx network processor

The Intel IXP network processors is a family of processorm\aiRIS@ core and a set
of RISC micro engines (MESs) that are specialized for packetgssing. As mentioned
above there was already an implementation for IXP1200 whahaStrongARMcom-
pliant core and 6 micro engines. The IXP2xxx [1] which we feed on in this work has
the Intel XScale[2] core (ARMv5 compliant) Depending on the model, it may h&ve
(e.g., on the IXP2400) or 16 (on the IXP28xx) micro-engiriadntel terminology, these
micro-engines are called micro-engines version 2. We wfikrto their using ME as a
shorthand. The XScale core has a clock-rate of 600MHz andnising an embedded
Linux kernel. Every ME has its own instruction store and alonemory. There are var-
ious other kinds of memory available, which are shared anmddBEg and XScale. Each
type of memory has different latency and abilities. By usimgnt judiciously, they allow
for an efficient implementation of filters running on MEs.

There are many reasons why FFPF can benefit from runningtéssfibon MEs, for in-
stance :

¢ High level of parallelism - independent filters can run ingli@l on a different ME
once packets are available

e High level of parallelism inside an ME - ME has hardware cat#svith zero-cycle
context switching and asynchronous memory access. Thatsnkane thread is
waiting for a signal (usually from memory to indicate thatadare loaded into reg-
isters), the context is immediately switched and anothemtyeo-run thread does its
work. Each context has its own set of registers and a progmamter. It assumes
that a filter is designed in a multi-threaded manner.

1Reduced Instruction Set Computing



e Various kinds of memory ranging from fast but small memoryickihis local for
each ME, to larger and slower ones. Each memory also prodiffesent features
like atomic operations or hardware support for queues gstin

e Pipelining - MEs are connected into a chain and neighborimgjrees can share
registers. This enables them to pass data without goinghaff+o memory. This
feature was introduced in the IXP2xxx series. It was notlalée for the 1XP1200.
Programmers can write filters using more MEs and benefit fiois tWe allow
filters to use blocks of MEs.

e Hardware support for expensive actions like hashing, CRC adatipn encryption
and decryption.

e The XScale core or processor in the host machine will newghigackets which
are dropped by ME filters. Therefore fewer packets are samttbe slow PCI bus.

| f |
[ [
| ME|—» ME| | | ME > ME| |
[ [
- S I
| \ A ! |
PCI ! I ! I . . .
Il ME ME » ME ME | | Media swith fabrig
controller| | ‘ | | MSF
[ L

DRAM SRAM SCRATCH

XScale

Figure 2.1: Scheme of the IXP2400

Since the XScale core is running Linux kernel, every filtagioally designed for
kernel space on the host can be reused on the XScale. Thiadsfftbe processor in the
host machine and improves overall performance.

The IXP2400 NPWis shown in Figl. 2.1. It presents two blocks of micro-engijiies
XScale, various kinds of memory, the media switch fabric B1&nd the PCI controller.

2.2 Whatis FFPF

FFPF as described in [3] is a framework for packet processiatyvork monitoring and
traffic filtering at high speeds (gigabits per second) usigg_tnux operating system. It
is new in its approach and has several features which mageotii well extensible and
flexible.

2Network Process Unit
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Figure 2.2: Scheme of the ENP2611 PCI board

Filtering is not based on a set of rules as in filters lf@bles[4] or on a script as
filters like BPF [5]. Instead, it uses the idea of independétetr§ connected as a filtering
graph. Each node in the graph can be a different kind of a flterthe user can at any
time implement his own new filtéand so extend the set of options which FFPF already
offers.

The second important feature of our framework is the intedistinction between dif-
ferent levels (flowspaces) on which packets are processadh &ich flowspace has a
different processing speed and security. From the useird pbview this is as transpar-
ent as possible. That is a filter runs in the fastest posstld ivhere the desired filter is
available. In the original implementation (by Willem de Bruand Herbert Bos [3]) there
were only 2 levels. Filters were running either in thaux kernel or in the userspace.
The goal of this thesis was to extend the number of levels arehaible FFPF to run
on the Intel IXP network processor. There was already a bagiementation for the
IXP1200, which was very simple and unfriendly for users. @ew approach allows
a transparent upload of filters into the IXP device. The datnplementation uses the
IXP2400 Radisys ENP-2611 PCI card. We also support stanctdk devices which
are not plugged into PCI slots, e.g., a network router adolesgia a network connec-
tion or a serial link. In such cases a different control mettra must be used (e.g., an
ethernet connection), but the idea and the design rematisanged.

2.3 Architecture overview

FFPF can be divided into several layers. The topmost is teeinterface which enables
the user to create afilter-graph. A filter-graph is an exjpoestescribing relations among
atomic filters and forms the final filter. Specifying a filteilagh could be done either
on the command line or using GUI. Both result in a string thatassed to thébffpf
userspace library.

For now we define "flowspace" as a level in the processing luleyathat consist of
nodes such as "userspace", "kernel" and "programmable netwotk dNVe will define

flowspace more precisely in Section 2 libffpf represents the flowspace in userspace.

Sthe right name is élter-class the difference is explained in following sections
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This library is the top of the flowspace hierarchy and alliatgion with the rest of FFPF
is done through this entry point and is passed to the follgilimwspace until it is handled
or fails.

Every flowspace consists of flowgrabbers and filter classefdteh class determines
a filtering routine that can be used. On the other hand a fif®r@ates a filter class with
a filter expression. The expression tells the filtering roeithow to act. For example a
BPF [5] is a filter class that knows how to process BPF expressidhese two items
together form a BPF filter, which will be a node in the filter gnapn expression can be
empty, in that case filter class and a filter is the same anddt@nas fully determined
by the routine itself (e.g., a packet counter). A filter in tlogvgraph is known as a flow-
grabber (Sec. 2.5).

Building a filter graph is divided into three basic phases :

1. POPULATE- this phase finds the correct place in the flowspace hierdostevery
atomic filter in filter graph. A filter can be populated only lretspace where the
required filter-class is registered.

2. INSTANTIATE in this phase the nodes of a filter-graph are created andecteuh
Also connections across flowspace boundaries are built siodtires from one
space are mapped to the higher levels.

3. ACTIVATE- when all actions in the "instantiate" phase succeed, tras@hctivates
packet processing, starts the appropriate MEs and setsahbags to accept packets
from other grabbers that they are connected to or from dsVike ethernet NICs.

The last building blocks are the buffers. Their purpose isttwe data when crossing
the flowspace borders. There are shared packet buftBsf] and non-shared index
buffers (Buf). Some of the buffers are indirectly available to the agtians and the
data stored there can be retrieved if users are interested.

2.4 Flowspaces and flowspace hierarchy

The Flowspace is one of the main building blocks of FFPF. Tiigiral idea is to di-
vide the filtering into different levels. Every level (Seeaexple in Fig. 2.3) has its own
requirements and performance. For instance, running sifiifgrs in the kernel saves
cycles needed for context switching to userspace. On ther dtdind, running a com-
plex pattern matching in the kernel decreases the ovestitsyperformance. The Linux
kernel up to the version 2.4 was not preemptible and stil @nly an option in version
2.6. That means, that once there is a task running in kermgéxty there is no way to
schedule other tasks on the same CPU. This leads to an ovevaliasvn of the operating
system and user applications must wait longer for their Chié slice. Note that "user
application"” may also mean that the "FFPF userspace pads ngackets from buffers
too slowly. On the other hand, simple filters like packet detsor IP address matching
could very well be placed close to the Linux network subsydteyer fetfilter [4]). Go-
ing to userspace and back to the kernel will take an extrefartytime. This is definitely
not desired behavior and introducing a hierarchical aechufre is a possible solution.

11
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Figure 2.3: Flowspace hierarchy with 3 IXP spaces

Using FFPF, the user can decide which filterclass will belalghg in which space. He
can directly influence the performance of the whole system.

A flowspace has an interface formed by several methods. The8®ds are designed
to allow fine grained control over all processing and an axtgon between particular
spaces in the hierarchy. The list of methods (ordered asateeygalled in the FFPF filter
life cycle) is in Tabl 2.1.

INIT called when registering the flowspace
POPULATE

INSTANTIATE

CONNECT

EXPORT performed implicitly byCONNECTor explicitly by the user
MAP

CLOSE

DISCONNECT

UNEXPORT hidden insideCLOSEoperation
FLUSH optional

SHOW optional

EXIT called when closing the flowspace

Table 2.1: List of the flowspace methods

The key method ipopulate It has a recursive nature. As we said before, we want to
run a filter in the most appropriate flowspace. The first doters speed and the second
is availability. By availability we mean not only whether tfikerclass was registered,
but also whether there are enough resources. We assumeldvetrdevel is faster. It
is closer to the hardware and so there is less software cav@rHa the case of the IXP
MEs the filter does not share its processing unit with othedsitecan use all the available
cycles. Thepopulatecall is first propagated to the lowest level, where it triefind the
filterclass and checks the resources. In case that evegyighalright,populatesucceeds
and returns a filter ID. Otherwiggopulatefails and backtracks to the next level up until
it finds the right place or fails completely. One very impaottthing to mention here is

12
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Figure 2.4: Connections between a flowgrabber and its ghusge

that thepopulatecall must act correctly in relation to other previouglgpulatedfilters.
Consider that a filter has input dependencies, then it careypbpulatedin a flowspace
lower than any of the filters on which it depends. The reasdhasdata can flow only
upwards, from NIC to the userspace.

The role ofinstantiateis to create the actual filter, to allocate memory for a flowgra
ber, to associate it with a filtering procedure and initelal structures. In case of an
ME filter it uploads the instructions into the instructioorg of all affected MEs. Since
FFPF puts nearly no restrictions on a filter implementatibig phase is also dedicated
to retrieving the actual filter code if it is not yet presertmight involve a download of
the ME binary file (proprietary code), or compilation of theusce code (e.g. FPL3 [6]).

The methodsonnectand exportbelong together. Connect builds the graph. But it
can connect only the flowgrabbers in the same flowspace. $hatause of the fact that
usually we cannot pass any pointers from space to space. ®gcEbber depends on
another in a different flowspace, we have to export the gratabthe higher level where
the connection can be established. Two exported grabbenmsexer connected, but the
call is propagated to the lowest possible level, where st leae of them is not exported,
i.e. at least one of the grabbers "lives" in this space.

Exporting a grabber means making it available in the higeeels than where it was
created (populated). If the FFPF user wants to access gaakdtgathered statistics,
grabbers must also be exported (explicitly) out of libéfpf. A grabber is exported if
and only if it is either a source for another grabber in a hideeel (implicitly), or it is
(explicitly) marked by the user as "to be exported".

Because we can export flowgrabbers, we also have to map therallMee exported
image aghost grabbesince it is only a transparent representation of a real streacWe
use this on places where getting hold of the original obeciat possible. This is done
by themapcall. Mapping is never issued before all grabbers are caaded his assures
us that we know about all dependencies and constraints whichmit mapping options.
This key issue is explained in Cha3®2 (Implementation).

2.5 Flowgrabbers

The most often used word in this work besides flowspace, igflalaber or just grabber.
It is one of the main building blocks in FFPF. Our frameworksis graph structure and
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a node in this graph is called flowgrabber. It can be constbartunctional unit. It is
associated with a filter(i.e., an instafice a filterclass) and possibly with buffers. As
explained in the previous section, a grabber can be exptwtacigher-level flowspace
as a ghost-grabber. There is no packet processing/filtaritlge ghost-grabber. It was
already done in the real grabber. But it is always associatédarbuffer which is used
to pass data between flowspaces. [Fig. 2.4 shows the diffesdmatween the real grabber
and its ghost image. Flowgrabbers also keep informatiomtatheir predecessors and
successors in the flowgraph. It creates virtual connectrdmsh are presented by the
dashed arrows. They are used while processing a packetsdat pasll connected nodes.
Also it is important when changing the graph structure (eg.application is starting/-
closing its subgraph) to correctly count references. Eaablger can not be destroyed
before all references are released even if this grabber ineedg explicitly closed by
some application. On the other hand it must be freed oncenib ibnger used, to re-
turn its resources to the system. The connection betweeregth@nd ghost grabber is
done by sharing buffers. Flowgrabbers are the most impoirigernal structures and are
discussed exhaustively in the following sections.

2.6 Buffers

One of the crucial things in packet processing is data capyline best we can do is to
filter all packets "in place". Unfortunately this is not alwgy@ssible. There are different
ways in which packets can be received from network devicd$iaw they can be passed
to differentflowspacesThe original design assumes that every received packavesls
into a circular buffer and that every filter gets an index ihig buffer. This approach was
first given up only to be reinvented later on. As the main tgp¢gform is an off-the-shelf
PC with theLinux operating system we have to deal with the current Linux neking
layer - netfilter. This subsystem manages its own buffers into which packetstared
after arrival. Users can implement so-callexbksinto this layer. All hooks are called one
by one and get references to packets stored in these bugnsacrementing reference
counter on packets, we can lock them in memory an they willbgotleallocated until
the hook finishes its job and returns the packet back to#tilter. There is no need to
copy packets to other locations, since it would introduceescesary overhead without
benefit. Therefore every packet received by pat fi | t er _hook is passed as it is
to the flowgrabbers in th&ernelspace We wrap it into our ownst r uct packet
structure where additional information is stored, such hsther the packet was already
saved , and if so in which buffer and on which position. Onaephcket is stored, any
consecutive filter knows about that and does not store the smoket again. It does
not only saves cycles, but also prohibits multiple occureeof one packet in one packet
buffer or an unexpected packet in a different packet buffer.

Problems emerge when packets have to be sent to the userlaare.is no way to pass
kernel-valid pointers to userspace. We can only copy datafd provides primitives for
that) or map some memory area. None of these options can evitbeut intermediate
step. As aresult the currentimplementation stores sudkepam an extra buffer which is

4a filterclass together with an expression
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memory-mapped into userspace. Details on memory mappagrasented in Chaf3?.

We have no extended FFPF to cooperate with "intelligent” asviike IXP network
cards, packets are no longer received only throoetiilter. E.g., there is no common
driver for the ENP-261% Such a card has so many options how to handle in/out going
traffic that the manufacturer only provides an SDK and usex& o build their own
solution which suits their problems the best. Thereforénthst-kernel needs another way
to get data. This lead us to embrace again the previouslydaiaa idea of storing all
packets into buffers immediately after they are accepteitidgystem (on micro-engine)
and the Linux kernel uses a poller to read these buffers apddses thaetfilter.

There are basically three kinds of buffers in the FFPF systne of them is the so-
calledMBuf which is just a chunk of an unstructured memory, assigneditteawhich
can fill in various data. When exported, this memory can be bgatie application and
its content is presented to the user. Since the interpoetaétidependent on its filterclass
and the mapping is done in a similar way as the other buffeesgevnot consider it as
an interesting topic for deeper explanation. Further onpif mentioned explicitly, we
talk only about the packet buffer®Buf) used to store raw data and the index buffers
(IBuf) to handle indexes of packets classified as accepted byfiRBufsare shared as
much as possible to avoid any copying. But there may be go@bnsao move packets
to other packet buffers. These are described in'Sec. 2.7egosvmention them shortly
here. We may want to separate processing done by a normaanddsy root. There
could be security issues to consider, e.g., once FFPF isidadeto enable firewalling,
routing, NAT, some processes will want to change packettheutlata that are processed
by others cannot be changed, etc. In contrast to the shatecera PBuf every flow-
grabber which stores packets into a packet buffer keepk ththem in its own index
buffer. Index is a small structure which holds referencés PBufstogether with the
value assigned by the last filter. This gives the opportupiiyner-grained classification
than the booleahr ue/ f al se pair. It also keeps unique identifier of the packet buffer
in which the actual packet resides.

A buffer is a circular structure where there is one writeldaled by many readers.
Writers can be simple, with every packet saved,lgeindexis incremented by one.
Similarly a reader has only to check if its index is still nofual to the writer's one to
find whether data are available. On the other hand this alsgssome difficulties. As
every integer type has limited size we have to deal with o»erfivhen incrementing.
With a 32bit counter that wraps every 4G of packets and wittvokk speeds in the order
of several Gbps, it takes at most few minutes from start o€gseing to the overflow.
One simple solution is to use 64bit counters. These canseptesuch a huge number
of packets that its upper limit is no more a big issue. Howé@Jearings another problem
which is no less serious : atomicity. Readers and writers@mewrrent processes and we
are not allowed to make any assumptions about reads and\set&lizability and 64bit
read/write operations are not atomic on most of today’st32ichitectures. On the other
hand 32bit operations are atomic as long as they access mdields aligned to 4byte
offsets. Any kind of locking is out of the question since thesihead is huge. Linux
provides us with atomic operations in the Linux kernel. Utdoately they do not apply

Shttp://www.radisys.com/
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Figure 2.5: Old version of flowgroup. All IBufs points to oneesed PBuf

outside of kernel space. Moreover, in the case of the IXP Ni€ wiriter runs on a ME
and the reader may be a userspace process, in which casenebgstes are separated
by the PCI bus. Aligned 32bit r/w atomicity holds across the B@ and this is all we
can be sure about.

Considering all pros and cons we maintain the indexes onediguldresses to make
32bit r/w operations atomic. Writing 4G packets to a buffetwsen two consecutive
reads is not probable, so we can count indexes modulo 4G.

2.7 Flowgroups

FFPF can be used by many users on a single machine. Every apptican have differ-
ent requirements, permissions and goals. We believe tHf ki become a subsystem
for many different networking applications, starting withssive monitoring and contin-
uing with active network processing, where there is a need fast packet delivery and
work distribution on various levels or machines. Nodes imadjraph do not necessarily
have to be filters but can change content, headers, etc. ahikead to applications like
firewalls, routers, NATs, spam-filters and others. All thpsssible uses can interfere
with each other and for this reason we need good separatiosiislachieved by creating
so calledflowgroups

The idea is that every flowgroup has its own copy of a packetived from the net-
work and processing of such a packet does not influence dataen groups. How large
such a group is, depends on the FFPF administrator and ifsguoation. There are
basically three options but more can be added very easigsdthree are :

1. global - there is only one global flowgroup in the entire system whachtains all
processes. This is a good choice if there are no clashespa.gachine used for
one specific task. It saves multiplexing (copying) of datd saves memory too.
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2. user dependentto which flowgroup a process belongs is determined by its-use
information. There are two sub-categories. One puts teggttocesses of one user,
based orUl D. The other sub-category shares data for one user-gf@up) (

3. PID - every process has its own copy of packets. This is good ie oda small
amount of applications with totally different tasks. Owesld grows with an in-
creasing number of processes.

It is worth mentioning that the (statically linketipffpf separates applications as well.
So the upper mentioned rules apply in shared spaces, n&erelglspace

A flowgroupdoes not have a real representation inside FFPF. In thenatignplementa-
tion there was a bijection between packet buffers and flouggo In other words, there
was always only one packet buffer in one flowgroup and all ttens in index buffers
were pointing to its data items.(Fig. 2.5) This was suffitimhien a user was able to
build only a limited set of flowgraphs and packets were resgtlvy means of hooks into
netfilter. PBufswere assigned to flowgrabbers at the moment of exportingsgospace
or outside of FFPF). At this moment it was detected whethenethlready existed such a
flowgroup and if so its packet buffer was reused. If not a neta deorage was created.
This is equivalent to the creation of a new flowgroup.

The drawback of this design popped up when we allowed malsplrces to be con-
nected to one sink. Since there was no explicit administnagbout which flowgrabber
is in which flowgroup and the main idea is to share/reuse ahras@ossible, it leads to
situations as shown in Fig. 2.6. What happens if one appiicgtopulates flowgraphal)
and then another application populates flowgrapjwith the same subgraph? Basically
everything is fine until filters F1 and F3 are exported. (Weiassthat both parts are pop-
ulated in the same space, e.g., kernel-space) When F1 istedpamewPBuf is created
(P1). What should happen when F3 is exported also? If we réedel, then the second
flowgroup can reach packets accepted by the other flow, albfpluinauthorized. Even
so everything still works. The arrow from F1 to F3 on b) sholae ¢onnection which is
created between different flowgroups (dashed boxes).

The real problem occurs when F2 was exported with a new P2ibU#2 is created
because there is no buffer in this flowgroup associated wi¢hR2 predecessors and
packets arriving to F2 are unsaved. But then there arePfwafsin one flowgroup, one
of them is included also in different one. More over, packetsving in node F3 are
already stored, in P1 or P2, so F3 saves only an index intBut§13). Where should the
reader of F3 output (some poller in userspace) get the packe?

The previous version of FFPF was dealing with this problera quite specific way.
When a flowgrabber was being exported, it checked its prederset see if they already
have assigned buffers. If there were none, a new one wasradqui they were all the
same, it was reused. But if there were more of them, a problesmdetected. This
situation was rare and unexpected, only leaves of a flowgnegpl exported and no inner
nodes. In that case FFPF chose one of these buffers and theatmms to predecessors
with other packet buffers were canceled. This was not reddd the user and his results
of filtering were wrong. Unfortunately, when more than onevficabber sharing the
same buffer in kernelspace were exported to userland itzapgeas different buffers (as
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Figure 2.6: Packet buffer clash between flowgroups

explained in Sec. 3.5.1) which meant that it also broke atberect connections.

Since part of this work is not only to make FFPF running on IX&cessors, but also
to enable FFPF to handle more complex graphs, all buffer amehfoup management
was redesigned. How is it done is described in detail in (Ch@p.Here we mention only
the main new features in this major change. The main poitiaswe no longer receive
data only fromnetfilterhooks. For instance packets are also received by IXP MEsyMan
packets are already saved before being procesdestmelspaceAs network processors
are becoming more popular nowadays and we want FFPF to becabtmperate with
them, we expect that there will be multiple different bufen distinct places inside FFPF
in the future.

There were basically two ways to advance toward a bettetisnllBoth of them have
one thing in common. There must be more packet buffers ieclud one flowgroup,
therefore flowgrabbers must be able to reference them andesulh we can no longer
distinguish if a node is in some flowgroup by the packet buffigh which it is associated.
Also, both of them have to deal with merging data from différgources. The first option
is to allocate a new buffer whenever we detect that the pesdecs do not have the same
PBufs. It may look like a straightforward approach. But theraidanger that packets
will be saved into more than one packet buffer inside one ftowg and we have to pass
this information together with real data. The second opdo store packets only once,
save information about tH@Buf in which it is stored, into an index structurelBuf and
associate all relevant packet buffers with each node. Bytdlsket buffer identifier from
an index must be translated into a valid pointeP®uf After considering benefits from
both options, we decided for the latter. The most costly @fpen is data copying which
is hereby minimized and traded for the id-to-pointer tratish which is cheap if well
designed. It seems to be a cleaner and more robust solutivallas

Since there are morBBufsin one flowgroup, the flowgroup has now become an ab-
solutely abstract construct. We incorporated it into ides which are assigned to each
flowgrabber at creation time. Later on only these IDs arequhsgo the FFPF calls and
situations like the one depicted on Fig. 2.6 never happensek gets only the handle
of the exported grabbers. With the new ID design (describeSec! 3.2) t situation is
more clear as shown on Fig 2.7. In case a) there are two graphs same group sharing
the same subgraph (highlighted by the thick line) which lsveéd and saves resources
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fl>f2>f3>f4

fl>f2>f3>f5 [[{F1}f1|f2]>f4 ]| [{F1} > f3 > 5]
a) b)

Figure 2.7: Graphs in the same and in a different flowgroup

as well as processing time. In case b) there are two graphsedrey the members of
different flowgroups. Because of that this graph is createcetand are both absolutely
separated.

2.8 FFPF API

FFPF provides a simple API to the user. His only duty is toduaih abstract repre-
sentation of the required graph. He does not have (and ddeseed) to access any
elements (like atomic filters) and does not need to connenually filters together. In
contrast witHibpcapand its set of routines, this gives a simple and powerfukirteand
monitoring tool even to unexperienced users and prograsinBar linking libffpf into a
project we get access to primitives which initiate and cldsary, starts, pause and stops
processing. This would be nothing without access to pacideish were accepted by all
the filters. Therefore we provide an API for data-access too.

Filtering expression

The entry point tdibffpf is thef f pf _open function where the user passes the desired
filtering expression to FFPF. To accommodate the growinlgiakiof FFPF we have im-
plemented support for a more flexible and complex syntax.mpat expression consists
of "filters" and their positions in the filter graph. We kept taaguage model from the
previous version which uses two possible relations. Eilse either dependent or run
in parallel. To mark this we use signs derived from thax shell: pipe ’| * for parallel
processing and redirectior”for dependency. This is familiar to Unix users even if the
meaning is slightly different. The differences become icieen in a simple serial filter
with several stages. Unlike the shell where theconstruct would be used, this relation
is expressed with the>’ sign. We believe this makes sense since it redirects oditport
one filter to the input of another. In the graph language tpesation builds edges. More
complex graphs require branching. To redirect output frama fiiter to multiple other
ones, | ' have to be placed among them.

Only these two operators would not be enough to build treplgravhich are impor-
tant, for instance, filters listening to multiple devicesneQway to solve that is by intro-
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ducing the operators priority and associativity. Both ofesaare left associative. The re-
sultis presented in Fig. 2.8b. It corresponds to the expmes6( devl | dev2) > f1) > f2"
or"(devl | dev2) > f1 > f2". Both of these are more clear and the user also
knows for sure what is the result populated inside FFPF. amgte (c) a user may be
surprised that he getg (devl > f1) | dev2) > f2". This is totally different
from"(devl > f1) | (dev2 > f2)"which may be more logical and was proba-
bly on the user’'s mind. In FFPF * has higher priority than3’and’[ ]’ can be used to
make associativity explicit(e.d.devl > f1] | [dev2 > f 2]). By thisthe result
is uniquely determined. The round brackets used above agecwrect part of the input
expression and are used here only to help to show how the apdessociated. Round
brackets are used to enclose one node, here representdd b, etc. More examples
of the correct form are shown later in Fig. 2.9 after all thetdees are explained.

Every atomic filterdevl, f 2, ...) can have a more complex structure. As stated be-
fore, FFPF can handle various kind of atomic filters whichlarewn to its framework.
To enable this the user has to provide more information. \Emede in the graph is rep-
resented as comma separated list of parameters, enclosactimheses. The firstitem is
special and mandatory. It tells the filterclass of this nadeere are classes for which this
information is enough. Examples are basic filters Blexzept or dr op (which accept-
s/drops all packets) or a specific users implementatign{i | t er ) of a filter where its
class name includes all other information (etgcp_on_port _1234_out goi ng).
On the other hand, the idea of filterclasses is an opporttmiyrite one filter and use it
in many different situations. There are several exampéegying from simple to complex

1. a basic class which represents network devices, on figleested asdev”. It
expects an identifier of a physical device. This couldelbdN for a particular
ethernet NICj xpN for a filter running on the N-th micro-engine of an 1XP1200,
i xp2xxxN for receiving packets from an IXP2xxXx, etc.

2. filters that need preallocated memory in order to workeatity and which can sub-
sequently be exported so that users can read partial regixtanple in this class
are packet counters or byte counters.

a) dev > f1l > f2 @ o

@Dy vy @D e

@ c) devl > f1 | dev2 > f2

b) devl | dev2 > fl > f2

Figure 2.8: Basic filter expressions
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3. virtual machines likdBPF [5] where a user provides expressions in the BPF lan-
guage.

4. just in time compiled filters, e.g., FPL1, FPL2 [7], FPL3 [8
5. pattern matching filters (e.g., Aho-Corasick [9])

6. filters based on various tables, e.g., firewalling tables

7.

hints about where a filter should be populated, ...

As one can see, there is such a large variation of filters veith different requirements
that placing limits on the number and the amount of parareéterounterproductive. For
all these reasons we opted fmame = valuepairs. We don’t even requireraameto be
unique. The filter specific handler receives the full listniy handle them in any way it
sees fit. The list of currently used parameters and their mgasmsummed up in Tab. 2.2

expressi on | This parameter corresponds to filter expressions in|the
original implementation [10]. Users can registens-
lators for each filter class. To a translator is passed the
"expr essi on" which it translates into a representation
expected internally by the filter. Currently used by the

FPL-1, FPL-3 andBPFfilters.

exported

As described in Chaf??, flowgrabbers are not visible on

higher levels than the highest level at which they are used.

For that reason every grabber needed outside of F
(e.g. because the application needs the results) mu

marked aseexport ed=y. This also gives an opportu

nity to users to export non-leaf grabbers. This was
possible earlier. One example of how this is used is a

FPF
st be

not
5ce-

nario in which a packet counter is placed between filters

to see how many of them are dropped later on.

nmbuf si ze

Minimum amount of memory required by a filter. Th

is

memory is allocated, managed and mapped to userspace

by FFPF at instantiation time.

Table 2.2: List of currently used parameters

The filter-expression syntax as described so far can hamijeaolimited set of di-
rected acyclic graphs (DAG). The limitations are causedamy by the used relation
operators, but also by the expression processing. We pgyaestring using théemon
LALR(1) parser [11]. This was sufficient for the previous (pier) syntax. A LALR(1)
parser can easily handle trees as it traverses the denvaéie of the input. To handle
more complex DAG structures and still keep the filter humeadable, we introduced
specialtags A tag is a token in curly bracket$ ' } * prepended to atomic filte?s The

6Note that the "{}" is currently being replaced with an “idéigr=tag" parameter to make it more consistent with the reshef t

input language
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tag can be any identifier consisting of alpha-numeric chiaraaip to a length of 32 char-
acters. We first used this with expressions that were autergéed by a graphical graph
editor. In this case, incremental counters were used as M3sthis is not convenient
for human users, more meaningful tags are also allowed. dwerethere is no need to
repeat the parameter list and tHd 'ag} () " syntax can be used when referring to other
nodes in the graph. An example is shown in the last row of Fig Zhese tags are also
used to get a reference to a grabber from the list of all egpdtowgrabbers.

Once such a tag is discovered while parsing, the node isdedan a parser lookup-
table. Whenever taggedatomic filter is found, its tag is compared with the records in
the table and in case of a match, the "old" node is reused ohsfeaeating new one.

In this way the users can create filter-graphs of varying dexify. It is important
to mention that FFPF does not check whether the receivechgsameaningful (e.g.,
whether there are branches with non-empty intersectioroaf)l. FFPF is only respon-
sible for a correct delivery of packets to filters. It knowshing about which sort of data
can be accepted by which filter. This could lead to "multiglmal’ of packets in FFPF if
a packet is accepted by more branches and than goes to oma@iekhen once. It is the
user’s responsibility to build correct graphs so as to atluiglkind of problems.

(device, expression = eth0) > (accept)

(device, expression = eth0, export = y) > (accept, export = y)

[(device, expression = pcap0, export = y)|(device, expression = eth0)] > (accept, export = y)
(device, expression = ethQ) > (sampler, expression = 2, mbufsize = 4, export = y)
[{pcap}(device, expression = pcap0) > (accept)|{pcap}() > (debug, export = y)] > (drop))

Figure 2.9: Input expression examples

2.9 FFPF programming language (FPL)

This section is base on "FPL-3: towards language support for distribpgetket processing' [6]

The FFPF programming language (FPL) was devised to give fR&=Fplatform a more
expressive packet processing language than availablestingxsolutions. The FPL-2
conceptually uses a register-based virtual machine, bupies to fully optimized ob-
ject code. It supports all common integer types and alloyesessions to access any field
in the packet header or payload in a friendly manner. An eibm set of macros im-
plements a shorthand form for well-known fields, so thatdadtof asking for particular
bytes, a user may use 'IP_PROTO’ to get IP header’s protaoeldl, fior instance. More-
over, offsets in packets can determined by an expressiatUfon safety is by virtue of
both compile-time and run-time boundary checks. Most ofogperators are well-known
from C language. FPL-2 supports conditional branchirfg (.. THEN ... ELSE),
loops FOR), hash function (optionaly implemented in hardware), exdéfunctions (ef-
ficient C or hardware implementation) and packet transmnissi

However FPL-2 was designed for single node processingirdstdlescendant FPL-3
extends FPL-2 with constructs for distributed processi@igLl T() construct tells the
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compiler that the code following and bounded byTisLPS construct can be split off
form the main program.

The FPL-3 language hides most of the complexity of the ugdeglhardware. For in-
stance, users need not wory about loading data into ME'stesgibefore accessing them.
Similarly, accessing memory which is not byte addressablendled automatically by
the compiler.

The FPL-3 compiler generates straight C target code thabednrther handled by
any C compiler. Programs can therefore benefit from the amtvaptimisers in the Intel
micro-C compiler for IXPs andcc for commodity PCs.

FFPF was extended in such a way that it can transparently iRPL sources to
micro-engine object files which can be automatically loaaled started.
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A short FPL example :

IF (PKT.IP_PROTO==PROTO_TCP)
IF (PKT.IP_DEST_PORT==80) THEN
"http_processing"”
ELSE IF (PKT.IP_DEST==25) THEN
"emalil_processing”
Fl
ELSE IF (PKT.IP_PROTO==PROTO_UDP) THEN
"udp_processing"
ELSE
"other_processing”
Fl
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Chapter 3

Implementation of the extended FFPF

This chapter describes implementation issues. As a dengigpatform we use an x86
compatible PC, Linux kernel version 2.6 and GCC version 3.>e G&C compiler allows
us not only to compile for the host’s x86 CPU but also for the Z§8grocessor, using
cross-compilation.

As mentioned earlier in Sec. 2.1 on page 8, the IXP1200 wasadyrused by FFPF.
However integration into the FFPF framework was quite kit It was only running
ME filters which were manually preloaded by the user. There m@mechanism that
allowed FFPF itself to tell which filter was uploaded and tetdr The IXP1200 was an
autonomous system and the only possible way of interact@as polling on buffers in
the IXP memory mapped into the PCI space. Our goal was to ef&h€ to take full
control of the IXP device (Radisys ENP-2611 PCI card, see FR). 20 put decision
logic onto the card and to make it transparent to the userellere several issues to be
solved :

e Most important was that the solution had to fit into the oradidesign by extending

the flowspace hierarchy by (an)other space(s)

e We had to extend the control mechanism so that it can crogselit boundaries

like the user-kernel space boundary, the PCI bus and the nHetwo

e The performance in the data flow had to be improved. The aidgkiP1200 imple-
mentation allowed 3 distinct copy-policies [3] across tiid Bus. We concentrated
on improving these and adding one more, in which the IXP depitshes data into
the host memory, DMAdike.

e We had to incorporate a resource manager. It handles mangginimited number
of micro engines as well as the limited amount of memory, Wias to be shared
among MEs and XScale.

e The original input language and user interface needed aletenpverhaul.

3.1 Flowspace hierarchy

As explained in Sec. 2.4 we introduced the notion of a meltel hierarchy of flows-
paces. Here we focus on the design and the implementationcbf & hierarchy. Our

1Direct Memory Access
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point was that we want to allow spaces not only on a single maghut possibly on a
distributed system and with different endianness.

A flowspace is in fact represented by two structures. One talawhich manages ex-
ported structures and communicates with a receiver. Conuation can be done via
special control devices (between userspace and kernelspaa the PCI bus (kernel-
IXP), LAN connections (userspace-I1XP), etc. The receivedule passes data to the
localspaceand the stubs of other spaces. It tries all stubs landlspaceone by one
(dashed arrow, Fig. 3.1), until it succeeds or possiblgfdiivery stub has its own list of
grabbers which it represents. Real flowgrabbers (as opposgtbst-grabbers) live only
in localspace

Flows space stub

B I localspace
| ——stub

)
stub stub

receiver

flowspace border

Figure 3.1: Relation between localspace and stubs

The communication between a stub and the next level is hdmgieode which seri-
alizes, sends, receives and deserializes requests aresrége)Serialization is common
for all boundaries. Sending and receiving is modular. So aresend request a from
userspace to the kernel as well as from kernel on the hostineatthFFPF running on the
IXP card across the PCI bus. There is no obstacle to using FF&HBistributed manner
and using the network as a communication channel betwefsneatit FFPF flowspaces.

In our experiments, the flowspace hierarchy was purely tirgat this is not a neces-
sity. For instance, there may be more IXP cards where eacbsets ondxpspacE or
the user may want to receive packets from other sourcesy Eesice is represented by
one stub in kernel-space and the resulting hierarchy islineas.

3.2 Populate

The first step in creating a filter in FFPF ipapulatecall. As mentioned before it has a
recursive nature. It's goal is to find the most suitable floaespfor a given filter. Our first

2the XScale and micro-engines
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criterion is speed. So on every level we have a list of all gpagsible from that point
ordered by speed. We simply take the first one, and pass ouesetp this flowspace.
If it returns failure (or rather - not handled) we try in a loeach consecutive one until
we succeed. Naturally it can happen that no flowspace frogligtican handle such a
request and so it fails on this level and returns to the next lep.

Populatenot only returns a simple filter ID which is later used to bualdjyrabber’s
unique ID, but also an internal flowspace identifier in whieis tall succeeded. So when
later populating a filter which depends on this one, we carnthusdlowspace identifier
not to go deeper than the level at which this grabber wasnhatad. This satisfies the
condition that data flows only upwards in the hierarchy. Aweotstrong requirement
is that dependencies are on the same path from the root jase)s If a filter can be
populated on each XScale in the system, we have to populatetite correct one. That
means on the same XScale, where it has its data sources. w@thetr would not be
possible to connect these filters and populating of the whiltde graph fails. We already
mentioned that our hierarchy was linear since we have orgyiR card in our system.
This can vary, and we want to handle such cases correctly las we

o libffpf Lo

a) b)

Figure 3.2: Population in a complex flowspace hierarchy

Before, it was very simple. There were only two flowspaces attl wvere directly
visible fromlibffpf. The easiest was to remember in which of these two spacealhe c
succeeded. This is not the case now. As shown in Fig. 3.2&rIspaces are overlapped
by higher-level. In other words, lower spaces cannot alwayseen from the higher
ones. All that is directly visible is the space immediateiybath in the hierarchy. So for
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instanceixpspaceis not visible fromuserspacenor is micro-engine-spaceisible from
kernelspacelt is encapsulated inxpspaceanstead. This configuration has some benefits
and also some disadvantages. We focus here on the lattgro§aithere is more than one
"intelligent” card like the IXP in the system, and we want ta the same set of filters on
all of them. The original design gfopul at e simply goes to the first one (let’s call it

i xp0) and as the filterclass is found there, it returns. If we waibepopulate the same
filter on the other cardi (xp1l) it tries thei xpO first. Again it succeeds and therefore
it never reaches thiexpl. Our goal was to develop a simple and transparent solution
to this problem. If there is a grabber populatediompl as shown by the thick arrow
in Fig.'3.2a, then all other nodes which are dependent orotigsare populated on the
"solid" path (Figl 3.2b) and not on the "dashed" one, which isHited". Fig! 3.2a also
shows how lower-level flowspaces are encapsulated in highels.

This apparently leads to wrong results. A typical problemaekample is a simple
expression likeg(i xp0 | ixpl) > f1. This would be populated correctly if and
only if f 1 exists only inkernelspace®r higher. But we cannot assume this and moreover
if there is a filterclass for the kernel on the host machines, @ough to recompile it to
get a filterclass for th&XScale For this reason it is a serious issue and a solution had to
be found.

We can imagine two different "correct" ways of populatinglsaa expression. From
a performance point of view the better would be to create titersif 1 for each device.
But we also have to consider that this filter may gather somernmdtion (statistics)
which is stored in th&IBuf and this would split it into more buffers. Moreover, one may
also export this "multi-grabber”. The application would hawebe aware of this. For
this reason we do not treat it as a correct result. The seawhtha right solution of this
problem is to populatél in the host-kernelspace

For these reasons we extended the flowgrabber IDs by a spietiatalledflows-
pace_navigatorhich uniquely determines the path. Details are in the nestien.

Flowgrabber ID

The flowgrabber IDs have changed significantly in the newioarsef FFPF. As we al-
ready mentionedpopul at e was returning the filter identifier, a 32bit number calcu-
lated as a hash of the filterclass and the filter expressiorr8etllingi nst anti at e

a prefix to this value was added to build the final flowgrabberTiBe prefix was a string
containing the filter identifiers dll predecessors. It was internally used for connecting
a new grabber to its data sources. The requirements placHd bave changed, so its
internals need to be changed too. The new ID is defined asvsillo

struct flowgrabber_id {
uint32_t filter_id;
uint32_t flowspace_navigator;
uint32_t flowgroup_id;
uint32_t var_len;
uint32_t var(];
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Flowgrabber ID consists of a fixed part (we may consider timeader) and a variable
part. In the fixed part we encode 3 things : flieer ID, theflowgroup IDand theflows-
pace navigatar Thefilter ID is used when instantiating a grabber to associate it with the
right filter. Theflowgroup IDis used to make clear what belongs to which flowgroup.
The last fixed item is th#owspace navigatorexplained as follows. Because there can
be more grabbers with the same filter in the same flowgroupinbaidifferent place in
the graph, the ID must uniquely distinguish them. As mordiagfons can share a part
of the flow graph, the IDs that refer to the same node must betlgxthe same. Since the
only part of FFPF which has knowledge about the entire graph structure atirtiee af
popul at e andi nst anti at e is the front-end I{bffpf), the final ID must be created
here. To build IDs which are created by distinct applicagibnt express the same posi-
tion in the graph, we use a similar approach as with the pefikbe subgraph on which
a particular node is dependent is encoded in the variabteoptire node’s ID structure.
Note however, that the meaning of the variable part can ahanthe future.

Now let’s return to the so-calledlowspace) navigatorWe have encoded the flows-
pace position in a single 32bit value. This value is virtydivided into 8 4bit fields. This
limits the depth of flowspace-hierarchy to 8 with a brancHengor of 14, as two values
are reserved. One is used to prohibit descending from therduevel to lower ones and
allows the populate call to succeed only in the localspacthercurrent level. The other
permits descending to all branches. We consider this to basonable limitation, since
having too many processing levels would increase latendpenFFPF system, which
may not be desired in certain circumstances. Note that thebeu of devices (which
increases branching) is also limited by the hardware andheh¢he host machine can
handle the received traffic by all these NICs. Throughput efRICI bus is one of the
bottlenecks.

The navigatoris assigned to a grabber ID in two different ways. When pomdat
the bottom-most node (device) we cannot foretell in whictvéjpace the device-grabber
will be populated. Therefore a speciavigatorhas to be assigned that permits to de-
scent into all branches. Once a filterclass is found and tbktizking to the userspace
starts, all flowspaces on the path put their mark into thegadwr. The mark is given to
the flowspace during initialization, the level ("depth") of evikpace is hardwired. As
mentioned before, theavigatoris divided into 8 fields, each for a mark from one level.
A navigatorcan be presented as a hexadecimal number where each dagibise field.

When populating a dependent filter, we talerigatorsfrom all its direct predecessors
and calculate the longest common path, starting in the paees The first field where the
navigatorsdiffer is marked by one of the reserved values which stopghénpropagating
of the populate call and enables to succeed only in locagéspiithere is only one pre-
decessor, the navigator sent to populate is identical. Bisiritchange as the population
returns from higher level. The returned value is prefix ofghedecessor’s.

As a flowgrabber is not yet created by fhepul at e but later intheé nst anti at e
phase, the ID also navigates this call to the right place &&p). From then onwards all
other flowspace-methods find the grabber even if not directed

A few examples :
ffffffff allows aflowgrabber to be populated wherever
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00000000 limits flowgrabber population only to the userspace

10000000 allows a flowgrabber to be populated in the first flowspace énligt kept
in userspace (i.e., starting from the userspace, it may $tantiated in the first
flowspace bellow it. It is usually kernelspace), but not agep

13000000 allows a flowgrabber to be populated in the third flowspacé&dnlist kept
in kernelspace (e.qg., ixp2)

3.3 Flowgrabbers vs. Ghost-grabbers

7" Poling T~ | L= Poling T T~ Flowgrabber
’ My \ .
' ML ) Filter
N\ Ghost—grabber 2 N\ Ghost-grabber |+’

IBuf IBuf

Figure 3.3: Mapping #lowgrabberto its ghosts

As discussed in Chap. 2 we use two categories of flowgrabbeed:grabbers and
ghost-grabbers. In this section we describe them in detdie real grabber is always
associated with a filter (Fig. 3.3) and does the real filterimgcontrast, a ghost grabber
is the real-grabber’s exported image. Its only role is topkéee information about the
mapped buffers. The dashed loop depicts registration witineskind of reading mecha-
nism (usually polling) which grabs data from mapped buféard participates in making
the graph connections. The difference between real and gradsbers is an internal issue
of FFPF and transparent to the user.

Unlike a real-grabber, a ghost is never an intermediate mothe part of a flowgraph
on some level in the flowspace hierarchy. It has only forwamthections, i.e., connec-
tions that are used to pass packets to next grabbers foefuptiocessing. Backward
connections are managed on the lower level where its reetseptation lives. The in-
terconnection between these two incarnations is done isg¢hse of reading data from
the mapped buffers. When a packet is read from a buffer, a imgnfdinction checks all
connections from the ghost and passes the packet to eadssocoone by one.

An example is shown in Fig. 3.4. The original flowgraph is ig.F8.4a) whereas
the populated result is shown in Fig. 3.4b). Two nodes remtiasy ethernet devices are
exported to userspace. Connection to the ghosts only aghated| data received by ethO
or ethl will be delivered to all dependent nodes. Whetheretigb®sts represents NICs
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Figure 3.4: Device ghost grabbers

or leaves of a more complex graph which is populated in kepagle (or even deeper) is
not relevant, as both structures are treated in the sameanann

3.4 Crossing the PCI bus

All interaction with the ENP-2611 card is done across the P@. bWe can directly

access DRAM from the host and, vice versa, the 1XP2400 process the card can

access host memory. Moreover, the IXP2400 control-staisters are also available in
the PCI memory area. But what exactly do the CPUs on both sid&s Eeey see the

Intel 21555 PCI-to-PCI bridge (PPB). No communication may £fosm one side to the

other without going through this bridge.

3.4.1 The Intel 21555 PCI-to-PCI bridge

The Intel 21555 [12] is a PCI device that performs PCI bridgingctions (connecting
two PCI buses). It has 64bit primary (host) and secondary ¢aqal) interfaces with
66MHz capability. It is a non-transparent PPB. Any local gssor can independently
configure and control local subsystems. Unlike a transpd&PB, the 21555 intercon-
nects two processor domains. It enables :

e Independent primary and secondary PCI clocks
¢ Independent primary and secondary address spaces
e Address translation between primary and secondary domains

The 121555 forwards transactions just like a transparei, BBt it also performs ad-
dress translation. It enables one to hide subsystem resofrom the host processor and
resolves any conflicts that may exist between the host anlbtlaé subsystem. Besides
the address translation we also use the ability to intethghost processor when a spe-
cial (doorbell) register is written. No other interrupt @\arded to the other side of this
non-transparent PPB.
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3.4.2 Control protocol

As control messages are sent from the userspace to the kgrnect | calls on a spe-
cial / dev/ ff pf/ control device, they must also be sent across the PCI to the IXP
card. For this reason we implemented a very simple protosa.use a buffer of fixed
size (by default 1MB) allocated in IXP DRAM to exchange data.our protocol, all
communication is initiated by the host. The IXP is only repdyto requests.

Whenever data are written in the exchange buffer, a signal beusent to other side.
For this purpose we use the doorbell interrupts. When we hiegiborbell an interrupt
handler on the other side receives the message. When sendiggad from the host
to the IXP, we can use either the doorbell register on the5313PB or on the XScale.
We opted for the latter one. This register is mapped in the P&hary area. Once
this register is written with a non-zero value, the XScaleaeceives an interrupt. This
register is 32bits wide. A written value does not only raiedrdgerrupt, but it can also
be read and this way distinguishes what kind of message dimpgnAn IXP reply is
signaled by writing into the 16bit doorbell register on tleeendary side of the 21555
PPB.

When exchanging a small amount of data, we usertagboxregisters on the XScale.
There are four of these registers, all of them 32bits wide. ud&ethis e.g. in the data-
pushing negotiation.

3.4.3 Mapping IXP memory to host

Our ENP-2611 card has 256MB of DRAM. Actually when initializié configures only a
64MB window in the PCI area which is visible to the host. Thisgdw can be mapped
to any contiguous area in DRAM. The mapping is done by settmg window size (at
boot time), which determines how many bits of an address sed as an offset in this
window. The i21555 adds this offset to the valud inans| at ed_base register. The
results is an address in DRAM.

Since this is the only part of the DRAM that is visible to the fh@dl buffers must
be allocated here. 1MB is dedicated to the control data exgdhduffer. Into the first
megabyte of the same PCI window IXP2400 control-status tegigCSR) are mapped.
This leaves 62MB that can be used for buffer allocation. kénbn the host, there is
only one packet buffer. It is written by MEO and read by othkerfs. The rest of the
memory is available for index buffers and extra memory bsf{®Buf). This is further
divided into two pieces : one for micro-engines and one fterlilrunning on the XScale
core (see the layout in Fig 3.5. Both parts are managed byeliffenemory allocators
implemented in FFPF.

L L L | Ex
bT PBuf IR R et (il M sty N W S
L= —
micro—engine IBuf XScale IBuf

Figure 3.5: IXP DRAM layout
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3.4.4 Mapping the host memory to IXP

The IXP can also directly access the host memory. This eadh$ter data transfer via
the PCI bus into the host memory using DMA. This is explainedigtail in sections 3.5.3
and 3.5.4. The host CPU is not involved in this and data aresdopnce, regardless of
how many times they are used later on. There is an argumenit teanot necessary to
copy the entire packet every time e.g., when only a headaimgdo be used. However,
we have opted for copying the entire packet for the followiegsons :

1. Itis expected that there are filters running on the hostémeer in userspace) which
will need the entire packet for complex inspection (liketpat matching)

2. Depending on the PCI width (32 or 64 bits) and frequency (886MHz), the
bandwidth is sufficient for maximum data transfer betweerbdssand 4.2Gbps,
while the host CPU is not involved in that and the XScale onlyigly.

3. There is always the possibility to make data-pushing ncoraplex to reflect the
graph structure and filters in such a graph and make decisase on the expected
traffic, etc. Then it would be possible to copy only the partsalr will be used and
in doing so save some PCI bandwidth. The current filterimpfeai®n does not
provide any of the necessary information.

Mapping the host memory is more tricky. Rather than a sihglens| at ed_base
register, there is #&ranslation table The window is divided into 64 equal-size pages.
Each of these pages can be mapped to one memory chunk on theFhos the sec-
ondary side’s point of view, it forms one contiguous memanyaawhich is not neces-
sarily contiguous in the host RAM (see Fig. 3.6). In our case\whindow is also 64MB
and so every page has 1MB size. Unfortunately, there is nplsimay to allocate bigger
chunks of physically contiguous memory (e.g., in the ordenegabytes) in the Linux
kernel. There is onhkmal | oc which allocates memory that is contiguous in virtual
as well as in physical address space. But it can allocate shomly in small multiples
of PAGE_SI ZE. As we want to allow the IXP to push data to the host, we nee@+o r
serve some memory, which Linux would exclude from its menmagnagement and we
can map this memory via the PCI. The Linux kernel accepts boa parameters. One
of them freme) can limit the amount of memory to be used out of the total amhad
memory that is physically present. This leaves all the mgnatwove that limit for our
use. Filling thetranslation tableto point to this area is then trivial. Moreover there is no
obstacle to use one contiguous memory area anymore.

3.5 Mapping buffers

Since we receive packets at the bottom of the flowspace blgrabut process them in
all levels, we need to access them. There are several waysthosd

The first option is to explicitly copy every packet to the reglevel space. This is a
straightforward approach. After a packet is processed byablgr which has no more
dependencies in the current space, the packet is copiec toetkt level. This would
require a receiver on the other side which would pass thegbackhe dependent filters.
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Figure 3.6: Translation of contiguous PCI "push" windowinbn-contiguous host memory

The main problem is that it could possibly lead to multipl@ies of such a packet. This
is not desired for reasons of performance.

The second option is to map memory (buffers) between spddas.gives us more
freedom and flexibility. The upper space grabs packets ftasd buffers on its own, us-
ing polling together with signalling. Polling is a good cbeifor high traffic loads. Most
of the time, when a reader tries to get the next packet, iresadly available. Signalling
would lead to a big overhead, since the operating systendsgen much time in signal
processing. On the other hand, signalling from time to tisnedt bad and enables sleep-
ing between polls. The system can use its power for otheless®s instead of constantly
checking empty buffers. Whenever a new packet arrives, alkigigenerated and polling
can do its work. Possible improvement is an adaptive poliihgch adjusts time between
consecutive polls. More about our implementation of pglisidescribed in Sec. 3.7

3.5.1 Mapping from kernelspace to userspace

The easiest way to enable applications in userspace to exadllor device memory is
to create a pseudo character device and use the standardrynerapping offered by
Linux. When exporting a grabber tiiedev/ f f pf / dat aNP? device is created. Later

3e.g., data5, data20, etc.

a) Ibuf Mbuf !

b) PBuf

Figure 3.7: a) /dev/ffpf/dataN and b) /dev/ffpf/pbufN layto
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when a filter is populated in userspace

Figure 3.8: Multiple mmapping of one kernel packet buffer

on, when the grabber is mapped, the kernel sends the sizeenf kuffer to userspace.
Theexport routine in the kernelspace stub themaps areas in device files as buffers
associated with the ghost-grabber. A pseudo data devicariigigned (see Fig. 3.7) so
that the kernel can recognize which buffer is requested amlitcorrectly.MBuf is only
optional, not every filter will use it. If we try tonmrap it even if there is none associated
with the grabber, it leads to an error.

PBufsare mapped as separate deviteev/ f f pf / pbuf N. This was a necessary
step when we decoupled packet buffers from flowgrabberse@nadndex is read from
an IBuf one needs to get data from differdPBufs This was not the case before and
the packet buffers were mapped to the so-calad aN files. Usually one buffer is
referenced by more than one grabber and therefore mappednyp device files. We
have now an extra device feachpacket buffer. Also every packet buffer is mapped just
once into each instance bbffpf. This simplifies many things. One major problem it
helped to solve was that a mapped buffer from the kernelsgfameld not look different
when referenced by a different exported (ghost) grabberthi$ case the packet buffer
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Figure 3.9: New mmaping of kernel structures into userland

was mapped into multiplelat aN pseudo devices and therefore the same buffer was
represented by more base pointers as illustrated in FigwBi8h depicts the original
situation for a simple example. Two ethernet devices arereg to userland since they
are used by a "filter" populated iibffpf. The devices share one packet buffer. There
was no way to tell if two pointers represents the same paaki&rbor not. In contrast
Fig.[3.9, where each ghost grabber has its okahaN file, but both points to the same
mmapping ofpbuf 0, presents the current situation.

From the kernel’s point of view, there are two distinct meynorappings. The first
and easier one is to map real device memory. This memory @llystontiguous and
all that we have to do is to callor emap_page_r ange which does all the work. A
new association between the physical memory and the paged$ran the VMM [13]
subsystem is then established. From that moment onwards)avar userspace process
accesses mapped area, it accesses the device memoryydifdtt is used for buffers
which resides on the IXP cards.

Another, slightly more complicated procedure is requiredduffers which are allo-
cated in the kernel bymal | oc. This is a non-contiguous memory and whenever a page
in this area is accessed that was not yet associated withrthalspace of the current
process, theopage method is called to handle this page miss. (More details anong
mapping in [14]).

3.5.2 Mapping between IXP and host

Mapping memory from the IXP to the host is much simpler thappiag between ker-
nel and userspace. IXP DRAM is accessible in the PCI memoryesp&thenixpspace
is initialized it requests a memory range which represeémesIXP DRAM and uses
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i o_remap_nocache to map it to the kernel virtual space. This operation gives us
a base pointer. All we need to get from the IXPnoap any buffer living in IXP DRAM

is an offset from the beginning of the visible area. Exadilg tnformation is returned by
themapcall toixpspace It can be mapped then to userspace as explained in the psevio
section.

We use theé o_remap_nocache to make reads consistent. It may happen that
the XScale or an ME writes something in area, which is in ogaladache and is not
invalidated.

This access to the IXP memory was used already in the IXPIgp@mentation. Ex-
cept that thenapcall was not implemented. Instead, the available range aggipned
in fixed chunks and every chunk was assigned to one filter.

In our new approach, where part of the FFPF logic is on the IXid,ove introduced
data pushing from the IXP card to the host. In certain cirdamses the data-pushing
policy can be negotiated. In previous versions whenevekgiadn buffer were refer-
enced, a PCI bus transaction was initiated. When some dataused:stoo often, there
was much traffic over the PCI bus. In such cases it is bettery ttte data once to a
buffer in the host memory. It leads to the COPY-ONCE or the ZERORY policies.
The latter policy means, that packets are always in the DRANMhenXP card. The first
one means that there is an instant, when the entire packepied:to another location
(via the PCI) and all following processing is referencing topy. The copying was ini-
tiated by the host and was performed by the host CPU. Datamyiglyi the IXP card,
on the other hand, bypasses the host CPU as the IXP XScalespoon@®pies the data to
buffers in the host memory. Mapping such a buffer to the ysers is no more difficult
than mapping any other chunk of kernel or device memory.

In the previous version, the copy-policy was determinedmtbading the FFPF mod-
ule. In the current implementation, we have to specify wiileeereserved memory is for
the data-pushing as FFPF module parameters. The defatrigseassumes that there is
no memory reserved. Whether packets are copied or not isetebigthe control-part of
FFPF in the runtime, as described in the following sectioowkhe IXP copies data to
the host memory is explained in Sec. 3/5.4.

3.5.3 Data pushing negotiation

In the previous implementation there was map method since there was only export-
ing from the kernel to userspace and mapping was done duriagphase. This is no
longer sufficient. We do not need only to postpone memory nngppntil the whole
graph is built, but also to enable a more complex mappingga®tike the data-pushing
negotiation.

When thexscalereceives anaprequest, it can start the pushing negotiation (Fig. 3.10).
Unlike in the other calls, here the initiator is the IXP cafthis option is available only for
"output" filters. An "output" filter is a filter, that does not leeany filter that are dependent
on it on the IXP. Only the IXP card can detect this. Since itxigated (otherwisenap
would not be issued) FFPF knows that packets accepted bfjlthiswvill be used on the
host by other filters.

After the host receives a request for pushing, it has to alea buffer in the memory
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Figure 3.10: The data-pushing negotiation

area to which the IXP can write. If there is no such area oretieno more free space,
the request fails. However, this is not an error and FFPF Iginnges the buffer in IXP
DRAM as if there is no pushing at all. We decided that there Ig one packet buffer for
data-pushing as there is one packet buffer in DRAM. This alow/to detect very simply
whether a packet was already saved or not. As a result evekep@ pushed only once
across the PCI bus and only the index is saved intéBbé&for every filter. In the current
implementation the host returns the same packet buffer wienit is asked.

3.54 DMA

Using DMA for transferring data to the host memory is the mapoprovement in the
FFPF data-path. Leaving packets in the IXP DRAM when they aoeqgssed on the
host needs a lot of reads via the PCI bus performed by the host T&/reduces the
performance in the case that a lot of packets have to be medes the host. It would
be better if these packets are already in host memory. Inrh8qus version copying a
packet to host memory was implemented in the host part of FRE§ults presented in
[10] show that this is suboptimal and it leads to many drops.

The IXP2xxx chips provides us with a DMA controller. We care ukis to transfer
data from the DRAM to the PCI address space which is mapped tat@sory, as ex-
plained above. The host CPU is not involved in this processitaisdan asynchronous
data write for the XScale. We do not use all the features waretoffered by the DMA
controller but in comparison to the data writes via the PClmer$ormed by the XScale
itself, the performance is up tbx higher. The FFPF design itself limits the use of the
DMA. The idea is to copy a packet only once whereas it mightdoepted by more than
one "output"” filter. But this means that an index must be writtemore then onéBuf.
We copy a packet immediately as it was accepted by the firsptdUtilter. This trans-

38



fer is done completely by the DMA controller and the XScalatoaes with a further
processing of this packet in another branch of the flowgrdjpte indices written to the
IBuf are very small structures which, in contrast to packetshatstored in the DRAM
yet. Therefore we write these structures by the XScale sgnclusly. We also have to
synchronize with the DMA before we increment the write irdi¢co make sure that data
transfer is finished before we allow the host to poll on thelgaewitten buffer slot. After
the DMA operation is finished, the XScale is interrupted. Wasknthis interrupt since it
would reduce the performance. Instead we poll on a DMA cdietrcegister where a bit
is set when the transfer is finished. This synchronizationasginal in the case that the
transfer is finished before processing of the packet is done.

In comparison to DMA performed by an ordinary NIC, FFPF on thetltan benefit
more. First of all, the host CPU does not dynamically alloeaig memory for incoming
packets, the host CPU does not have to communicate with tde@apecify the DMA
transfer destination and moreover, all the data are wrdtesctly to FFPF buffers.

3.5.5 Mapping of microengine-space

The DRAM memory is accessible by both the micro-engines aaktbcale core. The
XScale core is allocating memory for the ME filters and thebgeas from thamicro-
engine spaceare implicitly exported to the XScale kernel space. We caaatly use
pointers for this.

3.6 Many PBufs in a flowgroup

As already mentioned several times, this is one of the majpraovements in the orig-
inal framework. Here we describe its impact on the intero&lEFPF, on the user and
performance.

A look at a complex flowgraph in one flowgroup (See Fig. 3.1hdves that some of
the nodes receive packets from different sources. Thigisliighted by different arrows.
Dashed arrows are for not-yet-saved packets, all otherfapackets already stored in
buffers with the same label. The icon of each buffer is placeithe flowspace, where
it is created. One exception RBUf B. Here we see that flowgrabbkl in the XScale
kernel is an "output filter", as described in the Sec. 3.5.3. ueh st is a candidate for
data-pushing and we see tiRBuf B indeed was created Wyl, but as its location was
negotiated between IXP space and host kernel space, it \aaein host RAM. We
should mention that a grabber does not only receive datdfefeint solid arrows, but it
also passes them further. An example is the grabberThis flowgrabber is interesting
for one important thing. It changes the packets arrivingglthe dashed arrows to solid
ones. What does it mean? These packets were not stored et tlsey are placed into
FFPF by the ethernet device fronetfilter. Butf 5 is connected to node6 which is
populated in userspace. This results in its exportatiam iiserland as well. As already
mentioned on various place before, all packets used in pseesfrom lower levels must
have been saved in some packet buffer which can be mmappedefdref 5 must be
associated with a neRBuf It can either reusBBuf C (if f 5 is in the same flowgroup as
f 2) or create a new one (D). The choice is made by FFPF. This duehange the fact
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Figure 3.11: Complex data flow with merging of different datagin

that packets classified Hy5 as accepted are from that point on in physically different
areas. We cannot do this unless we have more packet buftede ione flowgroup and a
node can be associated with more than one buffer as well.

3.6.1 Grabbers and buffers

First of all we have to mention here, that not every grabberthdfers. Many "inner"
nodes just process data and pass them to the next "hops" witkeding to save any
data. They just classify. Buffers are useful only for nodeshenborder of flowspaces.
As every boundary has two sides, grabbers and buffers onstgelhave different roles.

First, consider the flowgrabbers that are exported to themppel. Here, the grabber
needs &@Buf and aniBuf to store data. It acquires a slot in the packer buffer and then
it stores data to this slot while a reference is stored innldex buffer. If the packet was
already marked as stored, only the reference is saved.

Next consider the ghost-grabbers, i.e., the exported flablmgrs. They need buffers
for the opposite task - for receiving daf@Buf andIBuf of the real-grabber are mapped
into the upper level and the ghost keeps this information.r#&er can be registered
either with a polling system or another method can be usedttdaja.

Storing data in the new implementation is virtually uncheshgThe main differences
can be found in ghosts, buffer assignment and propagation.

3.6.2 The old way

In the original design, there was at most one packet bufesa@ated with a grabber and
indexes retrieved from the index buffer were pointing irftis Pbuf (see Fig. 2.5). Only

the index itself was not enough to locate a packet. It can@hformation about the data
storage, only position and classification. Index retriefrech anlBuf associated with a
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grabber was pointing to the single packet buffer associatddthe same flowgrabber.
That was to restrictive and problems and limits were alreisliyussed before.

3.6.3 The new way

In the new design we made these major changes :

Index structures

After retrieving an index froniBuf (of which there is only one for every grabber) we have
to identify the storage where the real data resides. We ¢arsgany kind of pointers
stored along with the index (offset) in the index buffer. Teason for this is simple.
Pointers are not valid in different flowspaces and the idieation must be global. After
all, there can be a filter running on IXP micro-engine whiclite# data into buffers that
are read in userspace on the host machine. TherefBiflD was added to the index
structure.

PBuf identifiers

From the previous paragraph it is clear that we need to ifiyepéicket buffers from the
information stored in the index buffer. And this identificet must be fast since it may
be done for every single packet in the data flow. Thereforeeeged that for such an ID
it must be possible to use it as an index into a translatiole tabm where we can get a
pointer that is valid for this level in the flowspace hierarcAnother constraint for these
IDs is that they must be valid in different endianness emvitents. We don't have time
to check it and maybe convert the byte order. This would seprea serious slowdown
in packet processing. And as observed previously the sys&farmance is crucial.

The result of these constraints is that we use a 32bit identiéld in thePbuf header
which is copied into every index pointing to this buffer. #lere chosen to make all
structures aligned in memory but this is not consistent beeaf endianness For ex-
ample, the IXP card uses big endianness whereas an i386 $estsmall endianness.
Therefore the real ID is only 8 bit wide and placed into all 4dsyof the identifier field.
Once comparing the same byte (e.g., the least significangjet@ valid value every-
where.

These identifiers must be unique on all levels. If this is mdfilled we cannot map
IDs to pointers. We dedicated (by convention) the uppergibit "flowspace” identifier
and the lower 4 bits to a sequence number. This limits the earabbuffers ineach
flowspace to 16. We are aware of this limitation but we do nosater it a big drawback.
In theory, as there are flowspaces like ixpspace where isammdypacket buffer and we
don’t need all 16 possible IDs we could share this range amadir@ards in our system
and use only 3 or 2 bits for "flowspace identifier" and more ltssequence number.
If the user (administrator) still feels limited, he can dkxiat compile time to change
the translation function between ID and pointer to a hashimewhich slows down the
processing a little but allows to have many buffers on onelle¥ven so, we do not

4different byte ordering of 16, 32 and 64 bit numbers on difféerchitectures
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recommend this because using many buffers also means adatatopying and storing
which is slow in itself.

ID to pointer

Once we get the index together with a buffer identifier, wedneeget the pointer to the

real buffer. This was not necessary in the previous versimeghe pointer was kept in

the flowgrabber structure. Now, there is one level of indicgc We take the ID and look

up the desired pointer in a translation table. Even thougdavweot expect that a grabber
will use too many sources, we extended its structure by gddmarray of 256 items

which are directly addressable by the 8 bit ID. This tramstatunction is implemented

as a C-preprocessor macro and can be substituted by anotisgiofu(e.g., hash) if the

FFPF user so desires.

Building the translation table

When a grabber is exported it sends its description tablegtmétwv ghost-grabber. This
table is build recursively at the moment, the real-grablees to store data because of
the exportation from its flowspace (Fig. 3.12). Once FFPFtsvém export a grabber
(e.g., F6in Figl 3.12), it gathers the translation tablesnfiall predecessors and merge
them into a final table. The information about buffers that lnown to the grabber
(reflecting information about sources of packets which azssibly arrive into this node)
is propagated along all connections.

Ce)

(T2 11
o)~ o

7 R
D:D:‘:‘ Here an empty translation table is s¢
and a new buffer (1) must be allocat

Figure 3.12: Recursive translation table merging and wthdata detection

At this point it is important to mention that here we can findwhether some packets
might arrive unsaved, by detecting that some direct presderge.g., F5 in Fig. 3.12)
returns an empty description table. In this case we can cteaize the behavior of FFPF
as 'packet buffer on demahdThis node needs to store the unsaved packets into some
place. It asks the buffer management subsystem for stotbtieere is space which can
be reused, it is returned. If not, a new one is created. Intadks its descriptor is placed
into the translation table and all successors will know althis buffer once they are
exported as well.
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As the pointers stored in the translation table of a gralderis being exported would
not be valid in the upper level, these are not sent. So howrptzie the creation of a
"ghost" table? The answer is that we have to query an extral&i@on table which is
global for the entire flowspace level as described in thefalg section.

The flowspace global translation table

The global translation table in userspace is also buillemandWhen exporting a flow-
grabber, alPBuf IDs are copied to the ghost (Fig. 3.13a). In the mapping phesdave
to complete the ghost-grabber’s translation table. Rirstguery the global translation ta-
ble (Fig. 3.13b). If there is a pointer associated with thisit is returned (Fig. 3.13g). If
this ID is not present in the global table, it must be addedthadppropriat®Buf have
to be mapped to userspace. Filgiffpf asks the kernel whichdev/ f f pf/ pbuf N
device to use to map this buffer and what is its size (Fig. 8dr®d Fig. 3.13d). If the
same buffer is used by multiple applications, the devicé@ed. This query looks up a
global table which is maintained in the kernel. This tablilsd in when the IXP buffers
are mapped or a kernelspace buffer is created. We pleatiN device name and the size
to call mmap (Fig. 3.13e) which returns the packet buffer base pointas filled in the
global translation table (Fig. 3.13f) and in the ghost-geafs local table (Fig. 3.13g).
This processes is repeated until the ghost-grabber’s imbtamplete.

This is a strong decoupling of packet buffers and flowgrablekernel and userspace.
There is just a singl®Buf on the IXP card so use the original simpler way of mapping.
Therefore the translation overhead is not present. But indtend userspace we have to
merge data received by different IXPs and other devices.

Introducing this global table helps to simplify two tasksirsEof all it is easier to
count references to each packet buffer, separately on déseel When destroying a
flowgrabber we calput on each item in the local table and it decreases the reference
numbers. When this counter drops to zero the destructor ak@u: The destructor is
a special function associated with the global table ancediffor each flowspace. A
flowgrabber can simply forget about its packet buffers aedigstructor takes care about
correct deallocation or unmapping itself. The second img@nzent lies in the single
mapping of every buffer. In the previous implementationalswnapped as many times as
there were ghost-grabbers referencing this particulafiebuThere was no benefit from
this and moreover it used too mawnyal | oc resources inside the kernel.

3.7 Polling

One of the crucial parts of the data-path in FFPF is pollibgs tesponsible for quick re-
trieving of packets from buffers and passing them to thelggadbfor processing. Polling
is used on all the flowspace borders. Polling in userspacasedon the standard way
of polling on a character device in the Linux system. Moreiasting is our new imple-
mentation of polling in the kernel, on the host and on the X&ca

The previous version used a very simple way of pure pollinghen XP1200 buffers.
There was a timer which initiated reading from buffers euvane it expired. The amount
of data read at-once was limited by the number of items ptesehe buffer when the
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Figure 3.13: Exporting a packet buffer from kernel to usacgp

polling started. Polling is done on thBufs and there is more than one in most of the
cases. Therefore a constant polling on one buffer untikthee no more data would lead
to starvation of grabbers dependent on the otBefsthan the one currently processed.
By giving up after a limited number of retrieved packets itggi\a chance to the others to
be read too. After all buffers were checked, the timer wagagain and nothing was done
even if there were new data already stored in the buffersreefe timer expired again.
This is an obvious drawback, resulting increase of latemcyaperformance leak. The
polling subsystem is redesigned in the current version lasafs.

The basic idea is already used in the NAPI [15], the Network faP Linux drivers
and all driver implementors should use this API instead efdldl one, which is still sup-
ported because of backward compatibility. The old netwonkeds were interrupt driven.
After data were available, an interrupt was raised and avao& handler was woken up.
This approach was enough for low speeds. As the bitratesiareasing, operating sys-
tem would spend most of the time in the interrupt handlersraniéh the data processing.
This leads to the NAPI approach of combining the interruptedr driver with polling.
The idea is that when data arrival is signaled by an inteythptIRQ is masked (i.e. the
same IRQ cannot be raised during data processing) and dfparckkts are finished, the
driver checks if there are new data in a buffer. If there amgend enables the IRQ again
and waits for a signal.On the other hand if data are predesy,dre processed immedi-
ately. The result is that with an increasing load, less inf@s are received. If the traffic
is so high that new data are always available, it turns to a palling. This has the ad-
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Figure 3.14: Comparison of a NAPI and a non-NAPI driver in lthaux

vantage that it can process approximately constant nunilperoiets, when overloaded.
This is not the case in the older drivers, as presented inithe8A4. We used the FFPF
for packet counting in kernel to get these statistics. P@okere received directly from
thenetfilter.

As we do not have an ordinary NIC, we cannot reuse the NAPI, leuinaorporated
the idea into the FFPF. There is a special polling thread kvsigvoken up by the coming
interrupts. Most of the code is shared by the XScale and tlsé Hidhere are only two
differences : receiving interrupts and scheduling.

On the XScale, an interrupt is sent by an ME when a new entrp iBaf is written.
Signaling every packet does not affect performance. Adngrtb the benchmarks we
have done, on average it costs less then 2 ME cycles to sen@@rtd the XScale.
Once an IRQ is received by XScale, other interrupts from Mesdssabled and are not
delivered during the processing. Every interrupt on the d&¢s forwarded to the host
via the 12155 bridge. The host polling behaves in the same wly the code of the
interrupt handler is different since it runs on differentdwaare.

The polling thread on the XScale has the maximal real-timeripy in the system.
That means, if there are data available, only this processhiesduled. And is the first
to run after an interrupt is received. As it is a kernel-tlkei uses 100% of the CPU
time. This thread never yields the CPU voluntarily as all thecpssing is done in its
context. Only threads with the same priority can competeerdiore the controlling
thread runs with the same priority and can suspend the puatige reconfiguration of the
FFPF structure is in progress.

In contrast, the polling thread on the host has the prioritg aormal process. The
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reason is to let also other processes to run. We do not wanteidoad the system,
because it must be able to respond to the user’s requests@apdvar, the userspace part
of FFPF/ibffpf, must be able to run as well. Otherwise all results of the pggiocessing
would be lost.

This kind of polling has the benefit of a reduced latency. ndhse of the previous
timer-based implementation, packets stored in a buffeérgfier the previous processing
is finished and the timer was set again, were processed n@istwmn after the timer
expiration. The polling is aware of them immediately aftes first one is signaled.

3.8 IXP flowspace

As we stated before, our flowspace hierarchy has a stricistreeture. On every level,
only the local space can be seen and stubs which represetavitie below. So the
host kernel sees only one object which represents all of FERing on the IXP card.
We decided to call it simplyXPspaceand describe it in one section even though it is
actually divided into two part$XPkspacgin kernel on XScale) andespacdéon micro-
engines). As some of the important issues were already edyvkere we want to present
the remaining interesting aspects of our implementationFig. 3.15 we illustrate the
main concepts discussed in the next few subsections.

3.8.1 IXP space - XScale kernel

There are two active FFPF components in the kernel : localespahich differs only
slightly from local space in the host-kernel) and kernel oamication thread (for ex-
changing control messages). Let us concentrate on thevee@ifirst. As we mentioned
already we use the doorbell interrupt to signal a controlgags arrival, e.g. sent by
host over the PCI bus. Handling interrupts in the Linux keraelone in three common
ways. The handler itself is supposed to be a very short anddasne. This is to pre-
vent loosing the next interrupts from a device. Moreoverdhis only a small amount
of interrupt lines on some architectures (e.g., x86) anddati@es are shared by multiple
devices. Spending too much time in one handler means loosesgages for the other
devices. Only a few handlers do all the work which must be dortee handler itself.
A more common way is to clear the interrupt and leave the hpnagessing for some
better occasion. What time is better is decided by the Linurdddtself. How to post-
pone an interrupt processing? bdttom-halfor taskletcan be registered. Both options
are quite similar, unfortunately none of them suits us wilis is because the (interrupt)
handler is not running in any process context and so it is nesiple to sleep/wait in
such a handler. This requirement is because of the comntigricgith the micro-engine
manager (UEM) (See Sec. 3.8.2). On the other hand we do ndtareextremely fast
response to the request. It is the control part of FFPF and doeaffect the runtime
performance. Considering all these reasons and limits wiglegd¢o split our receiver
into a kernel-thread which acts abattom-halfand an interrupt handler which wakes up
our waiting thread.
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The kernel space on the XScale core does basically the sameyasther flowspace.
The only difference is that it implements tineap method which can negotiate with is
host-stub the possibility of data-pushing. For details,Sec. 3.5.3 where it is discussed.

3.8.2 IXP space - micro engines

Micro-engine space is the more interesting part of the Déd@sp From a design point
of view, it is wise to split FFPF on the IXP card into two partdot all IXP devices
have an XScale core and for that reason, we are not able toinur bn such hardware.
Nevertheless we do not want to exclude such devices fromgb@LFFPF. The micro-
engine space logic can be easily moved to the host machimeamother machine which
is controlling the device. The only thing to be changed is lleswuEM controls the MEs.

As any other flowspace, uespace has its stub in the XScalelkeinich communicates
with the heart of uespace, the uEM. UEM is a userspace prddessissed later) so
we have to enable the kernel to communicate with it. In theerurversion of Linux
the simplest method to make data structures available tpsee issysf$/ sys) and
kobjectg[14] KObjects are a new device driver model which made itseapance in the
2.5.45 kernel. It does not only increase the "object oriehted/ of programming in the
kernel for device driver implementors (reference countiguguping of similar objects
into sets, etc.), but in connection wiflysfsit gives a more comfortable way of kernel-
userland communication. In contrast to fvecfsevery kobject is represented by one
directory in/ sys and every single value of the object is a file inside that foldé&
userspace process can communicate in the sense of readingriéing such files. As
this filesystem is virtual, a programmer can implement his oead/write operations.
We implemented four such files :

e request- Reading this file is a blocking operation. If there is no requyeending,
the process is put into a wait queue and is woken up by ourverctiread when
a request arrives. The request is then copied to userspdeonly limit here is
the size of such a request. It cannot excBAGE S| ZE Moreover, if needed we
can use different class of files, used for uploading binatg dd@o devices, usually
firmware.

e reply - In contrast to theequesffile, it is write-only and all written data are sent as
a reply to the stub in the kernel.

e error - The same as the reply, but it signals that some error oaturre

e ueconfig R/W file used for the description table, where the uEM starésmation
used by the ME initialization code.

Micro-engine manager

The uEM is the core of the micro-engine space (uespace).rdsigonsible for the fol-
lowing tasks :

e Managing available filterclasses - previous to their useglabses must be regis-
tered with the uEM. Registration tell how much memory a fileguires, now many
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micro-engines, how many contexts (threads), how to hare@dpulateandin-
stantiaterequests, etc.

e Managing micro-engines - UEM allocates the required nunolbenicro-engines,
loads the code to the micro-engine instruction store,startl stops the execution
of this code.

e Managing memory - UEM implements a memory allocator whichit@ns the
available memory as requested by instantiating variouwsgilt

e Preparing the "in memory" structures for micro-engine code.

There is only a limited number of MEs on each IXP chip. The 146@ has 8 of
them, the IXP28xx has 16. UEM is responsible for allocatirigsMor each filter. If there
are no more free engines, thepulatecall fails and FFPF tries to find a corresponding
filterclass in another flowspace, if there is a non-ME impletagon available. We do
not limit a filter to use just one ME. IXP2xxx series providesed of registers which are
shared between neighboring MEs. These can be used for fashgnication between
two MEs. Therefore we enable a filter implementation whiajurees more than one ME.
These engines must be in a contiguous block. If such a blocétipossible to allocate,
populate fails with the same consequences as describegkbefo

This brings us to another important issue : interaction whh micro-code. Once a
filter is uploaded before it is started, it needs informatabout where the buffers are. We
want dynamically allocated buffg’r,sdependent on actual memory size of the IXP device
and on the needs of the filters. Filters can require diffeaenbunts of extra memory.
Either in the form oMBufswhich are then exported to the user, or in the form of memory
which they need for correct execution. The amount of locahowy to each ME is very
limited and larger structures must be allocated in SRAM or DRAMImemory except
the small local store is shared with the other MEs and the kSdaerefore every ME
has to get its own piece of memory not to interfere with theepfirocessors. Moreover,
a filter may run on a different ME every time it is loaded andsthae a different memory
area. Any hard-coded memory areas in the ME code are therdifagal.

For these reasons we keepl@scription tabldrom where a filter can read where the
memory is which was allocated for it. This table is on the figeldres©x0 in DRAM.
The first megabyte is not reachable by the host machine amefdine it is not suitable
for buffers allocation which may be exported. It is up to thiefiprogrammer to read it
in an initialization code before the body of the filter is extsrl. The description table
has one entry with the address of the gldBBUf and entries with the location of dBuf
and aMBuf for each ME.

The micro-engine code

The micro-engine code is produced by the Intel compileduthed in the SDK. A filter
can be implemented either in the micro-C[16] or in the IXReagsler. Both are compiled
to. i st files, one for each ME. Further, these files are linked to.omef file. This
file includes code for multiple MEs which can by loaded to th&tiuction store of each
ME as a single IXP application. This is done by a kernel modwigich is included in

Sdynamically allocated in the load time, NOT runtime
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the SDK. This module is compatible with Monta Vista Linux kel 2.4 and we had to
port it to the current 2.6 Linux kernel. This module perforimesd-time relocations of the

. uof code and initialization of ME registers. This limits our uBMIoading filters to
the MEs. We cannot use multiplaiof file, therefore code for all MEs must be prepared
in one file. The ME number to which a filter is loaded is encodretthe. uof .

In case the programmer writes a filter which runs only on alsiMfE and the com-
piled code does not need any relocations while loaded, assiple to get the instruction
fromthe. I i st file and load it directly into the instruction store. This sually the case
of code written in the IXP assembler. Loading ME code in thag/us not supported by
the Intel SDK. This method is very inconvenient for the fikeiter and not many of the
users we target will opt for that. More likely they will useetlFrPL language which is
more abstract and hides the hardware details. Code writtdreifRPL is also compiled
into a. uof file. Therefore the uEM was designed in such a way that it cadlea uof
file correctly, using the Intel proprietary SDK librariegjtht can be easily changed to
work with any other kind of sources.

3.8.3 Endianness

One of the problems we were facing are different byte orderslitierent platforms.
We already came up to that problem in Sec 3.6.1 In the prewiersion, the FFPF was
completely running on one platform, so there was no probl®mly the code handling
data coming from the IXP1200 had to deal with a possible difiee since the IXP chips
are using big endianness by default. Itis configurable, bth@big endianness are native
for network, we keep that setting. The IXP1200 buffers wedelén to the rest of FFPF,
so this code could have been optimized and supply alreadyeciaa values to the filters.
We made all the IXP buffers public for the entire frameworkeBy level can access
data already stored in a memory without copying them intofi@réint location. The
problem is that buffer headers and also buffer item headersveétten on the IXP, in
the opposite byte order than the one used by x86 host. Wedwaviset of macros
which returns values in the correct byte order used by theaa@PU. This slows down
the packet processing. On the other hand, it is used onlydrspace and partly in the
host kernel. The code running on the XScale always usesenatder and the polling
subsystem on the host deals always with big endianness acmhwersion is needed.

3.8.4 Packet receiving on the IXP

On the IXP only the micro-engines can receive packets. Toeranicro-engine MEO
(the first one) is used only for receiving data from the gigégpadt writes them td?Buf
andIBuf and sends an interrupt to the XScale. In spite of the limitwhées to the packet
buffer must be synchronized (the writeindex can be incie&ball slots were filled, i.e.
there are no gaps between the read indexes and the writgjiodexmicroengine can save
64B packets on the full speed of a gigabit link.
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Chapter 4

Performance of the extended FFPF

The purpose of our testing and benchmarking was to measuits bf different flows-
paces in FFPF. We were also testing how fast the inter-floegespammunication is and
how much one space influences performance of the others. dodirhow many packets
can reach each part we used a simple packet counting filtés. filter classifies all the
packets as accepted and for every packet it incrementslitgeo This counter is a 4 byte
number in arMBuUf. It can be read by an application after being exported. Oat was
not to evaluate the speed of a particular filter and its impletattion but the maximum
throughput of the data path.

4.1 Fast-reader preference simulation

In our framework we use the so-call&st-reader preferencen the IXP card. The writer
does not wait until the data in the buffers are processedlbgaders, but writes at the
full speed of the incoming traffic. Therefore the reader basheck whether the data just
retrieved from a buffer are still valid. After processingritist be checked once again. In
the case that they are not valid anymore, they are droppedopieel for such a policy
because it does not require a writer synchronization witlilees and no fast reader ever
has to wait for a slow one (as in tail drop). This is simple éris only one reader. Our
framework allows multiple readers which can be added ana@vedhdynamically during
processing.

We ran simulations which showed that this policy does nad keaexcessive drops.
Under a reasonable load, its behavior is similar to thedmp, which is mostly used.
Packets dropped after being processed are the last onee tiefavhole buffer is skipped.
The number of such packets is not significant. The differeqpgears when the systemis
so overloaded that only a few packets are processed befrehble buffer is overwrit-
ten. In contrast with the tail-drop policy, fast reader prehce collapses in the extreme
situation when the writer rewrites the whole buffer befosragle packet was processed.
That means that the reader process thousand times lessptuke the writer, which is
not the expected case. If that happens, it is up to the usd¥@FFo copy data to another
place or handle such a problem in another specific way.

Our testing included one writer and one reader with adjlstsiireed, so we were able
to test different ratios of writing and reading. As we target high speed traffic, we
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used a writer with a constant time between writes. It cowadp to ethernet behavior
under maximal load. In the model, processing time was alsstaat. We included
delays which the poller spends in the main loop or sleeping Wwait-queue. It turned
out that the dropping is constant if we can process at leastgdespacket before it is
overwritten. In the reality, there are not only minimal spaekets, but the traffic changes
its characteristics. This will give an average reader mone fas the intervals between
writes vary and not all the packets pass trough all filterstaacefore the processing time
is shorter than the constant in our extreme simulated case.

4.2 XScale core performance

Due to the general design of FFPF, there is an inherent oxdrag the processing part
does not get the packet handle directly. The poller is repdata from arBuf to get an
index into the packet buffer. Getting an index involvesitestvhether it is still valid, or
already overwritten. Another test is done after retrievimgpacket, before it is passed to
the filtering graph. We finally excluded this test as the satiah and also the real runs
showed, that only a few packets are dropped here, but it uesteny cycles. Breakdown
of the FFPF overhead for the 64b packets on the XScale ismiebén Tab 4.1. The
right-hand column shows how many packets could be procesdyfthe actions in the
left column were performed.

Retrieving an index from IBuf 450kpps
+ retrieving the packet from PBuf 357kpps
+ processing the packet 305kpps
+ saving index to exported IBuf | 215kpps

Table 4.1: Overhead of actions taken during a 64B packeegsicg on XScale

To test the maximum number of packets which the poller is &blget from the re-
ceiver on the first ME, we turned off the packet processingelsas the getting hold of
a packet from th&@Buf The XScale turned out to be less powerful than we expected. A
this can not be further optimized in the current FFPF designgonsider this a hardware
limit for FFPF. There are two reasons for this limit. Firsadif the XScale core is running
on 600MHz which limits the number of operations per secondother important rea-
son is the memory bus bottle-neck. The memory is heavilyt@riby the micro-engine
receiver as it stores whole packets into Biguf as well as the indices into tHBuf. One
item in the index buffer has the size of 24 bytes. As an indeai®d with every packet,
this can introduce an overhead of up to 33% of the receivea glaé for minimum size
packets (64 bytes of packet plus 8 bytes of eR8uf slot header). This increases the
memory bus usage. The XScale has to wait until its memoryabiogeis are performed.
Caching on the XScale does not help since with every new packeeference a differ-
ent memory location. Moreover indices written to DRAM are &rbad by the host and
caching memory on the XScale would be inconsistent with thet.h

The XScale, the micro-engines and the PCI bus can access msmuaritaneously.
All the read/write requests are sent to the DDR DRAM memorytradier and the con-
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troller performs the operations. Processed requests ardem@d because of the per-
formance and are not executed in the original order. Orddragtween read and write
operations is preserved. There is a performance penalbgiassd with switching read
and write requests. The scheduling algorithm attemptshedide requests of the same
type in succession so that the switching between read artdsanig minimized. The
memory bus is 64bit wide and therefore all requests need tolreded to multiple of
8 bytes and aligned to 8 bytes offset. Therefore each wrgeast smaller then 8 bytes
results in a read-modify-write sequence. The micro-ergyaaa also transfer only multi-
ples of 8 bytes. Therefore all the structures that are sHaedeen the XScale and MEs
are aligned to that boundary. Nevertheless, the XScal®mesf 32bit memory opera-
tions, individual writes results in the previously mentoiread-modify-write operations,
which probably have a negative effect on the XScale perfanea

After enabling the full processing with thacket count filter and a reader on the
host, the maximum dropped down to approximately 215kppsthénTab. 4.2 are the
values measured with flows of equally sized packets of vargizes. For this experiment
we used only a packet counter on the XScale. The small diféeré the numbers might
be caused by the different memory bus usage pattern by MEthanimnited granularity
of our packet generator. Three of the flows did not reach thaximum as the packets
were too large and therefore then packet number was low.

As a packet generator we used Intel IXP1200 evaluation boareg gigabit port of
the 1XP1200 was directly connected to one of the IXP2400lgiggigabit ports. One
micro-engine was generating up to 750Mbps. We were ableniergée UDP packets of
various sizes between 64 bytes to 1520 bytes and with vapiaylsad. Actually we have
not inspected the payload as our interest was only in how rpackets we are able to
pass between processing stages.

64b 128 | 256b | 512b | 1024b | 1520b
2145| 229.5| 210.5| — — _

Table 4.2: The maximum number (in kpps) of received packethe XScale for different sizes

For testing and debugging we changed names of basic filteeslia such a manner
that there were different names for each flowspace. Fomnostdhe names for the XScale
core were prefixed by xp_, names for the host kernel were prefixed loyst _ and
names for the userspace were unchanged. That allowed uargextheasily places where
the filter graph was populated just by changing the inputesgion.

Fig. 4.1 presents results measured for packet countingeoK$tale. The flowgraph
expression used in this test was :

(i xp_rx)>(ixp_packet count, nbuf si ze=4, export =y)

Exporting thepacket count to userspace on the host (to enable reading the counter in
theMBuf) means, that with every packet an index is saved into the memappedBuf.

This buffer was placed during this test into the DRAM on the le&pd. This introduces
another additional traffic on the shared memory bus. The dfizbe packets was not
interesting in this experiment as the content was not irtspecStill, we present the
measured values in Mbps instead of packets per second totherkezasily comparable.
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Figure 4.1: Performance of XScale, using 'packetcount’ sandng indices

These results show two important things. First of all, thégpavorks as expected and
after reaching its maximum, it approximately keeps thaeleut is slightly dropping
because of the increasing number of dropped packets. Tlkee aliservation is that the
XScale has the potential of hosting a simple filter. Assuntivag the average packet size
is not too small or enough packets are filtered out by the M&r§iltThis exactly fits into
the idea of our hierarchical architecture. MeasurementheXScale performance and
the data-pushing is presented later it Sec. 4.3.2.

4.3 Host performance

We divided performance evaluation of the host in two parthase are two options from
where the host can read the data. In the first scenario, thgadof FFPF was reading
data stored in the IXP card DRAM. In the latter, the XScale edpll the data directly
to host memory.

4.3.1 Reading from the IXP DRAM via the PCI bus

In this experiment all buffers are located in the DRAM on théI¥ard. Therefore all
reads on the host are done via the PCI bus. Tab. 4.3 shows itedirhow many packets
can be referenced via the PCI bus (64bit/66MHz). The numbersiat significantly

smaller than on the XScale, but it shows that the PCI bus is tlebwck as the host
CPU (P3 1266MHz) is much faster than the XScale core. We do ot mmuch data
over the PCI, therefore the maximum bandwidth is not limitih@tency together with
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Figure 4.2: Performance of the host CPU, reading from DRAMRCI, running 'packetcount’ and
saving indices

an additional load of the DRAM cause the lower performanctakiés much time to get
values from the DRAM to calculate a packet position in a bufi¢éany of them must be

dropped. Another annoying observation is that once thepodlaches its maximum, the
host machine stops to respond as the poller thread usey 468 of the CPU cycles,

this is a livelock. Therefore the userspace part of FFPF fg@tsor none packets. In

Fig. 4.2 the behavior of the poller is presented. We did natihehe maximum number
for packets larger then 1kB. The amount of packets which wareessfully processed in
the userspace was dropping with an increasing amount ofdjgeet in the kernel polling

and processing. The flowgraph expression was :

(1 xp_rx)>(host _packet count, nbuf si ze=4, export =y)

64b | 256b | 512b | 1024b| 1520b
178.2| 1745| (173.2)| — _

Table 4.3: The maximum number (in kpps) of received packethe host via the PCI

4.3.2 Reading from local memory

Reading data from local memory gave us an expected result. hdsemachine (P3
1.2GHz) was fully responsive (70% idle) and there is no padkap between kernel and
userspace.
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The following issues have to be mentioned :

e There is no dropping between the IXP and kernel-space ondbe he XScale
does not receive another packet until the data are copiedtioee”Cl to the host
memory. As the host CPU is faster than the XScale, it can haaldbé them.

¢ Significant packet loss on the XScale is caused by synchngnizith the DMA
engine before the write indices can be updated

The limiting factor of the data-pushing is the XScale presoesogether with théBuf
overhead. Results measured with the 64bit/66MHz PCI bus anersin Fig. 4.3. The
XScale itself limits the maximum number of packets which bartransfered to the other
side of the PCI bus. We can copy only as much data as we can procdke XScale.
We use a DMA engine which is provided by the IXP2xxx NPU. THievas us to send
packets asynchronously and it hides some memory/PCI latelihay, naturally, more
significant for large packets then for the small ones. Stdime items in buffer headers
must be accessed/changed by reading/writing via the PCIHwally, we have to check
that the DMA transfer was finished before we increment wnitkdes. To hide some more
latency we signal data to the host prior to incrementingahedices. This means that
the sleeping poller-thread should be already woken up byinieethe index is increased.
Waking up a thread is not an immediate action. It depends erstheduler and the
current host activity when the poller continues its examutilf the poller was running,
the signal is not necessary and is not delivered at all.

Fig./4.3 presents data measured for the following filtergrapression :

(1 xp_rx)>(ixp_packet count, nbuf si ze=4, export =y) >
>(host _packet count , mbuf si ze=4, export =y)

The counter is maintained in the host memory. Each updaittses a read and a write
via the PCI bus. This slows down the packet processing andftireralso the amount of
packets which can be passed via the PCI bus as the DMA is naddsefore the filter

finish. For comparison, this figure includes also the samesareanent with a trivial

accept filter which classifies all packets as accepted. Role of thex fis to negotiate
the data-pushing policy. This filter does not involve XScialeany processing. The
difference is significant. The results were improved Xk 4@r 64 bytes packets.

(i xp_rx)>(ixp_accept)>(host packet count, nbuf si ze=4, export =y)

4.3.3 Copy-once vs. zero-copy

Our experiments show that reading data over the PCI bus is Jioowmuch reading of
buffer headers slow down the packet delivery to filters. Afgtimizing this the perfor-
mance was improved by the factor of 2 when reading via the P€l lbuhe filters need

a repeated random access to a different part of a packet| rieduce the overall perfor-
mance. In that case it is much better to copy the packet ontteetbost memory. We
have implemented a simple filteost _sumwhich accepts all packets but also calculates
the sum of the first 6 dwords (32bits). Only counting packats ltandle approximately
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Figure 4.3: Characteristic of the data-push method (6&litHz PCI)

170kpps, whereas one such afilter kp_r x) >( host _sum export =y) ) which ac-
cesses a constant size of the packets itself reduces theenuon®3kpps and two such
filters connected in serie§ i(Xp_r x) >(host _sumn) ) >(host _sum export=y))
reduce the number to 54kpps. The same two filters togethér tvt DMA-like data
pushing from the card can process 132kpps.

(i xp_rx)>(i xp_accept)>(host_sum ) >(host _sunj) >
>(host _packet count, export =y) >( packet count, export =y)

In this case it means that such a simple packet processirgyraidnave any impact on
the performance, in contrast with the "via PCI" access. Mo dve host CPU was
approximately 50% idle in the copy-once case.

Therefore we think that the right direction of future workinsfurther exploiting the
DMA-like data-pushing. It does not only improve the usagéhefhost CPU, which can
spend more cycles on the processing, but it also gives tharare time for dealing with
each packet. If the packet stays in the DRAMNBUT it will be overwritten very soon.
The assumption is that the higher the processing goes inalvsghce hierarchy the less
packets need to be inspected. Therefore the utilizatioheobuffers in the host memory
is lower and overwriting a whole buffer is less frequent.

4.4 Comparison of a normal NIC and the ENP2611

To compare how many packets can be processed on the host welhasen ahntel
PRO/1000XF Server Adaptett is difficult to find a fair comparison as FFPF handles
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packets in a different way in both cases. Packet received the ENP2611 are always
stored in a packet buffer and are never copied inside FFPEh®nther hand, packets
received from ordinary ethernet NIC have to be saved to albrdfgr before entering an
application in the userspace.

We have to admit that the Intel card can supply FFPF withk27®re packets of the
smallest size than the IXP. As already described, this &tigih is because of the FFPF
implementation on the XScale. This is a price we pay for tHeresibility. On the other
hand these packets should be already processed by either-@emgines or the XScale
itself. Viewed from the FFPF point the use of an IXP card is mbetter in the case
when the user is interested in many packets which have todoEgthe application. As
mentioned before, all the packets must be saved in a ringtu@opying a packet to
such a buffer is very costly operation which overloads the @Bty easily. This results
in a huge dropping (82%) already in kernelspace and morewsarly no packets are
processed in userspace.

On the other hand, FFPF on top of the IXP card can use DMA tateaata directly
to buffers in the host memory. Therefore all the host CPU paaetbe used for retrieving
references to packets and processing them. There are ne lokebpeen kernelspace and
userspace. Naturally, this is also dependent on what paiedilter graph is populated
on the host. If the filtering overloads the CPU, it will starbdping packets as well.

4.5 Micro-engine filters

The crucial part of the FFPF monitoring system on the IXP oetvprocessors are filters
running on the micro-engines. MEs have the potential to kgewith the full speed
of the incoming traffic. Therefore the vast majority of theefiing which does not need
excessively expensive analyzis should be implemented @®+oode. This will give the
XScale and the host an opportunity of processing the resiowitdropping. ME filters
were out of the scope of extending the FFPF except for theragement. Management
of this code (loading, starting, stopping, memory allcmatietc.) does not influence the
processing results. Performance of the ME filters is dismligsthe following sections.
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Chapter 5

An IXP as a special purpose device

Previous chapters describe how an IXP device can be usedeisoé execution units
that can atomic filters, which form the resulting monitoraggplication. In contrast, this
chapter discusses how to integrate an IXP card as a devitéstleaecuting a single
task. From the user’s point of view it is a blackbox that migbhsist of many simpler
interconnected units or not. The only significant thing ittl acts on incoming traffic
according to given rules and results are passed to the rabedfystem by a unified
interface. This chapter discusses what the main benefitsfarsing an IXP in such a
way and presents Ruler, a pattern matching language, as desamptementation.

In contrast with the previous chapters, which are mostlyiding the IXP micro-
engines, this one presents code that is mostly running oofttipem. Sec. 2.1 briefly
presented general IXP features. To understand the resisoftihpter it is necessary to
show more details on the MEs. Each ME is capable of execuiin @8 simultaneous
hardware threads that share the same code of up to 4k (IXP24@k (1XP2800) in-
structions. Only one thread is executed at any moment whdeothers wait until they
are scheduled. There is no preemption on these processstesadl, threads are resched-
uled every now and then automatically by hardware when athisewaiting for a signal
to be delivered. It is mostly because of synchronization etnory accesses as ex-
plained later. When a thread is waiting for a signal that hasoeen delivered yet, the
thread is removed from the ME and other runnable thread escsdbd. The programmers
goal is to write his code in such a way that there is always aahble thread and the ME
is not idle.

MEs use unusual asynchronous memory access. When an imstmeeds to read or
write data to or from memory, it issues a transfer and waitafsignal that the transfer
is finished. Waiting for a signal would make the ME idle, tHere another thread can
be scheduled. The ME becomes idle only if all threads arengagnd none is runnable.
This results in swapping running threads frequently. Ofrseua thread can also exe-
cute other instruction between issuing a memory transféraceiving a done-signal. If
processing the current data chunk takes enough cycles) ih@ppen that the signal is
delivered to an ME even before it executes the wait-foraigperation. In such a case
no other thread is scheduled. We discuss this later in tlaptei

Besides the asynchronous memory access, the memory cenaitdws MEs (in con-
trast to XScale) to use other features that highly improwdopmance. A short list is
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presented here and others are discussed later as need be.

e rings - hardware support for rings of different size (elementsntpuThey allow
engqueue and dequeue atomic operations to store and remgteddments. Using
them avoids locking. Both Scratch and SRAM support rings.

e atomic operations atomic operations can be used to implement synchronizatio
primitives, to test and set flags by multiple processes amf, ® acquire buffer
slots in DRAM atomically

Because each ME has limited speed, it may (e.g., RX/TX tasks)ay not (e.g.,
routing, pattern matching) be capable of executing the hask. Therefore it is a
common way to distribute the work-load over several engi@eh ME can run exactly
the same code or it can be split in several stages to use thaM&pipeline, as proposed
in [17].

5.1 IXP programming model

The main bottleneck of the architecture of the extended F&#Ehe IXP processor,
as discussed previously, is passing packets between aftt@is. Implementation in
the PBuf/IBuf fashion is acceptable for general purpose CPUshMack support for
hardware queues and rings, in contrast to an IXP. The maanidistage of such a buffer
implementation is a problematic multi-threaded accessrir® a packet in a buffer is
hardly an atomic operation. If more threads want to storarfgle or remove) a packet,
they must be mutually excluded. In general, this is done bkifey or some other means
of synchronization. Locking is quite an expensive operatmd if used too often it
degrades the overall performance. On the other hand, agpsyinchronization leads to
incorrect results and corrupted buffers. For example, xinetworking subsystem uses
Read-Copy Update (RCU) [18] to minimize locking as much as ptesbypmodifying a
copy.

In the PBuf/IBuf way producers and consumers are synchromagdby increment-
ing read/write pointers in a buffer head. This is suitablewthere is only one producer.
The write pointer is incremented no sooner than the packaitten to the buffer. If there
are more writers, it is difficult to determine when and how mtw increment the write
pointer. Even if we guarantee that a buffer slot is accesyeal single writer, we have
to make sure that a buffer slot is not read before the paclanpletely written. This
may happen when the write pointer is incremented too eadyirly) multiple consumers
is also not trivial. If all of them have to read all data in afleufeach can keep its own
read pointer. However the producer must always compute thienal read pointer, oth-
erwise a slot that was not read yet by some of the consumeght tveé overwritten. Even
more difficult is a situation when each buffer item can be pssed only by a single con-
sumer. In this case, consumers must share the read poitieh must be incremented
atomically.

All these problems can be solved by using hardware supporatfamic variables
and rings. Especially rings enable implementing high-gurenfince lock-less buffers for
passing packets between execution units.
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Figure 5.1: Comparison of asynchronous (a) and synchrofiyusemory model - arrows show when
data transfers are initiated and when they are finished. &gchre represents a single machine cycle. The

white ones stand for cycles that are available for executisiguctions, the gray ones are lost because of
synchronous memory access.

The following sections describe what design patterns aed usgeneral by IXP de-
velopers as well as how we use them in our applications.

5.1.1 Memory

The most important thing that makes MEs different from oatynCPUs is asynchronous
memory access. Memory latency is a well-known issue and faatwses are trying to
work around it as well as they can. One approach is to use caehgories for storing
often used data close to the CPU in a small but a very fast menibere are many dif-
ferent configurations (several levels of caching) and veri@gorithms that select which
data should be stored in cache and which not and how the mairorgas updated, for
instance write-back and write-through policy. Since thehoag is transparent to the code
running on such a processor, it almost does not affect aaﬂ'pﬂ'm:desigﬂ However, there
are applications that touch all or most of the data only omckecaching does not help. In
such a case the CPU has to wait until data are fetched from threm@amory.

Packet processing clearly belongs to the set of applicatidrere most of the data are
touched only once. Ifitis known in advance what chunk of mgmall be accessed (as
in sequential packet processing), data can be prefetchadudfer or cache. If there is
other work to do between the moments when the decision tefofetlata is made and
the moment when the data are ready to be used, we can keep thieuSPliistead of idle
(Fig.[5.1). This leads to an asynchronous memory model hatiopted by IXP MEs.
The advantage of this model is that the programmer can hidg ofithe memory latency
or even all of it. The disadvantage is that the programmet phesign code with special
care. In addition, It is still a challenging task for compiteesigners to develop efficient
optimizers for such processors.

Asynchronous memory access with a hierarchy of memorigsthee different sizes
and speeds makes tfmaching"entirely exposed to the programmer and the programmer
has to take in account what data-structures are placed vitnevich memory. In a
common design the memory is used as follows :

e DRAMis a memory with the highest latency, but it is large and hascat through-
put once data are read sequentially. Therefore DRAM is mastéd for storing

Iprogrammer or compiler can produce code more or less suitabteftain cache environment
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packets.

¢ SRAMI s suitable for larger structures, like various headersdestriptors that may
be accessed randomly. Since the SRAM is split in two indeparizinks, it is wise
to store data that are read or written at the same time taeiftédoanks

e Scratchis only 16 kilobytes in size and is primarily used for freqtlgraccessed
structures, queues and for atomic operations.

e Local memonhas 640 cells, 4 bytes each. Itis local to an ME and is accesaed
2 index register. Each thread has its own pair of registersalsingle pair can be
shared by all threads of the ME. First access costs 4 cyckzsuke of loading the
registers, but any consecutive access is as fast as if dagastered in a general
purpose registers.

Another benefit of asynchronous memory is that more trametgrests can be issued
consequently. Without this feature, a CPU has to wait un®l ieguest is finished before
another request can be started. This approach saves mdeg bgrause all requests
are processed in parallel as you can see on Fig. 5.1. Arroms slnen an ME begins
a transfer and when the transfer was finished. Each squareyidea Gray ones repre-
sent cycles that were lost due to waiting for memory corgrdl finish memory access.
Clearly, we can see that the IXP model @) has more cycles available for useful work.
Although, if there is nothing to execute while waiting for ang-signal, we waste only
a fraction of cycles compared to a synchronous memory m@jelOf course, there are
situations where a synchronous access is required. Indkis @scheduling and letting
another thread run hides the latency.

5.1.2 Atomic variables

The IXP memory controller offers a set of atomic operatianise used with Scratch and
SRAM memory. All of them are available for the MEs whereas tl8cXle core can use
only a limited subset. Atomic operations can be used to a@2bit wide entities. There
are no special operations for reads and writes since thesg@mic by nature. All atomic
operations work in the read and modify way.

Atomic operations are used for two main reasons. Firstlysferchronization, sec-
ondly for incrementing and decrementing in-memory counteithout need to wait for
operation completidﬁ]

There are several ways of how to use atomic operations fahsgnization or inter-
process communication :

1. Flags - if actions performed by a process are determined by anather we can
signal it by setting some flags in a data structure. We carcidgeee a consistent
operation first by reading the flags field updating and statibgck to memory. Do-
ing so concurrently by multiple threads would lead to logsome flags or setting a
flag that was previously deleted by another thread. Atomeraimons do not suffer
from this disadvantage.

2For more details, see the IXP programmer’s reference manual
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2. Bit-locks- locking can be implemented by a test-and-set bit operatimhunlocking
by a clear bit operation. Such locks are implemented aslspks that are know
from commodity operating systems. If there is only a singlead per ME, busy
waiting does not harm performance. If there are more threamtsing on a single
ME, the one which wants to acquire a lock does not excluderdtiteads from
running. It is because waiting for a test-and-set operatioocomplete schedules
another runnable thread.

Since executing one spin of a lock cost only a few cyclesyled@ing it with other
processes is acceptable. If many threads do the same theaderan be significant.
Especially in scenarios when all threads on an ME are tryoracguire a lock that
is held by a thread on the same ME. All of them get a chance taftdse lock
is already available. In certain cases, it is possible tadawpe.g., by writing non-
preemptible code inside the critical section or using dgyrfauch a solution depends
very much on the application and can be hardly generalized.

3. Acquiring buffer slots since we have more execution units that can run many
threads in parallel, we don’t want them to wait on each otlesmralnse of writing
data to buffers. We can use atomic an test-and-incremenaope to acquire a slot
in a ring buffer atomically. When a thread wants to get a stateads the actual
write pointer and prepares a new value for another thread. gitarantees that only
a single thread is storing data to the acquired memory locaind data are not being
overwritten by others.

It is possible to think about other options of how to use atowairiables and oper-
ations. For example instead of using bits or flags as lockszamespin until a counter
reaches a certain value and then let a thread in the critestios. We use a similar
approach for implementing non-reordering locks that aseussed next.

5.1.3 Non-reordering locks

In packet processing, it is important not to reorder trafiome protocols like TCRcan
handle out of order arrival of packets. However, it redubesspeed of a connection. For
other protocols, like real-time audio/video, keeping thelets in order is critical, since
the end point can rarely wait until the out-of‘-order paskatrive. Reordering in-order
packets can also slow down processing within the monitapygication, as discussed in
Sed 6.3 on TCP reassembling.

Not to reorder packets, we need to avoid reordering thrémd$iandle packets. Using
bit-locks may break such a condition. In a scenario whereeathspends too much time
inside a critical section, it can happen that other threael$rging to acquire a lock. As
described before, they are spinning and time to time eaclyetsea chance to test the
lock. There is no guarantee that the first thread that trieghter the critical section is
also the first one to get the lock. The simplest way to sol\ifisue is to put threads on
a waiting queue as they are arriving and wake them up one hy one

We do not have any waiting queues were we can put threads tdawan action to
happen. Having a fixed size queue per event, which is therfapt®n, consumes too

3Transmition control protocol, RFC 793
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much memory. Using linked-lists as waiting queues involadet of memory access,
which we want to avoid primarily.

Instead, we use two atomic counters. Both are initiated tedinee value. Whenever a
thread wants to enter a critical section, it gets a token ttonfirst counter and increments
it for use by another thread. The current value of the secondter signals, which token
is allowed to enter the section. If a thread owns the tokem®tame value, it can freely
enter the section. Otherwise it has to spin in the same fasdsavhen using bit-locks.
Finally, when a thread is exiting the critical section, bm@ically increments the second
counter and allows the next thread to enter.

Because each counter takes only 4 bytes and the relativelg BRAM supports
atomic operations, this solution scales much better witdwgrg numbers of events or
memory structures that require synchronization. On therdtlnd, this solution suffers
for the same problems as the bit-locks when there are maegdkrwaiting to enter a
critical section.

5.1.4 Rings

The most important hardware feature is the IXP support foggi(also called queues).
This enables to put elements into a queue without need oirlgclAnd the same holds
for retrieving them again. Rings are supported by both Skrated SRAM memory

types. Aring is a circular buffer of 4 byte elements with a @ixaexmber of slots, which

is configurable. In hardware they are implemented by keethiednead and tail pointers.
Scratch memory supports only a limited number of rings, whsithe number of rings
in SRAM is limited only by its size. On the other hand, each SRAMmel has only

a table for 64 rings that can be used at the same moment. If@icaon needs to use
more, descriptors in the table must be swapped, which slows cccess to the rings.
Also the number of elements per scratch rings is much morigeliin

In most applications, scratch rings are an ideal solutiomfi@r-process communica-
tion. Producers place data (indices) on a ring of about 12856elements and consumers
pop them off the queue. There is no need for a huge queue silsoexpected that con-
sumers can keep up with producers. Moreover, producersteskin a single cycles)
whether the ring is full and therefore if data must be droppésing larger rings does not
make sense. If consumers cannot keep up with producersidgpwould be postponed
only by a few packets. The only way how to avoid dropping isésign application for
the peak bandwidth. However, these rings can help to ab$anib sursts, SRAM rings
are better suitable for long bursts though.

In contrast, the slower SRAM rings can have up to 64k of elemeamtd are perfectly
suitable for implementing pools of unused structures. Whernethread needs to allocate
some data-structure, it just pops it from a ring. Poppingoisanblocking operation and
if the ring is empty, it is signaled. After the structure ist me@eded anymore, it is just
placed back in the pool. Reasonably fast runtime allocatitimowt this hardware support
in such a multi-threaded environment would be otherwiseossble.
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5.2 ENP2611 as an Ethernet device

There is no common way how to integrate the ENP2611 boardtivgtnost Linux sys-
tem. It is because of the complexity of this device and bexz@ash usage may require
a completely different approach. We opted for an ordinangetet driver, similar as dis-
cribed in [19] for the older IXP1200 serie. The benefit of thigproach is that any host
application that wants to use it does not require many chaifgeny at all. The only
thing that makes it different from other ethernet devicebésneed of uploading code to
this card. Since Linux 2.6 offers a standard way of uploadiimyware to a device, our
driver does not differ that much.

From the user’s point of view, the driver offers a transpasgay of uploading an
application by writing its code to a special file sysfs This application is started at the
moment when the user tries to bring the interface up. Withoading an application
(or firmware) in the ENP card, it cannot even receive a singleket. By supplying
different versions of firmware users can easily change tlaed®behavior, even though
implementing the firmware can be quite complicated. The¥alhg Chapter 6 presents
that also generating the firmware can be automatized to aicettent and a user needs
to know only a simple language to be able to reconfigure trsetibard.

The driver is split in two basic parts. The host part is anrmady driver that must be
loaded to the kernel before one can use the card. The otheispanning in the Linux
kernel on the XScale core and is part of the blackbox. Itsisote receive signals from
the host-part of the driver. There is a userspace daemoneoXSkale, which waits for
requests to load the MEs with code and to start or stop them XHtale code is included
basically because of the Intel IXA framework and code-loattes possible to load and
govern the MEs directly via the PCI bus, but the Intel commlerduces object files that
must be loaded in this complicated way.

The ethernet part of the driver closely cooperates with tleeaycode, which is send-
ing packets over the PCI bus. Since we don’t want the micr@ ¢oavait until the packet
is processed at the host side, we are allocating a buffer2®ipackets in the host mem-
ory. Packets are stored in this ring buffer and the host késneotified by an interrupt.
By storing data in a buffer, we can implement the receiving pathe ethernet driver
in the NAPI way (as described before). After the kernel igfreat that there are new
packets pending, it schedules the polling routine of theetldnd packets are picked up
and processed later on. Consumed buffer slots are returm&ddthe micro-code to be
filled with new incoming data.

Since the card is a part of a passive monitoring system, tiverdioes not support
packet transmition. However, there is transmition on the daelf and packets that are
not redirected to the host or dropped, are routed and sekttbaice network.
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Chapter 6

Implementing Ruler on an IXP

Ruler is a language developed by Kees van Reeuwijk [20] to despattern matching
and packet rewriting rules. Based on these rules the Rulenecgn generate a determin-
istic finite automaton (DFA) for matching these patternsangtiel. It is called a tagged
DFA since it can mark positions of sub-patterns within thauinby tags. These tags can
be used to rewrite the input to a different output. As preseim our work [21], we use
this language for classifying packets in an intrusion detacsystem (IDS). We try to
detect attacks by inspecting both packets and whole TCPns¢ste®uler allows us to
match patterns (e.g., malicious values) in packet headesgh as in the payload. Since
data passed to offline processing can contain private irghom, we can anonymize the
traffic by rewriting packets and deleting irrelevant comtdio do so, we use the tags.

There is also a tool that can translate most of the Snort talBsiler rules. Snort [22]
is a standard tool for packet monitoring and large sets oftesled rules exist, both paid
and free.

filter testl
"ABC' => accept 1;
uAll * " B" * " C' => aCCGpt 21

filter test2
(llAllllla") * (" B"l"b") * ("C'l"c") => accept,

filter test3
"A" x "B12" * "CA456" => accept;

filter test4
" ABBBCCC' * => accept;
"AAB" * => reject;
filter testb

start:("aaa") * mddle:("zz" » "ZZ") end: (*) =>
end start m ddl e;

Figure 6.1: A sample set of Ruler rules
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You can see an example of Ruler rules on Fig. 6.1. The left-lpandof a Ruler rule
is a pattern matching expression similar to regular expyass User can name parts of
the expression to remember positions of the sub-match anthesname in the rewrite
part to copy the substring. Ruler is not limited to packet miaig, but it is its main
purpose. Since a packet usually has a well defined struchme some parts are not
necessarily interesting or relevant for an application.gRaoan jump over them without
any inspection. This speeds up processing.

The right-hand side of a rule says what to do with a packetafgtattern on the left-
hand side matches. There are several options. A packet caimipéy rejected or ac-
cepted. Optionally an integer value can be assigned to textppckets. Finally, a packet
can be rewritten if a rewrite rule is specified. New packetslmacomposed of new byte
strings or by parts of the original packet that were taggethereft-hand side of the rule.

The DFA itself contains inspection states (to check an ibgtg), jump states (to skip
a number of bytes), tag states (to set a tag value) and maiiels gthat execute the right-
hand side of the matched rule). Since some packet headezsvhawus lengths (e.g.,
IP and TCP headers because of option fields), the DFA alsoiosrga-called memory
inspection states that can use a value on a given positiopatlet to compute the next
action. At the moment there is not other use for such stats $kipping IP or TCP
options.

Fig./6.2 shows a simple DFA which is matchihgl | o anywhere in a packet. Circles
represent inspection states, a pentagon is for a matchgioabe accept) state and squares
are edge labels. How the set of input rules is converted inAiBlBut of scope of this
work. Speaking in compilers’ terms, the Ruler engine is athend that produces a
target independent representation of that DFA. In the regtie section we discuss the
IXP back-end that generates code for the IXP micro-engines.

6.1 Inspection states

Besides jump, tag and match states, the core of the Ruler DRAspection states. Only
these states decide what path in the DFA is taken. Since gtanagority of execution
time is spent in these states, we have to optimize this code.

In general, a memory inspection state has two parts. Rirsyst check whether there
is not an end of the input. If not, it must get a new data chuakfthe input. The second
part is inspection of this chunk. Inspection states workwlite granularity of a single
byte, however, it is possible to match single bits. This isalby a trick inside Ruler,
which generates all possibilities for a byte based on bitkrasa rule.

6.1.1 Getting input bytes

As explained in Sec. 5.1.1 accessing memory for each bytetipassible. Not only
would reading a single byte from DRAM be unbearably slow, bus$ ialso not possi-
ble. DRAM granularity is 8 bytes and we cannot read smallemkbu Therefore we
implement our own caching. Each read from DRAM (where the ptcire stored) can
transfer up to 64 bytes of data. We store them in a local merboffer and while the
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Figure 6.2: Ruler sample matching "*hello*"
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current chunk is being processed we issue a new transferd@AM. This mechanism
has 3 main features :

1. Consuming a whole 64 byte buffer takes so many cycles tleah¢v chunk will
be already received and ready for processing. So the DRAMdgtis completely
hidden.

As a consequence, no other thread is scheduled on the samalsHs the current
thread yields the processor voluntarily.

2. The first 64 bytes cannot be prefetched and must be reathreyrously after we
know were is the packet stored. First, the packet locatiostrha computed, the
data fetched from DRAM and only after this we can start the @ssmg.

3. We prefetch data beyond the packet since we cannot deaityeemough if there is
an end of a packet already. This prefetch does not harm peafore.

The code is designed as a subroutine and is called from eatehtstreturn the next
byte and prefetch data. The part that returns a byte fromabkecchunk can be inlined
in the inspection states. This saves a few cycles per bytehwhikes a significant dif-
ference on a gigabit link. It saves about 20% of executior tiiithe smallest inspection
states. However if we are running out of instruction store,can optionally choose not
to inline this and save some instructions store for othéestdt makes sense only if the
DFA fits in the the instruction store afterwards.

6.1.2 Switch statements

Unlike getting a new byte, which can be achieved in constard,tthe number of cycles
needed for inspecting that byte varies very much. Basicd#yermining what action
to take based on the input byte is an ordinary switch-statékreown from C-like lan-
guages. Different methods are used in modern compilersgedspp switch-statement
execution. Examples include implementations based on tadés [23] or trees [24].
The IXP code generator implements several algorithms as@&hanfrastructure to add
more. Since we don’t have enough memory to store a hash tableath state and
because accessing this table would outweigh the perforengaia, we decided to imple-
ment a binary tree in the instruction store as the most coggorithm.

The observation we made is that the default branch of a swtatiement is the most
often taken. It is because in most cases no matching strimg tise packet and the
default branch is the one that just consumes the input inrdaip (as a '*' in regular
expressions). It is the most expensive branch since it isntadaly if all other tested
options were rejected. We create trees such that the aveusageer of cycles spent on a
default option is minimal. In each node one or more bits ofitipait byte are checked to
decide which of the two subtrees to search.

This approach has more problems then benefits, though, tfriestree consumes a lot
of instructions. Secondly, testing proved that the gemeerabde is superior to a trivial
switch-statement implementation only if the input is ramdenough. Unfortunately this
is not the case for packet headers and many protocols thaseddan practice. For exam-
ple HTTF is a human-readable text protocol with not an equal disfioblof characters.

IHyper text transfer protocol RFC 2616
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On the other hand binary data or data sent over encryptechelsare good input. How-
ever, it is difficult to find any useful patterns in such strearAt the end of the day we
decided to use a trivial comparison of a byte to all possilallees with only a simple

improvement where applicable. This improvement sepatatess that do not belong to
the range of the non-default options. Since such a test alssutnes some cycles, it is
excluded where executing a trivial statement with only a é@trons works better.

We had to postpone our efforts in this area until some mowsares can supply infor-
mation about the distribution of characters in the netwaafit. It would be necessary to
analyze Ruler rules first to determine what kind of traffic tkerus interested in before
such a key information for switch statement generation eaoltained.

6.1.3 Instruction accounting

Because the number of DFA states might explode, we opted fibtirgppthe DFA. Es-
sentially, we support storing some states in memory (mM&®AM, but Scratch is also
an option). When we are generating the IXP code, we do not ¢emet dhe number of
instructions that was generated. First we need to know homyrirestructions are con-
sumed by the whole DFA and after that we need to add how matryat®ns are needed
for other support routines. These routines must be plac#teimstruction store as there
is no other option. The routines are responsible for gettieghext packet, TCP streams,
interpreting in-memory states, etc. Therefore the suppaitnes are not simply included
as separate files, they are encoded in C wrappers that incteno®unter whenever an
instruction is generated, and they are part of the code geré&r source code.

We do not account only how many instructions were generateithé entire code, but
we also keep track of how many instructions are used per. Stats allows us to split the
DFA so that the almost all the instruction store is filled wieful code and instructions
are not wasted. Of course, this highly depends on the nafuhe ctates.

When some states are placed in memory, we have to take intorddtmt an inter-
preter must be also included in the instruction store.

The DFA is basically a tree with backward edges of loops thatcansuming input
bytes by a star pattern. We assume (and practical expesraepport this theory) that the
hottest states (most frequently executed states) are tdbke starting state. Therefore
we first try to move the most distant states to SRAM and keepdhsthtes in instruction
store.

To implement this, we assign a so-called level to each stiatieeoDFA which rep-
resents the number of hops on the shortest path from théngtatate. The algorithm
iterates over levels, from the deepest one and tries to restaves, one by one. Until the
number of instructions is reduced enough to fit in the ingkbacstore.

Notice that it is not possible just to delete a state’s code@ace it in memory. We
need so-called memory entries that tells the interpreteravthe interpretation should
start. Whenever a state is removed from the instruction stasesubstituted by a mem-
ory entry stub. This stub cannot be removed as long as thear &xilge from an in-
instruction state directly to this state. Therefore, whenare moving a state to memory,
all its outgoing edges must be checked whether they pointmt@m@ory entry stub that
can be safely removed after the current state is placed inameioo.
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To illustrate this, consider the DFA on Fig. 6.2. Suppos¢ the instruction store is
so small that the 6 states cannot fit in. After splitting theAD#e want to place state 3
and 4 in memory. Since there is an edge from state 2 to stais 8 ihemory entry state
(light gray). The state has an entry in the in-memory tahlétere is also a stub in the
instruction store that jumps to the interpreter. In confratate 4 is a pure in-memory
state (dark gray), there is no incoming edge from the insttnstore. Match states are
always encoded in instructions.

6.1.4 Interpreting memory states

Interpreting states that are stored in memory is fairly $éngeach state is a row in a
table of all in-memory states. The id of a state determinesdttse address of that row
and the input character decides which cell to use. We havaliffierent kinds of cells.
One stores just an id of another in-memory state. The otlbeesian address where to
jump back in the instruction store if the execution exitsititerpreter. These two kinds
are distinguished by a bit-flag.

At first glance, it might look the in-memory states are siguaifitly slower. However,
this is only true if the memory latency is not hidden by exewanother code. If more
threads are running, execution of an in-memory state isttwmB0 cycles, which is only
slightly more then cycles consumed by an average state iguited by instructions.
Moreover the number of cycles does not depend on the conpleika state. Secondly,
since threads have to reschedule because of memory readdRlis more fairly used
by all threads. This is not true for code that executes ordyrurctions. To get a similar
fairness, we have to force the code to yield the ME from timenbe@ voluntarily.

6.2 Packet rewriting

Packet rewriting is a complicated issue and the IXP hardwsaret the best choice.
It is a very memory bound task and much better suited for géri@PUs as our other
experiments proved. On the other hand, reasonably simpletireg is possible on a

high bitrate and rather the matching DFA is the bottlenebkugh. In general, Ruler
can rewrite an input packet to whatever output. It can releapart of a packet, it can
swap two parts and add new ones. Clearly, on this level of gétyerthe task uses

memory very intensively, unaligned data require specidletpensive handling and the
local memory, that is the only suitable for a temporary Insffés too small.

To overcome all presented difficulties, we assemble the raekai in a local memory
buffer that is only large enough to handle a single full sizdternet packet at any mo-
ment. As a result we implement packet rewriting only for a&rthread per ME. Using
the local memory has the benefit of fast access that is edlgeeiquired when append-
ing a new unaligned chunk to an unaligned tail of the newlystatted packet. The tail
must be first read and only after that the rest can be appemdesiis not possible with
any other type of memory at a reasonable speed.

The rewrite action is represented by a chain of structuies) describing one of two
possible atomic actions. One copies data from the origiaeket to the new one. The
other inserts a byte-string. Interpreting such a chain sgafar caching mechanism
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as processing the packet. It also first prefetches a chunk bf/es (SRAM limit) from
memory and executes actions as long as all the bytes weremsdimed. At this moment
a new piece of the action chain is prefetched and ready.

6.3 TCP reassembling

TCP streams carry a lot of the network traffic. If an attackeidsesome malicious data
via TCP, the dangerous content is likely chopped into piegethé TCP stack and is
distributed over several packets. For this reason scarsimgie packets in a security
context is not enough and we have to go beyond. We must igleantl reconstruct the
TCP protocol and scan its payload as a contiguous stream es.byt

This chapter describes how TCP packets are preprocessae befag passed to the
Ruler TCP processing, which is presented in the following Set. We identify each
TCP flow and separate packets belonging to each of the flowse Some packets might
be missing we must take certain measures to assure that thedksed to Ruler is re-
constructed.

TCP reassembling distinguishes 2 kinds of packets: in-qudekets that arrive with
an expected sequence number and out-of-order data thatbmysaced in a separate
buffer to wait until a missing in-order packets arrive. Natly, there are various ways
how to reassemble a TCP stream. We can either drop all outdef-gpackets and let
the end points of the connection deal with this as they had®twith ordinary network
failures. Basically, this is not reassembling, we deal oniyhwn-order data. Or we can
do a full TCP stream reassembling.

Since accessing a lot of memory structures (e.g., walkimgell lists, etc.) consumes
too many cycles, and doing nothing is also an ineffectiveooptve decided to implement
a limited version of TCP reassembling and to leave the resh#®oendpoints.

Our TCP reassembler does not implement a full TCP stack, nopletenfeatures of
the TCP protocol. Its basic purpose is to handle simple problike a lost (rather de-
layed) sequence of packets without dropping out-of-or@ekpts. Out-of-order packets
does not have to be retransmitted by the end-points. Moreusecorruption of a TCP
stream leads to dropping of at least some packets. We assairthis is not a common
case on a gigabit link near one of the end-points. In additam tcp reassembler does
not copy any of the packets’ data, only indices are placedfifets.

However, this version of a TCP reassembler assures thatcdéfsathat are passed to
following stages of processing (e.g, tcp-ixpruler) forntoatiguous flow of tcp sequence
numbers.

Fig. 6.3 presents an overview of the packet path through e frocessor. Thin
arrows show how a packet travels, whereas thick arrows itbesbow TCP flows are
scheduled by the TCP reassembler and grabbed and releaseddbyeRgines. After
the receiver receives a packet, it stores its index in a tagy is polled by the TCP re-
assembler, which places packet indices in stream bufférsai@s are then scheduled for
processing. After grabbing a stream from the scheduledigjuRuler keeps processing
its packets until the buffer is empty. Indices of processackpts are placed on another
ring that is polled by transmitter, similar to the receiveassembler commutation. If the
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Figure 6.3: Packet path through the TCP processor

TCP reassembler is not used, Ruler engines poll on the rebafiex-directly. Recompi-
lation for pure packet processing of Ruler is required.

Limitations of the current implementation

e The number of simultaneous TCP flows is limited to 1536 duentitdid amount of
memory

e The number of out-of-order packets kept in a separate bigflanited to 64. Since
we do not copy data from out of order packets to any specidéimiind we just
keep pointers to packets, the number of bytes is fully datexchby the incoming
packets. We do not assure any number of bytes that will fiterbtffer, except the
number of packets.

e Once the out-of-order buffer is full, we start dropping ofterder packets that be-
long to this flow until at least one entry in the in-order buffefreed. The end points
of the affected TCP flow will retransmit the dropped packetsis Elows down this
TCP flow, but it does not harm correctness of the TCP protocol.

e Because of the performance reasons of our TCP reassemblitgnm@ptation, we
assume that the most common reason for out-of-order datas<of a few packets,
whereas the rest arrives in-order. Therefore we optimizénie particular case and
we may drop packets instead of buffering them in other cases.

6.3.1 Reassembling

As mentioned before, TCP reassembling classifies packetargtaups, depending on
whether they were expected or not. Each group of packetidiécin a different way.
This section describes how are incoming packets treatechenwdhe TCP reassembler
uses its internal buffers for TCP stream sanitation.
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In-order data

In-order packets are placed in an in-order ring buffer. Badex in this buffer keeps
information about which packet is referenced, the lengtthisf packet and the payload
offset (how many bytes should be skipped by Ruler). Of coutsee is space for flags
as well.

An in-order packet buffer has 128 entries. Once all are uses r{ng is full) and
and a new in-order packet arrives, we place this packet iroti@f-order buffer. The
idea is that it is better to drop out-of-order data than ideoy which would have been
retransmitted. Because it is too expensive to shift packetsring buffer (or insert a
packet between two others) we drop all packets in the owrdér buffer to make space
for in-order data.

Also, whenever an in-order packet is placed in the in-orddfiep, we try to flush the
out-of-order buffer and append as much as possible of itkgiato the in-order one.
There is a simple test whether it is possible or not. If thedhafethe out-of-order buffer
does not succeed the last in-order packet, we cannot appgtidray.

Out-of-order data

If a packet does not have the expected sequence number,ntasteof-order packet.
Such packets are not directly visible to the consumer, theplaced in a separate buffer.
The task is trivial if the buffer is empty. If it is not, we hat@make sure that the buffer is
not full and that the actual packet is the expected one inwh@border sequence. As we
mentioned above, we also keep out-of-order packets in &segqu At the moment we do
not support more complex corruptions of the TCP stream. Téw&r&wvo main reasons :

1. Either we would have to insert packets in the buffer betwe® other packets. This
is not a complicated task, but it involves a lot of copyingafis too expensive. An-
other option is to use a linked list instead of a ring buffenisTis both complicated
and too memory consuming.

2. All solutions suggested above are too slow because afigixgememory usage.

Nevertheless we keep more information in the out-of-orddfeb than we actually
need to enable future extensions to the current schemeaegquence number for each
packet. Moreover, we keep the sequence number of the firkepas well as the number
of payload bytes in the buffer. This enables us to computenéxt expected sequence
number without need of reading the last packet descriptoraddition, we know how
many contiguouspackets follow the head of the out-of-order buffer. We catedheine
how many packets can be moved to the in-order buffer, plukiva us to place packets
of a more corrupted TCP flow in the same out-of-order buffehefuture.

As mentioned above, we flush the out-of-order buffer and agppackets to the in-
order buffer always after an in-order buffer is received. tdethe same when a FIN
packet arrives. Of course, there is not always space enougbply out all packets to the
in-order buffer. The buffer is kept as a ring and emptiedsséwe "appended" to the end
of the ring If this buffer is full or if the arriving packet deenot continue the sequence, it
is dropped.
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6.3.2 Hashing

We keep all flows in a hash table. Because of handling haslsicols, we opted for
hashing with linear chains. We decided to use linear chait®st is the most effective
solution for hash tables with frequermoveoperation. We also assume that hash colli-
sions are rare. We also use hardware support to speed up impwf the hash value.
The input of the hash function is the unique identifier of a T@wW fiformed by source
and destination IP addresses and port numbers. The outputd8-bit hash value. The
hardware function (fully described in the Intel IXP2400 dwaare reference manual) is
designed so that the lowest bits vary the most. Thereforeseenly lowest 10 bits.

Hash table

The basic hash-table structure is an array that points to-balision chain heads. It has
1024 entries and is stored in the local memory (LM). Eachyastt6 bits wide, therefore
a single 32 bit LM cell is shared by two entries. This saves afanemory (which is a
very limited resource) and is traded for a little bit more g@bex hash-table operations.
Storing twice as many hash chains also decreases frequéheaglo collisions. In addi-
tion, using LM speeds up checking if a hash-chain for a giveshkcode exists. It is an
order of magnitude faster then using the second fastedabi@imemory type (scratch
pad).

TCP flow descriptors are split in two parts (scratch + SRAM).c8insually at least
one TCP port number is automatically generated, we assunhéhthaair of ports is
mostly enough to decide, whether the flow was NOT found. Skrallso contains pointer
to the next member of the chain. Therefore walking a haslis@ chain needs syn-
chronous memory accesses to check if the requested flow wad.fo

The IP address must be checked to confirm a hash lookup hie 8?3 are too large,
we store them with other TCP related data in SRAM.

Locking

Our goal is to enable multiple threads to access the hash $ablltaneously. Therefore
we want to lock only as small a part of the hash table as passiibwever, we need to
protect concurrent access to hash-collision chains. Tésoreis that some thread might
be removing a member of the chain whereas another threadkshgdhe same chain,
etc.

Simple locking is not enough, though. As already explaime®éc. 5.1.3, trivial
locking implementation is a source of reordering packedstelong to the same tcp flow
and were received in-order. Again, imagine the followingreario :

e Several packets of the same flow are received in sequence.
¢ All threads are spinning on the same hash-collision chaik.lo

e The flow is unlocked and a thread that handles a packet, whasimet the first one
in the sequence, acquires the lock.

e The result is that this packet is served sooner than therlgaudicket of the pending
sequence. This means that this packet is handled as an-outi@f packet.
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A solution to this problem is to grant entry to the criticat8en in the same order,
in which the threads tried to acquire the critical sectiotkloUsing the non-reordering
locks as presented in Sec. 5/1.3 does the job. We have sudk @do hash-collision
chain as well as per tcp-flow descriptor.

SYN packets

A hash table entry is opened when a SYN packet is received. sA lmokup must be
performed to ensure that a flow with the same signature isperied yet. If so, the SYN
packet is dropped.

To open a new flow, an unused tcp flow descriptor is require@. TIOP reassembler
is initialized with a pool of unused flow descriptors ids, alhis kept as an SRAM ring.
Whenever a new descriptor is required, it is enough to getmme this ring. If there are
no more unused flow descriptors, the maximal number of sanalbus flows is exceeded.
In this case the ME is halted and XScale is interrupted. Thea¥sthen gets a chance to
resolve the lack of resources.

After a flow descriptor is filled and written back to memoryg flow is inserted in the
appropriate hash collision chain. We do not handle an ulglis@ner case when a SYN
packet is immediately followed by data packets since thmaitsirally not possible. Such
data packets will be dropped because of a hash lookup miss.

The SYN packet is placed as the first packet in the in-orddebuts payload offset
(headers’ length) is set to zero. As a result the tcp-ixprwi# process also all headers
of the first packet which gives more information about thereritow.

FIN/RST packets

When a FIN or RST packet is seen, the flow should be closed and/eghfimm the hash
table. The situation is usually trivial in case of a RST pasK&ST and FIN handlers
are identical at the moment) since RST is mainly used duriogriect processing of the
three-way-handshake.

In contrary, a FIN packet might be received when the TCP flowlldging processed
by a consumer (e.qg., ixpruler). We can receive FIN in sevayaimon situations :

1. There are no pending data and a consumer is neither piogebs flow nor the
flow is scheduled for processing. The flow is only removed ftbenhash table and
its descriptor is returned to the pool of unused ones.

2. There are no pending data in the out-of-order buffer aedfldw is either being
processed by a consumer or is scheduled to be processedhlodses, the flow is
marked as closed and the flow descriptor is removed from tble tadle
Itis the consumer’s responsibility to return the flow dgstni to the pool of unused
ones after it finishes processing of the stream.

3. There are pending data in the out-of-order buffer. Thiigainly a bad situation.
In this case we drop the FIN packet and wait until the missiag @rrives. Either
the endpoints should handle this or (in case of their crdshXiScale cleaner will
release this flow at some point.
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Mutual exclusion with consumers

Because of the situation 2 mentioned above, we need to makelstrthe flow is not
released by the consumer while the TCP reassembler is absat theCLOSED flag.
Therefore the TCP reassembler must lock the stream whilecggises a FIN packet. The
consumer thread must do the same when it is postponing thevilaeh it is handling at
the moment.

Flushing a flow buffers

If a flow is marked by @DROP flag and a FIN packet is received, there might be some
pending data (old) data in the buffers. All packets must hepped and the buffers
cleaned. Consumers do not take care of this, since it wouldlyimgavy locking and
consequently a significant slowdown.

6.3.3 Dropping flows

Since the TCP reassembler was originally designed as a part DS, it is assumed
that the consumers (following stages), may decide to dropaa his action needs tight
cooperation with the reassembler. Our goal is to minimize ds much as possible, to
avoid locking and therefore unnecessary slowdown. Thdtrssihat the consumer only
marks flows by &ROP flag. This must be done under a flow-lock. Once the reassembler
realizes that the flow is marked like this, all new arrivingckets are dropped without
saving in any of the buffers. The only exception is a FIN packaich initiates flushing
of all packets in the buffers before it is dropped.

If the flow was marked as to be dropped after the flow was alredubed, the flow
remains in the hash table. Either a FIN packet is retranschéhd so the flow is removed,
or the flow must be removed externally. This is not supportegdeamoment.

6.4 TCP processing

The internals of the DFA implementation are more or less #meesfor both, packet and
TCP processing. It always consumes a single packet. Only @f¢ grocessor skips
packet headers and inspects only the TCP payload. The mé#@redice is in the sup-

porting routines that provide the processing core with a hgte and with a next packet.
The problem is simple in case of a packet processor. Thereng @f received packets

and whenever a Ruler thread is idle, it picks one packet anckpds. In case of a tcp
processor, the things are more complicated. We cannot détthaead process arbitrary
packets, we must keep the state that was reached when theysrpacket of the stream
was consumed till we start processing the next one. Therdfas also not possible to

process packets that belong to the same stream by diffénerads concurrently.

In our solution, we have one more levels of indirection befBuler gets hold of a
packet. The TCP reassembler schedules a TCP flow in an SRAM rieg Wiere are
unprocessed data available in its buffer. Ruler, insteadetifrg a single packet, gets
a whole TCP stream. This TCP stream is assigned only to thigcplanrt thread and
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removed from the scheduled-queue so that it cannot be @&chjoyr another thread. The
stream is marked a&SSI GNED and is not scheduled by the TCP reassembler anymore,
unless its consumer releases the stream. The assigned thezaprocesses the TCP
packet buffer as long as there are pending data.

Since only a single thread is processing a flow at any momeatcan easily keep
the last reached state in a register while a new packet iglvetneved from the packet
buffer. The more troublesome issue is when a TCP buffer iswested. On a fairly
used gigabit link there are many more streams waiting to begssed. Therefore we
must postpone processing of the current stream since itdvoake the thread idle and
precious cycles would be wasted. We save the state of thentigtream to its descriptor
and pick another waiting stream. Once there are data fordegpned one, it is put on
the scheduled-queue again. In such a design, we keep dhlaieaihreads busy. As a
result, one flow is rarely processed only by a single threatit inigrates not only among
threads, but also among MEs.

Saving a state of a stream is not that difficult. We postpanprivcessing if and only
if an entire packet is consumed. Therefore we do not needdp kay position in the
stream, we will continue with the next available packet. Sbke information required
for resuming processing of a stream is the next state of the tb&t should be visited.
We identify the state either by the instruction pointer vehigs execution starts or by its
id in SRAM memory table. IXP architecture has space in itsutdion store for at most
8k of instructions. We need only 13 bits to encode the retnstriiction and a state in
the memory table is encoded in 16 bits. There is enough spas®@®ite this and some
additional information in the SRAM TCP flow descriptor.

The current state is saved when the routine to obtain a new T@er lfpacket) is
called. In this function we already need the full return mf@ation and thus the only
action needed is to save this in the flow descriptor when tieaist is being released.

When inspection of a stream is resumed, we load the retursteegnith the saved
instruction pointer. After all actions that are necessanyftill recovery of the stream
processing are finished, we jump to the return address,d.thetsaved DFA-state and
Ruler continues as if the TCP stream processing was neverupted.

Also when a stream was alreadgceptedand an accept value was assigned, we need
to store this value. We do not inspect packets of an accepteans and we just assign
the accept value to each packet and pass it to the next stagerttitter).
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Chapter 7

Performance of Ruler packet filter

We carried out several performance tests to determine wiia¢ itop achievable through-
put of our Ruler implementation on IXP2400. First of all, werevénterested whether
it is possible to reach one gigabit. Secondly, whether itss possible if we inspect all
received bytes.

In contrast to the evaluation of the extended FFPF (Chapeffing hold of a packet
is not such an expensive operation. We do not experienceedachshing, simply be-
cause there is no cache. Therefore the number of cycles ehdydan ME to retrieve
a packet and start its processing is constant and moreoverfully determined by the
instructions and memory reads that we must execute. An &roeig if only a single
thread is running on every ME and so threads cannot intexl&@eir execution to hide
the memory latency. In this case, we have to include alsydeaused by memory reads
in the cost of getting a packet reference from a scratch @tgerwise, we can account
only the cycles really spent by executing instructions. Asslt, the number of packets
we can process is interesting only if the number of inspeloyeels per packet is also con-
stant. Otherwise, if the the number of inspected bytes isrdehed by the packet size,
it means that potentially all bytes can be checked. In thee ceve are interested in how
many bytes we can scan.

It is hard to figure out what the theoretical throughput iscsithe average number of
cycles spent per byte varies for each input set of Ruler r@essidering that the cheapest
inspection state consumes 18 cycles, the ceiling for thebeurof bytes inspected by a
single 600MHz ME is 266Mbps. However, the experiments sh@atthe real throughput
is slightly lower. First, it is because of the constant oearth per packet, second, it is
because of the high memory usage. Table Tab. 7.1 shows wihatiebé single ME is
able to process for various packet sizes. In this experimvenised a simple DFA with
states that only request next bytes and the first branchtsdjee byte. This is equal to
inspecting all bytes by the simplest possible states. Hiftddwas generated by iperf [25]
running on several machines. Iperf can generate UDP traffiitas to audio stream. The
bitrate and the packet size is configurable.

Another experiment proved that the processing power sdakesrly with the num-
ber of used MEs. The same table also shows that the numbetesf pyocessed for each
packet size is dropping as the packets become smaller. Siéause the overhead to get
a packet comparing to the number of cycles needed to indpegiacket is more signifi-
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packet size (bytes) measured bitrate on 1 ME (Mbps)theoretical throughput on 6 MEs (Mbps)
1470 251 1506
1024 247 1482
512 238 1428
256 220 1320
128 191 1146
64 152 912

Table 7.1: Measured maximal throughput of the Ruler packet for different packet sizes when all
bytes were inspected

cant and less cycles can be used on the packet inspectitin Als® scratch memory is

becoming overloaded as new packets are saved and requestedreguently. Another

aspect that has impact on the measured performance is thataffic generator is not
sending packets at a constant rate, but rather in burstsbitrdtes significantly higher

than what an ME can consume. Therefore the overall droppiatso higher. Essentially,
the real throughput is higher than what we measured. Iniadditnore MEs reduce im-

pact of bursts. Our other experiments support this. In spitee fact that processing a
stream of minimal size packets cannot be achieved on fudllgigit shows that we can
go beyond since it is not the usual average case.

The measurements just described assume that all bytes nyf @eket are checked,
there is no match and the byte is skipped immediately and orexts requested. It de-
pends on the user whether this is a valid assumption or nad.Méasurement only shows
the upper bound which is reachable. The more interestingrdaund is completely de-
pendent on the complexity of the rules supplied by the udeerdfore the user must take
this into account. The user must use filtering expressioaisddin determine as soon as
possible which rule matches. This helps the overall peréorre tremendously.

As already mentioned, the advantage of the in-memory siaté®st the execution
time per byte is constant. Another big benefit is much monedeheduling of threads
on an ME, and so better multithreaded performance. Theraferdo not have to make
such assumptions as in the experiments described befoven GiMEs the theoretical
throughput with the largest ethernet packets when exegutmy in-memory states is
about 900Mbps on the 1XP2400.

The most usual format of packet matching expressions fiassdies packets accord-
ing to their headers. There are only a few interesting posstin most headers with only
a limited number of values. This can be very efficiently matthy a DFA encoded in in-
structions. However, inspecting the payload createssstata a high number of possible
transitions and the 32 cycles spent in in-memory states e@asily exceeded. Therefore
to get the optimal performance in the worst case we suggesinine both methods.

Our experiments also show that the IXP is able to copy datagtost at the link rate
if the hosting hardware has the required throughput. Thisna¢hat it should preferably
have a 64bit/66MHz PCI bus which is not overloaded by other R@icgs. And of
course, the host operating system together with the host Cidt/lme able to process this
amount of data. Since copying packets to the host is hangledebtransmition engine
only after packets were classified, dropping a packet dubdamverloaded host by the
transmition ME means that all cycles spent on inspectiomisfiacket were wasted. In
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contrary, if the ruler is overloaded, packets are droppezhdly by the receiving ME and
the loss of cycles is insignificant.

One of the tasks of Ruler is to anonymize packets, i.e. rewnrégen. First of all, the
performance is harmed already by the single threaded natuhe rewriting code. It is
worth to mention the the new IXP2350 has more local memorgkwhllows us to enable
2 threads per ME in our next release. However, we experieasedy good performance
when zeroing IP addresses of all IP packets in our expersneksingle ME was able
to delete IP addresses from all packet at about 540Mbps. efdreronly 2 MEs are
sufficient for full gigabit. We see the main reason for thisipenance in the simple DFA
which filters only IP version 4 packets. This filter takes oaliew cycles per packets. If
more complex filtering prior to packet rewriting must be peniied, executing the DFA
becomes the bottleneck of the packet anonymization. Eversitmple scenario gives a
promising result for using a IXP2350 with only 4 MEs to be ussdan anonymization
preprocessor for monitoring e.g., a campus backbone. Bedide the IXP2350 MEs
have more local memory, we will also benefit from 900MHz conmgato 600MHz of
the 1XP2400 which we use in our testbed.

81



Chapter 8

Related work

Ideas used in FFPF can be found in other networking projeotsithe European SCAMPI [26]
project also divides processing in different levels, uysace, kernelspace and hardware.
SCAMPI uses DAG and COMBOS6 cards, both of which are FPGA based B&tb.
These NICs are configurable and programmable, but most obtlie femains on the
host. Unlike FFPF, SCAMPI uses only a linear chain of filtersisTchain is built by the
MAPI (monitoring API) developed for this project. Also thearspace implementation
is different. FFPF is using a statically linked library, WehSECAMPI applications com-
municate with a single MAPI-daemon. This daemon is the guigt to the lower levels
(kernel, devices). Our group already started porting thePVid the FFPF framework
and it will soon be possible to use SCAMPI monitor with FFPHwiit any change.

The SILK project [27] (SCOUT [28] paths in the Linux kernelyassan idea of differ-
ent flows. It divides packets which belong to different apgions, streams and protocols
into separate flows. These are processed in various "pattie lrinux kernel. Each path
is a chain of processing steps. SILK uses its own schedubfigyand each path runsin a
separate SILK-thread, in order to be able to perform custedscheduling and prioritize
some of the threads.. In contrast, FFPF flowgroups are baseslan various application
requirements, protection against conflicts and secunsise than on different protocols.
One FFPF application can process more SILK-like flows in glsiflowgroup. FFPF
copies packets for each flowgroup. Like FFPF, the droppirglitK is done as soon as
possible, before too many time was spent on the processing.

The CLICK project[29] uses a very flexible graph architectlielike FFPF, it allows
oriented cycles. Each node has a number of ports with differeeanings. It depends
on packet classification to which port it is sent. In FFPFket& are passed to all con-
nections. There are two types of ports in CLICK, pull and pughs hot possible to
connect an input and an output port of a different kind, tfeeeethe user has to keep
this in mind. The push-ports send packets immediately toéx node. In contrast, the
pull-ports enable the successor to ask for data when it isilpleso process them. Nodes
with the push-input ports and the pull-output ports act asugs or buffers. Buffering
inside FFPF is implicit and transparent to the user. PollingBufs is similar to the pull-
inputs in the CLICK sense. Another similarity is FFPF pollingdaCLICK scheduling.
CLICK has a queue of tasks. After a dequeued task is processpdndent tasks are
executed automatically. One task in a queue can be compasedunread packet in the
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FFPF buffer. Retrieving a packet also starts its processitige connected grabbers. We
can understand processing in a grabber as a task. Unlike, RHPEK was designed
as a kernel-based router. FFPF works on network procedsargl and userspace and
targets monitoring applications.

Among the most widely used network filters are Linux kerngtables [4]. This
subsystem might serve many tasks. Its filtering abilities wsed for instance for fire-
walling. The iptables based firewall uses a sets of rulesykras chains. Every rule says
what should happen with the current packet. Targets, deecplmps, start processing
the packet in another chain. Other targets like ACCEPT, DROBHRH stop the packet
processing and does not return the packet to the superior frdurther examination.
On the other hand the target RETURN returns from the currenh¢bahe superior one.
In this case or if the packet did not match any of rules, preiogscontinues on the next
rule behind the jump. An administrator can use this to buifdidy complex filtering
graph. Also a large variety of tools was developed to makenthik with the iptables
more comfortable. Iptables are used for filtering on thesasiP, TCP and UDP header.
Matching is not used to inspect the payload of the packettables are closely con-
nected to theetfilter [4] layer. Therefore it cannot use processing on a specidWwexe.
Packets have to go through the device driver before theyrdscfilter.

The closest project to FFPF is described in "Extensible RetibeActive Networks" [30],
which the 1XP1200 as a network processor. Processing isdalsted between micro-
engines, StrongARM (XScale for IXP2xxx) and the host. Mierggines are used mainly
for receiving and transmitting and distributing packets igueues for processing on up-
per levels rather then for deeper processing itself. Peing®n the StrongARM is very
dependent on the packet size. With minimum sized packatsn@RM has no cycles
left for processing and is used only as a forwarder to the. h@st the other hand the
processing of maximum sized packets is possible. Thereasydightweight kernel run-
ning on top of the StrongARM core. FFPF uses the XScale coralynfir processing
and forwarding is only an option. There are stand-alone A&k devices which do not
have any connection to a host machine and here the XScaleatl@esnplex processing
which cannot be done in the micro-code. In contrast to FRRFticro-engines in [30]
are fully excluded from the configuration (code injectiohe FFPF user can upload
new code to the MEs, start and stop them at any time as provéditigi Cristea [31],
who successfully used the FFPF to manage code on the IXP28580a Token Based
Swith project.

After the NP emerged, and since the IXP architecture is onthefmost popular
among them, there are many projects that are trying to offtbfierent task from the
operating system networking stack to an NP. [32] presenistb@educe the Linux TCP
stack to less then 10% of its code by offloading TCP processiag tXP chip. Similar
to FFPF, motivation of other projects that are using IXPs iavoid memory copying and
context switching between kernel and userspace. SplicgBjRkploits IXP architecture
for implementing a content-aware switch. They stress tl@kiScale core is too slow for
intercepting TCP streams and therefore all processing itemmgnted only on the MEs.
The troughput of HTTP sessions was increased dramatigalgpmarison to a Linux
splicer, however the set of features they have implemestedde, but limited. At the
moment, there is only one implementation of the TCP for the2¥&, we are aware of.
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Since it is a comercial project, we are not able to say angthore specific about it.

It is worth to mention that thanks to Willem de Bruijn the FFR&mework evolved
from a pure packet processor to a stream processor calledndlitne and it can use the
Ruler on IXP as a preprocessing filter. In addition, the IXP Riddantegrated to the
SCAMPI's MAPI as a part of its successor LOBSTER [34].
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Chapter 9

Conclusions

This thesis presents a full integration of a network prosesgo a highly extensible and

flexible network monitoring and packet filtering tool. Theglmentation was explained
in details. We focused on redesigning the previous impleatem in such a way that

it fully covers the IXP based PCI card. The new design is gér@raugh to enable

easy integration of other network interface cards as wedtaisd-alone devices into one
monitoring system.

Our implementation shows that such a complex device, caidolehto the user of the
system and still even an unexperienced user can benefit fleshahthe features without
any special knowledge about programmable network devites. syntax of our input
expressions gives a simple way of creating a flowgraph ondhew@and line. Moreover
a GUI is also provided. The FFPF API is simple enough to be rstaedable by an
unskilled programmer.

We proved that it is possible to implement such a frameworkrmeta packet does not
have to be copied during its traversal of the whole flowspaeelchy. This saves a lot
of computing time. The hierarchy consist of levels with elifint processing speeds, on
the host machine as well as on the network device. In contrese are situations where
moving a packet to another location can be very useful. Thstmgportant finding is
that this can be done transparently to the user and at higgdspighout use of the host
CPU and with significant offload of the NPU. Offloading the hosthine in that case is
significant which was one of the main goals of this project.

Our tests showed that processing a large number of smalepaiskthe main problem
as for any other packet processing framework as getting diolde packet is the most
expensive action in the data-path. The number of packets#mabe processed is more
important than the bitrate itself. We proved that the idepushing the packet processing
to the lowest levels enhances the performance. The MEs bability to filter out most
of the uninteresting traffic and by that to reduce overlogdihthe successive stages and
to enable filtering with only a limited or even no dropping ohigh speed.

The high degree of extensibility and flexibility of the FFR&hework faces two prob-
lems. The firstis caused by the Intel SDK for IXP, which doetssmable us to implement
as wide a functionality of the micro-engine manager as wéwihe second and more
important is that the complexity and commonness of the fraonle has its own overhead
which is difficult to prune.
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In order to support our claims that filtering traffic as cloeethe wire as possible
can offload the host machine dramatically, we implementedcket filter based on the
Ruler language on the IXP micro-engines. Clearly, there isensaitable hardware for
such pattern matching (e.g., FPGAs), although we proveadXiachips can be used very
efficiently for a certain class of filtering tasks. Moreoveey can be successfully used for
online packet anonymization on the link rate to remove peiand sensitive information
before data are handed to other parties for further praogs®vithout this, organizations
are reluctant to let others to monitor their networks. Hosvewithout understanding
Internet traffic, it is not possible to effectively improvergsices and deal with threats that
the community is facing.

We implemented several tests to measure FFPF performamaedus scenarios. We
tested reading data over the PCI bus from the host as well gsngppackets directly
to host memory. The latter proved to be better overall evengh it needs more sup-
port in the control part and the data-path is more complegivés promising results for
future work as not all the options in this direction were ax¢tad. We also carried on
performance measurement of the Ruler implementation andezhthat we can achieve
full gigabit with for real world scenarios. Naturally, it possible to create examples that
reach limits of the IXP hardware. Nevertheless the proogsspeed of such complicated
tasks still reaches several hundreds of megabits per second

We believe that our work will contribute to the further deyainent of packet moni-
toring and to enable easier use of IXP based devices by ther widlic.
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